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Disclaimer

• This presentation is informational in nature 

and may not be relied upon as legal advice.

• The opinions of the presenters do not 

necessarily represent the views of their 

employers or clients.
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COMPANY AND LAW FIRM FINED 
MILLIONS FOR GDPR VIOLATIONS

The Daily Standard
July 12, 2022                                                                                                                $1.50

ANYTOWN, USA 
Yesterday the EU Data 
Protection 
Supervisory Authority 
levied a 10 milllion 
Euro ($12.5 million 
U.S.) fine for failure to 
comply with the 
European General 
Data Protection 
Regulation (GDPR).  
The Authority 
Supervisor
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explained that U.S. 
litigation discovery 
does not override 
GDPR protections for 
personal information 
and that both the 
processing and transfer 
or export of personal 
data constituted 
violations of the GDRP.  
The fines could have 
been even higher
See Sanctions A3

“U.S. discovery laws 
do not override 
European GDPR 
Privacy Protections.”
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Differing Global Principles of Privacy 
and Discovery/Disclosure

EU and the U.S. have different legal and cultural 

views of data privacy

• U.S.: data privacy is limited and segmented

• EU: privacy is a fundamental human right

– Article 8 of the Charter of Fundamental Rights of the 

European Union

– The Article 29 Working Party’s Document WP 158
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What We Will Cover

• Who is governed by the GDPR?

• What GDPR requirements are relevant to cross-
border discovery?

• How do U.S. courts react to the discovery 
restrictions imposed by the GDPR?

• What are the consequences of transgressing the 
GDPR?

• What can litigants and their counsel do to 
maximize compliance and minimize risks?
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The General Data Protection Regulation 
(GDPR)
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• The GDPR calls for transparency in data processing 
and handling, as well as additional rights for 
consumers -- It became effective May 25, 2018

• The GDPR limits the processing of personal data and 
the transfer of personal data from Europe to countries 
-- including the U.S.-- deemed not to have adequate 
privacy protection 

• Potential penalties for violating the GDPR are huge --
up to the larger of 20 million Euros or 4% of annual 
worldwide turnover for a single violation



Who is subject to GDPR requirements?

GDPR – Governance
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E. All of the above!
See GDPR Article 3: Territorial Scope



• Personal data is defined as information relating to an 
identified or identifiable natural person, “data subject”

• An identifiable natural person is one who can be identified 
directly or indirectly, in particular by reference to an 
identifier such as a name, an identification number, 
location data, an online identifier or to one or more factors 
specific to the physical, physiological, genetic, mental, 
economic, cultural, or social identity of that natural person
See GDPR Article 4: Definitions

GDPR – Personal Data
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• Separately regulates both the ‘processing’ of personal 
data and its ‘transfer’ or ‘export’ to countries outside 
the EEA which do not provide an ‘adequate level of 
protection’

• Processing covers “any operation or set of operations 
which is performed on personal data or on sets of 
personal data, whether or not by automated means, 
such as collection, recording, organization, structuring, 
storage, adaptation or alteration, retrieval, consultation, 
use, disclosure by transmission, dissemination or 
otherwise making available, alignment or combination, 
restriction, erasure or destruction”
See GDPR Article 4: Definitions

• Increases accountability and requires ability to 
demonstrate compliance

GDPR – Processing
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• Under GDPR Article 6, legal grounds on which personal data can 
be processed include: 

consent of the data subject  

compliance with legal obligation

 legitimate interests

• Consent usually does not work for discovery: must be express, 
free, and revocable

• Foreign legal obligations, including U.S. discovery obligations, 
generally are not considered to fall within the “legal obligation” 
derogation 

• Pre-trial discovery may qualify as ‘processing data necessary for 
the purposes of a ‘legitimate interest’’ provided it is not 
‘overridden by the interest for fundamental rights and freedoms 
of the data subject’ 

GDPR – Processing Bases



GDPR Article 9: Processing of special categories of personal data

• Addresses special categories of personal data, the processing 
of which is prohibited without consent of the natural person to 
whom the data pertains

• Includes personal data that reveals:

– Racial/ethnic origin

– Political opinions

– Religious or philosophical beliefs

– Trade union membership

– Genetic data

– Biometric data for the purpose of uniquely identifying a natural person

– Data concerning a natural person’s sex life or sexual orientation

• See GDPR Article 10 re criminal convictions

GDPR – Special Data
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“Any judgment of a court or tribunal and any decision of an 
administrative authority of a third country requiring a 
controller or processor to transfer or disclose personal data 
may only be recognized or enforceable in any manner if 
based on an international agreement, such as a mutual legal 
assistance treaty, in force between the requesting third 
country and the Union or a Member State, without 
prejudice to other grounds for transfer pursuant to this 
Chapter.” 

GDPR – Article 48
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The Edward Snowden Effect:

 Referred to as the “anti-FISA” clause (U.S. Foreign Intelligence 

Surveillance Act) 

 Final version much watered down from original



• Beyond processing, a party must put in place a transfer 

mechanism to transfer data outside of the EU for 

discovery purposes

• European Commission does not consider the US to offer 

“adequate privacy protections” so need to implement an 

adequate transfer mechanism:

a) Subject to appropriate safeguards, such as the 

standard contractual clauses or

b) Relevant Derogations

See GDPR Article 49

GDPR – Transfer
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Binding Corporate Rules (BCRs)

• Internal rules adopted by multinational companies which define 
global policy with regard to the international transfers of 
personal data within the corporate group to entities located in 
countries deemed not to provide adequate levels of protection

• Used to create adequate safeguards for the protection of the 
privacy and fundamental rights and freedoms of individuals 
within the meaning of article 26(2) of the Directive 95/46/CE for 
all transfers of personal data protected under EU law

• Once approved under the EU cooperation procedure, BCRs 
provide a sufficient level of protection to companies to get 
authorization of transfers by national DPAs 

• BCRs do not provide a basis for onward transfers made 
beyond the corporate group– thus, are not sufficient for 
litigation discovery or investigations
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• The EU Commission has issued new modular SCCs for 
transfers from EU data exporters to controllers, processors 
or sub-processors established outside the EU/EEA. All 
transfers must use the new template EU SCCs by 27 
December 2022.

• The UK Information Commissioner’s Office has also issued 
new UK data transfer mechanism, including the UK 
Addendum to the set of EU SCCs. All transfers from the UK 
must use the new template by 21 March 2024.

• SCC’s do provide a basis for onward transfers to parties not 
signatory to the SCCs under certain circumstances (e.g. for 
the establishment, exercise or defense of legal claims). See 
Clause 8.7

22

Standard Contractual Clauses (SCCs)
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GDPR Article 49: Derogations for specific situations

• Allows for the transfer of data necessary to establish, exercise, 

or defend legal claims

• Must be necessary for judicial proceedings, administrative or out-

of-court proceedings, proceedings before regulatory bodies, 

criminal or administrative investigations, or formal pretrial

discovery proceedings (e.g. to commence litigation or to seek 

approval for a merger)

• The possibility of litigation is not sufficient, but, the necessity 

requirement is not clearly defined – must be analyzed on a case-

by-case basis to determine scope of affected data subjects and 

determine if you should anonymize or pseudonymize data before 

the transfer

GDPR – Transfer
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GDPR Article 49: Derogations for specific situations

• Also allows “one-time transfers to serve compelling, 

legitimate interests”

• Not repetitive, limited number of data subjects, 

compelling legitimate interests not overridden by data 

subjects’ rights, interests and freedoms, subject to 

suitable safeguards during and after the transfer, and 

subject to notification to the supervisory authority

GDPR – Transfer (continued)



• Retains principle that personal data shall be kept in a form which 
permits identification of data subjects for no longer than is necessary 
for the purposes for which the personal data are processed (Article 
5(e))

• This principle has been amplified by the ‘right of erasure’ – also 
known as the ‘right to be forgotten’ (Article 17) 

• Right of erasure is a qualified right. It can be exercised:

– When the data is no longer necessary to fulfill the purpose for which it 
was collected

– Where consent was the legal basis for the processing and that consent 
has been withdrawn

– Where the data subject’s legitimate interests override those of the 
controller

– Where the personal data is being unlawfully processed

• Increased sanctions for non-compliance mean that the potential 
consequences of over-retention are more significant than before

GDPR – Retention
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U.S. Courts’ Reactions to GDPR 
Discovery Restrictions
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U.S. Case Law

Société Nationale Industrielle Aérospatiale and 

Société de Construction d'Avions de Tourisme v. 

United States District Court for the Southern 

District of Iowa, 482 U.S. 522 (1987)

 International comity should be respected, but the 

Hague Convention need not be the first resort in 

approaching discovery obligations relating to foreign 

jurisdictions

27



U.S. Case Law

Société Nationale Industrielle Aérospatiale and 

Société de Construction d'Avions de Tourisme v. 

United States District Court for the Southern 

District of Iowa, 482 U.S. 522 (1987)

Citing the 3rd Restatement of Foreign Relations Law of the 
United States, the Supreme Court established a five-factor test 
to balance:

 The importance to the litigation of the requested information 

 The specificity of the request

 The origination of the information (did it originate in the U.S.?)

 The availability of alternative methods of accessing the 

information

 The weight of the national interests in conflict
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When applying the five-factor test from 
Société Nationale, U.S. courts have 
generally reached one of three conclusions:

1.U.S. interests outweigh the GDPR interests 
(usually)

2.The protection the court is proposing is 
sufficient (occasionally)

3.Discovery should be restricted based on the 
non-U.S. privacy laws (rarely)

Five-Factor Test Applications
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1. U.S. Interests Outweigh GDPR

30

• Phillips v. Vesuvius USA Corp.

2020-Ohio-3285 (App. 8th Dist. 2020)
- “Ohio has a clear public policy prohibiting age discrimination and unlawful retaliation, 

and the information contained in the personnel files, e.g., location information of 

witnesses, is essentially a mandated disclosure under Civ.R.26.” Id at P27.

• Giorgi Glob. Holdings, Inc. v. Smulski

No. 17-4416 (E.D. Pa. May 21, 2020)
- “The interest of the United States in adjudicating this matter is substantial and 

requires production of relevant discovery.” Id at 5.

• Finjan, Inc. v. Zscaler, Inc.

No. 17-cv-06946-JST (N.D. Cal. Feb. 14, 2019)
- “…considering the significant American interest in protecting its patents and the 

reduced U.K. interest in protecting the privacy of its citizens, the Court concludes that 

this factor weighs heavily in favor of disclosure.” Id at 4.

• Fenerjian v. Nong Shim Co., Ltd.

2016 WL 245263 (N.D. Cal. Jan. 21, 2016)

- The United States “has a substantial interest in fully and fairly adjudicating matters 

before its courts — an interest only realized if parties have access to relevant 

discovery and in vindicating the rights of American plaintiffs.” Id at 5.



in re Mercedes-Benz Emissions 

Litig., No. 16-cv-881 (KM)  (ESK), 2020 

BL 33749 (D.N.J. Jan 30, 2020)

The court utilized the five-factor Société test 

and found: (1) the evidence was directly 

relevant to the claims; (2) the request was 

specific and related to relevant employees 

and documents; (3) the documents originated 

in the EU, which weighed against compelling 

production; (4) the court adequately 

considered proposed Discovery Privacy 

Orders, and did not accept Mercedes-Benz’s 

proposed alternative means of production; 

and (5) the U.S. had a strong interest in 

protecting its consumers because of the 

nature of the claim – a class-action alleging 

misleading marketing statements.

Court found that parties had conducted 

discovery as required by FRCP while 

adequately protecting EU citizen’s data, 

so no redactions were necessary. 31

2. Protection Proposed is “Sufficient”
AnywhereCommerce, Inc. v. 

Ingenico, Inc., No. 19-cv-11457-IT, 2021 

BL 207313 (D. Mass. June 3, 2021

The court utilized the five-factor test and found: 

(1) the documents requested were of substantial 

importance to the litigation; (2) the requests 

were not overly broad; (3) the location of the 

documents was not sufficient enough to override 

factors in favor of disclosure; (4) there was no 

mechanism to discover equivalent information 

through other means; and (5) the U.S. had an 

important interest in making an informed 

decision as to the rights of the parties.

Court recognized France’s interest in ensuring 

that its nationals were “afforded the rights 

provided under the GDPR” to protect their 

personal information; however, the court did 

not permit redactions. Instead, the court 

issued a protective order to control private 

data and ensure materials were returned or 

destroyed after litigation.



3. Discovery Restricted
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Kashef v. BNP Paribas S.A., No. 16-
CV-3228 (AKH) (JW), 2022 BL 
177591 (S.D.N.Y. May 23, 2022)

A discovery dispute arose regarding the 
redaction of the personal information of EU 
employees. The court utilized the five-factor 
test, but also considered potential hardships 
that compliance would impose on the party 
resisting discovery or its witnesses, and the 
good faith of that party.

The court’s found that: (1) the U.S. interest in 
the pursuit of justice for the plaintiffs was 
limited because the redacted information was 
not material to the plaintiff’s efforts, and 
French and EU interest in data privacy 
outweighs the U.S. interest and application 
of the federal law of discovery in its courts; 
and (2) the request to unredact was asking 
defendants to break the laws of the countries 
in which they operate, which represents a 
hardship to the defendants that the plaintiffs 
had not shown sufficient evidence to override.

Motorola Credit Corp. v. Uzan, No. 
02-CV-666 (S.D.N.Y. 2014)

Defendants, through their Turkish telecom 
company, borrowed over $2 billion from 
Motorola. The money was fraudulently diverted 
for the Uzan’s own purposes, and Motorola 
received a damages award for the amount 
loaned, and a later $1 billion award for punitive 
damages. The Uzans, fugitives from both U.S. 
and Turkish authorities, evaded payment by 
hiding their assets in shell companies and 
proxies Motorola subpoenaed several domestic 
and international banks, seeking information 
regarding the Uzan’s assets.

The court ordered banks in France, Jordan, and 
the UAE to comply with discovery. However, 
the Court quashed the subpoenas seeking 
documents in Switzerland, based on clearly 
expressed national interests & robust 
enforcement history.



GDPR Enforcement
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GDPR Enforcement: 
Moving Out of the Leniency Phase

• In 2018, Irish Data Protection Commissioner Helen Dixon 

noted that the fines, up to 4% of a company's global turnover, 

were the worst-case scenario. 

• However, four years into the GDPR, we’ve seen:

– Over 900 fines issued since May 2018 across the European 

Economic Area and the UK

– Fines up to $877 million for a single incident

– Threats of daily fines for noncompliance

– Total fines drifting into the billions

• We now are beyond the “leniency” phase Helen Dixon
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Facebook Facing GDPR Fines

• Facebook received a $68 million fine on 

January 6, 2022 from the French data 

protection authority

– The complaints allege that the named companies are 

pushing "forced consent" on users via pop-up boxes 

that require users to agree to data collection in order 

to access the sites and apps

– It further alleged that there is no clear way to opt-out 

of cookies presented to users, generates confusion, 

and has no “one-click” option

• WhatsApp, which is owned by Facebook, 

received a $225 million fine in September, 

2021 by the Irish DPA for its allegedly 
confusing privacy notice
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Amazon, Google, and Marriott too…
• 2021: Luxembourg National Commission for Data 

Protection issued a $877 million fine to Amazon Europe 
(largest fine to date)

– Result of a complaint filed by 10,000 people regarding Amazon’s 

advertising targeting system, which allegedly lacked proper 

consent to data tracking

• Google and its subsidiaries have been fined three times

– 2019: $56.6 million for alleged lack of transparency in Google’s 

user privacy notices, and alleged insufficient consent for 

personalized ad data processing

– 2022: $102 million for allegedly not allowing Google Ireland’s 

YouTube users to refuse cookies in a simple manner – no “one-

click” option

– 2022: $68 million for allegedly not allowing Google LLC search 

users to refuse cookies in a simple manner – no “one-click” 

option
37



Amazon, Google, and Marriott too…
• Marriott fined for failure to protect data from security 

breaches

– 2020: a data breach occurred in 2014 in Starwood Group’s 

reservation system. Marriott acquired Starwood in 2016, but 

hack wasn’t detected until September 2018. A $23 million fine 

was imposed for alleged failure to perform adequate diligence 

after acquisition and implement safeguards
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Caught Between a Rock & A Hard Place?  
Practical Steps to Navigate Compliance
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Practical Steps for Compliance

• Use of Information Governance to Limit Personal Data

• Resisting Cross-Border Discovery

• Notice, Not Consent

• In-Country Minimization

• In-Country Review

• Data Anonymization/Pseudonymization

• Data Transfer Mechanisms

• Confidentiality Agreements and Protective Orders

• Other Risk Mitigation Strategies
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Resisting Cross-Border Discovery

• Other Sources of Information

• Phasing of Discovery

• Moving for Protective Orders
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Notification Rather Than Consent

Notify Relevant Employees When Preservation 

Obligations Arise and Consider Obtaining Consent

• Notify impacted employees of the need to preserve their 
data for the U.S. legal matter

• Obtaining valid consent is probably not practicable

– consent from employees may not be considered voluntary

– consent must be revocable as easily
as it is given

– it is impracticable to obtain consent 
from all data subjects

– What if the data subject does not consent? 

• Relying on consent may undermine other derogations

42



• What is “Relevant” vs. What is “Necessary”

• Key Word Filtering / De-duplication

• Review in Country

43
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Data Minimization

When Production is Required, Consider Potential 
Risk Mitigation Strategies 

– Process data in the jurisdiction where it resides

– Consider using the same vendor in both jurisdictions so 
that data can be de-duplicated against data located 
overseas 

– Use available technology to minimize the volume of 
data and to reduce the overall burden on the 
organization

– Consider sampling to determine whether an argument 
can be made that relevant data does not exist in the 
unique data population
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Review In Country

When Production is Required, Consider Potential 

Risk Mitigation Strategies 

Data Export/Transfer Agreements

– Consider having legal counsel and e-discovery vendors 
execute data export/transfer agreements to afford 
appropriate privacy protections to data by the parties 
handling it in North America

Document Review

– Have review performed in the jurisdiction where the data 
resides

– Review for standard issues (e.g., privilege, relevance) but 
also to determine what data is “objectively necessary” to 
the litigation
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Automated Anonymization/Pseudonymization
BEFORE AFTER

46



Data Transfer Mechanisms

• Hague Convention

• Binding Corporate Rules 

(“BCRs”)

• Standard Contractual Clauses 

(“SCCs”)

• Safe Harbor

• Privacy Shield

• Trans-Atlantic Data Privacy 

Framework

• Codes of Conduct
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Procedural Starting Point

Hague Convention on the Taking of Evidence Abroad 
in Civil or Commercial Matters

Multi-lateral treaty 

• Ratified by the United States in 1972

• Designed to rule on evidence transfers between nations, in 
recognition of differences in evidence-gathering standards

• Requires court-to-court interaction seeking evidence

– Letter of Request to the Central Authority (as named by 
signatory nation)

– Time-consuming procedure that generally is not effective 
for obtaining documents
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Article 23

• A Contracting State may at the time of signature, 

ratification or accession, declare that it will not 

execute Letters of Request issued for the purpose of 

obtaining pre-trial discovery of documents as known 

in Common Law countries. 

• Even many countries that are signatory to the 

Hague Convention have restrictions which prevent 

effective use of the Hague Convention for discovery.
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Hague Convention Signatories
Without Declarations Related to Article 23

Europe Other

Albania Barbados

Belarus Colombia

Bosnia & Herzegovina Georgia

Czech Republic Israel

Latvia Kuwait

Malta Morocco

Serbia Nicaragua

Slovakia Russian Federation

Slovenia United States of America
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Hague Convention Signatories
With Declarations Related to Article 23

Europe

Andorra Lithuania

Bulgaria Luxembourg

Croatia Monaco

Cyprus Montenegro

Denmark Netherlands

Estonia North Macedonia

Finland Norway

France Poland

Germany Portugal

Greece Romania

Hungary Spain

Iceland Sweden

Italy Switzerland

Liechtenstein United Kingdom

Asia Other

Armenia Australia

China Argentina

India Brazil

Kazakhstan Mexico

Singapore Venezuela

South Korea Seychelles

Sri Lanka South Africa

Turkey

Ukraine

Vietnam
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Schrems I
• Safe Harbor Framework

– Ruled data transfers between EU and U.S. from 2000 until 2015

– Allowed companies to self-certify compliance

• Max Schrems v. Data Protection Commissioner

– In 2013, Schrems issued a complaint to the Irish Data Protection 
Commissioner (DPC) after his data was transferred from 
Facebook’s Irish subsidiary to Facebook’s U.S. servers –
inspired by Snowden affect

– Schrems claimed U.S. policies did not protect data on U.S. 
servers from surveillance by public authorities as required

– Complaint was rejected by DPC, but Schrems appealed to the 
Irish High Court, who referred the case to the Court of Justice of 
the European Union (CJEU) due to EU law concerns

– On October 6, 2015, the CJEU invalidated the Safe Harbor 
Framework on the basis that it did not provide essential legal 
protection from interference by U.S. organizations as required by 
EU law
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• Privacy Shield Framework

– Developed by EU and U.S. in response to Schrems I

– Strengthened supervision of organizations, emphasized 
importance of security measures to protect personal data, and 
generally required more transparency from organizations

• Max Schrems v. Data Protection Commissioner (again)

– From 2015-2016, Schrems modified his complaint to challenge 
Facebook’s transfers of personal data to the U.S. under the 
Privacy Shield Framework, reasoning that the framework did not 
protect personal data as required by EU law

– In 2018, the Irish High Court referred the case to the CJEU

– On July 16, 2020, the CJEU issued a judgment declaring the 
Privacy Shield Framework invalid because it still did not 
adequately protect personal data from interference by U.S. 
organizations
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• Interference by US Intelligence Authorities, e.g. based on: 

• Section 702 of the Foreign Intelligence Surveillance Act (FISA)

– Permits surveillance of individuals who are not US citizens located 

outside the US in order to obtain ‘foreign intelligence information’

– Provides basis for the PRISM and UPSTREAM surveillance 

programs in the context of which e.g. 

○ Internet service providers are required to supply the NSA with all 

communications to and from a ‘selector’

○ Telecommunication undertakings operating the ‘backbone’ of the 

internet are required to allow the NSA to copy and filter internet 

traffic flows to or about a non-US national

• Executive Order 12333 (E.O. 12333)

– Permits the NSA to access data ‘in transit’ to the US by accessing 

underwater cables on the floor of the Atlantic and to collect and 

retain such data before arriving in the United States

54
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• No adequate level of protection for data subjects:

• Insufficient limitations with regard to interferences

– ‘Principle of Proportionality‘ is disregarded

– Surveillance programs are not limited to what is strictly

necessary to safeguard national security

– Sec. 702 FISA e.g. does not indicate any limitations on the

power it confers to implement surveillance programs

• No effective judicial protection against interferences

– No hearing by an independent and impartial tribunal;

ombudsperson mechanism does not remedy the deficiencies

– Some acts US intelligence authorities may use are not subject

to any judicial review (e.g. E.O. 12333)

– EU data subjects are not granted actionable rights in the courts

against US authorities
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• In March 2022, the U.S. and the European Commission 
announced the development of a new protocol to replace the 
Privacy Shield Framework: the Trans-Atlantic Data Privacy 
Framework (TADPF)

• Per the European Commission’s press release from March 
25, 2022, the TADPF has been developed by U.S. and EU 
officials and is now being translated into legal documents

• Key principles include:

– Binding safeguards to limit access to data by U.S. intelligence 
authorities based on necessity and proportionality

– Two-tiered redress system to investigate and resolve complaints

– Specific monitoring and review mechanisms

• Possibility of Schrems III?
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Protective Orders

Make sure you have protective order in place and 
advocate for provisions that:

– Expressly acknowledge data privacy issues

– Require documents containing personal information to be 
marked/stamped so those documents can be easily identified and 
tracked

– Prohibit public disclosure of documents containing personal 
information, subject to applicable local laws

– Restrict the use of the data to the litigation

– Restrict access to the documents containing personal information 
to certain personnel

– Require that specific data security standards/processes be applied 
to documents containing personal information

– Require destruction of the documents at the conclusion of the 
litigation
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Free Resource for E-Discovery and GDPR
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Free Resource for E-Discovery and GDPR

Free protective order 

template available for 

download on the app.



Other Risk Mitigation Strategies

When Production is Required, Consider Potential 
Risk Mitigation Strategies 

Document Production

• Consider offering to produce the relevant documents in the

jurisdiction where the data resides (or in another authorized

country)

– Can be “produced” for review in a database controlled

by the client

– Opposing party can then identify specific documents that

are truly needed for the litigation and which must,

therefore, be transferred to the U.S.
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When Production is Required, Consider 
Potential Risk Mitigation Strategies 

Document Production (cont.)

• If producing the relevant documents in the U.S., consider:

– Making the documents available to opposing party in an e-

discovery tool selected/controlled by the client, with protective 

order restrictions on which documents may be printed or 

downloaded (instead of providing a copy of the production)

– Requiring the opposing party to use an e-discovery vendor that is 

approved by the client (with a data protection agreement in place)

– Requiring that the opposing party’s vendor enter into a data 

transfer/export agreement with the client

• Document the process, including all steps to protect private 
information!
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 Process
- e.g., The Hague Convention,

letters rogatory, The Walsh Act,
28 U.S.C. § 1783

 Determining applicable

privilege
- See Mangouras v. Boggs, 980

F. 3d 88 (2d Cir. 2020); Akzo

Nobel Chemicals, Ltd. v.

European Commission, Case

C-550/07 P (Sep. 14, 2010);

Gucci Am., Inc. v. Guess?, Inc.,

271 F.R.D. 58, 71 (S.D.N.Y.

2010); Astra Aktiebolag v.

Andrx Pharmaceuticals, Inc.,

208 F.R.D. 92 (S.D.N.Y. 2002)

Additional Considerations for Cross-
Border Data Transfers

 Preservation of privilege

 Permissible scope of

disclosure

 Blocking statutes
- See Societe Nationale

Industrielle Aerospatiale v.

U.S. District Court for the

Southern District of Iowa,

482 U.S. 522 (1987)

 Conflict of applicable laws
- See Motorola Credit Corp.

v. Uzar, 73 F. Supp. 3d

397, 404 (S.D.N.Y. 2014)

 Cultural issues

 Contracts
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