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Overview

• HIPAA and Beyond – Privacy Regulation Relevant to the Pandemic

• Pandemic-Driven Relaxations of HIPAA Requirements and 
Waivers

• Real World Scenarios

• Best Practices
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HIPAA and Beyond –
Privacy Regulations Relevant to 
the Pandemic
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Privacy in a Pandemic: The Regulatory Landscape

• HIPAA

• CLIA

• Information Blocking Rule

• Section 5 of the FTC Act

• State Law
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HIPAA
Basics and Highlights Relevant to the Pandemic
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HIPAA Overview

U.S. Department of Health and Human Services, Office for Civil 
Rights (OCR)

• Health Insurance Portability and Accountability Act of 1996 and Health Information 
Technology for Economic and Clinical Health Act of 2009 (together with their 
implementing rules, “HIPAA”)

• HIPAA creates a patchwork of policies addressing privacy, security, and breach 
notification, among other issues 

HIPAA is no longer new—so regulators expect compliance

• Implemented through rules generally taking effect in 2003 (privacy), 2005 (security), 
2009 (breach notification), and 2013 (omnibus)

• Enforcement has continued during the pandemic

• Through waivers and enforcement discretion, regulators have 
demonstrated some flexibility 
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Who Must Contend with HIPAA?

Covered Entities

• HIPAA applies to Covered Entities (CE)—health plans, certain health care providers, 
and health care clearinghouses

Business Associates

• HIPAA Business Associates (BA) provide services, for or on behalf of covered entities, 
which involve HIPAA-protected information

• Must enter into a “Business Associate Agreement” and comply directly with much of 
HIPAA

• Business associates may only use PHI for the purposes for which it was disclosed to the 
business associate and otherwise in accordance with the terms of the agreement and 
applicable law

11



© 2020 Akin Gump Strauss Hauer & Feld LLP

What is Protected Health Information?

HIPAA mandates special protections for “protected health 
information” (PHI)

PHI generally includes any information (including demographic 
information), whether oral or written, that: 

• Is created or received by a health care provider (such as a hospital), health plan, 
employer, or health care clearinghouse;

• Relates to the past, present, or future physical or mental health or condition of an 
individual; the provision of health care to an individual; or the past, present, or future 
payment for the provision of health care to an individual; and

• That identifies the individual, or with respect to which there is a reasonable basis to 
believe the information can be used to identify the individual

Be aware that the nature and scope of information that is restricted 
under HIPAA can be very broad, and few exceptions apply
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HIPAA Privacy Rule

The HIPAA Privacy Rule governs collection, use, and disclosure of PHI

General edict:

• A covered entity may not use or disclose PHI without authorization, unless that use or disclosure is 
otherwise permitted or required by HIPAA

Required uses and disclosures include:
• To an individual (or personal representative) exercising his or her individual rights of access, 

amendment, or accounting

• To HHS for compliance 

Permitted uses and disclosures include, within limits:
• For treatment, payment, or health care operations (TPO)

• “Limited data set” pursuant to Data Use Agreement and for research, public health, or health care 
operations

• Public health purposes

• “Required by law”

• Law enforcement

• Pursuant to legally compliant authorization 

13



© 2020 Akin Gump Strauss Hauer & Feld LLP

De-Identified Data

De-identified data is not PHI and is not subject to HIPAA

De-identification standard: 

• Health information that does not identify an individual and with respect to which there 
is no reasonable basis to believe that the information can be used to identify an 
individual is not individually identifiable health information

Two methods of de-identification under HIPAA:

1. The Statistical Method

2. The Safe Harbor Method
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De-Identified Data: Statistical Method

15

A covered entity may satisfy the de-identification standard if a person with appropriate 
knowledge of and experience with generally accepted statistical and scientific 
principles and methods for rendering information not individually 
identifiable:

• Applying such principles and methods, determines that the risk is very small that the 
information could be used (alone or in combination with other reasonably available 
information) by an anticipated recipient to identify an individual who is a subject of the 
information, and 

• Documents the methods and results of the analysis to justify such determination
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De-Identified Data: Safe Harbor Method
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Names
All geographic 

subdivisions smaller 
than a State

All elements of dates 
(except year) for 

dates directly related 
to an individual under 

age 89

Telephone numbers Fax numbers Email addresses

Social security 
numbers

Medical record 
numbers

Health plan 
beneficiary numbers Account numbers Certificate/license 

numbers

VIN numbers, vehicle 
serial numbers, 

license plate numbers

Device identifiers and 
serial numbers Web URLs IP addresses

Biometric identifiers 
(including finger and 

voice prints)

Full face photographic 
images

Any other unique 
identifying number, 

characteristic or code 
(with limited 
exceptions)

In order to de-identify PHI without involving a statistician or similarly trained 
individual, an entity:

• Must remove 18 enumerated identifiers, and

• Must not have actual knowledge that the information could be used alone or in combination with 
other information to identify an individual who is a subject of the information
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Limited Data Set

A covered entity may use or disclose a limited data set pursuant to a 
HIPAA-compliant data use agreement, for purposes of:

17

Research

Public Health

Health Care Operations
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Public Health Exception from the General Rule

The general rule is that a standard, requirement, or implementation specification adopted 
under the HIPAA Privacy Rule that is contrary to a provision of state law preempts the 
provision of state law

This general rule applies, except if one of several listed conditions is met, including:

• The provision of state law, including state procedures established under such law, as 
applicable, provides for the reporting of disease or injury, child abuse, birth, or death, or 
for the conduct of public health surveillance, investigation, or intervention.

45 C.F.R. § 160.203(c). 
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Public Policy Exceptions – Public Health

Under 45 C.F.R. § 164.512(b), a covered entity may use or disclose PHI 
to a public health authority for certain described public health 
activities

• Public health authority – “an agency or authority of the United States, a State, 
a territory, a political subdivision of a State or territory, or an Indian tribe, or a 
person or entity acting under a grant of authority from or contract with public 
agency, including the employees or agents of such public agency or its 
contractors or persons or entities to whom it has granted authority, that is 
responsible for public health matters as part of its official mandate.”  

45 C.F.R. § 164.501
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Public Policy Exceptions – Public Health

Under 45 C.F.R. § 164.512(b), a CE may use or disclose PHI for public 
health activities and purposes to:

• A public health authority that is authorized by law to collect or receive such information 
for the purpose of preventing or controlling disease…including but not limited to, the 
reporting of disease…the conduct of public health surveillance, public health 
investigations, and public health interventions; or, at the direction of a public health 
authority, to an official of a foreign government agency that is acting in collaboration 
with a public health authority

• A person who may have been exposed to communicable disease or may otherwise be at 
risk of contracting or spreading a disease or condition, if the CE or public health 
authority is authorized by law to notify such person as necessary in the conduct of a 
public health intervention or investigation
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Public Policy Exceptions – Public Health

Under 45 C.F.R. § 164.512(b), a CE may use or disclose PHI for public 
health activities and purposes to:

An employer, about an individual who is a member of the workforce of the 
employer, if: 

(1) The CE is a covered health care provider who provides health care to the 
individual at the request of the employer:

– To conduct an evaluation relating to medical surveillance of the 
workplace; or

– To evaluate whether the individual has a work-related illness or injury;

(2) The PHI that is disclosed consists of findings concerning work-related 
illness or injury of a workplace-related medical surveillance;
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Public Policy Exceptions – Public Health

(3) The employer needs such findings in order to comply with certain 
obligations to record such illness or injury or to carry out responsibilities for 
work-place medical surveillance; and

(4) The CE health care provider provides written notice to the individual that 
PHI related to medical surveillance of the work place and work-related illness 
and injuries is disclosed to the employer: 

– By giving a copy of the notice to the individual at the time the health care 
is provided; or 

– If the healthcare is provided on the work site of the employer, by posting 
the notice in a prominent place at the location where the healthcare is 
provided. 
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Public Policy Exceptions – Public Health

Under 45 C.F.R. § 164.512(b), a CE may use or disclose PHI for public 
health activities and purposes to:

• A school, about an individual who is a student or prospective student of the school if: (1) 
The PHI that is disclosed is limited to proof of immunization; (2) the school is required 
by State or other law to have such proof of immunization prior to admitting the 
individual; and (3) the CE obtains and documents the disclosure from either a parent, 
guardian, person acting in loco parentis or the individual if an adult or emancipated 
minor. 

If the CE also is a public health authority, the CE is permitted to use 
PHI in all cases in which it is permitted to disclose such information 
for public health activities under 45 C.F.R. § 164.512(b)(1)
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HIPAA Security Rule

Core goals of the HIPAA Security Rule

• Ensure the confidentiality, integrity, and availability of electronic PHI (ePHI) created, received, maintained, or 
transmitted by covered entities and business associates

• Protect against reasonably anticipated threats and hazards to the security or integrity of ePHI

• Protect against reasonably anticipated HIPAA Privacy Rule violations

Basic foundation for compliance

• Assessment and management of risk (including security risk analysis – “SRA”)

• Reasonable and appropriate written security policies and procedures 

• Development and implementation of administrative, physical, and technical safeguards 

HIPAA standards and implementation specifications 

• Addressable (A) versus Required (R)

• Not a one-size-fits-all approach

Maintenance required

Organizational requirements

• Business Associate Agreements
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HIPAA Breach Notification Rule
The HIPAA Breach Notification Rule has been in effect since 2009, was modified in 2013, 
and may apply atop U.S. state breach notification laws

A “breach” is the unauthorized acquisition, access, use, or disclosure of unsecured PHI in 
a manner not permitted by the HIPAA Privacy Rule which compromises the security or 
privacy of that information, subject to limited exceptions

• Risk assessment involving four-factor test to determine if there is a low probability that the PHI has been 
compromised:

Extensive breach reporting requirements may apply:

Business associates must notify covered entities of breaches (and fulfill any contractual 
obligations relating to the breach) 

Reports to individuals whose PHI was subject to a 
breach in a timely manner, and at the least no more 

than 60 days after the discovery of the breach

Reports to HHS within 60 days if the breach affected 
more than 500 individuals, or annually if the breach 

affected 500 or fewer individuals

Reports to the media within 60 days of discovering a 
breach if a breach affected more than 500 individuals 

in any one state or jurisdiction

– Nature of the PHI

– Entity receiving the PHI 

– Whether the PHI was actually acquired or viewed

– Extent to which risk to the PHI has been mitigated
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CLIA
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CLIA Certified Labs

• All CLIA certified labs are required to report COVID-19 test results to state or local 
public health departments

–Laboratories that perform clinical diagnostic testing under CLIA,

–non-laboratory COVID-19 testing locations, and

–other facilities or locations offering point-of-care testing or in-home testing related to COVID-19

• Submit laboratory testing data directly to state or local public health departments 
according to state/or local law or policy

• Data must be sent using existing reporting channels to ensure rapid initiation of case 
investigations, and concurrent reporting of results must be shared with ordering 
provider or patient, as applicable

• Submit laboratory testing data through a centralized platform (such as the Association 
of Public Health Laboratories’ AIMS platform)

• Submit laboratory testing data through a state or regional Health Information Exchange 
(HIE) to the appropriate state or local public health department and then to CDC as 
directed by the state
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CLIA Reporting Enforcement

• CMS will enforce the SARS-CoV-2 test results reporting requirement

• Failure to report SARS-CoV-2 positive and negative results will result in civil money 
penalties of 

–$1,000 for the first day of noncompliance and 

–$500 for each additional day of noncompliance

• Questions regarding this new rule can be sent to LabExcellence@cms.hhs.gov

• Resources

–CDC: Overview of Testing for SARS-CoV-2 (COVID-19) 

–FDA:  FAQs on Testing for SARS-CoV-2 

–CMS:  Interim Final Rule 

–CLIA: POC Antigen Test Enforcement Discretion 

–CMS: Memorandum for CLIA reporting requirements 

–CMS: Memorandum for Nursing Home testing requirements
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21st Century Cures Information 
Blocking Rule
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What is information blocking?

(a) Information blocking means a practice that—

(1) Except as required by law or covered by an exception, is likely to interfere with 
access, exchange, or use of electronic health information; and 

(2) If conducted by a health information technology developer, health information 
network or health information exchange, such developer, network or exchange knows, 
or should know, that such practice is likely to interfere with, access, exchange, or use of 
EHI; or 

(3) If conducted by a health care provider, such provider knows that such practice is 
unreasonable and is likely to interfere with the access, exchange, or use of EHI

(b) Until May 2, 2022, EHI for purposes of paragraph (a) of this section is limited to the 
EHI identified by the data elements represented in the USCDI standard adopted in  
§ 170.213

45 C.F.R. § 171.103
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What information is in scope?

Electronic Health Information (EHI):  

• EHI includes all individually identifiable health information transmitted or maintained 
in electronic form that would be included in a designated record set under HIPAA, 
regardless of whether the records are used or maintained by or for a covered entity, with 
certain exceptions

United States Core Data for Interoperability (USCDI):

• Standardized set of health data classes and constituent data elements for nationwide, 
interoperable health information exchange (the data elements that must be included, 
like health concerns, allergies, immunizations, labs, and care team members)  
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Information Blocking Covered “Actors”

Health Care 
Providers

Health IT 
Developers of 

Certified Health IT

Health Information 
Networks / Health 

Information 
Exchanges
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Information Blocking Meets HIPAA

“[W]e do not require the disclosure of EHI in any way that would not already be permitted 
under the HIPAA Privacy Rule (or other Federal or State law). However, if an actor is 
permitted to provide access, exchange, or use of EHI under the HIPAA Privacy Rule (or any 
other law), then the information blocking provision would require that the actor provide 
that access, exchange, or use of EHI so long as the actor is not prohibited from do so 
(assuming that no exception is available to the actor).”

85 Fed. Reg. at 25,811.
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Potential Impact of Information Blocking on 
Existing Privacy Regimes

Use or Disclosure 
Permitted under 

HIPAA or other 
Federal or State

Law

Access, Exchange and 
Use Required under 

the Information 
Blocking Rule
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Exceptions

• Preventing Harm Exception

• Privacy Exception

• Security Exception

• Infeasibility Exception

• Health IT Performance Exception

• Content and Manner Exception

• Fees Exception

• Licensing Exception

45 C.F.R. Part 171, Subparts B and C; see also, ONC, Information Blocking Exceptions 
available at https://www.healthit.gov/cures/sites/default/files/cures/2020-
03/InformationBlockingExceptions.pdf
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Federal Enforcers

36

OIG

ONC

OCR

FTC

CMS

OIG has primary authority to investigate information blocking claims, but will coordinate 
with other agencies to avoid duplicative penalties



© 2020 Akin Gump Strauss Hauer & Feld LLP

Enforcement Timelines

• ONC: In light of COVID-19, ONC has pushed back compliance dates for all new 
requirements under 45 C.F.R. Part 170 through an Interim Final Rule issued October 
29, 2020.  The first set of requirements will come into effect April 5, 2021

• OIG: OIG will not begin enforcing the information blocking CMPs until the OIG CMP
information blocking regulations, proposed on April 24, 2020, become effective. 
Conduct that occurs before the effective date of OIG’s final rule will not be subject to the 
information blocking CMPs

• HHS: HHS must undertake further notice and comment rulemaking to identify the 
“appropriate disincentives” that will apply to providers who information block

• OCR: OCR has existing authority to penalize conduct that involves patient right of 
access violations, among other practices that may run afoul of HIPAA
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Section 5 of the FTC Act
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FTC Role

FTC serves as a privacy and security watchdog for consumer health 
information

FTC Statutory Authority

• Section 5 of the FTC Act – privacy and security enforcement under authority to protect consumers 
against unfair and deceptive acts and practices

Highlights of FTC regulatory activity in the health sector:

• Health Breach Notification Rule for Electronic Personal Health Records (August 2009)

• Internet of Things Report (January 2015)

• Mobile Health Apps Interactive Tool (April 2016)

• Guidance on Sharing Consumer Health Information (October 2016)

Examples of FTC enforcement activity during COVID-19:

• Settlement with Zoom over security practices, privacy tips for video conferencing

• Guidance on privacy for product developers looking to use consumer data (such as location) to 
respond to the pandemic
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FTC Enforcement in the Health Sector

The FTC has pursued privacy and security enforcement actions in the health 
sector:  

• Rite Aid and CVS (2009 and 2010)—FTC and HHS OCR joint action on privacy   

• GMR Transcription (2014)—FTC settled with a medical transcription services company 
over charges that its inadequate data security measures unfairly exposed the personal 
information of consumers on the open internet

• PaymentsMD (2014)—FTC settled with a medical billing platform over claims that it 
collected authorization to obtain detailed patient information for its own use in a 
confusing way

• Henry Schein Practice Solutions (2016)—Health sector software provider paid $250,000 
to settle allegations that its third-party vendor used encryption below industry standards 
despite the company’s claim that the data was encrypted

Beyond the dollars, FTC settlements may also mandate the implementation of 
comprehensive information security programs and strict privacy 
requirements, and often call for extensive auditing for up to 20 years
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State Law
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What are the various state law reporting 
obligations?

States have their own requirements regarding who, what, when, and how to 
report COVID-19 data

• Who – Typically includes health care providers, laboratories 

• What – At a minimum, reporting on positive cases and COVID-19 related mortality is 
required, but some states may require additional information

• When – Timelines for reporting vary, check with the applicable State Department of 
Health

• How – Check with the applicable State Department of Health for reporting forms and 
contact information

These requirements are rapidly evolving through Executive Orders and Agency 
Guidance – see compiled state resources at https://web.csg.org/covid19/
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How do you manage disclosures?

There is great variability in terms of the who, what, when, and how regarding disclosure of 
PHI for public health purposes

• STEP 1: Determine whether Federal and/or state laws requires your organization to 
disclose or if disclosure is merely voluntary

• STEP 2:  Determine what public health authority (or other party) you are permitted to 
disclose PHI and verify the identity of such receiving party prior to disclosure

• STEP 3: Determine what applicable Federal and/or state laws govern what information 
should be included in a disclosure

• STEP 4: Determine the frequency at which you are required to make disclosures

• STEP 5: Determine what mode of data transmission is required or otherwise 
encouraged for disclosure.  Note that this relates to both format of data as well as format 
of transmission of data

The CDC has also created an FHIR-based COVID-19 EHR reporting standard (i.e. not all 
reporting is manual in nature)
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Public Health Reporting – Departments of Health 

• Many states have requirements that suspected or diagnosed cases of contagious infections or 
communicable diseases dangerous to public health be reported to the state department of health

• Illinois revised its laws to include COVID-19 on list of diseases requiring immediate reporting to 
Illinois Department of Public Health (See 77 Ill. Admin. Code Section 690.361, EMERGENCY 44 Ill. 
Reg. 13473)

– Must be reported within 3 hours by telephone to local health authority who shall then report it to Illinois 
Department of Public Health 

– Laboratories that provide tests shall report tests, including positive, negative and indeterminate results to 
Department

– Following data to be included in report: Test type, specimen source, patient demographic data, including but not 
limited to race, ethnicity, sex and address 

• California also revised its laws to include COVID-19 on list of diseases requiring reporting (See 17 CA 
ADC 2505)

– Requires healthcare providers to report immediately by phone to local health officer of jurisdiction where patient 
resides:

name of the disease or condition being reported; the date of onset; the date of diagnosis; the name, address, 
telephone number, occupation, race, ethnicity, Social Security number, current gender identity, sex assigned at 
birth, sexual orientation, pregnancy status, age, and date of birth for the case or suspected case; the date of death 
if death has occurred; and the name, address and telephone number of the person making the report
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Public Health Report – Law Enforcement

• The HIPAA Privacy Rule permits a Covered Entity to disclose PHI of an individual 
infected with or exposed to COVID-19 to law enforcement, paramedics and other first 
responders and public health authorities without the individual’s authorization to fulfill 
certain explicit purposes 

• https://www.hhs.gov/sites/default/files/covid-19-hipaa-and-first-responders-508.pdf

• Some states allow disclosure of medical information to law enforcement and others 
regarding infection control

• Illinois allows sharing with law enforcement for criminal or prosecution purposes – 20 
ILCS 2305/2.1

• California has the Communicable Diseases Exposure Notification Act

– Provides a narrow “mechanism to permit individual health care providers, the employees or contracted agents of 
health care facilities and individual health care providers, and first responders, who have experienced a 
significant exposure to the blood or other potentially infectious materials of a patient, to learn of the 
communicable disease infection status of the patient.” West's Ann.Cal.Health & Safety Code § 120260

– California also provides for notice by county health officer to prehospital emergency medical care personnel of 
exposure to certain communicable diseases. West's Ann.Cal.Health & Safety Code § 1797.18

45



© 2020 Akin Gump Strauss Hauer & Feld LLP

Pandemic-Driven Relaxations of 
HIPAA Requirements and 
Waivers
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HHS, Office for Civil Rights (OCR) Response to 
COVID-19 Pandemic

47

• Providing guidance on disclosure of 
PHI for public health purposes

• Exercising enforcement discretion

• Relaxing/waiving penalties

• Providing guidance related to 
COVID Cyberscams

• Allowances for new types of testing 
sites

• Relaxing HIPAA requirements 
related to telehealth
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HIPAA Developments in the Pandemic

48

Disclosure exceptions to support 
public health
• Providers can share PHI as necessary to treat any patient

• Provider can share  with public health authorities and 
government agencies

• Share with family, friends, relatives or others involved in 
care

• Share with ANYONE in order to prevent or lessen serious 
and imminent threat to public health and safety

• Guidance HERE

Disclosure by Business Associates
• Business Associates authorized to make good faith use or 

disclosures of PHI for public health and health oversight 
purposes even if not expressly permitted under a BAA

• Business Associates must inform Covered Entities within 
10 days of such use or disclosure

• No penalties against Covered Entities or Business 
Associates

• Guidance HERE

Supports PHI disclosure to first 
responders
• May disclose PHI to law enforcement, paramedics, or 

other first responders without individual authorization

o For treatment

o As required by law

o To notify public health authorities

o If authorized by law to inform first responder about 
exposure or risk of contracting or spreading COVID-19

o In the context of a correctional institution if needed to 
provide healthcare or promote health and safety of 
others in the correctional institution environment

• Guidance HERE
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OCR Guidance on Telehealth and HIPAA

49

Scope of Notice of Enforcement Discretion

• No penalties for violations of HIPAA Privacy, Security or 
Breach Notification Rules that occur in the good faith
provision of telehealth during the COVID-19 emergency

o Does not apply to substance use disorder records governed 

under 42 C.F.R. Part 2

• No expiration date; OCR will issue public notice of 
termination

Who is impacted?

• Health care providers covered by HIPAA who provide 
telehealth during the emergency

o Does not apply to health insurers

• No limitations on the types of patients that can be served
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OCR Guidance on Telehealth and HIPAA

50

What telehealth technologies can be used?

• Providers still encouraged to use HIPAA-compliant telehealth products and 
enter Business Associate Agreements (BAAs) – product list here

• Providers may use any non-public facing audiovisual communications 
technology to provide care (FaceTime, Skype, etc.)

• Providers cannot use public-facing tools (i.e. Facebook Live, TikTok, etc.)

• Providers are still encouraged to use tools in a secure manner, but will not face 
penalties for failing to have a BAA in place

• Providers are required to explain privacy and security risks to patients prior to 
providing the care via an unsecured telehealth tool

• FAQ Guidance HERE
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OCR Guidance on Telehealth and HIPAA

51

What may be considered Bad Faith?

• Facts and circumstances determination

• Conduct in furtherance of a criminal act 

o fraud

o ID theft

o invasion of privacy

• Further use or disclosure of PHI collected via telehealth in ways that are 
otherwise prohibited by HIPAA 

o Sale of PHI 

o Marketing with PHI

• Violations of state licensure laws or professional ethics

• Use of public-facing communications products 
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Real World Scenarios
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COVID-Driven Telehealth
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Why
• Care continuity 
during COVID-19

• Safety of your 
clinical personnel 
and patients

• Frees up 
resources in 
clinical settings

• Resiliency post-
pandemic

When
• Immediate 
patient needs can 
be met

• Current CMS 
1135 Waivers

• OCR security 
waivers

• Is this a short-
term fix or long-
term strategy? 

Who
• What patients will 
you be able to 
serve? 

• Who will provide 
care (your 
personnel or third 
party providers)?

• Who will pay for 
telehealth services 
(CMS, private 
payors, patients)?

What
• What technology 
fits into your care 
delivery model?

• What compliance 
requirements must 
be in place around 
privacy, security, 
safety, etc.?

• What vendor 
diligence is 
required?

How
• What patient 
engagement 
strategy will be 
employed?

• How will you pay 
for telehealth 
(CapEx, FCC 
grants, other)?

• How will you train 
your patients and 
personnel?
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• Conduct sufficient diligence of technology to 
understand its privacy and security features

• Develop a telehealth policy to govern proper use by 
personnel and proper documentation of the 
telehealth visit

• Develop identify verification approaches to ensure 
recipient of care is the appropriate party

• Use private rooms when providing care via telehealth 
to reduce incidental disclosures

• Make disclosures to telehealth patients about 
privacy/security risks of using telehealth technologies

• Consider including telehealth technologies in risk 
analysis processes

• For substance use disorder patients, evaluate if other 
restrictions may apply

Product 
Diligence

(Technology)

Patient and 
Staff Training

(People)

Workflow 
Management

(Process)
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Return-to-Work COVID-19 Testing

As part of its approach to safe re-entry into the workplace, an employer requires 
its employees to obtain COVID-19 testing if they would like to come into the 
office

The employer contracts with a laboratory to send at-home COVID-19 test kits to 
employees who request them

The laboratory will report each employee’s results to the employer, in addition to 
the employee  
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Best Practices

Best practices for employers:

• Conduct reasonable diligence prior to selecting a lab

• Include privacy and information security provisions in its contract with the lab

• Obtain HIPAA-compliant authorization from employees before obtaining test results

• Develop clear internal procedures related to the testing program

• Analyze state and federal law, beyond HIPAA, to ensure the employer has all necessary 
systems in place 
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COVID – Community-Based Testing Sites

• Large pharmacy chains & certain health care providers are operating COVID-19 
specimen collection and testing sites (Community-Based Testing Sites)

• These include mobile, drive-through or walk-up sites that provide testing

• OCR recommends implementation of reasonable safeguards:

– Setting up canopies or similar opaque barriers to provide some privacy to individuals during sample collection

– Controlling foot and car traffic to create adequate distancing and minimize ability to see or overhear interactions

– Establish “buffer zone” to prevent media or public from observing

– Posting signs prohibiting filming

– Posting NPP or info about how to find it in a place that is readily viewable by individuals approaching the testing 
site

• OCR will not impose penalties for violations of HIPAA Rules that occur in good faith 
operation of Community-Based Testing Sites

• OCR Guidance, Dated April 9, 2020 available at 
https://www.hhs.gov/sites/default/files/notification-enforcement-discretion-
community-based-testing-sites.pdf
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Best Practices
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Best Practices

• Document the HIPAA public health exceptions relied upon

• Develop policies for regular and routine disclosures (i.e., release of COVID-19 info)

• Don’t forget the minimum necessary rule

– Per the OCR, “[f]or disclosures to a public health authority, covered entities may reasonably rely on a minimum 
necessary determination made by the public health authority in requesting the protected health information.” 
See 45 C.F.R. 164.514(d)(3)(iii)(A).

– Per the OCR, “[f]or routine and recurring public health disclosures, covered entities may develop standard 
protocols, as part of their minimum necessary policies and procedures, that address the types and amount of 
protected health information that may be disclosed for such purposes.” See 45 C.F.R. 164.514(d)(3)(i).

– See also, https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/disclosures-public-health-
activities/index.html

• Implement reasonable safeguards to prevent incidental disclosures of PHI during 
telehealth visits and visits to Community-Based Testing Sites

• Don’t underestimate the importance of training – it can go a long way in preventing 
breaches and other foreseeable issues

• Think beyond HIPAA to consider other relevant state and federal law

• Consider the importance of transparency
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Questions and Answers
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