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Basics of GDPR

 What is the GDPR?

– Privacy law that took effect in the European Economic Area (“EEA”) in 
May 2018

– Regulates the processing of “personal data”

“[A]ny information relating to an identified or identifiable natural 
person (‘data subject’); an identifiable person is one who can be 
identified, directly or indirectly, in particular by reference to an 
identifier such as a name, an identification number, location data, 
online identifier, or to one or more factors specific to the physical, 
physiological, genetic, mental, economic, cultural, or social identity of 
that person” 

– Law applies to processing of personal data in all sectors of the 
economy

– Driven in large part by concerns over social media and digital 
advertising

– Fines of up to €20 million or 4% of annual revenue
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Map of European Economic Area Member States

Blue / Green = EEA 
(GDPR applies)

Red = Switzerland 
(Separate data 
protection law)

Teal = United Kingdom
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GDPR Updates for Researchers

July 2020:  The Schrems II 
decision invalidated the Privacy 
Shield as a lawful basis for 
cross-border data transfer.  Led 
to need for transfer impact 
assessments for most cross-
border transfers of personal data 
from EU to US.

February 2021:  The European 
Data Protection Board (“EDBP”) 
released guidance containing 
several FAQs on research and 
GDPR.  Broader EDPB guidance 
on research expected in 2022.   

June 2021: The European 
Commission released revised 
Standard Contractual Clauses 
(“SCCs”); they must be used in 
new contracts as of September 
27, 2021; they must replace old 
SCCs in existing contracts by 
December 27, 2022.

July 2021:  The EDPB released 
guidance documents addressing 
the differences between 
“controllers” and “processors.”

November 2021:  The 
EDPB released guidance 
regarding the intersection 
of cross-border transfers 
and territorial scope of 
GDPR.

February 2022: The UK’s 
Information Commissioner’s Office 
(“ICO”) released draft guidance 
regarding data protection law 
applicability to research, intending 
to centralize the diverse data 
privacy provisions applicable to 
research and “give researchers 
confidence to make use of the 
provisions where appropriate.”

June 2022: UK 
government releases 
responses to 
consultation on data 
titled “A New Direction.”  
Responses include 
several updates relevant 
to research.
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Brexit

 The United Kingdom General Data Protection Regulation (UK GDPR) 
is similar to and based upon the GDPR

 Following Brexit in 
January 2020, the 
European 
Commission adopted 
an adequacy decision 
for the UK on June 
28, 2021

 The adequacy 
decision permits data 
transfers between the 
EEA and the UK
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GDPR Application to U.S.-Based Entities

GDPR applies if:

Entity processes 
personal data in 

relation to offering 
goods or 

services to 
individuals in the 

EEA

Entity is 
established in 
the EEA and 

processes 
personal data in 

context of 
establishment.

Entity processes 
personal data in 

relation to 
monitoring the 

behavior of 
individuals in the 

EEA.

GDPR is agnostic as to the citizenship or residency of the data subject!

OR OR
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Processing, Notice, and Transfer

 GDPR imposes several requirements to process data and to transfer 
such data from the European Economic Area (EEA) to the United 
States (or any other “third country” without an “adequacy decision”).

Lawful basis for processing 
(GDPR Art. 6)

Exception for special categories of personal data 
(GDPR Art. 9(2))

Basis to transfer data to the United States 
(GDPR Arts. 45-49)

Providing notice to data subjects
(GDPR Art. 13)
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Requirements for Transfer of Personal Data to U.S.

 Restrictions on cross-border transfer of personal data

– Cross-border transfers require legal basis under law unless destination 
country has an “adequacy decision”

– For example:

 A research collaborator in the EEA transfers files of pseudonymised 
(coded) data to the U.S. entity for research purposes 

 A U.S. researcher engages a laboratory in the EEA to process samples as 
part of a research study; EEA laboratory transfers results of analysis from 
the EEA to the U.S.
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Legal Bases for Data Transfer

 Permissible bases for transfer include: 

Basis Citation Pros Cons

Explicit consent GDPR, Art. 
49(1)(a)

Prospective 
consent

EDPB disfavors

Standard contractual 
clauses

GDPR, Art. 
46(2)

No consent 
requirement

Schrems II, extra
contract

Codes of Conduct GDPR, Art. 
46(2)(e)

Helpful for trade 
organizations

Needs multiple 
approvals

Other Article 49 
Derogations (e.g., 
public interest)

GDPR, Art. 
49(1)

No consent, no 
contract

Limited 
applicability; legal 
patchwork
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Standard Contractual Clauses

 EDPB released new SCCs in June 2021

– Updates to all contracts using SCCs required by December 27, 2022 

 Benefits of new SCCs

– Four modules

 Controller-controller

 Controller-processor

 Processor-controller

 Processor-processor

– Clarify that “exporter” need not be located in the European Union (“EU”)

 E.g., a clinical trial sponsor established only in the US uses SCCs to 
transfer data collected at EU clinical trial sites to a CRO located solely in 
the US

– Clarify “onward transfer” requirements

– Allow addition of other entities through “docking clause”
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Standard Contractual Clauses

 The European Commission released FAQs 
(https://ec.europa.eu/info/sites/default/files/questions_answers_on_sc
cs_en.pdf) in May 2022 addressing questions on the new SCCs.  The 
FAQs provide several noteworthy items:

https://ec.europa.eu/info/sites/default/files/questions_answers_on_sccs_en.pdf
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Standard Contractual Clauses 

 The recent European Commission FAQs on SCCs contain helpful 
language on onward transfers to regulatory agencies:
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Standard Contractual Clauses - Examples

Scenario Options

EEA-based Institution as controller -> 
U.S.-based sponsor as controller 

1. Controller-controller clauses
2. Explicit consent

EEA-based CRO as processor -> U.S.-
based sponsor as controller

1. Processor-controller clauses
2. Explicit consent

U.S.-based site -> EEA-based sponsor No restricted transfer has occurred

EEA-based CRO -> U.S.-based data 
analytics vendor 

1. Processor-processor clauses
2. Explicit consent
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Standard Contractual Clauses

 United Kingdom

– UK ICO issued its own SCCs to be adopted for use in the UK 
effective March 21, 2022

 International Data Transfer Agreement (IDTA) – Free-standing 
agreement to be used for transfers solely involving the UK.

 International Data Transfer Addendum – Addendum to EU 
SCCs to permit same agreement to be used for transfers from 
EU and UK.
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Standard Contractual Clauses

 Switzerland

– Announced on August 27, 2021 that it would permit use of EU 
SCCs for transfers of personal data from Switzerland to third 
countries provided certain adaptations are made for Swiss context.

– Guidance describes how EU SCCs can be adapted for use in 
Switzerland

https://www.edoeb.admin.ch/edoeb/en/home/latest-news/aktuell_news.html?mkt_tok=MTM4LUVaTS0wNDIAAAF_PChNZNz91VLIcZpPUgzBfVC-VuNAOCK5C6OPsMa0LyCZSaQfN3Dd_ap3YvDLX5SaZz-jl4IugKN41Q240TcGjwFbzLWsF3lGQp7ZRZTNyQDd#-1259254222
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Guidance on Transfers

 Use of SCCs requires data transfer impact assessment
 EDPB finalized guidance in June 2021 “[t]o help exporters . . . with the 

complex task of assessing third countries and identifying appropriate 
supplementary measures where needed”

 Data exporters must: 
– Select an Art. 46 transfer tool
– Assess if a third country’s 

laws or practices “may 
impinge on the effectiveness 
of . . . the transfer tools you 
are relying on”

– Adopt “supplementary 
measures” necessary for 
“essential equivalence”
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Guidance on Transfers: Pseudonymization 

 EDPB provided pseudonymization as an example of a supplementary 
measure; pseudonymization is effective if:

– (1) “[P]ersonal data can no longer be attributed to a specific data 
subject”

– (2) The key is held in the EEA (or in a third country with an 
adequacy decision) and technical/organization safeguards prevent 
unauthorized disclosure

– (3) Public authorities cannot combine pseudonymized data with 
other data they have to allow for attribution 

 Already common in the research community 
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Guidance on Transfers: Alternative Measures

 Alternative measures

– End-to-end encryption

– Additional contractual commitments, such as: 

 Notification/transparency in event of governmental access

 Obligations to challenge data requests

– Certificate of Confidentiality

 Exemption for legal requirements unless in a “proceeding”
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Guidance on Transfers: Genomic Data

 Genomic data

– EDPB warned that “factors specific to 
the physical, physiological, genetic, 
mental, economic, cultural or social 
identify of a natural person . . . may 
allow the identification of that person
even if their name, address or other 
plain identifiers are omitted”

Source: Zephyris, Wikimedia Commons
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Guidance on Health Research

 EDPB guidance on health research (February 2021): 
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Trans-Atlantic Data Privacy Framework

 Trans-Atlantic Data Privacy Framework

– Announced March 25, 2022.  Attempt to ease data transfer between the United States and EU, to 
replace the Privacy Shield and to address concerns raised by the Court of Justice of the European 
Union (CJEU) in Schrems II.

– Agreement “in principle” between the U.S. government and the European Commission on a 
framework for trans-Atlantic data sharing.

 Proposal for a new US Data Protection Review Court to address complaints of Europeans on 
access to data by US intelligence authorities.

 Limitations on use of signals intelligence by U.S. government.

 Participating companies will be required to adhere to “Privacy Shield Principles.”

– U.S. commitments to be outlined in an Executive Order that is expected to form basis for 
“adequacy decision” from European Commission.
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Controller vs. Processor
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Controller vs. Processor

 Controller

– “decides certain key elements of the processing”

– “determines the purposes and means of the processing, i.e. the 
why and how of the processing”

 Processor

– a “separate entity” that “processes personal data on the controller’s 
behalf” and “according to the controller’s instructions”

– “The controller’s instructions may still leave a certain degree of 
discretion about how to best serve the controller’s interests”

– Processing must be governed by a binding, written contract 
meeting requirements of GDPR Article 28

 Important to identify proper role of each party in research because 
obligations vary depending on the party’s role
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Controller vs. Processor: Joint Controllers

 Joint Controller
– requires “joint participation of two or more entities” in determining 

“purposes and means of a processing operation;” may arise from a 
“common decision” or “converging decisions”

– “the processing would not be possible without both parties’ 
participation” (i.e., they are “inextricably linked”)

– each party is responsible for ensuring that there is a legal basis for 
processing

 EDPB guidance provides as follows:
– An investigator and a sponsor in a clinical research trial jointly draft 

a protocol -> sponsor and site are joint controllers
– An investigator merely carries out a protocol drafted by the 

sponsor -> sponsor is controller and site is processor
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Controller vs. Processor: Joint Controllers

 Despite EDPB guidance, variation continues between EU member 
states as to whether sites are processors, independent controllers or 
joint controllers

 View often informed by local guidance, and there is little willingness of 
sites to change position
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California Consumer Privacy Act – Applicability  

 The California Consumer Privacy Act (CCPA) applies to Businesses that 
process the Personal Information of Consumers

 Businesses:  For-profit companies that do business in the State of California 
and that meet certain threshold requirements, including one or more of the 
following: 

– (i) Annual gross revenue exceeds $25M;

– (ii) Annually sell or receive for a commercial purpose, alone or in 
combination, the personal information of 50,000 or more consumers, 
households, or devices; or

– (iii) Derive 50% or more of their annual revenues from selling consumers’ 
personal information.

 The CCPA also applies to entities that are controlled by, or have a controlling 
interest in, an entity that meets the definition of a business
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CCPA – Definitions

 Personal Information:  Information that identifies, relates to, describes, is capable of 
being associated with, or could reasonably be linked, directly or indirectly, with a 
particular consumer or household

– Does not include (i) publicly available information that is lawfully made available 
from federal, state, or local government records, or (ii) consumer information that is 
de-identified or aggregated

 Sensitive Personal Information (effective 1/1/2023): information that reveals an 
individual’s government ID numbers, log-in credentials and financial information, 
geolocation, race, religion or union membership, private communications, genetic data, 
biometric data, health data, sexual orientation, and other categories as may be added

– Generally compares with GDPR

 Consumer:  A natural person who is a California resident

– This covers more than just “consumer” or “client” and can include employees, 
vendors, and other individuals who are residents of California, regardless of the 
business’s relationship to the individual

 Sell, Selling, Sale or Sold:  Selling, renting, releasing, disclosing, disseminating, 
making available, transferring or otherwise communicating a consumer’s Personal 
Information for monetary or other valuable consideration
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CCPA – Healthcare and Health-Related Exemptions 

Healthcare and Health-Related Information Exemptions:

 Medical Information and Protected Health Information (“PHI”): 

– Medical Information governed by the California Confidentiality of Medical 
Information Act (“CMIA”)

– PHI that is collected by a “covered entity” or “business associate” governed by 
the privacy, security and breach notification rules enacted under HIPAA

 Patient Information held by:

– A provider of health care governed by CMIA; or 

– A “covered entity” or “business associate” governed by HIPAA 

 to the extent they maintain patient information in the same manner as 
Medical Information or PHI
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CCPA Amendments – AB 713 

 AB 713 amended the CCPA to exempt:

– De-Identified Information:  Information that has been de-identified 
pursuant to HIPAA and is derived from patient information originally 
collected, created, transmitted, or maintained by an entity regulated by 
HIPAA, CMIA, or the Common Rule. 

 If personal information is subsequently re-identified, it would be subject 
to the CCPA.

– Research Data:  Information collected, used, or disclosed in research, 
including, but not limited to, a clinical trial, and that is conducted in 
accordance with HIPAA, the Common Rule, Good Clinical Practice 
guidelines of the International Conference on Harmonisation (“ICH GCP”), 
or human subject protection requirements of the FDA.

 The collection of investigator and study staff information may fall under 
the CCPA’s business-to-business (“B2B”) exemption.

 B2B exception sunsets on January 1, 2023.
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California Privacy Rights Act of 2020 – Overview  

 Focus is now turning to the California Privacy Rights Act of 2020 (CPRA) 

 Key Dates:  

 CPRA is effective January 1, 2023, but not enforced until July 1, 2023 

 CPRA applies to personal information collected after January 1, 2022

 New and Expanded Consumer Privacy Rights: 

– Creates new consumer rights:  

 Right to correction

 Right to opt-out of automated decision making technology

 Right to access information about automated decision making 

 Right to restrict sensitive personal information

 Audit obligations

– Modifies certain existing rights
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CPRA – Key Provisions 
 New Category of Highly Protected Data: 

– Creates new category of “sensitive personal information” 

– Defined to include government identifiers; financial account and login information; 
precise geolocation; race, ethnicity, religious or philosophical beliefs, or union 
membership; content of nonpublic communications; genetic data; biometric or 
health information; and sex life or sexual orientation information. 

– Imposes separate requirements and restrictions on sensitive personal information 
such as:  

– Disclosure requirements, opt-out requirements for use and disclosure, 
consent requirement for opt-in following an opt-out, and purpose limitation 
requirements 

– For example, consumers can limit the use and disclosure of sensitive 
personal information for secondary purposes (e.g., disclosure to third 
parties)

– Future regulations will address the use of potentially “coercive” language 
from businesses that could dissuade California consumers from exercising 
opt-out right or imply that opt-out will negatively affect consumer
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CPRA – Key Provisions 

 Creation of a New Privacy Enforcement Authority:  

 Creates the California Privacy Protection Agency (“CPPA”) to enforce the 
CPRA

 We expect to see an increase in the number of investigations and 
enforcement actions taken by the CPPA
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Summary – Applicability of Other U.S. State 
Omnibus Privacy Laws

CCPA/CPRA Colorado Connecticut Utah Virginia

General
Test

Do business in 
California, AND
Annual gross 
revenue exceeds 
$25M, OR

Do business in CO or 
produce products / 
services targeted to CO 
residents AND

Do business in CT 
or produce 
products / services 
targeted to CT 
residents AND

Do business in 
Utah or produce 
products / services 
targeted to UT 
residents, AND
Annual gross 
revenue exceeds 
$25M, AND

Do business in VA 
or produce 
products / services 
targeted to VA 
residents AND

Annual
State-
Specific 
Residents

Buys, sells, (and, as of 
1/1/2023, shares), 
personal data of at 
least 50,000* (as of 
1/1/2023, 100,000) CA
consumers, 
households, or 
devices OR

Control / process 
personal data of at least 
100,000 CO residents 
during a calendar year, 
OR

Control / process 
personal data of at 
least 100,000 CT 
residents during a 
calendar year, OR

Control / process 
personal data of at 
least 100,000 UT 
residents during a 
calendar year, OR

Control / process 
personal data of at 
least 100,000 
Virginia residents 
during a calendar 
year, OR

State-
Specific 
Revenue

Derive 50% or more of 
their annual revenues 
from selling* 
consumers’ personal 
information
(*Applies to sharing 
effective 1/1/2023)

Control / process 
personal data of at least 
25,000 CO residents 
AND derive revenue or 
receive a discount on 
price of goods or 
services from sale of 
personal data

Control / process 
personal data of at 
least 25,000 CT 
residents AND 
derive over 25% of 
gross revenue from 
sale of personal 
data

Control / process 
personal data of at 
least 25,000 UT 
residents AND 
derive over 50% of 
gross revenue from 
sale of personal 
data

Control / process 
personal data of at 
least 25,000 VA 
residents AND 
derive over 50% of 
gross revenue from 
the sale of personal 
data
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Summary – Exceptions Under Other U.S. State 
Omnibus Privacy Laws

CCPA CPRA Colorado Connecticut Utah Virginia

HIPAA 
Exemption

Yes. Exempts 
PHI collected 
by a HIPAA-
covered entity 
or business 
associate.

Yes. Contains 
same exemptions 
as CCPA.

Yes. PHI collected, 
processed or stored 
by HIPAA covered 
entity is not subject 
to the Colorado 
Privacy Act. 

Yes. PHI under 
HIPAA is exempt 
from obligations. In 
addition, specifically 
exempts HIPAA 
covered entities & 
business associates 
from needing to 
comply. 

Yes. Same 
as CT.

Yes. Same as 
CT.

Exemption 
for De-
Identified 
Data

Yes. Re-
identification 
prohibited, 
unless for 
certain limited 
purpose. 

Yes.  Requires 
businesses  
publicly to commit 
not to re-identify 
de-identified 
information and to 
contractually 
obligate any 
recipients to 
comply with the 
CPRA. 

Yes. Same as 
CPRA

Yes. Same as 
CPRA

Yes. Same 
as CPRA

Yes.  Same as 
CPRA
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Summary – Exceptions Under Other U.S. State 
Omnibus Privacy Laws

CCPA CPRA Colorado Connecticut Utah Virginia

Exemption
for Research

Yes. Applies broadly 
to personal 
information collected 
in “research,” as 
defined in HIPAA, 
that is in accordance 
with HIPAA, the 
Common Rule, ICH 
GCP or FDA human 
subjects protection 
requirements. May 
not apply to 
investigator/study 
staff information; 
investigator/study 
staff data likely falls 
under B2B 
exemption, which 
expires on January 
1, 2023. 

Yes. Maintains CCPA 
exemption and adds 
second exemption.  
Research exemption 
may not apply to 
investigator/study staff 
information; 
investigator/study staff 
data likely falls under 
B2B exemption, which 
expires on January 1, 
2023. 

Yes. Information
processed for 
research that is in 
accordance with the 
Common Rule, ICH 
E6 GCP guidelines 
and FDA 
regulations. 
Research
exemption may not
apply to 
investigator/study 
staff information; 
investigator/study 
staff data likely falls 
under B2B 
exemption, which 
does not expire.

Yes. Same as 
CO. 

Yes. Same 
as CO.

Yes. Same 
as CO.

Additional
Obligations 
for Sensitive 
Data

No. Yes.  Businesses 
must disclose how 
they collect, use and 
disclose sensitive 
data.  Consumers 
may opt-out of the use 
of their sensitive data.

Yes.  Requires that 
controllers obtain 
opt-in consumer 
consent to process 
sensitive data.

Yes. Same as 
CO.

Yes. 
Requires 
Controller 
give 
consumer 
notice and 
opportunity 
to opt out.

Yes. Same 
as CO.
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Florida’s Protecting DNA Privacy Act –
Overview 

 States have also enacted legislation safeguarding particular categories of 
sensitive information

 HB 833 amended existing Florida statutes to create the “Protecting DNA 
Privacy Act” (the “Act”).

– Effective on October 1, 2021. 

– Applies to the collection, use, retention, maintenance and disclosure 
of a DNA sample collected from an individual in Florida and the results 
of any subsequent DNA analysis. 

– Clarifies the extent to which individuals own their genetic information.

– Creates new crimes for the unlawful collection, retention, analysis, 
disclosure or sale of an individual’s DNA sample and the results of a 
DNA analysis, subject to certain limited exemptions. 

– Implications for secondary uses of data by health care providers and 
others that perform genetic testing and analyze genetic information.
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Florida’s Protecting DNA Privacy Act –
Key Provisions 

 The results of DNA analysis are the exclusive property of the person 
tested, are confidential, and may not be disclosed without express written 
consent. 

– DNA Analysis:  The medical and biological examination and analysis 
of a person’s DNA to identify the presence and composition of genes 
in that person’s body.  The term includes typing and genetic testing.

– DNA Sample:  Any human biological specimen from which DNA can 
be extracted or the DNA extracted from such specimen.
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Florida’s Protecting DNA Privacy Act –
Key Provisions 

– Exclusive Property:  The right of the person whose DNA has been 
extracted or analyzed to exercise control over his or her DNA sample and 
any results of his or her DNA analysis with regard to the collection, use, 
retention, maintenance, disclosure, or destruction of such sample or 
analysis results. 

 Courts applying older Florida law had held that property rights in blood 
and tissue evaporate once the DNA sample has been voluntarily given 
to a third party. 

– Express Consent:  An authorization by the person whose DNA is to be 
extracted or analyzed, or such person’s legal guardian or authorized 
representative, evidenced by an affirmative action demonstrating an 
intentional decision, after the person receives a clear and prominent 
disclosure regarding the manner of collection, use, retention, maintenance 
or disclosure of a DNA sample or results of a DNA analysis for specified 
purposes. A single express consent may authorize every instance of a 
specified purpose or use.
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Florida’s Protecting DNA Privacy Act –
Healthcare-Related Exemptions 

 HB 833 exempts a DNA sample, a DNA analysis, or the results of a 
DNA analysis used for the purposes of:

– Medical diagnosis, conducting quality assessment, improvement 
activities and treatment of a patient when:

 Express consent for clinical laboratory analysis of the DNA 
sample was obtained by the health care practitioner who 
collected the DNA sample; or

 Performed by a clinical laboratory certified by CMS (i.e., CLIA 
program).
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Florida’s Protecting DNA Privacy Act –
Healthcare-Related Exemptions 

 HB 833 exempts a DNA sample, a DNA analysis or the results of a 
DNA analysis used for the purposes of:

– Conducting research, and designing and preparing such research, 
subject to the requirements of, and in compliance with, 45 C.F.R. 
part 46 (i.e., the Common Rule), 21 C.F.R. parts 50 and 56 (i.e., 
FDA regulations on human subjects research), or 45 C.F.R. parts 
160 and 164 (i.e., the HIPAA Privacy Rule); or utilizing information 
that is de-identified consistent with 45 C.F.R. parts 160 and 164 
and that is originally collected and maintained for research
subject to the requirements of, and in compliance with, 45 C.F.R. 
Part 46, 21 C.F.R. Parts 50 and 56, or 45 C.F.R. parts 160 and 
164.

 Limited exception for de-identified information originally 
collected for research purposes; there is no general exception 
for de-identified information.  
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Florida’s Protecting DNA Privacy Act –
De-Identification and Secondary Uses 

Narrow de-identification exemption poses interesting considerations with 
respect to secondary uses of the results of DNA analyses.  

• HIPAA-covered entities (e.g., health care providers) may be able to use 
the results of DNA analysis to identify potential clinical research 
subjects without obtaining prior express consent of the patient, in 
accordance with HIPAA's requirements for a review preparatory to 
research.

• Lack of a broad de-identification exemption may limit ability of health 
care providers and other businesses to license de-identified results of 
DNA analysis to third parties in the absence of patient consent. 
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American Data Privacy and Protection Act

 The American Data Privacy and Protection Act (“ADPPA”), a comprehensive data privacy bill, 
is currently pending a vote before the U.S. House after advancing out of committee on July 
20, 2022 by a 53-2 vote

 Notable elements of ADPPA:

– Preemption.  Would preempt state laws “covered by the provisions” of the ADPPA or its 
regulations, including CCPA but not genetic and medical privacy laws, generally-
applicable consumer protection laws, and data breach notification laws

– Transfer of Sensitive Data.  Typically, entities covered by the law would be required to 
obtain the individual’s “affirmative express consent” for collection, processing, and 
transfer of data 

 Exceptions for compliance with law and conducting medical research 

– Applicability.  Would apply to most entities, including nonprofits

– Minimization; transparency.  Companies would have baseline data minimization 
obligations and transparency obligations

– Data Subject Rights.  Consumers would have rights to access, correct, and delete data 
held by individual companies, would require express consent for use of sensitive data, 
and would require granting an opportunity to object prior to transferring data to a third 
party or targeting advertising 

– Data Security.  Companies would be required to adapt data security practices appropriate 
to their activities, and FTC would be authorized to set specific standards
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American Data Privacy and Protection Act

 De-Identified Data would be exempt from law. 

– “De-identified data” means “information that does not identify and is not linked or reasonably linkable to 
a distinct individual or a device, regardless of whether the information is aggregated,” where the 
covered entity or service provider: 

 (i) takes reasonable technical measures to ensure that the information cannot at any time be used 
to re-identify any individual or device; 

 (ii) publicly commits to process and transfer the information solely in de-identified form without any 
reasonable means to re-identify and not attempt to re-identify; and

 (iii) contractually obligates any recipient of such obligations. 

 Compliance with HIPAA.  An entity that is: (i) required to comply and (ii) is in compliance with HIPAA, would 
not be required to comply with ADPPA with respect to the information subject to HIPAA 

– Provision calls for guidance within one year 

– Required to comply in full for non-HIPAA subject information

– Note: CCPA and other state omnibus laws do not require compliance with HIPAA for exemption

 Research. More limited research carveout than under state omnibus rules:

– A covered entity or service provider may collect, process, or transfer reasonably necessary and 
proportionate data to conduct a public or peer-reviewed scientific, historical, or statistical research 
project that is (i) in the public interest; (ii) adheres to all relevant laws and regulations governing such 
research; and (iii) adheres to the Common Rule

– Bill calls for guidance within 18 months to advise on how to ensure privacy and security of covered 
data, including associated risks, in particular for research excluded from IRB review or exempt from the 
Common Rule
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PIPL: Overview

 People’s Republic of China Personal Information Protection Law (“PIPL”) 

– Broadly-sweeping data privacy law that took effect on November 1, 
2021

– Similar extra-territorial scope to GDPR

– More limited bases for processing personal data than GDPR

– Like GDPR, offshore processors of personal information must appoint 
a representative in China, though no exceptions for occasional or low-
risk processing 

– More restrictive cross-border transfer requirements

 Consent of data subject appears always required for cross-border 
transfers

 Security assessment conducted by Chinese government required 
for many cross-border transfer scenarios

– Many unanswered questions remain about implementation
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PIPL: Security Assessments

 China recently issued guidance on the security assessment framework for cross-border data 
transfers, effective on September 1, 2022.  The framework will have retroactive effect for data 
transfers prior to the effective date. 

 Cross-border data transfers include outbound transfers of data collected and generated in mainland 
China and remote access or use of data stored within mainland China.  

 Security assessments are required for:

– 1) transfers of “important data” by Data Processors (“DPs”);

 “Important data” is defined as “any data that, once tampered with, sabotaged, leaked or 
illegally obtained or used, may endanger national security, economic operation, social 
stability, and public health and safety

– 2) transfers of personal data by critical information infrastructure operators and DPs that 
process personal information of more than 1 million people;

– 3) transfer of personal information by DPs that transferred personal information of over 100,000 
or “sensitive” personal information of over 10,000 individuals abroad since January 1 of the 
preceding year; and 

– 4) other situations as determined by the Cyberspace Affairs Commission (“CAC”).

 CAC’s review of security assessments will focus on national security, public interest, and the rights 
and interests of those affected by the transfer. 

 On June 30, 2022, CAC issued draft standard contract language to avoid the need to undergo a 
security assessment if certain conditions are met
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Harmonization of Common Rule with FDA 
Requirements

 The 21st Century Cures Act called for harmonization of FDA 
requirements for human subjects protection and the Common Rule by 
December 2019

 Unclear whether harmonization will result in FDA requirements 
mirroring those of Common Rule or merely permitting researchers to 
be able to comply with both requirements

71383763.1
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October 2018 FDA Guidance

 October 2018 guidance issued by the FDA advises on the impact of 
certain provisions of the revised Common Rule on FDA-regulated 
clinical investigations.  Guidance advises that:

– The informed consent requirements of the revised Common Rule 
are not inconsistent with the FDA’s own current informed consent 
requirements and thus it is possible to craft a consent form that 
complies simultaneously with both sets of regulations;

– For FDA-regulated research, institutions must continue to apply the 
current FDA requirements regarding expedited review; and

– For FDA-regulated research, institutions must continue to comply 
with the FDA’s existing regulations on continuing review.

FDA Guidance: Impact of Certain Provisions of the Revised Common 
Rule on FDA-Regulated Clinical Investigations (Oct. 2018)

71383763.1
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Pending Proposed Rules

 Two pending proposed rules:

– One pending proposed rule would:

 “Harmonize, to the extent practicable and consistent with other statutory 
provisions, certain provisions of FDA’s regulations on human subject 
protection and institutional review boards” with the current revised 
Common Rule

– A second proposed rule would:

 “Replace current FDA requirements for cooperative research,” 

 “Require any institution participating in multisite cooperative research to 
obtain IRB review through a single IRB (with some exceptions),” and 

 “Establish an IRB recordkeeping requirement for research that takes place 
at an institution in which IRB oversight is conducted by an IRB that is not 
operated by the institution.” 

 Both proposed rules have been submitted to the Office of Management and 
Budget, suggesting that Notice(s) of Proposed Rulemaking will be issued soon

– Each rule was part of HHS’s agenda of regulatory actions for spring 2022
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FDA Guidance – Enhancing Diversity in Trials 

 The FDA issued several draft or final guidance documents in past 
years to increase diversity of enrollment in clinical trials and avoid 
unnecessary exclusions, including to broaden clinically relevant 
populations, older populations, pregnant women, and participants with 
rare diseases 

 The following slides highlight two recent guidance documents on this 
topic:

– First was issued in 2020 on improving trial design and enrollment

– Second was issued in 2022 (draft) on how to submit race and 
ethnicity diversity plans as part of clinical studies
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FDA Guidance – Enhancing Diversity in Trials 

In November 2020, the FDA issued final non-binding guidance on enhancing diversity of 
clinical trial populations enrollment to address continued underrepresentation of certain 
groups in many clinical trials 

 Broadening Eligibility Criteria.  

– FDA recommended fewer health-related limitations wherever possible, and ideally 
expanding as data on safety increases 

– FDA advised to work to ensure that the criteria represent the relevant population (e.g., 
recruiting participants consistent with the relevant population by age, sex, race, and 
ethnicity; recruiting patients with milder heart disease risk for heart condition-related 
conditions) and to narrow number of exceptions between Phase 2 and Phase 3

– FDA recommended considering adaptive design with pre-specified trial design 
changes when trial data become available, including broadening the trial population 

– The FDA also noted that certain groups are excluded without strong justification (e.g., 
older adults, those at extreme weight ranges, persons having infections such as HIV, 
and children), and some may be unable to participate without accommodations (e.g., 
patients with disabilities, non-English speakers, patients with work or transportation 
limitations)

FDA Guidance: Enhancing the Diversity of Clinical Trial Populations - Eligibility Criteria, 
Enrollment Practices, and Trial Designs (Nov. 2020)
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FDA Guidance – Enhancing Diversity in Trials 

 Recruitment Strategies

– During recruitment, make study subjects aware of financial reimbursements 
for expenses associated with trial participation (e.g., travel, lodging 
expenses)

– Make recruitment events accessible by holding them often and in a variety of 
locations (e.g., places of worship, barbershops, carnivals); leverage patient 
advocacy groups, medical associations, and other stakeholders, in particular 
for rare disease studies; offer in a variety of languages 

– Identify potential sites and diverse participants by leveraging real-world data 
(e.g., claims data / EHR) while maintaining patient privacy 

– Use online/social media recruitment strategies 

– For rare disease studies, consider re-enrollment of participants in early-
phase studies into later-phase randomized trials

FDA Guidance: Enhancing the Diversity of Clinical Trial Populations - Eligibility 
Criteria, Enrollment Practices, and Trial Designs (Nov. 2020)
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FDA Guidance – Clinical Trial Diversity Plans 

 In April 2022, FDA released draft guidance containing recommendations 
for sponsors developing medical products on how to develop a Race and 
Ethnicity Diversity Plan to enroll more participants from underrepresented 
racial and ethnic populations in the U.S.
– FDA recommends that sponsors submit such plans to the IND/IDE 

application and discuss them with the FDA as soon as practicable 
during medical product development (e.g., for drugs, no later than the 
end of Phase 2)

 The FDA draft guidance includes a template and guidance on key 
elements of plans, including enrollment goals for underrepresented racial 
and ethnic participants, specific plans of action to enroll and retain 
diverse participants, and the status of meeting enrollment goals

 Comments were due for this draft guidance on June 13, 2022; final 
guidance is forthcoming

FDA Draft Guidance: Diversity Plans to Improve Enrollment of Participants 
from Underrepresented Racial and Ethnic Population in Clinical Trails (Apr. 
2022)
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Enforcement of ClinicalTrials.gov 

 Under the Public Health Services Act, sponsors of most clinical trials 
are required to register such trials and post summary results on 
ClinicalTrials.gov.  Failure to do so or submission of false or 
misleading information are subject to enforcement from the FDA, 
which may include civil monetary penalties.

 In August 2020, FDA issued a guidance document explaining its 
approach to enforcing compliance with these requirements.
– Of note, the FDA intends to focus on parties that fail to submit data 

involving high-risk products and those that demonstrate a pattern 
of noncompliance. 

– If relevant parties fail to respond to an initial notice of 
noncompliance within 30 days, the FDA will then post a public 
notice of noncompliance and allow 30 additional days to respond.

FDA Guidance – Civil Monetary Penalties Relating to the 
ClinicalTrials.gov Data Bank (August 2020).
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Enforcement of ClinicalTrials.gov 

 As of August 1, 2022, FDA has issued four Notices of Noncompliance. 
All four were issued between April 2021 and April 2022.  
– None of the parties found to be noncompliant were assessed civil 

monetary penalties.
– These notices of noncompliance included three notices to 

sponsors for failing to submit required summary results as well as 
to an individual in an investigator-initiated study (who thus had 
obligations as the sponsor).
 Individual investigator had provided a scientific manuscript that 

the FDA deemed to be insufficient to meet the requirements for 
submitting clinical trial results.

– In each case, the responsible parties submitted updated 
documentation within the required time frames. 

FDA, ClinicalTrials.gov – Notices of Noncompliance and Civil Money 
Penalty Actions (June 1, 2022).
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EMA Developments

 The EU Clinical Trials Regulation 536/2014 (“CTR”) became effective 
on January 31, 2022, replacing and repealing the Clinical Trials 
Directive 2001/20/EC.

– The CTR included a new flexibility for simplified informed consent 
in emergency situations, though informed consent should be 
sought as soon as possible.

 Also on January 31, 2022, the Clinical Trials Information System 
(“CTIS”) was launched.

– The CTIS is intended to facilitate submitting and posting clinical 
trial information in the EU, increase research participant safety and 
clinical trial transparency.
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