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CFIUS Overview

 The Committee on Foreign Investment in the United States (“CFIUS”) is a US 

government inter-agency committee that reviews certain foreign investment and real 

estate transactions for national security concerns

 Key changes under the Foreign Investment Risk Review Modernization Act 

(“FIRRMA”):

– CFIUS has expanded jurisdiction

– CFIUS filings are mandatory in certain cases (though still mostly voluntary)

• Penalties for noncompliance may be up to the value of the transaction

– Declarations offer a short-form, expedited filing option

– Formal process for identifying non-notified transactions
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CFIUS Jurisdiction

 “Covered control transaction”: a transaction that could result in control of a US business by a foreign 

person

– “Control” is the power, direct or indirect, whether or not exercised, to determine, direct, or decide 

important matters of an entity

 “Covered investment”: certain non-passive, non-controlling investments in certain US businesses by 

a foreign person

– Nature of US business: must be a “TID US business”

• produces, designs, tests, manufactures, fabricates, or develops one or more “critical 

technologies”;

• involved in certain specified ways with certain “critical infrastructure”; or

• maintains or collects, directly or indirectly, “sensitive personal data” of US citizens
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CFIUS Jurisdiction

 Nature of investment: must afford the foreign person:

– member/observer on the board of the TID US business;

– access to “material non-public technical information” in the possession of the TID US 

business; or

– involvement in substantive decision-making of the TID US business regarding critical 

technologies, critical infrastructure, or sensitive personal data

 Certain real estate transactions, transactions structured to evade CFIUS, and changes 

in rights that could result in a covered control transaction or covered investment
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White & Case CFIUS FIRRMA Tool
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❑ The White & Case CFIUS FIRRMA Tool 

provides an online, step-by-step analysis of 

a contemplated transaction in order to 

assist users in determining whether the 

transaction could be subject to CFIUS's 

jurisdiction and if mandatory filing 

requirements would apply

❑ Go to whitecase.com/cfius-firrma-tool



Mandatory Filing Requirements

 Subject to any relevant exemptions, a declaration (or notice) must be filed at least 30 

days before completing two categories of transactions involving TID US businesses:

– Substantial Government Interest: Acquisition of 25% or more of the voting interests 

by a foreign person in which a foreign government owns, directly or indirectly, at least 

a 49% interest

– Critical Technologies: Target produces, designs, tests, manufactures, fabricates, or 

develops one or more “critical technologies” that are subject to export authorizations 

with respect to the foreign investor or its substantial owners

 Historically, CFIUS was ostensibly a fully voluntary process; post-FIRRMA, CFIUS 

remains predominantly a voluntary process
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FIRRMA & Non-Notifieds

 Prior to the enactment of the FIRRMA, CFIUS’s search for non-notified transactions of interest could 

result in a request to the parties to "voluntarily" submit a transaction for review, even if it was 

completed years before 

– In practice, however, due to limited resources, CFIUS would call in only a very small number of 

the many non-notified transactions subject to its jurisdiction, even though more might have been 

potentially concerning to CFIUS

 Two key changes under FIRRMA were (1) a significant increase in resources allocated for 

monitoring and enforcement and (2) the establishment of a formal process to identify non-notified 

transactions 

 FIRRMA also enabled the centralization of CFIUS’s non-notified identification process within the 

Treasury Department “for the purpose of enhancing interagency coordination and collaboration in 

carrying out the functions of the Committee”
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Non-Notified Trends 

 CFIUS is actively pursuing non-notified transactions, particularly from China and Russia

 Senior CFIUS officials have advised that nothing is off limits

– If there is a potential risk to national security, no transaction will be deemed too small 

or too old for CFIUS to take an interest

 As of April, CFIUS was on pace for a 50% increase in non-notifieds in 2021 compared 

to 2020

 CFIUS can also reach out for certain non-notified real estate transactions (i.e., 

purchases, leases, or concessions) by foreign persons with respect to “covered real 

estate”
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2020 CFIUS Annual Report

 The 2020 CFIUS Annual Report was the first time CFIUS reported on non-notified 

transactions

 CFIUS considered a total of 117 identified non-notified transactions in 2020, and 

requested a notice in 17 of those cases 

 The Annual Report did not specify the extent to which CFIUS reached out to the parties 

in the other 100 cases

– It is also possible that the parties to some of those transactions received notice 

requests in 2021 that were not captured by the Annual Report 

 A senior CFIUS official previously reported that in 2020, CFIUS called in twice as many 

non-notifieds as in 2018 and 2019 combined
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Identification of Non-Notifieds

 Non-notified transactions are identified in a number of ways, including:

– Interagency referrals

– Tips from the public

– Media reports

– Commercial databases

– Congressional notifications 

 The most recent CFIUS Annual Report also indicates that CFIUS is considering 

approaches to improve the process for identifying non-notified transactions of interest
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Non-Notified Process: Initial Outreach

 In order to pursue a non-notified transaction, CFIUS must determine that a non-notified 

transaction (1) may be a covered transaction and (2) may raise national security 

considerations

 Following such determination, the process typically begins with an email from the 

Treasury Department’s Office of Investment Security to a senior representative of the 

US business (or potentially its foreign parent if the target is not a US entity)

– This email will request a phone call with the company to discuss a “confidential and 

time-sensitive” matter involving the company and recommend the participation of the 

company’s outside counsel in the call 

 Initial calls are typically process oriented and provide the business with background on 

CFIUS, its jurisdiction, and next steps
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Non-Notified Process: Assessment of 
Jurisdiction

 Following its initial outreach, CFIUS will typically send a series of questions to help 

determine whether it has jurisdiction to review the non-notified transaction

– Can be detailed and extensive

– Typically requires information regarding the foreign investor, the US business, and 

the transaction itself

– CFIUS may have follow up questions

 CFIUS will review this information to determine whether it has jurisdiction over the non-

notified transaction
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Non-Notified Process: Request for 
Filing

 If CFIUS determines it has jurisdiction, it may request the parties submit a joint notice

– No set time for CFIUS to request a filing after the parties submit the requested 

information, but it often takes at least several weeks

 If CFIUS does not request a filing, parties should not expect any formal feedback from 

CFIUS
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Non-Notified Process: Review

 Once CFIUS requests a notice, the process is usually similar to the standard process

– Parties prepare a joint notice based on the applicable CFIUS regulations (i.e., the current regulations or pre-

FIRRMA regulations)

– CFIUS may issue specific questions for the parties to answer in their filing

• Allows CFIUS to get pointed answers for issues raised in its initial research

• Enables parties to prepare responses without the added pressure of the three-business-day deadline

 Even if CFIUS provides initial substantive questions, parties should expect substantial Q&A during the formal review 

process

 Once CFIUS has started a review, it is also possible for it to impose interim mitigation measures or suspend a 

proposed or pending transaction during the pendency of the CFIUS review if it determines that its concerns warrant 

such action

 The confidentiality protections surrounding CFIUS reviews apply to non-notifieds
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Effectively Managing the Non-Notified 
Process

 Be proactive and take the process seriously

 Although the process is the same as a voluntary filing, there are key differences in the 

dynamics 

– CFIUS has already determined the transaction may pose national security risks

– Parties should be prepared for CFIUS to require mitigation, and, in some 

circumstances, recommend the President prohibit the transaction 

 CFIUS meetings may be appropriate

 Engage with experienced CFIUS counsel from the outset who can develop a 

comprehensive strategy to navigate the jurisdictional assessment and CFIUS review 

processes
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What This Means for Parties and 
Counsel for New Deals

 The increased pursuit of non-notified transactions changes the overall risk equation for 

not voluntarily notifying CFIUS

 Risk of not voluntarily notifying CFIUS:

– CFIUS could learn of the transaction, request a filing, and make an unfavorable 

national security determination

– Increasingly difficult for transactions to “fly under the radar”

 The updated risk equation should be factored into assessments of voluntary CFIUS 

filing for new transactions
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NON-NOTIFIED TRANSACTIONS & CFIUS MITIGATION 
MEASURES – CY2020 REPORT INSIGHTS

• CFIUS utilized various methods to identify non-
notified/non-declared transactions in 2020 including 
interagency referrals, tips from the public, media 
reports, commercial databases, and congressional 
notifications

• 117 transactions were identified through the non-
notified/non-declared process in 2020 that were put 
forward to the Committee for consideration. From the 
transactions identified, 17 transactions resulted in a 
request for filing. 

• While information on non-notified transactions is not 
public, it appears there is a geographic a focus is on 
Chinese and Russian investors and industry focus on 
critical technology and sensitive customer data

• In CY 2020, CFIUS adopted mitigation measures and 
conditions with respect to 23 notices of covered 
transactions (approximately 12 percent of the total 
number of 2020 notices)

• Mitigations are negotiated between CFIUS and the 
parties to a transaction and are typically agreed to in a 
National Security Agreement (‘NSA’)

• Mitigation measures include a range of governance, 
structural, process and technological requirements 
developed specifically for the perceived national 
security risks of the transaction

• FRIRMA increased funding for enforcement activities 
and CFIUS agencies dedicate staff to ensure 
compliance through requirements for periodic 
reporting, on-site compliance reviews, third-party 
audits or monitors and investigations and remedial 
actions for known or suspected breeches

Non-Notified Transactions CFIUS Mitigation Measures

CFIUS’ focus on non-notified transactions means that even long closed deals may have to consider the 
impact of potential mitigation measures on their business
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MANAGING MITIGATION
In an environment of increased scrutiny and greater likelihood of mitigation, companies need to take a 
broader view of potential issues and mitigation measures to satisfy CFIUS review

CFIUS mitigation impacts and potential costs of compliance need to be a 
consideration throughout the M&A process – during due diligence, negotiation, and 

when planning for post-close compliance – and in non-notified scenarios may 
involve revisiting many of those activities long after the deal has closed

CFIUS mitigation impacts and potential costs of compliance need to be a 
consideration throughout the M&A process – during due diligence, negotiation, and 

when planning for post-close compliance – and in non-notified scenarios may 
involve revisiting many of those activities long after the deal has closed

1
Managing Deal Risk

It is highly unlikely that significant 

M&A transactions will sail quietly 

through CFIUS review -- clients will 

likely need to engage outside counsel 

to work through CFIUS concerns.

In non-notified transaction situations, 

it is still critical to consider mitigation 

and potential structural changes 

required.

2
Managing Business Impacts

Given recent trends – increased 

(1) CFIUS concern over foreign 

influence and access to data, (2) 

codification of mitigation 

agreements, and (3) resources for 

compliance monitoring, clients will 

likely be dealing with business-

impacting mitigation agreements, 

requiring the advisory support of a 

business & technology partner
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COMMON MITIGATION REQUIREMENTS
To mitigate the perceived risks of foreign investment, CFIUS will impose operational conditions requiring system 
and process changes and verification through third party audits

Protections Related to the 

Storage and Access to 

Sensitive Personal Data

US Citizenship Requirements, 

Related to US Government 

Customer Data

Screening and/or Approval of 

Supply Chain

Divestiture or ringfencing from 

the foreign investor all or part 

of the U.S. business

Physical and Cybersecurity 

Protections of Critical 

Infrastructure

Governance Requirements, 

including Security Director(s) 

and Reporting

CFIUS may also require a regular third party audit to measure and test compliance with the 
types of mitigation requirements outlined above.

CFIUS may also require a regular third party audit to measure and test compliance with the 
types of mitigation requirements outlined above.
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• US Business Divestiture

• Sensitive Customer Data Protections

• US Citizenship Requirements

• Supply Chain Requirements

• US Lawful Process Requirements

• Foreign Investor Restrictions

• Governance and Board Requirements

PRE-FILING MITIGATION DILIGENCE
Prior to filing (pre-deal on a notified transaction or as soon as CFIUS reaches out in non-notified) it is important to 
conduct operational and technology diligence on the expected national security concerns and likely mitigations 
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Evaluating likely National Security concerns with experienced CFIUS 
counsel will inform the range of potential mitigation measures and 
facilitate targeted diligence on impacts to the deal and/or existing 

business

Once likely mitigations are understood the feasibility and implications 
of each can be assessed across end-to-end business and technology 

areas to informing CFIUS engagement and determine ‘no go’ mitigation 
requirements  

Impacted Areas (Illustrative)



CUSTOMER DATA PROTECTION REQUIREMENTS

Ensuring that only authorized persons (e.g. U.S. Citizens) have access to USG, 
company, or customer information; and that the foreign acquirer not have direct or 
remote access to systems that hold such information1

Customer Data Protection Overview

Considerations

• Mitigation requirements typically focus on the strict protection of  U.S. Government 

Customer data and increasingly the data of any U.S. end user of a mitigated company

• Companies struggle to track Customer Data across a multitude of internal IT and business 

systems and applications and to external services and partners

• Domestic storage of other quarantining sensitive personal data or technology may impact 

valuation, ability to integrate systems and  synergy targets

• Many companies have built business models that rely on data monetization; using sensitive 

customer data for such purposes may run counter to the protections required by CFIUS

Note: (1) CFIUS Annual Report to Congress - CY 2020

Recent Non-Notified Cases: CFIUS identified and investigated China-based Bejing Kunlun Tech’s acquisition of 

dating app Grindr and focused the risks posed by potential access to customer data in China
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DATA REQUIREMENTS INCREASE COMPLEXITY & 
COST
CFIUS requirements for sensitive personal data, US Government customer data, geographic restrictions on data 
access and audits often cause challenges for acquisitive companies

Third Party 

Audit

Requirement

Demonstratable, 

not Aspirational, 

Compliance

$

Data

Mitigation 

Requirements

Sensitive Personal 

Data and/or USG 

Customer Data

$$

Tech + 

Business 

Complexity

Complex Tech 

Stack Global & 

Operating Models

$$

Complex & 

Costly 

Mitigation

$$$$$

Technology and process-related compliance complexity increases significantly 
requiring significant engagement with the CIO & COO early in the deal process
Technology and process-related compliance complexity increases significantly 
requiring significant engagement with the CIO & COO early in the deal process
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DATA MITIGATION EXAMPLE
Each mitigation requirement creates a set of employee, business process and technology 
gaps that must be closed to achieve compliance

People

Process

Technology

• Eliminate ability of Foreign Investor to 

access

• Place data protection champions 

throughout the org to support compliance 

efforts

• Rebuild any business process that 

engages with Sensitive Personal Data to 

ensure only onshore use (even for support)

• Create auditable controls and testing 

procedures to identify any deficiencies

Sensitive Personal Data
Example requirement: Sensitive Personal Data 

must be stored within the U.S. and Access to 

Foreign investor restricted

• Implement comprehensive data protection 

capabilities that include data management, 

governance and traceability to enable 

automation of compliance as much as 

practicable

Complying with sensitive personal data protection requirements is likely to increase costs
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Resources outside the 

US can be utilized to 

fulfill business 

functions (e.g. 

Finance, HR, 

Procurement) in 

circumstances where 

access to sensitive 

personal data is 

minimized for non-US 

citizens

Sensitive 

Personal 

Data Storage

White List 

Data

In House 

Resources

External Call 

Center

External IT 

Service Provider
Offshore 

Resources
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DIVESTITURE REQUIREMENTS

Divestiture by the foreign acquirer of all or part of the U.S. business1

Divestiture Requirements Overview

Considerations

• The complexity of a full or partial divestiture of the U.S. Business on its size and scale and  

strategic alignment and degree of integration with the global business

• Determining the scope of a potential carve out should take into consideration the CFIUS 

national security concerns as well as the marketability of the standalone business to either a 

strategic or financial buyer

• In planning a separation or ringfencing, the end-to-end business processes must be 

analyzed – from what you sell, how you sell, how you support and how you enable 

Note: (1) CFIUS Annual Report to Congress - CY 2020

Recent Cases: In mid-2020 CFIUS identified and investigated Tik Tok’s Musical.ly acquisition and reports 

indicated that a sale of the U.S. Business was explored in detail before the change in administration
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SUCCESSFUL DIVESTITURES REQUIRE CLEAR 
ORGANIZATION, COORDINATION AND PLANNING 

Divestiture Steering Committee

• Oversee and guide the entire divestiture and separation strategy 

• Hold overall accountability for separation

Functional teams

• Build bottom-up separation plans

• Plan for and execute all activities required for functional separation

SMO

• Manage separation master plan

• Coordinate buyer engagement

• Identify and manage dependencies, critical path, risks and issues

• Oversee TSA exit plan 

• Coordinate workstream efforts across functions to ensure business 

continuity 

Cross-functional SMO teams

• Coordinate critical activities across functions for Day 1

• Negotiate and manage TSAs

• Create and execute stakeholder communication plan 

• Identify and manage stranded costs 

3. Functional Teams

Divestiture Steering Committee

2. Cross-functional SMO Teams

2.1. Day 1 Readiness

2.3. Communications & Change Management 2.4. Post-close Activities

2.2. TSAs

Initiative PlanningProgram Management

Non-exhaustive

Manufacturing

IT

Finance

HR

Procurement

Marketing

R&D

Supply Chain

Sales

Commercial Operations Back-office

1. Separation Management Office (SMO)

Buyer Engagement

Carve-out project structure
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LEADING PRACTICES IN CFIUS MITIGATION –
NEGOTIATING MITIGATION REQUIREMENTS 
The best way to approach national security compliance is to address issues and concerns before signing any 
agreements with the USG

NEGOTATION THEMES

Conduct Mitigation 

Due Diligence

Don’t Reinvent the 

Wheel

Understand 

Competing Interests

• CFIUS is advancing 

security interests of the 

USG, not protecting a 

status quo – this often 

clashes with the 

shareholder value 

perspective of most 

corporations

• CFIUS is advancing 

security interests of the 

USG, not protecting a 

status quo – this often 

clashes with the 

shareholder value 

perspective of most 

corporations

• Engage experienced 

outside counsel

• Deploy proven 

compliance models that 

will assuage 

government concerns

• Leverage off-the-shelf 

solutions to separate 

networks & data

• Engage experienced 

outside counsel

• Deploy proven 

compliance models that 

will assuage 

government concerns

• Leverage off-the-shelf 

solutions to separate 

networks & data

• Incorporate scenario 

analysis of likely 

mitigation measures into 

M&A due diligence as 

soon as your receive 

CFIUS outreach on a 

non-notified transactions

• Areas of focus includes 

USG contracts, 

customer data 

management, third-party 

vendors risk, relevant 

technology / systems, 

and business complexity

• Incorporate scenario 

analysis of likely 

mitigation measures into 

M&A due diligence as 

soon as your receive 

CFIUS outreach on a 

non-notified transactions

• Areas of focus includes 

USG contracts, 

customer data 

management, third-party 

vendors risk, relevant 

technology / systems, 

and business complexity

Manage Financial 

Impact

• Financially score 

mitigation agreements 

during negotiation

• Don’t get pushed into an 

agreement – there are 

alternative models that 

have been successful in 

the past

• Financially score 

mitigation agreements 

during negotiation

• Don’t get pushed into an 

agreement – there are 

alternative models that 

have been successful in 

the past
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LEADING PRACTICES IN CFIUS MITIGATIONS –
COMPLYING WITH MITIGATION REQUIREMENTS 
Ongoing compliance with National security mitigations can be challenging – know that there are financially 
responsible approaches that have been proven to work in the past

COMPLIANCE THEMES

Manage from the Top Win the Audit

Incorporate and 

Leverage Existing 

Capabilities

• Leverage technology for 

existing or ongoing work 

related to surging 

privacy legislation (e.g. 

GDPR, CCPA, VCDPR, 

etc.)

• Use experience from 

existing audit-heavy 

requirements (e.g. SOX) 

to build an audit-led 

approach to compliance 

from the start

• Leverage technology for 

existing or ongoing work 

related to surging 

privacy legislation (e.g. 

GDPR, CCPA, VCDPR, 

etc.)

• Use experience from 

existing audit-heavy 

requirements (e.g. SOX) 

to build an audit-led 

approach to compliance 

from the start

• Always conduct a pre-

audit of your controls at 

least six months before 

the USG audit

• Take care to address 

any major compliance 

concerns ahead of the 

first USG audit, so that 

you pass with flying 

colors

• Always conduct a pre-

audit of your controls at 

least six months before 

the USG audit

• Take care to address 

any major compliance 

concerns ahead of the 

first USG audit, so that 

you pass with flying 

colors

• Compliance efforts fail 

when accountability and 

responsibility is pushed 

down into the 

organization

• These efforts need to be 

tracked and managed at 

the C-Suite to ensure 

proper design and 

implementation

• Compliance efforts fail 

when accountability and 

responsibility is pushed 

down into the 

organization

• These efforts need to be 

tracked and managed at 

the C-Suite to ensure 

proper design and 

implementation

Engage CTO / CIO

• Engage the CIO / CTO 

and ensure they are 

involved in all mitigation 

planning and 

deployment 

• Leverage technology to 

enable compliance 

wherever possible and 

identify where 

automated controls are 

feasible

• Engage the CIO / CTO 

and ensure they are 

involved in all mitigation 

planning and 

deployment 

• Leverage technology to 

enable compliance 

wherever possible and 

identify where 

automated controls are 

feasible
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