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DISCLAIMER

This presentation should not be considered or construed as legal advice on any 

individual matter or circumstance.  The contents of this document are intended 

for general information purposes only and may not be quoted or referred to in 

any other presentation, publication or proceeding without the prior written 

consent of the authors, which may be given or withheld at their discretion. The 

distribution of this presentation or its content is not intended to create, and 

receipt of it does not constitute, an attorney-client relationship. The views set 

forth herein are the personal views of the authors and do not necessarily reflect 

those of their law firms.
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INTRODUCTION AND HYPOTHETICAL
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HYPOTHETICAL

• You are General Counsel to Smithson Enterprises, a large multi-national 

company that manufactures and markets soft goods and equipment globally.  

Smithson’s assets include factories that manufacture goods and equipment, 

trucking companies, warehouses, and distribution centers.  

• Smithson has invested heavily in technology. The majority of its orders are 

digital, and it has an extensive digital inventory and shipping system.  It has 

partnered with a global shipping company that uses the same digital inventory 

system. 

• Because of the nature of certain of Smithson’s products, it is critical to be able 

to track shipments and confirm provenance, particularly for cold chain 

products. 
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HYPOTHETICAL

• Monday morning, 9 a.m.  You are called into the CEO’s office, to meet with 

the CEO, CFO and COO. 

• This august tribunal advises you that they are strongly considering 

implementing blockchain and smart contract solutions to create efficiencies, 

cost savings and other benefits for the company’s business.

• They direct you to prepare a presentation for the Board of Director’s meeting 

on Thursday addressing the use of blockchains and smart contracts in the 

supply chain context, including key practical and legal considerations.

• You leave the meeting, wondering why you didn’t take vacation this week. 
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OVERVIEW OF BLOCKCHAIN TECHNOLOGY
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WHAT IS BLOCKCHAIN?

• A type of technology (not a single entity or network). There are many blockchains, not only one 

(“the blockchain” is a bit of a misnomer).

• A form of “distributed ledger” or shared database.

• A database, identical copies of which are distributed, through a peer-to-peer network, among the 

participants and are synchronized by the network to reflect transactions or updates submitted by 

participants that are validated through a consensus mechanism. There is no single “point of failure”.
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A KEY ATTRIBUTE OF BLOCKCHAIN
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“blockchain lets people 

who have no particular 

confidence in each other 

collaborate without having 

to go through a neutral 

central authority.  Simply 

put, it is a machine for 

creating trust.”
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HOW DOES A BLOCKCHAIN WORK?



HOW DOES A PUBLIC BLOCKCHAIN WORK?
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HOW DOES A PUBLIC BLOCKCHAIN WORK?

16

• Public blockchains may also be referred to as “permissionless” or “open” blockchains.

• Anyone can access it by running the open source code.  

• Copies of a complete ledger (the distributed database), which includes both the current state of 

a network and its entire history, are distributed among the computer systems of participants on 

the network (“nodes”). 

• Each node that elects to be a “full node” by maintaining a full copy of the blockchain has access 

to the entire database and history.

• Participants are pseudonymous, meaning that, while they do have unique identifiers 

associated with them, the actual identities associated with them are not discernable through the 

blockchain.

• Each time a user submits a transaction (i.e., a proposed change to the ledger), the details are 

broadcast to the network and wait in a pool of unconfirmed transactions to be validated by the 

nodes on the network (e.g., validators on the Bitcoin network are called “miners”). 

• Validator nodes independently check unconfirmed transactions against the blockchain’s history 

to verify legitimacy.



HOW DOES A PUBLIC BLOCKCHAIN WORK?
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• Once transactions are verified, each validator node groups them into a proposed “block”.

• For a block generated by a given validator node to be officially added to the blockchain (so that 

all nodes’ ledgers are updated to include it), it must be selected by the network through its 

consensus algorithm. 

• In the Bitcoin network (and many other blockchain networks), this is called “proof of work” and 

requires a validator to expend computational power (hash power) to solve a complex 

computational challenge before all other miners for its proposed block to be added to the 

blockchain.

• Once a block is selected through the consensus mechanism and verified by the network, it is 

added to the blockchain, inextricably linked to the chain of all the verified blocks that preceded 

it and then distributed to all of the full nodes on the network. 

• This is how “truth” is established. 



HOW DOES A PUBLIC BLOCKCHAIN WORK?
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• Once a new block is added to the chain, it cannot be modified without sufficient consensus of the 

network, due to the way in which the validity of each block is linked to the block that came before 

it. 

• Any attempted change by a node of a block in the chain would automatically invalidate all blocks 

that come after it, causing the change to be rejected by the network. This is referred to as 

immutability.

• * Caveat: 51% Attacks!



5 BASIC PUBLIC BLOCKCHAIN PRINCIPLES
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1. Distributed Database

Each party on a blockchain has access to the entire database and its complete history. No single party controls the data or the 

information. Every party can verify the records of its transaction partners directly, without an intermediary.

2. Peer-to-Peer Transmission

Communication occurs directly between peers instead of through a centralized repository. Each peer node stores and forwards 

information to all other peer nodes. 

3. Transparency with Pseudonymity

Every transaction and its associated value are visible to anyone that accesses the system. Each node on a blockchain has a 

unique alphanumeric address that identifies it. Users can choose to remain anonymous or provide proof of their identity to 

others. Transactions occur between blockchain addresses.

4. Irreversibility of Records (Immutability) Once a transaction is recorded in the blockchain, the records are essentially 

impossible to alter (absent a 51% attack), because they’re linked to every transaction record that came before them (hence the 

term “chain”). Various computational algorithms and approaches are deployed to ensure that the recording on the database is 

permanent, chronologically ordered, and available to all others on the network.

5. Computational Logic

The digital nature of the ledger means that blockchain transactions can be tied to computational logic and in essence 

programmed. So users can set up algorithms and rules that automatically trigger transactions between nodes.

Source: Harvard Business Review
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PRIVATE BLOCKCHAINS



PUBLIC VS. PRIVATE BLOCKCHAINS
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“We expect private or “permissioned” blockchains to dominate most commercial 

applications… For many high-volume commercial transactions (for example, in 

securities transactions between commercial partners in a supply chain), trust is already 

established among the participants – and in many cases they desire transaction 

privacy… We believe that the vast majority of commercial blockchain applications –

particularly in capital markets – are likely to use private or permissioned blockchains.” 

Blockchain: Putting Theory into Practice, Goldman Sachs, 

May 2016



PUBLIC VS. PRIVATE BLOCKCHAINS
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Public (Permissionless): Anyone 
running the software can access 
the blockchain and submit updates

- No central control

- Security and trust through greater 
distribution and technology-based 
security; knowledge of identity not 
needed

- Verification process publicly available

- Lower running costs

- Slower transaction speeds

- Platform code is open source

Hybrid

Private (Permissioned): Limited 

pre-selected participants are 

authorized to access/transact

- Subject to some central governance 

or control

- Security through technology, 

identification or controls 

- Transactions may not be public

- Higher running costs

- Faster transaction speeds

- Platform may be proprietary



PRIVATE OR HYBRID BLOCKCHAINS
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• Purely public/permissionless blockchains are unlikely to be adopted by enterprises, although 

enterprise applications will likely still retain certain elements (e.g., the distributed ledger). 

• Companies are looking to private/permissioned/closed or hybrid blockchains for features 

including:

• Some degree of centralization, with a primary organization or organizations managing, running or 

maintaining the blockchain in some respects.

• Ability to assign different permissions to different nodes, such as the ability to:

– Decrypt and read only certain types or silos of data, rather than all data

– Modify the blockchain or its governance rules

– Participate as a transaction validator

– Submit transactions to the network or alternatively be limited to read-only access

• Outside of the blockchain itself, participants may be parties to written agreements governing 

their use of the blockchain, including commitments regarding:

• Responsibility for maintaining the blockchain and fees for performing those services

• Remedies in the case of technology failure or error

• Governance matters



OVERVIEW OF SMART CONTRACT TECHNOLOGY
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Smart code that, in conjunction with any other written 

documentation and applicable user interface, meets the 

requirements of an enforceable contact under applicable law

Computer programming or script that can automatically 

execute when certain events happen on a blockchain and that 

can perform additional functions, such creating or validating other 

transactions

SMART CONTRACTS

Smart Code

25

Smart Contracts



SMART CODE

• Every Bitcoin transaction uses Bitcoin’s scripting language - a limited 

programming language similar to Forth

• Input fields specify prior unspent outputs that will be consumed in the 

transaction. 

– Typically, the input field will contain a signature from owner’s private 

keys authorizing the spending

• Output fields govern further use of the coins spent

– Typically, the output field will contain a requirement that the recipient 

authorize further spending with a similar signature from her private key
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Single payee
Multisignature –

OR

Multisignature –

AND

Send 1 BTC from Alice 

to Bob

Send 1 BTC from Alice 

to either Bob or Carol

• either one can sign 

with his private key 

to spend the output

Send 1 BTC from Alice 

to Bob and Carol

• both have to sign 

with their private 

keys to spend the 

output

SMART CODE
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Multisignature –

X of Y

Send 1 BTC from Alice 

to two of Bob, Carol, 

and Ted

• two of the three 

must  sign with their 

private keys to 

spend the output

Though limited, Bitcoin’s scripting language supports more complex actions



SMART CODE

• Bitcoin’s scripting is simple

• There are other blockchain platforms implementing powerful scripting 

languages that are Turing complete

– Turing-complete languages can theoretically encode any algorithm 

capable of operating on a modern computer architecture
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SMART CONTRACTS

A and B are users on the same distributed ledger.  They enter into 

a smart contract based on price of gold.

A agrees to sell 1kg of gold to B at the prevailing USD spot price 

at a particular day/time, but only if the spot price is greater than 

$40,000 at that time.

Smart contract would use the following logic–

• On Day/Time, OBTAIN Spot Price from SOURCE

• IF Spot Price >$40,000 then:

• TRANSFER 1 kg of gold from A to B

• TRANSFER $x from B to A WHERE x = Spot Price amount 

for 1kg of gold in US Dollars at Day/Time

ELSE

• Contract terminates
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INTEGRATION WITH IOT DEVICES

30
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LEGAL AND PRACTICAL ISSUES
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TECHNOLOGICAL HURDLES

• Integration: How will businesses integrate blockchains into existing 

infrastructure? In many cases, blockchains are not interoperable with other 

blockchains. How will incompatibility between different blockchain

ecosystems be addressed?

• Standardization: Parties wanting to transact using a blockchain need to 

coordinate on an appropriate implementation. Can standards be established 

to create efficiencies and minimize conflict among competing protocols?

• APIs: How will interoperable Application Programming Interfaces (APIs) be 

developed? 

• Lock-in: How will businesses avoid platform lock-in?
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TECHNOLOGICAL HURDLES: STANDARDIZATION
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TECHNOLOGICAL HURDLES

• Blockchain platforms must work with legacy systems or current technologies such as 
radio frequency identification tags (RFID) and electronic data interchange (EDI) 
systems. This can present potential middleware and integration hurdles. Relatedly, 
the development of multiple blockchain solutions presents interoperability issues, a 
problem that is being addressed by industry blockchain consortia pushing for 
standardization. For information on blockchain consortia, see Blockchain Consortia 
Considerations.
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GOVERNANCE

• Participants in a private or permissioned blockchain should address in an 

overarching traditional legal agreement key governance issues, such as:

- Rights and obligations of each participant

- How decisions on implementation are to be made and how much centralized control to 

maintain

- Who is responsible for maintaining the blockchain, what types of service level commitments 

apply to the platform’s operation, and what remedies are available for network downtime

- How permission to access the blockchain will be determined, who will have the ability to 

participate in the validation of transactions and what the consensus mechanism used to 

verify transaction swill be

- Safeguards to prevent unauthorized control over the network

- How data confidentiality will be handled among the participants and how read access will 

be appropriately limited for each participant
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GOVERNANCE

- What data security requirements will be implemented regarding:

- Private keys (a means through which a participant can encrypt/decrypt data and digitally sign)

- Digital wallets (a means of storing blockchain-based digital assets and effectuating transactions)

- Smart contracts

- How antitrust issues associated with forming a closed and permissioned implementation 

(which may involve competitors in the same industry) will be addressed and overcome

- Who will own the intellectual property, and to what extent will “open source” code be used

- Who will own the data on the blockchain and what will the participants’ respective rights to 

that data be

- Under what circumstances will a participant be allowed to exit the blockchain and what 

would happen to the data relating to that participant on exit

- How dispute resolution will be handled (jurisdiction, choice of law, etc.)
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VERIFICATION

• Blockchain technology is not necessarily a cure-all for dishonest participation 

or fraud, particularly regarding the points at which the external world and the 

blockchain intersect. For example, whether the appropriate documents are 

paper or digital and whether the validity of transactions is verified on a shared 

ledger, fraud can still be perpetrated in the physical world (for example, a 

shipping container full of rocks instead of televisions). 

• In a supply chain system, unless the blockchain implementation incorporates 

communications with oracles (external electronic data inputs that can validate 

that the assets in the supply chain are what they claim to be), there is some 

risk of fraud. Some external off-chain element of trust, such as an individual 

that can confirm the nature of the assets being supplied, is necessary.
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ELECTRONIC CONTRACTING AND SMART CONTRACTS

• Smart contracts can either embody the entire agreement between parties or serve a function 

ancillary to a traditional written contract by effectuating the performance of certain elements of 

that traditional written contract.

• State versions of Uniform Electronic Transaction Act (UETA) and the Federal E-SIGN Act 

make clear that an electronic record or electronic signature will not be denied legal effect simply 

because it is in electronic form.

- UETA has been enacted in some form by all US states except New York, Illinois and Washington; although 

those three states have their own similar electronic signature acts.

• The UETA and the Federal E-SIGN Act make clear that the use of “electronic agents” by parties 

(which include computer programs or automated means) can be a valid means of establishing and 

executing a binding legal contract if the actions of the electronic agent are legally attributable to the 

parties to be bound. → smart contracts and private keys.

• Some states (e.g., Arizona, Vermont) have passed laws specifically contemplating smart contracts.
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ELECTRONIC CONTRACTING AND SMART CONTRACTS

• Traditional contract formation principles: offer, acceptance and consideration. 

- The fact that smart contracts are written in source code means there may be some problems 

with establishing a meeting of the minds if not all parties can understand the essence of the 

agreement or if the code misrepresents either the offer or the acceptance.

• Statute of Frauds: Certain contracts must observe certain formalities, such as to be embodied in “a 

writing” where a state’s statute of frauds (including UCC statute of frauds) applies. Written code 

and any data stored in a transaction likely can satisfy any SOF requirements (e.g., be a “writing” 

that embodies the essential terms and conditions of an agreement), but depends on the context. 

• Code is Law? 

• Blockchain-based transactions enforceable?
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SMART CONTRACT ISSUES

• Some Potential Issues: 

- Coding errors

- Reliance on external data sources (e.g., IoT) which turn out to be inaccurate

- Issues with the underlying blockchain

- Are parties actually capable of reading and fully understanding the code of a smart 

contract?

- Jurisdiction and choice of law? 

- Limits to enforceability by courts

- Inflexibility of smart contract once deployed

- Issues with the blockchain protocol itself
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ELECTRONIC CONTRACTING: SMART CONTRACT BEST PRACTICES

• Pair Text and Code: At least in the near term, best practice is to accompany smart contracts with 

traditional written agreements, unless a smart contract is so simple as to be completely 

standalone and fully performed simultaneously upon receiving a simple input (e.g., a “vending 

machine” scenario). 

- Even in the latter case, however, an associated traditional written agreement (e.g., in the form of click-through 

Terms of Service on a vendor’s website through which smart contract-powered transactions are made) may still 

be desirable.

• Governing Legal Agreement: Address in the traditional written agreement: 

- All legal issues (e.g., governing law and venue) and risk allocation (e.g., indemnity, limitation of liability).

- Smart contract coding errors, faulty “oracle” (external) data, impairment of the underlying blockchain, and force 

majeure events.

- Clarify which elements of the traditional legal agreement are to be operationalized in smart contracts and 

include procedures for code development, review and testing. 

- Include mechanism for stopping smart contract if certain conditions (e.g., breach) occur.
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CYBERSECURITY

• Distributed network avoids the risk of a single point of failure – usually

• Consensus mechanism helps prevent hacks through a single node; to 

compromise the blockchain requires attack at multiple nodes

• Transparency discloses attempts to manipulate the blockchain more quickly

• Typically have defense in depth/multiple layers of security, at individual node 

level and host level (often a cloud platform)

• Immutability prevents tampering and ensures an auditable record
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CYBERSECURITY

• Cybersecurity Risks/Hacks

• Coding errors and protocol vulnerabilities

– The Distributed Autonomous Organization exploit - $55 million

– How do you amend a smart contract once it is in flight? 

• Identity-based attacks: Spoofing and Sybil attacks

– Real identities are spoofed, or new, false identities are created, to flood 

the network with new nodes and connect to honest participants

– Sybil attacks are somewhat mitigated by requiring proof of work or other 

investment in the blockchain 
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CYBERSECURITY

• Cybersecurity Risks/Hacks

• Eclipse attacks: Target a specific node to isolate them from their peers; can 

be used to distort the chain or as a springboard for other attacks such as 

51% attack 

• 51% attack: Attacker gains control over more than half the mining power on 

a chain; conducts transactions but then creates an alternative chain (i.e. a 

fork) that reflects a different set of transactions. Permits double-spending.

– In one attack, Coinbase reported $1.1 million at risk; Gate.io reported 

$200,000 removed but returned the next day

– 2016: 51 Crew demanded ransom to avoid forking a blockchain. The 

chains in question refused, and the chains were forked. 
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CYBERSECURITY

• Cybersecurity Risks/Hacks

• Environmental Risks

– DDoS attacks

– Cryptographic flaws

– Introduction of threats by stored data

– Hacked applications

– Lost/compromised encryption keys

– Security risks of interfaced devices
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GDPR AND OTHER DATA PRIVACY ISSUES

• GDPR protects the personal data of natural persons

• Applies to automatically processed data and manually processed data that 

is organized in a filing system

• Protection of privacy is a fundamental right

• Does not apply to anonymous data

• Does not cover processing of data of legal persons

• Even though an individual’s identity is masked by a unique identifier such 

as an encryption key, it is personal data under GDPR unless the signature 

is separated enough, and maintained off-chain in a manner that prevents its 

attribution to an individual
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GDPR AND OTHER DATA PRIVACY ISSUES

• Because transactions are transparent and immutable, use of blockchain 

can raise significant privacy issues

– If a block (and the transaction/data related to that block) can be 

connected to an individual, the transparency causes an exposure of that 

data, which may conflict with data minimization, accuracy, and storage 

limitation

– Immutability means that the data cannot be changed or erased, which is 

contrary to rights of rectification and erasure

– There is no ability to dispose of data once it is no longer needed, which 

may conflict with the storage limitation
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GDPR AND OTHER DATA PRIVACY ISSUES

• Who is responsible…

– As the controller, and who is the processor?  Must there be written 

agreements between every node on the chain to accommodate the 

GDPR requirements? 

– In the event of a breach? Only the entity that initiated the last 

transaction? The entity that initiated the node where the attack was 

focused?  The entire chain? 
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GDPR AND OTHER DATA PRIVACY ISSUES

• Minimize Privacy Risks

• Is blockchain the right solution? If so…

– Avoid storing personal data on the blockchain

– Use encryption, data obfuscation, and data aggregation to anonymize 

data

– Consider the basis on which you are processing data; remember that 

consent requires the right of erasure, which is not absolute, but should 

be carefully considered and addressed

• Keep up with what is happening: EU Blockchain Observatory and Forum
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CHOICE OF LAW, FORUM AND VENUE

• In re Tezos Secs. Litig., 2018 WL 4293341 (N.D. Cal. Aug. 7, 2018)

• Forum non conveniens analysis

– Forum selection clause set Switzerland as place for all disputes

– Allegations raised question as to whether plaintiff was put on inquiry 

notice about terms of the contract

– Single sentence on page 10 of twenty-page document directed users to 

“refer to the legal document that will be issued by the Foundation for 

more details”

– No hyperlink to contract, no checkbox acknowledging agreement, or 

other indication of inquiry notice

50



REGULATORY COMPLIANCE

SEC
Securities

CFTC
Commodities

Treasury
Money Transmission, 

Taxes, Sanctions

Digital Assets



REGULATORY COMPLIANCE



AUDITS AND RECORD KEEPING

• Creating a Trustworthy System

• Neutrality of Record-keeper

• Record Integrity

• Risk Analysis

– Steps

– Participants

– Privacy/Sensitivity of Process

– Availability/Accessibility

– Management of Executed Contracts
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UCC

• Cryptocurrency is being used to pay for goods and services

• How does commercial law regard this asset class?

• Article 9 of UCC

• Inventory: limited to tangible, physical property

• Deposit account: limited to accounts at banks or financial institutions 

accepting funds for deposit

• Money: “medium of exchange currently authorized or adopted by a 

domestic or foreign government”

• Security: obligation of an issuer

54



UCC

• General intangible: Most likely to apply to digital assets like cryptocurrencies

• Perfecting security interest in general intangible

• Filing a financing statement;

• Possession; or 

• Control

• Once perfected, security interest continues in collateral, despite subsequent 

transfers

• Money transfer free of a security interest
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UCC

• Wyoming

• Enacted commercial law for digital assets

• Cryptocurrency buyer can buy it free and clear of pre-existing liens (“super-

negotiability”) regardless of whether buyer owns the asset directly or 

through an intermediary

• Uniform Law Commission 

• Model act provides super-negotiability only when the buy indirectly holds an 

asset through an intermediary

• Nevada law based on model act failed to pass legislature in April 2019
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CONFIDENTIALITY

• Many blockchain transactions are pseudonymous, not anonymous

• Bitcoin transactions use public address that can be linked to a user

• Z-Cash and Monero are exceptions and protect privacy better

• Possible to trace transactions on a blockchain, which provides a permanent 

record

• Every transaction is recorded, including time, amount, and addresses 

involved

• Addresses can be associated with an individual by cross referencing the 

address with publicly available information
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CONFIDENTIALITY

• Addresses can be associated with an individual by cross referencing the 

address with publicly available information

• Owner publishes address

• Use clustering techniques to identify additional addresses

• Use KYC information collected by exchange

• Texas proposed bill (HB 4371): Imposes identify requirement on person 

accepting digital currency
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ASSET TRACING
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Transfer/Exact Payment

• One input, one output

• No change address

• Usually both sides are controlled 
by the same entity

• Exact payment amounts are rare

Standard/Commercial
• Small number of inputs (rarely 

more than two)

• Two outputs: change and payee 

• Standard vs Commercial: 
depends on lifetime and later 
activity

• Determining the change 
address can be hard

• Heuristics and clustering

Exchanges

• Large number of inputs and 
outputs

• Multiple common addresses 
across transactions – Highly 
Connected

• Large lifetime activity, by orders 
of magnitude



LITIGATION AND DISCOVERY

• Variety of claims have been asserted related to digital assets

• Securities

• Antitrust

• Common law claims for fraud, unjust enrichment, tortious interference

• Computer fraud and abuse claims; data privacy claims

• Intellectual property claims
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LITIGATION AND DISCOVERY

61

• Preservation and forensic examination of computers

• Wallet software and hardware

• Cryptocurrency exchange accounts 

• Some exchanges will have KYC information

• Others may key off email account or other pseudonymous identifier

• Fiat currency transactions related to cryptocurrency (credit cards, banks) 

• Cryptocurrency crooks tend to be caught at the fiat-crypto interface



INTELLECTUAL PROPERTY

Blockchain Patentability and Open Source

• Bitcoin protocol was released in 2009 as open source code (under permissive 

MIT license)

• Second generation blockchain open source projects: Ethereum, Hyperledger, 

MultiChain, Eris, Ripple

• Code underlying further blockchain developments may be protected under 

one of many open source licenses

• Some are more restrictive, with copyleft provisions

• Some open source licenses have patent grants and patent retaliation clauses 

in them.
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INTELLECTUAL PROPERTY

• The initial implementation of blockchain was disclosed to the public 

by “Satoshi Nakamoto” in 2008, and is accordingly, unpatentable.

• Efforts to “own” blockchain will necessarily focus on:

• improvements to the technology (i.e., a better blockchain system or a piece 

of that system);

• Improvements to generally-applicable underlying technologies (i.e., better 

encryption that can be used as part of blockchain); and

• the application of the technology in innovative ways for particular 

purposes/fields (i.e., blockchain optimized to support transactions of a 

particular type).  

• Patent Pooling: Is blockchain a good candidate for patent pooling? 
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INTELLECTUAL PROPERTY

• Blockchain patents may face uncertainty due to the continuing impact of the 

Supreme Court’s decision in Alice Corp. v. CLS Bank (2014).

• In Alice, SCOTUS invalidated multiple patents covering a computer 

software-implemented, electronic escrow service for facilitating financial 

transactions because they covered “abstract ideas” implemented via a 

computer and did not have sufficient additional features capable of 

rendering them significantly more than abstract ideas (i.e., ineligible for 

patent protection)

• Is a distributed ledger an abstract concept that is not patentable?

• The analysis is not only fact-specific, but may vary depending on when the 

analysis is conducted, and by which court, as the law here is very unsettled 

and inconsistently applied.
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QUANTUM COMPUTING

• 2019 promises great inroads in the realm of “quantum computing.” Ultimately, it is 

expected that quantum computers will be able to solve complex computations 

exponentially faster – as much as 100 million times faster — than classic computers.

- Current encryption, cryptography and private/public key systems are premised on the assumption 

that there are limits to the resources and processing power that can be applied to break such 

systems. Quantum computers may be powerful enough (perhaps) to break the systems currently 

in use that protect secure online communications and encrypted data.

- If the resources of quantum computers are ever generally available or otherwise fall into the 

“wrong” hands, encryption and cryptography, as we know it today, could be in jeopardy. This has 

led the NIST to begin the process to standardize so-called post-quantum cryptography.

- Blockchain technology relies on public key cryptography to maintain the security of the 

ledger. Moreover, bitcoin relies on the work of “miners” to use computing power resources to solve 

certain complex mathematical problems to verify transactions, a task that could be upended by 

entities with quantum computing platforms. Again, quantum computing presents a real threat to 

existing blockchain algorithms. As a result, developers are working on quantum-resistant ledgers.
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FORCE MAJEURE AND TECHNOLOGY FAILURE 
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FORCE MAJEURE AND TECHNOLOGY FAILURE 

• If the technology fails, who is responsible, and would it be 
considered a force majeure event?

• “Boilerplate”, “Legalese”, “Standard”, etc., a key allocation of risk

• Acts to relieve a party from a contractual duty if performance has been 
prevented by a force beyond its control.

• Contract clauses enforceable?

- Varies by state, and subject to UCC provisions.

- Strictly construed!
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FORCE MAJEURE AND TECHNOLOGY FAILURE 

• In “smart contract” situations, common law “force majeure” or 

impossibility of performance doctrines may be applicable.

- Kel Kim Corp. v. Central Markets, Inc., 70 N.Y.2d 900, 902 

(N.Y. 1987)

- “Impossibility excuses a party's performance only when the 

destruction of the subject matter of the contract or the 

means of performance makes performance objectively 

impossible. Moreover, the impossibility must be produced 

by an unanticipated event that could not have been 

foreseen or guarded against in the contract ….”
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FORCE MAJEURE AND TECHNOLOGY FAILURE 

UCC § 2-615. Excuse by Failure of Presupposed Conditions

• (a) Delay in delivery or non-delivery in whole or in part by a seller 

… is not a breach of his duty under a contract for sale if 

performance as agreed has been made impracticable by the 

occurrence of a contingency the non-occurrence of which was a 

basic assumption on which the contract was made or by 

compliance in good faith with any applicable foreign or domestic 

governmental regulation or order whether or not it later proves to 

be invalid. 
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FORCE MAJEURE PROVISIONS

• Increased use of Artificial Intelligence/Machine Learning may markedly 

improve the ability of smart contracts to deal with force majeure events

• Example: The smart contract could use monitoring and predictions of 

developing events to anticipate outcomes; the authority to make 

autonomous decisions based on specified criteria could be coded in to the 

contract.  This would give the smart contract the flexibility to respond to 

force majeure events in an effective manner.

• There aren’t a lot of developers with the sophistication to write this kind of a 

smart contract…
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BLOCKCHAIN SERVICE PROVIDER PILOT AGREEMENTS

• What is the Goal: Pilot Agreement should be focused on the goals of the company. What is it 

that the company wants to learn? What is the “proof of concept”? How will success in the pilot 

be measured? As blockchains tends to be transparent yet anonymous, how will the company 

get the analytics it needs to understand success? What data will be available to the company 

and what are the limitations of its use?

• Confidentiality: Who else is on the pilot, and what information do they have access to? Are the 

company’s other business partners involved? How about the company’s competitors?

• Data: If the company stores data on the blockchain as part of the pilot, but doesn’t go forward 

with a commercial relationship, what happens to the data?  As it is immutable, it is there 

forever. Who has access to it? How will the company get it? What should the platform 

provider’s obligations be with respect to that data?

• Service Levels: What service levels and guarantees will apply?

• Compliance with Laws: Antitrust, privacy and other issues.

• Term: Mutual termination rights with notice (in fast-moving space, the company or provider 

may find a better project to become involved with).

• Non-Exclusive in Nature
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QUESTIONS?

72



73

Mark Rasmussen is a seasoned litigator and investigator

who represents clients in complex commercial litigation,

securities litigation, regulatory and internal investigations,

and bankruptcy litigation. He also advises clients on

regulatory compliance related to cryptocurrencies, initial

coin offerings (ICOs), smart contracts, and blockchain

technology and was recently appointed by Chief Judge

Barbara Lynn, of the Northern District of Texas, to be the

first receiver in an SEC enforcement action involving an

ICO. He is a co-editor and co-author of the ABA’s

Blockchain for Business Lawyers.

Melissa Markey, CISSP, focuses her practice on

developing practical, operationally focused cybersecurity,

privacy and life sciences recommendations for clients. Her

patient care background and qualification as a Certified

Information Services Security Professional ("CISSP")

allows her to bring a functional perspective to complex

privacy, security and research issues with a focus on

solutions that work in the real world. She has significant

experience with medical device cybersecurity and cross-

border privacy transactions.

Wai L. Choy is a senior associate in the Technology,

Media & Telecommunications group at the law firm of

Proskauer Rose LLP, based in New York. He focuses his

practice on technology, media and IP-related transactions

and counseling. Mr. Choy structures, drafts, negotiates

and advises clients on legal and business aspects of a

wide range of commercial contracts, including those

relating to technology deployment. He also counsels

clients regarding blockchain and distributed ledger

technology development, structuring and implementation,

and the associated legal issues. Mr. Choy writes for, and

serves as Associate Editor of, Proskauer’s

blockchainandthelaw.com blog and is a guest lecturer

on blockchain at Fordham University School of Law.

Mark W. Rasmussen

CONTACT

mrasmussen@jonesday.com

Dallas

(T) +1.214.220.3939

(F) +1.214.969.5100

Wai L. Choy

CONTACT

wchoy@proskauer.com

New York

(T) +1.212.969.3118

(F) +1.212.

Melissa L. Markey

CONTACT

mmarkey@hallrender.com

Denver

(T) +1.248.740.7505

(F) +1.248.740.7501


