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Tips for Optimal Quality

Sound Quality

If you are listening via your computer speakers, please note that the quality 

of your sound will vary depending on the speed and quality of your internet 

connection.

If the sound quality is not satisfactory, you may listen via the phone: dial 

1-877-447-0294 and enter your Conference ID and PIN when prompted. 

Otherwise, please send us a chat or e-mail sound@straffordpub.com immediately 

so we can address the problem.

If you dialed in and have any difficulties during the call, press *0 for assistance.

Viewing Quality

To maximize your screen, press the ‘Full Screen’ symbol located on the bottom 

right of the slides. To exit full screen, press the Esc button.

FOR LIVE EVENT ONLY



Continuing Education Credits

In order for us to process your continuing education credit, you must confirm your 

participation in this webinar by completing and submitting the Attendance 

Affirmation/Evaluation after the webinar. 

A link to the Attendance Affirmation/Evaluation will be in the thank you email 

that you will receive immediately following the program.

For additional information about continuing education, call us at 1-800-926-7926 

ext. 2.
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Program Materials

If you have not printed the conference materials for this program, please 

complete the following steps:

• Click on the link to the PDF of the slides for today’s program, which is located 

to the right of the slides, just above the Q&A box.

• The PDF will open a separate tab/window.  Print the slides by clicking on the 

printer icon.
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What are biometric identifiers and biometric 

information?
• Biometric identifiers include “a retina or iris scan, fingerprint, voiceprint, or scan of hand or 

face geometry”

• Biometric information is “any information, regardless of how it is captured, converted, stored, 

or shared, based on an individual’s biometric identifier used to identify an individual”

Why are we concerned?
• Explosion of litigation in Illinois and other jurisdictions involving BIPA

• Different types of BIPA claims (i.e., consumer claims, employee claims)

Which insurance policies may respond?

What issues are policyholders and insurance 

companies likely to encounter?
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Illinois Biometric Information Privacy Act (740 ILCS 14)

• Who does it apply to?

• What does it prohibit?

– Selling/profiting from biometric information is strictly prohibited

– Companies may not share biometric information without obtaining consent

• What does it require?

– Companies may not collect biometric information without written notice

– Must inform of the purpose and length of time information will be collected, 

stored and used

– Must have a destruction plan set forth in a written policy
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Remedies for Violations

• Damages for negligent violations: 

–liquidated damages of $1,000 or actual damages, 

whichever is greater

• Damages for intentional or reckless violations:

–liquidated damages of $5,000 or actual damages, 

whichever is greater

• Injunctive relief

• Plaintiffs’ attorneys fees
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Rosenbach v. Six Flags Entertainment 

Corp., 2019 IL 123186

• The Illinois Supreme Court held that a plaintiff does not need to allege actual injury or 

adverse effect other than a violation of his or her rights under BIPA in order to qualify as an 

“aggrieved” person and to bring private action under the Act.

• According to the Court, BIPA confers a “right to privacy in and control over their biometric 

information,” such that failing to comply with its requirements constitutes an impairment or 

denial of statutory rights of any person whose biometric information is subject to breach.
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Other State Laws and Potential Trends
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• The duty to defend
• What triggers it?

• What may be considered?

• Application of exclusions?

• Selection of defense counsel

• Illinois’ estoppel doctrine
• What should the insurer do to avoid 

it?

• The consequences

• The duty to indemnify
• When is it determined?
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Commercial General Liability (“CGL”) Policies

• Satisfying the Insuring Agreement 
– “Personal and advertising injury” 

requirement

• Potentially applicable exclusions
– Cyber/Privacy Exclusions

• Coverage for statutory damages 

and attorney fees

• Coverage for intentional 

violations?

• Number of occurrences and 

deductibles/retentions
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• Availability and nature of the coverage

• Application to BIPA claims

• “Privacy breach” or “privacy incident” requirement

– Is disclosure or theft of confidential information, in 

addition to a violation of privacy laws, a must?

• Collection exclusions

• Coverage for statutory damages and 

attorney fees? 

• Coverage for intentional violations?

• Coverage for injunctive relief or proactive 

remediation?
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Cyberinsurance Policies
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Employment Practices Liability (“EPL”) Policies

• Availability and nature of the coverage

• Application to BIPA claims
– Has there been an “employment practices 

violation”?

• Potentially applicable exclusions

• Coverage for statutory damages and 

attorney fees? 

• Coverage for intentional violations?

• Coverage for injunctive relief or 

proactive remediation?
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Directors’ and Officers’ Liability (“D&O”) Policies

• Availability and nature of the coverage

• Application of the coverage to BIPA claims

15



Practical Guidance and Strategies
• Take steps to ensure BIPA compliance

• Know your coverage
– Talk to your broker

– Undertake a holistic review of all insurance policies

• Some policies and coverages may be negotiable 

– it’s ok to ask

• Give timely notice

• Cooperation requirements

• Consent requirement

• Balance the value of collateral coverage litigation
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Questions

Jonathan L. Schwartz

312.572.8411  |  jschwartz@goldbergsegalla.com 

J. Andrew Moss

312.207.3869  |  amoss@reedmsith.com 
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