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Overview

 Understanding the Parameters of Your Client’s
Protections

 Planning for Internal Investigations as a Stage, Not an
End

 Avoiding or Limiting Waiver

 Considering Unique Regulatory Privilege
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Privileged & Protection Fundamentals
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Fundamentals: Protections for Attorney Conduct

 Types of Protection
 Attorney-Client Privilege
 Attorney Work Product Doctrine

 Fundamental Differences
 They provide protections for different reasons
 They protect different things
 They are treated differently by courts
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Fundamentals: Attorney-Client Privilege

 Elements
 The party is or sought to become a client of an attorney;
 The communication was made to an attorney, or his or her

subordinate, who received it on behalf of the attorney;
 The communication was made in confidence, without the presence of

strangers, to the attorney-client relationship; and
 The communication was for the primary purpose of receiving legal

advice or services.

 Disqualifiers
 Disclosure by the client
 Communicating for the purpose of committing a crime or tort
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Fundamentals: Attorney Work Product Doctrine

 Elements
 Materials prepared by or for an attorney; and
 With a view to a pending or anticipated litigation.

 Non-Disqualifiers
 The documents can be prepared by the client or a consultant.
 Litigation need not be under way.
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Fundamentals: Attorney Work Product Doctrine

 Limitations

 Materials prepared in the ordinary course of business are not
considered prepared “in anticipation of litigation.”

 Underlying facts are not covered by the work product doctrine.

 Documents that are protected by the work product doctrine can still
be compelled if:

 (1) the court determines there is a substantial need for the
information, and

 (2) the information is otherwise unavailable.

 Duty to Preserve
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Fundamentals: Who Owns the Protections? 

 Attorney-Client Privilege
 The client controls the privilege.

 Only the client can waive or surrender the privilege.
 The company is the client, not the employee.

 Attorney Work Product
 The protection belongs to both the client and the attorney.
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 There may be no privilege if the attorney for a company is
not licensed in any state.

 If the attorney is retained by an individual, the individual is
entitled to a good faith belief.
 Fin. Techs. Int’l v. Smith, No. 99-Civ.-9351 (GEL) (RLE), 2000 U.S. Dist.

LEXIS 18220 (S.D.N.Y. Dec. 19, 2000)

 If the lawyer is admitted somewhere, the privilege will
typically attach even if the lawyer is not admitted where he
is working.
 Scranton Prods., Inc. v. Bobrick Washroom Equip., Inc., 190 F. Supp. 3d

419, 429 (M.D. Pa. 2016)

Unlicensed Attorneys
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Complex Investigation Challenges
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Communications Outside the “Control Group”

Corporations own the privilege, but the privilege is controlled
by the “control group.”
 Waiver may occur if the communications are shared with individuals

outside the control group—even if those individuals are employees of the
company.

 The control group consists of senior management, officers, and agents
responsible for directing the company’s actions in response to legal
advice, and other employees if the communications relate to issues
within their employment.

 Courts often employ the “need to know” standard for waiver—that is,
whether the employee needed to know the content of the
communication in order to perform his or her job effectively or to make
informed decisions.
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Conducting Employee Interviews

Upjohn Co v. United States, 449 US 383 (1981)
 The attorney-client privilege applies to communications with

company employees outside the control group when:
 a communication is made to the company’s counsel that is acting in their

capacity as counsel;
 at the direction of company management for the purpose of obtaining legal

advice;
 concerning a subject within the scope of employment; and
 the employee knows the purpose of the communication is for the company to

obtain legal advice.

 The corporation may, at its sole discretion, waive the attorney-
client privilege and disclose the content of the interview if it should
so determine.



17

Conducting Interviews for Former Employees

 The majority of courts have found some protection
 privileged information obtained by a former employee while employed by the

corporation; and
 communications between the former employee and corporation's counsel for the

purpose of educating counsel about relevant facts known to the former employee.

 There may also be work product protection.
 Peralta v. Cendant Corp., 190 F.R.D. 38, 40 (D. Conn. 1999)

 Some courts have criticized Peralta for ignoring the requirement that the
individual speak at the direction of management.
 Infosystems, Inc. v. Ceridian Corp., 197 F.R.D. 303, 306 (E.D. Mich. 2000)

 "counsel's communications with a former employee of the client corporation
generally should be treated no differently from communications with any other
third-party fact witness.“
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Non-Attorney Consultants

 Communications with non-attorney consultants are
generally not privileged.

 Communications with a non-attorney consultant will be
privileged if they are necessary to facilitate communication
between the attorney and the client, thereby assisting the
lawyer in rendering legal advice.

 If the advice sought is that of the consultant, and not the
attorney, then the advice will not be privileged.
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Non-Attorney Consultants

Comm’r of Revenue v. Comcast Corp, 453 Mass. 293 (2009)
 Counsel for Comcast, a tax attorney, retained Arthur Andersen to advise

on a forced liquidation of stock for an affiliate. Andersen provided five
drafts and one final memo analyzing Massachusetts tax law, a jurisdiction
where the Comcast attorney was not admitted.

 The court found the memoranda were not protected by the attorney-
client privilege because they did not provide information that was
necessary for the lawyer to communicate with or to understand his client.

 If the Comcast attorney retained a Massachusetts tax attorney, instead of
a consulting firm, the advice would have been privileged.

 The memoranda were protected by the attorney work product doctrine
because they contained analysis of actual or potential litigation.
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Privilege Waiver
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Communications for Public Disclosure

 In some jurisdictions, including here in the Fourth Circuit, the
attorney-client privilege does not protect communications
related to documents that are intended to be disclosed to the
public.

 If there is no privilege, the following documents may not be
protected:
 Public reports or filings;
 Internal memoranda;
 Drafts of vendor contracts; and
 Drafts of correspondence.

 Work product protection may apply if litigation is anticipated.
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Rule 502 Limitations on Waiver and Agreements

 When a disclosure is not a waiver (502(b)):

 Disclosure is inadvertent;

 The holder of the privilege or protection took reasonable steps to prevent
disclosure; and

 The holder promptly took reasonable steps to rectify the error.

 Subject matter waiver (502(a))

 The waiver is intentional;

 The disclosed and undisclosed communications or information concern the same
subject matter; and

 They ought in fairness to be considered together.

 A waiver agreement is only binding on the parties, unless
incorporated into a court order.
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Bank Examinations and 
Privilege
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 What is the source and scope of the Federal banking 
agencies’ ability to review a bank’s books and records 
during an examination?

 Do the examination rights and responsibilities of the 
agencies serve to override claims of privilege?

 Does disclosure of privileged information during an 
examination serve to waive claims of privilege against 
third parties?

The Intersection of Bank Examinations and Attorney 
Privilege & Protections
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 The CFPB, FDIC, Federal Reserve, and OCC all operate under
statutory frameworks authorizing the agencies to examine the
institutions they supervise. For example:
 CFPB: § 1024 and § 1025 of Dodd-Rank (authorizes supervision and examination

of non-depository covered persons and large banks, respectively);

 FDIC: 12 USC § 1820 (authorizes examiners to make a “thorough” examination);

 Federal Reserve: 12 USC § 1844(c)(2) (examination authority over a bank holding
company and its subsidiaries); 12 USC § 248(a) (authorizes examination of
accounts and affairs of the member banks of the Federal Reserve Banks); and

 OCC: 12 USC § 481 (authorized to make a “thorough” examination of the affairs of
a national bank).

Agency Access to Bank Books and Records
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 The power to examine the institutions the CFPB, FDIC, Federal
Reserve, and OCC supervise and regulate allows them to:

 Assess the types and extent of specific risks at the institution and develop an overall
risk profile for the institution;

 Understand whether an institution is appropriately identifying, measuring, and
managing risks; and

 Assess the institution’s compliance with legal requirements applicable to its
operations, products, and services.

 Examination authority extends to any books and records relevant to
the examination.

 It also provides agencies with access to bank personnel who may have
information that is relevant to the examination.

What Purposes Do Examinations Serve?
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 The CFPB, FDIC, Federal Reserve, and OCC have indicated their
examination authority extends to accessing privileged information.

 General arguments they assert in favor of allowing examination of
privileged materials in examinations include:

 The scope of their examination authority and access rights is broad and
unrestricted;

 Access to any information relevant to an examination, including privileged
information, is necessary to allow the agencies to carry out their supervisory
responsibilities, including assessment of the institution’s compliance with law;
and

 Provision of privileged information to them does not serve to waive the
institution’s ability to assert privilege against third parties (12 USC § 1828(x)).

Agency Position on Access to Privileged Information
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12 USC § 1828(x) Privileges not affected by disclosure to banking agency or 
supervisor

(1) The submission by any person of any information to the Bureau of Consumer Financial 
Protection, any Federal banking agency, State bank supervisor, or foreign banking authority 
for any purpose in the course of any supervisory or regulatory process of such Bureau, 
agency, supervisor, or authority shall not be construed as waiving, destroying, or otherwise 
affecting any privilege such person may claim with respect to such information under 
Federal or State law as to any person or entity other than such Bureau, agency, supervisor, 
or authority. 

(2) No provision of paragraph (1) may be construed as implying or establishing that-
(A) any person waives any privilege applicable to information that is submitted or 
transferred under any circumstance to which paragraph (1) does not apply; or
(B) any person would waive any privilege applicable to any information by submitting the 
information to the Bureau of Consumer Financial Protection, any Federal banking agency, 
State bank supervisor, or foreign banking authority, but for this subsection.

12 USC § 1828(x)
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 Comptroller’s Handbook – Litigation and Other Legal Matters (version 1.0,
January 2015, as amended version 1.1, December 28, 2018):
 “Pursuant to 12 USC 481 (national banks) and 12 USC 1464(d)(1)(B) (FSAs), OCC examiners are entitled to

prompt and unrestricted access to a bank’s books and records. The bank is required to give any OCC
examiner prompt and complete access to all bank books, records, and personnel during any supervisory
activity.”

 Instructs examiners to consult with their supervisory office and OCC Legal if privilege is asserted to
evaluate how to obtain information needed.

 When privilege is raised, request should be limited to that needed to accomplish the supervisory objective
and consideration given as to whether the information can be obtained from non-privileged sources.

 A request should be precise in identifying what is sought and that the information is being provided in
connection with the OCC’s examination authority and will be handled confidentially in accordance with
applicable law.

 The Federal Reserve notes that examiners should escalate to the General
Counsel of the Reserve Banks if a firm asserts privilege in response to a
production request, Supervisory Release 97-17 (SUP), June 6, 1997.

OCC and Federal Reserve Position on Efforts to Access 
Privileged Information
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 The common law privilege can only be overridden by express statutory
language, and no such overriding statutory language exists.

 1828(x) provides that when privileged information is provided to a banking
regulator, the privilege is not waived or affected – not that banking regulators
can compel the production of privileged information.

 The privilege does not protect facts, so assertion of the privilege does not
undermine the regulator’s ability to carry out its supervisory responsibilities.

 At present, only the banking regulators take the position that they can compel
production of privileged communications.

 See May 16, 2018 Memorandum, “Re: Bank Regulators’ Legal Authority to
Compel the Production of Material That Is Protected by Attorney-Client
Privilege” by Cleary Gottlieb, Covington & Burling, Davis Polk, Debevoise &
Plimpton, Simpson Thatcher, Sullivan & Cromwell, and Wilmer Hale.

Arguments that Examination Rights 
Do Not Override Privilege
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The Bank Examination Privilege
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 The bank examination privilege (“BEP”) is broadly scoped and serves to
protect from disclosure any non-public communications, records, or other
documentation concerning an agency’s supervision, regulations, and
examination of an institution, including information prepared by the
institution at the agency’s request (often referred to as confidential
supervisory information, or “CSI”).

 The BEP originated in common law and was recognized to preserve the
candor of communications between federal bank regulators and regulated
entities and to encourage effective supervision.

 Institutions may receive the benefit of the BEP; however, the BEP and
information subject to the BEP belong to the regulator, not the institution.

 The BEP is a qualified privilege because it may be overridden by courts.

The Bank Examination Privilege
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 Each agency has its own regulations governing the confidentiality and
disclosure of CSI, non-public information related to the agency’s supervision,
licensing, regulation, and examination of institutions:
 OCC – 12 C.F.R. § 4.31 et seq.

 FDIC - 12 C.F.R. § 309.1 et seq.

 FRB - 12 C.F.R. § 261.1 et seq.

 CFPB - 12 CFR § 1070.1 et seq.

 The definitions of CSI vary by agency and may not cover a report prepared by
an institution for its own business purposes, even if the report was provided
as part of an examination.

 Unless disclosure is permitted by the agency’s regulations or expressly
authorized by the agency in writing, unauthorized disclosure is prohibited
and may result in an enforcement action.

BEP: Agency Regulations
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 If an institution receives a third-party request for CSI, the agency must be
given an opportunity to assert and defend the BEP.

 However, the BEP is not absolute and may be overridden by courts upon a
good cause showing that disclosure outweighs the regulator’s interest in
maintaining confidentiality.

 Factors courts consider in evaluating whether to override the BEP include:

 Relevancy of the information sought;

 Availability of alternative, non-privileged sources for the information;

 Seriousness of the issues involved;

 The role of the government in the matter (whether a party, etc.); and

 Potential chilling effect on future examination communications.

BEP: Third-Party Requests
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Other Regulatory Perspectives
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 Institutions under the jurisdiction of the SEC and FINRA, as well as
institutions subject to investigation by the DOJ, cannot avail themselves of
1828(x).

 Additionally, the BEP is specific to the federal banking regulators (OCC,
FDIC, FRB, CFPB) and does not apply to exams by the SEC and FINRA.

 Unlike the federal bank regulators, neither the SEC nor FINRA has
asserted an authority to compel production of material protected by the
ACP and work product doctrine.

 Both the SEC and DOJ have asserted that waiver of privilege is not
required to receive credit for cooperating with an investigation.

 Differences aside, institutions subject to SEC/FINRA or DOJ investigations
will face similar considerations in protecting privilege and determining
whether to disclose privileged materials.

SEC and DOJ on Privilege
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 In a 2001 report (known as the Seaboard Report), the SEC explained its
decision not to take enforcement action against a company based in part
on its cooperation, including not invoking privilege.

 The Seaboard Report provided a framework for the SEC’s evaluation of cooperation by
companies.

 In a footnote, the SEC noted its recognition that ACP and work product “serve
important social interests” and that it “does not view a company's waiver of a privilege
as an end in itself, but only as a means (where necessary) to provide relevant and
sometimes critical information.”

 The SEC’s current Enforcement Manual is clear that “voluntary disclosure
of information need not include a waiver of privilege to be an effective
form of cooperation and a party’s decision to assert a legitimate claim of
privilege will not negatively affect their claim to credit for cooperation.”

SEC and Privilege
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 Notwithstanding the SEC’s stated respect for privilege, companies must
be prepared to defend the assertion of privilege and work product.

 SEC’s Director of Enforcement, Gurbir Grewal, recently made public 
comments critical of tactics by outside counsel to delay investigations 
specifically highlighting the assertion of frivolous privilege claims.

 While acknowledging the value and importance of the privilege and work 
product doctrine, Grewal criticized “the practice of asserting attorney-
client privilege over documents that do not, on their face, appear 
privileged.”

 Grewal further warned about the reputational and monetary harm that 
could accrue from defending against an SEC subpoena in federal court 
related to the assertion of questionable privilege claims.

SEC and Privilege
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 In 2020, the U.S. District Court for D.C. ordered RPM to turn over to the
SEC 19 witness interview memos prepared by Jones Day, outside counsel
for RPM’s audit committee. The court held that:

 Work-product doctrine did not apply to the memos because Jones Day had been
hired at the request of RPM’s auditor, Ernst & Young (EY) to investigate the timing
of accruals in RPM’s financial statements rather than to represent RPM in
litigation; and

 Even if privilege applied, RPM waived the ACP and work-product doctrine by
sharing with the SEC memos and notes prepared by EY, summarizing Jones Day’s
presentation to EY that divulged facts from certain of the witness interviews.

 With regard to its waiver holding, the court noted that Jones Day had
disclosed to EY specific statements from witness interviews, which
were then included in the EY memos and notes produced to the SEC

SEC v. RPM International, Inc.
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Practical Takeaways
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 If privileged information is sought during an examination, consider:

 whether alternative sources for the information are available; and

 offering to provide an oral report or a prepared summary of materials that excludes
legal conclusions and opinions.

 When privileged information is provided, take steps to coordinate with
the agency to protect the privilege by:

 Requesting that the agency provide a written demand for the information under its
examination authority;

 In the transmittal, state the included materials are privileged and provided pursuant to
the agency’s demand under its examination authority and with an understanding that
the agency will seek to protect the privilege to the fullest extent allowed by law; and

 Stamp produced materials to indicate production is subject to 1828(x).

Steps to Protect the Privilege 
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 Companies and Legal Departments should consider whether employees:

 understand the purposes and importance of the privilege and how it is
protected and can be lost;

 understand who holds the privilege for the company and is authorized to
waive the privilege on the company’s behalf;

 understand differences between requestors of privileged information and
how requests should be managed;

 need training materials or a central resource made available to assist
them in managing privileged information and requests for disclosure; and

 Understand the availability of escalation points within the organization.

Key Questions for In-House Counsel
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Q & A
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Neil T. Bloomfield
Neil T. Bloomfield is a Co-Head of the Firm’s Financial Regulatory Advice and
Response Team and focuses his practice on responding to government
investigations and regulatory compliance.

Mr. Bloomfield regularly assists clients with responses to inquiries by Federal (e.g.
CFTC, DOJ, OCC, FRB, SEC, IRS, and various U.S. Attorney's offices), State
(e.g. the North Carolina Attorney General and other state Attorneys General, and the
North Carolina Department of Revenue) and international authorities (e.g. U.K.
Financial Conduct Authority, European Commission, Monetary Authority of Singapore, and

Hong Kong Monetary Authority). Mr. Bloomfield takes a holistic approach to investigations starting with uncovering the
issues and defending the company under investigation, but then moving past the immediate concerns to
enhance policies, procedures, monitoring and testing to make sure that any issues that are identified are not repeated
across the enterprise.

Mr. Bloomfield also assists clients in responding to a variety of regulatory requirements including Comprehensive
Capital Analysis and Review (“CCAR”) for ongoing regulatory investigations and potential legal exposure for events that
may occur but have not yet impacted the company; Recovery and Resolution Planning and related training for boards of
directors; Risk Data Aggregation and Reporting Requirements; and Sarbanes-Oxley whistleblower programs. As part of
this practice, Mr. Bloomfield provides assistance in designing or enhancing programs to comply with applicable
regulations, legal opinions on regulatory compliance, drafting policies to promote regulatory compliance, and preparing
materials and training to promote internal initiatives and achieve regulatory compliance.
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John A. Stoker
John A. Stoker is a Senior Counsel in the firm’s Financial Regulatory Advice and
Response Team. John regularly advises the firm’s financial services clients on a
broad array of Federal and state banking laws and regulations impacting their
products, services, and operations, including the permissibility and compliance
considerations associated with new products, investments, and strategic transactions
and prudential requirements governing the safety and soundness of a firm’s
operations.

Prior to joining the firm, John served as Associate General Counsel of the Corporate
Regulatory Section in Wells Fargo’s Legal Department and advised senior management and governance committees,
business groups, and risk and compliance functions on enterprise bank prudential compliance requirements.
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Brian A. Soja
Brian A. Soja is a Vice President and Associate Counsel on LPL Financial’s Regulatory 
Exams and Inquiries team within the Firm’s Compliance, Legal and Risk organization. Mr. 
Soja coordinates and produces responses on behalf of LPL to inquiries by FINRA and 
state securities regulators, and he provides assistance to LPL’s bank and credit union 
partners in responding to bank audit and exam requests focused on their partnership with LPL 
to offer customers access to investment products. Mr. Soja also routinely serves as 
lead attorney for investigation requests by FINRA Enforcement, overseeing the firm’s responses 

and managing outside counsel engagements in certain cases. In these capacities, Mr. Soja regularly consults with LPL-
affiliated advisors and internal stakeholders across the firm and assesses and escalates potential risks to the firm for 
consideration and remediation, as necessary. 

Prior to joining LPL, Mr. Soja worked as a litigation associate at Moore & Van Allen PLLC, where he represented global 
financial institutions in investigations by law enforcement and regulatory authorities in the U.S. and abroad and 
provided legal guidance on compliance with various federal banking regulations. Before this, Mr. Soja worked as an 
attorney in the Enforcement & Compliance Division of the Office of the Comptroller of the Currency, where he led and 
assisted in investigations of violations of law and unsafe practices at national banks and savings associations and 
advised OCC supervisory staff on legal issues related to the examination process and the potential impact of proposed 
policy changes.
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