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USE OF ARTIFICIAL INTELLIGENCE IN TELEHEALTH –
BENEFITS
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ARTIFICIAL INTELLIGENCE (AI)
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Human intelligence involves:

• Ability to analyze data collected by the senses –

- In light of prior experience

- To reach conclusions and make decisions

- To learn from experience

Artificial intelligence is the ability of a computing device to 

perform these functions



MACHINE LEARNING
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– A common method of creating artificial intelligence

– Allows a computing device to obtain and apply knowledge 

without being explicitly programmed

– For example, machine learning can involve training a model 

to better identify clinical indicators for potential cancers 

based upon significant data mining of patient medical records



ARTIFICIAL INTELLIGENCE ON THE RISE

• Adoption of Artificial Intelligence continues to spread 

across industries and AI is increasingly especially in the 

health care industry

• Health care industry participants are increasingly 

utilizing AI and machine learning in the context of their 

telehealth offerings
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• Diagnostics

• Preventive Medicine

• Precision Medicine

• Medical Research

• Reduction of Adverse 

Medication Events

• Cost Reduction

• Population Health

USES AND BENEFITS OF ARTIFICIAL INTELLIGENCE IN 
TELEHEALTH
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Risks of Artificial Intelligence in Telehealth: Ethical
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• As AI-enabled telehealth becomes more prevalent, ethics emerges as one 

of the key risks. 

• Take for example an AI platform that employs an algorithm to match the 

availability of clinicians with appropriate clinical skills to the needs of a 

patient population in a designated vicinity.  Clinicians provide cost-effective 

treatment through the platform and now have a mechanism to overcome 

challenges of health service delivery due to time, availability, and distance, 

enabling further cost-effectiveness and better access for patients.



Risks of Artificial Intelligence in Telehealth: Ethical
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• Social equity also emerges as a key ethical risk.

- Consider access to care.

- Consider the technological divide.

- Consider bias in clinical treatment.



Risks of Artificial Intelligence in Telehealth: Legal

13

• Protecting Patient Health Information

• Corporate Practice of Medicine

• Professional Liability & Malpractice

• Fraud and Abuse Enforcement and False Claims



TRADITIONAL LEGAL CONSIDERATIONS 
APPLIED TO TELEHEALTH
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TRADITIONAL LEGAL & REGULATORY CONSIDERATIONS 
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❑ Practice of Medicine (or not)

❑ Licensure (based upon patient 

location)

❑ Supervision Requirements

❑ Prescribing (based on valid 

relationship)

❑ Data Privacy; Security; Ownership

❑ Fraud and Abuse Laws

❑ Corporate Practice 

Telehealth involves the practice of a clinical 

profession, so always keep in mind that 

“traditional” legal and regulatory requirements 

apply – although sometimes implicating novel 

interpretations and capabilities



WHEN DO ACTIONS CONSTITUTE 
THE PRACTICE OF MEDICINE (OR 
ANOTHER LICENSED PROFESSION)

• The “practice of medicine” is defined by state 

law (so can differ), but typically involves 

diagnosing, treating, or prescribing (or holding 

oneself to do the same)

• Definitions of other licensed professions are 

not as clear (so err on side of licensed provider 

if part of a regulated service)

• Once actions constitute practice of a licensed 

profession, then state law requirements apply 
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WHERE DOES THE PRACTICE OF 
THE PROFESSION OCCUR

• Whether engaging in the practice of 

medicine or the practice of another 

profession (such as nursing), practice 

occurs where the patient is located at the 

time of the encounter

• Accordingly, the laws and regulations of the 

state or jurisdiction where the patient is 

located govern the interaction

• This often requires offerings to identify and 

understand (using technology or patient 

information) the location of the patient in 

each instance

Location 
of Patient

17



STATE LICENSURE 

• Given that telemedicine activities will likely 

constitute the practice of medicine or 

another profession, providers will need to be 

licensed to conduct such activities.

• Type of licensure required will depend on 

activity

• Providers must be licensed in state where 

patient is located

• Licensure compacts may provide options to 

streamline and reduce burden of multi-state 

licensure strategy
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Consultation exceptions to licensure may apply 

in some states for services among providers



TELEHEALTH-SPECIFIC LEGAL CONSIDERATIONS
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STATE-SPECIFIC TELEHEALTH RULES

• Most states have statutes and regulations 

governing: 

– How a provider-patient relationship 

may be established using remote 

technology (can be modality 

dependent – sync vs. async)

– Telehealth practice and technology 

standards (identify provider, consents)

– Prescribing requirements.
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Modality (video, other real-time, or 

async) methods still evolving and 

requirements vary greatly by state  



Patient &                    

Provider Identity

Medical

Records
Referral Resources

STATE TELEHEALTH PRACTICE STANDARDS

Continuity

of CareConsent
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TELEHEALTH SPECIFIC 
CONSENT

• Many states require some form of telehealth 

consent as do many payors

• Most states do not have specific content 

requirements

• Per industry practice, such consent 

documents typically include:

– Heightened risk of data breach

– Potential need to seek further in-

person care

– No guarantee for care (telehealth may 

not be appropriate for patient)

22

Medical record should indicate 

telehealth consent was 

obtained (payor and state law 

requirements)
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Artificial Intelligence and Telehealth: Privacy and Data Security 
Overview

• The Health Insurance Portability and Accountability Act of 1996 (“HIPAA”) is the key area of regulation

‒ Sets standards related to the privacy and security of protected health information (“PHI”)

‒ Applies to Covered Entities and Business Associates

• Companies using AI to provide or assist in in the delivery of telehealth services will generally be Covered 

Entities or Business Associates

• Limitations on ability of Covered Entities and Business Associate to use PHI generally mean data used for 

machine learning in telehealth must be de-identified use must be authorized by patient in a signed 

authorization

• HIPAA sets forth specific requirements for de-identification and authorizations

24



What Is PHI?

• Protected Health Information (“PHI”) is individually identifiable health information that is in any form —

‒ Paper

‒ Oral

‒ Electronic

• PHI excludes employment records held by an employer in its role as an employer (e.g., physician’s note 

submitted by employee documenting reason for absence from office)

• Examples

‒ Medical records

‒ Shipping records

‒ Billing records

‒ Reimbursement records
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HIPAA Rules Apply to…

• The HIPAA Privacy rules apply (although sometimes in different ways) to all Covered Entities and 

Business Associates

• Covered Entities:

‒ Health plans

‒ Healthcare clearinghouses

‒ Healthcare providers who transmit any health information in electronic from in connection with one of the 

transactions covered by HIPAA

▪ Covered transactions are:

• Submitting claims to insurers for products and services
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HIPAA Rules Apply to…

• Business Associates

‒ outside entities that perform services on behalf of a Covered Entity and create, receive, maintain or transmit PHI in 

connection with the services

▪ Examples: billing companies, accounting firms, attorneys, SaaS services providers

‒ A “subcontractor” of a Business Associate who creates, receives, maintains, or transmits PHI on behalf of a Business 

Associate is also a Business Associate itself

27



HIPAA Compliance for Covered Entities

• No use or disclosure of PHI without patient authorization except for treatment, payment, and 

healthcare operations, pursuant to limited exceptions

• Administrative, physical, and technical safeguards

• Privacy officer and security officer

• Risk assessment

• Privacy and security policies and procedures

• HIPAA training (on hire and periodically after)

• Notice of privacy practices

• Business Associate agreements with business associates

• Breach notification to individuals and regulators
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HIPAA Compliance for Business Associates

• No use or disclosure of PHI except to provide services to covered entity, for management and 

administration of the business associate, and as required by law

• No de-identification of PHI or data aggregation unless expressly permitted in BAA

• Administrative, physical, and technical safeguards

• Security officer

• Risk assessment

• Privacy and security policies and procedures

• HIPAA training (on hire and periodically after)

• Business Associate agreements with subcontractor business associates

• Notification to covered entity of security incidents and breaches (but BAA may require notice to 

individuals)
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Use of PHI by BA for Machine Learning

• Use of PHI for machine learning generally not permitted unless patients authorize use of PHI for 

such purpose

• Can use de-identified information for machine learning

• Business associate must have express authorization under business associate agreement to de-

identify PHI

• Generally, business associate using de-identified PHI for machine learning should also have an IP 

license to use the de-identified information for machine learning
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HIPAA Authorization Requirements

• A written authorization is needed from subject of 

PHI for disclosures that are not for treatment, 

payment, and healthcare operations or allowed 

under another HIPAA exception

• To be valid, an authorization must contain:

‒ Description of information to be disclosed

‒ Name of person / class of persons authorized to make 

disclosure and to whom CE can make disclosure

‒ Description of purpose of disclosure

‒ Expiration date or event

‒ Signature

‒ Right to revoke authorization and limitations
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‒ Ability / inability to condition treatment, payment, 

or enrollment on authorization

‒ Potential for re-disclosure

• Use or disclosure of PHI must be consistent with 

the terms of the authorization

• An authorization can be revoked by written notice



HIPAA and De-Identification

• Health information that does not identify an 

individual and for which there is no reasonable 

basis to believe an individual may be identified is 

not PHI

• This determination may be made by either:

‒ Obtaining analysis from an expert concluding that there 

is a very small risk that an individual may be identified 

by the information

‒ De-identifying the information by removing any 

“individually identifiable” information:
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Name Account Numbers

Geographic Subdivisions 

(other than State)

Certificate / License 

Numbers

Dates Elements 

(other than year)
Vehicle Identifiers

Telephone / Fax Numbers Device Identifiers

Email Addresses URLs

SSNs IP Addresses

Medical Record Numbers Biometric Identifiers

Health Plan Beneficiary 

Numbers
Photo IDs



Sale of PHI

• HIPAA prohibits the sale of PHI

• Sale of PHI defined as:

• “a disclosure of protected health information by a covered entity or business associate . . . where the 

covered entity or business associate directly or indirectly receives remuneration from or on behalf of the 

recipient of the protected health information in exchange for the protected health information.”

• Sale of PHI excludes (among other things):

• A disclosure of PHI “[t]o or by a business associate for activities that the business associate undertakes 

on behalf of a covered entity, or on behalf of a business associate in the case of a subcontractor. . . and 

the only remuneration provided is by the covered entity to the business associate, or by the business 

associate to the subcontractor, if applicable, for the performance of such activities;
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Business Associate Agreement Requirements

• General Rules

‒ Need specific HIPAA-dictated language in a contract with all business associates 

‒ Business Associate Agreement must be written

‒ Must include language that specifically says that the BA will ensure that individual’s HIPAA rights are followed
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Business Associate Agreement Provisions

• What are the standard provisions found in a BAA?

‒ Obligations of the Business Associate

‒ Permitted Uses and Disclosures of the 

Business Associate

‒ Breach Notification to the Covered Entity

‒ Sample BAA from OCR (http://www.hhs.gov/hipaa/for-

professionals/covered-entities/sample-business-

associate-agreement-provisions/index.html)
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• What are some important negotiating 

points in BAAs?

‒ Breach notification

▪ Who bears costs

▪ Timeline for notification

‒ Indemnification

‒ De-identification and data aggregation

‒ Use of PHI for management and administration



Artificial Intelligence and Telehealth: Liability

• Telehealth providers and third-party providers of artificial intelligence technology and services may be liable 

for personal injuries sustained by patients when treatment involves use of artificial intelligence

• There are several different areas of potential liability:

‒ Medical Malpractice

▪ Risk for healthcare provider

‒ Liability for Choice of AI System and/or Integration

▪ Risk for healthcare provider

‒ Product Liability 

▪ Risk for developer of AI

• 3 theories: defective design, failure to warn, manufacturing defect
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Artificial Intelligence and Telehealth: Risk Management

Theory of Liability Mitigation Options

Medical Malpractice Malpractice Insurance

Warranties

Indemnification

Choice of AI System/Implementation of System Due Diligence Concerning Choice of AI System

Errors and Omissions Insurance

Product Liability Premarket Approval (PMA)

Labelling (no marketing outside of approved label, warnings)

Warranties

Insurance

Indemnification from Healthcare Provider
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Artificial Intelligence in Telehealth: Corporate Practice of Medicine 
Overview
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• Restrictions on the “corporate practice of medicine” (“CPOM”) in many 

states prohibit corporations and other business entities from practicing 

medicine or employing a physician to practice medicine on the 

corporation’s behalf. 

• A majority of states have some form of CPOM prohibition, however scope 

of the prohibition, if any, varies by state.

- Most states have CPOM exceptions that allow physicians to practice medicine

through partnerships, professional service corporations, and/or limited liability 

companies, but usually only if owned exclusively by physicians.

• Corporate practice limitations frequently apply to other licensed 

professions, like dentistry.



Artificial Intelligence in Telehealth: Corporate Practice of Medicine & Fee 
Splitting
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• Ancillary to CPOM laws, most states also prohibit “fee splitting” by 

physicians, i.e., the sharing of a physician’s professionally earned fees with 

non-physicians.

- Fee-splitting case law varies significantly based upon the law of the local 

jurisdiction, the specific types of business services provided by the MSO (e.g., 

leasing of space and equipment, marketing, billing or other business and 

administrative services), and the compensation structure outlined in the 

management services agreement. 

- Some state fee-splitting laws permit compensation based upon a percentage of 

revenue, so long as the consideration is commensurate with the value of 

services furnished. On the other end of the spectrum, Illinois essentially views 

any percentage relationship with a physician or professional service corporation 

as a violation of fee splitting.



Artificial Intelligence in Telehealth: Corporate Practice of Medicine & Fee 
Splitting

41

• Some state laws tie the fee-splitting prohibition to referrals; others contain a blanket prohibition.

• Some states prohibit sharing fees with other physicians.

• Any agreement that provides for a payment based on a physician’s revenues must be analyzed 

under state fee-splitting rules and, if Medicare or other federal health care program patients are

involved, under anti-kickback laws as well.



Artificial Intelligence in Telehealth: Corporate Practice of Medicine & 
Compensation
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• Other typical compensation methodologies include:

▪ Percentage of collections

▪ Prohibited as fee splitting in some states

▪ Expressly permitted in other states (e.g., CA and IL) if compensation is FMV

▪ May raise AKS issues if PC bills federal healthcare programs; can carve out marketing to address

▪ Cost plus

▪ Generally permissible methodology

▪ Often not practical for an early-stage company where the costs of the MSO will far exceed revenue 
generated by the PC

▪ Fixed fee

▪ Should be permissible in every state

▪ Typically, fee is fixed for some period based on pro forma calculation and subject to periodic adjustment

▪ Fixing fee for one (1) year is protective under the AKS and from a CPOM perspective



Artificial Intelligence in Telehealth: Corporate Practice of Medicine & 
Friendly PC Model

43

Licensed 

Practioner 

(shareholder

)

PC

MSO

Licensed

Practitioners

Stock Transfer

Restriction Agreement

Management Services

Agreement

Professional Services

Agreement

Founders/Investor
s (licensed and 

unlicensed)



Artificial Intelligence in Telehealth: Corporate Practice of Medicine & 
Friendly PC Model
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• Limitations on MSO relationship with PC (in states that prohibit corporate practice)

- PC must maintain control of clinical matters.

- Some CPOM states prohibit purchase of medical equipment or supplies by the MSO because these may 
be clinical decisions (e.g., North Carolina).

- Generally, compensation of MSO for services must be consistent with fair market value.

▪ Some states prohibit compensation of MSO based on percentage of PC collections.

- Specific limitations vary by state.



Artificial Intelligence in Telehealth: Fraud and Abuse Overview
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• Federal fraud and abuse laws only apply if the company or service provider bills Federal Health 
Care Programs or provides services to entities that bill Federal Health Care Programs.

• When federal fraud and abuse laws do apply…
- The Anti-Kickback Statute (“AKS”) prohibits offering, paying, soliciting, or receiving anything of value to 

induce or reward referrals or the generation of Federal health care program business. See 42 U.S.C. §
1320a-7b(b).

- Legal Implications of Violating AKS

▪ Criminal liability

▪ False Claims Act liability

▪ Exclusion from Federal Health Care Programs

- To whom does the AKS apply?

▪ Everyone – not just providers or physicians

▪ Note that both parties to a prohibited kickback transaction can be held liable, provided each has the 
required intent

- The AKS has certain statutory exceptions and regulatory safe harbors that set forth various payment and 
business practices that would not be treated as criminal offenses under the AKS, even though they may be 
potentially capable of inducing referrals of business under the Federal Health Care Programs.



Artificial Intelligence in Telehealth: Fraud and Abuse Overview
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• Stark Law only applies to companies or service providers that furnish designated health services, as defined 
under the statute.

• When Stark Law does apply…

- Stark Law

▪ If a physician, or a member of the physician’s immediate family, has a financial relationship with an entity, then 
the physician is prohibited from making a referral to the entity for the provision of a designated health service 
paid for by Medicare (and arguably Medicaid), and the entity is prohibited from billing for such service, unless 
an exception is satisfied. See 42 U.S.C. § 1395nn.

- Strict liability statute – no intent requirement

- Legal Implications of Violating Stark Law

▪ Civil Monetary Penalties

▪ False Claims Act liability

▪ Exclusion from Federal Health Care Programs

- To whom does the Stark Law apply?

▪ Providers or physicians or a member of the physician’s immediate family

▪ Entity providing designated health services

- If a Stark Law exception is met, it is permissible for the physician to make a referral of DHS to a DHS entity with 
which the physician (or an immediate family member) has a financial relationship.



Artificial Intelligence in Telehealth: Fraud and Abuse Enforcement
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• False Claims Act Liability

- A  person who knowingly presents, or causes to be presented, a false or fraudulent claim for payment or approval;

OR

- A person who knowingly makes, uses, or causes to be made or used, a false record or statement material to a false or 
fraudulent claim

• “Knowingly” means:

- actual knowledge of the false information

- deliberate ignorance of the truth or falsity of the information

- reckless disregard of the truth or falsity of the information

• Damages: 

- Per claim civil penalties

- Attorney fees

- Treble damages



Thank You



About Us
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At Goodwin, we use law to achieve unprecedented results for our clients

Boston  Cambridge  Frankfurt  Hong Kong  London  Los Angeles  Luxembourg 

New York  Paris  San Francisco  Santa Monica  Silicon Valley  Washington DC 

Our 1,400 lawyers across 

the United States, Europe, 

and Asia excel at complex 

transactions, high-stakes 

litigations and world-class 

advisory services in the 

financial, life sciences, 

private equity, real estate, 

and technology industries. 

We partner with our clients 

to practice law with integrity, 

ingenuity, agility and 

ambition.

To learn more, visit us at 

goodwinlaw.com and follow 

us on Twitter and LinkedIn
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