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David Manek

Aaron Burstein serves clients with a strong 

technical background and a passion for 

solving complex privacy, data security, and 

consumer protection law problems. As 

regulations such as the California Consumer 

Privacy Act (CCPA) bring significant changes 
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risk
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Commissioner Julie Brill, Director of Privacy 

and Civil Liberties on the National Security 

Council, and principal drafter of the 

Department of Commerce’s consumer 
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House’s Consumer Privacy Bill of Rights 

report.

Aaron Burstein
David Manek is a Senior Managing Director
and global co-leader of Ankura’s
Technology, Privacy and Cyber Risk
Advisory practice.

David is based in Chicago and specializes
in providing expert consulting services to
in-house and outside counsel involved in
large, complex, regulatory change
management project. Dave is leading
Ankura’s solution to assist organizations
demonstrate compliance with the GDPR,
CCPA and other emerging data privacy
regulations which includes data
management, data mapping, information
security and privacy experts from across
Ankura.

He is currently serving as a Data
Protection Officer for his clients. Dave
holds many professional certifications,
including the CIPP/E, CIPM and the
Certified Business Intelligence
Professional certification which is the
data warehousing industry’s most credible
certification program.

Alan Friel
As a thought leader in the areas of digital
media, intellectual property, and privacy
and consumer protection law, Alan Friel
applies three decades of relevant
experience to address the intersection of
law and technology.

Consistently on the forefront of the ongoing
digital revolution, he leads the firm’s U.S.
Consumer Privacy practice, which counsels
clients on compliance with the California
Consumer Privacy Act (CCPA) and other
data privacy regimes, as well as the Firm’s
retail, restaurant and e-commerce industry
initiative. Notably, Alan is the coordinator
of the Digital Assets and Data Management
practice for BakerHostetler's California
offices.
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CCPA: How We Got Here

• June 2018:  California enacted the CCPA as a compromise to avoid a November 

2018 ballot initiative.

• October 2019

― Seven statutory amendments (including data broker registration and the 

employee exemption) are signed into law.

― Attorney General’s Office releases proposed implementing regulations.

• November 2019: The final version of a ballot initiative to amend the CCPA is filed.

• January 1, 2020:  CCPA goes into effect.

• July 1, 2020: 

― CCPA becomes enforceable by the CA Attorney General.

― Businesses start to receive warning letters.

• August 2020:  Final regulations are issued.

• November 2020:  Prop 24/CPRA is on the ballot.
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Final Regulations -- Notices

• Notice at Collection Requirements: Businesses should new or revised procedures to 

deliver required privacy notices before any PI is collected.

• Privacy Policy Requirements: A business’s privacy policy should provide consumers 

with a description of the online and offline practices regarding the collection, 

use, disclosure and sale of PI, and of the rights of consumers regarding their PI, 

using the level of granularity and category cross-referencing required by the regs. 

The privacy policy should also identify the categories of sources from which the PI 

is collected, and the OAG provides the following as examples of potential data 

sources: “the consumer directly, advertising networks, internet service providers, 

data analytics providers, government entities, operating systems and platforms, 

social networks, and data brokers.”
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Final Regulations -- Notices

• Opt-in Consent Requirement for New Uses for Data: If the notice previously 

included statements about how the PI will be used, businesses should have a way 

to ensure that the data is not used for any purposes that are outside of those 

stated purposes. Any new or secondary purpose for using the data that is 

materially different from what was previously disclosed in the notice at 

collection will require explicit consent from the consumer.

• IP Address as PI: The February version of the draft regulations stated that IP 

address alone that did not or could not reasonably link to a particular consumer, 

was not “personal information.” The final regs deleted this clarification
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Final Regulations -- Notices

• New Notice of Sale Requirement: Businesses are required to state in 

their privacy policies whether or not they sell PI. Any business that 

has stated in its privacy policies that it engages in sales of PI should 

also consider whether the data broker laws apply to that business.

― NOTE:  Before if you said you don’t sell you treated as having 

opted out.  Don’t say that now, as the final regs require double 

opt-in for opt-outs but only notice and single opt-in to sell when 

you said you wouldn’t  -- but wait, that part got withdrawn, so 

TBD!
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Final Regulations -- Notices

• Just-in-Time Notice Requirement for Mobile Apps: The regs include a new 

requirement to provide a “just in time” notice when collecting PI from a 

consumer’s mobile device for a purpose the consumer would not reasonably 

expect.

• New Employee Privacy Notice Requirement: Employers are required to provide a 

privacy notice to employees. A business that has employees in California should 

provide a CCPA-compliant privacy notice to its employees, which may need to be 

updated if new types of PI were collected as a result of COVID-19, for example.

• B2B Collection of PI: Businesses that do not collect PI directly from consumers and 

do not sell consumers’ PI are no longer required to provide a notice at collection. 

Thus, a company that collects consumer PI from third parties should evaluate 

whether any of its data transfers to third parties constitute a sale under the 

CCPA’s definition and, if they do, should consider registering as a data broker.
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Final Regulations -- Notices

• Date Broker Notice Requirement: Businesses that do not collect PI directly from 

the consumer and further downstream sell it may satisfy their notice requirements 

through the data broker registration process if they qualify as a data broker. 

Businesses that do have a direct relationship with the consumer and are merely 

supplementing PI from data brokers that they then desire to downstream sell 

cannot qualify as data brokers because they already have a direct relationship 

with the consumers. These businesses can meet their notice obligations by 

disclosing in their privacy notice that they are both directly collecting PI and 

acquiring additional PI from third parties, and that they are selling the PI.

• Data Broker Online Privacy Policy Requirement: A data broker registered with the 

attorney general under the new California data broker law does not need to 

provide a notice at collection to the consumer if it has included in its registration 

submission a link to its online privacy policy that includes instructions on how a 

consumer can submit a request to opt-out.
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Final Regulations -- CRR

• Toll-Free Number Requirement: A U.S. toll-free number is required as one of the 

methods by which consumers may submit requests to know. However, if a 

business operates exclusively online and has a direct relationship with a 

consumer from whom it collects PI, a toll-free number is not required, and an 

email address will suffice.

• In-person Requirements: If the business primarily interacts with consumers in 

person, the regs require the business to consider providing an in-person method 

such as having a printed form, a computer portal, or a telephone number available 

for consumers to submit requests to know and requests to delete.  At minimum, 

information must be available at physical locations so consumers will know how to 

make a request, even if online or via a toll-free number. Signage and training of 

staff are recommended.

• Accessibility Requirements: The regs require that accessibility for the disabled 

follows generally recommended industry standards and, for online accessibility, 

specifically incorporates the Web Content Accessibility Guidelines, version 2.1 of 

June 5, 2018, from the World Wide Web Consortium, by reference.
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Final Regulations -- CRR

• 10-day Response Requirement: The regs require specific disclosures to be included 

in the initial acknowledgment confirming receipt of requests to know or requests 

to delete, which must be provided to the consumer within 10 business days of 

receipt of such requests.

• 15-day Opt-out Requirement and Claw-back: Businesses should comply with a 

request to opt out as soon as feasibly possible, but no later than 15 business days 

from the date the business receives the request. If a business sells a consumer’s PI 

to a third party after the consumer opts out but before the opt-out request has 

been processed, it is required to notify the third parties that the consumer has 

exercised the right to opt out and to direct those third parties to not sell that 

consumer’s information. This is a change from the initial draft, which proposed to 

require that a business pass through a consumer’s opt-out request to third parties 

to which it sold the consumer’s PI within the past 90 days.
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Final Regulations -- CRR

• Verification Requirement: Where verification cannot be confirmed through a 

password-protected account, the regs require verification to a “high degree of 

certainty” before responding to a request to access specific pieces of PI or to 

delete sensitive PI. In contrast, verification to a “reasonable degree of 

certainty” is required if responding to a right-to-know request for categories of PI 

collected and before deleting less-sensitive PI. If a business fails to verify the 

consumer’s request for specific pieces of PI, it should determine whether it has 

met the lower standard for “reasonable degree of certainty,” and it should 

provide the categories. 

• Failure to Verify: A business that denies a consumer’s deletion request on 

verification grounds must offer the consumer the option of exercising his or her 

opt-out right. Earlier drafts had proposed to require treating an unverifiable 

deletion request as a do-not-sell opt-out request automatically. If a right-to-know 

request for categories of PI collected cannot be verified, the business should at a 

minimum direct the consumer to its privacy policy, which should provide a list of 

the categories of PI collected on an aggregate consumer basis.
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Final Regulations -- CRR

• Authorized Agent Requests: The regs provide great detail on what a business may, 

must and must not do to verify a putative authorized agent request.

• Global Privacy Controls and Browser Plug-ins: The regs require honoring “[u]ser-

enabled global privacy controls, such as a browser plug-in or privacy setting, 

device setting or other mechanism, that communicate or signal the consumer’s 

choice to opt-out.” However, the regs also provide that a business need do so only 

if such tools “clearly communicate or signal that the consumer intends to opt-

out.” No guidance is provided as to what standard should be applied to establish 

that intent or what, if any, diligence a business must undertake to look for any 

such expressions of intent.

• Uniform Opt-out Button Design: The design for the opt-out button that was 

previously proposed has since been removed, and no new design was offered in the 

final regs. If the business sells PI, a link titled “Do Not Sell My Personal Info” 

should be added to the business’s internet home page, to direct consumers to a 

web page that enables the consumers to opt-out.
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Final Regulations -- Incentives / Loyalty

• Examples of Discrimination under CCPA: The final regs delete one of the examples 

that was previously provided, and instead provide four examples that illustrate 

which types of behavior are discriminatory.

• How to Calculate the Value of Consumer PI: The regs provide eight different 

methods for calculating the value of a consumer’s PI to the business. The regs 

clarify that for purposes of calculating the value of the consumer’s PI, a business 

may consider the value of data from all natural persons in the United States rather 

than limit itself to the value of data from California residents.
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Final Regulations -- Vendors

• Vendor Agreements and CCPA Rider Requirements: The scope of permitted uses 

of client PI by service providers includes retention of subcontractors, internal 

product or service development, and legal compliance purposes, but is actually 

more restrictive than what was proposed in the initial draft of the regs; it is a 

definitive list of what a service provider can do regarding client data, whereas the 

initial regulations limited only use that benefited other clients as opposed to 

limiting all uses.

• Service Provider Obligations: Service providers that receive right-to-know or 

deletion requests regarding PI collected, maintained or sold on behalf of a 

business must either act on behalf of the business and respond to the request, or 

inform the consumer that the request cannot be acted upon because it was sent to 

a service provider.

• Expansion of SP:  A business that provides services to a person or organization that is 

not a business (e.g., a government or a nonprofit entity), but that would otherwise 

qualify as a service provider, should be deemed a service provider. 
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Final Regulations -- Vendors

• Business, Service Provider, or Third Party: Much like the debate about the 

distinction between “data controller” and “data processor” under GDPR, there is 

continued debate on whether a company can be a business collecting PI, a service 

provider and a third party at the same time. The OAG provides guidance on this 

point to a certain extent by including the following in the SOR: “An entity may in 

some instances be the business that collects personal information from 

consumers and in other instances [be] a third party that receives personal 

information collected by another business.” Businesses should separately 

determine for each data processing activity whether the obligations for collection, 

sale or resale apply.
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“Sales” of Personal Information

• The right to opt out of “sale” is central to the CCPA.

• “Sale” means “selling, renting, releasing, disclosing, disseminating, making 

available, transferring, or otherwise communicating . . . a consumer’s personal 

information by the business to another business or a third party for monetary or 

other valuable consideration.”

• Businesses must disclose whether or not they sell personal information.

• Other consequences of selling PI:

― Provide a “Do Not Sell My Personal Information Link.”

― Provide two opt-out methods.

― Effect opt-out within 15 business days, and notify recipients during this 

period.

― There is no verification requirement.
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PI Sales: What Are The Risks?

• It is critical for businesses to understand whether they are selling PI and to whom.

― The scope of disclosure and other obligations flow from this determination.

• Businesses also need to ask whether they want to sell PI.  Potential risks of sale 

include:

― Branding:  Will sale disclosures alienate consumers, damage to the business’s 

brand?

― Operational: How will the business implement consumers’ opt-out choices?

• Potential consequences of not selling PI:

― Loss of revenue

― Inability to deal with certain partners

― Some relationships may continue as business-service provider relationships.

• § 1798.190 instructs courts to disregard intermediate steps/transactions if taken 

to avoid the “sale” definition, including disclosure of information by a business to 

a third party.
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Classifying PI Sharing

• There is a fundamental distinction between sharing PI with service providers and 

third parties.

― Sharing with service providers: not a “sale” of PI

― Sharing with third parties: likely to be a “sale”

• Corporate subsidiaries/affiliates may be separate businesses.

― “Business” means:

― Entity that controls or is controlled by a business, and

― Shares common branding with the business.

― Common branding = shared name, SM, or TM

― Multiple Brands?

― Affiliate that does not share common branding is a different business

― Complicates PI transfer among brands

― Common logo/tagline?
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Sharing PI With Other Parties

• “Service Provider”

― Processes information on behalf of a business, and

― To which the business discloses a consumer’s PI for a business purpose 

pursuant to a written contract, and

― Contract prohibits retaining, using, disclosing PI other than for performing 

contracted services

• “Third Party” means a person who is NOT:

― Business that collects the PI from consumers, or

― Person to whom business discloses PI for a business purpose, per written 

contract, and

― Contract prohibits sale, retention, use, disclosure outside contract scope, 

and outside direct contract relationship, and includes certification
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Service Providers: A Closer Look

• Disclosing for a “Business Purpose” is not a “Sale”

― Using PI for a business’s or service provider’s operational purpose or “other 

notified purposes,” provided that PI use is reasonably necessary and 

proportionate

― Includes providing advertising, marketing, analytics or similar services on 

behalf of the business or service provider

― To improve, upgrade, or enhance a business’s device or service (no reference 

to service provider)
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Service Providers: A Closer Look

• Section 999.314(c) says a service provider:

― May not use PI (received via service provider contract) to provide services to 

another person or entity.

― May use PI:

― Internally to build or improve quality of service provider’s services if use is 

not connected to profile building to provide services to other businesses, and 

not to correct/augment data acquired from another source (e.g. 

matching/data hygiene).

― To retaining a service provider as a subcontractor.

― To detect security incidents, protect against fraud/illegality.

― To comply with laws, exercise/defend legal claims, respond to legal process, 

cooperate with law enforcement.
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Are Your Ad Partners Service Providers?

• Assess whether ad partners Meet the contract requirement.

• Does the contract or terms prohibit entity from:

― Selling the personal information? (How is residual data use addressed?)

― Processing PI in ways outside the specific contracted services?

― Processing the PI for other clients’ benefit?

― Processing PI for service provider’s own benefit?

27



Final Regulations -- Minors

• The CCPA goes beyond the federal Children’s Privacy Protection Act by extending 

heightened protections to 13-15 year olds.

• These requirements apply to businesses that have actual knowledge that they are 

selling PI of consumers under the age of 16.

― Actual knowledge includes “willful disregard” of age.

• Opt-in requirements (under 13): Get parental consent, as under COPPA

• Opt-in requirements (13-15): 

― Consumers, rather than parents, may opt in.

― Two-step opt-in process:

― Obtain a clear request from the consumer.

― Confirm desire to opt in in a separate step.
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Final Regulations -- Training and Records

• Record-keeping Requirement: The final regs include specific requirements for 

what types of records must be maintained for at least 24 months from the time 

the requests were received by the business. Consider maintaining records of 

consumer requests for the full statute of limitations period applicable to OAG 

enforcement actions (four years).

• New Privacy Policy Disclosure Requirement: If a business knows or should know 

that it is likely to buy, receive, sell or share for commercial purposes the PI of 10 

million or more consumers in 2020, it needs to keep detailed records of its 

consumer requests and be prepared to publish those in its online privacy policy by 

July 1, 2021. Note metrics must be kept on consumer requests received during the 

previous calendar year so this requirement began as of January 1, 2020 and it 

applies not just to data brokers but to all businesses that buy or sell PI.
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Last minute OAL changes (8/20)

• Removal of “Do Not Sell My Info” option

• Four proposed sections that were withdrawn by the OAG:

― How businesses may use previously collected information for a 

materially different purpose by obtaining express consent from 

consumers;

― How businesses substantially interacting with consumers offline should 

provide notice of right to opt-out via an offline method;

― Minimum standards for submitting opt-out requests to businesses; and

― Ability to deny certain requests from authorized agents if they fail to 

submit certain documentation.

• Procedural steps the OAG may take to further revise the regulations
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New Further Proposed Regulations (10/20)

• Requirement to provide notice at collection (and prohibition 

of new or secondary uses of personal information);

• Requirement for offline notice of right to opt-out;

• Requirement to make it “easy” for consumers to submit opt-

out requests;

• Methods for verifying an authorized agent request; and

• Requirements for Notices to Minors Under 16 Years of Age.
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Program Implementation
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Use Your Data Inventory to Inform Your CCPA Program

33

1. Conduct 
enterprise-
level 
assessment 
interview

2. Compile and 
review notes 
against CCPA 
requirements 
framework

3. Develop 
project plan

Assessment

1. Identify client-side 
participants and 
conduct functional 
interviews

2. Compile notes and 
prepare data inventory 
matrix

3. Develop list of assets, 
processes, and third 
parties identified as 
collecting, storing, 
using, accessing, sharing 
personal information

4. Analyze the matrix and 
format for inclusion in 
privacy notice

Data Inventory

1. Identify client-side 
participants and 
conduct interviews for 
existing activities (e.g. 
customer complaints)

2. Develop procedure 
document and 
templates for 
consumer rights 
management

3. Develop training 
materials for process 
owners/participants

4. Deliver training and 
table-top exercise for 
consumer rights 
management

Consumer Rights Process

1. External 
facing privacy 
notice

2. Data 
Processing 
Agreements

3. Written 
information 
security policy

4. Incident 
response plan

5. Awareness 
training

6. Internal facing 
privacy policy

Accountability
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Reasonable Security 

• Damages - The CCPA provides that consumers may seek statutory damages of between 

$100 and $750, or actual damages if greater, against a company in the event of a data 

breach of nonredacted and nonencrypted personal information that results from the 

company’s failure to implement reasonable security.

• CA AG Guidance - In 2016, the California Attorney General recommended that “the 20 

controls in the Center for Internet Security’s Critical Security Control define a minimum 

level of information security that all organizations that collect or maintain personal 

information should meet. The failure to implement all the Controls that apply to an 

organization’s environment constitutes a lack of reasonable security.”

• CPRA 1798.150 - The Implementation and maintenance of reasonable security 

procedures and practices pursuant to Section 1798,81.5 following a breach does not 

constitute a cure with respect to that breach. 
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CIS Top 20 – (171 Sub-Controls)
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CIS Control Title Description

1 Inventory and Control of 

Hardware Assets

Actively manage (inventory, track, and correct) all hardware devices on the network so that only 

authorized devices are given access, and unauthorized and unmanaged devices are found and 

prevented from gaining access.

2 Inventory and Control of 

Software Assets

Actively manage (inventory, track, and correct) all software on the network so that only 

authorized software is installed and can execute, and that unauthorized and unmanaged software 

is found and prevented from installation or execution. 

3 Continuous Vulnerability 

Management

Continuously acquire, assess, and take action on new information in order to identify 

vulnerabilities, remediate, and minimize the window of opportunity for attackers.

4 Controlled Use of 

Administrative Privileges

The processes and tools used to track/control/prevent/correct the use, assignment, and 

configuration of administrative privileges on computers, networks, and applications.

5 Secure Configuration for 

Hardware and Software on 

Mobile Devices, Laptops, 

Workstations and Servers

Establish, implement, and actively manage (track, report on, correct) the security configuration 

of mobile devices, laptops, servers, and workstations using a rigorous configuration management 

and change control process in order to prevent attackers from exploiting vulnerable services and 

settings. 

6 Maintenance, Monitoring 

and Analysis of Audit Logs

Collect, manage, and analyze audit logs of events that could help detect, understand, or recover 

from an attack. 

7 Email and Web Browser 

Protections

Minimize the attack surface and the opportunities for attackers to manipulate human behavior 

though their interaction with web browsers and email systems. 

8 Malware Defenses Control the installation, spread, and execution of malicious code at multiple points in the 

enterprise, while optimizing the use of automation to enable rapid updating of defense, data 

gathering, and corrective action.

9 Limitation and Control of 

Network Ports, Protocols, 

and Services

Manage (track/control/correct) the ongoing operational use of ports, protocols, and services on 

networked devices in order to minimize windows of vulnerability available to attackers.

10 Data Recovery CapabilitiesThe processes and tools used to properly back up critical information with a proven methodology 

for timely recovery of it.



CIS Top 20 – (171 Sub-Controls)
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CIS Control Title Description

11 Secure Configuration 

for Network Devices, 

such as Firewalls, 

Routers and Switches

Establish, implement, and actively manage (track, report on, correct) the security configuration of 

network infrastructure devices using a rigorous configuration management and change control process 

in order to prevent attackers from exploiting vulnerable services and settings.

12 Boundary Defense Detect/prevent/correct the flow of information transferring networks of different trust levels with a 

focus on security-damaging data.

13 Data Protection The processes and tools used to prevent data exfiltration, mitigate the effects of exfiltrated data, and 

ensure the privacy and integrity of sensitive information.

14 Controlled Access 

Based on the Need to 

Know

The processes and tools used to track/control/prevent/correct secure access to critical assets (e.g., 

information, resources, systems) according to the formal determination of which persons, computers, 

and applications have a need and right to access these critical assets based on an approved 

classification.

15 Wireless Access 

Control

The processes and tools used to track/control/prevent/correct the security use of wireless local area 

networks (WLANs), access points, and wireless client systems.

16 Account Monitoring 

and Control

Actively manage the life cycle of system and application accounts - their creation, use, dormancy, 

deletion - in order to minimize opportunities for attackers to leverage them.

17 Implement a Security 

Awareness and 

Training Program

For all functional roles in the organization (prioritizing those mission-critical to the business and its 

security), identify the specific knowledge, skills, and abilities needed to support defense of the 

enterprise; develop and execute an integrated plan to assess, identify gaps, and remediate through 

policy, organizational planning, training, and awareness programs.

18 Application Software 

Security

Manage the security life cycle of all in-house developed and acquired software in order to prevent, 

detect, and correct security weaknesses.

19 Incident Response 

and Management

Protect the organization's information, as well as its reputation, by developing and implementing an 

incident response infrastructure (e.g., plans, defined roles, training, communications, management 

oversight) for quickly discovering an attack and then effectively containing the damage, eradicating 

the attacker's presence, and restoring the integrity of the network and systems.

20 Penetration Tests and 

Red Team Exercises

Test the overall strength of an organization's defense (the technology, the processes, and the people) 

by simulating the objectives and actions of an attacker.



Special Topics  
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AB 713 and 1281

• AB 713

― If PHI is de-identified under HIPAA, then so long as it remains deidentified, it is not 

PI under CCPA

― Closes the gap of data that was deidentified under HIPAA but not under CCPA, 

e.g., PII of the treating physician

― Adds Bus. Assoc. to exempt entity in same manner as a Covered Entity

― Contractual commitments not to reidentify required 

― New notice requirement 

• AB 1281

― One-year extension of HR and B-to-B carve outs

― CPRA could extend further …
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California Privacy Rights Act (CPRA)

40

- What? The CPRA (Prop. 24), if passed into law, would amend and expand the CCPA by

adding consumer rights and additional obligations around sensitive PI, children’s PI, and the

sharing of P

- Who? Applies to “consumers”—basically to anyone in California, and “personal information”

(PI). Applies to all “Businesses” that process over 100,000 California consumers’ PI.

- When? CPRA is on the November ballot. If approved by majority vote, the CPRA would go

into effect on January 1, 2023, with a 12-month lookback as to the PI in scope, and with actual

enforcement beginning July 1, 2023. However, the two-year extension of both the Employee

and B2B exemption would take immediate effect (i.e., upon majority vote).

- Where? Impacts data collected online or offline.

- Why? Enforcement authority is vested both in a stand-alone, well-funded data protection

authority agency to be called the California Privacy Protection Agency (CPPA), as well as with

the AG, thus increasing the likelihood of an enforcement action and the repercussions for non-

compliance. CPRA also removes the obligation of the government to give notice and a 30-day

opportunity to cure non-compliance; provided, however, that the CPPA will have the discretion

to permit a one-time cure. There will also be increased penalties for non-compliance regarding

children’s PI.

- How? Company-wide compliance efforts.

https://oag.ca.gov/system/files/initiatives/pdfs/19-0021A1%20%28Consumer%20Privacy%20-%20Version%203%29_1.pdf
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CPRA: Pro-Business Aspects

Trade Secrets

•Consumers should not have access to 
PI in a manner that would threaten 
trade secrets rights

Extension of Exemptions

•CPRA will not apply to HR data and 
B2B data until January 1, 2023 

•The current exemptions are set to 
expire January 1, 2021

Expands Business Purposes

•The definition of business purposes is 
expanded to include most service 
provider purposes, including serving 
and measurement of ads (excepting 
cross-context behavioural ads)

Publicly Available 
Information

•Public information (which is not PI) is 
expanded to include PI that a business 
has a “reasonable basis to believe is 
lawfully made available to the general 
public”

Reduces “sale” scope

•When a consumer uses or directs the 
business to intentionally disclose PI, or 
intentionally interact with one or more 
parties, it is not considered a “sale”

•CPRA also removes liability and 
obligations for businesses to ensure 
that third parties comply with opt-outs

Other

•Amendments must be consistent with 
CPRA’s intent, narrowing the scope of 
potential changes

•The definition of de-identified data 
more closely matches the FTC 
guidance standards
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CPRA: Pro-Consumer Aspects

Retention
•PI can be kept only as long as required to 
meet the collection and use purposes 
stated at pre-collection

•Businesses must state the retention period 
at pre-collection

•For PI collected after Jan. 1, 2020, CPRA 
expands the right to know beyond  the12-
month look back, increasing the PI 
businesses must retain

Limits Additional Uses of PI

•PI cannot be used for ancillary uses (even 
if disclosed at collection) unless 
“compatible with” or reasonably necessary 
and proportionate to the primary purposes

•CPRA prescribes that regs be issued 
governing access and opt-out of 
automated decisions, including disclosure 
of logic used for outcomes

Right to Correction

•Consumers have the right to correct PI, 
which requires businesses to make 
commercially reasonable efforts to correct 
inaccuracies identified through a verified 
consumer request

Sensitive Information

•Pre-collection notice required for use of 
“sensitive PI” that includes the category, 
purposes of collection/use, whether it is 
sold/shared, and the ability to opt-out of the 
share, sale, or any use not necessary for 
the services provided

•This requires a home page link titled “Limit 
the Use of My Sensitive Information”

Expands DNS button

•CPRA expands the 'do not sell' opt out to 
include 'sharing' of personal information 
available for cross-context behavioural 
advertising regardless of the exchange 
monetary consideration

•This requires a home page link titled "Do 
Not Sell or Share My Personal Information”

Service Provider

•Businesses must flow down deletion 
requests to applicable service providers 
and subcontractors to delete the PI, who 
must comply unless they have their own 
separate right to retain the PI

•This likely requires updating vendor 
agreements
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Data Retention Text Similarities – GDPR v CPRA
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GDPR Article 13: the controller shall, at the 

time when personal data are obtained, provide 

the data subject with the following further 

information necessary to ensure fair and 

transparent processing: 1) the period for which 

the personal data will be stored, or if that is 

not possible, the criteria used to determine 

that period;…

GDPR Article 30:  "Each controller and, where 

applicable, the controller’s representative, 

shall maintain a record of processing activities 

under its responsibility…That record shall 

contain all of the following information: 1) 

where possible, the envisaged time limits for 

erasure of the different categories of data"

CPRA: 1798.100 "A business that controls 

the collection of  consumer's personal 

information shall, at or before the point of 

collection, inform consumers as to:  the 

length of time the business intends to retain 

each category of personal Information, 

including sensitive personal Information, or 

if that is not possible, the criteria used to 

determine such period, provided that a 

business shall not retain a consumer's 

personal Information or sensitive personal 

information for each disclosed purpose for 

which the personal information was 

collected for longer than is reasonably 

necessary for that disclosed purpose.



Workstreams under CPRA not captured 
under CCPA
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• Businesses must disclose in pre-collection notice the length of time Businesses 
intends to retain each category of PI, or, alternatively, the criteria used to 
determine such period

• In addition, retention periods must be “reasonably necessary and proportionate”

Retention

• Businesses will need to include the ability for consumers to request that 
Businesses correct any inaccuracies in the PI retained about the consumer, and 
Businesses will need to correct such inaccuracies within 45 days

Right to Correction

• Businesses may need to implement the ability for consumers to opt-out of 
profiling in the future

• CPRA states that the AG will be responsible for issuing regulations governing this 
topic, as well as guidance on specifications for an “opt-out preference signal” that 
would automatically indicate the consumer’s preferences

Right to Opt-Out of Profiling or Auto Decision-Making 
Technology 



Workstreams under CPRA not captured 
under CCPA
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• Businesses will need to separately disclose in pre-collection notice whether "sensitive PI" is 
collected, its purpose for collection and use, and whether such information is sold or shared

Notice regarding Sensitive PI

• Businesses will need to include and actuate the following additional choices/toggles on the opt-
out page:

• Do Not Sell or Share My PI [for Cross-Context Behavioral Advertising]

• Limit The Use Of My Sensitive PI

Additional Opt-Out Rights

• Businesses will need to update its contracts with the above entities with specific language, in 
order to:

• Prohibit their use of PI for additional purposes outside the  contract, such as combining it with 
other data

• Expressly obligate them to comply with the CPRA

• Grant Businesses the reasonable ability to ensure they comply with CPRA and requires them 
to notify Businesses if they cannot

• Require them to flow down the above obligations to additional sub processors and take steps 
to remediate unauthorized use of PI

Contractual Requirements for Third Parties, Service Providers and 
Contractors



Questions For Our Panel
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Final Regulations -- Households

• Household PI: To qualify as household PI, the data must be associated with a 

particular group account (or identifier) covering shared devices or services used by 

individuals residing at the same address. However, where the rights of other 

persons’ privacy are implicated by data tied to a residence that would not 

qualify as a household, there may still be a basis to restrict access to protect 

the privacy rights of the other persons pursuant to Section 1798.145(l) of the 

Title.

• Responding to Request for Household PI: Unless a household has a password-

protected account with a business, the business may not comply with a request for 

specific pieces of PI or a request to delete unless all of the household members 

jointly make the request, are individually verified and prove that each 

individual is currently a member of the household.

• Minors’ PI in Household Data: If a household member is a minor under 13 years of 

age, the business must first obtain verifiable parental consent pursuant to the 

regulations’ COPPA-inspired requirements.
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Final Regulations -- Households

• Limits to Right to Know or Right to Delete: If a password-protected account holder 

requests to exercise a right to know or deletion request, the business may (but is 

not required to) process the requests relating to household information 

according to its existing practices and in compliance with CCPA regulations.

However, where the rights of other persons’ privacy are implicated by data tied to 

a residence that would not qualify as a household, there may still be a basis to 

restrict access to protect the privacy rights of the other persons pursuant to 

Section 1798.145(l) of the Title.
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