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NEW YORK STATE 
DEPARTMENT OF FINANCIAL SERVICES 

23 NYCRR 500 

CYBERSECURITY REQUIREMENTS FOR FINANCIAL SERVICES COMPANIES 

I, Maria T. Vullo, Superintendent of Financial Services, pursuant to the authority granted by sections 102, 
201, 202, 301, 302 and 408 of the Financial Services Law, do hereby promulgate Part 500 of Title 23 of the 
Official Compilation of Codes, Rules and Regulations of the State of New York, to take effect March 1, 2017, to 
read as follows: 

(ALL MATTER IS NEW) 

Section 500.00 Introduction. 

The New York State Department of Financial Services (“DFS”) has been closely monitoring the ever-
growing threat posed to information and financial systems by nation-states, terrorist organizations and 
independent criminal actors.  Recently, cybercriminals have sought to exploit technological vulnerabilities to gain 
access to sensitive electronic data.  Cybercriminals can cause significant financial losses for DFS regulated entities 
as well as for New York consumers whose private information may be revealed and/or stolen for illicit purposes. 
The financial services industry is a significant target of cybersecurity threats.  DFS appreciates that many firms 
have proactively increased their cybersecurity programs with great success.  

Given the seriousness of the issue and the risk to all regulated entities, certain regulatory minimum standards 
are warranted, while not being overly prescriptive so that cybersecurity programs can match the relevant risks 
and keep pace with technological advances.  Accordingly, this regulation is designed to promote the protection 
of customer information as well as the information technology systems of regulated entities.  This regulation 
requires each company to assess its specific risk profile and design a program that addresses its risks in a robust 
fashion. Senior management must take this issue seriously and be responsible for the organization’s cybersecurity 
program and file an annual certification confirming compliance with these regulations.  A regulated entity’s 
cybersecurity program must ensure the safety and soundness of the institution and protect its customers.  

It is critical for all regulated institutions that have not yet done so to move swiftly and urgently to adopt a 
cybersecurity program and for all regulated entities to be subject to minimum standards with respect to their 
programs.  The number of cyber events has been steadily increasing and estimates of potential risk to our financial 
services industry are stark.  Adoption of the program outlined in these regulations is a priority for New York State. 

Section 500.01 Definitions. 

For purposes of this Part only, the following definitions shall apply: 

(a) Affiliate means any Person that controls, is controlled by or is under common control with another Person.
For purposes of this subsection, control means the possession, direct or indirect, of the power to direct or cause 
the direction of the management and policies of a Person, whether through the ownership of stock of such Person 
or otherwise. 
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 (b) Authorized User means any employee, contractor, agent or other Person that participates in the business 
operations of a Covered Entity and is authorized to access and use any Information Systems and data of the 
Covered Entity. 

(c) Covered Entity means any Person operating under or required to operate under a license, registration, 
charter, certificate, permit, accreditation or similar authorization under the Banking Law, the Insurance Law or 
the Financial Services Law.    

(d) Cybersecurity Event means any act or attempt, successful or unsuccessful, to gain unauthorized access 
to, disrupt or misuse an Information System or information stored on such Information System. 

(e) Information System means a discrete set of electronic information resources organized for the collection, 
processing, maintenance, use, sharing, dissemination or disposition of electronic information, as well as any 
specialized system such as industrial/process controls systems, telephone switching and private branch exchange 
systems, and environmental control systems.  

(f) Multi-Factor Authentication means authentication through verification of at least two of the following 
types of authentication factors:  

(1) Knowledge factors, such as a password; or 

(2) Possession factors, such as a token or text message on a mobile phone; or 

(3) Inherence factors, such as a biometric characteristic.  

(g) Nonpublic Information shall mean all electronic information that is not Publicly Available Information 
and is: 

(1) Business related information of a Covered Entity the tampering with which, or unauthorized disclosure, 
access or use of which, would cause a material adverse impact to the business, operations or security of the 
Covered Entity; 

(2) Any information concerning an individual which because of name, number, personal mark, or other 
identifier can be used to identify such individual, in combination with any one or more of the following data 
elements: (i) social security number, (ii) drivers’ license number or non-driver identification card number, (iii) 
account number, credit or debit card number, (iv) any security code, access code or password that would permit 
access to an individual’s financial account, or (v) biometric records;   

(3) Any information or data, except age or gender, in any form or medium created by or derived from a 
health care provider or an individual and that relates to (i) the past, present or future physical, mental or behavioral 
health or condition of any individual or a member of the individual's family, (ii) the provision of health care to 
any individual, or (iii) payment for the provision of health care to any individual.  

2 



	

  

 
 

 
 

 
 
 

 
 

 

 
 

 
 

 
 

 
 

 
  

  
 

    
 

  
 

 
 

 (h) Penetration Testing means a test methodology in which assessors attempt to circumvent or defeat the 
security features of an Information System by attempting penetration of databases or controls from outside or 
inside the Covered Entity’s Information Systems. 

(i) Person means any individual or any non-governmental entity, including but not limited to any non-
governmental partnership, corporation, branch, agency or association.  

(j) Publicly Available Information means any information that a Covered Entity has a reasonable basis to 
believe is lawfully made available to the general public from: federal, state or local government records; widely 
distributed media; or disclosures to the general public that are required to be made by federal, state or local law. 

(1) For the purposes of this subsection, a Covered Entity has a reasonable basis to believe that information 
is lawfully made available to the general public if the Covered Entity has taken steps to determine: 

(i) That the information is of the type that is available to the general public; and 

(ii) Whether an individual can direct that the information not be made available to the general public 
and, if so, that such individual has not done so. 

(k) Risk Assessment means the risk assessment that each Covered Entity is required to conduct under section 
500.09 of this Part. 

(l) Risk-Based Authentication means any risk-based system of authentication that detects anomalies or 
changes in the normal use patterns of a Person and requires additional verification of the Person’s identity when 
such deviations or changes are detected, such as through the use of challenge questions. 

 (m) Senior Officer(s) means the senior individual or individuals (acting collectively or as a committee) 
responsible for the management, operations, security, information systems, compliance and/or risk of a Covered 
Entity, including a branch or agency of a foreign banking organization subject to this Part.

 (n) Third Party Service Provider(s) means a Person that (i) is not an Affiliate of the Covered Entity, (ii) 
provides services to the Covered Entity, and (iii) maintains, processes or otherwise is permitted access to 
Nonpublic Information through its provision of services to the Covered Entity. 

Section 500.02 Cybersecurity Program. 

(a) Cybersecurity Program. Each Covered Entity shall maintain a cybersecurity program designed to protect 
the confidentiality, integrity and availability of the Covered Entity’s Information Systems.  

(b) The cybersecurity program shall be based on the Covered Entity’s Risk Assessment and designed to 
perform the following core cybersecurity functions: 

(1) identify and assess internal and external cybersecurity risks that may threaten the security or integrity 
of Nonpublic Information stored on the Covered Entity’s Information Systems; 
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(2) use defensive infrastructure and the implementation of policies and procedures to protect the Covered 
Entity’s Information Systems, and the Nonpublic Information stored on those Information Systems, from 
unauthorized access, use or other malicious acts; 

(3) detect Cybersecurity Events;  

(4) respond to identified or detected Cybersecurity Events to mitigate any negative effects; 

(5) recover from Cybersecurity Events and restore normal operations and services; and  

(6) fulfill applicable regulatory reporting obligations. 

(c) A Covered Entity may meet the requirement(s) of this Part by adopting the relevant and applicable 
provisions of a cybersecurity program maintained by an Affiliate, provided that such provisions satisfy the 
requirements of this Part, as applicable to the Covered Entity.  

(d) All documentation and information relevant to the Covered Entity’s cybersecurity program shall be 
made available to the superintendent upon request. 

Section 500.03 Cybersecurity Policy. 

Cybersecurity Policy. Each Covered Entity shall implement and maintain a written policy or policies, 
approved by a Senior Officer or the Covered Entity’s board of directors (or an appropriate committee thereof) or 
equivalent governing body, setting forth the Covered Entity’s policies and procedures for the protection of its 
Information Systems and Nonpublic Information stored on those Information Systems. The cybersecurity policy 
shall be based on the Covered Entity’s Risk Assessment and address the following areas to the extent applicable 
to the Covered Entity’s operations: 

(a) information security; 

(b) data governance and classification; 

(c) asset inventory and device management; 

(d) access controls and identity management; 

(e) business continuity and disaster recovery planning and resources; 

(f) systems operations and availability concerns; 

(g) systems and network security; 

(h) systems and network monitoring; 

(i) systems and application development and quality assurance; 
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(j) physical security and environmental controls; 

(k) customer data privacy; 

(l) vendor and Third Party Service Provider management;  

(m) risk assessment; and 

(n) incident response. 

Section 500.04 Chief Information Security Officer. 

(a) Chief Information Security Officer.  Each Covered Entity shall designate a qualified individual 
responsible for overseeing and implementing the Covered Entity’s cybersecurity program and enforcing its 
cybersecurity policy (for purposes of this Part, “Chief Information Security Officer” or “CISO”).  The CISO may 
be employed by the Covered Entity, one of its Affiliates or a Third Party Service Provider. To the extent this 
requirement is met using a Third Party Service Provider or an Affiliate, the Covered Entity shall: 

(1) retain responsibility for compliance with this Part; 

(2) designate a senior member of the Covered Entity’s personnel responsible for direction and oversight 
of the Third Party Service Provider; and  

(3) require the Third Party Service Provider to maintain a cybersecurity program that protects  the Covered 
Entity in accordance with the requirements of this Part. 

(b) Report. The CISO of each Covered Entity shall report in writing at least annually to the Covered Entity’s 
board of directors or equivalent governing body. If no such board of directors or equivalent governing body exists, 
such report shall be timely presented to a Senior Officer of the Covered Entity responsible for the Covered Entity’s 
cybersecurity program. The CISO shall report on the Covered Entity’s cybersecurity program and material 
cybersecurity risks. The CISO shall consider to the extent applicable:  

(1) the confidentiality of Nonpublic Information and the integrity and security of the Covered Entity’s 
Information Systems;  

(2) the Covered Entity’s cybersecurity policies and procedures; 

(3) material cybersecurity risks to the Covered Entity;  

(4) overall effectiveness of the Covered Entity’s cybersecurity program; and 

(5) material Cybersecurity Events involving the Covered Entity during the time period addressed by the 
report. 

Section 500.05 Penetration Testing and Vulnerability Assessments. 

5 



	

  

 
 

 
 

 

 
 

 
 

 
  

 
 

 
 

 
 

 
 

  
  

 
 

 
 

The cybersecurity program for each Covered Entity shall include monitoring and testing, developed in 
accordance with the Covered Entity’s Risk Assessment, designed to assess the effectiveness of the Covered 
Entity’s cybersecurity program.  The monitoring and testing shall include continuous monitoring or periodic 
Penetration Testing and vulnerability assessments.  Absent effective continuous monitoring, or other systems to 
detect, on an ongoing basis, changes in Information Systems that may create or indicate vulnerabilities, Covered 
Entities shall conduct: 

(a) annual Penetration Testing of the Covered Entity’s Information Systems determined each given year 
based on relevant identified risks in accordance with the Risk Assessment; and 

(b) bi-annual vulnerability assessments, including any systematic scans or reviews of Information Systems 
reasonably designed to identify publicly known cybersecurity vulnerabilities in the Covered Entity’s Information 
Systems based on the Risk Assessment. 

Section 500.06 Audit Trail. 

(a) Each Covered Entity shall securely maintain systems that, to the extent applicable and based on its Risk 
Assessment: 

(1) are designed to reconstruct material financial transactions sufficient to support normal operations and 
obligations of the Covered Entity; and 

(2) include audit trails designed to detect and respond to Cybersecurity Events that have a reasonable 
likelihood of materially harming any material part of the normal operations of the Covered Entity. 

(b) Each Covered Entity shall maintain records required by section 500.06(a)(1) of this Part for not fewer 
than five years and shall maintain records required by section 500.06(a)(2) of this Part for not fewer than three 
years. 

Section 500.07 Access Privileges. 

As part of its cybersecurity program, based on the Covered Entity’s Risk Assessment each Covered Entity 
shall limit user access privileges to Information Systems that provide access to Nonpublic Information and shall 
periodically review such access privileges. 

Section 500.08 Application Security. 

(a) Each Covered Entity’s cybersecurity program shall include written procedures, guidelines and standards 
designed to ensure the use of secure development practices for in-house developed applications utilized by the 
Covered Entity, and procedures for evaluating, assessing or testing the security of externally developed 
applications utilized by the Covered Entity within the context of the Covered Entity’s technology environment.  

(b) All such procedures, guidelines and standards shall be periodically reviewed, assessed and updated as 
necessary by the CISO (or a qualified designee) of the Covered Entity. 

Section 500.09 Risk Assessment. 

6 



	

     
 

 

 

 
 

 
 

 
 

 
 

 
  

 
 

  
 

 
 

 
 

 
 

 
  

 

  
 

(a) Each Covered Entity shall conduct a periodic Risk Assessment of the Covered Entity’s Information 
Systems sufficient to inform the design of the cybersecurity program as required by this Part. Such Risk 
Assessment shall be updated as reasonably necessary to address changes to the Covered Entity’s Information 
Systems, Nonpublic Information or business operations.  The Covered Entity’s Risk Assessment shall allow for 
revision of controls to respond to technological developments and evolving threats and shall consider the 
particular risks of the Covered Entity’s business operations related to cybersecurity, Nonpublic Information 
collected or stored, Information Systems utilized and the availability and effectiveness of controls to protect 
Nonpublic Information and Information Systems.  

(b) The Risk Assessment shall be carried out in accordance with written policies and procedures and shall 
be documented.  Such policies and procedures shall include: 

(1) criteria for the evaluation and categorization of identified cybersecurity risks or threats facing the 
Covered Entity; 

(2) criteria for the assessment of the confidentiality, integrity, security and availability of the Covered 
Entity’s Information Systems and Nonpublic Information, including the adequacy of existing controls in the 
context of identified risks; and 

(3) requirements describing how identified risks will be mitigated or accepted based on the Risk 
Assessment and how the cybersecurity program will address the risks. 

Section 500.10 Cybersecurity Personnel and Intelligence.  

(a) Cybersecurity Personnel and Intelligence.  In addition to the requirements set forth in section 500.04(a) 
of this Part, each Covered Entity shall:  

(1) utilize qualified cybersecurity personnel of the Covered Entity, an Affiliate or a Third Party Service 
Provider sufficient to manage the Covered Entity’s cybersecurity risks and to perform or oversee the performance 
of the core cybersecurity functions specified in section 500.02(b)(1)-(6) of this Part;  

(2) provide cybersecurity personnel with cybersecurity updates and training sufficient to address relevant 
cybersecurity risks; and 

(3) verify that key cybersecurity personnel take steps to maintain current knowledge of changing 
cybersecurity threats and countermeasures. 

(b) A Covered Entity may choose to utilize an Affiliate or qualified Third Party Service Provider to assist in 
complying with the requirements set forth in this Part, subject to the requirements set forth in section 500.11 of 
this Part.   

Section 500.11 Third Party Service Provider Security Policy.  

(a) Third Party Service Provider Policy. Each Covered Entity shall implement written policies and 
procedures designed to ensure the security of Information Systems and Nonpublic Information that are accessible 
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to, or held by, Third Party Service Providers. Such policies and procedures shall be based on the Risk Assessment 
of the Covered Entity and shall address to the extent applicable: 

(1) the identification and risk assessment of Third Party Service Providers; 

(2) minimum cybersecurity practices required to be met by such Third Party Service Providers in order 
for them to do business with the Covered Entity;  

(3) due diligence processes used to evaluate the adequacy of cybersecurity practices of such Third Party 
Service Providers; and 

(4) periodic assessment of such Third Party Service Providers based on the risk they present and the 
continued adequacy of their cybersecurity practices. 

(b) Such policies and procedures shall include relevant guidelines for due diligence and/or contractual 
protections relating to Third Party Service Providers including to the extent applicable guidelines addressing:  

(1) the Third Party Service Provider’s policies and procedures for access controls, including its use of 
Multi-Factor Authentication as required by section 500.12 of this Part, to limit access to relevant Information 
Systems and Nonpublic Information;  

(2) the Third Party Service Provider’s policies and procedures for use of encryption as required by section 
500.15 of this Part to protect Nonpublic Information in transit and at rest; 

(3) notice to be provided to the Covered Entity in the event of a Cybersecurity Event directly impacting 
the Covered Entity’s Information Systems or the Covered Entity’s Nonpublic Information being held by the Third 
Party Service Provider; and 

(4) representations and warranties addressing the Third Party Service Provider’s cybersecurity policies 
and procedures that relate to the security of the Covered Entity’s Information Systems or Nonpublic Information. 

(c) Limited Exception. An agent, employee, representative or designee of a Covered Entity who is itself a 
Covered Entity need not develop its own Third Party Information Security Policy pursuant to this section if the 
agent, employee, representative or designee follows the policy of the Covered Entity that is required to comply 
with this Part.   

Section 500.12 Multi-Factor Authentication. 

(a) Multi-Factor Authentication.  Based on its Risk Assessment, each Covered Entity shall use effective 
controls, which may include Multi-Factor Authentication or Risk-Based Authentication, to protect against 
unauthorized access to Nonpublic Information or Information Systems.   

(b) Multi-Factor Authentication shall be utilized for any individual accessing the Covered Entity’s internal 
networks from an external network, unless the Covered Entity’s CISO has approved in writing the use of 
reasonably equivalent or more secure access controls.   
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Section 500.13 Limitations on Data Retention. 

As part of its cybersecurity program, each Covered Entity shall include policies and procedures for the secure 
disposal on a periodic basis of any Nonpublic Information identified in section 500.01(g)(2)-(3) of this Part that 
is no longer necessary for business operations or for other legitimate business purposes of the Covered Entity, 
except where such information is otherwise required to be retained by law or regulation, or where targeted disposal 
is not reasonably feasible due to the manner in which the information is maintained. 

Section 500.14 Training and Monitoring. 

As part of its cybersecurity program, each Covered Entity shall: 

(a) implement risk-based policies, procedures and controls designed to monitor the activity of Authorized 
Users and detect unauthorized access or use of, or tampering with, Nonpublic Information by such Authorized 
Users; and 

(b) provide regular cybersecurity awareness training for all personnel that is updated to reflect risks 
identified by the Covered Entity in its Risk Assessment.  

Section 500.15 Encryption of Nonpublic Information. 

(a) As part of its cybersecurity program, based on its Risk Assessment, each Covered Entity shall implement 
controls, including encryption, to protect Nonpublic Information held or transmitted by the Covered Entity both 
in transit over external networks and at rest. 

(1) To the extent a Covered Entity determines that encryption of Nonpublic Information in transit over 
external networks is infeasible, the Covered Entity may instead secure such Nonpublic Information using effective 
alternative compensating controls reviewed and approved by the Covered Entity’s CISO.    

(2) To the extent a Covered Entity determines that encryption of Nonpublic Information at rest is infeasible, 
the Covered Entity may instead secure such Nonpublic Information using effective alternative compensating 
controls reviewed and approved by the Covered Entity’s CISO.  

(b) To the extent that a Covered Entity is utilizing compensating controls under (a) above, the feasibility of 
encryption and effectiveness of the compensating controls shall be reviewed by the CISO at least annually. 

Section 500.16 Incident Response Plan. 

(a) As part of its cybersecurity program, each Covered Entity shall establish a written incident response plan 
designed to promptly respond to, and recover from, any Cybersecurity Event materially affecting the 
confidentiality, integrity or availability of the Covered Entity’s Information Systems or the continuing 
functionality of any aspect of the Covered Entity’s business or operations.  

(b) Such incident response plan shall address the following areas: 

(1) the internal processes for responding to a Cybersecurity Event; 
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(2) the goals of the incident response plan; 

(3) the definition of clear roles, responsibilities and levels of decision-making authority; 

(4) external and internal communications and information sharing; 

(5) identification of requirements for the remediation of any identified weaknesses in Information Systems 
and associated controls; 

(6) documentation and reporting regarding Cybersecurity Events and related incident response activities; 
and 

(7) the evaluation and revision as necessary of the incident response plan following a Cybersecurity Event. 

Section 500.17 Notices to Superintendent. 

(a) Notice of Cybersecurity Event. Each Covered Entity shall notify the superintendent as promptly as 
possible but in no event later than 72 hours from a determination that a Cybersecurity Event has occurred that is 
either of the following: 

(1) Cybersecurity Events impacting the Covered Entity of which notice is required to be provided to any 
government body, self-regulatory agency or any other supervisory body; or 

(2) Cybersecurity Events that have a reasonable likelihood of materially harming any material part of the 
normal operation(s) of the Covered Entity. 

(b) Annually each Covered Entity shall submit to the superintendent a written statement covering the prior 
calendar year.  This statement shall be submitted by February 15 in such form set forth as Appendix A, certifying 
that the Covered Entity is in compliance with the requirements set forth in this Part. Each Covered Entity shall 
maintain for examination by the Department all records, schedules and data supporting this certificate for a period of 
five years. To the extent a Covered Entity has identified areas, systems or processes that require material 
improvement, updating or redesign, the Covered Entity shall document the identification and the remedial efforts 
planned and underway to address such areas, systems or processes. Such documentation must be available for 
inspection by the superintendent. 

Section 500.18 Confidentiality. 

Information provided by a Covered Entity pursuant to this Part is subject to exemptions from disclosure 
under the Banking Law, Insurance Law, Financial Services Law, Public Officers Law or any other applicable 
state or federal law. 

Section 500.19 Exemptions. 

(a) Limited Exemption. Each Covered Entity with:  
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(1) fewer than 10 employees, including any independent contractors, of the Covered Entity or its Affiliates 
located in New York or responsible for business of the Covered Entity, or 

(2) less than $5,000,000 in gross annual revenue in each of the last three fiscal years from New York 
business operations of the Covered Entity and its Affiliates, or 

(3) less than $10,000,000 in year-end total assets, calculated in accordance with generally accepted 
accounting principles, including assets of all Affiliates,  

shall be exempt from the requirements of sections 500.04, 500.05, 500.06, 500.08, 500.10, 500.12, 500.14, 500.15, 
and 500.16 of this Part. 

(b) An employee, agent, representative or designee of a Covered Entity, who is itself a Covered Entity, is 
exempt from this Part and need not develop its own cybersecurity program to the extent that the employee, agent, 
representative or designee is covered by the cybersecurity program of the Covered Entity. 

(c) A Covered Entity that does not directly or indirectly operate, maintain, utilize or control any Information 
Systems, and that does not, and is not required to, directly or indirectly control, own, access, generate, receive or 
possess Nonpublic Information shall be exempt from the requirements of sections 500.02, 500.03, 500.04, 500.05, 
500.06, 500.07, 500.08, 500.10, 500.12, 500.14, 500.15, and 500.16 of this Part. 

(d) A Covered Entity under Article 70 of the Insurance Law that does not and is not required to directly 
or indirectly control, own, access, generate, receive or possess Nonpublic Information other than information 
relating to its corporate parent company (or Affiliates) shall be exempt from the requirements of sections 500.02, 
500.03, 500.04, 500.05, 500.06, 500.07, 500.08, 500.10, 500.12, 500.14, 500.15, and 500.16 of this Part. 

(e) A Covered Entity that qualifies for any of the above exemptions pursuant to this section shall file a Notice 
of Exemption in the form set forth as Appendix B within 30 days of the determination that the Covered Entity is 
exempt.  

(f) The following Persons are exempt from the requirements of this Part, provided such Persons do not 
otherwise qualify as a Covered Entity for purposes of this Part: Persons subject to Insurance Law section 1110; 
Persons subject to Insurance Law section 5904; and any accredited reinsurer or certified reinsurer that has been 
accredited or certified pursuant to 11 NYCRR 125.    

(g) In the event that a Covered Entity, as of its most recent fiscal year end, ceases to qualify for an exemption, 
such Covered Entity shall have 180 days from such fiscal year end to comply with all applicable requirements of 
this Part. 

Section 500.20 Enforcement. 

This regulation will be enforced by the superintendent pursuant to, and is not intended to limit, the 
superintendent’s authority under any applicable laws.   

Section 500.21 Effective Date. 
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This Part will be effective March 1, 2017.  Covered Entities will be required to annually prepare and submit 
to the superintendent a Certification of Compliance with New York State Department of Financial Services 
Cybersecurity Regulations under section 500.17(b) of this Part commencing February 15, 2018. 

Section 500.22 Transitional Periods. 

(a) Transitional Period. Covered Entities shall have 180 days from the effective date of this Part to comply 
with the requirements set forth in this Part, except as otherwise specified. 

(b) The following provisions shall include additional transitional periods.  Covered Entities shall have: 

(1) One year from the effective date of this Part to comply with the requirements of sections 500.04(b), 
500.05, 500.09, 500.12, and 500.14(b) of this Part. 

(2) Eighteen months from the effective date of this Part to comply with the requirements of sections 
500.06, 500.08, 500.13, 500.14 (a) and 500.15 of this Part. 

(3) Two years from the effective date of this Part to comply with the requirements of section 500.11 of this 
Part. 

Section 500.23 Severability. 

If any provision of this Part or the application thereof to any Person or circumstance is adjudged invalid by 
a court of competent jurisdiction, such judgment shall not affect or impair the validity of the other provisions of 
this Part or the application thereof to other Persons or circumstances. 
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APPENDIX A (Part 500) 

(Covered Entity Name) 

 February 15, 20 

Certification of Compliance with New York State Department of Financial Services Cybersecurity 
Regulations 

The Board of Directors or a Senior Officer(s) of the Covered Entity certifies: 

(1) The Board of Directors (or name of Senior Officer(s)) has reviewed documents, reports, 
certifications and opinions of such officers, employees, representatives, outside vendors and other 
individuals or entities as necessary; 

(2) To the best of the (Board of Directors) or (name of Senior Officer(s)) knowledge, the 
Cybersecurity  Program of (name of Covered Entity) as of (date of the Board 
Resolution or Senior Officer(s) Compliance Finding) for the year ended (year for which Board 
Resolution or Compliance Finding is provided) complies with Part ___. 

Signed by the Chairperson of the Board of Directors or Senior Officer(s) 

(Name)  Date: ___________________ 

[DFS Portal Filing Instructions] 
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APPENDIX B (Part 500) 

(Covered Entity Name) 

(Date) 

Notice of Exemption 

In accordance with 23 NYCRR § 500.19(e), (Covered Entity Name) hereby provides notice that (Covered 
Entity Name) qualifies for the following Exemption(s) under 23 NYCRR § 500.19 (check all that apply):    

 Section 500.19(a)(1) 

 Section 500.19(a)(2) 

 Section 500.19(a)(3) 

 Section 500.19(b) 

 Section 500.19(c) 

 Section 500.19(d) 

If you have any question or concerns regarding this notice, please contact: 

(Insert name, title, and full contact information) 

(Name)  Date: ___________________ 

(Title) 

(Covered Entity Name) 

[DFS Portal Filing Instructions] 
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Department of Financial Services 

FREQUENTLY ASKED QUESTIONS REGARDING 23 NYCRR PART 500 

Effective March 1, 2017, the Superintendent of Financial Services promulgated 23 NYCRR Part 
500, a regulation establishing cybersecurity requirements for financial services companies. The 
following provides answers to frequently asked questions concerning 23 NYCRR Part 500. Terms 
used below have the meanings assigned to them in 23 NYCRR 500.01. Please note that the 
Department may revise or update the below information from time to time, as appropriate. 

1. If I am an individual with no Board of Directors, then who can file my Certification of 
Compliance? 

23 NYCRR 500.01 defines Senior Officer as "the senior individual or individuals (acting 
collectively or as a committee) responsible for the management, operations, security, 
information systems, compliance and/or risk of a Covered Entity…". A Covered Entity 
is defined as "any Person operating under or required to operate under a licenses, 
registration, charter, certificate, permit, accreditation or similar authorization under 
the Banking law, the Insurance law or the Financial Services Law". Individuals filing a 
Certification of Compliance for their own individual license are acting as a Senior 
Officer, as defined in the Regulation, and should complete the process in that 
manner. 

2. In the cyber portal, what does Entity ID mean? 

Your Entity ID is your unique license or charter number issued by the State of New 
York. However, for Insurance companies, your Entity ID will be your NAIC number. For 
Mortgage Loan Originators, your Entity ID will be your NMLS number. For Insurance 
producers, please do not include the leading alpha characters of your License Number 
(e.g., BR, IA, LA, PC, TLA). 

3. Are Exempt Mortgage Servicers Covered Entities under 23 NYCRR 500? 

Under N.Y. Bank Law § 590(2)(b-1), an exempt entity will need to prove its "exempt 
organization" status. Since the notification is not an authorization from the 
Department, an Exempt Mortgage Servicer, under N.Y. Bank Law § 590(2)(b-1), will 
not fit the definition of a Covered Entity under 500.01(c). However, Exempt Mortgage 
Loan Servicers that also hold a license, registration, or received approval under the 
provisions of Part 418.2(e) are required to prove exemption and comply with 
regulation. With respect to DFS's cybersecurity regulation, given the ever-increasing 
cybersecurity risks that financial institutions face, DFS strongly encourages all 
financial institutions, including exempt Mortgage Servicers, to adopt cybersecurity 
protections consistent with the safeguards and protections of 23 NYCRR Part 500. 

4. Are Not-for-profit Mortgage Brokers Covered Entities under 23 NYCRR 500? 
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Yes. Not-for-profit Mortgage Brokers are Covered Entities under 23 NYCRR 500. 3 
NYCRR Part 39.4(e) provides that Mortgage Brokers "which seek exemption may 
submit a letter application" to the Mortgage Banking unit of the Department at the 
address set forth in section 1.1 of Supervisory Policy G 1, "together with such 
information as may be prescribed by" the Superintendent. As this authorization is 
necessary for a Not-for-profit Mortgage Broker, it is a Covered Entity under 23 NYCRR 
500. 

5. Do Covered Entities have any obligations when acquiring or merging with a new 
company? 

Section 500.09(a) states that the "Risk Assessment shall be updated as reasonably 
necessary to address changes to the Covered Entity's Information Systems, Nonpublic 
Information or business operations." Furthermore, Section 500.08(b) states that the 
institution's application security "procedures, guidelines and standards shall be 
periodically reviewed, assessed and updated as necessary by the CISO (or a qualified 
designee) of the Covered Entity." As such, when Covered Entities are acquiring or 
merging with a new company, Covered Entities will need to do a factual analysis of 
how these regulatory requirements apply to that particular acquisition. Some 
important considerations include, but are not limited to, what business the acquired 
company engages in, the target company's risk for cybersecurity including its 
availability of PII, the safety and soundness of the Covered Entity, and the integration 
of data systems. The Department emphasizes that Covered Entities need to have a 
serious due diligence process and cybersecurity should be a priority when considering 
any new acquisitions. 

6. Are Health Maintenance Organizations (HMOs) and continuing care retirement 
communities (CCRCs) Covered Entities? 

Yes. Both HMOs and CCRCs are Covered Entities. Pursuant to the Public Health Law, 
HMOs must receive authorization and prior approval of the forms they use and the 
rates they charge for comprehensive health insurance in New York. The Public Health 
Law subjects HMOs to DFS authority by making provisions of the Insurance Law 
applicable to them. CCRCs are required by Insurance Law Section 1119 to have 
contracts and rates reviewed and authorized by DFS. The Public Health Law also 
subjects HMOs and CCRCs to the examination authority of the Department. As this 
authorization is fundamental to the ability to conduct their businesses, HMOs and 
CCRCs are Covered Entities because they are "operating under or required to operate 
under" DFS authorizations pursuant to the Insurance Law. Moreover, since these 
entities have sensitive, private data, their compliance with cybersecurity protection is 
necessary. 

7. Assuming there is no continuous monitoring under 23 NYCRR Section 500.05, does the 
Department require that a Covered Entity complete a Penetration Test and 
vulnerability assessments by March 1, 2018? 



The Regulation requires Covered Entities to have a plan in place that provides for 
Penetration Testing to be done as appropriate to address the risks of the Covered 
Entity. Such plan must encompass Penetration Testing at least annually and bi-annual 
vulnerability assessments, but the first annual Penetration Testing and first 
vulnerability assessment need not have been concluded before March 1, 2018 under 
Section 500.05. The Department expects all institutions with no continuous 
monitoring to complete robust Penetration Testing and vulnerability assessment in a 
timely manner as they are a crucial component of a cybersecurity program. 

8. If Covered Entity A utilizes Covered Entity B (not related to Covered Entity A) as a Third 
Party Service Provider, and Covered Entity B provides Covered Entity A with evidence 
of its Certification of Compliance with NYSDFS Cybersecurity Regulations, could that 
be considered adequate due diligence under the due diligence process required by 
Section 500.11(a)(3)? 

No. The Department emphasizes the importance of a thorough due diligence process 
in evaluating the cybersecurity practices of a Third Party Service Provider. Solely 
relying on the Certification of Compliance will not be adequate due diligence. 
Covered Entities must assess the risks each Third Party Service Provider poses to their 
data and systems and effectively address those risks. The Department has provided a 
two year transitional period to address these risks and expects Covered Entities to 
have completed a thorough due diligence process on all Third Party Service Providers 
by March 1, 2019. 

9. Does a Covered Entity need to amend its Notice of Exemption in the event of changes 
after the initial submission (e.g., name changes or changes to the applicable 
exemption(s))? 

If there are changes, the Covered Entity should submit a new Notice of Exemption, 
which would not be considered an amendment to the original submission. For 
example, if a Covered Entity originally submitted a Notice of Exemption stating that it 
qualified for exemptions under Sections 500.19(b) and 500.19(a)(1), but it now only 
qualifies for a Section 500.19(a)(1) exemption, then the Covered Entity must submit a 
new Notice of Exemption with the correct information. 

The Department also emphasizes that Notices of Exemption should be filed 
electronically via the DFS Web Portal http://www.dfs.ny.gov/about/cybersecurity. 
The Covered Entity should utilize the account that they used to file the original Notice 
of Exemption or create a new account if an individual filing was previously not made. 
Filings made through the DFS Web Portal are preferred to alternative filing 
mechanisms because the DFS Web Portal provides a secure reporting tool to facilitate 
compliance with the filing requirements of 23 NYCRR Part 500. 

10. Should a Covered Entity send supporting documentation along with the Certification 
of Compliance? 
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The Covered Entity must submit the compliance certification to the Department and 
is not required to submit explanatory or additional materials with the certification. 
The certification is intended as a stand-alone document required by the regulation. 
The Department also expects that the Covered Entity maintains the documents and 
records necessary that support the certification, should the Department request such 
information in the future. Likewise, under 23 NYCRR Section 500.17, to the extent a 
Covered Entity has identified areas, systems, or processes that require material 
improvement, updating or redesign, the Covered Entity must document such efforts 
and maintain such schedules and documentation for inspection during the 
examination process or as otherwise requested by the Department. 

11. Is a Covered Entity entitled to an exemption under Section 500.19(b) if that Covered 
Entity is an employee, agent, representative or designee of more than one other 
Covered Entity? 

Section 500.19(b) states that a Covered Entity who is an "employee, agent, 
representative or designee of a Covered Entity . . . is exempt from" 23 NYCRR Part 
500 and "need not develop its own cybersecurity program to the extent that the 
employee, agent, representative or designee is covered by the cybersecurity 
program of the Covered Entity" (emphasis added). This exemption requires an entire 
employee, agent, representative or designee to be fully covered by the program of 
another Covered Entity. Therefore, a Covered Entity who is an employee, agent, 
representative or designee of more than one other Covered Entity will only qualify for 
a Section 500.19(b) exemption where the cybersecurity program of at least one of its 
parent Covered Entities fully covers all aspects of the employee's, agent's, 
representative's or designee's business. 

12. Does a Covered Entity that qualifies for an exemption under 23 NYCRR Section 
500.19(b) need to file a notice of exemption? 

Yes. 23 NYCRR 500.19 subsections (a) through (d) set forth certain limited exemptions 
from different requirements of Part 500. Pursuant to 23 NYCRR Section 500.19(e): 
"[a] Covered Entity that qualifies for any of the above exemptions pursuant to this 
section shall file a Notice of Exemption" (emphasis added). 

13. Under Section 500.04(b), can the requirement that the CISO report in writing at least 
annually "to the Covered Entity's board of directors" (the "board") be met by 
reporting to an authorized subcommittee of the board? 

No. The Department emphasizes that a well-informed board is a crucial part of an 
effective cybersecurity program and the CISO's reporting to the full board is 
important to enable the board to assess the Covered Entity's governance, funding, 
structure and effectiveness as well as compliance with 23 NYCRR Part 500 or other 
applicable laws or regulations. 

14. Can a Covered Entity file a notice of exemption on behalf of its employees or agents? 



By permission, the Department will approve certain Covered Entities to file notices of 
exemption on behalf of their employees or captive agents who are also Covered 
Entities. This option will only be available for filings of 50 or more employees or 
captive agents and only if all employees or captive agents qualify for the same 
exemptions. Covered Entities with over 50 employees or agents on whose behalf they 
have authority to file should contact the Department 
at CyberRegComments@dfs.ny.gov from the email to which your Cybersecurity 
portal account is associated with the following instructions. The Department will 
coordinate with the Covered Entity to submit a one-time filing form to effectuate an 
exemption filing for multiple covered entities. On the spreadsheet, the submitter will 
need to provide the first and last name, DFS identification number, type of license, 
and email for every employee or captive agent. After approval, the Department will 
send more detailed instructions and the exemption spreadsheet. In the event that 
there is a need for additional names or captive agents after the initial submission, the 
submitter will be able to submit a supplemental form through the portal. The 
Department emphasizes that the employee or captive agent, for whom the Covered 
Entity is filing, continues to be ultimately responsible in ensuring compliance with 23 
NYCRR Part 500. It remains the responsibility of the employee or captive agent to 
notify the Department of any changes in their status. 

15. When is an unsuccessful attack a Cybersecurity Event that has or had “a reasonable 
likelihood of materially harming any material part of the normal operation(s) of the 
Covered Entity” under the reporting requirements of 23 NYCRR Section 
500.17(a)(2)? 

The Department recognizes that Covered Entities are regularly subject to many 
attempts to gain unauthorized access to, disrupt or misuse Information Systems and 
the information stored on them, and that many of these attempts are thwarted by 
the Covered Entities’ cybersecurity programs. The Department anticipates that most 
unsuccessful attacks will not be reportable, but seeks the reporting of those 
unsuccessful attacks that, in the considered judgment of the Covered Entity, are 
sufficiently serious to raise a concern. For example, notice to the Department under 
23 NYCRR Section 500.17(a)(2) would generally not be required if, consistent with its 
Risk Assessment, a Covered Entity makes a good faith judgment that the unsuccessful 
attack was of a routine nature. 

The Department believes that analysis of unsuccessful threats is critically important 
to the ongoing development and improvement of cybersecurity programs, and 
Covered Entities are encouraged to continually develop their threat assessment 
programs. Notice of the especially serious unsuccessful attacks may be useful to the 
Department in carrying out its broader supervisory responsibilities, and the 
knowledge shared through such notice can be used to timely improve cybersecurity 
generally across the industries regulated by the Department. Accordingly, Covered 
Entities are requested to notify the Department of those unsuccessful attacks that 
appear particularly significant based on the Covered Entity’s understanding of the 
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risks it faces. For example, in making a judgment as to whether a particular 
unsuccessful attack should be reported, a Covered Entity might consider whether 
handling the attack required measures or resources well beyond those ordinarily 
used by the Covered Entity, like exceptional attention by senior personnel or the 
adoption of extraordinary non-routine precautionary steps. 

The Department recognizes that Covered Entities’ focus should be on preventing 
cybersecurity attacks and improving systems to protect the institution and its 
customers. The Department’s notice requirement is intended to facilitate information 
sharing about serious events that threaten an institution’s integrity and that may be 
relevant to the Department’s overall supervision of the financial services industries. 
The Department trusts that Covered Entities will exercise appropriate judgment as to 
which unsuccessful attacks must be reported and does not intend to penalize 
Covered Entities for the exercise of honest, good faith judgment. 

16. Are the New York branches of out-of-state domestic banks required to comply with 
23 NYCRR Part 500? 

New York is a signatory to the Nationwide Cooperative Agreement, Revised as of 
December 9, 1997 (the “Agreement”), an agreement among state banking regulators 
that addresses supervision in an interstate branching environment. Pursuant to the 
Agreement, the home state of a state-chartered bank with a branch or branches in 
New York under Article V-C of the New York Banking Law is primarily responsible for 
supervising such state-chartered bank, including its New York branches.  In keeping 
with the Agreement’s goals of interstate coordination and cooperation with respect 
to the supervision and examination of bank branches, including compliance with 
applicable laws, DFS will defer to the home state supervisor for supervision and 
examination of the New York branches, with the understanding that DFS is available 
to coordinate and work with the home state in such supervision and 
examination.  DFS notes that New York branches are required to comply with New 
York state law, and DFS maintains the right to examine branches located in New 
York.  With respect to DFS’s cybersecurity regulation, given the ever-increasing 
cybersecurity risks that financial institutions face, DFS strongly encourages all 
financial institutions, including New York branches of out-of-state domestic banks, to 
adopt cybersecurity protections consistent with the safeguards and protections of 23 
NYCRR Part 500. 

17. How must a Covered Entity address cybersecurity issues with respect to its 
subsidiaries and other affiliates? 

When a subsidiary or other affiliate of a Covered Entity presents risks to the Covered 
Entity’s Information Systems or the Nonpublic Information stored on those 
Information Systems, those risks must be evaluated and addressed in the Covered 
Entity’s Risk Assessment, cybersecurity program and cybersecurity policies (see 23 
NYCRR Sections 500.09, 500.02 and 500.03, respectively). Other regulatory 
requirements may also apply, depending on the individual facts and circumstances. 



18. If a Covered Entity qualifies for a limited exemption, does it need to comply with 23 
NYCRR Part 500? 

The exemptions listed in 23 NYCRR Part 500.19 are limited in scope. These 
exemptions have been tailored to address particular circumstances and include 
requirements that the Department believes are necessary for these exempted 
entities. As such, Covered Entities that qualify for those exemptions are only exempt 
from complying with certain provisions as set forth in the regulation, but must 
comply with the sections listed in the exemption that applies to that Covered Entity. 

19. Under 23 NYCRR 500.17(a), is a Covered Entity required to give notice to the 
Department when a Cybersecurity Event involves harm to consumers? 

Yes.  23 NYCRR 500.17(a) must be read in combination with other laws and 
regulations that apply to consumer privacy. Under 23 NYCRR 500.17(a)(1), a Covered 
Entity must give notice to the Department of any Cybersecurity Event “of which 
notice is required to be provided to any government body, self-regulatory agency or 
any other supervisory body,” which includes many Cybersecurity Events  that involve 
consumer harm, whether actual or potential. To offer just one example, New York’s 
information security breach and notification law requires notices to affected 
consumers and to certain government bodies following a data breach. Under 23 
NYCRR 500.17(a)(1), when such a data breach constitutes a Cybersecurity Event, 
it must also be reported to the Department. 

In addition, under 23 NYCRR 500.17(a)(2), Cybersecurity Events must be reported to 
the Department if they “have a reasonable likelihood of materially harming any 
material part of the normal operation(s) of the Covered Entity.” To the extent a 
Cybersecurity Event involves material consumer harm, it is covered by this provision. 

20. Is a Covered Entity required to give notice to consumers affected by a Cybersecurity 
Event? 

New York’s information security breach and notification law (General Business Law 
Section 899-aa), requires notice to consumers who have been affected by 
cybersecurity incidents. Further, under 23 NYCRR Part 500, a Covered Entity’s 
cybersecurity program and policy must address, to the extent applicable, consumer 
data privacy and other consumer protection issues. Additionally, Part 500 requires 
that Covered Entities address as part of their incident response plans external 
communications in the aftermath of a breach, which includes communication with 
affected customers. Thus, a Covered Entity’s cybersecurity program and policies will 
need to address notice to consumers in order to be consistent with the risk-based 
requirements of 23 NYCRR Part 500. 

21. May a Covered Entity adopt portions of an Affiliate's cybersecurity program without 
adopting all of it? 



A Covered Entity may adopt an Affiliate's cybersecurity program in whole or in part, 
as long as the Covered Entity's overall cybersecurity program meets all requirements 
of 23 NYCRR Part 500. The Covered Entity remains responsible for full compliance 
with the requirements of 23 NYCRR Part 500. To the extent a Covered Entity relies on 
an Affiliate's cybersecurity program in whole or in part, that program must be made 
available for examination by the Department. 

22. May the certification requirement of 23 NYCRR 500.17(b) be met by an Affiliate? 

No. Each Covered Entity is required to annually certify its compliance with Part 500 as 
required by 23 NYCRR 500.17(b). 

23. To the extent a Covered Entity uses an employee of an Affiliate as its Chief 
Information Security Officer ("CISO"), is the Covered Entity required to satisfy the 
requirements of 23 NYCRR 500.04(a)(2)-(3)? 

To the extent a Covered Entity utilizes an employee of an Affiliate to serve as the 
Covered Entity's CISO for purposes of 23 NYCRR 500.04(a), the Affiliate is not 
considered a Third Party Service Provider for purposes of 23 NYCRR 500.04(a)(2)-(3). 
However, the Covered Entity retains full responsibility for compliance with the 
requirements of 23 NYCRR Part 500 at all times, including ensuring that the CISO 
responsible for the Covered Entity is performing the duties consistent with this Part. 

24. Are the DFS-authorized New York branches, agencies and representative offices of 
out-of-country foreign banks required to comply with 23 NYCRR Part 500? 

Yes. It is further noted that, in such cases, only the Information Systems supporting 
the branch, agency or representative office, and the Nonpublic Information of the 
branch, agency or representative office are subject to the applicable requirements of 
23 NYCRR Part 500, whether through the branch's, agency's or representative office's 
development and implementation of its own cybersecurity program or through the 
adoption of an Affiliate's cybersecurity program. 

25. Where interrelated requirements under 23 NYCRR Part 500 are subject to different 
transitional periods, when and to what extent are Covered Entities required to comply 
with currently applicable requirements that are impacted by separate requirements 
for which the applicable transitional period has not yet ended? 

Covered Entities have 180 days from the March 1, 2017, effective date to come into 
compliance with the requirements of 23 NYCRR Part 500 unless otherwise specified in 
23 NYCRR 500.22. While complying with currently applicable requirements under the 
final rule, Covered Entities are generally not required to comply with, or incorporate 
into their cybersecurity programs, provisions of the regulation for which the 
applicable transitional period has not yet ended. For example, while Covered Entities 
will be required to have a cybersecurity program as well as policies and procedures in 
place by August 28, 2017, the Department recognizes that in some cases there may 
be updates and revisions thereafter that incorporate the results of a Risk Assessment 



later conducted, or other elements of Part 500 that are subject to longer transitional 
periods. 

26. Is a Covered Entity required to certify compliance with all the requirements of 23 
NYCRR 500 on February 15, 2018? 

Covered Entities are required to submit the first certification under 23 NYCRR 
500.17(b) by February 15, 2018. This initial certification applies to and includes all 
requirements of 23 NYCRR Part 500 for which the applicable transitional period under 
23 NYCRR 500.22 has terminated prior to February 15, 2018. Accordingly, Covered 
Entities will not be required to submit certification of compliance with the 
requirements of 23 NYCRR 500.04(b), 500.05, 500.06, 500.08, 500.09, 500.12, 500.13, 
500.14 and 500.15 until February 15, 2019, and certification of compliance with 23 
NYCRR 500.11 until February 15, 2020. 

27. May a Covered Entity submit a certification under 23 NYCRR 500.17(b) if it is not yet in 
compliance with all applicable requirements of Part 500? 

The Department expects full compliance with this regulation. A Covered Entity may 
not submit a certification under 23 NYCRR 500.17(b) unless the Covered Entity is in 
compliance with all applicable requirements of Part 500 at the time of certification. 
To the extent a particular requirement of Part 500 is subject to an ongoing 
transitional period under 23 NYCRR 500.22 at the time of certification, that 
requirement would not be consider applicable for purposes of a certification under 
23 NYCRR 500.17(b). 

28. What constitutes "continuous monitoring" for purposes of 23 NYCRR 500.05? 

Effective continuous monitoring could be attained through a variety of technical and 
procedural tools, controls and systems. There is no specific technology that is 
required to be used in order to have an effective continuous monitoring program. 
Effective continuous monitoring generally has the ability to continuously, on an 
ongoing basis, detect changes or activities within a Covered Entity's Information 
Systems that may create or indicate the existence of cybersecurity vulnerabilities or 
malicious activity. In contrast, non-continuous monitoring of Information Systems, 
such as through periodic manual review of logs and firewall configurations, would not 
be considered to constitute "effective continuous monitoring" for purposes of 23 
NYCRR 500.05. 

29. When is a Covered Entity required to report a Cybersecurity Event under 23 NYCRR 
500.17(a)? 

23 NYCRR 500.17(a) requires Covered Entities to notify the superintendent of certain 
Cybersecurity Events as promptly as possible but in no event later than 72 hours from 
a determination that a reportable Cybersecurity Event has occurred. A Cybersecurity 
Event is reportable if it falls into at least one of the following categories: 



 the Cybersecurity Event impacts the Covered Entity and notice of it is required to 
be provided to any government body, self-regulatory agency or any other 
supervisory body; or 

 the Cybersecurity Event has a reasonable likelihood of materially harming any 
material part of the normal operation(s) of the Covered Entity. 

An attack on a Covered Entity may constitute a reportable Cybersecurity Event even if 
the attack is not successful. 

30. How should a Covered Entity submit Notices of Exemption, Certifications of 
Compliance and Notices of Cybersecurity Events? 

Cybersecurity Notices of Exemption, Certifications of Compliance, and Notices of 
Cybersecurity Events should be filed electronically via the DFS Web 
Portal http://www.dfs.ny.gov/about/cybersecurity. You will first be prompted to 
create an account and log in to the DFS Web Portal, then directed to the filing 
interface. Filings made through the DFS Web Portal are preferred to alternative filing 
mechanisms because the DFS Web Portal provides a secure reporting tool to facilitate 
compliance with the filing requirements of 23 NYCRR Part 500. 

31. Can an entity be both a Covered Entity and a Third Party Service Provider under 23 
NYCRR Part 500? 

Yes. If an entity is both a Covered Entity and a Third Party Service Provider, the entity 
is responsible for meeting the requirements of 23 NYCRR Part 500 as a Covered 
Entity. 

32. Are all Third Party Service Providers required to implement Multi-Factor 
Authentication and encryption when dealing with a Covered Entity? 

23 NYCRR 500.11, among other things, generally requires a Covered Entity to develop 
and implement written policies and procedures designed to ensure the security of the 
Covered Entity's Information Systems and Nonpublic Information that are accessible 
to, or held by, Third Party Service Providers. 23 NYCRR 500.11(b) requires a Covered 
Entity to include in those policies and procedures guidelines, as applicable, addressing 
certain enumerated issues. Accordingly, 23 NYCRR 500.11(b) requires Covered 
Entities to make a risk assessment regarding the appropriate controls for Third Party 
Service Providers based on the individual facts and circumstances presented and does 
not create a one-size-fits-all solution. 

Updated 03/23/2018 

 

https://www.dfs.ny.gov/about/cybersecurity.htm

	Program Slides.pdf (p.1)
	Berthella Scan.pdf (p.2-21)
	Ref Materials 2nd link dfsrf500txt.pdf (p.22-35)
	Ref Materials 3rd link Department of Financial Services.pdf (p.36-45)

