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− Review provisions of the NAIC Insurance Data Security 
Model Law 

− Compare with the provisions of the NY Department of 
Financial Services (NYDFS) cybersecurity regulation, 
including the “Frequently Asked Questions” prepared by 
the NYDFS 

− Discuss industry challenges 

− Q&A from our audience 

Agenda 
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Cyber Threat Landscape  

8 

Threat environment for cybersecurity continues to intensify 

Insurers are magnets for cyber attacks: 

• Maintain large amounts of personal customer data 

• Systems are highly connected with financial markets 

• Trillions of dollars in collections, payments and reserves 

• Extensive use of third-party vendors 

It’s not just about privacy and data: 

• The recent ransomware attacks drive home the point that cyber is not just 
about exfiltration of data from traditionally data-rich targets, but it’s 
increasingly about theft, disruption and potentially destruction 

Recognition by regulators in the financial services sector 
that cyber threats pose grave risks for the country 
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NAIC Model Law Adoption 

Background 

9 

•NAIC establishes the Cybersecurity Working Group Nov. 2014: 

•Anthem breach of 78.5 million medical records Feb. 2015: 

•Premera breach of 11 million medical records Mar. 2015: 

•Task Force adopts regulatory principles Apr. 2015: 

•NAIC ramps up efforts to develop a cybersecurity model 
law Oct. 2016: 

•NYDFS adopted final cybersecurity regulation Feb. 2017: 

•NAIC adopts Model Law on cybersecurity Oct. 2017: 
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NAIC Model Law Adopted  

10 

State legislators and state Insurance Commissioners encouraged 
to enact legislation and/or establish regulations using Model Law 

Uniformity – state and federal legislation 

NAIC Model Law defers to state Consumer Data Breach 
Notification laws; NYDFS Reg is silent  

Based largely on NYDFS Cybersecurity Regulation 

•Drafting Note:  “If a Licensee . . .  is in compliance with [the NYDFS 
cybersecurity regulations], such Licensee is also in compliance with this Act.” 
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NAIC Model and NYDFS Cyber Reg: Common Purpose 
and Intent 

11 

• To establish standards for data security and for 
investigation and notification of a breach of data security 
applicable to insurance providers and related entities. 
Section 2.A. 

• “Recent high-profile data breaches have left regulators to 
work toward strengthening insurer defenses against 
attacks.”   NAIC website 

NAIC 

• Given the seriousness of [cybersecurity threats] and the 
risk to all regulated entities, certain regulatory minimum 
standards are warranted, while not being overly 
prescriptive so that cybersecurity programs can match the 
relevant risk and keep pace with technological advances.  
Section 500.00. 

NYDFS 
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NAIC Model and NYDFS Cyber Reg:  Both are Risk-
Based Frameworks 

12 

• Commensurate with the size and complexity of the 
Licensee, the nature and scope of the Licensee’s 
activities…., each Licensee shall develop, implement and 
maintain a comprehensive written Information Security 
Program based on the Licensee’s Risk Assessment 
and that contains administrative, technical and physical 
safeguards for the protection of Nonpublic Information and 
the Licensee’s Information System.  Section 4.A. 

NAIC 

• Each Covered Entity shall maintain a cybersecurity 
program designed to protect the confidentiality, integrity 
and availability of the Covered Entity’s Information 
Systems.  The cybersecurity program shall be based on 
the Covered Entity’s Risk Assessment. Section 500.02 

NYDFS 
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Key Definition:  “Licensee” vs. “Covered Entity” 

13 

• Applies to “Licensee” – any individual or non-governmental entity 
licensed, authorized to operate or registered, or required to be licensed, 
authorized or registered under state insurance laws (with exceptions) 

•Does not include Licensee acting as an assuming insurer that is 
domiciled in another state 

•Does not include a purchasing group or risk retention group licensed in 
another state 

•Includes Third-Party Administrators licensed by the state, agents and 
producers 

NAIC 

•  Applies to “Covered Entity” – any individual or non-
governmental entity operating under a license, registration, 
permit, etc., under the banking, insurance or financial services 
laws in NY 

• Includes foreign purchasing and risk retention groups and 
reinsurers 

• Has a number of limited exemptions 

• Does not include Third-Party Administrators (TPAs) since 
NYDFS does not license TPAs 

NYDFS 
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Key Definition:  Nonpublic Information 
 
 
 
 

─ Both the NAIC Model and the NYDFS Reg require protection of Nonpublic 
Information 

─ “Nonpublic information” means information that is not Publicly Available 
Information [NYDFS limits the definition to “all electronic information”:] and 
is: 
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(1) 
•Business-related information that, if tampered with or disclosed, would 

have a material adverse impact on the Licensee’s business, operations 
or security; 

(2) 

• Information concerning a Consumer, which, because of an identifier, can be 
used to identify the Consumer, in combination with any one or more of the 
following data elements: 

• (a) Social Security Number, 

• (b) Driver’s license  or non-driver identification number, 

• (c) Account number, credit or debit card number, 

• (d) Any security code, access code or password that would permit access to a 
Consumer’s financial  account, or 

• (e) Biometric records; 

(3) 

• Information or data created by or derived from a healthcare provider or a 
Consumer and that relates to: 

• (a)  Past, present or future  mental or behavioral health or condition of any 
Consumer or a member of the Consumer’s family, 

• (b) Provision of healthcare to any Consumer, or 

• (c) Payment for the provision of healthcare to any Consumer. 
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Key Definition:  Information System 

― NAIC Model adopted the definition of “Information System” 
found in the NYDFS Reg: 

15 

•A discrete set of electronic information resources and 
specialized systems organized for the collection, 
processing, maintenance, use, sharing, dissemination 
or disposition of  electronic information, as well as any 
specialized system such as  industrial/processing 
control systems, telephone switching, private branch 
exchanges and environmental control systems 

• Includes not just systems that contain Personal 
Information but also systems critical to the operation 
of the company. It is limited to “electronic” 
information 

Information System 
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Key Definitions:  Cybersecurity Event 

16 

NAIC 

•“Cybersecurity Event” – an event 
resulting in  unauthorized access to, 
disruption or misuse of an Information 
System or information stored on an  
Information System. 
 

•Creates two safe harbor provisions: 
 

•“The term . . . does not include the 
unauthorized acquisition of Encrypted 
Nonpublic Information if the 
encryption, process or key is not 
also acquired, released or used 
without authorization.”  
 

•“[D]oes not include an event . . .  [in] 
which the Licensee has determined that 
the Nonpublic Information accessed by 
an unauthorized person has not been 
used or released and has been 
returned or destroyed.”  

NYDFS 

•“Cybersecurity Event” includes an act 
or attempt, successful or 
unsuccessful, to gain unauthorized 
access to, disrupt or misuse an 
Information System or information 
stored on such Information System. 
 

•No Safe Harbors:  FAQ 5.  “The 
Department anticipates that most 
unsuccessful attacks will not be 
reportable, but seeks the reporting of 
those unsuccessful attacks that, in the 
considered judgment of the Covered 
Entity, are sufficiently serious to raise a 
concern.” 
 

― For both NAIC and NYDFS, a Cybersecurity Event only involves 
electronic records and systems. 
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Critical Components of Both NAIC Model Law and 
NYDFS Reg 

Information 
Security 
Program 

Notification of 
Cybersecurity 

Event 

Investigation 
of 

Cybersecurity 
Event 

17 



White and Williams LLP Eversheds Sutherland (US) LLP 

NAIC Information Security Program Section 4 

─ In writing 

─ “Custom built” based on:  
• Size and complexity of Licensee 
• Nature and scope of Licensee’s 

activities 
• Sensitivity of Nonpublic 

Information collected or used by 
Licensee  

─ Risk based 

─ Sets requirements for 
administrative, technical and 
physical safeguards 

─ Update and adjust if changes 
to:   
• Nonpublic Information collected  
• Technology used 
• Business or operations 
• Internal or external threats 

 

Risk Assessment      
Risk 

Management 

Board of 
Directors’ 

Responsibilities  

Oversight of 
Third-Party 

Service 
Providers 

Information 
Security 
Program 
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NYDFS Cybersecurity Program, Policies and 
Procedures 

19 

Comprehensive cybersecurity program and written policies 
and procedures required 

• NYDFS Reg lists 14 core functions that must be addressed (to the 
extent applicable) as part of written cybersecurity policies and 
procedures. 
 

• Core functions covered by the NYDFS cybersecurity program must 
correspond to the NIST frameworks’ “identify, protect, detect, 
respond, and recover” structure, while the NAIC Model uses a 
different set of program goals focused on the protection of 
Nonpublic Information and Information Systems, which may be 
read as somewhat narrower than the NYDFS requirements. 
 

• NYDFS Reg establishes certain minimum controls that are 
required to be implemented almost universally, whereas the NAIC 
Model requires only that a Licensee determine whether the listed 
controls are appropriate. 
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“CISO” Requirement 

─ Both the NYDFS Reg and the NAIC Model require that the 
entity designate someone to be responsible for the 
Information Security Program 
• DFS requires that the responsible party be “qualified” and be an 

“individual” 

20 

May be an affiliate or third party 

Entity must oversee the outsourced role and retain ultimate responsibility 
for compliance 

NAIC Model also requires that, if responsibility is delegated, the delegatee is 
required to provide an annual written report, meeting the requirements of 
the board report, to the executive management of the Licensee 
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Risk Assessment:  NAIC 

21 

• Identify reasonably foreseeable internal and external threats 

to Nonpublic Information 

• Assess sufficiency of policies, procedures and Information 
Systems and other safeguards to manage these threats, 
including consideration of: 

• Employee training and management 

• Information Systems, including network and software design 

• Detecting, preventing and responding to attacks, intrusions 
and system failures 

• Implement information safeguards to manage threats and, at 
least annually, assess the effectiveness of the safeguards 

• Assess the likelihood and potential damage from these threats 

• Include cybersecurity risks in the enterprise risk management 
process 

NAIC Model requires the entity to: 
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Risk Assessment:  NYDFS 

22 

• Conduct a periodic Risk Assessment of its 
Information Systems to inform the design of the 
cybersecurity program 

• Carry out the Risk Assessment in accordance with 
written policies and procedures that identify: 

• Criteria for categorizing identified risks or threats 

• Criteria for assessing the adequacy of existing 
controls 

• Description of how identified risks will be 
mitigated or accepted and how the cybersecurity 
program will address the risks 

NYDFS Reg requires the entity to: 
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NAIC:  Oversight by Board of Directors Section 4(E) 

─ Shall oversee development, 
implementation and 
maintenance of Information 
Security Program  

─ May delegate 
responsibilities to executive 
management or other 
delegates, but retains 
responsibility for oversight 
of program 

─ Executive Management shall 
report to Board of Directors 
in writing at least annually 
on:  
• “Overall Status” of Information 

Security Program and compliance 
with Model Law  

• Material matters 
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NYDFS: Oversight of Board of Directors Section 
500.04(b)  

─ Board Report.  Requires the CISO to report in writing at 
least annually to the board of directors. The CISO shall 
report on the entity’s cybersecurity program and material 
cybersecurity risks, and consider: 

 

24 

The confidentiality of 
Nonpublic Information 
and the integrity and 

security of the 
Information Systems 

The entity’s 
cybersecurity policies 

and procedures 

Material cybersecurity 
risks 

The overall 
effectiveness of the 

cybersecurity program  

Material Cybersecurity 
Events involving the 

entity during the time 
period of the report 
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Annual Certification to the Commissioner 

─ Both the NYDFS Regulation and the NAIC Model require an annual 
certification of compliance with the cybersecurity program 
requirements.  
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Must be submitted by 
February 15 

NYDFS – Certification of 
compliance must be 

submitted by all Covered 
Entities and signed by 
the Chairperson of the 
Board or Senior Officer 

NAIC Model certification 
requirement applies only 
to insurers domiciled in 
the adopting state (not 

all “Licensees”), but 
does not apply to its 
breach notification 

requirements 

If areas are identified 
that require material 
improvement, entity 
must document the 
areas and remedial 
efforts planned and 

underway 

Keep all documentation 
for five years 
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Managing Third-Party Service Providers 

26 

NYDFS 

• The NYDFS Reg requires 
written policies and 
procedures covering how an 
entity manages the 
cybersecurity risks posed by 
third-party service providers.  
The written policies and 
procedures must be based on 
the Risk Assessment and 
address: 

• Minimum cybersecurity 
practices 

• Guidelines for due diligence 
and contractual protections  

• Specific issues (access 
controls, MFA, encryption, 
notice of a Cybersecurity 
Event) 

NAIC 

• The NAIC Model includes a 
more limited set of 
requirements 

• Does not require written 
policies and procedures for 
conducting due diligence 

• Specifies only that a 
Licensee conduct due 
diligence in selecting third-
party service providers and 
requires that service 
providers implement 
“appropriate administrative, 
technical, and physical 
measures” to secure the 
Licensee’s Nonpublic 
Information 
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Specific Controls 
 

27 

•NYDFS specifically requires entities to develop these 
controls. 

•NAIC Model does not require any specific controls to 
be in place.   It includes regular testing and 
monitoring of “systems and controls” and provides 
these controls in a list of security measures that the 
entity must consider, but does not need to implement 
if the entity determines the control is not appropriate. 

Access Controls, Audit 
Trails, Application 
Security, Internal User 
Monitoring, Multi-Factor 
Authentication, 
Penetration Testing and 
Vulnerability 
Assessments, Encryption: 

•Both the NYDFS Reg and the NAIC Model require 
entities to destroy Nonpublic Information after it is no 
longer needed. 

Limits on Data Retention: 
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Specific Controls 

28 

• Both the NYDFS Reg and the 
NAIC Model require entities to 
provide cybersecurity awareness 
training that is updated to reflect 
the risks identified in the entity’s 
risk assessment. 

Cybersecurity 
Awareness Training:  

• Both the NAIC Model and the 
NYDFS Reg require written IRPs 
and contain the same list of seven 
areas that the IRPs must address. 

Incident Response 
Plans (IRPs): 



White and Williams LLP Eversheds Sutherland (US) LLP 

Investigation of a Cybersecurity Event:    
NAIC Only Section 5 

29 

“Has or may have occurred” – “shall conduct a prompt  
    investigation” 

Third-Party Service Provider – same duty to investigate,  
   confirm and document  

Minimum requirements: 

•Determine if such an event has occurred 

•Assess the nature and scope of the event 

•Identify any Nonpublic Information that may have been involved 

•Reasonable measures to restore the security of compromised Information 
Systems in order to prevent further unauthorized acquisition, release or use of 

Nonpublic Information in the Licensee’s possession, custody or control 

Maintain records for five years and produce upon demand of the   
   Commissioner  
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Breach Notification 

─ Both the NYDFS Regulation and 
the NAIC Model require notice 
to the state insurance 
commissioner of 
“Cybersecurity Events” within 
72 hours of determining that a 
reportable event has occurred. 

─ However, the threshold for what 
constitutes a reportable cybersecurity 
event is different between the NYDFS 
Regulation and the NAIC Model. 

─ The NYDFS Regulation requires notice 
in any instance where a “Cybersecurity 
Event” (including both successful and 
unsuccessful events) materially 
impacts: 

• A material part of the entity’s 
operations, or  

• Where the entity is legally required to 
notify another regulatory body. 

 
30 
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Breach Notification – NAIC 

31 

The NAIC Model requires a more complicated analysis to determine when 
and if notification is required.  For insurers domiciled in the adopting 
state and producers whose home state is the adopting state, notice is 
required to be made to the state insurance commissioner of every event 
meeting the NAIC’s definition of a “Cybersecurity Event.”  

 

For foreign insurers and producers, notification is only required if the 
event involves the Nonpublic Information of 250 or more residents of the 
adopting state, and either: 

• The entity is legally required to provide notice to another regulatory body; 
or 

• There is a reasonable likelihood of harming any consumer residing in the 
adopting state or of harming a material part of the operations of the 
Licensee. 
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Breach Notification – NAIC 

32 

In some cases, the NAIC Model may require notice be 
provided where the NYDFS Regulation would not. 

 

The NAIC Model additionally specifies a list of the information 
that must be included in the notice to the insurance 
commissioner to the extent available. The NYDFS Regulation 
does not specify the contents of the notice. 
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Breach Notification to Consumers and Counterparties 

33 

• Licensees must comply with applicable state consumer breach 

notification requirements and send a copy of the consumer notice to 

the Insurance Commissioner. 

• Licensees are required to treat Cybersecurity Events involving a 

system maintained by a third-party service provider as if it occurred 

at the Licensee itself for notification purposes. 

• Reinsurers that suffer a Cybersecurity Event are required to provide 

notice to both the ceding insurer associated with the impacted 

Nonpublic Information and to the Insurance Commissioner within 

the same 72-hour window. The ceding insurers are then responsible 

for carrying out any required consumer notifications, even if the 

event only impacted the reinsurer. 

NAIC Model establishes a range of additional 
notification requirements:  
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Breach Notification to Consumers and Counterparties 

34 

• Where a Cybersecurity Event impacts Nonpublic Information of a 

Consumer held by an insurer who accessed the services of the 

impacted insurer through an independent producer, the insurer is 

required to additionally provide notice to the producers of record of 

all affected Consumers “as soon as practicable as directed by the 

Commissioner.” This obligation does not apply where the insurer 

does not have producer of record information for any individual 

Consumer. 

• The NYDFS Reg does not address consumer notification. 

NAIC Model establishes a range of additional 
notification requirements (cont.):  
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NYDFS:  Enforcement  

35 

NYDFS is adding 
specific questions 
on cybersecurity 
to its first day 
letters  
 
(1/22/18 letter from 
Superintendent Maria 
Vullo) 

Provide a copy of cybersecurity program with index 
mapping to NYDFS Reg 

Detail the involvement of the board of directors and 
provide all reports to the board 

Describe the company’s risk assessment process 
and updates 

Provide copies of any self-evaluations and of the 
risk assessment performed 

Provide a copy of most recent cyber training and 
attendance logs 

If any improvements have been identified, provide 
schedule of remedial efforts 

Provide minutes of any cyber management or IT 
steering committee meetings during which 
cybersecurity was discussed 
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1. The NAIC Model stops short of including many of the more 
specific and nuanced requirements in the NYDFS Reg. 

2. The NAIC Model was approved by key NAIC bodies: only 
Arkansas, New Mexico and Utah voted against adoption at 
the Working Group level. 

3. While cybersecurity breaches continue, it is unclear what 
momentum exists to adopt the NAIC Model. 

4. If a state does adopt the NAIC Model, insurers will have 
only one year to comply with all but the third-party provider 
rules, which provide an additional year for compliance. 

5. NYDFS Reg has six staggered compliance deadlines 
between August 2017 and March 2019. 

 

Observations 
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Questions? 
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