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tochnology, even if the enamy has & caxplete machine, end
wve have no reason to feel that s similar dagrese of security is
beyond the capsbilitias of other countries.
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eneny cipher machines are coastructed snd how they are used.
Modexn cryptographic systems include elaborste safeguards to
linit cne's losses in the event the system is breached. We must
sssume that 1n many cages success, by vhatever method, may mesn
the ability to read either a small growp of messages or & cone-
tinuing small sampls of messeges, rxther than the ocplete traffic.
Signals can be most effectively explolited by integrating
the processing of COMIET and ELINT and by speeding and improving
ecollection snd processing. This calls for certain organizstional
snd technological changes, and for strong sad effective leaderzhip
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nov workdng oa :cciiiiiililiiillIllill] amd others
(2) e over-riding priority essiesed to the resttng of 111111l )
SIITTIIIININNN  ghould be relaxed, mmmectmip;“mu .

nmnhtmmrméoqmﬁmmmnmznpm,mff,g
extrena emphasis cn this one project hampers the NE2A and be- /!?P
littles its many valusble comtributicus in other directians. fl
(3) The non-research camponents of ESA should be judged solely
cn the basis of the timely production, and efficient swply
to consumers, of intelligence dsrived from all directly exe
ploitsble communicstions and elsctronic imberospts. To this

 end @ much moTe vigorous progrm of systens englneering is

required. The development progyenm, mmhm.'
/D, will require strengthening snd expensica.
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(3) To this end also, we recomsend the responsibility for snd ecme |

trol of ELINT
Tl OF RETNY proweiag jos WISICE D SEELRNL T the
Eztional Security Agency.
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{s) Goligstion of signals ssoounta for three-fourths of the cost
dmmm. Efficiemcy roguires

yosoesaing antivities v the BEA, (111) & careful teshateal
;:—;-tmummg_gmuecmmarmm.
éxplisetion of feci1ities By the various sarvices. Mbdifice-
S2m and ecusolidation of fisld operetions offer the grestest
Epsrbmity for insveesed effisiency in cammmicsticns

e

ixbelligmes.
(6) mm;g_gmupug;;;;;fﬁgmm
to the ONCE? prodies. el

(7) oo MIA showld be givem full suihority to exsreise vigrous
et effestive londersiiy o all levels in scmmmicetion in-
o€ sstlestiom mud rvenssing sshivities.

Our intalligenog progran is e major teckniea)l wespon.

OSMIE? and EADNT eve vita) for ws in our strugzle vith a cmpeble

and gessstive adversery.




The Panel assexbled by the Science Advisery Committee
of the Office of Defense Mobilizstion, &t the directiom of the
President, has studied the derivation of foreign intelligence,
particularly from the most secure codad coumunications of the

------ CRCRLCRC I

tiiliiiiliiil] It wes early spperent that same other methods of
gaining foreign intelligense should be included in the study,
and, after sppropriate consultations, the charge to the FPansl
wves sonevha!l broadened. The work of the Panel nes been chiefly
based on infor:ation obtained from the N3A, ms the principal
crian or foreizn ccrnunlg;tioaa intelligonce, btut ihe cooperm-
tion of several other government agencies is mcknowledged.

The Panel has been impressed by the coxplexity of the
cryptanalytic problem, and the variety of military, politicel,
end technological considerations vhich enter into the over-all
situation. It hes been particularly impressed by vast changes
vhich recent years have brought. Among these are ’

(1) A great increase in the relative importsnce of

COMINT activities due to the fact that the-
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ihas substantially shut off so many

............
------ s ae 5 2.0

This has led to & grest inorease in the tulk
of intercepted COMINT material compared with
any previous peace-time periocd.







;+eet--0 - bg technically straightforvard and would presusably be

done youtinely (snd spparently has begun) when unusual security
1s dasired, is of course mmallpr yet. Technology is irresistibly

zaking the situstica worse rether tham better, umumm\i
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of the ' .......] may beocms trus of other, tecinically less-
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sophisticsted coumtries.
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infomalion are stolea, exy sysien emm be yeod. Infesmmbdon cn
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sive key infometicn) wight mot lead ¢o reeding the meshing, dut
1t could be equivalent to meny years of eryptenalytic work.

It sppears that wo must revise cur view of communice~
mwmﬂm In the foressesbhle future we must
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II. ollactios of Drteliimmos Esmale

The werid-vide iztereqptifa of signals is the costliest

pert of COMINT estivitics. The volums of ianterespt is omb of
peoportion to the valus of its ceatemi or %o the prastisal
possiddlity of sdjectiag a1l of it %0 oven @ minimm of exypt-

aalytis seretiny. mcwdm
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ey reseive prievity of imterogption end transxission. Aw_r
going recrganizstion snd mechsnizstion of collecting ectivities |
is callad for.

-------------------------

rediations call for integration of collection end identificetion
sctivities. Cheanges in cormnmication signals and the use in

radisticns. Duplication and separste cperation of intercept

facilities, and separste processing, such as in cperstion «t
Xelly Field, are not caly costly; they could leed to dangercus
delays in the imterception end evalustion, snd even the identie
ficstion, of nev signals. Mn incamlste evalustion of signals
aight leed to tragic mistakes or oversights in sa emergancy. \l\

AL KLDNF processing sod malysis activities showld be
mified vith COMINT activities wnder the direct control of the ESA,
vhogse vids soope and umparsllalsd techaical competence affoad the
proper setting for this essentisl integration of effort.




A edcllection end processing exsrcise is rectmmended ia

order to svaluaste the speed with whieh the KA could intercept,
procsss and make svallsbls intelligence informstiom under simue
lated exergency conditiems.

IV. Processing snd Mnalysis of Commmications Intelligence
In order to cope efficiently and prompily with the

tremendous Midk of COMINT materisl of all levels, grest advances
must be made in the use of machines both in the preparstica of
asterial sod fi crpplandiyds SRasi, Thte reguivek, metag Gl
things, that material be recorded in the field in a mammar suite
able for machine reading, or for swift, sutamatic camnmication
to machine hesdquarters.

A vigorous, independeut, snd welledirected program of
systems engineering and devalopment is called for, both in the
specific area of machine-readsble recording at intercept and in

---------------

Bk e, . D atlifng: DADemRRLI I |1 L R e
| Many suggesticus in this dires _ N

———aa.w n s
e e i

COMINT objectives should reslistically reflect the
accessibility as vell as the potential value of msterial,

Presumably, the infomstion ecutents of memy secret
nessges are actuslly reflected in masses of mocessible



summicsitens. & easufl Siuly of the melstioma betwesa SR
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youd neve d7affis emadysis, nmuh-hﬁ-mnm
past during whish both wvere svailshle.

of sudh internal nhangss as the iadustrial mm;;;;;:;;u

now undeygoing.
nvmupmnm.gomummmmy

countries, at least in ocnmctimvith;.:_;'.:::::::::IZIZZZ:Z:IZZ;

V1. K2A--The National Rescurce for Commmicstions

P S S U T e T e O,

------------------
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Plltiiiiiienees-- communioations have established an idsal insge,
& standaxd, a set of velues in the NSA which is reflested in itas
organization end operstions, but vhich is not approprists to the

realities of today. What is needed nov is & complete divisica

-------------------

between cryptenalytic remesgeb on:::::::..-......... &od the l
ual production of current intelligence. ‘}‘
7 mless the vork on 11T 4 ot enly

mm“@,“mmwmwm

remcte chance Of [1:1:1:IIiIlIlII117 7 in the future, but also

say posstbility of [1iiii:iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiny

brappsa T11IIIIINIINNE T or the enetpher

net of sush tyaffic is bound to beoome moTe 8nd W09 effective.




| Crpptmalytic reseaseh eould best bo stremgthaned by
estaliching & ecntrest-amugsd rosestel imslituiien (o tho pallem
g

--------------------

ploitstion. mwm1moflmhmjm1ttmecﬂhror
the ultimate in effort and selection in the recruiting of perscmmel.

The remainder of the N3A should have as its enthusiastic
mmmmmmmmﬁwmmmmm-
gence to ussrs, based ou ‘currently exploitable COMINT meterisl and
on ELIST materisl. It should be mupported by a vigorous systeams
engineering and development program directed st the overe-all
problems of improvement and mechanizetion of the collecting end
handling of material.

In order to secure the most fram::::I!! cperstions end
of the NSA, much more detailed technical cocperaticn should be f';_'é}f’
prancted betveen the R3A end the CIA. . fi 4

A small group concerned with intelligence sbout

eryptology should be established samevhere in the U. 8. intele
ligence commmity.
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PREFACE

The Panel assembled by the S8cience Advisory Committee
of the Office of Defense Mobilization, at the direction of the
President, has studied the derivation of foreign intelligence,
particularly from the most securs coded commmications of the
TUTITITT i facts faced suggested that certain aspects of
other forms of gaining foreign intelligence should alsc be studied.
The charge to the Panel was then, following consultation with
appropriate individuals, correspondingly broadened.

Concern with the results of this study is associated
with differing interests, responsibilities, and activities.
Accordingly, the report has several aims, prominent among which

are:

(1) ofrsring of judgments sbout exploiting the most difficult

-----------------------------------------------

prouvide a scientifie basis for policy decisions.

(2) Burveying possible advances in the technology of exploiting

---------------------------------

.............. ceseanne-sssessesse in order to ensure con-

s L A St T T L W W W0 WL 0, ) ) -0 s

sideraticn of the application of all presently conc;eivable
facilities to the problem.

(3) Proposing a revised evaluation of foreign commmications
intelligence, in order to develop & more quantitative basis

for the most appropriate distribution of technical effort.

FOP-SEEGRET- EIBDER
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(3) Bxplarimg the technical adventages of further eccrdinetion
of the sigoal intelligmnce commmity, ineluding the relstica
of ELINT sctivity to OCMIEE.

{5) Recommending scme altered features of National Becurity
Agency's structure and operation, in order that the Agency
may meet the present and future challenges of foreign com-
mmications sources particularly well.

(6) Providing an cpen view of the basic issues of commmications
intelligence and cryptanalysis in terms of modern sciexncs,
in vhich the future problems of decipherment, processing,
and interception are outlined in generalized aspects.

These cbjectives relate to the adminigtrative, military,
diplomatic, technoclogical, and professicnal aspects of the intel-
ligence community. Because of this diversity, several levels of
technical detaill are included in the report. The appendices pro-
vide detailed support for the conclusions stated in the body of
the report. The technical adjuncts cover more technical aspects
of specific situations.

The body of the report begins with an introductory

-------------

section which attempts to place the exploitation of ::--:-:- cenee

commmications in the hierarchy of our technological national

...........................

security effort. The work on the ::::2scccrerecrcracncnnnen is

............................

----------------------------------------------




eighovss The thisd Sesbion cevers tho evigindi domrese or tasere
eptim of cur whole commmicatiens tae. Phis lays & basis for
mummx—m-ﬁm{.mm
ehungleg istelligemco neels. mammm.ﬂ.
lection we may be eble to seguire are trested {n the fourtd

section, vhich deals in partieular vith processing end emelysis
preliminary to resding or other dispositicn, The £ifth sectiom

..
.................................
.................................
................................
--------------------------------
----------------------------------
..................................
..................................
.................................

---------------------------------

..................................

..................................

------------------------------
..................

--------------------

-------------------

end cperstion of the major comnmicaticns intelligence instrument,
tha B3A, are discussed in the sixth sectiom.

-----------------------------------------------------------------



I ths esxiisning ealdsamy stvegmle, EVIRpAed Exdertrl
prosmasdly esntaing vitel tnfosmation emnseraing fxtemticns and
plms of the slversaryn whed blwf¥s will bo gustained, whet feress
vill be readlied, viet vespons peepsvel. s woe of enaipheved

intelligmnoe is @ battle in vhich we ané cur sllises cen gain or
loge substantially. As Commmisn centers wround the comtrol ef
the nind snd spirit, co ane of its strongestweapons is the oo~
trol of informaliiom.

Unfortunatsly, in peace time, if not in var, emciphered
eccmmicetion can be used deliberstely and with care, so that today
the sorts of errors which lead: to var time successss seldam cccur,
In peace it is also very much herdar to assosiste commmications
with the sort of cbserveble ewents whish might give @ clue to thedy
coatents.

A

The Eational Security Ageney bes visely boen arvested to
doal with this very difficult situsticon. This Penel sees the NSA
es the principal force ia our strugsle for sxch infumaticn.

 The Panel belisves that if we ave to gailn crucisl
knouledge of the vespoury, capebility, and intemtions of forelim
countries, the signal intelligamnce commmity must be a mifisd
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ticn of eygplementery infomstion. So-called ped dystems are m
exsple of this last, most ALffisult situstion.
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In & pad system esch character of
& nessage is encipbexed

vith a corresponding charecter of kay material. The used key mee
tarial (exother copy of vhich ia necessary for the deciphemment

of the message) is then destroyed. If the key materiml is prop-
erly profused, as -::::l' key now almost certainly is, mnd if the
cnciphement is, both theoretically and practically, completely

unreadshle, sod this fact has long besa recognized.® "

# This paregreph sumerires one area of the subject called
%mn.wﬂwwumm
or machines for trensfoming the sucesssive charscters,

S
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Recent increases in the practicsbility of construct

which ingeniocusly carry out enciphering mechesnically (for exmaple,
by turning vheels), or elsctrically (for emmple, by aligning
contacts on vheels), or both, st a high proecesaing rute, have
resulted in s great ease in the use of encryption. Today, most

-------------------------------------------------------

= -

Cryptanalysis offers scue hope of success only when
the ideal rules are not being cbeserved. Fuortunately, the ideal

ruiles are not too easy to put in practice.

First, 1%t is not guite simple to build a reliable
gmerstor for campletely random key. khile a mmber of technigues
aYe known, cur own experience vith this problem shows that, unless
the machine is rether sophisticated, it tends to breek down quiekly
and prodnce a biassed sequance. | |

Second, it is &ifficult to prevent ssccnd use of the
key. Ped systeas require that as much key be distributed by
ocurier as the total volme of traffic to be mcipbhered. This
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Beses pad eyedase slnced wnpetedis on elrealtts enwying &
lage velmee of treffic. The prodien of | i
trivating pads has fregenily proved 4 ——"
poaRised have domn made with e ideal yules; these
mmedistely open the systies t0 cryptamalytic sttacik. Buring
mwﬂum_ frequantly re-used stretches of key ten,
teenty, or even ons hundred times; we resd & large proportien
of this traffie ou a currest basis. Fur the f£irst fev yoars

-----------
------------------------------------------
--------------------

--------------
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---------------------------------------
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------

used .
WMMPME cryptograms vhieh can be yead only
wvith the greatest difficulty even by very :
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Most of the intelligence glesned from | ::
joossene weesecr :-o-;-:w-
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fic is Gue to this re-use of key _
: . Unfortunately, no ex=mples
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of £inding & few more readabls messeges from thi i~

nake a defindt :
detemination

¢ . of whether or not re-use exists

in the more recemt traffig. If this is uns
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fmperient to maintain sume pectine chesk en the txeffic to

The Agmey hopes to Le adle to make this waich-dog eperatioa

is very blask. %Thers can be no doubt that thay are smmre of the
bagie principles of correct ped usage and that thay sxe now
capable of producing key properly. Ann];niuctt;hnmw
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A% prepent, therefore, there ismw“ZZEZZZZEEE::_':':E‘

---------------

one-time cammunicstions extept by gaining acoess to the key material
end copying it without detection (dstection would undoubtedly result
in the kay material being destroyed without use). This §s coe case in
vhich technical judguent, both im the intelligemecs occmmmity and

[ ses oo reers == =y

------------------------




Preforaly Lavolving eols €lavks Wao esuld swply not euly hey

meterial but slso vital tufommsiion eonsewaing its fime OF uss.
| 02 oourse, improperly pespared kay msterinl cr the

reuse of kay eculd lead to the resiing of sush comumicstions.

-------------
-------
.....

------------

In a me-time key systez, fresh kay must be supplied,
usually by secure courier, &t the rate of one character of key
for eech character of message to be trmuszitted. (This smount
of key must be provided to both sender snd recipient, snd, for
Mgheﬂtsmﬂty,wmywt‘bopmwhmaamaMr
uwwsendthesm;hmmwtmarmmm.)
Yommerly, enciphsmment wes done exclusively by hand, but both
hand anf murtonstized methods are now in use. Because machine
systems, vhere much smaller gaounts of key-like material need
be securely transferred from cne locaticn to another, put far less
load an the secure transnission and storsge of key-like naterial,
use of one=time systems will presumsably contimie to be restricted
to the most delicste cammunications. Thus, & review of the
"goclology” of the use of cngetime pads would be helpful. M
exsnination of where, vhem, end how they are used in our, and
in other, countries might give pame inaight into the significance

of 1ilIIIIIiiTiiiiiiiilill 4 particular elrcumstences, even
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| or use of cos-ttne ped $hould be emdimed.
(2) AL pesmissibls efferts should be made to ehtaim ene-

.
-----------------

(3) M cperstional study of cno-time usages aimed st dsriving
ingidemtal iantelligence should be cousideved, sinse no
_ direst mbtack through exyptamalytic study is possible.
8. Machine ¥ncipbexment.
For many commmiesztion purposes, cme-time aysteons are

too glov and reguire too much kcy material to be useful. Thus,
the bulk of enciphered material is smciphered by cipher mashines.
In machine enciphemment the key 15 in prineiple & falrly short
1ist of initial settings of the machine, comprising a mumber

of characters very much saaller than the number of charucters
in the maasags to be enciphered.

A e¢ipher machine makes use of an enciphering box
vhich eonverts plain-text letters to engiphered letters. The
cipher box may be operated by & typewriter keyboard and print
out the eipher text, or it may be cpersted by a telstypewriter
tope and produce eleetric signals vhich are tranmaitied directly.
The plain text is converted to cipher text by a samplicated mase
of elsctriesl circuits vhich sre rearranged in some fairly
reglar nenner after sach text latter has been ensifhered. A
similar eguipment deciphers by rumnning the esaciphered text
through the eiphering box beckwards. Cipher mashines, sinece
they cpevsie st typeuriter speeds or faster, esa astamciste

axh lsrger volmes of traffis then hend aystems.
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Gring 0 soomt vav. Bmesss fa peading (e sysbes wio
alnset Yotal and sy well have kel o desisive izfiumes en the
war against the U-bouts end the sir war over Bridain.

WS T e e e wae |

of the Folas just bafore the wer begmn, the basie design of the
madhing ead the wheel wirings were knowmn. The kay was mede \p
of four parts: the siecker vhich cousisted of a mmbexr of wires
to be pluggsd, the wheel order, the ring setting, and the
window sstting. The stecker wires could be plugged in scae
10, 000, 000, 000, 000 difter-xt wvays. The wvheal oxders offered
336 pessibilities, the ring sstting, 676, and the windov setting,
sbout one-half million. The total mmber of possitile keys is
mmwmm&m,mam
100,000,060,000,000,000,000,000. .
This ouaber is more or less typical of the situation presented
by any cipher machine. The principal thing it teaches is that
large mmbers, in thaaselves, offer no guarentes of security.
Gemman cazmmications procedure changed the first
three parts of the key daily; only the window setting varied
from messages 10 messege ocn the sme day on the sme circuit.
mmwnwmwmwmmmmtpm-
of finding a whole kay cnly oncs per day per circuit; after one
messags was cut the rest cculd be read much morve essily. Ouns
Sehnigie for the latter tug: was sizply to decipber the mes-
sags using every possibls window sstting and sslect the one
vhich mads smas. Since thers were only about & bhalf-milliom
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tugreved oy s1111y €2 Bibe e all-gapirtent poeltatasry g
of e plain te=t wndsslying ¥he eigher; - -

feand who koditually viodnlod g Gmaes commeoiewdden sales o
o Wy vhish simplified eur task; ete. The ever-all offect of :
of the treffic fram 1542 until '
the fass thet the end of the var, in spits of

the Oexmans introduced & mmber of sdditional
cosplicstions into thelr ussge s the wer progressed

These possibilities as discussed primarily for the

Geman Enigna

had been brilliantly made use of in other cases,

as vben masters
of the cryptanalytic art, such as Willimm
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.............................
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Unhappily, the ectunl readablility of a msssage depends
not
only oo the ssount of key usad, but oa both the sophistication®

and canplexity of the enciphering machine and also upon the intel
ligence and osre with which it is used. We may note in connecti
<

vith care in use that although messages enciphered by most users of
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thi
8 saae machine. FPresumably, either the messages enciphered are
t00 brief to allow deciphemuent, or separate keys are used for
portions of longer messages.
mm,m.mummmgaremmmwm
oryptanalysis tells ua thst machins-enciphered messages are in
same
eEnon
; '-thmctiulhn-dnhlo, 1t.¢1¢pmt1mtwluhmhnﬁ
Sophistieation”™ as used here refers to the obecurity of the
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o provide madhines whieh ave mow practigally unreadehle sad also
0 show that the oulpub of sush machines emuast be dscighered by
ey straightforward effort of sny physieally possible msgnituds.
In particular, mothods of deeiphemment vhich depend an the simple
ahmstion ¢ all posgibilities can be, snd have now boen, made
physically impossible.

Indeed, in the cases of the most complex modesrn machines,
the only azalytic m.dkmlﬁmxthe'wtmctimorn
machine has been enciphered wien the aschine wos migused or mal-
adjusted. A message enciphered improperly, or whils the machine
ts malfunctioning, is ccolled e vust measege, and the vord bust is

used generally in referring to the misuse or malfunction of a cipher

maching or, more gsmerelly, a system. S 5 e i L A e

P T NIl A O T T R KT G YO0 D TR A T

in the whole COMINT effort is orcught out later in the repart, and
zlso in Appendix I.

Returning t0 the ¥nigna experiences, it is certainly
trug that the Germans could have zodified their caommunications

mles_inlud;awutohnw ruined our exploitution techniques.
The fact remains, however, thot they d4id not. It is not easy to meke
a changs in & major camsunication network even in peace time, &nd

it is clearly much harder in wer time. The changes they did mske

seeasd t0 be largely directed towerd the prevention of [1l...ll
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was lost. Reeding this traffiec may do more than restore the
status quo since it may handle material vhich would not
previcualy have besn entrusted to the airwaves.
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represent : resgurce of great value in dsciphering other systema.
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traffie represents a demonstrated standard of obscurity.
Ageinst t.'uia, claver attacks by arraications of the deepest knovl-
elge of lanyuage, statdstics, and hunan cunning are being made.
These have revealed apM& in cecipherment which have so far

werked the boundary for us and fcr thel.
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its secrets. Such limited knowledge is not lurpriaing,, nor does

it constitute an irmplied criticism of these vho have worked on

It is a trus measure of the difficulty of the problem.
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It 1:; possible that fundemental research will leed %o
subtle new ways of attacking nachine-encrypted material. It 1is
clear, however, that we are squarely facing the issue as to whether
commmication concealed by scme facility devised by tbe mind of mem
can necessarily be inveded by ths mind of man. Unless startling

nev advences are made, the answer may well be pegative. It seems
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exyptica method that needs g vary such larger ssount of ingeaity
to mrevel by cryptenalysis. The offense sesss to heve s bagls
and oontimiing edge on defense.

In the present, whatever cutputs from the machines of
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't.o cope successfully with the gradusl advance of eryptology in
other instances.

It is cleur that this nsrrowing of the fleld of exploi-

tation sLould not abate the energy and deternination of the attack
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exploit sloppy usage which night permit mﬂ!ing in time of war
Oor amergency. We must rea.liza, bovever, that the slightest
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nations, & caangs in our palicy position conserning
camnmications
intelligence is forced upom us,

For the foreseceble future there mmst be dsveloped a
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The foregoing considsretions heve led the Femel to the
conclugion that there must be & fundsmental change in sttitude
and objectives in the collection =rd processing of cammications
intelligence. In the past, an overvhalming exphasis has been
put ou volune mnd completeness of interceptica. 'noday,vnlum\/(s]\
of intercept iz out of proportion to the value of its comtent. § e
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posslble. However, much other traffic cem at best merely fill in

our picture of the :1I1II11'll:land its activities in a statis-
tical manner, and there is & limit to the volume of such msterisl
vhich will add materielly to our intelligence picture.

Our interception should be aimed &t providing the best
sampling of foreign traffic, vhose exploitation will yield the

signaling. What sampling ic best will be discussed later in

this part of this report.

2., ‘The Cost and Efficiency of Collection and Processing.

Such conasiderations might have little weight if the inter-

ception of the huge bulk of [Sis < cleminidn o & a s upmmes easy or ShEen .
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statioas, mmotm-mmmm for
the primery expense of the commmications intelligence job.
Clearly, the bulk of the material which it will be
desiradble or feasible to intercept and process depends on the
cost and difficulty of interception and processing, and the value
of any interception increases vith the speed and efficiency of
processing. The E8A has long pursued ways to relieve manpowver,
to make interception and processing more sutomatic in the field,
and to reduce or eliminate the consideradble duplication or over-

lapping of message catch. However, the strong emphasis on

problems of 111111111 eryptanalysis togsther with the day-to-day strug-
gle vith sn overvhelming volume of materisl have left too little time
and effort for the vitally urgent problem of improving methods of
collecting snd processing intelligence.

The recrganization and mechanization of collection and
processing is a complicated and, indeed, a highly technical problem.
It is discussed in somevhat more detail in Appendix IXI, It is so vital,
however, that something more should be said about it here. It in-
~ volves many sorts of needs and possibilities. Among these are:
Mechanization of Morse code reception.

Investigation of whether or not an operator could use a
broad-band receiver to monitor many frequencies at once.

Izprovement in the quality of interception through improve-
mant in antennas and receivers.




Prowision 2l vow of prusiss SiR-eTeCrrivel BeosmETs
for 1dentifisation of signals.

Byprovements in other signal idextificstion procsdures.

eprovenaut in end steadavdizstion of recording mesns end
standartisstion of recording in @ fom suiteble for machine

Laxge-goale machine processing of essentially all inter-
cqptod naterdal,

The possidility of editing end word-recognition by machine.
Ons matter vhich deserves separete snd aphstic mention
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It is posaible to detect most or all of these|.-.--. A......:.::::::::‘-..
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traffic is found. In this field it appears that interception must
be global, and include surveillance of all countries, rgzardless
of present political alignments. Apparemtly this iz an acceptable
present view. ‘

) However, il appears that certain countries, such as

[onaeenaean IO L 3
------------------- 1 and others do mt’ for

-------------------

cne reason or another, get real attention.

The virtual lack of interception by the United Btates

I o IS

e e
il s .o crimone s et SRR SR SO0 .
LLL;Li:ZZZ::ZIZ::ZIZZZIZZ::L:::ZZZ:Z;;;Z;Z;;iB a causge for

concern. A powerful receiving ststion in the Texas area should

be valuable ' :::1ii:: e s e o
[iliiiiiiiwestiiaesessaszaniiiiiiiiiiily Such a station

..................

could 2ls8g serve as a site for field triﬁls of antannas snd other

equipment.

4, Importance of Consolidating Bffort of f::iiii.:..--.-.::::5:-1

— that most COMINT material concerning
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COMIN? informeticn plays em essentisl part in the interpretation
and evalustion of such signals. Further, the eguipment and pere
sonnel used for this range of iatercept have so much in comsmon
that all of these intercept activities sre ususlly cerried out
at the sane stations as those used for COMINT signals, vhere the
various radiations nov compete for fecilitiss and attentiocn.

The size of the job now calls for unity of effort. We

have seen the mzgnitude and cost of the .l ....llll!intercept

............

problem discussed earlier, Together with this we face a tre-

'e 8 o 8 8 v o 0 &

mendous volume of valusble e--v-vo.- 'intercept and a great range

..........

of these other radiations. In view of the urgency of the need
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scurces, there can be no honest end informed excuse for a dupli-
cation of collecting or processing activities, or for a scattering
of talent and effort.

Techrically, duplicaticn cr separate operation of inter-
cept activities tends to put us in the dengerous position either
of having every exlsting sort of intercept equipment assigned to
each category of intercept, in order to keep current during the

inevitable technical changes in frequency and modulation of seeesan

trensmission, or of being lefti out in the cold, perhaps at a most

criticel time, following changes because the only appropriate equip~

ment 18 used for cother and perhaps less well-considered purposes.
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Further, separation of activities into COMINT and ELT®T,
may lead to misinterpretation of s8ignals even when they are inter-
cepted. Those active in ELINT apparently define ELINT as any
signal which does not to their knowledge carry voice or text,

-----------
A R i —

‘:::::::::::::;;'::L:.;:%:_):“:d:_:_;:_g;;_l_l!'might Elve 1little indication of
their voice or textual chmmter to one not vitally interested in
CoMIRT.

The growing difficulty of intercept, as more and more
variety of uses and subtlety of modulation of rediation, call for
the maxdrman possible ccordination of all interception activities in

order to achieve the mmd,nnn in both penetration and utilization.




intng users of foreign fadelligence, single ecllestiss
sk prosessing ef Lmterompt 1s prodebly the mest scatreversial
point of the Uaited Bistes’ istelligenes prestises. In this
Pansl, however, there is ghgolute 8000rd. Dased en the knowledge
ef 1957, and vo ecild scareely hawe reached this sonclusion &t
;-mmm.nmmmmmu

’-Hm,m,ummsuvumnumum

the direct comtzal of the HEA.

The nstural tendency to sn inedequate integretion is

BN s e
COMINT end ELINT. Kally Field has between::::::::::l:/arypte

saalysts and is ecquiring assccisted machine facilities. The
profeszses to be interested in talsmetering signals end not

;.ndislm tranmuission of other infomation, btut in prectice it
has been unsble te distinguish with certzinty cne sort of trans-
mission fram the cther. The continued handling of ELINT mesterial
by those uninterested or not highly skilled in COUNT oould leave
nev and perheps crucizlly vital sources of infomstion untapped.
This extra-ESA intsrosption, handling, snd snalysis

llustrates the close assogistien of COMIET sod ELINT in smother
exviroment. It raises a disturding guestien, hewever-<-Eov ean
such activities grov up cutside ef the KA vhen sven the most the
country esn muster for cne eomderted attack is mot emough?

T



here axe presunihly miny movess to this, mm'
in the histories of individusl militsry sexvise intelligsnce Lesnches
ad in the tensions acoompanying the formationm of the NHIA itself.
Bove 21, ttwhmm:tamltdmtmtmotm
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foaw s

..... " - i i
{ hes diminished, the natural uneasiness of the military, end

af Eoalci e aidenom e
:1::7] the intemel urgency for prompt pro-

cessing of intercept has inevitably diminished. By coutrast, of
3
coursa, the Alr Force needs camunications intelligence overnight

Its greatest present need is for the fastest possible proceasing

of':Tf‘:'T:‘: e e —
GIITIIIIITIIIIIIiiiic/in an onderly aod teut treffic shop. This
calls for?::::::::::::::::::::::::::::‘::f:::':":’:':":'“.‘rtw
L—u‘—"-‘é:.::::::::::::::::::::::::::::'.'.::: Indeed, Kally
) 51 baaae paim e s e e s
BJ.dm E:hiev'edL_,......--:::::::::::jﬂftmmh mtampt ance
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handing and current work have besn conscienticusly pursued. It

1-.mmmmwh,m,mmurmmhuuef
the difficult ecryptanalytic wesk of PEOD, e tidy daily rmumn-dowm
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| promptest and moet expert evalusticom in the light of all of our -
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of this sctivity are officially svailadle to the ESR, but the
interrelation is oftan confined to thst rarified end noainal

realn of "coguizance” with too freguent loss of effectivensss.
We hizve seen esrliexr that the prospects for reeding the

. . - CRCIC - - T ——
= e « = O - —
. - .

ve hove seen that ve may expect that [1::.1111l:ll materisl will

be emcipbered by methods increasingly Aifficult to read. It is
tragic to contemplate the possibility that, in some time of
emargency, vital enciphered materisl might get into the hands
of cryptaslysts less able than the best st the ESA. It is even

;mmtrugictocmtwimmmmtythummnntupn-

' COMINY informaticn, might perhaps lesd to a fmulty dectsion about

The ELINT snalysis functicns-resolution-<collstionee

correlation--gynthasis, right wp to disseminstion, wvhich is cer-
tainly the user's Jjob, should be directly emrolled in the EIA.
Infeed, the need for integruetion of ELIET end COMINT is well
recognised and well practiced at Kelly Field., Conversely, ESA must
creats conditions of processaing and reportiag vhich sxe supersonio
as vell &3 sound. The problem is as much cme of uwnderstanding end
gpirit as of say real dsficiency, for the NSA sppavently neneges
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is & worldvide ocllection snd jrucessing exercise en
msver to the chronie issue of hov a truly central agency might
bhandle commmications intelligence information promptly enocugh
to be of tactical as well as strategic value? ﬂ:roug:outthc
military departments there is spreading, slovly but pervasively,
a feeling that with the thwarting of its cryptanalytic efforts
the ESA will turn more and more into a deliberative body, as far

“.JLJ sources go. This impression is false, unfair, and
terribly dangercus. A sense of urgency and immediscy is rampant

in the ES8A. Other ways toattack the question of speed of pro-
cessing will appear later, but would not a realistic exercise
in which most stringent military timing is imposed be valuable
to see wvhat the present .!*SA network could do?

Consideration of such an exercise is strongly urged.
It would require, of course, a close lisison among all the
services. It would be & cogent test of how the total 1t iia-
tion ouzput.::::::::ffff??ff??fffzcould be handled in an
emergency. BEven two Years ago, at the time of the study of the
Techtical Capabilities Panel of the ODM S8cience Advisory Comittee
(Meeting the Threat of Surprise Attack, February, 1955), our

strong dependence for early n.rning on communications :Lntameenct

..........................
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bottar now. BSush 0 conmmicaticms intelligwmee emircise 8s sug-

gsoted could also imecrporete prestics of euy docisicn-asiring

ebility ss based o such repid intelligence surveys.
Interesting facets of such an emeruise could include
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to test the speed snd completeness with which they are handled.
Mapractiummmmmmummpmt
processing vhich the Air Force, smong others, justifisdbly demends
csn already be better achieved within the NSA than st any separste
activity (such as that et Kelly Field). If the exercise did not
show this, the K3A would have the wrgent duty to revise its opera-
ticns until this was s0, for the HSA has rescurces of technical
proficiency and acope which could not be duplicsted elsewbere.

" In any case, the duplication of commmicstions intellie
geace sctivity, which seems to be increasing because of accidental
features of collection and the historic comprumises vhich led to

t.hemmmnction, ahmldbocanﬁxllyscmm;od. ¥hile
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older metions of peparsbility ef varfous redisticn interception
Jobs are beccming untensble. mmwu--mgum

Recommendations

(1) Mechsnization of intercept should be accelerated in el)l cases
in vhich human judgment cen be dispensed with. Available
manpower should be diverted to more accurste and complete

interception of new kinds of radiation and routines expected

%o yleld the most[li1:iii.i.iiiiiiiiiiiaiiiiiiiiieg
[ e R S L R R s q
2 T
(2) &harpening and mechanization ofu::::-_::;:::;;:}"“ actively

pursuved at RE8A, should receive additionsl emphesis at the
expense of scome of the unused volume collection now being
dong.

(3) All ELINT end associated operstions should be fused with
COMINT within the NBA.

(4) A pev standard of urgency of traffic engineering, includd

FrrnedaTe dss e s e g T seed
mm' ------------- i Glmi e & e e ST 8 R $08 S 8 8w e e densessnse
e e a0 & 4 OGS N Mk § St ais v plonm e 88 B0 08 O f
--------------- .------------..--u-----...-----..-----s
Padossasswenpees ssssetssess ol.-nc---ﬂ.-..--.-.------'——-—-—-—'—“'
----------------------- P i SR L S S A |
---------------- ----oc-na.n----nna.n--o---.-.--.---
L PP RS T T

(5) A gicbal exercise should be planned and carried out to demon-
strate the speed and ccapleteness of cammmications intelligence
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(6)

a®

exploitetion by the BSA, perticularly undsy staulated
hostils sstiom. This should imvolve éemonstretions of
the speed of supply to the Alr Forve, by s fully mobilised

B8A,. of detalled information on @ll|;:::i:iiiiiiiiiiiiiiliill
T r————————— LTI
Bt s e T R G st et e L
ingredtents should be inaloded, ms vell maj:i::iiiiii:iiil

-------------------

cryptanalysis is possible, at the NSA to lead to the highest-
level decisions would be a further valuable exercise of

total COMINT cepacity.

From the preceding exsrcise, as wvell as from curreat exe
perience, there should come sn overhauling of COMINT traunse

migsion systems. Comnunication nets which allow proper field

distribution without, logging, or being stopped by, Washington
coperetions, should be devised.
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able for routine processing and the extrection of their intelligence
content 1s one of the most complex issues the Punel faced. When
the volume of intercept to be handled was very much less, ths goal
vas hard copy, that is, mechine-produced characters (typewriting,
etc.), in contrast to hendwriting. Hard copy was valued because
human beings could read it repidly and accurately. Today, becauss
the volume of material has increesed and because of advances in
mechine processing, the goal must be a form of record which
machines canr resd rapidly and accurately. Paper tape and mag-
netic tape on vhich either pulses or audio signals are recordsd
are possibilities, (Hh;nﬂtr special reading machines are econcme
ically feasible, undulator tape is also a possibility.)

‘The processing problem is strikingly illustrated by the
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{material, because most of chat take 1is
currently merely fed into the super-store of backlog. HNevertheless,
this type of signal requires and to a dsgres receives constant
checking to look for evidence of machine changes, differsut

routing practices, and so forth, We bave seen that some of the

e
.

required immediate identification of ;




processing problems, there 18, as yut, mo plmm for progessive
analytionl preparution of this immense swpyly by machine means.

ferent kind of preparation €6r analysis which is, in this case,

mostly editing, word recognition, statistical surveys, and the
like. Further discussion of this is Included in the next part.

2. The Place of Processing in the HBA,

Processing and ana]jmil mprimzy_:::::::::::::::::::::::
':::::::::::::::::‘::::”i"f::::“?:'??::::::Im HSA.
RN aU GRE Bl 524

The Panel finds tha.t research and development at the NSA

hes been busiest in connection with preparation of material for the

ecryptanalysis of ;- ceLliiiiioiiol systems and in machines for

carrying out some computations required by cryptanalysts. Pree
sumably, this was considered to be the area vhich would benefit
most from scientific and engineering studies. The research and
development activities are, however, clearly identified, not as

cryptanalysis, but as the provision of machines accessory to

k3
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eryptamalysis, or for the preparution of msterial for smalysis.
Indesd the resesrch and development ares up to now has defined its
owm fungtion as that of anticipating the needs of the PROD ares
for equipment, and PROD's demands have oome largely in connection

Of course, it is not surprising that the function of
processing and even analysis should manifest themselves in terms
of equipment. FEowever, we assert strongly that ideas and abstrac-
tions must be more fruitfully cultivated in some form in a research
and development area. The research and development aress must de-
velop their own viev of immediate and future possibilities and
needs in the whole field of data processing, and also in the field
of cryptanalysis 11:.31:." In the case of cryptanalysis, a concrete

suggestion will be made later.

3+ The Place and Promise of Computer Development in Cryptenslysis

and Procesaing.

Computer development is essential, but it 18 no longer

the way owt of [F1:1:11:1::51:01:5:0757] We have exsmined the

8 lewscamnbobsaiinssde oy

question of whether the \dmlopmmt of analytic facilities, mostly

B - = =

in the form of camputers optimized for the[v_’#uL
systems, can in itself lead to a iolution of these systems. We
Teel quite certain that it cannot. -

The strategy of developing both certain special-purpose
machines for comparing and counting in cryptanalysis, and the

drastic speeding up of large general-purpose machines for the




vhole emplex of coxdinmborizl problams, like ciyber mashing sedew

mere spesding up of computer elements will not suffice. The Panel
favors the current attitude in the K3A that more may be gained in
mmnnmmmmlyurrmmmsofm-
tional elenents, perhsps combined with new devices, than from the
mere such speeding up. (In the long run, both directions of
advence vill be combined to reach beyond the cspsdilities of
either alone,) Certain sorts of speciszl arrsngsaents may come
into baing relatively socon, and may provide a substantial gain

in analytical processing speed--a gain which has been earnestly
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less than had been thought earlier. Thms, )iile the Punsl suvcorte

puters, it believes that seversl specisl-purpose computers in

mumwmormm
of & 100= or 1,000-megacycle machine.

Special-purpose computers are sttrabtive additions to

mw'uumm. Keen engineering skills should

be put on full use of tha- ------ editing—type machine just de-

livered, which was designed at E8A to read certain manual Mcrse
codes and follow some 57 possible instructions. NSA has already

ey

conceived & modification ::::1:° .| of this machine to record in
menageable form the time intervals between reference points (axis
crossings) of a signal. 8ince such {ntervals contain frequency
informetion, further mdi;ication might yield a superbly simple and

effective vay of exemining vast quantities of |::ilillliiilili Im

any case, such high-speed editing ma.chinea',:::tiii has about a
20-microsecond cycle in its core memory) seem to be a principal
hope of managing the flow of material that will have to be

filtered if fragmentary bresks can be made into certain sorts

Beyond editing, however, it would seem that computer
development should turn toward involvement with the senior crypt-

analysts' dsily work rather than towsrd some hercic, general-




ospacity of the 1103 or TOb units and em ewiput egmal to § ar 10
of those wnits, as & result of impmroved crganisation, lO-magssycle
logle, 2-inch wide tape with 3,000 bits per inch, and so forth)
{s sn admirable afftir deserving highest support, sttention should
be turned promptly toward making it availsble to cryptanalysts
who wish to do fast but fragmemtary programs. In sadditiom,

e s 0 o8

for such tims-sharing, desk-scale use, should be rapidly extended,

as indead NBA has -.lread.y planned in connecticn with an expansion

of their ----- Jtype of facility.

L, The Need for Fundamental Advances in the Cryptanalytic Use
of Computersa.

The Panel has conveyed its specific judgments about

the nature and use of machines in eryptanalysisz because it be-

P E e s e e e s s e
------------

--------
------------------------

cryptanslyst learn machine langusge and programming thoroughly
encugh to formulate a sophisticated machine attack cn e code,
This requires the solution of extremely difficult problems: :
the formulation in clear terms of cryptanalytic techniques,

and the adsptation of these techniques to machine langusge or
the development of an intei’pretive language in vhich they may
be easily expressed--sn interpeetive language which machines
could translate into machine language. These are problems whose
solution will require much ingenuity and a great deal of time

and effort. Happily, wve have seen & modest beginning of this

Py
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in the ESA. Kowever, the difficulties to be overcoms are far
mwmmmmmmw. They are not primarily
problems of machine design or performance. Some at RSA have
recognized this, but this recognition is yst to have its major
influence on the nature and extent of what is done. A careful
summary of this problem and its position at EBA appears in
Appendix IV.

The Panel applauds the prepsration and use of various

special-purpose machines for rotor l:lm.tl..tion, 1nclud1ng the

and so forth., It urces that these be extended as p:unptly &as
possible to the examination of made-up problems which can furnish
direct information on theﬂ"cipher lavels we may face as electronic
rather than mechanical combinatorial devices become customary.
Becom%g.ons

(1) Computer plenning, especially in the R/D stage, should be

rv7iewed in terms of special programming rather than of

over-all (exhsustion) capacity.

(2) Closest possible connection between a cryptanalyst's formue
lation of solving a crypt and a general machine language to
express this formulation should be attempted in new machine
design.

(3) Computer facilities should be specially planned for easy use,
23 are some desk-access machines now available at NSA. Jore

casual sttitudes toward their use than is so far thought

norzal should be encouraged.
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special-purpose computers in immediste reach should not be
neglected because of the promise of the former.

Vo TORELN THRRIIGEICE SOUNCE BILTLImRARY w VIS Ey

fesas s ssss sam

l ® The """""""" SO'I.II‘C es.

------------

Presumably the information contents of many secret mes-

sages are actually reflécted in masses of asccessible communications.

...............
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MW. hiie such a study has of course besn imagined

by psople st the varicus assessment agencies of the security group,

there has not been a careful reconstruction of a series of periods

s e s S e B PE TN M EE R R 8 8 8 @ TN T 8 s 8 s 8 s 8 e 08 B e BN S ES S e
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dn'ﬂedfrousmhacomparilonmuldbcorﬂmmdimdiate

usefulness nov end in the future,

Beyond this sort of qualitative consideration lies the

e ——— e — B W e

problem of actually sorting through [11iIIIliiiIIIIllIiIIIIIii]
b e sy ey e e bbb s fl e
We should also keep in mind that 'Tiiii_f_fffifff?fﬁff?
DT  and many routine [TTTIITIINLY
v 1 1
gystems. Presumably similar codes are concexnmiinthau.s.
G e R e T R
certain of their internal conmnmica‘ti:ons m;jiﬁi?jj_;fjfiffiff:ffifE
Thorough sbstracting of 1111155017 111111 may reveal
intelligence tradfticnelly sought only mffff':ff'::.fiffffi:::::‘

---------------------

In all handling of these awdliary sources of intelligance there
is supposed. to be rigid adherence to the Users COMINT Objectives
List of some 12 items. A disturbing unreality persists in such

a single list of objectives, which tends to concentrate attention
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obtainable only from some| ::ii:i::.. 1iliii11] Totay, approxime-

tions to some of the information sought are derived im a left-
mmm-mummu-mm.
Sypplementary, adjustable priority decisions probebly do, snd
surely should, take account of real rather than ideal exploita-
ticn. The Panel believes in the immedimte importance of an

operstions analysis type of study aimed at bringing the mass

|8 8 8 # a s 8 B v m e B e s s e A e n s s e
---------------------------------

.............

As Appendix IV on programming brings out, there is

important progress in th}e HEA toward m=chines which can rspidly

---------

-----------
--------------
------------

-----------

ke e

soon as poasible to be supplemented by word-recognition machines.
A possible design for such devices is discussed in Technical
Adjunct II.

Bvidently, the filing and cross referencing of informa-

~ tion aftes it is completely read is alone a formidable operation.

It too must have improved mechine treatment such as can nelther

53




T
o

g o

be citained nor afforded by separate activities im & Kslly Pield er
other nilitary heaiquarters yemcte cpermtisnally (for geography is
of much less significence) fyom the NSA resources snd skills, Never-
theless, here, too, Kally Field &oes & pramt, vell-ameged job of
reference asseudly vhich is & stimilsting, if limited, exacgple.
A expended body of strictly current operstions from the

------------

bt s e o
Proposed|1111111111 1 prosuction and ecn
mereisl operstions into 90 principal districts may temporarily
enrfch the comtent of [1:i::i:::::.1::::11111:lcipher systeus.
fiass

meychandizing or distribution eactivities will be comtrolled

locally, the research and development functions for industries
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notod oaxliay, Dub for the RenS fov gusws thezw may be emsaptioasd
valagg iz move massive and dotatisd sttentisa to 2o Wik ef

matericl that hes previcutly meesssarily besn ssmevhed spottily

trested,

of of for ion
sesms tmperbant tallililIIIIIIII T
gtber changes. Similsrly, the expanding commmisgtions ia ... 11l
T I vt mubdest to

large fluctuations in both accessibility mnd interest, should be
handled by such seai-routins machmmised survelllance mathods.

The ettitude in this vhole avea is dminsted by the comsuxer de-
mand for oecult and (perhaps unccmmmicated?) military infommation.
Tae comsciemtious staff thus becomes obsessed vith ciphers—-the
more difficult the better. A growp intellectually suited for
crytpenalysis must be strengthened for that task, dut hnmdreds

or even thousmnds of others in COMINT should feel equal exphsais
on assimilation of existing, accessible informatiom.

It vould be interesting to know what tactics the ::::::::
find most efficient in using the grest bulk of militsry and com-
mercisl intelligence that the froe world cpenly commmicates and
oftes publishes in pspers sed journals. What Ciltering systea is

spplisd, sxy, to the Nev York Times, or Avistiom Week®

23




Relations of the R2A and other parts of the intelligence
nunity with allied nations seems already of grest technical

-------------------------

report [:1II1IIINIIITIIIIIIii il Tto Divestor of BEA,

---------------------------

Ehbaame b ease sy SR 45 .m :IUB GOOpCl‘ltion i a t dous wmt

to our own highest skills.

e

--------------
-------------------------------

and techniques &n othexl reveitsnen s ionn il clapannndrarantiacus
Tiiiiiiiiliicountries like thef::iiiilIlIllllllNare revarding,

T L LR Al o
especially in connection with[:iIIIllll:l LIILiIiini Y systens,
and soould be cultivated.

VI.  NSA--THE FATIONAL RESOURCE FOR COMMUNICATIONS INTELLIGENCE

1. The Weed of a NHew Pattern for the K3A.

The Panel finds that the National 8ecurity Agency has one
of the highest levels of technical efficiency of any Government
office and deserves the unqualified support of the m:l.lita.ry and
civilian complex concerned with our npolitical and strategic
policy. This judgment is based partly on a clear and forceful

impression of the competence, intellectual stature, and devotion

| k
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ovident sssompligtments. Indeed, they are gemerally dexted even
the satisfastion ef being known to be working on sn important prodlem
for the publiec good, as would be the case if they worked st lLos
Alsmcs or Rsse-Wooldridge, Naturally, they have sought, and oon-
tinue to seek, the best svailable substitute. Through this
search for recogniticn and spproval, they have tended stroagly
to 1dentify the ashisvemsnts of the Agsncy with the astounding
var time sccomplishuments cf a tiny group of inspired and ezinent
eryptanalysts. The supply to our military and diplomatic heads
of the lnner secrets of other powers vas s var time service vhich
eam;otbeonresumated, one that camnot, &nd should ant,-cnr
be forgotten.

However, over tbe past decade, notwithstanding the cone

e e R e e —— .,

.
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Naturzlly, the ambition to regain this access and the seerch for
vay to do 20, in order to continue to desexrve the confidence vhich
they have won, still constitutes a driving force for the KSA,
vhich accounts for many curious features of its organization and
operation.
Today,thelarmrmortheprimhteuectq:dw
ship of NSA is concentrated in the ADVA section of FRGD. (This, o
course, is the part of PXOD vhich is least concerped vith
"production.”) Yet the enterprise and coursge so strongly dis-
played here are despsrately nesded in other perts of the Agency's




It soams almost as if memcriss of suscesses in earlier,
simpler _t.iul have crested a mmuu mcaster vhich miasses
mmmhmormnmasumwmm
analysts, experienced and capsble of sttacking such material, cannot
even lift, let alone survey.

Conversely, the most pressing problem of the Agency, the
great organizational and engineering challenge of exploiting
quickly, wisely, efficiently, and as fully as possible, all of

Piiiiiereniiiiiiiiil]vhich ere cursently sctually or potentially
useful, has come as 8 necessary but not welcomed diversion to the
moat skillful and original intellectuml leaders in the Agency.
NBA has most characteristically, . under both its military and
civilian leadership, wﬂfked manfully despite this condition of
split personality, but its full potentialities in contributing
to the national security cannot be realirzed without a reorienta-
tion in the thinking and attitudes of its lemding spirits, a

reoriettation on which corresconding reorganizations of structure

and function could be profitably based.

2, Broad Problems of NSA's Research and Development Activity.
The research =nd development organization has, wisely,
been encouraged to talke a leading part, in cooperation with the
other parts of R8A, in planning and supporting KSA progress. Top
sdrinistrators in the Depertment of Defense and the N8A have glven
most thoughtful and devoted attention to the support and growth of

the R/D organization. The evidence and the record make it clear







| ihile the top administrators and the Scientific Advisory
Board eontinued to exphasize the cemtral rols of research and de-
w'mmm, the necessary perscns, experience, ideas,
and insight could not be crested overnight. In partially adspting
itself to nev times and new problems, the KBA faced obvious
problems of developmemt. It was natural, and ve belleve vise, to
press first and hardest on development. However, CGeneral Canine,
himself, has expressed to s his btelief that research has lsgged,
and that this sbould be corrected.

In part because of a sequence of fateful events, partly

---------------

triggered by the energency conditions of the;;;;'_;:;:::‘_:::f]
aggravated by many changes in tor personnel, the intention that the
research and development c'orgnnization should play 2 central role
is still far from realization. While there is continuing and, in
many respects, effective build-up of the R/D progrem, the R/D
organization seems never to have assumed the necessary leadership
in fox.eing a pattern for the steady renewal of KSA.

We should emphesize that this has not been because of

lack of over-all support in either funds or people., While further

expansion 1s cm‘rently sought, the continuing growt.h of the R/D
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those usshle in elestronis reter stmilatiem, is of tcp value for

the EEA. This is exsctly the scrt of Junotien with cuteids ua-
classifisd activitiss that should be fimmly and stesdlly supported.
For instance, electronic roter simulstion imvalving millimicrosscand
pulse rates snd megacycle stepping retes can and should interact
strongly vith moderm cemmmicstlons developments for pulse generation

- and handling. Further, such techniques could inspire systems for

COMSEC vhich would protect ocur position for years to come and at the
same time give us possible insight into the most threatening machine

advances by foreign powers.

---------

-----------
L

tration of how the program of this part of R/D should be revised,
once the revised objectives for the E&l are put in force. The goal
of the 1,000-megacycle ;ei)etitim rate can no longer be regarded as
ciphers. Thus, a back-bresking effort to achieve a camputer of this
capacity is unwvarranted. On the cther hend, a shrewd, well-engineered
advance toward this goal should be of tremendous over-all importance
to COMINT's generzl capability in the years to come. From this broed
viewv, however, the effort should be to establish a new level of cam-
puter design, such as recent conceptions of microwave 1og_ic appear to
offer, rather than to rush a camputer to completion by an extravegant
expenditure of both momey and of ocur technical resources.

In cantrast to some of the research discussed above, same

of the mathematical work (and some closely related work) in R/D is
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cates good insight into the basis needs of ----: -

.............

ﬂzhmunﬂslmthmshrﬂins,butithltpﬂ‘icmtupw
a new emphasis at NSA. In their four divisions, of eryptogrsph
cryptanalytic, statistics, and methods research, HBA's mmmt:’
have begun & systematic formulation of cryptanslysis that mm
motmtnpmenuadvocatedinmdhmsimod’ %
and analysis in Part IV. S
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........................

........................
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example of vha
t must be repeated many times in the future. This
wvas th 1 .
e gort of capitalization of learning about the fundamen
: e tals

d Soph °

| SPSYa
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fm mm prals & mﬂams
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-------------

ments of the crafty anal
yst are attained. Th
- is work seems to hav
€,

#The Panel agrees generall
e o y with the recent
anelfor atg: narg 8cientific Advisory Board f;lpoixl'twof L e i
need progress toward "a unified science of ngm;;;

cryptology."”
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first-order activity, bub, to this Panel, it appesrs S0 be closer
than anything else to the sort of basic work which the Pmnsl believes
o hold the best hope for progress in commmications inbelligence.
§. Heeded Changes in the Basic Segmentation of the NBA

The next logical development, once the central role of
research for HEA is recognized, is to sccentuste and strengthen
resesach. That this will require the bringing together of the best
research sbilities of the NSA is obviocus. That this will require
a sepexation of research from development is not quite as obviocus,
but the Panel's studies have indicated this to be equally necesaary;
in fect, the Panel has beccmn tharoughly convinced that this separatiom
will have to be organizationally deeper than the Pansl believes likely
to be possible without specia.l action. The basic subdivision of com-
monicatione (and, as elsevhare recameended, elctronics) intelligence
activities gshould thus be into production, development, and research.
All three of these fields of sctivity should be recognized as of
crucial importance to KSA's continuing functions of supplying critical
intelligence.

The Institute for Cammumnications Intelligence Research. The

central proposal directed towsrd sherpening and accelerating the N8A
asssult m’-::fffsz:::iff:::: is the establishment of en externel-
internal crganization for reseerch {e cover name should perhnps be
used). This organization, like the AEC's Los Alamos Laboratory, or
the DOD's ‘E‘eapons System Evaluation Group, would be operated under

external contract in close association with all the rest of the ESA.










funstions af the seven FROD offices besiles ADVA, as &sfined ia
the COMINT Production Orgmnization Mamual end exhibited in varicus
conferences with the Panel, gppear to cover the technaology of the
appropriate areas vhich can give the best intslligence ylsld.
Critical in this, the major, part of FROD iz mostly the need to
epply the highest efficiency of modern syetems engineering. This
does not imply deficiencies in the current administration, but
rather a basic reoriemtatiom of the motives for PROD, taking into
account the pattarns discussed in the beginning of this part and
elsevheres in the report. 'Bzroughmtﬂunperamlorsa:ae::::::::‘
members, ineluding both civilisns and military, spenning the widest
imsginable range of training and instincts, there must be implanted
g8 uniform comvicticon of urgency and eurrency--a certainty that they
are dealing with the poasitle and the immediste. Thie scunds naive
wvhen we know that under any conceivable circunstances & large part
of the mctual work of FROD offices, such as COLL, :1::1! and perhaps
ALLO, are inevitably to build up backlogs. Nevertheless, the attitude
can be that even a backlog should be bullt quickly and, as far as
hendling of rev intercept goes, the more backlog the more merit!
This, of course, would be backwards from the present system, in
mmmmdmmt,mmemt@m,
code is the essemtial gauge of merit in FROD.

~ PROD is, after all, the shadow of the military intelligence
groups collected together for the ESA. System rather than contemt
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1s nsturally the criteritn for tullding wp the ecufidence of the
diverse military consumers. Their treditions are such that witheat
an explicit, repid, curremt, @sfined system of ecmumications
intelligence producticn they vill be unlikely to rest ccatent

vith sny amount of technical excellence fn --:-:----=:770%150 T

5. Ralatimotmmm:omeﬂ!-!;
Stem exphasis has been put on the finding that we can

--------------

really support, at least in breinpower, cnly one NSA. However,
the conscienticus centrelization of commmicationa intellizence
reslly also mesas, and demsnds, refined coordination withk otner
irtelligence ageacies, particulerly CIA and FBI. Barlier dige

cugsions sccanted the remariehle vulues that

relaced to COMINT nov assuse, with cvingle machine patterus aiding
accese to nmdreds of thousands of ressages.

The Panel balieves that technical sdvances obould zttrect
more end more colleboretion between HSA and CIA. Detalled plauning

of agent operastions is, of course, not an area for iGA participation

or cognizance. But the technical techniques af |::::1I11i:ll inter-

sapbdon, Bt 88 [ s i inrseisoiannsameme s sennn s s L one SN EREITININN
'....:".'.:::.F.....::::'.:'.:'.'.::::'.'.'.:'.::::::::::.M-E::::-E """" :
"""""'"'"'"ZI:Z.’Z:ZIZZZZIZZI:ZZZ:ZZZ?can be improved through

Ve m A —aaama. S 8O e

close technical collaborstion between representatives of COMINT,
COMIEC, and various branches of the CIA.
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Judgaeats of the Panel comcerning scientific eids for

in specifis spplications to commmications intalligence, such as

cbservations of code bocks through safe unlocking, we believe the
rﬁctpabﬂitiu are excellent. Full support of them, with better
extension of the FEI scientific work to other parts of the intelll-
gence canmmity them now exists, is imperativs.

Noshere in the U. 8. intelligence carmmity is there even
a small group concerned with a contimiing intelligence study of
Toreign cryptology and cammunications security procedures. In such
a field =s biological warfare, for ei:zmple, groups actively stuldy
current developments and endeavor to predict future wespons and
dangers. But in cryptﬁlogy and cormnications security, a field
vhose greater importance is budgetarily clear, we do nothing

explicit to obtain a basis for preparing for the future. This gap

in U. 8. r_} intelligence activities may well have

e mms

occurred because the boundary between NSA and CIA wes hazy in this
area. The Panel hes no recamendation as to vhere this work
should be carrdied out, so long es liaison with both organizations
is ‘mtimata.. The Penel does feel strongly that this sort of work
should be underteken scmevhere.

6. Brainpower at EBA

mermdmr,theraﬁalhasassemdthatmtever

strengthening the nation can hope to gain from ;[ ::::ii11l11011000]

astivity are svallahle separataly fram this report. BHowever,

=
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exploitatim depends en o handful of dedicated experts. n.m'
nMummummwwmm,
othexrs long before us sav that the speciss must be propegated as
well as sppreciated! Thus, NEA, and perticularly Generdl Ganine,
in the past six years or so, have mounted one of the most noted
recruiting ventures {n the Goverrment. While the mmsber of “good
professionels” is said to have been tripled alresady (to a total of

that unabated assault 011".'.'.:'.:2Z:ZI:I'.:'.T'.'.ZI'.::I:Za?mterm is
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requisite for our natiomel positiom m cryptanalysis, reenforcement
of this select group is urgent. Of course, that is the intention
of the contiomuing mcmiting program but the timing is such that
we hope there is currently m positive test of whether new ganeraticms
of cryptanelysts will be evalved campersble to the present remarxk-
able dozen.
A1l the techniques used in academic and industrial research
to develop youngsters into ocutstanding research men, including a
proper use of the apprenticeszhip relation, should be applied by EBA
in the cryptemalytic field, as wall as in other research areas.,
Studies at the NSA about the "psychaology of cryptenalysts”
may ultimately help to identify them smong the population at largs.
But we lock for immediate assuf@nce that through calemities of







(5)

(6)

(7)

(8)

The leadayship and staff of this ressarch organizatica
should, moreocver, be on sn ecomnamic and operaticmal besis

equivalent ¢to the besat industrial and acedemic institutions.
The develoment responsibilities of the ESA should also

be comsalidated. In particular, these will involve the
development of both analytic and processing machinpes,

new cryptographic systems, end new systems of data
handling. Components from R/D, fran COMSEC, and from
certain sections of PROD, such as MPRO, will certainly

be involved.

The revised Production organization should establish
expaedited systems of intercept proceesing and analysis

so that its gouge of performance 1is cumnéy of reporting
rather than a2 mixture of this with depth of reading, es

is the present practice.

By systems engineering techniues, PROD should create
procedures whereby intercept snalysis is coatinucusly
provided for .military surveillance, even if the information
provided ig limited to treffic coumts or even to state-

ments of the existence of foreign links. This means that

repid systematic criteris for assigning intercept to




probable timeefurereating lsbel for varicus clmsses of
interotpt axe essextial,
(9) Teckmical cooperation betvesm KA end CIA should be grestly '
iproved, because eryptenalytic values of T1iii.iiiiiiriil
(lO)lAmllmmmadmlelyvithintalligmceM
cryrtology and caxnmicabicns pecurity pructices should
be estadblighed within the U. S. intelligence comnmity.
(11) Zspecisl ottentiom must be contimmally given to the
recruitoent of potential top CWS, and to their

develomment after enbry inbo N34, as by epprenticeship

tacinigues.
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ircumstances of its transmission
- « Great effart is be mede

o T ing
r.-.—::::::::::::::::::::::::::::::::::::::::.:::::::::'.:::fttﬁ
= '-“""""'::::::::::::::::::'.:::::::_jwml_ d be most valuable. %‘

At present, estimates of i.:!.l]traffic mt' s =
e s o 35
K lpans --:,-:-,-._-_-;.;;:_:;;;;}rm as high ss 20 per cent, but 5

&mmmgh]

e figure would be sbout 3 per cent. That is, if

we did £ind a solution to the uss of [L..o o serrrmerastsrtl e
Beia ...

---------------

wve should have acceas to at most 3 per cent of ths traffic, and
1

we shoauld have no choice as to vhich 3 per cent this would be.
It vould be, however, cleariy a fabulous step forwexd. -

It is sad but true that, though i::i:iiiiiill
’ e



ays:

(2) The useful data that can be glesnsd from our

present store of ecpy becomes increasingly

--------------------

On the other side: _

(1) m-m}mﬁmitydmcmwmﬂu
increaszing enormously, snd with them our
ability to hendle such problems.

(2) Our store of copy is also steadily increasing.

{3) mﬁcmmw.cmuﬁlomm

S v b es s s B e S esey seEeAesSeRTes TSR Eaeretsan
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E
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The intense study st the NSA end by ocutside study groups
(8CAMP) has not cnly shown no sign of sny easy or accessible
vulnerebility in cryptogrsphis systams ss well designed and used
as the::i::!] ones, but 1t also sugmests that such & vulmersbility




might in fast Rt exist. Wo sheld 2ote 2et & & lavge extemt euv
om sesreey aystens & very steflar to Whatrs. Gue 15 1od %0 oen-
mmw,mamm“m,h
system bedng salved but also %o the smalysts. This )
discussed in 4stall in Appendix XTI, “Iaf '

..............

the bounds of feasibility, tmriﬁzthafutercmml to be
gvailable within the next five years. Short cuts to the reading

of [T
jtiiiiiilile.-{vhich will by-pass the dsadly path of exhanstion
must cane, if they can coms at all, by fundsmental research in
eryptogrsphy

and in machine cryptanalysis, or from .. .. information

sbout cipher machinss. ki

-----------------

ndseble! 17 :
{1312]1' sloly decreasing. We may hope that sutamatis
othervise escape detection and so incresse m:":":':*:":".':rf ' ......

---------------

evailahle to us, but there seems toc be little reason to smuppose
that this will in the long run increase the total rate at vhich

------

ti..!]| become svallsble.
It should

hf‘.:::fj‘m‘gm I, Wl
ot g.p the I1Illliiiii::: i uswally produces

afi. e 3 ‘
) of all kinds, {acluding catright trensaiseion of

---------------




to vork toves a mechanisstion of that slertness. It i{s probadble

that sny sdlutions vill ecoms, mot from e breskthrough following &
fiash of genius, but from diligence snd care with modern computers.

It should be kept in mind that, even if solutimms do ever
cane frem [:1i!isitustions, this would not result in a prompt flood
of clear text. Each sclution would probahly take a considerable tims,
end, in sny case, the freguency of solutions that can be expected
is 1likely to be msmall. ‘

The main value of [.:.1] yesterday and today is likely to
be their main value tomorrow. They have served, and we may expect
them to continue to serve, ss the main source of infermation sbout
the structure and peculiarities of otherwise unknoam cryptogrephic
systezs., 7The information they have produced has not been duplicated,
¢ither as a vhole, o in substantial part, by say other socurce. They
are the main food of cryptanslysis. Oreat efforts to recognize ...:...::
upuim:mm&eeaﬂywdalem,inm
valushble.

Ta sumsary, there is justifiable but faint hope, snd anly

vill produce readadle text from.. ... copy. Ths present frequeacy
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mmchtmdm. e k3o ¥ Rave of movs effuctively
explodting -::-:|1lies mestly ia lacyessed sad claverer wse of

1o ey

machings (oamparters) for their reccgeition ond snalysis. [ ::.::

ve have, snd their early {demtifisstion end brosd coversge is, and
ﬁnr-ain,verywt
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charester of the message to be treamitted. One-tims key systems
are thecretically and practically wnbreskable if proper key is
used (snd if the key is used for cue message cmly).

utility

* nessace Aok ot in practice deciphered. This fixes the
frequency with which the key must be changed, end, since the trans-
mission of new key is equivalent to the transmission of cne-time key
naterial, messures the relative practicel advantage of & cipher
machine over the tlheoret.ically perfect ons-time system. For example,
i? the message redqundsncy were 50 per cent, and if we assumed that
a message could be daciph“ered at the minimm thegretical length,
wve would find that the length of message which could be transmitted
before the key had to be changed would convey only twice the informa-
tion content of the key itself. The practical advantege of a
‘tl;Leoretice.Lly unbreakable cipher machine over cme-time key would
be minoyr if this were the case.

In all systems vhich are practical for volune traffic, such

e S

[osesssssecssessnsecascssscsacasns

7 e isiats wimkarole § a camparatively small smount of key

is used in enciphering very long messsges.
According to Bhamnon's theory, & coded message becames

decipherable, roughly spesking, vhen the message is long enough so
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ticas sicpted moke description snd cumeretion of esmfigmretiens
easier, by svoiding certain astual detalls. The sizes of the various
sxheugtion probles are somsvhat altesred by these simplifiestions,

BT I, ..o o :
but tae alterstions are not important. The simplified... ..... ..0..
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tnglish text uses Z{ caeracters counting spaces,; and thus
there mve 272 sequences of m charecters. Shonnon's results indicate
thet only sbout 2 of thase zake 'good Ruglish,” mnd if these make
wuastnml,(lecsu)ammmnwmmbc
ocaly one of the 2 x 10°% gtarting poimts which will ecavert our

message to good English. This is the condition we must meet if
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A
] .ubta:. caelculeting mechine, equipped with a full know-
- tiesofmglish,vemtotryall2x105u
- . Itmndmmmcmymmsmtfmm:m
average trial 1 i
R nqﬁ: might be, say, 20 characters, with a mini-
P —— o::: cheracter tried of, say, 10723 kilowatt
mwmmnmewmtwmuwmum).
SO would then be 2 x 10°°° kilowatt hours.
e tastic, so fantastic that meaningful express
sible. mme,mcmwmmmmm
it is many times the total energy in the universe i

Tus, although -
lhplauchuq; o is in principle saluble by this
there is
cacrying ’ | fundamentally no possibility at all of
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G b poosmmt peiesss Sds d5 GA1L Pur tn €20 saage
of the fumtamtis, yot swsctss weuld provide caly eme sebiing, thus
alloviag ws to road eze SPecifis neesage ead premly fasilitelisg
resling other messagss st over the smme link on the smme day.
Bven with full knowledge of the rotor dox, struight exhaustion is
not practical.

' In etihes br 1hebll Ghmples, Mue proepect vould have bem
gloomier had ve assumed, not the use of all the statisticel structure
of text vhich Shannon's vork indicstes, but instead anly the use of
singls letter frequencies, letter pair frequencies, stc. Instead
of a redundsncy of b bits per character, we should have been sble to
use only 1 or 2 bits of redundsncy per character. This wvould heve
miltiplied cur computing labors by s fastor of from 4 to 2. In come
parison with the large facéom actually pregent, such a factor is
nearlyneg,ligi‘bh,mﬂ.miéht indesd be entirely campensated for by
increased ease of recognition of structure. (It would, of course,
call for 2 to b times s long & message, but the stendard practice
of subjecting to refined exsmination only those tritls with satise-

factory simple statistics would allow us to take advantage of the

pinineueotmitimvith:utrequiﬂnglmgnrm)
















A §¥7-point rotor is wired t0 comnect esch of %7 given

points to one of a secand set of 47. In a givem position this
can be done in

47! = 2.59 x 1077
vays. (If the same rotor in different positions is regarded as
equivalent, there will be 47!/47 = k6! = 5.50 x 1097 different
rotors.) A 47-point hot plate with 23 or 24 points hot or a 47-

point ring with 23 notches can be aimged in
b b7
[2'3(] = ﬁ:—‘?‘g‘_—: - 1.61 x 1073

ways. A machine made up of a mmber of such elements, each of which
may be chosen separately, has a mmber of poesihle configurations
(combinations of structures, arrengerments and settings) equal to

the product of factors, one for each element, vhere each factor is

equal to the mmber of configuraticns for that element.
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At the other extreme, if the uleotimlgﬂ arrangszents

of rotors and notch rings are known, as is the wiring of the hot
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BLX TPAYYIC TNTEACEPT AND BANDLING

We have noted in the body of the report that the globel

------
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the primary expense of the commmications intelligence job. Te
tremendous flow of material so harvested into NSA headquarters at
present sorely taxes a staff of 10,000. Largely becsuse of the
necessity of transcribing incoming material into a suitsble form,
serious backlogs bave repeatedly arisen either in the processing
of materisl or in tke avﬁilability of material for cryptanalysis
or treffic analysis.

Clearly, & more rational epproach to the proper sampling
of ’ﬁ_j iz necessary in keeping ths materiaml intercepted
and processed within reasonable bounds, and this matter has been
discussed in the body of the report. However, the smount of material
vhich cen be reasomably intercepted end processed depends on the
intercept and processing methods used.

While the bulk of present traffic seems overvhelming when
measured in reels of paper and msgnetic tape and tons of hard copy,
1t is not necessarily urmanageshle when considered in temms of the
speed of modsrn electronic camputing machines. For instance the
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of 90,000 bits (binery units) of information (pulses) a seecmd.
Acoording to our estimates, this is e few times fuster than the

Mmﬂdmuhﬁnhthtm Moreover, fast printers

rate of 2,000 chnncters a second, corm@md.tng 40 10,000 bits =
second. }!mn, ﬂmmmﬁcnmtoam'nonthepmpermrt
of magnetic tepe, a considerable portion of it could be turned into
hard copy (page print) by a few fast printing machines (1f this were
useful or desired).

These prel iminary remarks have been made chieflv to indi-
cate that it is within the scope of the present art to design
electronic machines which could cope with the entire input of
materiel to the R8A, 1f only that materisl arrived in a suitsble
form end if proper use were masde of available modern methods of
data handling and processing.

What is8 celled for in traffic intercept handling is a
well -thought-cut program for mechanizing and expediting =11 phases
of the handling of traffic in bulk, in order that the persounel
employed may as much as possible be employed- at tasks requiring
their powers of human judgment.

Cne important problem for 1n.stance is the mechznizatioa




hes alyeady designed schenes expested 0o be im the £ie1d by Jume,

1961, whish will take down these [1111l11l11:.:::] vith least
marpower. I8 wes estimxted that pestepe:ilillliliiiiiiiiiHT

however, vhether or not the receptiom should be directly translated
in the fiald to scme punched tepe or cther machine-sccessible form,
in vhich a rspid mechanical word-recognition survey could be dcme.
Our later dis~ussimns of plain-text p.ocessing will return to this
issue.

It 1is estimated now that as much &s 80§er cent of gperators’
tine in the fleld may be spent sitting waiting for a signal to come.
The possibility that an operator could momitor = fairly broed band-
width by usc of a2 broad-b;md recelver should be explored. The
question of how much could be covered by a band-pass {ilter without
specific tuning should be answered.

It should be possihle to improve the quality of the large
volume of sutamatic interception by better receiving antennas. An

antenna study is emphasized in sections on the research and develop-

-----------------------------

. e .
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important to have adequate quality of reception for traffic analysis
end identification.
Because 8ll the KSA's activitles depend on the accurate

interception of signals, N8A should exercise a strong technical
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siventages of sush resording are thad 1t 1s less bulky then eudls
reecyding snd that it can be reed move quickly and eertainly by
electronis machines. As indicated, the dissdvantages exe that
devices for transcribing signals digitally handle canly one system
cr one type of systam, end that if they make a misteke oo & wesk
signal thers is no way of reprocessing the data as in the case of
sudio recoxrding.

Eopetimes hard copy is msde at intercept points. While

hard copy may be made for immediate tacticel use, hard copy should

never be the only transcript of a received signasl. All received

signsls should be recorded an magnetic tape so that they can be
sent electronagnetically and antomaticelly to processing centers,
and so thet they can be read by machines. Even signals typed out
by a listening operator could readily be transcribed to tape at the
same time 1f s suitable machine ware used.

At present;, a good deal of punched paper tepe is used in
R8A coperations. Coanmpared with magnetic tepe, paper tzpe is slow and
bulky, snd its use must prove expensive in the long run. Every effort

should be made to do all recording on magnetic tepe in a uniform

mnenner.

If a wise sampling of traffic is to be made; it is important
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vay. This is a step in the right direction, snd the matter should be

Tactical consideratioms maske it most desirable that recog-
nizably relevant material be sorted out near or at the point of
intercept m&md.e immediately swvailshle for local tactical use.

It is equally necessary to sort materisl as to its urgency of trans-
mission, so that limited facilities for electromagnetic transmission
to NBA hesdquarters will be as efficiently used as possible. This
latter operation can only be effectively carried cut by persons of
high caompetence. The shortage of such persons makes extreme decentral-
ization ol this latter ta.ak impossible.

The final stages of field processing cennot be effectively
decentralized and certain‘ other stages shoi .l not be. The KEA has
elready recognized the advantages of concentrating field-processing
operations at a few points. (Indeed it has considered one processing
center o111 iITITINIIIITINTN T A trend 4 thls dlrection is
inevitable snd should not be blocked. Same care may be required,
however, to protect the requiremants of tactical companders. Haxd
copy of manuelly transcribed messages can be furnished locally, either
by carbon copy, as at present, or, in the future, in parallel with

the magnetic tape for further processing. To this possibility there

may need to be added & word-recognition machine cspability for local

h oA i T N A e e






Eestrunie mashines oculd be woed to sert snd setrenseride
roxtine nessegee ascanding ¢o eallsigns or standardised headings.
They eculd paxheps perform certain editing fumcticus in reprodueing
sush messages in a desiredle forma$. The KBA has begum ¢ consider
such prodlems, but it is urgent that more be done about them.

Elsatronic dsvices could look in messages for key words
or phreses. They could sort and transcribe messages co this besis.
Again this has been conaidered,® but it has not been adequately
ixpl emented.

----------------

...............

is being done in this way, and machine methods are used as a toal
by cryptanalysts, but machine decryption should be extended and
mechanized, as discuuedn elsevhere.,

At present, the RSA has comsidered the problems discussed
above, and it has often comsidered them intelligently and thoughtfully.
It hes not done encugh sbou' *hem, however. BSamething more is needed.

Partly, what is needed is a careful enalysis of the real
problems of bulk traffic intercept and hendling, to see what can be
done now and vhat should be done in the future. The traffic handling
activities of the NSA should be organized and equipped accardingly.

Partly, what iz needed is vigorous xucarchu:.iddﬂalqunt
M directly at overcoming problems of traffic intercept and handling
and making them faster, more flexible, and chesper.



- PESGRACTNG KETROND
Anjcrprohlumhdviﬂ:ﬁnmctmm
scsle camputing and data-processing machinery is that af progremming,
the process of trenslating instructions from the lsngusge used by

peaple to the lsnguege used by the mechine. The modern stored-
program mechine is a txuly universel device in that it can, in
principle, sclve any problem that can be salved by eny machine.
There are two obstacles, however, and either may make it impractical
to salve a particular problem at a particular time on a particuler
machine. One of these is obvicus. It 18 cost, elther in dollars or
hours. A particular problem might 'Del too large for either budget

or patience. The other is that emong problems that are small enough,
there are sape that are too hard to state to the machine. A problem
may require too many men-hours of too high & calibre of prograrmer
to translate the statement of the problem into machine language.
This sppendix is concerned with these problems which are now too
hard to state. It recommends a course of action to alleviate the
difficul ty.

In the course of the Panel's work, it has considered the

LLLL‘_-
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standing f mbenatis noching eryptanalysis; so that some Gsy i

...........

. e
---------------------

ihen a task has been performed by & machine, one usually
bhas & mich elesrer wnderstanding of 1t than eculd be obtained solsly
through lnmam ingesnuity, intuition, and imeginstion. It is common
experience emong progrumers that if one thinks he understands a
process end then writes a prograa to naks a mechine do it, he ettains
a much more profound understanding of the process. The act of
prog:mingwpurstombdectthepro@mr'smﬁmtmingto
the serutiny of scme kind of a "logical microsccpe” thet dstects
meny subtleties which are not evidence to the naked eye.

In sumnary, there are tvo advantages to research on autcmatic
mnachine cryptanalysis on sinplified or small problsms. Oue is thet
the activity develops the art so that it may come vithin range of
the big problems, and the other iz that the very act of such progrmme
ming will reveal things shout cryptanalysis.

The thixd spproech to the cryptanslytic progremming prodblem
is revealed by recent progrmming dsvelopment s mothrﬁ'w. It

has recently been shown® that progrsms omn be writtem to enable &

¥ "ihe logle Theory Machine,” H. A. 3imon and A, Bewell, in Trsns. IRE
Prof., Group an Informstion Theory, Septeaber, 1956
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m-bmmumm Farther vk i
Mmamnmwmdm,
e Messachusetis Institate of Sechmcliogy, uw—xi—m
Jachines Cxporution, aud elsevhere. It appears that thewe may be
& very close relation detwesa this theorem-proviag type of progrmm

---------------

andm tet could be u"'*‘1':'.'.::::::::::::::::":7:::::::: ™he
m&swmummmmwmu
thet the machine mskes shrewd guesses that it later tests snd by
50 doing is able to prove theorems that would take much too long,
sametimes even an infinite period, to prove by the conventional alow,
plodding, systematic progrems. The cryptanalytic parallel is that
by guessing at a eridb and then checking, one is scmetimes shle to
salve & problem by hand ff:.ster than a high-speed machine can do it
exhaustivaly. If these new methods of progrsmming can be made to
allow the high-speed machine to use guescwork efficiently, a great
increase in speed may be possible.

In summary, advances in programing, unlike improvements

in machine technology, are always immediately available for zpplication

both to current problems snd to advancs the science of programming.

Thus there should properly be an extremely rzpid progress in the
production and improvement of eutamatic cryptanalytic progrems Just
25 has been the case in programs for mathematicel camputing.

Racommendations

The Panal recamsends that the Agency increase its effort
in programing research by:

B






Infommstion theory tells us that much gtatistical structuye
mmu-mmmuu;mmm, ®afsp

----------------

mumwmmmmmmmmnrmwn
aod neny not-soe-sizple strustures. One of the arts of the oryptologist
has been the dsep end refined study of machine systens in the hope,
fomerly with encouraging successes, of finding not-sc-simple Dt
not-too=complex structures which would roveal significant information
nbaztthammhimcrits_a;rttmgn. Unrendomly freguent repests at
interesting and significent distances, the use of vindow indaxss,

etc., are exmyples.

............
--------

ammmmmmmmmmwumum
be there, we will pryobsbly hsve to dsal with note-so-simple stetistical
pettems. Tvo main difficulties stand in our way. First, difficulties
of calculsting individual measures of individual sorts of noteso-gizple
pattems. BSecond, once we consider not-go-simple structures the
multiplicity of possidbls structures we must consider rises repidly.
Both of these factors coabine to present a difficult computing loed,
tut camputer speed snd logical flaxibility contimue to fmprove.
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evidently require a large smount of computing of a rether elementary
sort. 8ince the ocutputs are probebly simple correlstions independent
of ay time reference, the use of computers involving a very largs
mmber of elementary parallel modes, as suggested in Appendix
suggests itself.

L. Operational experience.

There is a precedent for such displays in visible spesech
and in visual xeans of underwater sound detection. To perscos
familisr with these fieids the stertling power of the eye in picking
out an elaborate pattern in the presence of a diffuse background is
an old story. In underwvater acnmci detection, for example, the eye
provides an additicmal integrating means, aside from that provided
by the ordinary filtering in s sound spectxograph, vhich pemits a
very low-level signal to be detected in the presence of a high-noise
background. Moreover, the patterns can be found not only for statiomary
vessels, with fixed signal frequency, but for vessels moving in
camplex ways, so that the patterns vary gradually with time. The
situation in visibls speech is still more striking. Here the
instantaneous patterns are themselves camplex and follow cae asnother
with grest repidity. The fact that we car visually detect and read
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and uss of aujcmatic word recognizers, present-day teclmology offers
poalibﬂi‘li;ldifdch d0"adt deea to hev@ besn fully exploited. The
possibilitiss vhich follow are presented both on their owm account,
and as illustrative exsmples. Xor convemience and simplicity they
assume input from a six-channel magnetic tape, such as that used in

--------------

-7 el e el e | data processing machine. The techniques are, however,

y s e s as s enae

applicahle to any digit input.

1. Utilization of the principle of the 'Dismond Ring Trenslator,’

a standard telephone exchange companent.

The genernl scheme is indicated in Fig. 1. The characters
are fed fram the tepe into 2 shift register. If the characters are
6-bit characters as indicated, G bits may be fed in simultanecusly.
Either 6 perallel shift registers may be used, or the bits may be
arranged in serial form. When a pew character iz fed in, either
the 6 parellel shift registers each advance one positica or, if
one perisl register is used, the reglster advances six positicns.

As outputs from the registers, there are availeble same M ‘pa.trs of
leads corresponding to the M total bits in all of the characters
of the longest word whose presence can be recognized by the device.

Far a given bit, an approximately constant valtage ocutput on the
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ESTINATE OF TECENICAL SITUATION IN CRYPTANALYSIS

It is very difficult for a non-specialist in the cryptogrephic
field to provide = very penetrating eppraisal of the technical positicm
aof the field. However, it secems important to say samething in this
regerd, if anly to emphasize the fact that the central difficulties
are in fact technical and intellectusl problens of a high order, and

tinat management and engineer“mg decisions wtich do not recognize this

central fact cre not likely 1o increase our actus. proficiency in

" jzed than sclentific research, has much of the exacting character of
such research, particularly as this chevecter is exhibited in research
in mathematics and theoreticel prhysics. It can be evaluated only by
sinilar standards.

Cryptanslysis hae always Deen a very specialired art based
in part on a very high naturel ecwuwren in perticular directioas, and
in part oun very great experience. Before World War II it involved
lerxely the diligent study of the relevant small numbers of messages,
such as diplomatic messages, known or suspected to be of importance.

Since then many things have hezppened. One is the fact
that cryptanalysis iz now in a sense "big business.” The COMOIRT

effart in the more or less routine collection, transmission, and
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suffisiently complex %o provide unresdshle messagss evem if a

0

cortain pumber --.::::;::1:111l1.] MNoreover, present eipher machinas

vhich lend themselves extremely well to the present electronic art.
It should not be difficult with modern electronics to provide very
campact machines with significantly more complex and flexible
coding even thar the present mechanical systems give.

It is the Panel's opinion that the advantages will be
increasingly in favor of the cryptograpber as against the crypt-
enalyst, in spite of the introduction of camputer techniques. This

may mean tvcy machines sre or will become 80 sophisticated that we

can no longer hope to break rrjmept o an
accidental and irreguler basis. 'he Panel's opinicn in this matter
is discussed elsevhere in the report. 1t is clear, however, that,

without regard tc one's ectual prognosis, the stekes involved in

the ability to read - LA el R A

ficlently great to induce us to make a strong effort to maximize

cur competence in the field. Moreover, it is only by the most

------------------

......
---------
---------
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as they, too, become more sophisticated.
The first element in such an effort is the establishment
and maintenance of a nucleus of the mogt skillful possible analysts.

It 1s important to notice that it is only the highest level of skill
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$ho BBA fattisted 8 presisivg recuapeh yrogiEs Gsversl
JFeurs ogs, ead i gpesss Bt Niis will poy inswveastsg Gtvideads
fa the fetare. e Fanel belileves, hewevey, that Vhe ressarch
progrea Gsoeives omo pireegthentag end sacrimtdeg. A3 pecesd
its most eamspicuces achisvement has besn the estshlishment of &
large-scele develepment progrem for nev casputer machines of types
likely %0 be usefil for the Agmcy. This somevhat hardwere-
centered progren seems to give insdequate emphasis to the more
subtle aspects of the Agency's prodlems.

For example, the Agaucy is probably more deeply interestsad
in basic cammmicetion thecry and in the complexitiess of linguistis
structure and high-order langmge statistics than any other group
in the comtry. Tis iz._afieldotgiwaat subtlety and challenge,
affording meny cpportunities for open and rewarding scientific
advances. However, KSEA sppears to have no work going on in this
cr relpted information-theoretic directions.

The problem of recognition is elso ecrucisl. The use of
visual displays as apdesiblem of recognizing and identifying
obscure logical structures is described in another section. There
is also a very important recognition prodlem involved in the

.::ﬁ;:;:—:::::;:ﬁ:::E::::Jm other situations which seem particularly
pranising for exploitation. -

Such very subtle questions deserve serious research over
a period of years by a mixed temm of mathematicians and statisticians,

_psychalogists, and engineers. It would seen that the Agency should
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ZUEORT AND CROSNIEARTON OF PAEEL
(en Tocmology of Forsign Commmiestions Tatelligemes)

A lstter from the Presidemt om May 3, 1957, requested

---------

-------------

] Boaxd of Cousultants cn Foreign Iotelligence Activities, as sp-
proved by the Presidant mnd reiferred to the Secretary of Defense
eod the DIrector, Cffice of Defenge Mobiliestion, on Junuary 29,
1957,

Jach a ponel was foruod by the Science Advisory Camittee,
Qf#!, and hes had a series of hriefings by representatives of USCIB,
insluding the following) * GIA, F2I, NSA, NTPC, OIM, Stabe Doparte
merct, and ogther roups eonsuaing COMIUT outmut, such as NHetionsal
Ixlicsiion Canter, Bational Boaxd of Fstimates, etc., and a USAFSS
oIous. 1oc arsse of study ves broadenosd to cover the whole renge

of coasunications intellisence and also ELINT, as secoed Decessary

« s o @ & @ S I i Rt s

to essess thorougaly the[ 11111Iiriiiiii]problen. About 25 detailed

seosiaxi were: coupled with auvercus supplenentary studies. Cone

i ference. aamy! the malmmbers authered about 20. The Federal
prentleg vere both friendly end cooperative im providing sensitive
material, uoet of the meetings were 7ith FBA experts, whoes
villinsness to oeet the Panel's requests for highly specialized
infomation vas matched by their diligence in orgmnizing end

canpacting 1%,




intell igence more gensrally cams up repeatedly. Accordingly, the
Pmlhum:pechlﬁndinpmtechﬂnalactiﬂﬂu in this

field which may be availsble separately.

The crucial position of field work (interception and
processing) in both the cost and effectiveness of the COMINT
program caused the Panel to seek more information on this then
could be reasonably gained in Wa.abingtcm Bence, at a suitable

time, which covered much of September 1957, Drs. Garwin and

tive apd restricted than most scientific people believe can be
effectively studied. 1In this case, however, the cooperation and
disclosures of the relevent agencies were mostly superb. For
this, thanks ere givem to the Department of Defense, in particular,
Genersl G. B. Erskine; the HE8A, in perticular, Liaute;:ant Cenezal
J. A. SBanford; end to the Central Intelligence Agency and the

Federsl Buresu of Investipgatiom.
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i Mook meve them peraiscion, howsver, is Besessowy %9 give
o sedisfustery srvey of omplex eommmissticns intelligmos
toctmalogy. JFor the mmevens brisfings vhish cbjestively dis-
played the ESA werk, Dr. A. Sivkov (with the full cogaisance of
Brigadier Gensral W. M. Burgess), Mr. A. Levenson, Dr. 8. Kullback,
and their associates went to endless pains in completeness and
clerity. They heve.our gratitude also for hospitable, but private,

i

places where the Panel conferred, and studied highly secret material.
Indeed, the Panel could have handled such materisl, and

worked out its own findings, only with the constant, skillful, and

highly understanding support of the Office of Seeurity Services,

RSA. Its assigmment of Mr. J. A. Groams, Mr. A. :. Mathisen, and

others to facllitate the whole project wes essential to its progress.
Perspectives e;:temiing; over the whale scope of modern

hunerican - ryptalogy and communications intel’igence were exgirtly

end generously givea the Panel by Lieutenant Geners® Ralph Cunine

e e et e e s i sl B R s B

Advisory Bo&rd. of RBA kindly briefed us o f.eir current
considerations.

The Office of Defense Mobllizatica wes neadquarters,
with Mr. D. Z. Beckler, of the Science Advisory Commitfee, making i

the wvhale stud,y cogent snd opereble. We thank him end









