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--. ~ Pft u ,-.u-. IID4 eo,.late aaa,11 to wt 

-., Jd.&b-l,ffe1 01111111J1-.mau.1<1&t1caa. COOft u still. c4 a:z 1at-a.1m. 

c.iJ.y further l'HeU'Ch vill 4ucl.oM tbe poaa1-. .... 
'bUit7 and extant ar e;qaloitability. hen with the greatut 

opttm1sm_. it u cl.Mr that : : : : : : : : : : : : : : : : : : : : : : : : : : : ~ ~ ~ : : : : : : 

~:::::::::::::::::::::::~i~~~~~~~. Our c~ bel1.eTe tha 

ecne c4 our own c~r macb:tnaa are entirely unrea&lbl.e with fbre-

•uakl• tacbnoloS1', na U the ClSIIY hu a CCDplete macb1ne, aa4 

w haft no nucm to feel that a ~1m1lar 4agrN ~ NC'Urlt7 1a 
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Oll1y ~ ":""!M!Trh c:m tbe fundaaeat.&l p:rcbJea ~ 
. .......................... ------- - l' 

cryptalogy, u vel.l. u: ... . . . . .. ····· .. .• ::::::::::::: '.t..b.m-
_ ___ __ - --- --···· ·· ( 

ael.vu, can ve hope to deal with the in,c-i-.111~ efrectiveneaa ot 
.,... ; ............. , 

the cipher macb1 nea or : . : : : : : : : : : : : : : lllld. pemapa to read messages 

tha.t a.ra now Ulld.oc~ral>.la. The C1'3.P~ DHL1.a ma;rlmu 

uai.staoce f'rcm:::::: :· acti.oll undertaken to d.ucover both bow' 

ena:q cipher mach1 D41I are coa.struct.cd. Cid bow tbe.7 en uaed. 

11mit a:w, I G ~ 1n the ervent tha syatc 1a or.ached~ We mu.at 

u&Ulile tbat in m&zl1' caad aucc.eaa, b,- vb.&tever metho4, ma.}' mean 

the ability to read either a mall gxaq> or w1•ae• or & coo-

tj 0111 ng szr.all 8fflWM't of meas.ages, rsthar thaa. the OCJ:Dpl..et.e tratt1c. 

S~eJ• can be most ettect1vel.7 a.,loited by integrating 

tom proce&aing ~ C<l<I.ff aDd. II.Dll 8Dd. by qeed1J38 end improvillg 

coJ locticll m:Jd. prooeutna. ~ calla ~ aata1n O"'i11"1 z&tioo&l 

m4 tecboological cbanpa, m4 tar at~ all& .trecUve ~ 
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.... l1oUl ... - .., -~- to ·:::=-=-=-~: ••• . . . . . . . . . . . . -. 

m I\ Ill ll I I I I I I 111 I I I I I I\ I\ 111 I I I I Ill\ I I I\-\ 1111111 I I\ t \rm\.\\ r 
a--•• ute11vd:ns a ~ 1"eNU'Ch iDIIUtuUm en 

the pattan r4 tDa Alencw- ?t uoul4 cmhine ISl.'a pr11ent 

c~ and ma+J>«n&tioal. wroh peq,l.e, the best poupa 

-., ---.•n~ ,_. •:::::: :: . ; ...... •••••••• • -i .-.~-
._. WV.. ...... ~ •••• • ••.• •••• •• • ' ~ ._._ ... 

••:::::: ... •••••• •• •• • •• J 
..... ------ --

(2) 'fhe ov-er-r1ding Pz1:oritz ----~ to the ,..,,,,,.ns ~ : : : : : : : : : : : • -· .. .... ..... ·. 
: . . • • • • • ·: ·: • • • • aboul.4 be reJaxed. '!'he 1nt.el..lectu&l probl• 
••••••• • ••••• •• f • .. - - - .. -: :---=:-=:-:-· t 

• I 

ia muah too rernator:, to yield to .. 1n11tratiff pre8SU1'91 lmd/; ,Al 

I 
,~·.p 

extrme snpbuu en th1.a ODe proJect bmpera t.he Dl ID4 ~ 1· \ 

li~tl.es 1ta many "11JAble ccatributioaa in other c11recti.ans. / 

(3) The nai-reaearch canponeat.a ot HSA abou.ld be Judp4 aoJ•l7 

011 the baaia ~ the timely prol!ucticm, ac4 ett1cimt 8lJPlU7 

to ~, ot iut.eU1a:,er,ce dorived. traa all~ U• 

pl.oitable camunicationa m4 ~ronic 1.nM1"09gU. l'o tb1a 

en4 a much more~ P!Oe• ~ ~,st«u-~n!I~~. ~ 
·------ -- • - f • · - • • 

nquired. '1'be ~ program, DOV~ h DA'• 

I/», vUl. ~ -1'9· ~~. ~ -~~-
(la.) To thu m4 al.eo, ,.. l'e()IN +A the ~1bil1t7 for ... ~- 1· 

t.ml. ~ ~ Jroce.8~ ~ -~1a be ... , ... to t.ba 
--·-·-&:-.:..:-

Jattma) a.curit.7 ~-

3 
-T' a 



dll ,.,,_. 1-.i1s,... ~taaa.,, ~ l'8qlWN 

(l) • I 21• mc!mnni.c Mil ~~!~Pl ~!!,,-,?_Gt~--

1■111• -. ftal4 paus •tac .-zm;,1ma, (11) uwte et t1al4 

4 •! 1 r 1!'1 ..Un~J~ te the EA, (ut) a ~ teeJmfcal 

~ f/1 -.t ail i.. mm 1a ~ -4 or i'WJ'bl• ----- -- ~ - ··· •. - • 

I g!a.tSGII or tac1Jlt1• ~ tM ~ NrV1.cu. ~ 

Ula 1111 11 .. e111a1a flJf fte14 o,ent.1m• ottv tb8 ~ 

uc±@_t.v tor 1~.!_!!I!.~ ~ ill • wmicatcma 

taMJJts •· 

(') 11•1111-ra1&l r a· cs:.. • N1J • pln:14 •:: :::: :1 coatril11Aioa8 . • -

(T) .. .!!...,,, - Sfflll fl&11 ~ -tT ~ -~--~ 

1111 .iawuw :.!!!!!fD!P '!'~~ ~ ,....,.m, ~~~ _in• 

~1!~ .s! • .? .. ~.!••~ 1qa1S&1~ 1a the ~ - -~~cm 

.,, ..,. '··- .... .... ,at_. .Un.Uea. 
-+___,;;,,-;;,-..-.v~ ~•--, -~ . . 

Miff al ■m ... '"9,1 Air• iA cu ~ vith a ffllP8bJe 

1111&1111 ,_....,...,_ 



.... 

I 
•.J 

!be Pwl. UI b!ail "7 tM lot ... MYiaor7 CDwd"-e 

of ta Ottioe ot ~ ~s.11,at-1.011, n ~ 41recticlll at~ 

Prea141mt, hu &tudicd. ~ 4eriva.t1oa or toraign intellta,ence, 

part.ioularl.7 traa tba aon MC\U"e coded comr,,oj,:..&ticaa ~ ~ 

·:: :~: :-: :·:-: :l :tt vu early~ that 8G1lle other JNtW. ot 

gajnh:ag toreign ~ aboul.4 be included. in the at~, 

and, after ~pro,prla.te con.ault.a.tiOlla, the cba.rse to the Pa:ial. 

'W'ru3 s~~vh.c.t b:-oadened. 'l"ne vork or the Panel. hAa been chief'ly 

b~qed. on inf'or:::.a.ticm ~ r:rcr. the • ltlA, es the principal. 

<.:"-:r~cU1 oi· !.\::!"Ci ~ ca:nun.ication.a 1ntell.1gcn~e, but t.ho o.oopera-

tiw or MYeral other government agcc.1u 1a acknovledged. 

'!be Panel hu been 1Japreeaed by the cmpl.exity of the 

ceyptanaiytic prob.lea, an4 the variet7 ot mil.1:tary., political, 

and technoJ.oG1.ctu ~oo■iMrat.10128 which enter into tho over-&ll 

■1tu&t1on. It has been particularly 1.mprNaod b~ YUt. ~ 

vhich rocen\ ,oara baYe bl"OUlbt. Jama tbaae are 

(1) A gi"8&t 1nc.reue 1n tba ralatift ~ ~ 

Caaft act1Yit1u 4ue w ta hat ~ tho· 

': : : : : : : : : : : : l AU ~1all.7 almt ott 80 ~ 
1• •••••••• • __.!,...•-. . -·. -, 
uaual ope an4 l:..:.: : : :J IICIQIN9 ~ 1Atel.Upa,et. 

'l'ha bu le4 to a gz..- 1laczNM ill t.be bwJt 

t4 ~ coemrr ..-er1&1 CCll;Mlft4 vit.A 

eay~~:per104. 



wotmo1 wa at an,nc z'Qr 14:1111 ~ le4 

vit.h the &14 ot the l'llpi4ly 114YaDctng art 

ot electronic CC11p1taticm. 

'?be 1H,gn1tu4a ot these cbenge-. u ao great that the role 

o'f C<JIIllT 1D our intellipnce effort cannot be properl.y judged an 

the basis ot pNYioua experience. In~18ft'JC'A pl.w IID4 actiou 

need. to be tho-1gt,t t.hrougb haa the beg1M1ng. !he Panel bu 

made no att.pt to undertake w.ch a caaplete l"ffiev- It hu, 

hovwver, wrged Yi.th a maba- ot conclU81ona1 vhich it feel.a 

aust UD4orl1e uy general reeanaid.eratioD. It. ccacl.uaiou IID4 

NWanendet1oaa are upreaee<l 1D detail 1n the TU"ioua aecticma 

of the report, 'llhich are auamarised below. 

1. IntroduotioD 

Ila.ah ot the Ju4pent ot the Panel coocenrlng the intelli­

gence probl• relate. to t.be be•t utilisaticm. ot our nation&l tech­

n1cal abilitie•. Becaue theM are CODC«ltn.t.cl 1n U. DA., the 

■tl'llot.ure an4 operat10na ot the agency are sub.,1ecte4 to MU'Ch1Ag 

acnti117. Blto· endetiou tor cbanpa ■baul.4 mt be oc:mavu..4 u 

a crltioia ot tb&t h1&b].y ccmpetent apno7 1D 1U :,r••t 1'01.e, 
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UtlaCl II• - euw 11!91 II t,11111•, 
99 _ .... • ........••••••• .... . . . . . . . . . . . . . . . . . . . 

················ : :: '\--
.. nat!nl2 ftiMclV POlllt '- 11M■I • tllil _. o.r 

c U ·-•1• ta. w w1U 1-8 able to nel. • : : : : : : : =-~ : : : : : : : : : : : : : : : : 

: : : : : : : : : : : : : : : : : : : : : : : : ~ leu tball t.he b1ahMt; . 1eYel are m-. . . . . . ~-~ --

c~ by a uch1ne caJle4 ,: : : : : : : : : : : : : : : : : : : : : j baa not bee \ 

rea4 am4 the Panel. bellnea current and uaotul reeding 1D 111nae t.iael 
. \ . 

U'1m,l 1kely b;y a~ia un•1ded .b7 . : : : :::l acti'Tit7. JD b-

Cl'9U1ng ~ ot both:·: : : :-: : : : : : : : :: : :-:-:: ~ ~~ : ~ ·. ·. ·. ·.: •. •. ·.:::: •. •. •. :--::-:-
.,,_ !,_ '!.-.!- . • • • • • • • • • • • • • • • • :____,__.__. • • • • .. • • • • • • • • • • • t 

1a rout1Ml.7 : : : : : : : : : : : : :-: : : :·: : : : : ~ :-:-: : ·: : \ The Jlmal beliffu that \ . . , ... . .... ). . • j 

th1a aao v1ll nr,er be rell4 ~ 9.l tllOJgb & rel l »at, not 

ot our choice, mq or 7UJ Dot be nail 'bec8UN ot 6A\U9 in openit1cD. 

T.be protspeet ot our be1ng able to na4 WugN -: :: : : : : : : : ~ tuwt b:, 
- - - • •. · - •••• ! 

: : : : : : : : : : : : : : : : : : : :-: : : : : :: : : : : : :: : : : : ac:m.th1ag 'llh1ch VCN14 tor the 
: : : : : : : : : :_: : _:_: : :_: ~: : : : : : .. •••• ••• _: -· ••• ' 
' • • • • • • • • I 

• • • • • • • • • 'be techni~ atra1gbttoN&rd m4 vow4 pJ'N'eeb],¥ be ' . ...... . . -----· 
be J'QUtinely (m4 appareat.17 bu besml) vbc ~ NCU1"1t7 

1a 4n1ral, 1a or~ PMllr ,-. hi•htri\OQ' 1a ~1bq 
\ 

met:tns the a1tuat1.cn V0l'M nthez' than better, ml 1lbat 1S DOW UIIII \ 

ot tbe I:::-:: :::::::~ Mi7 beor- tNa ot other, wobn1cal17 1111✓ 
l • 1 
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~ ~ ot ... a a ,,,.,,. • ;:::::::: :;(~ ••• · 

aiw ke7 tAtor att.m) w1.- .- l.-& w nsfl1ns '- rut1M, lftlt 

tt !IPJ• 'N ~ W wt nn.M OU Y1ft" Gr _,,.!• 

,1.cma 1.,.u,..,.,. .unu.. IZl thetu111 atl& t'lltlZn w aaat ,, ,, -rr-
~ & pb1J~ ol b • if.a, ill ldd.cll 111N a4 uo!at... I • 

n•11qga L:::: ~~=~::: : :::::: :_: :/ ..w. • • ...ii u utat. eMiu. 
; • • • • • •l 

to wroa mtica .. rl...t hall 1:r ~ 8°' 9d.te..:: : : : : : ... .... ........ .......... 
: : : : : : : : : : : : : : :/ ma traa • 11•• .... .r:::::: : :: : :::: : :::::: : ::: 
. .. .... . .. . . . ,, •• _ , .... .. . . ... . ............. 1 

m. 92Jl"™9 ot llftU ! 
!lie ..it -s,. Sdel'aq,s,a of t:S••>• 1a tll9 ... ,... ... "' 

JU'fl/lCCll1ftent ...... , ~ 1a--~ 

~ W tlae "fll1aa f/11ta II cl I\ ff le 1M ~ 

,a110d>t- f/1 ~ .U. ~ b te..,.. a w1rt 

~ • 1uv,.. os ,,11n111 ~ !dine, al ,,....,,. 

sa, us■r»•• ................. ur •"•-::·~===-=1 
; · ... . ............ : : : : : ~ 
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::::::::::::!-r .... tele J:JlaN.IMI • ~llllljllil ILi • 1' i.. 
... ui:, - ··••Ne. Ill •• "' rrs..., _. I s>:t&, - eflltdl 
ttr v-. .... to •c ut7······ ·······:::::::::: ... ··· ·· ····• • •• •• .: : : : : : : : : : ~ ~::::::::::::::::::::::::::: 
Sa tM ft.el4 • ~ ,_,atleil, JQIM\J•ll7 .. loitale, bwfflc 

._. ~ Jda'l~ d ~ al IJIW e1edcll. A~; 

Fina N<Rae•h:utcn .._ ■1aban1rattaa ot eoll.eaUq aaunu. 

fffflll'm1catlou tntucept an4 tbe great nmp or other ~ 

?'1141aticma call tor 1Dtegrat1on ~ col J eation IIDd 14eat11'1cat1m 

aatirttiea. ChC289• in ~m1cat1an aign•J• an4 tbe uae in 

eane;: : : : : :I ccmunicat1~ at increaa~ h1&h trequmai.es, 

incl:a41Dg the :: : : : : ; : : : : / raage, ban mda c- tiPhl rat oat1 noa a1 ra) • 

rallaticca. lq,Ucaticm and aeparate q,e1-at1Cll ~ illtereept 

taeilities, IIZ34 separate proces■ing, au.ch u in operatian at 

~ '1el4, ue Dot CDl.7 ~; thq co1Jd .lee4 to clanprcua 

~ in the 1Dteraept1m m4 evaluat101l, m4 ffm ti. 161Gt1• 

ftcaticlD, ot new aignaJ •• In inc~ ff&luatia ~ p-l,gneJ • \\ ~ 

th1'WF ~ ~c,t m4 procouing ~ TAZ'1ou ~ _Settcm• \\ . 

a1gbt lead to tragic IIUtabra or overa1ghta in C r tpD07• ~ ' \ j 
- - I"'- \j/ . I mm_ .. ,,,. - ~ act1nt1a ..,,,. ... '\\ L-

mtn. Yith CXMift aat1n.ti.ee 1IDISar the 41nct ccntro1 or tbe .... :r 

~ v1je IOCl)e IIDd ww•iv'.Uelod techn1cal ~~---&ttod U. 

J,Aj,ti' -"inc for th1a NNatial ~ of aftw1.. 

., · . . 
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oder to evaluate \be apae4 vi'\h lilh1eh tbe EA cowt ~\, 

p:roca• 8D4 llaka &ft:1lllble 111\elUgene• 1.Dtomatica '!Dia aiaa-

1.ated ~ CCD41t1aaa. 

rt. Proceaaing and. &&lz!i.a ot Cmrrnmicatioaa ~l J 11!!¥:! 

In 01"\\ar to cope e:ttici~ and p1"0'91l7 vith the 

t?eRendQll8 ~~ or ccsm,.r material of all lffel.s, great a4vancea 

muat be made in the uae of macb1nea .both in the preparstica ot 

aaterial IIDd 1n cr;ypt.anal.ys1a itself'. 'rh.1• nquiru, wong other 

t.b1nga, that mater1.&l. be recorded. 1A the field. 1n a menner auit­

able tor mach1no ~ecUng, or tor avi.tt, &1.ltcDatic camnmic&tion 

to macb:1 ne headqu&rtera. 

A vigoroua, 1.ndependaat, md vell-d11'.«lte4 pl'Qgra ot 

aystema eng1.necr1.ng and~ a c&lle4 tor, both 1n the 

~cific area or macbioe•Nadeble recordi.D& at iJltercept and in 

····-- --- - - - -
the general area ot mecb1 ne proc~saing and : : : : : : : : : : : : : : : : : : : : : : : 

~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ : : : : : : : ~j Many augge.tiala 1A th1tl 41notial boe ' - -· -- -- -- -·------ ---· ---- - - . I"- + 
already been a4Ymced.. 
- --··- - · ---- - .... - • f .. . . ;- . : .- .....•••• : : : 

V. fore1gu IIJ!!ll1pp lou.rcea @uailw-,+:m to::::::::::::::::: .. • 

caaft obJectivu abould re&llst1oeJ17 n:t1ecrS the 

eccea•ibilit7 u veil u the ~t1al Tal.ue ~ aatenal... 

huveab\7, the ~r--t!m OCGtclU d -, wa'4 

•11naee an ~ nn..at.d. 1a ...... ol eaa1..SN• 

• - . !.. · - · - · 
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JMlmiaaaMb~ .... .-•1eltle . 

Ille cdlliwR ~ abnuJ4 • aiffll •:: ::::::: :.' ... 

Gr Wb 1nem&l. MM- u 1:.M 1alaat.r1al. ebM&lt 11hlell::::::::1a 
-~-

n vUl b. pl"Ot1t&bla W cul.t1Tate M■1fonul7 ~ caly 

:i//iiiiiiiiiii!ii!!ii!!!iiiii!iiiiiii!I!f!!!ff!I!!iiiiiiii!!f!!: ... .... ... ..... ........... . 
• • • • • • • • • • • • • • • • • • • • • • • • • I 

cowrt.riu at leut in ocxwection Vi thi : : : • • • • • • • • • • • • • • • • • • • • • : 
, i .• - •····~·· ··· · ··· · ·· ·· · ·· ·, 

,.---.-. . . . . -. . .-.-.-.--.-.--- \ . ... ..... ...... 
• • • • • • • • • -~!.....!.-·- •. 

Vl. IISA--T.be Jfat.10aal. Ae90Ul"ae 1'or 9!-!m1olt1•• IJ:Jtells,«mo, 

Put ~iJN SUCCHaa 1n "949sna tu 1: :-:- : : : :-: :-: :·:-:-:-:; :·1 
L:_ • • • •• • • • • • ~ --• •-~ ~ 

: :.: : : : : : : : : : ; : : : ~ can.un1M.t10DS ban utabll.W • 14eal iup, 

a~, a •et at value• ill~ DA vh.ich 1a ref'l.eote4 1D. 1t■ 

organtr.ation llll4 aperatiooa, but vbich 1a ~ approprS.at.e to the 

realitiu ot toky. What 1a ne1"--d. nov 1a a oowplcte 41rt.im 

~ .. ~,_~ . t •11ai.. ~ : : : : : : : : : : : : : : : : : ; : ana tbe 

actual pl"D4uct1ca ot cun-,nn tnwl11pna•• 
--------~ ' .. ... .. .... ....... ' .. 
tlu ... ~ .~~ .~ l~:::::::::::: :_:.: :_:J 1.a. ~~~ .. 

••inta1M4 but at~, ,,. Y11l tD.rov ...., an ml.7 the 
·----------_...,_...,,_,.. __ ... 

--- c':::::: ot l· ... . :- .. : . : . :-: . - ~ SD the hun bu\ al.lo 
4',.._,._. ~ , • •• •• • • • •••••• •• ~--; ; ~-~j J 

m:, poaibU1t7 ot ~;: · ; · · : : ~ : : : ~: : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : :· 
,- . .. ... . . . .': : : : : : : : : : : : : : : : : : : : : : : : : : : : : : ~ ... . ... .. . . '-'-"--"-·~ 

·--- • • •••• •• • • •••••••• ··· · ··· · · ········ ·· · · • •l ~ tbe -~ '-™A..1,8 .~ • • • • • • • • • • • •· • • • • ..- • • • • • • • • ._ • • - •- ~ .~ - ~ 
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-•l1eb1nc a~ __ .PIEi 11111161Ntttatt• • tlll 1•11 
-----:----··· 

ot 1- Air:., ~:s1!_1~ m&•a pwr1 ., ~ Ill& aatb■ ~ p 
_,..aal WNb pqle ~ v1tb the.__ ot tM powa w - ·-~ .......... ... . ..... .... · ;- -;, ... _ 
--z,ftl ..a ~ Cll •• •• • • • • • • • • • • • • • • • • • • • • • j ....., »e,t91a,el ~ th1a 

• • - • • • • • • • • • • a • • • • • • • • • • e l 

iUUtutim _..,,, be ~ alcan& m& tnfcr ,t ~ JISA act.1vi.t1.u, 

8D4 11>o11, both eanduct bu1e ~1o wz,,h md attack ·:::::::::· 
- - ----. • • • • • • • • • • . • • • • • • • to the 4 ..4- .-1> '-.... __. ~ '1---~•-" 
• • • • • • •. • ••••• • • •. • p0.r.ai.o ~I I.MAv ~ ..;;;,rm jl'~v.l.W G-
• . ... .. ....... .. . - .. ..:; 
pl.oitatial. The ~ q>er&t1ai ~ sueh an institute calla tr,r 

the ultimate 1n effort &md. ael.ectian 1n the recruiting of peraamel. 

The ra:ne.1od.er o£ the NS.A Bhol1l4 have u ita enthus1aat1c 

am the moat rapid and akill.1ul supply of casmrn1eatic:Ga intolli• 

gence to users, baaed 011 ·eurrmtly m;ploitabl.e COKm1' mater1&l and 

on nm materl.&l. :rt ab0ul4 be supported by a v1goroua systm.a 

eagineerlng IIDd. develqment prognn dir&ctecl at the over-ell 

problemo ar im.,rovment end rnecl>m1 t?..ation or tbs collecting BD4 

baodl ing of materi&l. 

In order t.o aecu.:rc the moet t'nn : : : : : : : oparatiala l!IDd 

to·mBka the but u.ae ill the:n of the teclmioal knowledge ad strensth 
-) 

of the NBA, much more 4eta1led tectm1 cal cooperat1.an ah011J 4 be 1
1, • . • ; I 

'- ✓ 

pl'CJ:lOted betveen the BSA 8D4 the en. / I i 

A anall group ca:icerned v1tJ:l 1DteJ11genoa about 

ornrto10S7 sbou.l4 be utabl 1 ahed IICIDl!Vh81'e 1n tho U. s. tntal• 

8 



, c.j 

, aa u 
11111 

1111 D 

are. • ~-.IIBll!IIIIIPa!!~it-·:':·~ 
:.111~,~~ - ,. 

-
. ' . . .. . ... . . . . . 

1--- --- r-• • ••• • .-.___ ..... ............. 
• 9 • •• • • a • • • I • • • • a • ... ............... 

I • ..+iM Zlt1»N at 

~ !be::::::·:: :::::::::::: 

5. A l8'nH4 View~ 011111m1aat1caa ~ 

.. 

' 9 

ll 

l8 

~Jeeti.vea 23 

~ m COl.l.eet10n of Inwl J 1geace sie-1 ■ 

Pa.rt r1. 

l. A Nev ~ in C!anm1catima IntelJ1genee 28 

2. !be Cotst. md E:f'ncienq ot COl.l.ection IID4 
~ing c9 

3. Areu at Inte~ioll 3l 

.5. A COllect1aa Exercue or Catch-.All Operat1ca 

32 

38 

~!'3M aa4 .Apal,Yaia ~ eoamm1cat1m.s IDM£c!Rt ~ 

l.. !be ...,_ tor Meicb1 ne Proceu~ ~ 

2. t!MI Pl.w ~ ProcNs1ns 1n tM ISA 

3. !'lie PlaN 1D4 Pl'OWle ~ ~ ~­
ta ~1a aza4 Pzowu1ng 

~- nit ... fDr Pua4actal. J4'nmeea 1n ~ 
~U..otOt iilten 

~-~~~,r-_4r1_"',~ to 
l .. ... . . .... • . .. .. ..... ... ·\ 

, ....: : = : = = = : : = = = : I ;.;,;.;,~~. .. ....... , ....... .... . 



1· • 

1: : 

.. . 

, .... . 
I 
... . . . . . . .... 

I • • 

I • • 

I • • 

l: = . .. . . . . . . . . . . . . 
t:;;;':;:!:,;• · · · · 

. .. . •• ' . . . . . . ... 

.. . 

. .• 

. ... 

• • I 



j 

•. J 

191 uevrq mrm11 • ww•cu• oq1 ■1e1n,■1 Z!"!'::!I'!?!I 

Tbe Panel u•mbled. 'b7 the Science Adneory Ccad.ttee 

ot ibe ottic• or Derenae Nob111zat1on, at the direction or the 

Pretlident, bu atudied the derin.tion o-r toreip inU!l.Upnce, 

particularly f'rom the moat aecure coded c-OZ111Jrn1 cationa or the 
,,..- - .-.-. • • • • • • • ""1 

: : : : : ~::: :_;_ :_; 'nle ta.eta taced auggeated that certain aapect.a ot 

other terms or ga1n1ng toreign intelligence llhould al..ao be atudied.. 

The charge to the Panel vae t.hen, i"ol.l.ov1ng conau1tat1on vith 

appropriate individual.a, correspondingly broadened. 

Concern vith ~ reaul.ts or thi• study is associated 

with dii"f'e:ring intereata, reapons1bilit1ea, and activities. 

A.ctcordingly, the report baa aeveral ai.JU, prominent among vhich 

are: 

(1) O:f'?"~ring or judgments about exploiting the mat d1.ff1cult 

: : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : :· in order to 
.. - ---- . - - - .. - .... .. ... .. ............ ..... ..... ~ 
prc,Yide a scientific baaia tor policy decisions. 

(2) Surveying possible advances in the tecbIM>logy or exploiting 
- - - - - - - - . - -

: : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : · in order to ensure con-- - - -- ..,_ . _.._ - -.. ____._ . ·-· ....... .. ...... . . . 
sideration of the application or all preaently coocei vable 

racillties to the problem. 

(3) Propoaing a nm.aed evaluation ot toreign ~rnSi:ationa 

intelligence, 1n order to develop a aore quantitative buia 

tor the aoat appropriate distribution ot tecbnScal effort. 

SE&RET- -Esltf:JEit 
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BQtlilc 

(a.) ~ tM ♦ee>e1oa1 -·-~ ot hnhar .... 1:Mt1• 

~ ta.. atpal 1"eJJ1..,... ocarm1~7, 1Delud1nc the ,-.elet1Cll 

~ ILDf aatidt7 to CUO:lr. 

(5) &IC :mdSng acme altered t•tura ~ Jlat1cnal. 8eourit7 

(6) 

Ap:a,:.7'a structure and operation, 1n order that tM Agency 

-,. IINt the preaent and 1'uture eb&J J engN ot toreign coa­

mmicationa aourcM particul.arly veil. 

Jllrortding an open view ot the basic iaauea ~ --o-rmieationa 

intel.llgence and cr;ypt.anal ysia 1n tenna or llOd.ern acience., 

in vbich the t'uture problems or decipherment, proceaaing, 

and interception are outlined 1n generallzed aapecta. 

Theee objectives relate to the adm:1n1 atrative, military., 

diplaaatic, technolog:1~, and proteasional aapecta c4 the int.el­

ligence camnm1 ty. Because or th1• di ve:ra1 ty, a,neral lAvela or 

technical. detail are included. in the report. '!'he appendices pro­

Tide detailed. support for the conclua1ona stated 1n the body of 

the report. The technical adjuncts cover more technical. aapects 

of speci.fic •1 tuationa. 

The body or the report begina vith an introductory 

aection vhich attempts to place the exploitation ot : : : : : : : : : : : : : 

communicationa in the hierarchy of our teclmo1og1cal nat1on&l. 
............................ 

security effort. The work on the .:::::::::::: : : : : : : : : : : : : : : ; 1• 

IIUllmarlz.ed in .the second section, 1n order to bring out the 
- ~-· - . 

l e • • ■ • • ■ ■ t ■ • ■ • ■ ■ • ■ • • ■ • • • ■ ♦ • • ■ • ■ • ■ ♦ • • • • ■ ■ • • • • • I 

present poai t.1011 1n : : : '. : : : : : : : : : '. : : : : '. : : : : '. : '. : : : : : :, : : : : : : : : : : : : '. 
"-'-''-'-C.~..:__ ____ .:.__ _ _ ~~'--- - -- --- -

2 
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~ 

.,,. • ... Ille tllllll ... ,1. ·• •n ....... , ti II a 11 • .. , .llh 

..,U. _, _. 1ts!e I 

ebecfnc '-'-1JS1 ,. ....... ..,.,. tll brO,.. tlle ,_., N1e 

lNU.AII W-, be able t.o Mqllift aft Ulldt ... Sa tJae feuU. 

uatlm, 1dl1cdt •• ,. ta~ wt~ ....... , .. .. ~ 

~ to ,_,,,na or otba' d1..,.,1u.c.. !lie ftftll -um 
tnata t.be cbmg:fng pos1t1c:n, 1A f'ore1.al • m!oa1a■ idel.-

ligence., ~ ~ =-~:: ~ ~ ~~:: ~::: : :_ :_~-=- =-~~:: ·: ~:: ·:-: :~~~~: :·:·::: :·:::: :: : : : : : • 
Ci'l"I'--- .,._ •""4 - MQneetiaa. :·:: ~::::::::: :-: : : : :-:-:-:: :::: :-: : :·. • • • • 

'¥~. ~ ~ , . • •• •.•••• • ••••••••••••••••••••••• • •• 

................... 
: : : : : : : : : : : : : : : : :. : 1 71 uaU y, ~ modificatima 011 t.be tom 

and opersticm. ot t.be maJor CQ"GJffli catiana 1ntel.l.1gcmce ~, 

the 113A, ere cliacuand in the aat.h sect1.0n. 

3 
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II '1111 11 .,_,,.. nll •• •••, • at at 111da1 

•>-wfl6t!aabel&l'j, 1111111l))BffawUJ.'IIIIIPllte1 ,c, .. a • 
will. be nn11,s., 1111a •ru a• ,. .. 1,11. 9all.,. Ill e,otp,t-"' 

aaer1al ~vit.h ~ ·:·:=·===l•• S•hJ• f/ltoo« I &U ml 

~Bt:eJUp!N 1a. NtUe 1A Vhtcb - 11111. GIii' alU• am a,&1a or 

io.e aubstat1al]7.. Aa Cowram1• cmten arom4 tm ocalal Gt 

-- the m1A4 ID1 9Pirit, eo cine ~ 1~ ~1•~ 1a thl oca-

tbfo~, in peace tJme, U not in WR, fJ'lCipbered 

ca:mmSaaticn cm 'be use4 deliberately aa4 with can, ., tbat toda.T 

the S0l"ts ~ errors wich l..eed~ to wm- time aucces.,. •l&n occur. 

In pea,e 1t a alao veey much ba1'der to uaoct.ata o mJcat1nu 

vith tbe sort ~ obaenable ewuta Vh1ch might gift a clue to t.be1J" 

ccatent.. 

The JlatiO!lAl Securit7 ~ bu v1Nly bom ca: &ta\ to 

deal vith thia very dUncult &ntuaticm. ~ PIIDel -- \be JIB.A 

ea the pr1Dc4'aJ. torce 1D. om' st%'tlggle tor such infra: n,t;tcm. 

!be Pmel bel.1evea that U w are to Sldl1 cmac1a1. 

mou:ladp ~ the llNIP'XJ17, oeplb111t7. m4 intctima of~ 

CCUDU'iM, tba ei&M,l 1Dt-ell1pnne acnnnm1~7 muat be a unU1t4 

orpa1sst\al. t: :: : ~ ~ ~ ~ ~ ~ ~ ~ ~ ~- ~ ~-~ ~ ~ ~ f ~~ ~ -~ ~~:::::)haft mo--c,amct4 
I • . . . . . . . . . .. . . . . . . . . . . . . . 

ti. ftft bulk ~ ~ : : : : : : : : : : : : : : : : : : : : : : : 0 I l,_1.,. WNEI 

~ 

;:(7E,l9z?@!E':~:r l5llii)liliL 

. • . . : ·;?· . 



aipits.canoe Y1ll. be 41acnaNCl la the toUow1nc Net1clu. TQ 4Ml. 

with th1• a1tuat1on tttb azq ettectiffllMIN• our oa~~~-em_11•_cate1~~1~ou!• ..____ ____ _____ _ 

~tellipnc~--~~__prticularlT our ~_a ak:IJJ•,~ 

be coapJ.etel.y 1ntegrat4d. Di~~- ~ leed OIU7 to the 

scattering of our meager decipherment talent.a and. to an inefi'ec­

tive and ine1'f'ic1ent use of them. 

A.ccord.1.ngly, :much of the Judgment o-r the Panel 011 the 

foreign 1nt.ell1gence :problem v1ll relate to the utillu.tion of 

our national technical abilitiea. Because these are, fortunately, 

nov mostly concentra.t.ed. 1n the HSA, the atructu.re and operations 

of' the NSA. vill be st:.bjected to searching ■c.rutin,. 

Thia should not be conatru.ed u a criticiaa or evalua­

tion of the Agency in it.a preaent rol..e, but rather aa an inquiry 

into hov it could beat contribute to the overall. foreign intel­

ligence problem. At the outset ve render to the 18A the higbeat 

confidence and admiration that we know. It• technical. achieve­

ments are unexcelled., and 1 t a.i,aerves the unqua.lif'ied con.tidence 

and support of all civilian a.wi mi.lltaey department• and agencies. 
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.a.::.1oarc _ 

~l .. - . .. - ........... . 
I • • • • • • • a • • • • • • • • • • • . ...... .......... . : ............... -~ 

Dan wlle 11111.&-.. lt la.- u-1, ... ::::::::: 
• . ....... . 

~: : : : : : ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ : : : : : : : : : ·= : : : : ·: : ~~ ~ ~~ : : : : ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~-
- ._....., ail'-' ,_ ol tlaNe ee11m ,CIID.le '- .... 

-.91• ..,.__. •"'- _. w1- •1o.w..t.. •- r;-~·-• • • • • -••• 
•· JQ..J .al--.--- - i,i!i■IW -dlN ff_........,.. - 1: ::::::-~• 
,s.ca ot ~ Wit .. ,oa. Ill _,, .. ,.. .,., I an -

..,.,.of_,.. lut, -- 41fflcul.t aitJJatj(III,. 

Ill a pad •JStaa each cbaracMr ~ a wap u eacipbue4 

vith a oorzeapcccUng ch&nlcter ~ key material. !be \&Nd ka)' ma­

t.rlal (aaot.ber copy ot vhich 1a neceaaar:, tor the dectp»'l'JMIDt 

ot i. meueae) u t.hm deat:ro)'ad. It tbe uy mat.rial u Pros>-
, . . . . . . . \ • 

erl.y produ.oe4, u • · · · • • • uy DQlf aJ:most ~ u, 111114 U' tbe 
• •• •• ~ j 

1rav ta UH4 ~ ooce u : : : : : : : i.-.... 1:1c. aln:aoat cert-w1nly ta such 
~ I ....... A/19J _..._ I 

accil a, ~ theonti~ ml .Practically, gas,letelz 

unread&hle, lmll tbia tact hu lclaa bee i •• 

• 'lb.Li ~ ;;:.;..;... coe ana ot the iubJeQt c-1iel 
~ 1n it, the Cl~ 6rriNa either ~ 

or ■ncb•DN tor t~ ti:. MI09•■1w ebanoten, 

6 
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-E!f...,E!R0 
l 

• 111111 • • ar1111, ti t11t ■111 ,r • t ·1uavr1Ia, ••••• 
.... ._ • _, U f 11 .. tea a ss 11 ltf t I II 11111• •• 
-k!II 111111,.a•~-,1 swaaa.._-........ c I 2 •• 
I gf 1111 Mlat&c>, .. IIDI ■aJJjal WY tit I lill CUI 
-- -••·111 la •CH te 11 Fl 1'e RI •· ,,, .. ..,,11 
ta Z'tlll •• tll1 W-, I I -.,, a ll'ite-, .. ,_. 
... ti ■I211 & ■ISP. I el••~ •fl 2 t:le, atm• MlT:Jac ... 
llie 110 ti daan -, - 4113...t• ,._ a DI 1Jfl1t - aU .. 
fl◄!• .. •••~ .. --, UMI •••1 f11, ... ll11n11 
1rta1 , ,._._.,,,, ~•111111 ••, mt••d sa 
J•... ...,.., ... .,. haft ..... ,._ ... CIIIWrllla 1be 
~ ot a .... 11 RII' ...... , ..... el --1• 1A ta. 
or1CS,ml ..... ,,,. ... , JbW, ..... Q2>eh1•;. - ..... 
e1-.,e i.,ut .. ■II' ft.- M ~ llr tGleeS .. ._ 11ltll oole 
azu;pa ol lA:l'•· or~~ Ille ..... net AIH .... -
aicbeoMpoiipUil'tlaabe~------i.teraat. 
a -U.., intc- eth• ii.,.._ ~ ~. Txawit\Vlll!t1'D118 o1 th1a 
t.n,e, 1ac1v41nc ~ m4 Mlbnit11Uona tor i.ttera or 
8,l'UU.P9 Ott lettera puLw•a ■11 011 llll'flll71nC unita ~ a •••• 
together wit.Ja tu tiftCt UN ot U7 oautitute tpq:1~ 
R8c1wA 1IlareuN 1n the pnctieabW'7 Ott cmatzuct~•nea 
whidb. tnpnS~ carry cut ancipheriq aaehan11?&1.1¥ (fm' v-.pte, 
by turniJ:J8 ~) or al.ect.rically ('°1'- necile, by &l1gn1ng 
cartaets on m•la), or both, at a h1p proce•ains rate, haft 

,.1:1:~~ -~ -~ -~ -~ -~-'2t-~--~~ ~~p~~~~--- -~' aoat : : :_:_.:_: . ~ · _:_· .. ~ . . . .. ........ :;:: : ::: ::: :_ : _:_::: :__:_~..:...:....:..:~.:_:..:..:_• 

~• otters ome hope ~ atcceU cmly wbc 

the 1deGl Nlee an not. be1na obNrTed. Portunatel;;r, the 14-1 

rui. are not. too ~ to pit 1n pn,eUce. 

F1r1n, it 1a not 91-ite a:iaJ)la to 'talil4 a Nl1abl• 

~ tor ~ • ran4nn key. \hUe a mnber or tecbu1quu 

an knoal, our OWl ~ Yith thia probla lbowa that, unleu 

the ■ech1Nt 1JI ratha 110PlisticaW, it. t.nda to bnu ckM1 fill~ 

an4 procll1ee a b!eued Mqlaenctt• 

8eoon4, it is 4itt1cult to pl"SVIIDt 8e0Cll4 UN ~ the 

U7• Pad .,.-teaa require that u IIUCh kq be 41atriblde4 b7 

ecu.r1ea" u the total -,n1me of vattlo to be ~ '1bia 



l 
-:J 

■Ali-ell•• 12 1ae St,, •• et 11111....,.. a 
..,_.,,,.~,.,a,,, ....... 

V-1-.S .. JIIII ... bl I I U, Jilt al 1n f'1 a Na al --

................. Wltllibe itlll °NWJ O•N • C M1Na 

1 1Uste11" apm t.he ~to~•""--• Dlnlll 

tu,.. tbe Jqs •• ~ Null 9'lwwb•• ot QrT tic, 

tilm't7, ar nm ane lmD4ncl ~J w na4 a 1.azwa pzq,orUcm 

~ th1a tftffl.a on a ~ IJUU. J'w the t'1%'R tw Jll9U'8 

afta' the war, ~::: :: :_::: :: ~ ~~:-:: :-: _: ~:: :~ ~:::: :: :::::: ~ ~ ~:::: 
_ _., V •1..-a - • • • • • : • • • • • : : : : : : : : : : : : : • • • • • • : : : : : : : : • • • • • • • • ' 
~~~ ~- . . . . . . . . . . . . . . . . . . . . . . . . ..... . . 

: : : : : : : : : : : : : : : : : : : : : : : : : : : : : ~ ~ ~ ~ ~ ~ ~ ~ : : : : : : : : : ; • ~ ~ -~~- ~ • • • ' 
. .... ..... .... ~~:: .... .. .. .. .. .. .. .. .. •~::::: .... ...... ........ ............. . , ~ 
used esactly twice p~ ~ 1ibieh can be NM cnly 

v1 th tA• sreatat clltticu.1.ty enn by ~ &tiPG'ienoell wl.J,sta. 

Moat or th• intelllgence ·gl.,,.. t1"CIIL '::::: : .: : : : : : : ~:__:__3 trat­

n.c 1■ ~ to tbi• re-uae ot key. ~, no .. -..in 

ot re-use ot key be.ve bee!!. f0UD4 1A ~ ' : : : : : : : : : : : : : • •. : : •. •. •. •. : ' 
. I • • • • • • • • • • • : : : • • • • • • • "j 

: : : : .· . . . . . . . . 

ot ftod1ng & tft __. ,...,.,,le WP?Hpl tral thia »erio4 ~ to 

make a clef1Dit1ft ~ or 1lbetha' or DO\ re-ue &data 

1D the 110N ~ tlratfto. U th1.a u m,p1e111rf'"ll the aua-



.., II d!Jele - : : : : : : ~ ~ ~ ~ ~ ~ ~ ~ ~ ~- ~ ~ ~ ~ ~ ~ ~-~ ~: ~r~~~ =•=: :l !"11 - } 1 I 
ltt 11 IL It ....s.NI $ff •• ,... ._ • 1111, h I M --•••­

$ ,.1,1, te-.satlda- --- ., ..... \I ,. .... 

... ,,, .. , ,_ •• ..,i., ... Uwr .., ad.Mil ta - _, - .,., • 

... Afjl r,--to1-lllll.eto ... tldawWl---..-S• 

OC'll'l .. -11' au.ta,,tto '111th1A a 1w , .... . 

91a ~ • I ' cat.1oa ~ ..... : . : : .••••••••••••• : : : : :~ . :-. : I! 
I ·~ : : : : : : : : : : : : : : : : : ·: : : : : : : ~ : : : : : : : : I 

1• ffrT w.... !bsn ean be DO bb\ ~ tbe,7' are re ~ the 

'buie pr:t11c1pl.N ~ ftan~ pe4 uap IID4 that th87 an now 

capable ot producing k«t.Y prgperl)-. AD.aJ.Tai• ~ the ~ ~vecl 

thne appear to be unbiaaacd. ~ 1• flVV1" NelCII to beli8'W 

t.bat tbe;t are nov ~mat.in& t.beir pad ~ ~-
........ .......... 

A.t preaer:it, t.heretore, there ia no va:r ~ : : : : : : : : : : : : : : : 
•• 41: •••••••••••• 

cce-time ()f::amum1ce.tioaa except by p101nc aooeas to the key aaterial 

aa4 copytnc it v1thout detectiQQ (detecUCl:1 VQ1l4 ~ rellllt 

1n the key u.teri&l being dnt.1'oye4 witbcalt uae). 1hia 1a cne caac 1n 

vuch tecbn1cal. ~, both ill the 1J't.elJ181■l!Oe ocwmrn1~1 d. 

.. '-4 • ____ , _..___. __ I : : : : : : : : : : : : :·: : :- • • • • • • • I ill-..~, au.._._! .. ....... ... .... .. . ---L:_: : : ............••••••• ' 

1 

=-- .-.. ~ - . .. - . .... ,- ~ 

• _- 1 ..:·,:;•;;=!•T3:e-! IJ11i1M!lk. !ii!¾Ud-.'fl"'!I' 



IIIIMl1al 111111 ai. Tlu.l ISO: Ill• I ?£N9PC lW U. «-. 
or ...... , s.awao,.r9¥1151•cal•---1alortlla 

._ fl6 - eozl• 1-1 to Ille -.tt111 ol _. ONE1■1ostSOD9. 

!ml, w ap COllt1aall4 ngSlMK:e ONr t.be ~ +-eia ~ 
· ·-------::::-:: :-: . . .. .. • - - • 
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thu illYolYa • ~ ettort. 

In & aw-Ulla ka7 QVtm, f're8h ka7 IIU8t be supplled, 

~ by secure cour1.ez. at the rate ~ aoa ~ of key 

tor eeah character~ message to be tTW1m1tted. ('rhia amen.mt 

ot kq must be provided to both aender and recipient, &ad, taz 

hl.ghest security, ~ key must be pl'OYidad vbeo a sender 

v1.ebN to send the ame mesaeee to tw or more ~ienta.) 

J'omorl.y, enci~t we.a be e:xcJ,iaively b7 hand, but both 

hand end autcmatized aetboda are nov 1n use. Becamse maob1JW 

syirtems, vhere much aru,J Jer aa.oonta ~ key-l.1ka material Deed 

be securely tran8f'erm t'ran aie locati00 to amother, put far l.eu 

load ai too aecu.re tnmsnsaion and. storage or la?y-l.1ke material_. 

use of cne-time a)'Btau vill pl"eainal>~ cantilme t.o be rutricted 

to the moat 4ol.1c::ate camPm1cationa. Thus, a review ~ tbe 

"90ei.0l.oQ" at the u.ae ot cme_.time pads voul4 be b.el.Jtui. lll 

e:um1D&ti-0El ot wen, vbm, m4 how tbq are UM4 1n our, m4 

1n other, countrie11 ?rl,abt give eane 1n•tgb\ into the a1gp1ncemc. . . . . ...... -.-.. ~· .. --7 
ot : : : : : : : : : : : : ; : : : : : : : : : : : ~ 1n partiaular o1~ J ffllQ 
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.(3) • q,crwttcmJ. atw:\1 ~ cme-~ •11a11 ztst • 4erifl.llS 

1notAmv:l 1Pte1Upnoe ah>•Jtl 'be ~f I Iii, atnoe DO 

2. Mecbine J?loiRbemoat. 

For JUZlY comnm1cation pu.rpoeoa, ooe-t.Sme ~ an 

too &low and. ~ too mucll key material to be wactul.. 1bua, 

the bulk ot enciphered material lo lllleiphere4 'b¥ otphv menh!DN­

ln meclljn• anc.ipbena Jit the kc:y izs in prine.1ple o. t;;J.rly abort 

1Ut of initial Nttin8D of t.hc :uacbliw, caapriain@: a ma'bel' 

~ ab..amctera var,- Jill.ch rD-'\l ler thau the namber ~ ~ 

in the""'• to be erlCipa$1W.. 

A cipher DL8.Chine makea u.ae ~ an 811C1pheri.na box 

wich eoa-nu-t• pl.Ai.n-text. J.erttera to ao.cipbend l.dten. 1be 

eipher bQK -wq be operated by a typewriter Jur;ybollrd am4 pz'in't 

out the cipher text, o:r it 'f'IIA¥ be operate4 b,Y e. ~ypwn.t.v 

tape an4. p1'0daCe electric a1gnal• lduch an ~"-41~. 

~ Jll..:ln tat u car:r,ez1;ecl to cipher ten b7 a IIOQ) 1e fGe4 .... 

ot al.acvi.aal einu.1ta ~ch an rM.l'l'llllp4 1D ... 1a1rl.y 

e:swner ..-1rr l'I, deai,pben ~ ftffln:1na tbe ae:tr •--' 

~-. ~ Ilea 'baakwz'\la. Ctr• rs&tr•• .,,,.. 

-- lf&IN 9' Q.il&ltm" 11111118 or , ... MU llli.­

... 1 g w11111l-■1 ff6 \i«ffL, tllla .. IIIIF?w 
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a1111,rfil•llrtt "'• a 1111 • •• :n111 • 

.. JIJ'I ••·••Ml 111P111•1r wt1II-, ... iAAa~ _.._ ............. -....... -..... .. 

....... J 019FIJII Ilda - --..i-. Nd .. M➔lltl• 

fll ....... ma:011117 Cl COIII te, .. J DI of 810iill_...ll.1.a __... 

- • ---~ tile NtUna - ....... .,., ... Ja ..-U-, 
Nn&1D pane Ott tu._, uwll~ tba■■ l'llfP1riq 1118 pat1n 

pbp1al effort to __,,_, an ~ - fDz" all ... ...,, • a 

~ c1aT Clll a parUellar d.rmi,, IID4 cmly Nl.aUftl7 

11.lnOr abeapa an ~ 111 the ~ b:aa ••NP to mu-.,. 

"1ile the mnbe:r ot ccm;pcmenta 1D t.he key 1a rela­

tively auJ..l, ~ over a ~ t.be total Daber ~ c11.t­

termt keys 1• towl4 by mul.tiiuJinB the IUllber ot poaaibilitiee 

tor en.ch c- -ta;..ment Md the reau.ltinc nmhca DZJ¥ be at a n• 

IIIUCh too van to be 4.i E01 eaec1 u aerely ~. 

~ce vit.h I:arllor KDcb:!nft 

2be crypt.an&l.ys1a ot aa•ch1ne syataa tau.a naturally 

into two e,t,Qgn. i'inrt., there 1a the reoo,ei7 ot 'the lll&Chine 1uelt; 

t.bat ia, the 4e'teminoUoo ot uc.etly b0lr t.be meob1ne Vtn8 an4 tb8 

w1rtng ~ all c1rcu.1te 1n the 1\11Cbt11e am4 sq o~ 1 ta •m 11 vr 
014,cmmt.. ~, th.ere 1a th.- ~ti.an at the 1u41Y14A1al k417 

toz _oe.ch weap. Beca1ae ~ t.be ~-amt1om4 abaft, 

thia ua1aJl7 bra ks into two paru, 4"em1nattaa. ~the~ 

key an4 ~ tbs WNS'I &e;1a• ~ at t.he 

baaic proaeu ta pem.8ip8 best trca ilba ~ .-.-

~ tbe --- OD 1be D,1819 1'aicb W the prlncdrJ. aSMle-

laftl eip«r lll'eb1N uel _, aJl. tba Qe■ D 11111tar., eanl.olle 
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.. .,1rata.•1111,m1-.m ..... 11tW.a. 

Ille ••1• luelt _. a •Utt••• ot a .... 

ot tbe JIQ1ae JlaA bct'9l,a t'be wr 'bapla, tlla N8ie 1,,1., ~ ta. 

■ ·•-..... • Nl ldn.Dp ... laJaes tbe Ul7 ..... "» 

ot rem- paru, tba n,mer wb1m ~ or a nw».r or Vina 

to be p)118P4, the wbee,l order, t.ba riDC -"1Dg, am4 the 

v1ndolr aetting. 111• .-tee&er v1ru could be pbaged in w 

10:000,000,000,000 dittG2"mt ~. ~ 'libeal. o:r6en ottered 

33) peaibilitiea, the ring BettJ.ns, 676, and the V,ndc:R, Ntt.1.na, 

about cme-baU "' J J ton. , 'lhe total nmber ot posaible k8'3S 1a . , . 
the product or all these mabera, ~ 1a about 

10() .I 00() I 0CX) I 000, 000 ,f 00() I 000, OQO. 

'lbi• nrcaber 111 more or l.eu typical or the eitu.ati.00 ~ 

ey an:, cipha aaob,ne- ihe principal. t.h1ng it taocbe• 1a that. 

lazose ma'bera, 1n thfflselvea, otter DO (P1A?"Blltee ~ securit7. 

<k!J:ralm canm1 cat1Clna pro11erJure ehen,1,114 t.he firn 

t.broe parta or t.h.e aa da.117; oal7 t.be v1ndov Ntt.1ng var1e4 

trca .,..._ to •••NP an the .... ~ en ~ esae ei1'ruit. 

~ ..at tut w .bD4 to sol.ft tho J'Mlly 41ttiou.lt. ~ 

at t1D41nc a 1lbala liq~ ance IC'~ pa- cireu1t; aftG- cae 

t1 C •.- ta!' the latter~ ,ma eta.ply w 61o:1pba' tbeW­

... ""'"• .,., 111"1.l>le ..... ~-,_ aa1ee\ t11ia C111e 

1ll1tb .... er "" IUnoe tb8l'lt wn caq .-. a Mlt•11JS• 
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A m1JR IQ ell tilt IIIIS?d)SU. 1M * a 1lle 

~- 18 -.pl.et•)¥ tqun1'Ne. a1z1• ._ a tllll M••• 

!be kU7 kllk la .. ecocaplt .... lry - Saa,,:doua 

ocwh1r-.ttm ot c:hau.at.1ve trlala aDI •--1ng. nnt, cme ha4 

to psa t.he pla1n text und.erlying a abort atreteh ot cipher. 

U the ring sett.iug vu tavorahle &t thla Point 1n the cipher 

~ it hod no ettect an the recovery ot tha other three e1e­

~ant.s, the stcc.~~er, 1dleel. order, and v'...ndov setting. An 

electrical. Ci.:'(..'Uit iia& <WrlNci which could test in 008 step &li 

poaaible atecken tor eaeh ~on ot vin&:Jw setting and 

weei 01"1'.la:r. 'lbe required rnaber or theae tr1al& wa.a then 

~t one-hal! m.ilHon (ror t.he 1r1!Mbr aettiDg) t!mo& 335 (tor 

the wheel order) or saae 170 n1U1on. A large Daber or special 

Qllehines (ce.Ued lmbea) vu:re built 'Which cool4 make t.heae tr1aJ.a 

in o. few m.ill1eeconda e&.ch &l:Ki &n exfun..-t.1ve l'UD casJ4 then be 

moo.e u81.n8 8bout 100 hours or ■enb1ne time. AbcMt fifty aillion 

• __ \ dolla.-s va. ~ded Oil theN JDAC!!btDM llb1oh rwpruental a maJor 
-~ 

c!ive.rsian ot our el.ectranie llittlla 4u.r1nc the "111111"· 

0llee the routine bNek1nc ~ ~ t.-attic IJtarte4 a 

maber ot tuanbla t'aeta were ONeZ ,.i. 1!le cla1l.y ke.Y liate 

wre ~ IU!l4e ~ 1n a DC11-ftlldcn vamer an4 th1a 

~ re&leecl the IIICW1t ot aachine t.me n,cp1n4 fbl' a 

break-in; 4U1p,:,t study or 1'la wzta or tec:tpherild :nan•• 

t 
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1 I Jill lllr M1J1V tlW .. allrt1utc I 1112 .. ,.., .. ,,. 

fll 1111t l!le1• MD 'lllllllltln■I .. ._,.., --- .. 11 lhN -

11 I 1M 1161wel1~ ,,toJIIII& ._ II a t 1 IE 1h11 wJM la 

•Wir1ldtll~----..... 

••• "11Yilr "'" .... tbat w wn alale to._ ~eat. m aon 
ar -. tn.tnc traa ~ lll1til the _. ot the 11V, 1.u apite or 

.. ,-. ... ._ Oei -■ ~ a I ■GJC ot ad41Ucnal 

ecnpl1catiou into the1J- wasp u the WIii" ~ 

~ pc»a1bil1Uea aa diacualed. pr1ll&rUy ~ the 

OemM E-Jj31aa h!l4 been brilllaatq made \.lN ot 1n other cuea, 

aa 1Dlll1 masters ~ t.he c:r.rptanalytie ~, aw:h a.a Wll.lls 

Friacb.an, eoJ.ved J~ nncbiues and ee.rl.y nod.ea~ the 

UahappUy, the. aetu.a.1 roadabilit)" o~ o- meaaaae ctependa 

not only 011 the motmt ot ~ UNd, but an both tho ~st1cat1on* 

en4 ~lexity ~ the end.pherin5 machine end also~ the inte.l­

lige::l.oe and oare With 'Which 1-t ia UH4. We ~ note in ccmnect1cm 

With care in ue that althougb mcuJ-an enc1pbere4 by ·ao.t users ot 

th.1■ eaae maahine. Preeu:Dably, either the me~a enc:1~ are 

too bri~ to all.ow deciphCUDent., or eeparat.e uya are WMld. tor 

port1c111a ot 1mrr aeuagca. 

In tact, cu. & .,,_,_. ~iin& ~ u;yptoJ.oa tm4 

~• tel.1.9 u that IUCh1Da-enei;bered .... pa are iD. w 

NaN tbmntioall7 nedeble, it.a eh1.r pzwrtioal na&l:ta h&Ye 'bNll 

• '·Soph1at1..t1m .. aa ueA hes-. Nfm'a to ibe Obecm'it.7 at tM 
. ,.. ~ ." .• ·-

c-r.-,-_ -c,_.~-~-i{aiis~~~-: --,. 1""7iii .ii irn.'•~ """ 
.., . R- ,;.,,olllr. . la; -

' ;~:~ - -•--- !lit.~-
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·•--•• 1-- a,lt e, C. 1111 D J ol -• '"Cl J]al_.,. ldtllS 
11DtbetN■l .... Me6 .. &P Pit 

• Jllllldtt -~--- 14as• - - UIIHWll wan lr>i. 11111111 ai.­

•._._tile--• ot _. ■ect,! ... •'"' '- Ali=1p:aerel 1tT 

eirq ~ eUGt, of a:q ~ p:,ee1hle ...,,s+.ude. 

Ill puticul.ar, mrt.bDda ot ~ \tdm 4epan4 en the ■1mpl.e 

at=-•• d au pldM11u.. oam be, aD4 have now beeo., ...s. 

~1wp:,el1bla. 

IndN'l, 1n the cuea at the most ~lcrx 1IIO@Zll mad\1nn, 

the cnly &na.1¥Uc 80W'Ce ~ k.n.owJ..edae ~ the ccnst.ructJ.on ot a 

macMne bu been enc!.~ered \tlan t.be IJl&cbSne ~ :aimed or 11&1-

~stcd.. A me.sage ~c1:ph.e..red :lmproperly, or wile thf: aeclJ<ne 

la ~1oo1 ni., ia eo-l Jed. n b:.i..at aedSp, and the vo.rd bu.at ia 

w,ec gmeraJ.l;,r 1n rere...-r~ to the m.i&WJe or i:aal.tunction ot a cipher _________ _.....,~ . .---.---. 
[.: . . -: .. .... .......... .. ...... . . 

IMd>Joe or, more aena,..-e.U.y, a s;rstm. :: • -~~-::::::::::::: : :: : : :::: _: ~: 

in the llbole CCKtft effort ii. 'o.r0ugb.t out later 1n the N',P(lrt, an4 

nJ.110 1n ~ I. 

Return1ng to the lliltP& ~en.cea, it is certLinl.y 

uuo that the OtnNen■ could h:!..-e J?l0d1 t'ied their ("QTD]m:i c«t.iona 

rule& in such a w:., u to huw ruined our e:x;plo1t«t1ciu toclm:1gp,ea. 

1be tisct nma1na, h.ove'rer, ~t tb8')' d14 not. It. 111 nat era,q to aake 

a cbanga 1n a maJor caznunicat.ion netwon ewn in peace t~, and 

it 1a cl.early 11\tCh ba.r6ar in wz time. 'lhe cbsngen they 414 make 

eema4 to be larselY directed. to.:::rci the pnmmuan or : : : ~ : : : :~ ........ ~ 
HJ4C1'f'6r'¥ ~ the keya, &Mi llhile 'they al.ovec. U5 down. VID wrec. 't 

stcppe4. JBA aa4 1~ pro4oceaoora ba-.e [:::::: :: : : : : : : : : : : : : : ~ :1 ~····· ·· ······~~-·-·-· -~. 
10 
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We turn now to the currant, ~;--.-..-.-...... . .. y-wt. '::: .... ..... .. . . 
L•. _:_• • • • • • • • • • • • : : : 

aipher ■ach!nea. It ia cl.ear that it is dangerrua to rouon, 

by n.nalogy, t.hat becn11ae we were able to recd tbe &11 ~ 

ma.chine ve mu.st necef.Ss.1!'1.l.,;.r be able to reo4 the undoubtedly 

l
' ~ --•- • _•_•·~--~-_-::_:-_-:-:,-.:- :.---.:--,--:::: : -:r:~--~-- - ----=-i-:-=.--=-• _: _:_: _:_:_:_:_=-. -=--:-~""'.::-C-: ""'.~:--:C: "".::-• -;;:- •;-:-;:,-.-~: . :} 

- - - --·- . - · .! -----.... ____ _ 

Ct? the other bacd, it 1& also cl.Mr that the resources ::!.Vail­

MJ.e to the ~ are greater than mai,y &ppe(l!' at t'irst 

~t, anc1 that U he once auccoeds in breGk.1.ng into u. .:rm.chine 

B.)'SU!Cl ne ia very lHce.J.y to be able to talJ..ow it ~ aubae-
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•aico.pt. lDan w tol4 an &l 31e4 s:n111m.ut 1111d to do. 
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All w bow 1a that w haft .._ rao ff16IDOe ol the 1'1ol1Mle 

~ ~ ** -•'1:F et:t••• tu ~ or 

!here an, at least 
- -- --- - - ------- --. : : : : : : : I lmom 

• •• • • • • I 

under the /: .... ........ ... .. ..... .... ...... -- --:- : .... .. ... ... . ;-... · / ,_ . . . . . . .. . . . . . . . . . . . . . . . . . ~ 
: : : : : • ~-.:.: • ...:...:_:_:_.:..:._ : .: •••• • • I 

t.heae we know the moat abcut. jandthelea.stabout 

r::::: :: :::: :::::::: : :::~.-i,, ,,_ dift- , d~- b•-. l: .. .. ........... .. .. : : I •..L..&... IA:' ..... ~ ..... .. 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 
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.• . 

. .. . .. . ·, .. ... ... . . . . . . . . . . . . . . . . 

Read:tns thia tratfic may do aore thBn restore the 

statua ~ &in~ it m!l3 rumdle material llhi.C!h l01Jd not 

previoual;y have bc«l entrusted to the &1rvavt1S. 
,. --·,- .-.-. -~- ~.e-., -c,a-a-, . ,;-:. , ,~ • .-.-.-~ .~-------------------­.. .... ......... 
I • 
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are • ..._. flt a fla1q at A1J•r ~ lbidl, ta me 1bm or 

~, 1ft .... 'by &ll ~ 114•• Nil oamitrta, 
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. . ... -;--;--~ -·~~-------.-..~. "' . .-.."'.;-:·-,·'"""'·,..·.,.....,·:-:=-=,-:-:- :-.-. -=-.-.-.-.-.-. -.-. -.-. -.-.-.-.-.-.-. ~. :--: : : : : . . . . . . . .. -· 
··::::::·· · · •••••• ······ ·· ········ :::::::;::···· . . . . . . ...... 

. . . . . . ..... . . . . . . . . 
. . . . . 

...................... . . . . . . . . . . . . . . . . .................. .. . . ...... .. . . . . . . . . . . ...... .. . 
. ........ . . . . . . . . . . . ... . . . . . . . . . . . . . ........... •••• ••••••••• •••••·· e ♦ a • ♦ a a ♦ I e 

. ..... . 

. ........ . 
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: : : : : : :3 ~ S sanewbat ane.lo~ i;c t°llHt poased to the art of l <"'>an • •• • • • •• ~ e. ~ ~---
°b"J the corurbuet1on ~ tb~ :t'i:r.\)-t cl.ectronic Baiibes in Qigl@lld 

to nll<N th.a oonti:lUed and ~~te caploi tat1on ~ &11£P& 

'.Jl:rl.l.e it 1B !!O't c.!.e~ th..'l.t the large taaehinee ~ ,.-.-, . . .-..-, 
tor the~:::: : : :;:J prob.lan Vill bo as vnlueble aa wre tbe Jkmbes 

either in tems or the cr:1.ou-1-rt of I:laterlal. .reed or 1n tem.a ot the 

1I:rtel.1.l.gcn vallle of th~ ~-;.e=ial, the cxperietlee WJ,1n.e4 ~ 

then is bound to .lead to l!nport,O,i;'\t a.dvl.iucan in the cryptaoal.,Yt1c 

w)d abould pr0ft especia.lly valuable in ai'.t-aoktns t.he I:::::::' art, 
, ... · ---
I· .• 
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A lm!!!Jtarot o 
" 9MPMl'II• 

b 1'o7!1wd-as tsN1M1ou .baY9 clealt w.lt.b ,-. 

IDd tubJre ~• 00i-'em1nc tvo ~::::: ::::: :-:-:~::-:~ -....... -:. ..... .. ' . : : : : .. 
W1ll not an ~ 'Im ~~ cYance 1.u iw-.rt,1ng 

techaiqtle.S and. their IR'l 1aat1oa to ~ DeOeaa.r1l7 

l"eS'.ll.t 1x; tile aol.utica, DOt oa.J.y or.:::: ... ....... ------- - - - ---

-- -------•- . -· _:_...: . 
b:.tt o:f succeeding nserbiQee u ftll.y 

........ 
- - - ___ .... .. .. ... ·. 

'Y·1is prob~ ia d1acu.s.sed 1n more detail in Appendix n, 
•• Lii'O~icin Theoretic ~ fut- Cr:r;rt~." 

The SWNar 
uno. 
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[\ \ j ! I: [ \ u l l tElUL l i I\\ j: [ u ii u u [ [:::::: \ l l j: j j j [ [: •• 
~, '"'9 have M )"flt DO geceral met.bod, or doing th1a, 

exceyt for tho 8tl'll.1ght~zvrmi Procociure ~ ~:-: ::: :·:·::::: :: :::::::. , 
I_:_;__:__ ••••••••• : ~ - - - - ---■.... •••• _J 

in order. 
At first Bight it ~ be thoJght that the ll4vont ~ 

modem high-speed ~ 1l0U.l4 make an attack bul4 ca 1;he 
••••••• : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : ·: : :, 
• • • • • • : • • • • • • • • • • • • • • • • • • • • •• • • • • • • • • • • • • • • • 1 a .na 901:!able C1119 ~ 
••• • • - ~---·- ·~ - - --------__ __j 

try. 

bauwror, the ezotDt; or calculettca requ1n4 1a auu t'llutaaf:.tceJl¥ 

~tble, wm ¥1th au flM£1MbJe &1.lavwe tw Mure ••-. 

ill OC11;Nter t-.ecbnol ora~ 
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1a llb191cal l y 1nr,pOWa1ble to Ct:J.rr'¥ out the cai;nitaticm.s requir8CL 

'Wit..b.1n the acope or basic ~ica.l lava there 1a not nearly enough 

energy in the universe to power the ccmputer, 1'Uelf' i?it,pos~ibl.e, 

w.ieh oi.zbt do them. 
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' · • • • • • • • • . . . . . . . • • • • • • • • • • . ........• • •• J ~ 1a a m.m-e 
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---- -- -

modest 1.mi!.ertakina, B:ld. coznic 1.1::d tatiClllS ~ ave:1 lab'.Le energ;y no 

l.ooger mek.e it bpcaaibl.e. P'or pract1ca.l ~, ~r, the 

proposal is still fm:rta:Jtic. At prea.ent power ffltee it vou.ld. at1ll 

COGt ~ .l.1lre t\10 bill.iao. trilllan doJ Jars pe: l:ilieaa&ge a:srely 

tc ~v pot;er tor the hypo""..hetical cooputer to do the-~• 

There ,-e,e,1ns the po5&ibill'ty that, vith the uiae or ccm-

putera, ve ~ find Ca:le wrq or attac>dna such a1tuationa vh1..ch 1a 

more expeditio'.us th.mi the method or ~1Clll ot all pouib1l.1U.. 
.. ---- -----. . . . . . . . . . -- . ... ... 

Q'JR«!1A rest upca ... ... 
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to 'be ..- Ntbrmtical ffidace to .uppcrt the 1Aea that nm 
pnenl, ea;Mit.1.olJa ~ rAIA7 be JlOll-enatct. • 
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. ..... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ...... . .. ....... .. ......... . ... . 
It is po&SibJ.e that 1'imderacntal research will lead to 

eubt,le new Wu.yB of att.sck1n& rnacb1ne-encrypted material. It is 

• I 
• I 

clee.r, bowever, that ve are squarely facing the issue as -to whether 

eamrnm:!cation concealed by acme facility devised b1 the m..i.ncl ot ll8D 

ca necessarily be inveded by the mind or man. 

MV advtulces are made, the an.var may vell be iiegative. Itaffma 
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~ MtW that neo4a a ftJ7 mah 1&11114 ._... fll ::,. , all1"7 

to UIU"&ftl· b7 ~1:a­
ad ocmt.1ma1ug ~ 011 dar.«mae. 

In the present, 'Whatever outputa traa the -ob1oeis ot 

current r-onpJeXity are Jud8ed to be at all uploitable ccne .trca 

human tr&il.iti.ea or operation which lead to ooe or another k1n4 
. . . . . . . .. . . . . . . . . . . . . . . ... .. ...... .. ........ ....... •.. . ·----------- - --~ . ...... .. ... .... . 

. . . . . . . . . . . . . . . 
. . . . . . . . .... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . -.............. - . ... .. . 

• ' • . .... ... . . . . . . . . .. ... . 

.. ., . . 

. . . . . . . . . . . . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

. ............. . . . . . . . . . . . . . . . . . . . . . . : : : : : : : : : : : : : : : : : .... ~ ~~----- --------~--- -~.-.. 
~: : :_: ! ~ ~ ~ ~ ~ i ~~~~~ but the niore important poaa1bll1ty o~ cwtinuing 

to cope aucceeaf'u.lly lorith the gradual e.dYtmce of cryptology in 

other inatsnces. 

:rt is clei,,.r tbat thin n<:;.rrc:r.rl.ng o:t the field of EC:",p1o1-

tatlon should not abate tJ1e energy 112'.ld deta:x::Jination o'£ the attack 

on : : : : : : : : : : : : : : : : : : : j nor should it decrease our "'98d1n~s to 
• •••••••••••• •• •••• "'J 

exploit sloppy usage Vhic.h ulight pemit Ntftd1 ng in time or 'Wal" 

or emergency. We J:1.wrt realize, bowaver, that the s.J.1.sbteat . . r • . .. 
tightening ot the::~:: 

....... . . . . . . . l 
.... ~:""- _ . .... • ... : ... : .l,.,: .:..: .:...!..-'-"-'-" ...... ~--~~-~~--:--- - ~--:--

art, aiabt 4eny ua SJ:7 1:mmod1 at-e or pubapa nent.ual pou.ibUi~ 
·J 

------



• tbe ~!Qa ~ eec>t1nee aal. i,nn1ou J.ane•• .. Jlaar 111 

\he we ~ the 1: : : : : : : : : : : : : : ) aa4 \llt.1MteJ~ 111 'the cm ~ 9\ber 
--- -- ~---- ·· •J . 

ll&'Uala, & cm,;nse 1n our pol.1c7 poai~ica CIGlloem1ng oc:swm1cat1oaa 

~ b fbrce4 upca •• 

fur the ~ t-~"1"9 tbeN Jllll8t be ~ a 



m, ,,... 
~ ~ l'!QDl14arctJcna baV9 w the -.i w Qe 

cancJna1cm that tJ:Jere IIIUSt be a~ clwQge 1D attitua. 

ca4 objc<,tivea in . the eoll.ecti.an SDd l'~ o~ eonmicattaa• 

!nteJl1geoM. In the put, an overwbelmine ~ta baa be= 

pit cm vollne and~~ interception. 

~ intercept is cxit o~ pl'O,POrtion to the value r4 its content. 

• I ■ I I I . . . . . . . . . . . . . . . . . . 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

. . . . . . . . . . . . . . . . . . . . . . . . 

..... ........ 

. .......... . . 
. ....... . 

. . . . . . . . _ . ..:.. ~= . ...... . 

sod. the ~ prob.lcn :to to :..t'.i:-:,t..:. :.,· ~: .!.:1t~rcry-. n ·...tSc:ftLl stnple 

af IJUCh t:m.f'fie • 

. . . . . . . . . . . . ..... . . . . . . . . . . . . . . . . . . . . ..... . . . . . . . . . . . . . . . . .... . . . ... . . . . . . . . 
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• • • .. • • • • • .... • • fl • • • • I 

: : : : : : : : : ·: ~ : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : ~ : : : : : : : : : : : : : : : : : : : : : : : : : : : / .......... . ....................................................... . .. . .... . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . . . . . . . . . . . . . . . . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . . . .. . . . . . . . . . . . . . . . . . . . . . . -.. -.............. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .............. ... ....... ...... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . • • • • • • • • .... • • • • " • • I • " • • • • • • • • • • 1 -- .. - - - - - -- - - - . - . - - - - - - - ... - - - - - .. 

'9oaa vb& tnff'tc u a,ra.Ueb1e to \Ill, 1-t 1a neoeaaar;y 

to choose vieely vbat sboul4 be intercepted.. 8c:me t1'11fi"i.c, -ror 

exmaple, that coocerning : ,: : : : : : : : : : : : : : : : : : : : : : : : : : : : : : :-: : : :-: : : : : =-: • 
. ...... ---- - - - - --- - ---· ·-·-· .. . - ~ ._ ............. ·-

-- - - - - -- -----
ma;:, have to be intercepted as f\t.lly and proceaaed u speedily as 

possible. However, much other traffic can at best merely :fill 1n 

our :pie!ture of the L: :_: : : : :_:_: ~~: j and ita activities in a statis­

tical maim.er, and there is a J.irait to the Voll.Ille ~ such mat.eri&l 

vhich v1ll add m.aterle.ll)1 to our i.nteJ J igence picture. 

Our interception ahcr.tl.d be a.1med at providing t.be beat 

5a:tpling or foreign t.ra.t'ric, whose exploitation vill yie.l.d. tbe 

hit',lleat v8.lu.ea, rather than at covering all available : : : : : : : 
J • ....... .. 

Bignaling. What aa:zp~ i.z best will. be disC!Wlaed later in 

thla pa.rt of th.la report. 

2. The Coat and Et:t"ic:iency of Collect1.an and 7roceaa1Dg. 

Such considerations might have lltt.l.e vaight tr the inter­

ception of' the huge bulk of' [:::: ::: ::::::: :
1
were easy or cheap. 

' 
However, the present interceptioo ayatan 1a & gl.obal opersti.on 

• • I 

involving aane 1:_:_ :_:J people needed to man, to aernce, and t.o 



. l 

~ 

wt.. .. ,. ,., tr.. .. .,.~ .,.._ :: : . ::: : ::: : :: . ... 
'· ..... :::::::::::::::: :; 

(tlal. total ot:::::: lut&11e4) 1a ... ' ....• ·.·::: ...... . ... :: :, 
~: · - ·--~: ·····:._:: ••••••••••••• _ J 

et&U.cue 9-~ ~ th1a lmae ~ MOOUDU tor 

tM pU&l'7 expmae ~ tbe aonun1,:at1caa inteUSpnc• Job. 

c:larly, the bulk ot t.he material. vhich it v1ll be 

dMirable or teuibl.e to intercept am. proceu .4epcM1a 011 the 

coat and d1tticrul ~7 ot 1.ntercepti.oll and proca•i.ng, and the nl.ue 

ot azJ.Y 1.llterception 1.nc:reUes vith the speed and efficiency ot 

proceaaing. '.the l8l bu long pursued V&1S to relieve aanpover, 

to uke interception and processing more autau.tia 1n the :t'ield, 

and to reduce or e)1m1nate the conaiderabl.e duplication or over• 

l.ax,ping of :me•aage catch. Bovever, the •trong em:pbuu on 

problema ot ,: : : ~ :: J c~tanal.yaia together with the ~-to-day atru&-----
gl.e with an overwhelming vol.ume ~ mat.«ri&l. have le:rt t.oo little ti.ae 

and ettort tor the vi t&Uy urgent problem of improving method.a of 

collecting and procuei.ng intel.llgence. 

The reorganization and mech&nization of collection and 

proceaaing is a compl 1 cated. and, indeed, a hi.~ technical pro bl.al. 

It ie discuased 1n somewhat more detail 1n Appendix m. It 1• ao vital, 

however, that something more should be said about it he.re. It in• 

volvea ~ aort• of need.a and poaa1b1l.1tiea. AD:lng the•~ are: 

Nechan.1zat1on. of li:>rae code reception. 

Inveatigation of vb.ether or not an operator could use a 
broad-band receiTer to monitor a,my trequenciee at once. 

~t 1n the quallty ot interception through improY•• 
..mt 1n a.nt.annaa and reee1 vera. 

:J) 
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~al .. et••• •• •• r ., •atMl ••••• 
flW S . I• el e1.-,1. 

111pzo,1 •-am-.. .s.-, SI Uft11IS•puR1r•• 

- ec .ti. m IDl ate Se!'IS I tt.ca r4 ~ a 1 • -4 
ate n l'lliat.1.ca or ne,or41zas 1D • ro. adtllale ear menb1ne 
pl'OO ousna,.. 

~ aenMne ~ of MNRt1a]ly &U !nter­
ceptc,4 lllltm.al.. 

!be poes1:t,il.it7 ct edit.1.ng 8Dd. vor4-NOOSD1tim by •mb1rw~ 

~ matter lilhich deaervoa ~ Sld. eq,bertic ment1Cll 

1a the aztanatic reoosnit1cn of i: : : : : : ~ Ve have seen that the Cll1y . . . . . . . --- -
, . . ; . .- -;-; . . . . . . . . . • • • • • • • • • • •7 

~ -"" ,_,....,"'it~ ..... ... ~- ....... . ... .... .• •• •••• J . .a...ach 
~ u.i, ~ ~ W,J1g : : : : • • • • • • • • • • • • , • • • • • • • • • • WU.. OCC\1r 

... - - - - - -- -- - - . - - - .. .. ... ·- • .__ . 

fa.U'ly frequently (aho!It OllCe in 350 hours o£ tmnm1s~1oo.). 

?t u possible t.o detect most or all or these [: : : : : : : : : : : : : : : : : : .--:-:1 

by,_,,,. <lt a derlee ~ aj ::: ::: : J-::.::x.·be·:~·:: \ 
- - ........ _ \ ' 

• - • .--.--.--. •••••• i •• , 

: : : : : : : : : : : : : : : } The 1ll1porta::ico of 8'..lCh a de-vice camot be over-

~1zed. :rta use could provide t'lOl"e quickly the sort (1£ 

cr.,-ptansl.ytic mat.er1&.1 vital 1n the ettort to elrploit the;::::::::::; 
I ■ ■ ■ ■ ■ • ■ ■ ■ ■ J 

I ••• •••••• I 

In t.he fff'erlt that 1t beCOll.OS possible to reed the : : : : : : : : : : : en ~ -=-=- • ••• :. 
tbe buis of [ :~:,:] it could ~t.ify potentially reedabJe ~ 

,--- - --- - · - - . 
_.._, ~1v nL-.a....,,_i,___..,+ -~ ,.,. • • • • • • • • • • • • • • • ' 

te,.-.1.G,4 p ... "'""'t'....,. ~ur.: .. ~ .. Qil..L use u. 1 ••••••••••••• • • , 
te •.•.•••••••••• ' .... . ............ 

deoorve9 groat empbaa1s. The possibility o1'1:::::::::::::::: 
• la_•. •- ••••••••••••• 

detection ill the over.melm:1ng].y more ditticul.t probl.ea ot 

: : : : :·: : : : : : : : : : : I aboul4 be 1nvestigated. 
- ------o...1 

3. Areas at Intercegtico. 

Belmileu W0%1t must be coat1ml8d m. the 1ntercepticm ~ 

: : : : : : : : : : j l1nka am4 watever f:: :..:_: : : : : J or a&lit1a,aJ J'Otoz' macbSne 



- -- ,_ I ,iiiiiiia• ■ 

trat'tic is !ound. In this :fie.ld it appears that interception muat 

be globe.l, and include surveiJ lance of &ll countries, l"@Sard.leaa 

of :present poll tical align.men ta. Apparent.l.y thi■ 1a an acceptable 

present view. 

However, it appears that certain countries, au.ch as 

I :-:-:--:-: . . . . . . . . . . . . . . . . . . . . . . . . . . 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ... . . 

..... . .... . . : : : j and otbere do oot., for 

one reason or another, get real attention. 

The virtual la.ck of interception by tbe United States 

1"rom I • • • • • • • ■ • • 
i:. •••••••••• ----~---· ... 

- -. - .- .- . - .-c. --,.~ .~~r•- •· • • - --- -- • 

• • • • • •• •• •• • • • • • • • • • • • • • • •1 is a cause tor 
• • • • • • • • ~ . • • • • • • ___! • - ~ .:_: ..: __:_: : 

concern. A poverl'ul. receiving station in the Texas area should 

~- . :- . ~ ... - . - . . . - . - . ~ . - ..... . ... .... ... :-: : :- : --: : :-:7 . . 

be valuable ........ ... ......• • • • • • • • : : : : . . . . . . . . . . . . Such & 1tation 
-··- --·-- ... ···· ··· •• •••••••• - --~··· 

could also serv~ as a site 'for f'i.eld trial.a o-r antann&S and other 

equipment. 

4 
t • • • • • • • • • I i • 11_..,-,..- ._.. -- - -• 

. Importance of Conaolldating Effort of e• • •··· ·:::::::::::::: ; _.;;... ___ _... _____________________________ ~ t..-•;...• .... -·- · - ·- · - ·--- - - ~ .._.___. _.__. ·- · . 

Most or the foregoing discussion baa been concerned p:-1-

••••••••••• • ' . "• •• •• , i :I 
ma.rily v1th [ :_~· ••• • ••• :::::: :~ It haa been made cJ.ear, however, 

_ that moat COMDff material. concerning [:: :_ :_~J currently canae tram 

: : : : ~ :.: ~~ ~ :_~: • •. :_: :_: : : :] interception and t.hat ve may a:>at .. . .... .. 
reuonably expect this to :w-w:na1 n true 1D the tuture·. 

- - -.-.- rr--.--~ . . . . . . . . . . • • . . . I. . . . . . • . . . . . . . . . . . . . . . . . . . . . . ....•• 
: : : : : : : : : : : : : : : : : =. =. :_ ~ ~ ~ ~:::::::::: ..••• ::::::::::::::::::::: :: : : : : : : : : . . . . . . . . . . . ..... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ........ . . . . . . . . . . . . . . . . . . . . . .. ..... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ........ ~ 

··· · ···· · ·:: :::::::: :· ······ ::::::: : :... ···· · ·•• ••• • ····::::: ......... ... ··· •••••••• ··········· ·••• ••••••• ,, . ··· ·:: : .. ............ ..... ....... :::: ::: ::: ::: : .... ....... ::::::: :: : .. :::: ...... ••··········::::::::::: .... ... ........... •:::::: ......... . 
: : : : :. : : : : : : : : : : : : : : : : : : : : . . . . : : : : : : : : : : : : : : : : : • • : : : : : : • • . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ...... . . . . . . . . . . . . . . . . . . . . ...... .. ...... . . • I 

• I ........... . . . . . . . . . . .. ... . . 

.. 
-.... ~ 
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GMI! ~~ J1a1a a eaamt1al part 1a tbfi•~tattcm 

mad. ~ et hall a&Ml•• Jurtbc-, the -.~ M4 per. 

ml UHd tor W.. nnp or iaterc~ ba'n ao JmCh 1JI u,i;N-;a:a 

that all~ thae iDtc-eept activitiq are~ carried out 

at the NZN sta.Uona u thoM used tor CONII'? aigoal.•• vbeN the 

various YoM1ationa 'lJDtl cozapet. tor t'acilitiea and ~ tentinn. 

!he aiH ot th• Job now ~ tor unity ot effort. We 

have seen the :qgr,1 tude and cost ot the 1 : : : : : : : : : : : intercept 

problem diacuas ed. earlier. Together rl th this we face a tre-

'. . . . -~- :---;-;, 
mendous volume of val.uabl.e •········ intercept and a gn,at range 

1·•··~ -••J 

of t:ie&e other radiations. In vie',1 of the urgency c,f the need 
__ ____ _ ., __ __ _ ___ ____ - - -

I ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ • ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ • ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ • ♦ ♦ ♦ ♦ ♦ ♦ ♦ ; 

for in.fo1-::a.ti..:,n :frO!ll , .•.....•... . ..•• ... . ..•.... . . ......•.. . ..... 
: • • :..:. :,_;,_:__ • .,,!_!_• • ~ • • • ~ • • ~. • • • • • • • • • • • • • • • • • • • • • • • ' 

act!rces, there cBn be no honest end informed excuse for a dupli­

cation of collecting or proccssint3 activities, or for a scattering 

o! talent and effort. 

Technicall.y, dupllcatic~ 0r separate operation or inter­

cept e.cti v1 ties tends to put ua in the d.f,_11gerous poai tion either 

of having every existing sort of intercept equ.1:µnent ~signed. to 

each category of intercept, 1n order to keey current during the 
-. . 

inevitable technical clla.nges 1n frequency and roodul.ntion of : : : ~_:~.:. 

traruµnission, or of being left out in the cold, perhaps at a moat 

critical time1 folloving changes because the only ~rop~ate equip,­

ment is used for other mid perhaps less well-considered purposee. 
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~ the le1l ~ I.abonton., wu told chlr1.ac a Yi.at, to 
•n.-w---w----•·-~-~-~-...... --~---~-~-·~·~- ~~~~-~---- - ------:-":""'.:-:-:-~.;-;-.~.;-..~ .... ~.;--;.,-.-,~,,..,,.~----~~~---.-~- -. ' ........ ·• . . . . . . . . . . . . . . . . . . . . . .................. . . . . . . . . ..... . . . . . . . . . . . ....... . ... ... . 

Purther, M'l)&rat.1on or act.1v1t1 .. into COlalr.r and nm, 
may lead to m181.nterpretat1on of aignela .ven vb.en they are inter-

cepted. Those active 1n ELINT apparen-uy define J:LDt.r aa ~ 

■igoal which does oot to their knowleo.e_ carry voice or text . 

. . : : :j Signal.a, f: : 
and part1cul.arly: ~: . f 

I: ••• • • • • ·~ --
• • • • • ·::: ·::: : : . : : : : :-:: :: : : : : : :j: might give lltUe indication o-r 1::::::: ....... . t ____ ____ _ 

their voice or textual cha.racter to one not vitally intereated 1n 

COMIJff. 

tra:N'ic ia 

The groving di.f.ficulty of intercept, M more and more 

carried by::-::::::: :::::::;;::;::::::::: ; and. the a,y,__,. .. ~ 
· ~· · - · - · · - · ••••• ·~ ~!.. • _• •• •• •• ::: :: :_: 7 ~--~ 

variety of uses and subtlety o.f .modulation or radtatian• caU ror 

the IDBX1D:IV.Zl possible coordination o.f all 1nterc~t1on &ctivitiea 1n 

order to 8Chieve the maxiDnn 1n both penetration and utillzatia:t. 
--- .... .... -;· .-.- .- .~ .. . -.--........ -..... -.... - - ... . • ; -.-..-.. ; ·: : : : : : : : : : : : : : : : : : . . . . . . . . . .. . . . . . . . . .. . : : : : : : : : .. . 

. . . . · · ::::::. . .. . . . . ............ ... ..... . ..... . . . . . . . . . . . . . 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

. ... . • .. .... ... 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .............. 

~ ............... . . . . . .. . . . . . . . . . . . . . . . . . . . 

. . . . . .... . ....... . . ........ . . . . . . . .. . . . . . . . . . . . . . . . . . ::::::::::: .. :::::: :: ....... ...... . 
········· ······· ··········:: ::: :: :: : . ... ... ... .. . . . • • . . . . . . . . . . . . ... ........ . ............... . . ....... . . ..... ..... . . ...... . 

• • • I . . . . . . . ..... . . . . . . . .... .. . ... . . 
• • • I r • 

greatly strengthen COMillT activit1ea. 

e ♦ • ... ...... 
• • ...:":....:.....:•- ·- ·- ·-------------~ -~---"----'--ti 
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I 1 C 111n _, ..... twlJt12 ••• es,.ie ~ 
... Jllllll!'IC el~ b J)lllt~ Iba--- --.euzual 

,eiDI el .. QdW. ..._, ,....,1~1 II .,,...1.,1~ Ill tJda 

,wi, Jaoscs•, oea 1a ee1rffl !UP!!- ..... •-. DOW1ea111 

d lffl, 1114 W 1MN14 ~ ..,_ :n11W Ilda oonolUiClll G 

, • earU. tale, • ~ Illa all pi1111■•- ,aop , 9f 
I . 

-11 e1 -e, am, IDA tM1r ftlali.,.. lhon1• " ~ aa4er 

tbe c11nat ooaua1 of t.be .... 

The D&'tural tendmcy to & ~ 1ntegrat1cD 1a 

rcber unhawil.7 Uluatnt.e4 by a ~r14 ~1Tity at XeJly Fial.4 

~ an4 1a acquiring M800illte4 ■aeb1M faciliU... The 

: : : : J :,rohuM to be ~ 1a ~ril:a& •'sn•J • m4 not 

in 41.glu.l tnne-1•.-icn o~ o\ba' ~, but in praat1ce it 

bu bela 1mlb1e to 4:lsUnguish vit!a ~y cme eon or tn:na• 

•1N1aa hall the othar. fte ocmtiumd baall1ng .r KtDT aater1al. 

b7 tb0N ~ or DOt. bSp).7 aktJl-4 1A CO-lft ~ll4 leaTe 

nev and perb4pe ol'UC1■1q rital. aauoa ~ illflmlaUm mte;pe4. 

!hi• at ~. ben4l1D&J SIAID&l.1aia 

illu\rata the oloM ••aoeS•S• of CUiid al ILJW ill IDOUle 

mrll'CDllllt• 1t rat■• a t1ahntq twUc. a.z;w-_.,., ._ 

N:11 aaUrl~ia pow up OQ\a1c1a ., Iba JIM -- ..,. tu -- tba 
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-. ..... JJZ •• •~...,- n su.towa, ,_..P"'-1' .-.. 

la 1'1111 ~ ol iDIS.,..._, ldllwq anT1oe ID'ellS-.- ~-Jhl 

.. Sa -- la&tCDlt IMC a a.,t.na .. b IHOII or tho 11A sue1•. 
acne au, ,~..," 1n paff a IWIUl.t ~ tbe ~ ~ ta 

1lbol.e illt4lUgpaoe OC'lllllm1t7 at tbe 1nanceaa1bUSt7 IIDd. oomplm\7 

., .,,. ... , ., [: : : : : : : : : : : : : : :-:-. · I 
.... ............. !.. • ~ 

. 
lacaa tbl .aq pclaible mavmw, hawev-er, me cai be 

understoOd even if' it cannot be resame4 u adequate-the 8br1nk1ng 

ecal..e of time. Aa the cr:,ptana.1.ytic:::: :·:·:-::::::::::::::: :_:::::: 
·-·-·--~ -· --- ---- - - • -- ' 

: : : : : : bu d1m1 n1 a.bed.1 the Datural uneasineaa o-r the m.Ui ta.cy, end 
!' ••• -• 

the f'oellns ot a need tor ovp.mi gbt wa.ming of a1.r :i.lO\'cment has 

increased. As the becklog of BSA 1.IItercept presently incapable 

o£ r : .. · · · · .. ::::::::::;::: :} the 1ntern.e.l urgenc:7 for p--.,+ pro-
• • • • • • • • • • .._ ~v 

ceasing ot intercept has 1.nev1tabJ.y d:1m-4niohed.. 137 coutras-t, of 

coune, the Air Force need8 COlDunicatioos intelllgence. ovemight. 

?ts greatest present need 1s for the fastest poe.sible processing 

r----=-:-:-: :--:--: :--~:-:-:-:-: : . . 1 
or 1~: :~ ::: : : : : : : : : : : : Jin an ordorly and taut trattic obop. This 

r • • • • • • • • • • • • • ~ - -:-:-:--:- • • • • • • • • • • • • • • • -.---__, '- . . . . . . . . . . . . . . . . . . .. ....... ........ , 
cal.1B 'Cor ~. • • • • • • • • • • • • • • • • • • • • • : • • • • • • • • • • • • • • • • • • i Tzv1eed, Kal.1,-1.... ~. ' ••••• : : : : : : : : : : : : : : .•••••••••• • • • ••••• j .................. ..... , 
nel4 has acll1eved t:::::::::::::::: :·::::: ot' much 1nteroept cmce 

it reachea them ( which m&y take ~ or weeks). '1'he Air lwoe 

lOOk8 more mid more to this source. Eut K.eUy Field cay .black out 
. . . -... -. - .. - -- ~ - - - ~ - - ~ ~ . . . . . . . . . . . . . ..... -- .. - - -

• ♦ ♦ • • ♦ • ♦ • ♦ I ♦ ♦ ♦ ♦ ♦ I ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ I ♦ I ♦ ♦ ♦ ♦ ♦ ♦ ♦ • ♦ ♦ • • ♦ ♦ • ♦ ♦ ♦ • ♦ ♦ • • ♦ ♦, ........ .... .......... ................... .......... : : ................ . 
~ ... · .... ... : : : : : : : : : : : : ......................... ~ _. ---------~, 
: : : : : : : : : : : .......... .. : : : : : : : : : : =, 
. . . . · · · • • • • • • • • • • • • • • • • . . . . . . . . . . · DA muat be the n.atural ,.,. •• --+ "r . . . . . . . . • • • e::,,~-..."'"' • • • • • • • • f : ; : : : : : : : : : . -... J 

.... . . .••.•.•••• i 
at keeping current cm : : : : : : : : : : : : : : : : I 



·- - - . -- ··- .... 

a,p1"0'tal • pMsS• _.. 1Dlb"an1111C11' ..- towad. the •tmN:lil 
_... • r . ..... . ................• · 1 
WIQ reccmd1te voa or L;_:_;_:_;__:_:_~: :_: :_;_:_:: : : : : : : : : _: altbotlp \nttio 

& 
band1ng m4 curNDt 1IOrk hlw-. bem cooac1.mt1oual.7 pursued. It 

ia mDM IIID4 ianlt-11ile, howft'W, that bNm•se or the fl'IPbuta ot 

the ditticu.lt c~ wdt fd l'llm, a ti47 taUy l"UD-d.ovn 

or &ll \: : : : : : : : : : :J trattic has not &l~ came tint. 
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~t be1i,a FQNNlwl 111 tta 4cne1n. ~. tall OCld,e8 

ot thia eati.vit7 111"9 ott1c1&1ly avaf) lb.la to tbe IBA, lMt ._ 

1nterral&t1aD 1a often CCIDnned ~ that rar1t1e4 - nadnal 

ialm or "OOSR1.MDCe" vith tao ~ loN ~ ett.-t.1fWIMI~ 

1111 !late eeen aarl.1.ar that 1ibs proapect. tor nrfflins tbe 

,: : : : : : : : : : : : : : : :·:::::::::: :] material. aro oa::MNh&t sJoo:q, ao4 
'----~- . . . . . . . . ·-· .. ':. .. 

1.-- ♦l-..-. _...... .£.\..-♦ ' •••• • •••• ·1----_., ...... , ' we uc.a.v,; seen W-IQv we ma:,- .......,_ .. - :_: .....• • ••• ~ ....... •~ 

be enciphered by metb.ode incroaaingly d1tt1cu.lt to read. lt 1a 

tl'861c to contem:pl..a'te the poaaibilit;y that, 111 acme time ot 

~Y, vital enciphend material mi8ht get 1Dto the ben4a 

of crypt.analysts 1Ma able thm the beat at the llSAa lt !JI even 

: more tnsgie to ccotemplate the pootdbill~ tbat aaae m.a1ntapft• 

I • i :'":j 
: tation or xr.m, or e'V9Q ~.:: : :::: .:_:1 cacmr, data, V1tbout the ,., _____ _ 

: prQ?Wtest aid moat u.,ert crvaluaticm in tbe l18tit ~ all ot om-
. . 
! COMilf1' intomatial, m.1ght pe~ leed. to a tau.1.t7 4ecna1m about 

nat1aaa1 actielll or ~iOQ. 
---- --- --- -~ --- •• 
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! 
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I 

The EI..:IE ena1.ye1s t\met1ona-rno1uuai-cou.at1m­

oorre1ation-e1Utbasia, r1g)xt iw to 4i•Nm1nettm, lddab 1a cer­

ta1nly the uaer'• job, abot~4 be 41roatiy elUOUe4 in the W. i 
I 
I 

' 
I:bAeed, tbs DOe4 tor 1.ntogmtlan ot m.m m4 caaJ'l 18 veil 

~ m4 veil pract1ee4 at ~ ne.14. ~. a.A -­

czeate can41UcDa ~ pr0NtM1ng ID4 ~IA& vhich an qm-1<m.o 

u wll u IQUD4. 1'll8 problaa 1a u am· OM ~ ~ IDll 

ap1.rit M Qt IIQ' i..1. ~, ~ tbl JIil QJIZ.AU'~ I .... 

t.o UII' :fl tl'!Mbl,T cunmt Cl1 tbe : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : :J 
■171..,. & -· 
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la a~ oolJ•Umi IDll )INOentns mrc1N • 

WWlr to tbe ~ s. ... or mw a~ omtral apawq al&b' 

m1 oat1oal 1Dtellipnae infm,at.lol\ ~ cnougb 

to be at tactical. u nil u atziategic Taaef !hroU&bout the 

allltary c1.epartlaclta then 1■ aprNd1n& al.ovl.y but pervuively, 

a tMl1ng that with the thnrt1ng ot it■ crn,tanalytic efforts 

the l8l w1ll turn mre and a>re into a dellberatin body, u tar 

u;::: ~J sources .,. 'l'bia impresaion 1• false, un.fur, and 

terribly dangeroua. A sense or urgency am. i!lDed.1.acy is ram;pant 

in the llSl. Other vaya to attack the question of speed of pro­

cessing will. appear later, but wouid. not a real.istic exercise 

1n which J110at stringent mµ.1.1 tary t1 nd ng 1a imposed be val.uabl.e 

to aee vhat the ~resent _llSl netlft)rk coul.d dot 

Consideration or such an exercise is at~ urged. 

It vould require, of' course, a close 11a.1.son 1C1Cng &l.l. the 

services. It voul.d be a cogent teat ot bow the total n. :U.&-

, .. .:-: : : · : : :- : : : =--: :· : :- : : : : 1 
ti.on output I : : : : : : : : : : : : : : : : : : : .• :J could be handl.ed 1n an 

uerge:ncy. lvcn tvo ,-eara ago, at the time or the •t~ or the 

Techll!;:al Capabilities Panel ot the 0ml Sc.ience Ad.visor,- Collaittee 

(Meeting the Threat of 8urpriae Attack, 1'ebrua.ry, 1955), our 

strong dependence tor early vam1ng on com:un1t:at.1.ona intell.1gence 

I • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • ~et1i. an I ♦ • • • ♦ ♦ ♦ ♦ ♦ e ♦ • ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ • ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ • • • • • • • • • • 

J ..•.... .• .••••.•••••.••••• •••....••.............. ....••••• ~ 
,- - -~- ..... .. .. ........... ...... -----
~ : : : : : : : ·: : : : : : : : : : : : : : : : : : : : : : : : : j The ai tuat.ion 1a c.....+•4 ""', .. no 
r:.:···~········· ········· ··· ···• ·1 '8,6~ 
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I • • • • • ■ • e • • • • • • • a • • • • • 
, .. .. ....... .... .... . . ... .. ............................. -.. -........ , 
. . . . .: . ~ .. :...:....: :..:...:.. . ~- . ·-· . : : : : : : : : : : : : : : : : : : : : : ; : : : : : : : : : ,~ : : : : : : ; : : : : : : . 
ceptj.011 u vell u, ~ acurN, t.be1r PrDlll17 effect oa our ow 

camnm1nattma. 
~ --.... -: ........ , Alao, . . . . . . . . . . . . . . . . . lligt:lt wll. be 1uerted 
!• • -~ • .: ...: .!....!.-.!- • ~ --· - --- ._._..J 

to test the apee4 and caiq,i.t.eneu vi.th which tbe7 an bandJed. 

Such a pl'&Ctice operstlon might wll ahov clearly that tbe prmpt. 

p1"0Ce8aing vbich the Air Force, anons others, JuatU1.ably dmnooa 

csi ~ be better achifrfed vithin the 118A than at ,my aoparate 

activity (such as that at .. Kelly Field). Uthe ueraiM 414 not 

ahov ~, the BSA would. have the urgent ~ to nvi.M ita opera--

tiana until this vu 901 tor the BSA bu reeourcea o~ tecbn1r&l 

proti.cim,.ey and scope which could not be cSupUcate4 el.Nvbere. • 

In any cue, the dupllcatiaD. ot "01NH11otcationa 1ntel.li• 

gence act1v1t7, which aema to be increuiDg becau.H ot accidental 

teaturea ot collection and the hiatoric caz;,rcniau vbich led to 

the ELilff ttmction, ahoul4 be ~ acNtin.ind. llhUe 
........... ............... --- -·- - - ···-- .. -·· ·····- · . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .......................... 
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1eeM I 

_.. ltec-n1ns 1acr 11~ ecaanJ:94. 'ftma, 1t 111 c that t!w 

oJAao .... ,.. °' Mjm'ab1Ut7 ~ ...,.. rad1attm 1lltercept1oll 

Jobs &l'9 lNJocn1ug untmelal.a. Si.pl 1nt-e]]1gwace 1.a a •ingl.e t1el.4. 

(1) Jlecban1zation r4 intercept abould be accel.erated in all CUN 

in -which human J~ can be diapenaed vi.th. AvaUabl.e 

JaZJpOver eboul..d. be di.verted to more accurate and complete 

1ntet-ce:pt.1on ot new kSnAa ~ rediation and routine& expected 

(2) 

to v-.f .. ',. ·"- ~ : • • • • • • • • • • • • • • • • • • • ~ J ~ w.llCI' w,." . . . . . . . . . . . . . . . . . . . . . . . • • • • • • • • • t ......... ·3 
....... -~ ~ .......... • • • ..!.,_ •. • .. • ..:..:....:.. · • • 

m..-.--....... and znechanir.ation of c =:::.: ::::: 1 u acu-1 -
~~ .. . .. . . .. . . . . ·~ 
pursued at R8l1 aboul.d receive additionlll. empbesta at th• 

apenae or ecae ~ the t.lJl'Used volume collection nov bein8 

done. 

(3) All lillJfl aDd uaociated operationa should be tuaed with 

cacift within the llSA. 

( 4) A nev atcx!ard c4 urg,mq ~ tre.ffl.a eng1.nee:rlng, incl.udiDC 

deliff17 ~ con~ to oonaumera, ,oouJ..d be •tabl.tabed in 
I • • e • • • • e • • • • ; i. • • • • • • • ,- • • , - • ,~ . • • ♦ • • • : : : : : : : : : : : : : : : : : : : • • 

tJle- BSA· .....•••••••••••••• ::::::::::::::: ...........•••••••• , 
t • • • • • • • • • • • • • • • • • • • • ••••••••••••• 

• • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • -- _ _ ____i 

~· ........ ; : : : : : .................. : : : : : : : : : : : : : : : : : : : .............................. : : . . . . . . . . . . . . . . . . . . . • 
•••••••••••••••••••••••••• ------- ~·J L.: • • e e e e a • ..._.,___._.__._.~ ..._ • 

(5) A global ..-c1N abmald be plmmed and. oarr1.ed out to 4enoo-

atnte the apee4 and oompletenee• ~ Ai m1nat1coa 1nel ls smwe 



111?atWial '117 'bl W. ~ •lu' llallMel 

Jloe\Ue ..um. !h1a lbaGl• ilmllff Cmrmnat1Cla• st 

Ill.- ot 6at&Ue4 !D:tonaaticm en all : : : : : : : : : : : : : : : : : : : : : : :., ..................... · 1· . . . . . . ~ -..,. . . . . . . .... . ................... .... . . . . . . . . . . . . . . . . . . . . . . . . . . . . ......................... . 
. .:_:_:_:_: :_ : : : : : : : : :. : _ : ,:_:.: : : : : : : : : : : : : • : ::_:. :.: : : : : : : : : : =: : : : : : : : : ,' t .... • .....••• ' ••• ~ 
.. _ __. .. eta aboul4 be 1nalu4ed, .. nil .. t : : : : : : : : : : : : : : : ' ~-.-... r . ... .......... ~ 
hsim ot tlleM resu.1.ta Vith 00Dcurrent ~ratt1a amalya1a ot 

C~::::::: :~3 auppl.emente4 by vbatffer ~ 
cryptmal.yai• ia poaaible, at the 118A t.o lead to the higbut­

l.evel dec1a10ll8 woul.d be a turther vaJneble exercise ot 

total Cc»a::NT cepacity. 

(6) hm the preceding exerciae, aa vell u tran current ex• 

perience, there ahould cane an OTertlau.11.ng or COMift trme• 

.mission ■ystem.a. Camnunication neta vhich allow proper fiel.4 

distribution vithout, logg:iog, or being stopped by, Waab1ngton 

operations, ahould be devised. 

:i:g.p Ale 1:.e 11 E+· ..-li!lll!!IIIII ... 
L 
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HPteraecr 

Tnnat.rnl ot ~ ~ aSpel• Sato rot:• I'd.~ 

able tor routin6 F.2ClMe1:::,g and the~~ tM1r iJlt;e.]Jtpnoe 

ccmtmt 1a one of the aoat aaapl• 1un• the Panel. rac.t. When 

the "IOl\De o~ intercept to be b&ndlcd .... ~ aucb l.aa, the .,al. 

vu hard eovr, ~t 1a, IIW!h1ne-prodllced characters ( typevnUng, 

et.c.), 1n contraat to handvr1t1ng. Bard Cf:YW WU valued becm•N 

human beings could read 1 t rapidly and accw-atel.y. ~, l:>ecau.M 

the volume ot material. bu increased and becauae o-r advances in 

macb1ne processing, the goal IIIU9t be a torm ot record vhiah 

macb1 ~a canr read rapidly and acc:uratel.y. Paper tape and mag• 

netic tape on llhich either pulaea or audio eignaJ• are recorded 

a.re poseibilitiea. (Whenever apecial reading macb1na are econom­

ically f'euible, undulator tape 1a alao a poaaibility.) 

• '?hs proceaaine; pl'Oblea 1a str11d n81,y ill.uatrated by the 

eaae of' ~ : : :·: : ; .: : : ~: : : : : : ~J uater1&1., bme 110at ot c.hat take 1• 

currently merely ted into th• au:per-atore ~ hec!clog. Jleverthel.eaa, 

thi• type of' signal requiree and. to a degree reca.v• ccmataut 

dlecldng to look ~or erldence ot mecb1ne changea1 dittar.it 

routing practieea, and ao 1'orth. We have aeen that 8CID8 ot the 

required iimediate 1dentU1.caticm ot [ : : : :] should and ~ aoon 

be done in the 1'1.el.4. In tba face~ such extenaift an4 cU.ttic:ult 

I 



JftllldDC pmlaJ Jill tbc-e la, M Ja. • »la fm Jll"I 8111iN 

~ ~ fd tb1a inn-.. "Pf1¥ bT MddN 1 ••""' 

lllctb1ne proooaa1nc aboul4 a1.IIO be,.. tor;::~: :::~;~: ::7 
[ -:-: ....,: :,__:-=-: '="'"': :,....,,:~: -~j-1-terlal. Thia v1ll N"'◄- poaa'ble U auch llllterS.&l. 

1a recorded 1n auttable form, u 418CU9M4 ill A~1x Ill. ~ 

___ ,_ .. _ # , •••• ••• •• • • · ·· ·········· ··· · ······· · ··········• ~...a...1 
--., ..... 0.1. , . • • • • •• • • • • • • • • •• • ••• • • • • • • ••••••••••• .,· •••••••• , wuu.ch 

' t;- •••••••••••••• ! ••••.•••.•...• • •••••• . ..••.•. .. . 
·--- - - - -

are d1ndn1elung S.n volume~ repz .. ants an an which amt be kept 

I • -;-;-~-; • • • • • • • • • • • • • :-:-:- • • • • • 
Yi8'0rous tor the treatment o~ material troa : : : : : : : : : : : : : : : : : : : : : : : : : : 

': : : : : : : : : : : : : : : : : : : : : : : : : : : : ,: : : : : ' 
,Ac_<.• ------· ~~• -'--J! . • • • • • • • • • • • • • • • • • • • • • • • · - -

' .............. ....... ....... . .... .. ~~ 
I • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • •. : J require a still diii:. ~ . : ~--......... _:.: _:_:_:__:__: ..... _ ..... . ·. 

rerent kind or p~tion et,r analysia which 1a, 1n this case, 

mostly editing, word recog:cition, statistic&l aurnya, am. the 

like. J'urther di..scusnon_or th1.a 1• included 1n the next part. 

The Place or Processing in the llBA. 

r. • • • • ..- • • • • • • .--. • • • .- ... • • • • • • • • • • • • • • • • • • •l-in .a& 
•••••••••••••••• • •••• • •••• • • •• •••••• • ,.___AQA_ • . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ·, 

The Panel t'1nd.s that research and developnent at the 1181 

bu °Qf,en bua1est 1n connectio'.!l v1th preparation ot material ror the 

cryptanalysis or r:::::::::::::::: :j ayatema and 1n mecbfnee tor 
L:.: . .. , 

ca.rry1n& out scme computat1otl8 r~red by cryptenal.yBta. Pre-

1umebly, th1.a vu considered to be the area vbich vould bene1'1 t 

III08t trca scientific and mig1neer1ng • 1tudiea. ~ reaearch and 

d.eveloplent acUYitiea are, hovever,_clearly 1dentU1ed, not u 

~, but u the proTision ot mach1nn acceaeor., to 

·• 
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~, or fDr t.he ~ ~ llder1al 1'mt ~­

J.Nlleecl tbe 1111 rch and ~ an& 19 1:o BOW Ma 4et1nad lta 

own twt1o11 • that ~ UIUc~1n1 the DNt!.a ~ tbe Pl0I) area 

PF !elie!AA& and. 1BOD'• cSeMncSa haft acne~ 1A connection 

M OOUZ"N• it. u not aurpriaiq that ~ 1\mction o:t 

procHaing and nen IID&l.yaia abould l!imlUfft thcnedvee in teru 

ot equipnent. Bove,er, n uaert atrongly that 1d.eu and abatrac­

tiooa mu.at be lliOre rruit1"ul.ly cultivated 1n some torm 1n a research 

and davelopuont area. The research and developaent areu must de­

velop their own view ot ~te and. future po.esibilltie■ and 

needa 1n the llhol.e :t'iel.~ or data proceaei.ng, and also 1n the field 

or cr,yptanal ysia i tael:t.,.,, In the caae ~ cryptanal ~is, a concrete 

■uggeation will. be made later. 

3. The Place and Promise ot Computer Devel..opnent 1n CcypteneJ ys1e 
and Processing. 

C951!1ter developD8Ilt is e■senti&l, but it 1a no longer 

l~. . . . . . . . . . . . . . . . . . .. . ~ ~ ~j u i - -.ll th 
-
th_e_vay __ o_ut_o_r-t • ... .... . ...•.•••••• • ~-· •• have exam uc::v e - ~: ········· · ·······~··:::._ 

' queati.on ot whether the development ot analytic racilltiea, mostly 

1n the torm ot ccaputera opt1m1Mtd tor the c~ · ~: : ~ ~ ~ : ~ : : : : _: 
systems, can 1n itael.t' l.e&d to a solution ot theae aya~. We 

'teel: quite certain that it canoot. 

The strategy of develop1.ng both certain apecial.-puzp:>■e 

mach1n1ta tor ccapar1ng and counting 1n ceypt,c,alyaia, and the 

draatic apeed1ng up~ large general•purpc>a• ncb1ne• for th.II 

" :J:GP1oee1 <E I -~•-



1t1:i1 ..,1. ot 11 11111 nrte1 rai 1, Ullle tlal • s• •• 221• 

eteeleMM, •swt-1111 - .._ta~ Ja ,._ D 
,.... . . . . . . . . . . . . . . . . . . ."' .' . . . . . "; . ';. : : : : : : : : - : : : : : s : . . . . . . · 1· 

■ IIIP * 1 • • • • • • • • • • • • • • • • • • • • • • • • • : • : : : .. . .....• • • • • • • • • • • • • • • .: . ~ :....~ . _: . . :_: : : : :_: : : : : -: : : : : . : . . . . . . . . . ; . . ~ _ .. : : : : : : : : : . 
teobnf,..,-117 ca wc11ten ue ,,rre•nc ,.,.a:S,.l• tw tbe ao9' 

hi.,_ ooan. ••utbe>aa, Mat,-t;,111 oi +at.nu earq .. 
nmmed b7 t.21a J1SA a tbe r·:::::::::::::::::::::: .......... 1~ 

•••• • ••• :.: :_: .: : _: : : ~ : : : ~ :;_ : : : : : : : : 1 •• .,,..., 

,--.- -...- - ........................... -;- .-

lzq nploit&t1cm ~ ; : : : : : : .........•••••• • • • • • • • • • • • • • • 
- - - - ---~ l • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • - ----:::::::::::::::::::::::::::::1vUl 1uvitably prea■ the teclmo-. . ................. .:.. 

logical cw.pabilitiea ot cavputen to the ll'tmcat. Vb.1le the namtnel 

goe1 ot r. : : : : : : : : : : :-: : : : : : : : : : : :· :-: :-:-: :-:-:: : : : : : : : : : : : : : : : : I 11D4 while 
! •• ·- · •• - · • :_:_: :...:. : : : : : : : : : : : : : : : : : _ •• .•• -· • - • • _ ........ ._. _ !....JI • .J 

m1lJ 1m1r.roseeoa4. pulses have been acllieved. u•1~ tnl1Jlistora1 tbl 
. . 

aere speed1ng up o~ canputer elaeots vill not suttice. . 'lbe 1mel 

tavora tho currant att1tu4e 1n the NSA that aore ~ be P:,necl in 

the ~ tllture traa radically d1tte.rent ~ ~ COGt&• 

Uccal e.lmen:ta, perbailii)a embined. Yith ww d.nicea, than baa the 

men such spNd1ng u;,. (In the lOQB run1 both 4inct1ala ot 

e4v1llce v1ll be canbi.Md to reec:h be,YOQd the c-.,abilitiu ot 

either alone.) c.J"taiu aorta ot special. ~ -u;r CODe 

1Dto be1n& re1at1~ 8001l, aa4 u:r prande a~ ga1u 

1D. analyt14&1 proceaaing speed-a gain which ha been ~ 

IOU8ht tor )'e&?'8• 

However, it DOW appears both that the rNJ4Sati0D ~ the 



·• 

1.w '- w .._ t11oaata~ wis..~ t11a, l!rU• Shi Pre] IPPwrt.t 

tu ,,.,,,. e99 e1 Efl• rs: b.JIIL-sp••a ~ ~ 
et!!!• it belie'tN that Nva&l. 9P9C1 al-pqrpoN cmpitera 1Jl 

~ 

1wd.1ate reaah le44 not bf neg]egtd 'becauae ot the pr0IIUe 

ot a 100- or 1,000~ JP8Cb1ne. 

fR!'1•l-pw puN cc:gp.rtera are att.z:!4tti ve a&H tiona B? 

the crJR!:!n!l yats I dellk and mind. Eeen eng1neer1ng •kt J1. abould 

be put on tull use of the ; : : : : : : j ed1 ting-type ll&Ch:! ne Just de­

livered., which vaa designed at NSA to read certain manual >tree 

codes and tollov some 57 possible 1n.struot1ona. 1'SA. has al.ready 
.- . ~- • -- • -----i 

conceived e. mod1.f1cat1o:r:. • • • • • • • : i df this ~hi ne to re<;ord in 
• • • • • • • I 

manageable form the ti!lle intervals bet.ween re:terence points (axis 

crossings) o! a a1gnal.. .Since such intervals contain frequency 

1n!on:le.t1on, further mod.1ticat1on might yiel.d a superbly simple and 

ef'.fective way~ e:xam1o:Jng vut quantitiea o:r !:::::::::::::: : / In .........•••••• :J 
; --; . . . . . . . . . . -----------

any case, auch hi«#i-speed editing ~hioce ~ ~~;-~::: j has about a 

20-microaecond cycle 1n 1ta core memory) seem to be a principal 

hope of managing the !l.ow or material that vill have to be 

filtered 1:t' fragmentary breaks can be made into certain sorta 

,......,.....------1 or ·1:::::: trattic. 

Beyond ed.1 ting, however, 1 t would seem that computer 

development should turn toward involvement with the senior crypt.­

aDal.yats' da1..l.y work rather than toward some heroic, general-
.. ............ - • • •••• •1 

..,,,,"Pnnae, centralir.ed necb1n•. Wb11e the········· · ::::::: .... •• ,-,- I· . . . . . . • • • - - ~ _.._, 
I . -. .-. •• .. • • • • • • j 
~::::::::::::: program (vith a mcb1ne perhapa 100 ti:mea .the 



OltiMMi~ rd the ll03 or 'ro- .tu and. • ___._ ..-i to s or 10 

fit tboae mite, u a NINl.t rd ~• oramta U., 10 ••• Je1e 

lode,, 2-lnch w14e ~ witb 3,000 'bite,-, inch,, IIDll 80 ~) 

U am adll1nbl.a atfUr daening hSgh•t support, att.ntica aboul.4 

be turned praapt~ tow.rd mek1ng it a,,aUebl.e to ~ta 

vbo viah to do tut but t'ragmentary programa. In add1 t10n, 

special-purpoH mecb1nes, such u t.be~ ~::: : /vbich vu conceived 

for such t1at-ehar1.ng, desk-scale ua., ahould be rapidly extended, 

as inde-.td IBl hu already planned 1n connection vith an e.x:psnaion 

of' the [~:_:_: ~ :J type o~ facill ty. 

4. The Need tor J'und&nen.tal Advances 
or Computers. 

The Pe.Dal hu c.onveyed 1 ts specit'1c JudgJDenta about 

the nature and uae of' machines 1n crn,tan&lysia because it be- · 

lieves that the central hope of' eventual advance in :::::: -: : : :_:; 
; . ~ : ~ :-:-: : : : : : : : : : •• • • • •••. .. . . :--=--, 
• • • •••••••••••••· .::::::::· · ··· ~~ requires that the sophisticated ;:_:_ . _. : _ •__!...._~•~.._._.______ •• • • -

cry1>tanalyst learn machine language and program:ning thoroughly 

enough to fonnulate a sophisticated mach.1.ne attack en a code. 

Thia requires the Bolution of extremely d.1N'icu1t problems: 

the formulation~ clear terms of ceyptane.lytic techniques, 

and the adaptation of these techniques to ma.chine ~e or 

the d~el~t of an interpretive~ 1n Yhich th~ may 

be easily expreased--an interpeetive ~ which macb1nes 

could tranalate into mecbfne language. 'l'h~e are problems vbose 

solution v1ll require much 1.ngenuity and a great deal o~ time 

and effort. Happily, ve ha.Ye aeen a D:>dest begtno1ng of this 

.. 



ill the IIISl. .,w,ar, the 41fflnl.U.. to • o,,.... an tar 

problw ot aacbtoe 4M1gn or »a"1'w ,.,.. lc.-e at Ul bu-. 

recosniM4 th!•, but. thia recognition ia Jet to b&'ff it• -.Jor 

1.nfiuance on the nature and extent o't vb&t 1• 4ooe. A care1'ul 

■uazar'Y' ot thia problma and 1ta poaition at 18A appeara in 

Appendix IV. 

'?he Panel applaud.a the prepration and uae of variows 

apecial.-purpoae machines tor rotor atan)ation, including the 
------ - - -- - ~. \ -.~.-.-..... -....-.,.,... ·-· .. -.... -.. -. -· .-. ·--· .-.-.-........................ .. ... ... .-- . i ......... ............ . ............. . ............. ............ ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

' -- - - - -- ---- - - - - -- - ...... ........ .. ........ ~ ~-- • . •- ··· ··- ............ ! _! _ ••·· 

and ao forth. It urg:e-s that t.heae be extended u p..-oaptly u 
I , 

poasible to the e:x:arn1nat1on or made-up ·problema which cmi .turnilh 

direct 1n:formstion on the . cipher liw-ela ve may face ae electronic 

rather than mechanical combin&torial devices become cust.om&ry. 

(l) Computer pa.mu.ng, especially in the R/D at.age, should be 

rr-riewed 1n terma ot special. progruning rather than of 

over-all (exhaUation) capacity. 

(2) Closest possible connect.ion between a cryptanalyst's tormu-

1.ation of solving a crypt and a genent.;l macbine language to 

expreaa this .rormul.at.ion ahould be attempted. 1n new IIJ&Cbin• 

design. 

(3) Computer tac1llt1ea abould be apecial.1.7 planned tor eaay uae, 

u are aoma deak-a.cceaa IIM'bine.a D0V &T&il.able at ll&l. )i)re 

cuual attitude tovard their uae than 1• ao tar thought 

DOl"ll&l ahoul.4 be encourapd.· 

:Cf3P SECI c!E0r 



- - -----

( .. ) !lae Jl]ennec\ out.1-,- and goal.a tor b1&h-sp■e4 pne:i-al.-purpc,N 

---u14 • r • • • • · • • • • • • • • • • • • • • • • ·1 ~ aAa., be support,e4 t ~::: : ~-: :_::::: : : : : : : : : ~ but 

aped.al-,.urpon eomputera 1n 1enecUate reech ahould not~ 

negl~ted becauae ot the promise of' the f'ormer. 

r- ····· ·· ···· • _1_. __ Th_e_:::::::::::: Sources. 
'- - - -- --- --

Presumably th~ L11fo:rmation contents of ID.!!..,Y Bt?Cret mes­

eage.9 are actually reneeted 1n masses of accessible conmunicationa. 

Despite the nearly perl'ect concealment of' [ :::::::::: :J communica­

tions for the past aeveral yea.ra, the intelligence community hu 

nevertheless been getting important ind1c&t1ons of : : : ·::: ·:::: ·: :: : : : :· 
l .., __ _ ___ •.• • •. • . , 

r. :·-:-. ......... . .• •••• 
. . . . . . . . . . . . • • • • • • • • Since the Panel has empha31zed fragmentary · -······- ... ... ... - ••·· 

readf th t -~-uld t. -- r ... •• •• •• • •• - - -ng aa e mos we - ex.pee u ~ ,: : : : ..... . ... .• •• • , 
i..:., e &,,,• • • • • • • • • • :._:_:_; 

ciphers 1n the :foreaeeahl.e :tuture, 1t may be impcrtant to look 

into the technology of the thrl1'tiest coupling cf' whatever : : : : : : ; 
' .. ... . 

• • • • • •1 • l • • • • • • • • • • • • • • • • • • • • ·1 inror-.tion there is with t.he great I!l8.SS of . • • • • • •.• • • : : : : : : . . . . . . . . . . . . . . . . "' .... .. , 
:::::::::::: ::: :: .. "J ... : ... .. .......... . ~--- - -- ·-

Indeed, comparatively little 1a lmovn about the reallt1es 

of ~ coupling in an autocracy llke ~-: : ~~~ : j It say be that • 

\IM:tul pQl1t1cal acience-eccmca1ca atudy could be made o~ the~ 

I:: : :::::::::: : : ::I 4ec:1-•-- am actiona are anticina,t.ed or ren.ct.d 
•••••••••• ·· ·A - -

I 



illDiiR-. 

WJ ..... V4 ......-.--1• •• •••• •• ••• ••••• •• • • ••• ••• • .:. ~ ""- -· ---- ':""" ............................ ·\ 
-- - .._ .......... ·-·~· ...... ·-· .... . 

u4 abortaUou. lliile 8UCh a ~ Ma of OOGIN ..,._ •mst:'MCI 

by people at the ftM.OUe U ... llaellt apDCiN ot tbe Nnrl'7 &l"0'9, 

there bu not been a cantul. reconst:ruction or a Nrlea ot per1o4a 

• • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • r a\lieh u iD . . .. . • . . . . . . . . . . . . . . • . . . . . . . . . . . . . . • • • • • • • • • • • • • • • • • • • • J ........................................... -.. -...... . 
- - · , : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : = 1 · - - - - • - - - -

connected vith ··•••••••••• •••••••••••• • ••••••••• •• ·~~ n~1nc1-1--- . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ~ ,- ~ - ---- - - - .. -- - -· - - -- - -
dertted traa such a compe;daon would be of ri. tal. and 1 PIDC"'liate 

uaetulneas DOY and in the tuture. 

Beyond this sort of qualitative conaidera.tion lie• the 

bl f + ... , , •• rtin t'h-ugh ................. • :-:-: :-:-:-: -:--:-;, 
pro em O _ ~~. ~~. ___ _ !_,_~ --. : : : : : : : : : : : : : : : : : : : : : : : : : =-v 

i, ••••••• •••••••••••••••• •••••••••••••• • •••••••••• • •••••••••••••• . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 
: : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : ;_: _;_ : : ; : _: :_;_;_;_: : : : : ;_: : : ~ : : : :. : : : : j ...... .......... . .. .. ..... . ... .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ·-. . . . . . . . . . . . . . . . . . .. 

we shoul.d al.ao keep in mi.no. that. c =::::::: : : : : : : :1 

• ._ •••• •••• • _!.,.,J 

. . . . . . . . . . . . . . . . .. . . . . . . . . . . . . . 1 ,., . . . . . . . . . . . . . •1 

. . . . . . . . . . . . . . . . . . . . • . . . . .. • • • • an... many routine • • • • • • • • • • • • • • • 
• • • • • • • • • • . • • • • • • • • • ! : : : : : : : : : : : : : : : : : : : : : : ·-::7 

activities are regularly deciphered rrom.:::::::::::::: :: ::::::::: . . --·. , __ .. . . .. . .. ... . --·. ~· .. . 
systems. Presumably s1m1Jar codes a.re co.ucenled. 1n the U. 8. 

r:-. ;-;-. -;-...-... -- . --.. . .....•. -.. -------- --- - - - . 
· ·· ········ · ··· ······ ······ ················· · ········ ·1and1n 
l ....................... . .. .. ......... . . .......... .. .. . . - ----- --- ----~----------~ ···•·----- •,a.J 

,- -- ----- - - - - - - - --- - - -
certain o-r their internal comrmroi ca.tiona in: : : : : : : : : : : : : : : : : :_: : : : : : : 

-
'Tho_ro_ugh __ &b_st_rac __ ting__.,._of--i:..E ~ ..:..: ...:...: ~:: : : : : : : : : : : 1 may reve&l 

L ....•..... I 
··········· --- -.. -

... ~ 11 ugh nly ~-········· ·· ···· ··· ··· · intelligence trad!~.onL y so to .L..I..! ~ •••••••••••• • ••••••• . . . . . . . . . . . . . . . . . . ·-~---

In all bandJjng of these awciliary sources o-r 1ntell1&ene:e there 

is suppoaed to be rigid adherence to the Uaera COND'l' ObJectivea 

Liat ot some 12 items. A cU.aturbi.ng unree.l.ity perai■-ta 1n such 

a aiJ:lgle llat or obJect1vu, which t«,.d.■ to concentrate attention 
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- - _ _ .......,._ ......... u ~ • ...,.._. .. c · 

• arta1D P"• Snen~ ~ t;>,tnp a1da ....,,t N 4iNetq 

~ne>,le _,_ -- ,._; :~ • • • • • • • • • • • • • --=, !'odalf .n -- ~ • ._. - 1:: :_:_::: :.: : .:..: : : : : : : : :1 ' W'V-• 
~ to aom ~ \be 1.ntonlllt1ce eoqbt are d.eriftd 1.11 a left-

bended ~ traa a bulk or only partl7 u111w1lat-.« lll&terl.&l.. 

luppl.eDmt&r.T. IM1Juatable priority decisiona probebl.7 do• and 

aurel7 abould, talte account of real. rather than ideal. expl.oita­

tion. The Panal bellevu 1n the 1.nmedi&t. importance ot an 

operation.a a:nalya1.• type ot atudy &1.med. at bringing the mass 

production application of the Objectives List into llnl! vith 
,-.· . . . . . -; -;--;--. . . . . . ~ . . . . . . . . . . . . -. :--:-:-;, 

the best content of the 1: : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : :1 content 
.. _ - - .. ................. ·- ----~ --' 

of several hundred thou.a.and.. 1:::::: :::::: ;messa.gea per month ::::::::::::J • 
As Appendix IV on programuing brings out, there is 

important progrcsa in the llSA tovard II'.:2!.Chi!les which C8n rapidly 

: · · ········· ·····~ ······ l 
.. .....,. 1 "it • • • • • • • • • • • • • ••• •••••• : : ! It houl.d b ibl ~ -.-.t-V r . •. . •••• • • ••• : : : : : : : : ~ s e poss e ...., con-

....... 
Tert auch mesaa.ges to • : : : : : : : text by machine e.nd to el:!J)l.oy .... 
apeedy methods for acanning the large ~· of such cc:py 1~ con• 

The • • • 
' . . " 

' .. . ... .. ... . 
sca.nners no~ looting ror special vordzs in ~:::::: ::: : 1ought as 

soon as possible to be supplemented by word-recognition macb,nes. 

A poasible design for such devices la discmsed. in Technical. 

Adjunct II. 

Rvidently, the !'1J..ing and cross referencing ot 1.n:t'orma­

Uon a.t't~. it ia completely read is alone a formidable operi1tion. 

-It too must have improved .m&Ch.ine treatment such as cen neither 
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J 
--◄ 

~. r~~•·· . 

.. ot•◄ ,a-.. aft\J.111 - -.•• eou.~s. sa a xe11, fte1A • 
¥1 IT ll11ftu7) 11•1➔ ..... I r1le qpetat1ene)11f (~ p-.1tllb;f la 

ot ... 1- ajpif1oaa■) ,._~al wzw a4 8\111 ■• ••n­

tbe'111, 11na, too, ~ ftel4 does a pl'Q9t, wU~ Job~ 

Nf'e:awaoe uee:tbly vbidl 1a a atSmtJ at1ng, U l.iai.W.1 e:saq,le. 

e t e!¥ 'bo4z ot ~ CNrreat oeiatim• h,:a the 

\~:::::::::: :lvm be pi tor COWll' !!fe:• &Jeh 1111 obJfmivw v1.ll ·- - ---~--' 

&lac> cl..ea:rl¥ t'uor the np14 p~ IIDd acal.7Bie esaectial ~ 

pl'Oper UM 0~ tbe :cIJRP urtercept. 

2. yrprt C\u'reat Values orf :::: :::-: :-: · · • ·: : :-i 
r: ~ :-; ~ . -;7: . : : : : : : ~ ~ ~ ~ ~ ~ ~ ~ ~ •• _ ·_J 

PropoMdl:: : : : : : : : : : ~ ~ =-~~:_:_ :_.::._: :._:: :J productioo end ~-

merc1&1. op«rstiaMI into 90 pr1Dcipal. diatric:ta mq t92q>0~ 

enrich tha CODteut ot[:::i::::::::~:;::;:::::: Jcipber a)"S't-a:a. 
It 1a \mdemtood that I vh1.la NII materials, manu.faetu.rins, and 

~ or 41.str.tbut.im aativitiea v1l.l be controlled 

Joca'IJ y, the reN&rCb ma. drre.lopw:1t f\mct10oa for indu&1".n.es 

v1ll "-- ----- - r.::-;-;;J h..a..a ..... -- .._..._...,_ t--­
lilQ epp~vni\4 .&."'--

1
::_:_: :_• ~--~•• ~~~v.._,, ~.&.""-

ccmcem.1.ag ~ aet.ivit7 bu otten y:teldac:l tho ::JOSt acces­

aibl.e and illterut!Dg ('(l!IJQJninationa IJUCh • that concerning the 
------ ----· •••. : :7 .. ........ .....•• • • •• : : : : : : : ~: : : : : : : : : : : : : : ear.'... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ............. . 

""i# •• ••• ::::::::::::: • ••• • • • •••••••••••••••••••••• •• •••••••• :: : 

and 80 tozit.b. Ccaott.1'nlbly I IIZl iJ:Wo~ period 80CO?Sp8flY1:nc the 
- - - - - - - .......... ~ ............ . .- ..- - : : : : : . ... . . .. ..... - . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . : ... ... ............ . ············· ······::: ............ ............ : ...... ..... .. ... ... . 

' • • • • • • • • • • • • • • • • • • --------•- · - ·- · • • • • • • • • • • • - - - _______ ._ ...... ! 
t •••••••••••• ___.....-.--. " ' • " • " '" • " • 3 coul4 DOW be st.c't4"'"'• n:,ubUesa much Of' tbe r • • • •• • • • • • : ~ , 

1•· ··· ·····:: :: : .... , 
oonm:tcationa cmcem1Dc th1a v1ll N amt via.1:::::::::: •••••••• "' -···· · ···· · · ·.·· ·::: ~ 

1. ••• ••·· :::: :::: .• . J 
11D4 pe:rt1cu.1arl.7 Tia the ~ at~1_::::::::. • • • • ·::::: l 

'2 
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..... _,,., '- ,_ .. _...,".■ I> ._.11e e 1Stt r 

.: Ill ia... 1111• ... lltef1 .. Ml•t• te ... .a 911 

....sa1111111 lill. ;,s:ia 1·~ •11111~ .... rotllt ~ ,,..... 

•~~ •- ! .. ..... ........••••••••• .-.-- .. · l a,-a,a ~ ...., . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . : . . • • • • • • • • • . . I 
---------------:,. .............. : ._ .. _ .... : ..: . ~ : : ~ ~ :__::: : : : : : : : ~ : : : : .. 
otlter ah!91!!,. SS-Uad.71 'hil e.-.,1ng •••w!e811a• u.~-: :-: : : : : : 

I ■ e ■ • • • • I 

1: : : : : : : : : : : : : : : : : : : : : : : : • • • • • • • • • • • • • • • r •· • • .-
.° '... , , •••• • • • • • • • __: : : : .: : : : : : : : : : : : : : : : : : : : : : : : : : : I ,da1le 8Ub.Ject to 

largit t'lu.ctuat1au 111 both acoeaaibil1t7 aDd int.ereat., abcw.cl ba 

beM.l ed by 9\ICb Hrai•Z'Oll'Una zoobm,1 Md SU?'ft1.l.llmce meth:>d.a. 

1'be Bttituu 111 th1a vbole area i.a 4!CG1nsted 'by- the ccn.su::er de­

aumd for occult amd ~ unccmnmi ~7) mU1tar., 1ntomat1.CD. 

T"M ccucielltiola sWt ~ becmea obae...S. v1t!I ci,phera-tbe 

more 4ittic'.ll\ the better. A 6ftNP ~UeC"tnaall.7 suited ~or 

c~alyaia JIIUSt be ~ tor tbat tau, but ~ 

or nm tnoumda ot othen 1Jl C(l(!lf? ahcul4 he! equal Cll)hae1 • 

oa ua1n1lat1m ~ extati.ng, ecceuibl.e ~1.a:l. 

?t vou14 be 1Dte~1Jlg to tDov ~ acties tbe : : : : : : : : : 

r1n4 !IIOat ett1etat 1n uiDS the great lNllc ~ milit&:7 end caa­

aeNial uzt.JUgmee ~ Iba trN vorl.4 apeaJ7 OC'WNJ21A&tea 11D4 

ottea p11bH..,_ 1A J,4,en -4 Joum,al..e. What fµterl.D6 •~• 1■ 

llfPlJ.ecl, ~, to the !!! ~ flJs:11,, or Arl.a1cm ~'! 
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Belatioaa of ~ l8l and oiber ,arta ~ the ~JJ1r,ce 

CXJP11Jrn1 ty vith allied nat1cm■ • .,,. ~ ot gN&t wchn1 cal 

Talue and aboul.d be di~ expanded. 

We have long l.1nlted : . .......•.•••••••• ·-······:11n••-11-
f .. ..... ... .... -~-- . 

• • • • • • • • • • • • • • • • • • • • • ~ : :_ ~ : • I -~ ~ 

vi th much ~ our act1T1t7. u vu ~ Sap] S ed. in the 

report [ : : : : : : : : : : : : : : : : : : : : : : : : : : : : :::: : :: to Director or JISA, 
r:-::-:-=--::--a-~ - ~ ~ -----=- · ... ---- --- · ~·- · •••••• • •• ! : :::::: .................. -;, 
• • • • • •_!__• ..:. •• : : : : : :_:_:_:_: :iUS cooperation 1• a tremendous adjunct 

to our own highest ■ktJ] a. 

Our contacts with comnunicationa 1ntell:1gence practices 
... -........... . ...... ........... . --- -- - -- ~:-:--:~ . -.-.-.. . . ' 

and tec!lninues 1n othert· . . . . . . . . . . . . . . • • • • • • • • • • • • • • . .. ......... ., 
..... l-: •••••• : : : : : : : : : : : : : : : : : : : : : :~ ..:. ..:...:..:_:__: : _:_: : : : :, ........ ... ...... 

r: : : : : : : : : : : ~ countries lllte the : : : : : : : : : : : : : : : : : : are revardi.ng, --· - - ---- ---- ... . . ............. ... ·1 
eapecialJJr in connection v1 th ~ : : : : : : : : : : : : ; : : : : : : : : : : : : ~~: syrt.ens, 

and aaoul.d be cul.tivated. 

VI. NSA--THE RATIONAL RESOURC'X 10R CCM«INICATIOllS Im'ELLIG.EtlCX 

l. The Weed o-r a lle'I Pattern for the NBA • 

.J The Panel. finds that the llationa.l. Security Agency baa one 
-◄ 

o~ the highest level.a ot technical efnciency or any- Government 

office and deserves the unqualified support ot the military aod 

civilian complex concerned with our :r,olitical. and strategic 

pol.icy. Thi• JudSF)eDt is based partly on a cl.ear and torcet'ul 

impression ot the competence, int.el.lectuai atature, and d.flvot1on 
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_. en.eu,. 111 or ta. natt. 11111t 1, &LN nsu • t1na 

M1mt11'1.a 'buN, Snoln41n& ..U.. tat W~toa aa .-.,cma 

and logiatic capadv caw aore den.niteq troa tN rn1cat1ona 

1ntelllomce and properq related m.D'1' ettecta than t'ral my 

other eource. 

Aa noted in the Pre:tace, the Panel' a rencwMDdat.iona 

about the llBA 1nYOlve ahi.rt• or emphuia and organization vh1ch 

are related to a view ot ite activities appropriate to the situa­

tion which it t'a.ces today and muot face tom:>rrow. It ia not 

vithi.n NSA.'s :province to make theae ahirts either on ita ovn 

initiative, or on the recOODendation of any advisory group. Only 

clear leadership and guidance from the aources or its moat basic 

policies can create a aituation were these ahi.fta v1ll not~ 

be possible, but adminiatratively obYioua. 

Given such "guidance froia on high," a moat :f'n:ooM1eDt.al. 

change 1n outlook can., and ahould, be aecompl1 shed. Central to 

the NSA as a nsearch1.ng1 developing, producing, continuing or• 

ganiz.at1on ia the ideal image or vbat the la.\ ahould be, not only 

1n the eyes or 1 ts adnd n1 strators, but as seen by al.l or 1 ta in• 

formed personnel., especially the many thouaanda of 1.nton?led member• 

ot its Va.sh1ngton atatt. Such an image can.cm.mr BSA. ah~, bold 

it back, or even destroy it. 

'?bouaanda of llSl employees are moat devoted and intel­

llgant public aervanta, •killed 1n technology or ednd nj -.trat1on. 

They are~ denied the Ntiataction of public recogniticm ~ 

El~ 



9'SAllll 1111 i2111 1 i~ ZahrS, t-, _.. ~ 11 11411 .,_ 

-. ~ - _be1111 lmaMa to N 1llll'ldal • • ~ pc3a1• 

ftrr .. pahJS.. .,od.,, .. WQJA - tbe .... u u..,--'- - 1-

.,,.,. or •r-~~. ~. '-1' bae ~, 111111 ... 

Una to Net, the beGt &T&ilable aubaUtute. ~ th1a 

MU'Cb ~ ncopit.ia:i m¥l approNJ., tbq' have tended ~ 

w ~ tale Mhia• 

var Um ~ :;.r a t.iq group or 1nap1Nd. aod em1nci~ 

~- Tile aupply to our Jld.litar;y and ciiplOIDI-UC beada 

ot the innBr eocret.a or ot.ner povera vaa a var t.illle aervice vbich 

~ be overestimated., one that cannot., end should :wt., fNff 

Hovever, over the :;>aa"t decade., notvi~t&tld!ng the COil• 

st.an~ 1.ncree.ains skill.a or our CQPt.anal)-sta, our accou to tbe 
..--~~-:-;-~-.-• ..-r--,____ . • • . • • • • ••• ·;•------ ----
,; ....... ... ... .. ............. .. .. .. ... ·:: ............ ........ ; . .•••••••• • : : ... . ..........••••••••••••..............•••••••• I t· . . . . . • • • • • .._~-~ ~_:_:_· • ._.;...._-- . - ..•.••• • 

Nat~, the m.shition to regain th1a acc1■■ and the NCCh rar 

Wl to do 110, 1n o~ to continue to deae:t-v'e the confidence 'Which 

they have wt=, st.ill constitutea a arinng tcrce ror the ISi., 

ldJJ.cb account.a tor tmcy" curioua h:at.ura8 or 1ta orpnimt.ion am 

operation. 

~, the largor part or the prime 1nt.ellect ~ l.Nda. 

ahip o! MSA 1a coocent.rated in the AINA aectioD ~ l'lG). (Thia, ~ 

oourae, 1a the :part or Pt«:ID vhich 1a l.eut ecncerned vit.h 

"production.•) Yst tbe eatcrpriM and oourap ao ~ cUa­

~ hen are ~ IJNdacl 1n other pu-t.a ~ ~ ~•• 

opc&tioa. 



ft •••--• aJ.mR u U ~ ot --••• ta aru.r, 
.; 

11"1,er Uw ll&T8 anate4 a ~like __. 11b1e x ,, .. 

ooutantq areater h-.»a ~ ll&tm.a1. vhiob a do .. or 80 ~ 

~, experienced and capable ~ a+-t&c\1ng 9UCh -.terlal, ccmot 

nen 11.f't, let alone s~. 

ConTitraely, the moat preaaing problem~ tho Agent;y, the 

great organizational and engineorlng chaUenp o~ exploiting 

quickly, viaely, ett1.ciently, and as t'Ul.l.y u posaibl.e, al1 o~ 

: : : : : : : : : ~:_:_::;:: ~: J vhich e.rcs cur.1:ently actually or potentially 

u.aei"ul., ha.a come as a neceseary but not vel.ecned. cliversion to the 

moat aklllf'ul and original. intellectual. l.ead.en 1n the Agfmcy. 

ll8A baa most cha.raeteristically,_ under both it• m11.1tary and 

civilian leadership, ;rorked IllM.!'ully despite thia conditiOll of 

1pllt personality, bu-t. its tul.l potentiel.ities 1n contributing 

to the national. security cannot be real.ized without a reorient.a­

tion 1n tho thinking end attitudes of its leading spirits, a 

reoriri.ts.tion on Vhich c,:,rres:ponding reorga.ni!:e.tion.e of structure 

and t'uoction coul.d be profi-tably baaf!d. 

2. Broad Problems or 1'BA' s Research and Devel.oJ;ment Activity. 

The rei3earch aru1 development organization haa, wisely, 

been encouraged. to take a leading part, 1n cooperation v:ith the 

other parts of lfaA, 1n planning an,i supporting lfSA progresa. Top 

admin11trators in the Department of De!'enae and the miA have given 

moat tbousbt!'ul and devoted attention to the support. and growth~ 

the P./D organization. 'fhe evidence and. the record ll&k.e lt clear 
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bolr ~ ~ 01 14 lelat, le C.SN .., 8114 ....,_ 

nooct the dMlp DM4, 1a a Natra1 oi d•ttm• 1'tteJJ1pnoe or­

pn:bat1a:i, tor a Y11J.)rawt 1 • 11 rch 11D4 ~ oz 1,11111...uon. 

Great. stn4N wre taken clur1DC ha tera u Direnor, wt, u 

Omleral Can1ne pof.nted out 1n his teattmony ~ore th1a Panel, 

the job ia tar tna com;plet,e. 

'1'be Mtd tor adequate contacts vith ext.nmaely ~t 

outaide acienti■t• aDd. enginffra vaa cl.early recognized at. an ear~ 

date, and the o.ft'i.ei&l position of' euch coneultan-ta vu atrengthenea. 

by the setting up., 1n 1953, of a Scientific AdYiaory lx>ard composed 

of eminent academic, government and 1.nduatrial. scientists., and 

assisted by pe.nel.8 of conaul:tanta in mathematica, el.ectronica, 

and telecommm1cation.a. By and large, however, the members of 

thia Boa.rd continued. to operate u individual consultant&. Beaide• 

the Robertaon Report~ 1953 on COMDf1' aa a aource or early varn-

1.ng, the only ex,vrp) • ~ a collec1.i ve atudy of a broad area of 

BSA activity would appear to be the 3l lla;)t 1957 report of the 

Scient1.fic Advisory Board'• Math .. tica Panel on the use of 

11athematic• and mathenatici.ana througbout. the ~y. We hope 

tb&t. the cl&ri.t1cation a:D4 readjuatment ot l8l goala, reci emended 

in our report, vill be a.ccompan2ed b,- a atrtmgtheo1ng of the 

lcie.::.Ufic AdTiaor,- Board u a aource of vorki.ng groupa concerned 

vi th the t.cbu1 cal upect.a ot JDa.ey more broad probl.ena vi thin the 
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lld.l.e ~top~ IID4 the 8a1at1ftc ~ 

loarf. eonUmaa4 to IIIPh,Mise the omtn1 role rd l'tlHUU and a.­

ftl.opaezn 1n IISl &ttal.n, the Decaa&r'J" pcnona, exper1.enee, ldeu, 

and 1n•Sgbt could not. be created overnight. In putial.ly adapUng 

itael:t' to nev t.im.ea and. nev problema., the liM raced obvioua 

problau ot developzient. It lia8 natural, an4 ve belie-re vise, to 

preaa tirat and hardest on davel.opDent. Howe,er, Oeneral Canine, 

himself, baa expreaaed to 116 his belle:f that reaearch baa l..agged., 

and that this should be corrected. 

In part because of a sequence of f&tet'u.l eventa, partly 

triggered by the emergen~y conditions or the;:::::::-:;::-::::\ 
.:.. -

aggravated. by many cb&ogt":s in top personnel., the intention that the 
,. 

research and development organization should p~ a central role 

1• still far f'rom reali.i.at1on. While there 1B cont1nu1.ng and, 1n 

~ respects, effective bu.1.Li-up of t.)ie R/D progr-....l!l., the R,lD 

organization aeems never to have a.sstll..ied the necessary leaderBhip 

1n fo>. -~ a pat-tern fer the st~ renevnl of RSA. 

We ahoul.d emphasize that this has not been because o-r­

lack CJf over-&l.l. aupl)Ort in either f'unda or people. While turther 

e:xpana1on 1a currently sought, the c~mtin~ grovth of the R/D 

: : : ~ : :-: -~ ~: :-: :- :-:-:-:-:-: : : : :: : : : : : : : : : : : : : : : : : : : : : : : : : : 
opera ting budget , • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • t.,..__.,.. _ _ ____ _.. ............................. :: •• • ••• •♦ •••••••• ~ 

in l.957), together vith the preaont size of the organization 

: : : : : : :·:::: :: :: :: :: : :::j;- ahova that sdro1n1JJtrative support or the 
.___--~-~..._.__. . ... 
B/D com.pl.ex baa not been absent. 
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lbat llu lHttm abnnt bu bNn a reoogntUCD d aa•e 

roletnanwera-4, ~. •~+J.mt!aatNp.l"S!! 

u oontrute4 with ~ pro4Dction !!! ~, u a -••tU. 

cetral. f\mcUoa rd IMJ a function vhich -...t. be carried ~ vall 

it El u to do ita bHt. against the mounting challengea S.t ta.cu. 

In leA Yi~ ten., the ~cult¥ bu centend ill the intenlal 

dJlla an4 ea;,ha•i• of the R/D organization. '!here ha'Y• been prea• 

ai.ng d.1Tera1ona :traa the path ot torvard.-l.oold.D8 leaderahip. In 

particular, u expl.a1ned. above, it hu been quite natural for the 

mathematical rue&rch group to turn toward PROD problems, 1natead 

ot ayateG111.ticall.y attacking certain baaic problems o'f ceyptan&ly.ia,* 

and tor other research _and ~evel.opnent groupa to turn toward the re­

cent exaggerated empbaate on macb1ne design. AccoJ"l11ngJ7, there 

baa been little cha.nee tor azlY aubatantial part ot the vbole B/D 

organization to think and act together toward integrated progreu 

ot the llSl. 

Becaua• ot t.h1a aituat.ion, the Panel. NCoamenda rat.her 

dra.etic propoaala tor strengthening thia part ot the CONilff efi'ort. 

'?heae are drUtic 1n that they call tor unusual organizational 

action, but they continue the orderly growth of the put. inaotar 

u a1ma and techniques are concerned. The,- are 1D l1ne with the 

I Tbeae are reviewed in !ecfuiicai Adjunct ill, Ltlmate of 
Technical 81 tu&Uon in ern,tanalyaia. 
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IIN4 tor ~ rManl"Qb 'lddu baa Na alar ~ • ..S­

ldat.nratan 1a ... u ..U..Ce4 'b7 nah tar IIDft druU• 

)ll1,,jVi18l ■ uNJIAU&. 

l• ~ DiaCUAioc of Certain 4sPecta or OmNiit JVL. 
A.a a bacqround rr,r the propoMd cbangM, w need to 41 ... 

naa ~ «:IW'lpl.• ~ preaen 'B/D 110rk. Part IY baa already 

treated act1Yit1' 1n a.aMoe deflign and. pc-tormnce, u it aroae 

in camiection with procea■i.ng and an&ly1a1a, al.though attention 

vu not there dr&vn to the uni"ortunate d1via1on ot machine de­

velop:nent &ct1v1.t.1ea betveen MPflO (in PROD) and such R/D con­

atituenta u ADQ, K>DL, and DOB. 

The basic acience groUpa in R/D deal princ1~ with 

pbys1ca and mathematics~· Phyaica ia supporting, vith Juat.111.able 

pride, a number or 1.uux>rtant acade:dc researches. Those devoted. 

to the upper atmoaphere, with their im,Pllcationa !or propagation 

ot signal.a, antenna pert'ormance, and related basic ractora in 

int.rception, aeem approprl.&te. Such au1teh1.lity 111 a.uo apparent 

in certain programs on theoretical. phyaic■, au.ch aa the 1'.Y.U. 

work on Mllxvel.1 1 11 equat1ona, althouaf;l the quality and orl:tntation 

ot such atudiea might be improTed. 'l'he work 1n the field ot 

solid-at.ate physic■ 1■ discussed brtdly 1n Technical ~unct IY. 

Kngineering research activity 1n R/D Ulu.-trated hov 

alert obaervation ot vhat can be learned f'raa external aourc .. 

can be ot the great.eat value. '?he preoc~ticu ot one group 

nth certain componenta tor higb-apeed :macbinea, upec1&lly vith 

S IDER -
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1:bOlle uable Sa .i.trcm1c row •~ Sa e,t '- ffl• tor 

tba JIil. 1!>.1a 1a aacU7 ._ son flt ~ WS.111 Gldiaida - ­

clu•tn.4 acUT1Uu 1hn lholll.4 • ftml7 IDI at , S:lJ7 a:.c,pwta4. 

'for wtance, electran1.c ziotor ■mllaUcn Slffalnnc alllta1.croNoaa4 

pw.a,e rates am4 megaeycle ■tepping rat. Call IID4 ■houl.4 intenat 

atroDgl.7 vith moc!f!m CC11DUDicationa deYelOJjamta rar pu]Je ganff&tiaa. , . 

and hancD in&• hl'tha-, ■uch techn1quea CQald inapire ■ysteu tor 

caem 11h1ch voul.4 protect cur position t~ J'N,ra to C<JN and at the 

same time give ua poaaibl.e inai8bt into the moet threatentng·machine 

advances by foreign powers. 

( .... .- .. . . ; 
1:he 1

• • ••••• •• :ccmputer prognn attorca an important 11..lua-L:. •• •.. . .. _. 

tration ~ hov the progrmn ot thia part ~ R/D ahould be revised, 

ooce the revised objecti~es tor t.be NSA are put 1n force. '?he goal 

ot the l,000-megacycle repetition rate can no l.cmger be regarded u 

a near magic aolution to t.be problea. ~ breaking 1::::: : ::::::: : :_:_::,' 

ciphers. 'lhus, a back-breaking ettort to achieve a canputer or thia 

cape.city is unvarnmted. On the other b.lmd, a. shrewd, veil-engineered 

advance toward t.hia goal should be of tremendous over-&1.1 importance 

to camrr' ■ general cupabil 1 ty 1n the years to ccme. 1'ran thia broad 

viev, however, the ettort should be to establiJ!h a nev level ot aan­

puter des18n, such u recent conceptiona or m.i.crowaTe logic appear to 

otter, rather than to rullh a canputer to cc:mpl.etioo by~ extravagant. 

expen41~ ot both money an4 ~ our technical reaourcea. 

In cantrut to acne ~ the research d.bcua■ed. above, ■aae 

~ the mat.banatical wom (and a<me cioeely related~) 1D B/D 1a 



I 
~ 

l\ln:iel7 ~ 1lowu4 the beat Sntuuta ot ™· 91a Pw1 •• 

11diUpzwtatsa or .. SA1-%•• IIDA act1T1U. ot 111.1a ~ Sall-
~ ....................... ~ 

a&tea ll)Oll iu!Slt 1Jlia, 1:ba buia Me4a at · • · • • • .... : : : : : : : : · · .. · ••• 
L • • -• • • ~ • -• ...:...: -- .... • • • • • • • • • : : : : 

'lhs. WJPlS• 1.w than ata-t1.1na. 1ai, 1t 1a •~tu PiaDMr1na 

a new mp>,uia at 118.A. In tlleir roor 41Tiaicm, ~ cr:,;togrllphic, 

cr,ptenal7tic, statiatic•, ao4 zethoda reHarch, BSA'■ mathematicians 

ban begun a •1Stematic :tamul.atiai ~ cryptanal:,au that enconpaasea 

muy at the tmprovementa advocated in our diacuaaion ar processing 

and analyau in Part IV. 

The atatiatieal diTisian'a achievement o:t a program :tar 

example of what must ~ repeated many times 1n the tuture. 'l!iia . 
was the sort o:t ca;pitalaation of learning about the tundsmentals 

o:t aophiaticated machines referred to 1n earl.ier parta. !'urtJier, 

::-::: : : : • • • • • • : : : : : : : : : : : : :, b;y meNJa o:t this program actually has 
.:....__---~ ......... -'-"----- - q _ ;J 

I • • •••• •. 
found intense sppl.1cat1cm during the ;_;~: ~::__:::: :J in reading :messages 

which were inaccessible to earlier tec.hn1~ea. J"urthe.r signi.ticant 

progress he.a been made 1ll enot.ber connection vith the ;::::::::::::::::: 
1n wich progremmillg technique• exhibiting acne o:t the bum.an judg­

mentis of the crafty analyst are attained. Thia V'02'k aeau to have, 

1n BSA opinion, sanething or the position of hanuesa but not 

•nie Panel agrees generally with the recent report ~ the Mathematica 
Panel ot t.he BSA 8c1ent11'1c Advisory -Boa.rd (3l May 1957) on t.he 
need for and progress toward "a· unU'ied science or mathematical 
cryptol.ogy. n 
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~ IICUT1'7, bin, 'lo 1lh1a hnel., 1\ a.H,NID 1lo N olOMI' 

-tbaa l:IQ1lwrc e1N - .. NI'\ of bu!a 1IOZ1' *tall ..... 'belina 

-.0 bol4 th.a bat hope 'tar P1"0CI •• 1D ccwwm1oatiaaa brWJ.ipnce. 

4. llee&94 Cbmp 1n the Buic lhpeo,tat10n ~ the DA 

'!'be next logical 4ffelopment, cmce the cent:ral role~ 

ftNU'Ch. '!hat thia v1ll requift the br1ng1ng together ~ the best 

research abilities ot the ll8A u obviou.e. 'l'hat th1a v1ll requ.1re 

a aepuation of reeearch h"all devel.opnaent is DOt ~te u obrloua, 

but the Panel. 'e studies have indicated thi.a to be equally neceaaary; 

in h.ct, the Panel has becane thoroughl.y convinced that thi.a aepa.ra.tion 

will have to be org.anizatiooall;y deeper than the Panel believes l1kel.y 

to be possible vithout 1q>ec1al action. 'lbe basic aubdiviaial ar co:n­

municationB (and, as e.lsew.ere recamended., e1ctron.1.ca) intelligence 

activities llhould thus be into production, deYelOplfmt, and research. 

All three ot these tieldJS ~ activity shoul.d be recognised u ~ 

crucial importaoce to !ISA's continuing f'unctiona c4 aupx,lyin.g critical 

intelligence. 

'lhe Institute tor Ccmmmicationa Intell1gence Reaearch. 'lhe 

central proposal directed toward sharpening and accelerating the llSA 

aassul.t on[:::: : :::::::-:::: :·:l 1.a the establ.-:ishment ~ an external-
••••••• ~~- ~L,.._.__.__.:__:_,:__J . 

internal organization tor research (a cO'fer name should ·perhaps be 

used). 'lb.is organhatian, like the .AlX: 'a ~ Al.8IDoa Laboratory, or 

the DOD's Weapooa System Eva1uation Group, VOQ14 be operated under 

e:rlemal contract 1n clOM auociation with all the reet ~ the BSA. 

--
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lllcla - arpn1MtfOD ..,. affw ,._ 1ba\ ~•I Sa 

BJYLl:11 1 111 9aat, 1SU Loa Al eoe Id llm, lta ..-oisoeJ WQ1.& 

ta1. nth the aubatanee u wll .. ._ ~ of Ill. 'Jh1a 

aiphen, thor1gb but not beyan4 the pout th&' 111ay vwn bff&m or 

reaaonabl.7 penetrated. !he branch voul.4 be c<ML..,<>led pria&ril7 ar 

the mathematical and ~~ resevch parta ~ a/D ad the bw.k ~ 

AINA h-o:a PBOD. It.a lee.derahip and •tatt vou1.4 haft proteas1cnal 

and eccma:nie level■ tul.ly comparable to the beat acientUic activi­

ties m:cywere 1n the nation. '1h18 hu indeed qu.ite generally been 

maintained at Loa Ale:llOS, ~ite the high secrecy necea•ary the.re. 

It 1a believed that the growing activity in the country 1n the 

comnmications field generally, and in canputera and data haDdliDg, 

in particu1.ar, vill. provide an increaaingl.y aatiatactory interaction 

tor the pro:!eaaional. expresaicm ot many memberll o.t such an JISA branch, 

even th()U8h most oi' its 'VOrlt 1a highly cl.aaa1.1"1ed.. 'lhat i.8 1 there 

will still. be a chance to:r sc1ent1.1"1c excbange v1th, and invigoration 

traa, rapidly growing collatenl activities. ~1.s coul.d, and shou.ld 

go conaiderahly beyond even the praiseVorthy but relat1Yel.y ccm-

11tra1ned SCAMP effort. 

'!his proposal. voul.d overcane t.he aanewhat confuaed object1Tea 

,mi.ch nav exut in the 1fSA• atructure u a reaul.t o.t the ■incere and 

dilipnt ettorta of its l.eadera to adapt it to the bevilder1llg 

n:p14.1ty ~ change 1D de::naoda and preaaures vhich it bu talt al.moat 

vre>:Jy ill the tense and apeedy atmospbeN at tore14Pi attain ■me. 

JCorea. 
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a, wa ,..,rsJ, -. -..i. 11 s:•tac ~ ~ IBl 

VOlllt 1- nnffl1el fol' a wdftel. 1111 pltll .. ~ t.o tu Dllla 

ID4 o,»Cllr'twiUN ot the tq OIW m1oat!arw 1nte] l 1pooe 

~ 1uztbezt ~ 11111' be oane14trn4 in. cm1er ot tbau 

NP&r&t1m traa tbe Institute~ Oonlmmtcat:tcna ?nte)11g,mce 1'1-

DOUCh pl\.FJl?l abooN • 

l!!"!'!?'!!!?t ot CCKDf1' ~ 8D4 ~- 'l'he atticea 

of the R/D oPSIP)1:zat1on not 1ncl1ded 1n the nev Institute, acd cer-

tain sect1011S or the f'our POOD support ottices 1nvo1 v1ng t!av~ 

prog:ra:ie, espec1.al.ly a conaidenw.le part of the exist.ine act1v1t1es 

of' ~ID, sho.11.4 fonn the deve.J..oinent orgsniuition of' BSA. Thu 

or,;an.!zation vo-.tl.d have the hlghest c-oJJ 1ng to traosf'Om knowJ.ooae 

a '1~ t\;)pa.-atus dacigaa into practical. end uaabl e tmm. Presu:zl.ehl.y 1 

thi::. orcaoizatian wow.d serve both camf? end COMm:. It vou.14 

provide the best fw::1.lltias :ror encr}P'tion, decr:,pti.Oll, processing, 

end interceptioo that cm be attained. .Above all, th1a orgmur:at10n 

.uu.ld hlrre o. cbmlce to eva.1.uate e.nd to l3eleet ob.)eetively f'ran the 

very best t:rcn the van cc:r:iwl.ex of n,,ath..am,rt:.1ca, physical science, 

electrical end mchan1ca.l ~ncerinS, end systems research that 

is daily accnrmJ ating 1n camnm1 catiOZlS and data-band) :1 ns f'1.eldg. 

Tbi5 sel.ectiai and ex.>lo1tat.1on cmmat be 4me vb1lo the dove.l.op­

mcat ettOl't 1a clisperHd and prea 1tttd~, ~ ~ ruatcn vith 

1he basic resetU'Ch progrm and, even V01"N, b7 tuai0i1 vi.th open.ting 

d1Y1a1oos, such u PRlD m4 the CCM3m production area. 



f\1Dn1cm flt ~ ...,_ PlaD otnoN 1-ai<lae AINA., u danal4 la 

1lbe ~ h1oclua,1ca Orpolsa-t.tm Menne] 11114 nh1h1te4 SA nriou 

coa1'ennaN vith tbe Panel., appear to cover 121e te«:t•N.\l 087 ~ t.he 

app:t0p:date areaa vh1ch can giw the best 1Dtel.11ge,+"-a 71,el.4. 

CriUeal. 111 • t.bia, the ma.jar, part of POOi> 1.e mostly the need to 

~Y the higbeet ettici.eney of modern syateu engineering. 'lhia 

does not imply de.1"1c1.enciea 1n the current adminUtration, but 

rather a basic rearientaticn o~ the motives ror PROD, taking into 

account the pn.ttanus d.iacussed in the beginning o~ t.hia po.rt and 
'• ..... 

ciaewhere 1n the report. Throughout the personnel ~ sooe::: : ::: 

me:ilicrs, iDcluding both civilians and m1l..1tary, ape.nn:1ns the widest 

~jnahJ e range o-! t-,~i:g.ing and instinets, there must be il:J:plented 

a unifum canvicti.an o-r urgency a?ld currency--a certa.mt;y that t.hey 

are dealing with the poasibl.e and the immediate. Thi.8. sOUDd5 naive 

vhen we know that undiar tJJ1Y conceivallle eircu::l.stence9 a. l.arge pa.rt 

~ the e.ctual vo1it 01' F3:>D offices, such 8B COLL, .~: ~ [ : ~ end perhaps 

ALLO, are infrl'itably to build up beck.logs. Neverthelese, the attitude 

can be that even a back.l.og should be built CWi.ckl.Y and, as tar u 

he.ndl 1ng ot rmr intercept goen, the more backlog the oore merit! 

T!li.s, ~ course, voul.d be ~ 1'ral the present sys_tea, 1n 

w1cll the ~1nal reed1ng o~ ~ hardest, and hence ::noat belated, 

coda 1a the essential gm,,ge ~ merit 1n Pla>. 

POOI> 1a, a:tter ell, the abadw of t.be railitar:, 1ntelliaence 

~ collected together ~ the l'iSA. S;yatem n.t.ber than COGt.nt 
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u ~ the c1'1ten.cla for baSlltPtC 1W b oaat16lme Gt ~ 

41TezN mlitarJ OODAiiirie !heir tnll!iticu aft IIQCh that witbad 

~ p1"04uct1m the7 vUl be 1ml1tel)- to rest cart.eat 

vith anv S!IOUDt ~ ~-Jmical exeeJ1mce ~- ·:-:-:-... . .... :-:: :-:-:-:-;-;-;-• •• 
~ ~- Awl.I • •••••• • ••• • •• • •••••••••• 

1- - - · - ·· · ·········· 

B!lat10Q ot BSA to D:9e'!!! at Other Apnc1•• 

stem q,haau bu been put cm the Nnc!1ns that va can 

really support, at least 1n brei.npoW'er, only one BSA. However, 

tho conscientiOU.G centralization of C011ZPm1 roat1Dna 1ntell..i::;-ence 

:-eally also c.eFns, and de::and:J, re!'ined cooroination w:1-U. other 

~tr.--11.igence ageaciea, particul.ar.ly CIA and P'BI. Earlier dis• 

c\.Ulsiona &ecented the ~ valu..es tlmt [:: : : : j acti v l ties 

' 
rela'~ed to COMIIlr now aa01De, with tJi.n61~ moebtne patterns aiding 

access to ~ ot tbo\.U.U'P')da o~ :ooe5at,~B. 

The PaneJ. balieves that teclmical advances ahoul.d e.ttmct 

core end more co.llshonttion betveen .llS.A and CIA. Detailed p :~ aun1nc; 

of eeent operations is, o! course, not en area for h~A pa.rticipatioo. 

or cosn,1:z.once. But -4-\...- t---..t __ , t--~1 _.., r.:-:-:-::: : : •• ' · -'"-
~ ~~ = quea ~ t ...• • •••••• • .inl.,Cr------ · •- • ' 

. t ... . .....••• • •••• ·.-- . :::::. :--:-:-:-:-:-:-:-~: ..... . •• • •••• •• 
ccptial, BUCil a.a ~ . ••• • • • • • • • • • • • • • • • • ...... .. •.••• • •• • • • • • • • • • • 

• • • • • • • - --- - -- . - - I: : : : : : : : : : : : : : : : : : : : : : : : : : : ._. • • • • • • • • • :._: :_: :_::::: : : : : . 

• • • • • • • • • • • •• • • : : : : : : : : : : : : : : : • • • • • • • • • • • • • • can be ui.>J.'OVM through t••··· · ···· · ::: . .... . . . _ . . ... . ....... . ... . ••• 
f •• .._ 

close technical eoll.abomtion bet~ repre&entat1vea ~ -- COMIIf.l', 

ca,.~, and va.rloua bnncbe1 ~ tbe CIA. 
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~ ot 1ba hDel ocmcemiDC ac1ent1t1c .U. b 

~;:: : : l uttrtv an &Tallabl• aeparataiy rrca tJl1a iit»o,r,. Bow-•-, 

1n apecUio a;,plic&Ucaa to caimm1ca1i10na intal.11,pnce, nab u 

obeervatiala ~ code bodca through n1'e unloclting, va be11.eft the 

FBI ollpQil.11'1.a are urelllll'llt. J'ull. ~ or them, vi.th better 

extension Qt t.be 1'BI ac1.enti:t1c 1'011' to other part.a of t.h.e intelli­

gence ~(l!JfflJmity tb!m nov exiata, i.e imperativ-e. 

?lCNllere in the U. 8. intelligence N"EfflDrn 1. ty is there nu 

a amal.l ~ caicemed vith a ca:itinuing 1ntell.ige:nce study~ 

foreign Cl'Y,Ptology and cammm1cat1.ons security procedures. In such 

a field as biological vartare1 tor exm:a:ple, • g:rou.pa ,ictively atuQ 

current deveJ.~ts and endeavor to predict tuture wee:pona and 

dmlgers. :But in c~talogy and ccm:itUnic&tior:us security, a tald 

wose greater importmice 1a budgetarily cl.ear, we do noth1:ag 

e.xplicit to obta.in a besiJI tor preparing tor the tutu.re. ~is gap 

in U. 8. f:::: ~:j_~~ :-:} intelligence ectivitietl rmy veil h&ve 

occurred because the boundary between NSA and CIA vas hazy in thia 

area. '.!he Panel has no re<'.'an:nendation aa to vb.ere this V01'k 

Bhwl.d be carr1ed out, so 1mg as 11..aison vitb both OT"gm>1zat1cna 

is intimate. ~e Panel doeB feel atroogly that thia •art or V01'k 

ahoul.d be und.ertsken ecnevbere. 

6. B:ra:1.xpover at NBA 
. 

o,,er and over, the Panel he& asserted t.hat watever 

+--~'--" ... ,.. ~~- .... t~- c• ... "',__to ............. traa'::::::::::::: :::; . J . -~-~ -- .,._.,. -~ ~ ........ .. ........ -



~~ lepm1a - a IMIPdM .: 6l4Soa1a4 ........ Al .... 

w 114Toaataa aw~-- lei..,,,_.,,,,,,_.••" a ;arta, 

.a.n l.Cllll bebiw u .., bil tb1 QN1N ---be~• 

-1.1 M lli»ff01ate4J !Ima, Ill, IDll ~ OINc:$1 Oen1M1 

1111be pea\ 11x ,ean ar eo, haft 111CUZ1ted c:me at tbe _., noted 

l'eC%'Uiting ventures 1a tbe Oovumlent. While the mpbq ot •goo4 

~•imal •• 1a aa14 to haTe been tripled al.ready ( to a toteJ. ot 

about~:] apocted to became top-lnel crn,tanal.yata, or I.IRA 

■tature), there are still only: : : : : :J experienced enougb to effectively 
; -;-; •••••••• • ••• -;-;- . 1 

advance the • • • • • • • • • • • • • • • • • • I woa . ~ .... .: . :~ ._. ~-~ 

For res.aOiltl .related to the Panel's profound coavictian 

that unabated aasaul t on : : : : : : : : : : : : : : '.::::: : : : : : : :- material 1s ' -- -- ---------- ... . . . ........ . 
requisite tor our oa:tional po91t1on in· cryptanalya:ia, reen:toraement 

or tb.ia ■elect group is urgent. Of coo..rse, that. is the 1ntentioa 

or the coatmdng recruiting program but the thing 1a such that 

we hope there u currently a positive test~ 1dlethcr new generatiooa 

~ cryptanelysta will be evolved camparabl.e to the present~­

a:ble dozen. 

All the techn1.quea uaed. ill academic: and 1nduatr1al. reaearch 

to develop youngsters into outstanding reaearch men, 1Dcludi.Dg a 

:proper w,e or the apprentice2!hip relation, ahould be ~io4 'by BSA 

1n the cryptanalytic field, u vall u 1n other reaearch·.areaa. 

Studies at the llSA ~ t.he •psychal.oa ~ crJ'l)~;,-ta" 

may ultimately help to 14enttty them ~ the popgl.aticD " large. 

Jut we lock tar iDnedi&te usutllnee that throuab cal end:~ies ot 
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, J 

1J!rsr~, • •• the ti1Jq1 c:Z'l~ OGI-. at ~ n1l11 toell IIOI 

~. lftll b ~m,cntma 1Jatelltpene CIIIU1•~ w Olblk 

w haft could then T8rlUh too. (Scae Ott ua haft 1alke4 to hncw, 

bead o:t tbe •tntcmn.atian Imt1tute• m -..eowJ bu enrau..eat aeea 

to be ria1Dg tut.) 

!! "Ucma 
(1) :Research shoul.d be recognized, atcms-ide 40Telc,pmmt end. 

prod:uct.icm, BS a prime activity ~ ?mA.. 1!118 recognition 

should be implemented by an orgsniz.ational. aeparation betveJ.-:!l 

research and d.evclOfment. 

(2) '!he research organiultial should 'I.mite the be.sic rei,ea.rch 

nov in R/D end the moot subtle cr;yptanalytia vor.t, now- 1n 

the AINA office of ·PRQD. 

(3) 'nle mathematical. part or the reaearch organization ehou1d 

seek pranptly- to develop a basic matbematica.l t"oundation 

of cr;yptal.ogy. Many valuable steps toward such an echi.eYe­

ment have been pointed wt in the 31- May 1957 Report of 

the Mat.heme.tics Pe.nel. of the NSASAB. 

( 4) 'lbe research organizatioo should be aet up M a contre.ct­

menaged rcaea.r-....h a,gency an the general pattern or Los .Alan011 

or the WeRpoos Syste:u Evaluation Group. Like these 

institutioos, the research ~1utioo should not confine 

1teal.f to e.bstraetiona, but should be cloecl::, related 

to liSl' a basic ~ems, d1tter1ns 1n thia f'rm such 
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~ • ftlUJ&, lid n1n1src tma m tba15" 
• •• • • • 7 

( 5) 'lbe ~ and atatt of this ~ ~ 

ebow.4, Jl0ft0ftl."1 be 0D au ec<manic 8Dd aperat10nal. beaia 

J ~ to 1lbe beat. mduatrial and acadf!lll1-C ilwti~ . 
1 

(6) ~ &ffiuqw1; rupoaa1l>il1t1es c4 the 118A abou.1.d aao 

be ccmaalidated. In pBl"t1cular, theae vill :1IIvol ve the 

d.evelopuent ot both analytic and processing machines, 

nev cryptographic systems, mn nev s:,atema or data 

handl.:tng. CCll!pOilellts :rrco R/D, :tran car~, snd t'l-an. 

certain sections Of.' PROD, such as MP3:,, vill certainly 

be involved. 

(7) '.Ihe revioed. Production organization shaul.d establ.ish 

e.xpedited syi,tem.e ~ inter-~ept procetrning nnd analysis 

ao that its gn.uge ot perfonna.."lCe 1a currency ~ reporting 

rather than a mixture o-t this v1 th depth of reading, as 

1a the present practice. 

( 8) By systems eng1 neerir..g techni~_;.1.es, ProD should create 

procedures 'Whereby intercept a.nalysia is continuously 

provided for :ti2ll1tary surveillance, even U the ~cxmation 

provided iJs limited to tref"fic counts or even to atate­

menta at the existence a! torei.8n links. 1h1s :meem that 

nq,1d ayatematic criteria tor aa111gn1ng iiltercept to 



~ 
:., 

~ an •• m lttal. 

(~) !e<io•Jcal. oocpel11t1m ~ EA ,m4 CIA lboa>l4! be graGtly 

"--'· b ; ... . .... : .•• -•••• , 
....,.. ...... _.. JW"alW ~1.e TiaJ.ues ar ... . . . ..... • • • · • ·- -- • • - ~ ' . . . . . . . .. . . . . .. : ~ 

(10) A anaU g:n:n.,w ~ oolel.y vi.th ~ abalt 

c~ 8lld. ca:vim:tcs-.ioun oecu.rity pl"'SCtices :sbou.ld 

be e9tahJiahed vith.:l.n the u. s. 1ntel.ll~ ea:v.i..xnity. 

{ll) Eapecial cttantion mim be cont~:maJly giYen to the 

l"'aCr.dtmffllt of potential to, c~s, 8Dd to tlleir 

dc.-clor,oeut arver ent~ ilr..o 55A, sa by 1Q;9rl!!fltieeohip 
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.j 
#> .-'\ 

. . 
-◄ 

Rfptgx I 

.. . ... .. 
A r • • • • • • • • •• •• • • • • • • • • • 

t- ·- ••• ~ : : :_: ••• • •• • ·- . • . •• 
.. : : : : : :----- -. -.-.-_-:_:_:_:_:_: :· ::::~ 
-- - - . . . . .... . . . . . . - - - - ... - .. - -

that 1a 1ft>Z'ki11& ta;,wteo~, ei1iber becauM rst meaban1e-l. h.ilure 

artromc,pentai,arur. ~, ~ exe,q,l •• idmt1c&l. copy 1a 

- --- - --f••·····::::: ::~ : :-: .... . . . . . ... ... . ...... . . . - .... ...... ·-· .. ·- -- ... - .. ~ .. . . . . . 

. .. . . . . . . . ..... ...... 
••. 1 

.. -· .. 
• • • • • • • • f 

:::::::: J 

~Jin the cop;y ar in 

the circmstancea ~ it.a transmiui.QG. Great effort 1.s being 1ll8da 

to
r. . . . . • . . . . • • . . . . ...... . . 
·• • • • • • • • • • • • • • • • • • • • : • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • I 

r: : : : : = = =::::: = = : : = ~ ~ ~ ~ ~ = ·= : : = = = : : = : = : = = = = :.~: : : •••••••• : : : : : : _. :_. 
I • • • • • • • • • • • • • : : : : : • • • • • • • • • • • • • • • • • : : : : : : •• • • l VOW.4 be .. t valuable• 
t,__ ,, .. . . . •• •• ••••••••••••• • ~ -

At preADt, estimate. or ; ::::::] tn.tt1o sent in sane 

········::::: : :::::::: . 
,. : ~: : : : : : : . . . . . . . . . . . . ... ranp u high u 20 per cent, b\lt 

a more reaaonahle t1gure would be about 3 per cent. 

d14 find a aol.uti.ai to the use at(::::::::::::: w 
.... .. . . 

ve should have acceu to at meet 3 per cent~ tbe tratt1c, and 

ve ahwl.d have no choice aa ~ vhich 3 -per cent th1a vow.4 be~ 

It vcul.4 be, h , cil.ea:d,- a tabw.oua atep tcrnz,4. 

It .,_ a4 -- - ·~- · -- ·•""- : : : : : : : : : •• •' ~ .A-•-~-
..I.a, ■ UIAII IIA-utllll ~iil'J W-1C,Jl6LI • • • • • • • • • • • er W ga.._.. &l&IYW 

giTCD ua a taU' IIIDm~ ~ knowledp abcui 

1

the\ ~ ~ ~ ~ ~ ~ ;:W,h1n•, thq 

ban~ :: : ::: :·: : ·::.::: :-:- : -: : -::- :-: ~ I: Inrlaea.., theft 1a abeolutel.7 no 
l:__:___;_ . . •••• ••... .. . ... . .. . -

l-1 



,....s.e ... .., -- wm.. ftlo .......... - ta 1lbe ~ 

(1) tbe;:: :::J-a•• &bk qcl I U'8 ._.. 1114 

..._ lSkal.7 1ao nfs ... awll ~ arSn,lba 

chnpa (nah - ...... ~ w1n4 ,.,_,,), 
r----.-• • .-.-.-.-:1 

1ba9b7 Z'llllllariJl& ,:::::: :: : :111GN 41tt1cul.t 

. (2) 1!18 ue1u1 kt.a that can be aJ.HM4 bm our 

preNd 8ta1'e of oop7 bec;r 11 increui.~ 

cut.dat.ed, -4 prwtmb)~ the!:::_:~] operatara 

v1ll ll8ke ~ Jd9tltea and hence the rr.-
............ . ... -- ~- -

..'61 •• • •• ••••• • • ••••••••••••• ] ~1' '-1,,1. , •••••••••••• • • •• ••• • •• • •• 
i...--- -- . .... .._ •••• •••••• " •••• 

On the other ai&tt 

(l) b 11.A an4 capuity at our ccm:putera u 

.1Dc:reuin& enormou•l7, Cid vi"th 1hem ~ 

ability to hen«J e Reh probl.eu. 

(2) Our ■tare ar et:/JJ7 1a ai..o rteaAUy 1nnnu1ng. 

( 3) In the fw hia11ar1cal.l.7 ccmparabl.e caaee the 
.. ..... ....... ... .... ..... ........ .. .. ........ . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . • ...... .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 
I
: : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : ..... ....................... .............. .... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . • ................. ........... ........... . 

!'he Sn--. •tm7 at 1be 18A and by outside •~ 11'0QP8 

(SCAIIP) bu mt cml7 abollll DO •!&II t4 cq euy or accea•1ble 

w1nera1>111.v 1a crnliaerlliPhJa •111taw u wU 4N1gpe4 11114 ue4 

u 1he r_=: : ::~ _.., 'bat 1\ 111.N' __.,ta th&t nch a wlmrabili\7 
I • • 



lddit.flil\Mlezt.n. 11a•t1dl ......... tn.-•1t 11•• 

--!WM!¥ .. .,.,..191J .... ~ • ..... w ..... 

•U.•t •UC.• l•!vu,, ••• -~---1.7tatbl 

.,_. • NUS M\ftl bat abo to .. ~. 91.Ja --. u 
41Na11I Sa 611ail ia .t;s Ux n, •Wumwts• ••••'Uc JJr1 11a1tt 

'11 Ci:,»"'"81711ta.• . A1....,, Sa I=:=.:~~:;:::: :::_] 111a m-ber of 

al.~• aq be oat tom ..-r ~,. Mtat:lwl- it 
I • ;.-.-•· • • • - ~ • - -. • - < 

Sa not c:1Nr that abaaR1m BOlllUcDII of ' • • • • • • • • • • • • • I ue w1 ttda 
I • • • • • • • • • • • • • ---- - - -- - - --- -

ta boD!■ at feasibility, .,. with the ,.._. CCl!JtPllter9 to be 

an1Jahle withm tu mt fi'ft ,-an. l'bort. cuts to tba Ned1:ng 

at f.: : :_:_~: : : : : : : : l llhich Y1ll lJ7-pu• ~ t,.eA] y :path ~ e:xheu.i;iaD 

siat cane, tt they can come at all, b7 ta1 reuarcb 1D 

~ and 1D mach:me cr,ptanalyaSa, or traa [_::: :.:! iJJ:tcmsatica 

&boll' cipbar maob:tDN • 

.1 ucnue 1n the f: : : : : : : : : : : : : : : :-:-~ u Ba\ m w.. 
1....._, ••• • • • •• :_:_:_;__:._~ 

~iaJ 1, S. en enahl.Sahet tact. '%ha ~y of reoos­

n1seblef:: ~~~ is 91.0ld.7 4ecreuilla• We a;; hape thd autanatic 
( • ..... 

teolm1tpt9 Yill. l-4 1io C&tonatic :recoSD,itim ~ Mll71~~=::; that 

~ escape detection IID4 ao hlcreaM b: : : : : : : :::::::::::: ____ __ _ ___ . .... J 

an1lable 1;o ua, but thtlre seen tio be 11"1.a ream W aunoee 
1:m.t thu Y11l 1D ~ ioaa Nil SncN&n tbe total rate n ,abkh 

: : : : : i beeaN ..,.,, ab] •• • • • • :_j 

It ahoq14 Jl&tuftll.7 be apbu~sed t2la-, •lllm o>mnp 
, . . .... ·1 < 1 : : : : : : : : : : • • • : : : : 1 __ ,... _ .. 

iA L •• • •• - act1T1U. ••S•, U.. ·_:.: • •:::::: :: .. .. / --.Ao# ~an•• 

·~::::: :. : :·:-::Jot all Jdnb1 SMlwUna ~- " e1ee1m flt 



,..,,.,....... .. 
el.le ten. __,!at.1m Gt:::::::::::·:::::: :7a•tnt1.,.. ~ 

111111111111i1--· ol i:: : : : : : : : : :1 ~ D4 lltAl.yaSa • 
. - - -.. ... , 

e. IIWilde- oiauwa sr aoUaa. ■■snr to be 1ao ...satata a 

at.ata ot n•oa•Ne a1a1Mu rear [: ::::] sa-. f1a1.A, -.t ■ mebUe 

~-"- a wtwn1M+.im ~ tut al.G>.._. 1, sa Pftlbabl • 

that err lallltklla Y1U caae, II01i frta a linalt~ rollonq a 

flub of paiua, but frm clilipace an4 can with ao&Jrn OClllplten. 

D ■boa14 be upto 1n mind that,.. ..,... U aal.utioDa do nv 

cane trcD [ ::: j a11wlti.am, thia 1'0Ul4 not resul\ 1a a prm;pt tl.ooct 

ot clear tut. Jach aol.ut1cm 1'0lll.d probably take a oonaiderahl.e tiaa, 

and, in Gl" cue, t:be 1'ftqwmey ot aolutiom ~~ cam be expeotecl 

1.1 l.ikely to be mall. 

!'be JIIWl T&l.ue -~ EJ ;yes~ and ~ 1a 1.ike1.,. to 

be their main Y&l.ue taz.onoow. '.Bley baTe served, and w a,q apect 

them to cmtinua to aaYe, u the main e01Jr0e rd ~tioll abcut 

the structun and peculiariU.. ot otherv1.s• unknolln cr,ptogrephic 

• .,.... b mtamatim they have prc,duce4 baa not beml &J;p.1.ica~ 

~itbc' u a 11hol.e, or in auba1.-ltial part, by 11Q1' otbe%' IIOIU'Ce. !he7 

an "218 mam foo4 ar crJI>tAnal ,-1a. Oreat effort. to rerogn1se : :. : : : : : : 

earpociall.7 dn1'1D& the eu-1.y UNg9 ot & Dff •;rate, &1"e utzwl.7 

ftluable. 

--r,•, there 1a JuatUiahla bi" hint hope,' 81214 GDl.7 

....U a»e0tatic:ID, ih&t ! : : : : :l u :pftMllt17 1"9Cogn1M4 m4 benAJ ed, 

• ~ •••• i --- ....__ Y1ll pro&ace ~ hol G:_:_;CGPY• ·l,MIIIJ ..... -.:~.,.,. · 

at ~:::: : j liq ..U. fal.l, al 1\ OlnD(J'\ N •cpacted. to riN, uice»t 
i!-'-'-;_:J 

--



- . ' . 

~ enw er Sa ta at-,. m. _. w ._. ,;1 m etl!lw.tattel.7 

-,io.wnc[::::] liaa ~ ta 1KIIMII 11111 oJ can - ~ 
. , .-.---:-:-:1 

-~~ ( ) tor 1a1a1r .,.,.1tsa-. ~u. ; : : : : : : _ 
.. b7 tar .. .n ftlMN• ~ of c:,ntewl1'1o ~ 

• haft, a4 tbau eady i&lantfto&tim aa4 broad oonnp ta, llll4 

wS.ll 1 •Sn, Ye:q !apoltm._. 

w 
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a..1t Jlll/4 Jaq .... ~ pi'O&I 111 ~ 

Cll tlle watbsllttoal .U.1 SD om' bema ~-- f4 ~• 

lfJda ~ 08l ccaYea1eat17 be ........... mwia f4 t1111 

~t6 ot wrian. t1Jtomat-1ca tbeozT, tbntw, _,. ot the atv..,,.. 

~ took place vall Wore the tomP•>•"t11 or tu t1:ii1o17.l 

!be pid,la ot c~ m,q be tc,m-,J....., Sn 1zd"o1Mt1oa 

t.beoretic tea, \J7 the •1n;,le obNn&ticll t.bat to ~ a ..... 

ease ve med ~im a tbs t-yge or~~ m4 t. 

particulc- key uae4. 8'ami inf'onnattm mwt, fA w\ pn,:Uoal 

caaea, be recdYel"84 hm tbe ~ ....._ 1~. 

%D tena ot lntblmatiai tbeo:7, b.:w,ar, the qµmt.1t7 ot 

iD:tomatJoo 111 a IIIIIIIIOlt 1a related. w the , n::sen ~ 
nruotuft ~ tbl r■rhle at 11easre• ot 1lb.S.ob this =•••ase 1a lNt 

cm n;,wtative. ?t la caq b7 t.mt Nlatim ~ ~ waaee to 

acme carv91"ftlble .,..,ble tbat va om l.eam ~ t.be QSta OGll 

a ~ --=•--~ J& me maw or 8UOh ~ ,,. baYe 

~ rwo, NqQ11DCe5 or cmuaatera au to 11..--m no1• 11a 

eleatric&l OCWAW1e&t1-. llq M8MB9 ~W bJ' asqt of~ 

l1D1ml Hrc,&,IM4 cine-ttae lae7 ha nch a ~ zawhl rue=•• 
llt tbe othel' lr!GJW ,,. Mn, fA ....... pn#,"'94 'b7 ~ .,.,,. 

sobemd ~ ~ ~ ~ fJOa rwu1mrteea iA 

1 c. L §.e,,oi, "co-ifflJcit3on !heori of iecncq Gr&iii,' !!!t 

I 
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_. •Sllpla ch.trmc111rUUoe • ~ :,ezv,._ d oenasa Sa4iTS4a1 

Gbwtca ar at oertaJa ,aSn OI' ~ frf aaasnUw ebanio'llln. 

-~•tNcwn~tbeenc!pleR4~1A1ch••pre-

4cw1aeeoe ~ cme le~,~ eertam pain or tz1p1N ot oauemaf:iTe 

cb&nciien, too beqtMmt repMta ot the .... ~ " aaw.1a 

critical du tancea, etc., repruata a Nductlca of aciml. illrama­

tim content tl'aa the lmit ~ a 1'8Dl5aa •~ienc•. 

U a lengua&e ha4 no atatiat1c&l. at.l'uctm-e, sero re4undSDCf1 

aa the 1ntmmat1011 tbeoruta V0Ul4 put it, 12:iere VGt1l.4 be no pceai• 

b111ty of decrypting an encoded menage. In othc VQ1"1Sa 1 the~~ 

t10D content of the intercepted •18nal woul.4 'be &1l. u.ee4 up b7 l&Ck 

ar 1mo1ded&e about t.he message 1t&eli. ~ 1IO\ll.4 be :nothing left 

over to help the cryptanalya't to datem1ne the~- Any poaaihl.e 

key be choee voul.4 load to a plausib1.e meaaage, and. there would be 

no~ ot cllat1.Dgu1ah1ng o:De IN.Ch b'm another. 

1armal 1nf'ormat1on theory 4oea not usual.1.7 conoern 1taell 

vith the actual meen1ng ot the messap. 2!llla •l'ONS U"e re4• and. 

•p1eaae MZJ4 re~arcements," which are both &QOd 1Qgl.1ah1 waw.d be 

equAlly amiaaible tor many pu.rpoeea. IA pr!Dcipl.e, howvu, Uie 

.! p~ atatiatica or the actual :meaaapa IIZ'8 al.eo Smportant, 11114 

the fact that a meaaege HJ1t ovor a mil1t&r7 comam1c&tim lmk 

normally baa to do Vith a mil1t&r7 ■1tu&t1m cennot 'be 1gnancl. 

~e paver of cribbing 1n crn,tanal:,aia 4epllDl!a Oil thll. It repre• 

HDY the 1Dtro4uc1;ica or -•■P atatiat1ca in a~ 

atratecic vaq. 

Elt3ER 
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~ ate, --, ... ,,,41¥17, IIDll ~ na, Sdo:mat10D 

eapac1'7 aa ...,u.7 ~ u ao azq ·n.1! per eba.no1aa' h- • 
Nnaol• eta.). a. 'bS.t l'QE'Ucat. a •lll&l.e MJ18Z7 (~, ..,,_ 

ar-aaa) cboSaer Ta 'b11a l'llftlleD\ t.m. nob b1Dar,r oho1ce1 or 1be 

~ ahoioe ot aae oll't at a tho1.-ra4 al.1m'Dat1,u (i:,nciHl.y 

1 in~). 

1!le rM)mdenc7 of J:agliah bu been calculated 1n Yariowl 

IIIQIII 1lr CJ eeh M,ennm- 1he limiting intormat1ca cait-ent of mu••gee 

in Yrltten lagliah t.ext is about 5 bita per ch&raoter (aince the 

number ot poaaible characters is about equal. to 25) . U we c011aiaer 

0111.y elementary statistics, such as 1ndiv1dual. letter :t:reqwmciea, 

the :red11nd•nc7 1a smsll.., of the order perhaps or a bit pei- cha.ractor, 

bu.t it gron ■teadUy as the caaplexity ot the log1cal structure 

comidered iDcrea.sea. Shanna, has found, 2 by ind.1roct means in-

Tal. rtDg the use of human subJecta to gaeea the C011tinuat1.al ~ a 

waage, t.bat 1n lcmg Zn&l-1.ah mesaages the redundancy re~ an 

aa,mpto't1o value ot at l.eaat 3 or i. bite per chancter, so ·that the 

actual content at DSV inf'omaticlD eppeara to be &1"0lmd l. bit per 

ch&ruct.er. 'Ihia ahova that there 1s a great deal or statiatical 

atructure 1n Jlnalish 'bait (and simil.arly 1n other text). Bovwer, 

thia atru.cture 1a DOt easily described, partic:ularl7 since ve dcm.'t 

know Juat hov a binan subject 1a ehle to u.ae t.he totality ot hh 

put exper1eDce 1n extnq>olating such measegee. __________________________________ ..., 
2 e. s. ShNmm, "hedicUcn anc1 Entropy ot Pr1nte4 :IDBl-1.eh," 

Bell Szatem 1\,cllnical. Journal 3), 50-64. (1951) 
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Midi. fll )lz Sa -~ & D I •• la al ts I wl;,t I ' 

lwl7 pntaoll- ii 'IIN4 ta~_. 

-"el'ffW Oil the 11ap te lie tttt n::hel. One-\2- D7 .,. ... 

an 1:beo:N._1c•Uy u4 ~t1aall7 11Db%ukahle U i,wpu key Sa 

Wied ( IIDd. tt tbe ke7 1a Wied tar aa ...... cml.7) . 

1Dc, it abould 'bef?;":-1' ~ lltilit;:, •. ~-..,ff~-l.oa&1h 
• • ~~-1 ' T 

ccmot be in practice deciphered. ~is fiD9 the 

frequency vith llhich the key must be changed, and, s:wce the tnms­

missicm. of new key is equivalent to the tranamission of <me-time key 

:nater1.a.l, meaaurea the relative practieal. advantage of & cipher 

ma.chine crver the theareticel.J.y perl'ect one-time ■yatem. For example, 

11' the message l'MJmdancy vere 50 per cent, and 11' we asrned that 

a message could be deeiphered. at the min:imum theoretical. length, 

we vould !ind that the .length of message vhich could be transmitted 

before the key bad to be changed vou1d cOIITey ool.y tvice the in:roma­

tian content ot the key 1 tseU'. n:i.e practical advantage ot a 

theoretically unbreakable cipher machille over one-time key vould 

be minor 1:t thi■ vere the caae. 

In &1.1. aystema vhich are practical tor val.'IDe tratric, such 
.. . - -· __ ....__, ____ _ 
l ........................... i ot 

u ,_~;__: • •. • • • • • • • • • • • • .• • . • ..... 1 a canparativel.y small smount key 

1a used 1n enc1phering very l.oog measagea • 

.&.ccard.1Dg to Sbanm:n' s theory, a coded me~ becanea 

n->. 

-Ef&eRsror 



I EIDER 

tba t 1 ta nallinal 1n.:roma ti.on content ( v1tbou t redundancy) ia equal 

to the actual ~ormation content o:t the clear text (iZlcl.uding 

re<bmrlancy) plus the informatioo required to f'i.x thG key. 'lbus, 

beceuse of the r-<bmdaocy 1n the cl.ear text ve accumulate a certain 

&11oo.nt or inrormation, character by character, until ve have Just 

enoue.h to aol. ve the problem.. Ml!taaaaes shorter thtUl this are un­

decipherable, becawJe many keys vUl. lead to veJ.1.d plain text, and 

ve .rurve no vay to choose R:10ng them. Meas~ l<:JOGer than the 

critical length contain a surplus of informc.tion and should there­

:l>re be s~t ee.eier to deer.rot. 

At the critical length, where we are esaent1al.ly using all 

our 1'..nowledge o:! the le.nguage to salve the problem, the procedure of 

decrypting is essentially ane ~ simple enumeration of all po5si­

bilities, to represent t.he single one 'Which statiatica.l..ly speaking, 

is val.id plain text. 

Here we have ueumed that we are U61Dg all our knoWl.edge o'L 

tbe ■tatiatic&l atruature or ttie cl.ear meaaage. However, the ■ane 

approach llholld wos tt ve deliberately make uae or only a portion 

~ the acwal atatui~,-1' _.,. _ _,,~ ..... ~, , .... ~~·•-, 

exm,pJ e, while JDcl.iah text 11fi6i48 1io have a rec'lamc'w7 of 3 • ~ 

bits pa abanoW1'1 w Jdatl' Mka ue aal.7 or •illllle Qbimw,1111' bw­

·.-aas.., ~ • a ft I Fn17 ot 1 'b1~ ,- .._._, al 

•.W..laete• ...... ta:&t1r.r ...... 1112911 ,-~ t• T .. 

111 at .. •-•!'I'> ■■tamt•1e• 1'I Mi I Ilda Nft ti• Pl I ..... tnc • .. 
te .. a,U • 11, .. I ..... -llf·:1 . Ja,1128 

.. 
IW ·. 



extnmely _long mesaages enciphered character by character fran 

!ilgl.1.ah plain text mere:l.y fran the tact that, 1n the J:ngliah 

~, u follawu ci al..moet vithout e.xcepticn. 

In crypta.nalytic practice we Eee the •ame ai tue.tion as in 

, ShN>non's vork. Single character end cha.recter-pair fiequencies 

are used eJq)licitly and in undentandabJ e vays. Cribs (likely worda 

or phrases) are choeen by the aid~ unt'D:,muated.1 am. ao far un­

f'omal.1.zable, rapport v1th the send.er's likel..y measaaes. Other 

del.1.caciea 1n tho atat1.st1cal atructu.re o:£ J 8ll6J>ege are uaed. eubtJ.y 

and vitb much human cunning. llo one ha.a yet identif'ied the subtler 

structures o:r lsngu~ effectively; au.ch tec.bn1qw,.- are •till rar 

trail the poaaibility ~ machine uae. 

In dealing with specific probl.ems at cr,YPtanalyai.8 we can 

a.rm, certain valid canc..lUBions tran the ccccepts ~ information 

theory 1t -we properly identit'y the mean.ins at key. In essence, the 

length ~ the key might be de:tined as tho maber or characters 

needed to gin a non- A t d.e&crlpti.Oln at "ldla~ ,re do not know 

abollt the machine uaed to encipher the meaaap. 8uch a deecril>t1011 

vow.d be ahecnar, -rar ina-tance, U' we kDev that the rotors at the 

•aabSne wn chc»-en t:rm a l.mited ••t at Yir1nga than 1t we al.land 

" "" 
➔ ~ peaf.bl• wirinp. rt ,,. kDff ~ abc:Mt the uch1- exaep~ 

-. ~ .,ta ill s.1a Qale or ...,.t1an, tMD a ... o1 chuacten 

~-. •"'1'Uae Jedd wall wutane 1lbe •• 

1bNa OC'IU.,. cs.a be W...V.ted 'try tm frl'lllp]e 1lhiah f.a 

~ • I _ . _.._.,. ___ __ ..1, - · · 

-.:-•~~••=-~--~ - _,:_ • dt .. , • • • 

. ---- --=----· - • - :..0, ----- -
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ta a rat Oa a1aplJ.fte4 "l'US1ea of IN' '.::::;:;;: ~ 'Ille~ 
l ....... !' • ~--• ••••• 

t1w .,, ...... ~ 1114 -·-••.la f!Jf ~ 

rhfmlticll p:rob]e are ~ alt.end by tbNe e1a;,Ut1-.t1cm•, 

but uw alter&ticna ara not 11:1:portant. Tha atapl s n.i ~ : ; : : : ; : : : : .... 

I • • 

I 
.. . . . . 

r •• 

~ .. 
' . . 

...... .... ... 

. ,. 

. . . . . . . . . . . . 

. ...... 

•. 

······-··-·············, ... ... . -.......... . 
' . . 

. ...... . 

• • I 
• I 

. . . . . . . .... . . 
•• ~ !..!...!..!.' ~ ·..=._!•~•:..0.~~.:..:-,...,~ ........... -~_:..;..~~"'---'--'-'--'-" --'._:_ , ,,,.,,, . .... 

~iah text ;uea Zi c.i1.are.cters counting apac .. , 8lld. thua 

there a.re c:."'14 .equencea ot ;::i. oh&nlct.ere. ::>:honnc,o' ■ reaul.t• iDdicate 

t.hat only nhout. ':!4 of t.h.ne ~ 'good iiiigl.iah," an4 it thNe make 

up J.e:»s th&l l {2 x ic5Ju) ~ the vbole there v1ll or41narily be 

cnl.y oc.e of the 2 x 1o51'i &tartiJle point■ which v1ll ~ our 

mesaage to ~ood :&:lgl1ah. 'l'h1a 1a tho coodit.ica ve must aNt U' 

ll•T 

•9'P:~81i:+ - FIii& 
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• 
- -- 111 -■ 1"117 lllrJP" t1le PIii. ~ ablllnJa, ---·­

wt ..,,, 1• b em:swl ••••• u b Gll17 n•IU't• 11111-

'bil.1'7 ma, a s 1°"1- attw.,w dao1pem I a'lill~ 

!be cawtt"1GB 

(2") (2 X ~) < (zrB) 

Suppoae a catcule.ting machine, equi:pped vith a tull know­

ledge ~ the aubteltiea of English, were to try all 2 x 10~ ■tarting 

point.. It 110Ul.4 not need to C8ff'1 all tr1al.s out for many aharacten. 

tJhe average t.:r1al length might be, aay, 20 characters, v1th a mini-

mum e:nt!!Zgy requirement per character tried ot., SBJ, 10-23 kilowatt 

hours (see Secticm 2 at the Suppl.ement to thia Appendix tor detan.). 

~ total energy reqtrl.red voul4 then be 2 x 10520 kilawatt bcun. 

'lhis amount 1a quite hntaatic., ao hntlaatic that mean~ upz"NS1.oas 

&l'e impoeaihte. 7ar enMrple, accacliDg to modem plcyai.cal 1:beariN, 

1i 1a ~ ~illlN the tot.al energy ill the univern. 

2bua, al~ the p1'0blm 1a 1n priDc~ Rl.llbl.e by 11h11 

11a;pl.e teohnS,qpe, 1hue 1a tall7 DO po11ail>111\y at all ~ 

J 



. _1 
-.. J 
·, .,,, 

.... __ _ . __ _ 
·- - - - ... 

Jlaat. • b7Whtw f/1 r••; 

J1i4,0w 1lo c!eafa ~ r;sn'n1• Q4 to ~ IDI. eat\».u• a !!§:1 Ml f9t 

1119 ,_. nch taa&t the iu,,bla aam..,t be 9Pl,1t ad 1a thua ffl\N•e1Jahl.e . 

n Sa the ~ta• ~ ~ acquae caa:u P1ec:M or ~ 
t1Ql1 a.bOIR a COip] az _,,b:tne 'b7 it■ imp1ope:r operat1cn w aa,plOJIDent 

;:: : : : : : : : I lJl _,,,, to - -ilale tt.e .... lldu,g c·-3-cntatuin•i ~ 
the micrypted mesaaaes. 

,- - -- ---- - : ........ . ~ua, it 1a a ship.le nsa.tter to recognize ,: : : : : : : : : : : : : : : : : : : 
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I • • • • • • • • • • • • • • 
' ... .. ....... ... . 
I I I I - I I I I I I I I I I I I 

I • ·-- t-- •·•a.••• 
---■MIJdllla !Ida U ,M)J ...... J 111 

f/11 .. fa 1 lllle, JII' •111111 ._..,. -~• ~ - llldaw UIII 

.u..dai • W ftll4 - IIUlfta aun• Ill& p1117a, tllelll!t•f• 

n■M• __,. a,, .... , Nn c,,- the - liak aa tlle - ctllJ• 

not pJ'IIIICSt1cal. 
• • • ,r. tr t .... ,, 

ID dthd' t'hr Jti zl•, \be P1'QIJ■cst wulc1 haw bND 

g1oan1er W w ~, not the UN ot all the stat1st1cal struatura 

ot text vhich Sbarmm 'a vom in4icstee, but 1natn4 a:uy the UN ot 

1:S~ letter trequmciea, letter pair f'requencin, etc. Instead 

~ a l"fWP'klmcy ~ ~ bita per character, we elnJlt! hmre been able to 

w,e only l or 2 bits of re'11.mdmlcy per aharacter. This vould have 

multiplied our cau,put1.ng labors by a fL.""'tor ~ f'ran 4 to 2. In eaa­

parlacc "1th the large f'actors aetually present, IJUCh a factor 111 

nearly negligible, and lll1ght indeed be entirely~ tor by 

ineraued. eaae ~ recognition ~ structure. (:rt voul.4, ot coune, 

call tor 2 to 4 times u l.01:18 a menaae, 'bt1t the ~ practice 

ot subjocting to refined. exm1nat1ai a,.,cy thoee trU.ls vith eatu­

tactory s:Lq,le atatistica voul4 allow ua to take advantage ot tbe 

/- p.tn in ease ~ recognition vitb:Nt requ1r1ng loager maaae;ea.) 
·<--" 

Sboul4 a:::::::::::::::::::::~=~·::::::·::::::::::::::::::::: 
: : : : : : : : : : : : : : : : : : : : : : : : : ·: : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : ; ....... .. ...... . .. ........... .... ......... ........... .. ..•.••.•••••••• I ........... .................................................. • .. .......... . 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . • . . . . . • • • • . • • • • • • • • • • • • • • ! 
' ........................... ....... . ..... ................... ....... .... .... . : : 
....... .. ........ ...... ...... ........... ........ .... ......... ..... ......... :: ::: :: ... 1 .. . .. .. . .. .. . .. . .. .. . .. .. .. .. . . .. . . .. . .. . .. . .. . . . .. . .. .. .. . . .. .. . . . .. .. . . . .. .. . . . . . . . . . . . ..... . 

~i \ill I I I I\ Ii I\ I It I\ I l I I I l t l i l \ H) 
l_. ·--· .._.. •...e...· :....:.· · ..::..:· ·:..:.· ..:....:· ·:....:..· ..:...:· ·:....:..· .:....:.· ·~· .:.....· ·~· ....... • · ...._· ·._._· ...._· ..... • • ........ • ·L...e.· ..1..-'· .!-!. • ..!_!. ••••••• •• ••• •• • ••••••• • • •• •• '. • • : : , 

e , e ft s e ft e t e • ft e • • • • • • • • • • • • • • • • • :._:_ • • • • • • • • • • • ~ 
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458 r•t• ,._ '8 -• n._ e •• t aa,1. aGI- •1d1 ti 

'"11 --,, lla 1111 • 1141f/191111 I Sttltl& psta. .... -. 

x 1 a•a,11_ na U60 eu t I, ._ & tll • ••• a 

lsaaattel •P>S• Wl,.. d • aAJaa-,c,h1M tw a wlk. C-­
leetial S flt 1ha ~ to tide jJ,jmffl!x.) IINII ._, ,_ 

,.,.,., pNblaW lle""'2 be 4ou ill ... ~ otlha' tbaa a-,.. 
' - , -.~. • . - ........... ...., ...... 

..,,,,01■"1m. (!Deft 1a DO aub9id.11lte !'or' inaemd.'7 Sil__.. -

ID the hresom& oal.culaticm w have ccma~ the 

JB1D1M-l lengt,b ~ me■■a,sa etl■eD'1al. tor d.et:?')l)tim. .A f\aU:ier 

pou1bil1ty 1a proY14ed by the \IN~ element. ~ :meaaage■ ~ mm-e 

them a~ length. 'ro exa:apli~ ihia, SUP.PQ■& that we are using 

a red:nnChmcy ~ 1 bit per character an4. a, that rate that a theo­

ret:1.cal Jn1ntmum mesaag,e leJ'l8th c4 500 character■ 1a re(,llired tar 

4ecr,yptia'l. '1h18 menna that the Dt1:2lod ~ exbauatin trial voul.4 

require ua to eD:TJ1:m 2500 caa .. to find the proper pla1D text. 

OD the Other hand., 1:t we intercept a mesaap 501 c.b.ancter■ lang 

w have cma em .. • b1.t ~ ini"omatian a"t our 41apal&l.. Wa1Ta17., 

CD1 migbt hope t.h&t th1a voul.d WU tha' w could t1:a4 the co:t1'8C1. 

...... by aearching &JOOg cnl7 2'499 elternati.Tea, and ao Oil. !bu, 

cm vould hq,e that by 1.ntaoapt.in& a ... ._ about a 1:houend 

chareoter■ l.oa& he 0°'11.d .o lmlt tbe FObl• that 1t 110ll 4 be 

cmpitat1mal l 7 mezwpeble. 

It 1a quite poaaihle ~ than 1a a bu1o 41.tt1.ft11.T heft, 

u wow.4 be 1he ow 1lfe?'e it a lldba&'t1.cal fliot -.t ._.. ta BO 

II-ll 
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-,-.f!lr?J .. ~k 1,e1 tSr•eta ._ .. at• 

.. a111aaa■w-., wt1P d: 1111lr•• • 2 rar, f/6 If C t I• II SE PCe 

_. ... ___ _,:beta• 14, IISe...U.Nl•taanal 

tall • ..,.. 11' oartam ... at n QIU. _.. 'bMSoe117 ._ 

ctt11witlw (caw f'w_a + 1~• ~) 1bllD 1ibe COIINprd1JtC 

"'.'6!'!:H~ ~ - .,,,,,,, ... ~ (Sach -- Sa Sa 

JQ411ea.. ~ AJaBC b7 PN"ti■izr m. .... at -.Z.Wu4 UniTC'SiV, a 

.__,. at thia paaa]..) !hi.a ..-t1m, IID4 the p1"0blaa or ••tuc 

'llbat w mean by hiab~ ,,,,..ge atatuUos, ar at al.ow ardar 

or l.o.r-arder atatuUce, W.uatrate S0lll8 ot the buic ~ 

areu which ue ■till m:>explared. 

While 1n1"ama~1an theory prov14ea a nm and uaef'11 buia 

tar crypt,ma.lyt1c stu41••, mu.ch walk must prooeecl trm a men par­

ticular point or Tiff. w. haft ... 1n t.he ~iDa •'Plfl)l • a 

coupling of ~tian tbaaN'Hc 14-u vith t.he comt:rdD.ta ~ 

a pert1cul.ar Jl&Chma awuetmw. other pou1bla atNcturw in 12Je 

process at ancr,yptkm oa., hc,wuwr, be ur s:I ad mnetipt.ed. 

At Air 70lft Ca:dlrS4p BN-.rah CaW a ..U grovp 1JI 

ht Camm1c■i10aa ~_,. 18 •~ "~ •yatea 

tc nm-literal data.• 1M PIIUP &rNl.epe4 b-aa -- DI' 1Rtw1S•· 

twnntsatiGn flima, JIM. !ba7 blmt 4ac1614 ta pn 1be1r JllliJl {nell) 

ettort • ~ r■■NNh tinnl4 • ~ _._., t!:nc 

ot a tw 1Slllp1f QII._J ns., • • • IIIIIIPSJIIII• 9lq i-. s.t't1-W 

1111:)EFt-
. - .--...- _ _ ____.,__ .. :_ \."\. . ~("' · 
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i 

a 1111• f//1 •-I' rt11S•• JJla MHI~ al 1illDI, II 2. 11 11 

- ,, ~ ................. , •✓ ----· 
et 11• .... JJ•I ll\; I tn,11 .. I lcla W,1 1511.W at a lo;a\ 

...... ot ll"CIQa with 11.o • tel"411N, •• , .... lo -Mir·• 

11n et IJl 11tJa Jll'Olllw• !be tsNetm fl/I tbe wa1w1 ■t r •w.t 
I 

Sa A. I- Al.'banJ ~ panic1pm1a mcl.S. WOl• ad. Blnt.m ~ 

Yale, lbllletter f'rm Ulltvenity ~ ~, LG-U hp, hpl-.Jcy, 

and hal1 a c!m:m. otbera. I~ cl.e&rl.7 n,e'>l• 8CANP •~, IID4 

vu tb\btl ... :eocSeJed aftm- it. Ita adTautap 1s \bat f.ta problem 

t1el.4 ia not nesrl.y eo extensive and ambitioa. 

In wmma:ey, ve ccmclude th&~ Wc:mw1s:Scn tbecJr7 pZ'O'l1AN 

an attractive, praaiJ,mg, end one mi&ht hq,e, a 'fertile aettmg tor 

the eul.tivation rd ~tanaly-.:1.a. It ca be lllal(lloyed m .,;QJD6Ct1an 

vitb the stu4y at •:,w~ tar enc%":fP'\icD at vo1.ce or picture a1pal.• 

u veil u 1Jl carmecticm. Yit.h tex1;J the b1"0ll4 priao~ 1DYol.ftd. 

SN the--• 

ticul.ar data and. & degree ~ apecial.1.u.Uca. V. ..a. llalll uplicit 

stat.ementa cmcemJDa the rec!!mdsnc7 ~ 1len a4 olha" •1gnala, 

rather th.an MN .. -\i:matN at the naall~ of •· V. J1N4 

WIIY9 ot de1-atiag •~ical. atY1»tan.• • BINA a clear :f'ol la­

tun ot c~ praoet1u •• u c!1HUN4 Sa ~1z l'f 1 

___________ ...,. -----------~- ... --------------.-



. ...... --, 

I CJPIBCFIE-1 

91-,,-■-•tll11is ... 111.• 111...aa f1c a flZlll•Mt V• _. • 

... JIIOfSI l"7act,a11Jeot ,._ •• _... ... ., •• _._ 

' l , 

-. .... ~~-... . ----~--.. ~ . . ~- ' .. . ,,. ' 
•. ~ . 



. 1 
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... ..1 • "tf7~ 

~ . .,.. -- •;,, . _.!- "!""~ 
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~!lt0 ;. ., • • IC 

Li a • ••• IX n 

A ~-,oiRt rotor 111 Y1N4 1ao c-e, -,~ each at a.1 s:1-TIID 

poiDta to one flt a ■ecood Mt or 1'.7. ha gina poaitiaD thia 

cubeclmem 

~. (tt tba •- rotor 1n ditterent po.iticaa ia regarde4 u 

equiTal.ent, there vill be '47?/47: 46! = 5.50 x 1057 different 

rot.on.) J.. 47-point hot plate vit.h 23 or 24 points hot or a 47-

pomt ring with 23 notches can be arranged 1n 

r47] • 47! 1~ 
23 ~ 23~ 24~ ~ l.6i x l.O ~ 

vaya. A aac:hine made up or a DU1Jtber ~ such elemente, each ~ vhich 

may be chosen aeparatel.y, bu a number or poeaible ccnfiauratiana 

(canbinationa or atructures, arrmlgll':fflen"ta and aettinga) equal to 

the product er factora, oa.e tor each element, where each ~actor ia 

equal to the maber or configur&tiona tar: t.hat el.men, . 

r. : • • • • • • • • • • • • • • • • • - • • • • • • • • • • • • • • • • • • • • • • re_. .--..- • • .- • • • • • • • • • • • • • • • • • • • • . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ' .. ... .. .... .... ... .... • ........... .... .... .. .. ... .. ... .. ... .... ..... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 
:::::::::: :::: :::: : ::::: :: :: :::: ::: :: :: ::: : ::: : : :::::::::::: :: ::::~: 
••• • •••••• • ••• • ••••• •••••••••••••••••••••••••••••••••••• !' ••••••• •••• 
• • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • 1 ....... ... ..... .. ... ....... ........ ..... .. ... .. ...... .......... ... ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

' ..... .... .. ..... ......................... ... ....... ...... .... .. ... . . 
I • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • 

I . . . . . . . . . . . . . . . . . . . . . . .. . . . . . . . . . . . . . . . . . . . . . . .. . . . . . . . . . . ... ........ ' • • • • • • · • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • I 

l 
...... .. ............. ...... ........ ...... ... ..... ... ... ...... .... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ' .... ... ........ .. .. .... .. ..... ..... .. .. ..... ..... ... .......... .. . - .. , 

l •••• • •• • • • • • • ••• • •••• •• • • • • • • • • • • • • • • • • 

At the other .xt.:aw, it the Nl.ectioDa f1P1. an,mgaaenta 

of rotors end notch riDp an Jmown, u 1a tti. Y1r1Dc of the hot 

ll-15 
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. . >· ~ •• •. an: 1ar.r ;~ 
, -... • I 

--- __ , ___ ~ ....... - -- .... , t ,c. It 

-1,7 .. I llltn _. - .. -. ... 1dll lie tlll7 

(~1)8 • 1.,S & i.o1,3 ,-.AW.UN. 

It .. ~ II01lah rings an a1ao to 'be ~, 1ibeN will. 'be la M"1Dp 

mall, 71e1.41ng 

(47)12 • 1.16 z 1(/1-0 posaibilities. 

U only the 6 mcwable rotoH and UMs i. notch riDp C"O .. ,, then 

vill be 

(i.7)1.0 = 5.26 x 1ol6 poaaibilitiea. 

lt is this l.ut value wiah eppean ill~ uample 1n .Appendix n. 
In the 1ntenned.i&te aituati.Qn, were the 'rotor box' 1a 

known, ve obtain an intermediate result. U there a.re 12 rotors 

in the rotor box and 8 e.re to be used 1n the machine, then there 

are 

vays ot aaaembl ins rotana. If there are 14 notch rings, and 4 are 

to be Wied in the machine, then there a:re 

14• 4 
l.O ~ '"' 20, 020 • 2 X 10 

V&)'B of selecting and placing notch rinaa• 'lhe hot plate can, aa 

noted above, be v1red in 

. 47~ 13 24~ 23 ! • l.61 x lO 

ways • Incl.wllna set.tin811, -there v1ll be, in all 

[ l.2!] [14!] [ i.7! ] 12 44 4T 10~ 24! 23 ! {lf.7) a 3. 74 X 10 

contiaurationa. 
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·• 1AM ft ill 9 ,_ 9-'fUfl att·Qp-

......... •-1•• M4 wt ~., of llllorisaa 

-.., oer1aSll atta.au b7 ~ uhaunioll an t.n11'1cell7 

1wpoee4lale 1a by ca1.CN1.at.1q a l.OIIU' bouD4 fa, the powr nquin4. 

Prutmt CQlllNten uae "fV7 aaah IIDft powu tbaD tbs. lonr bound 

filQJUta, and it 1a probahl.e th&~, even ¥1th the impronlmenta w1ch .,.. . . ' 

DOif appear ... ,u, ... -.~ t.o ~·~, actual power requirwmta 

v1ll be 10 mill1.cm timn those giTim b;y the 1onr ~. 

In a simple •JCba,wtial attack, proceeding ch&racter by 

character, the following operaticxul have to be c&rried out in 

cc:mnection vith each character: recognition of the character, 

re~erence to simulated c~iguration of the machine, cel.culatic:111 

of 'deciphered' character, advance of eimul.ated conf'1.gurat1on. , ­

It does not seem possibl.e to do thia Yit.h appreciably less than 

100 binary choices, vboee reaul. ta mu.e1; be recorded, at leaat 

temporarily. 

Each ~ord o1: a binary choice must be reliable, and 

ecmaequently must 1.Dvolve an energy change large canpared to rand.an 

thermal fiuctua.tioD.a. The energy change 1zyp1.tying such nuctuatiClla 

is kT :: 4 x 10·14 erga = 4 x 10-24 knees : 10-27 kilowatt hours 

at rocn temperature. (Z\ren ~ the C<Jllputing elmenta are re1'riger­

ated, the heat tnmaf'er:N4 at room te:lperature Yill. have to be 

related to tb.u aa011Dt.) It a :record of a bm&17 choice muat 

1110UDt to a n1nma ~, A7, 100 k~ = 10-25 kilOK" hoan, the 

& aiDgle chanctar, vit21 it. 100 ehoicM to be~, rill 

n-11 



_,.. • ~--- .•wllil'-lll'lilal•· lli~l-1~9 12 Bl U <& 

~a•~-10..q~, .. ,,,a,a, ... s. .. n.-.ue&••I• • 

... _, ta .. -.. f/1 9da 4'ssnr11•, 

J. 111111, 195!:!. 

Saibt-,Mm!• 
....._ ot ap11b, :pwwwr a('lllwnta IIDl ooata ot 

Slq)C'-Jd6b 1111114 CCIIP'ltias ~' pouible 1a the Mn tlan 1Mft 

All CIDly be ~. 1be figures giftD 1n lfable .l are bel.1.eved 1-

be ree.-oo&bl •. 

In ar4er to bring th•• ti.gurN into a usable tOl"Bl w 

need to 1.Jltroduce ( 1) the coat at electric power, which ve ahall. 

take aa one cent per k.Uovatt hour, (11) the investment required 

to generate electric power, which ve 8hal.l. tp...ke as $300 per kilowatt 

or capa.c 1 ty, and ( !11) the h-action <:4 the memory being ccmaul. ted 

at O!le instant, which ve •hall take as 0.01. Ueing :tact.on (1) 

and (11), the nuinbers in Table A lead to the toll<JW'in8 eatimates 

(for apparently usef'ul systems) 

S;{!tem Statue 

1~ - Tranaiator atUding 

1965 - Tranaiator Poeaible( T) 

1965 - Cryotrcn Perhaps 

Bits poa51bly handled per 'welt :tor 
each million dol) en spent an 

Power tor 
~uter Generatara a ~ar 

6 X 1ol6 1021 4 X 10
21 

2 X 1ol9 2 X 1022 8 X 1022. 

6 X lQz.2 2 X 10
24 8 X 10

24 

Per mill.ion doll.an a.:t inveatment, t.he numben a.:t characters 

handled per week 1u m exhauatico attack vould then be rougb.ly u 

:tollova, vben w Jlake allowance tar t.he tact that only oo.e 

n-18 
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PE t Pl'1bi.&tb f/lf e.e I JQ ill ltkel 7 to be ue4 • ~ qde. 

1960 - Tnmd.nar 6 z io1' 
1965 - 1'J:'lma1atar( t) 

1965 • Cr,yotran(n) 
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-:cQeSECR~-f" 1UGER-

'P,lLE A 

Cost/bit 
Date Memory System (installed) Energy/bit P.epet1t1mllata 

.... 19(,o ~iator ( atretch) $100 2 X 10-2 erg 107/HCCDl 

.... 1965 Trenaistor (*) ~l "' 10·3 erg 3 x 10 7 /NC«td 

.... 1965 Cryotron ( ... ) 0,1¢ {H4) ~ 10-5 erg 11)8/HCaolJ. 

... 1965 Opt1cal (H) 10 -4 ¢ {-IHHHt) 17 l lif'/aecoacl 

• ... A81Jt1Ding an all-out et1"ort CXl an al.l-pnrellel machine, this ~ be poaa1ble. 

Alao (pite problematical.. 

... Aaeum1ng so far unknown fabrication techniques. 

1HHMt 108 bius/pl~e at $100/plnne. 

~P-4SE~1'te, &DER "• 
• 

' 

1i1ta/'7W,r .... 
1111lia:Wl• 

111 !!!: 161\ 

]s.~ 

u!1 
3 z uJl'4 
3 zJ.t!l 
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V. haft DOte4 1D the ~ of the l\lport th&- th. g\ob&l 

(l)V&ticma iJmal.Ting acne 1:::::: »-OPl• niu W. to ium, to Hrrlce, 
\
• . --:,-::--:-:- -:..· - .......... , ... .... -.- .... .__ ~ --.a ....,_ ,.,. ___ ... M.....- •••••••••••••• • ••• : : : •••••••••••••••••••••• 

~ 1llliil ~·.. • a.lW • • • • • • • • • • • • • • • • • : . . . . • • • . . . • • • • • • • • • • • ••• 
.------::-:----:-:--:-:-~ . . . . . . . . . . . . . . . : : . : . . . . . . . . . . . . . . . . . . . . . . . . 
r::: ::::::::::::::::::::: :·::::::::::::::::::::::: :·:: 
•• •• •• • ••••• • • • • •••••• • ••••••••••• 1 acoounta tar 
••••• .._.J ·-~-. _ ............ . .... . .. "' •• -- -- - - - ...... - - -- - - - - - • 

t.he prlmary ~ o,r the canrnunication.s intell. igence job. 'lhe 

trsnend.ou.s now of' material so har'lested into NBA headquarters at 

:present sorely taxes a sta:tt or 10 1000. Largely bece.uae or the 

necessity o-r troruscribin8 inccming material into a suitable form, 

serious ba.cklogs have repeatedly arisen either 1n the processing 

ar material or in tl::e availability o~ material for cryptanel.ynis 

or treftic an.alys is . 

Clearly, a more ratialal epproa.ch to t."i.e proper sampling 

,. .... . - ... - - --- -
of ':::: :: :::: : : : : • 1s neces!!e.ry 1n keeping th~ material intercepted 

t:. ~ .. ., •• ...._ •• .__,,.....,...._.~ • 

and processed vit.hin reason.able bounds, end thia matter baa been 

d.iscussed in the body or the report. Bawe-ver, the mnomt ar material 

vhich can be reasonably intercepted. and processed depends cm the • 

intercept and processing methods uaed. 

'Jhile the bulk ~ pruent trattic aeeu 0"'7eJW~ing when 

meaaured in reel• ~ paper IID4 :magnetic tape and. tona. t¥t hu'4 cag7, 

it u not necuaerily 11J111anaan'>J • when conaidered 1D tema· of 1ale 

apeed ~ modem electronic oamputiag machinu. l'or instance tba 
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~ 90,tXXJ !!!!, (bSJua7 •U•) ot ~lim (JU] ... ) a Me(MT 

~ to OU' _, ____ thia 1a • 1'a,r tmea fMter tbaa ~ 

total 1Dput of CONDIT matarial to t.he mu.. Jlo:Nov.u, hat prlliten 

llw:h u t.he : : :_ :: : l can print out hard cop:y trm magnetic tape at a 

rat.e r4 2,000 characters a second, c0%"1"espoad1ng to 101000 bita a 
).. .. • ' •" • • l • 

MCCIDd~ '!!ma, U &11 Ui. traf'f'ie were to arrive on the proper aart 

~ magnetic ta;,e, a cooa149%"8ble portiai ot it cou.l.d be turned into 

hard copy (page print) by a ~ew :ta.st printing ma.chine. ( 1:r this vere 

u.setul or desired). 

These prel.1mina.rJ rema.rk.3 have been made c.hic:fl_:, to indi­

cate that it is vithin the scope of the present art to design 

electronic machines vhicJ:?. could cope vit.b the entire ir,::.):.it of 

materiel to t.he NS.A., 1.t' ooly that mater1al arrived 1n a auitable 

form and 1! proper use vere made ot available modern methods of 

data handling 8!l.d processing. 

"What iB ce.11.ed for in tratti.c intercept handling is a 

ve.11-thooght-out program for mechtmizing and expediting all. ph.aise• 

o:r t.he hand.ling of tratt1c 1n bulk, in order that the personnel 

employed may aa much as possible be employed at task.a requiring 

their powers ot human judgment. 

One important problem tor instance is the :m.eclutnizati.on 

1 • • •••••••••••••• , 

ot 1;.::::::: : : : ; : : : : i '?be lfSA., recognizing that about 70 per cent 

I
••••••••••••••·••••••••• r• • • • • • • •• - - - • • • • • • • • -- • • 

ot a1.1 t.he • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • 7 
~ --- : _:_: .. ; : .......... : .. : . : . : ; : : : : : : : : : : : : : : : : : : : : : : : : : : : _;_;' 

~~ ~-~: ~ :· ~ ~ ~ ~ ~ J 1Dcl\lding eTen military were many copiea are required), 
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l - - I : : : : : : : : : . :--.. :--;.:-..-. . .... ~· ----

MIii W• t, W N,1■ete4 Ulat pm, .. : : : : : : : : : : : : : : : : : : : : : : : : : : :7 
r----:-:-:~~ .... ,.........~-~--~----~-- -···· ······ · ······ · ··· :: j 

~ ~ ~~ ~ ~ ~~ ~~ ~ ~~ -~ ~ ~ = =-= = = = = = ~--= = = = = = = = = = = = = = = = = ~~-~ ~ ~ i ~ ~ ~ _ ~ _ ~ L~ ~ ~ ~-~ l ~ ~j ~ ~ ~ i ~ ; 
b7 ..ahan1cal. replacement 1n tha area. tJncS.ecid.ed. iaaua 1nclu4a, 

however, ,bet.her or not the recepticl1 ahould be directly tnmalatecl 

1n .the t1ai4 to aaae ptmeh91. t.,. or· other maah1ne-acceaa1ble tors, 

in which a rapid mecbanical. WQl'd-rocognition survey could be da:M. 

Our l.a~r dts~siana of plain-text :p_"!JCe&a1ng vtl1. return to tbia 

iasue. 

It 1s estimated now that as much a.s 8o ~r cent of' operaton' 

time in th~: field ma:,• be s2ent sitting vaitin.g tor a signal to cane. 

'lhe poesibility that an opera.to!' could monitor e. :fairly brood band­

width by use or a broo.d-ba.bd receiver should be explored. '.ll'le 

question of' hou- much could be co-..-ered by a. band-pass fll ter without 

specific tuning should be a.nsvered. 

It should be possible to improve the quality o:r the large 

volume of autana.tic interception by botter receiving antennas. Az,,. 

antenna study is emphaaized in sections on 'the research and develop-

r. • • • • ♦ • • • ♦ • • • ♦ • • • ♦ • • ♦ ♦ : : :--:-:-:-:-♦ • • • ♦ ♦ ♦ • ♦ • ♦ • • • ♦ ♦ • ♦ • • • • ♦ ♦ ♦ I :mc.nt program. 1 • ••••••••••••••• : : : : : : •• •. •• • ••••••••••••••••••••• : : : : 

; :-;: : • • • • • •• • : • : : : : : : : : : : : : : : : : : • e • e • • • • • • • • • • • • • • • • • • • • • • • ~ : : : : : : • • • , 

: :::::: ::::::.: .. . ..••••••• ~ even tor routine camJIUJl~tion, it 1a 

important to have adequate quality ot reception tor traffi:c analysis 

md iden tit'ication. 

Becau5e all t'Jle WSA • • act1Y1 ti.ea depend c:m the accurate 

interceptioo ~ ■1.gn&la, 118A. mould eilll"Cise a stroog technicai 

Ill-3 



,,. 

· ..... , ... ,! •... ···: • 
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.. l'80Gll'lliDS ~ ~ .. \ta fl,f ~ ., .1 •• ,., -

a ■I M ~ 8iaDal, 14m~ U wll U Oil paper )..oggjng .. 

~ tu '9chn1cal •~, ~ 18A coul.4 be f/4 caaa1darahle 

help to the ■errices in. thi.9 f'1el.4. 

Where operator■ ar occuicD&l opentor intervention con­

tinue to be n.eeessaey, the identU'icaticn ~ unusual ar weak aipal. 

type ahould be support;ecl by an lql- to-date " electric dicUonar.Y" t or 

apotti.Dg of i ums wh0&e s1gni.fi.cance 1a 1nd.1c:ated by at.her sourae■. 

The importance ot recording COMINT material in proper f'orm 

at the intercept etat10llS cannot be overemphasized.. At present , acme 

traf'fic is recorded. in audio form an magnetic tape . 'lliis 1s relatively 

bulky and costly, but it bae advantages. In the case of weak s~s 

wich result in garbl.c5 (mistek.en interpretations o:f' characters), 

w ich are very 15erious in cryptanalys 1a, audio recording preserves 

the signal together Yith the noise or interi"erence in its original. 

torm, ao that aophiaticated means can be used to distingu.iah the 

signel. tram the noise. l"urt.her1 e.ud1.o recordin8 1a adaptable to 

si8J:lals of all aorta, 1oclud..1ng nev t;ypes c4 a1gnals. 

'.Ihus, ve believe that intercept statians ehould be equipped 

vith adequate audio recording tacili ties t.o handle weak a 18n&l-• and 

a f'air volume c4 trattic o:r new~. should they appear. 

It 1s adTim~ in !l8ZlY ~ to tranacr1be the ■ign&l. 

into a d1g1tal. gr an-ott tom an4 record 1t cn magnetic tape, em 

the BSA b.u dooe good but 1uutticient vadt ton.rd th1a end.. 2be 



.. > t I n 91 -= naartillc ue ._ 1t s. 1w llalk7 Ulm .,,,S• 

J'NClll4m& 11114 ._. 1~ cm be ·a.4 mre c,t1mrl7 an4 oau.1Dl.7 bJ 

eleetraa.1e 11Mh1nM- A9 1nd:Seate4, the 41aa4Yantapa ue that 

clff1cu ~~ tnnscribiq ■igna) • 41citall7 bmcD • cml.7 one •;rat.a 

or cme type of a:,ata, end that U they make a minak• on a vea\t 

•i&D&l there 1a DO~ of reprocessing the cl&te. a.a in the caae of 

audio recording. 

Sometimes hard c~ y 1a made at intercept points. While 

hard aopy may be made 'tar inmediate tactical. Wle, hard capy shoul.d 

neTer be the only transcript of a received s ignal . All received 

s1go.sls should be recorded an m.a.gnetic tape so that they cen be 

sent electransgn.etically and e.u.tanatice.ll.y to processilJ8 cen~rs, 

and so that they ca.n be read by machines. Evtm signal.a t~ out 

by a listening operator c.ould ~ad.Uy be transcribed. to tape at the 

smne t:1me it a suitable machine Vlll"e used. 

At present, a good deal of punched paper ui.pe is used in 

llSA operations. Ccmpared with magnetic tape, paper ts;,e is slow- and 

bulky, and its use must prove expenaive in the l.cmg run. Every ef"fort 

should be made to do all. recarding on ma.goetic tape in a uni1"orm 

manner. 

!:.t a vise sampl 1ng of tratt1c is to be made, 1 t 1a important 

to exeroiae as much jugnent aa is aQlDdl.y poaaible 1n the tield. , U' 
• : • : ; : : : =-- • • • • • • • • • :-; : : : ; :-: : ; ; ; • • • • • • • • • ;-- • ; ~ • • • • • • • e • • • • • • • : • : : : : : : : I . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . I o:r-:.; : .. : : : : : : ..... ... ....... . .. . ... .. .. . . . ..... . . .. . .... .. :_:.. .... .. . . . . . . 
hul ~ trzm.smi.s■iolla, then 1 t u iD:portmlt that traffic ccnta.1.ning 
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: : : : : l • ~ 111114 tan....i to ea Ac1 ., JIIPIIIIIPt:l7. .. .. ._. 

1ftllk • ~:::::::::::::: /ror ae Sa 1be n.14, ai4aftal41lr1a1 is weer 

~ - 1h1a is.-.., in the ri&bt 41ftcUaa., and the -.nim' ahollcl be 

preaaed. ~ -

~t1cal comideraticms make i t most ua1rable that recas­

n, zabl y relenmt material be ■orted. out near or at the point ot 

intercept .J, ma4e mmecftatal.7 IIA:U abJ e rar l.acal tact:f.cal uae. 

It 1a equally n.ecea1.ary to aart material aa to ita urgency ot trana­

mis■ial, so that limited :f'acilities tor electromagaetic tranamisa ioo 

to liSA headquarters will. be as efficiently used as possible. 'lb.is 

latter operation can only be e.ttectively carried out by persons of 

h~ ca:npetence. 'ilie shortage of such persons makes extreme decentral.­

izat1on o:: thu latter task impoasibl.e. 

The f'inal stages ·or f'ield processing cmmot be ettectiYely 

decentralized and certain other stages shC:U:.1 not be. 'lhe NBA haa 

already recognized the advantages ot concentrating :field-processing 

operations at a fev points. (Indeed 1t h8s considered ooe proceasing 

cent.er 1n r:~:~-:·: :·: : : ~~~~-~~~~ ~~~~~J A ~ in ~is direction 1a 

inevitable and ahotil.d not be blocked. Sa:u: care may be reQµired. 1 

however I to protect the req,111.rementa ot tactical ~C'J!IN"IMeT"tl o Bard 

copy of manue.Uy tran.scr1.bed. messages can be turniahed 1ocal.J..y, either 

by carbon copy, aa at present, or, in the tuture, 1n para.1.+el v1th 

the wegnetic t.ape -tor further processing. To thia poaa1bil1ty there 

ml!J.Y need to be e.dd.ed a ll0l"'d-recogn1ticll machine capability ~or local. 

UH, and, CODCein.bl.y I machines tor d.ecr;ypUm ~ : : : : : : : : : : : : : : : : : ' 
------· · - ·-----------~ •-...!......!.._. 
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utewJel.l aa. All ar &1.aan &U Wlft -tar1al OCN1.4 ._ lae -.... 

aittecl 41rectt.t7 w the -.jar p%'0CMAiDC cen1an b7 ~ 

JINmJ there it could be sart.ct, ~, aDIS. eiUlar RPP1,1ed to 

uaen, trwmRD1:tted 1ao 1181. ~ electromagnet:SeaUy, tl.olm 

to BSA headquarten, or ~. 

Any auch :tiel.d processing centen ahould be operated directly 

by N8A bec8118e only llSA hM the experience end c<npetent personnel to 

do the job efficiently. 

In f'orvard.1.ng intercept to processing station&, atrong and 

familiar aignal.s cen be sent and transcribed by d~-• ta.l means. 

Untsmiliar aignal.s can be sent h-an audio tapes. For thu purpoae 

sane method of encr;ypting a.ud1o s1g:na.ls ia needed. In the case ~ 

weak signal.a, audio tapes can be tl.ovn tot.he proceaaing cent.era 

tor canpsrison vi th di.61 tal tapes. 

Arter sane earting or proceesing 1n the field, urgent 

mater1&1 can be sent to NS.A headquarters electrcmagnetical.ly in 

digital. f'arm. Leaa urgent mater1al can be fl.own to h~re 

in the :tom of digital or audio tape. An e:N'ort should be made to 

avoid ever ahi;,ping bard cai;y. Fut printers should prorlde tnmsriptioD 

tran magnet:1.c tape to hard copy v1rtually without del.~, ·and ao 

:make the shipping c4 hard copy unnecessary. 

'B1ere ahould be a great increaae 1n the uae ~ :tut eloctrcn1.c 

machiMr,- 1n data-benclling :t'unctiona both in tiel.4 processing centers 

az:i4 at llSA baa4quarten. 
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JWt.1a 1 Ill. I ~ 1lo all.aips _. •ttams,11,ef b I SSJlp. 

auc.b ~. wi 1t 1a Ul"pnt 11bat mcJl"e be dcme aoon t11a. 

SJ..ecrt2om1c drr1ca coul.4 lock 111 meaaagea for key vorda 

~ phru•• 1bey CCJUl.cl aort UJ4 tnnsaribe me&S889'1 al thia 'buia • 

.Aga:1n thia ha.a been conaid.ered,* but it baa not been adeqJJ&tel.::, 

implemented. 

)lich it not &l.l routine decr,ypti.Oln coul.d be done by 

electronic ma.chines. Scme decryption::::;::=:::: :: ::::::::~:~:~: .; 
l • • • • • ~: : - - - ...... • ~• • • • • • • : : : : : : : ; 

1s being done 1n this vay, and machine methods are used. w. a tool 

by cryptanalysts, but machine det!r,Yption should be extended and 

meclumized, e.s d.iacue■ed elsewere. 

At present, the NSA haa cC11Sidered the probl.ema d.iacuaaed 

above, and 1 t bu often considered them 1ntell 1.gently and thoughtt'ully. 

It ha8 not done enoue,h abo\.:. ' +.hem, hO'tl'e'Ver. Sanething more is needed. 

Partly, ,mat 1s needed 1a a. caretul. anal ys 1JJ or the real 

problems ot bulk trattic intercept and hendl.ing, to see what CSA be 

done now and llhat should be done 1n the :tu.blre. The trsttic ban411ng 

activities c4 the llSA should be organhed and equipped accard1.ngl.y. 

Pa.rtJ.:r, what 1s needed 1a v~ research and 4ffeloS ,mt 

aimed clirect.1.y &~ ov-~an1ng problems or trattic intercept anll hm«l 1Dg 

and making them taster, more flexible, and cheeper. ___________________________________ ..,_ 

.,._,bn1e&l. 8uppl.aaent m cliacuaaea 0DI RY or doing thia • 
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• JWJcatlllD II MO!:P 
A aaJor prob].• a,ngpw,t.4 Yitb 1tae ue r4 aode:m larp­

aoale cmpuUng ad data-prooeamc ■aab1JW17 1a that Gr wwwwamg, 

the procaa ot trmull.atmg 1nat1"wrt1cma trcn the lena,1ep UHd by 

,-pl• to a.l ..... ·\IM4 - the Whim. ~ .oda.11 atored­

prognm machine 1a a 'Q"Ul.y uni.venal. deTice in that it can, 1n 

principle, solve any problem that can "be salved by c;ny maclline. 

1here a.re tvo obstacl.ee, however, and either may- make it 1mpro.ct1cal 

to eol.ve a particular problem at e. parUcular t:ime on a particular 

machine. One of these is obv1.cus. It 1a cost, either in dollara or 

hours. A particular propl.em m18}lt be too large for either budget 

or patience. The other 18 that 81ll008 problema thnt are em.all. enough, 

there a.re sane that are too hard to state to the machine. A problem 

ma;/ require too many men-hours ~ too higll a calibre or progrszmner 

to translate the •tatemen:t of the problem into machine l.mi.gwsge. 

1b1s appendix 1a concerned. with theae i,roblema which are nov too 

hard to atat.e. It reccmnends a course of action to alleviate the 

ditticulty. 

In the coorse o1" the Panel'• V01'k, it hu considerod the 
r ----· ·-· ••• • • •••••• • ••• • • • • •••• •• .• •••• • • • ' 

-"-, ot --, it"',,.,,,.. ••••••••••••••••••••••••••• • •• ••••••••• • •• f p~em. .......,...o ~ . .. .. . . ................................. . . 
-----·'"' -- - - ------- - -- - ._..,..j 

E :, ~~ :J '1he evidence indicates tmt :mare aophia~icated autanatic 

prognmming methods wuld be at great value tor henc1J 1ng these 

1-~-••• - • . . . . . . 
~ .. . 

1'-1 

• 



'8 -- t.1111 PJINl,ilOl~-ll''f l>Nf11111ie 111111 ~ bla Pll't• (al 

Nll Utaal ilJ PIDola aA ...,,,,.,al te-1M180) Ide Mlll1N 

1n11,_~ 9le MtW ta w tn1H • tnJ• 1Uete 1e.._. \Ilda 

l. 1't 1a -1er to,, a penon to tran1Jat• trca 
-·• 

ibSl, ., ... , to tbe ~ )-,pap 

2. It is posaibl.e to write a program to enable 

tr.e :,.ncbine to t.ms.l&te fl'an the illteir.wd.ia-te 

vtt.~ an e.-ct.:-::icrd.in&r;y :s,robl.c. t~t scei.:s to have 1nh1b:!.ted the 

1'\tll.e.zt d~.:..~nt or mitcna;t.ic p~ m.etbocus. Tho -..10rk 

of tile w;: '.tJ...;:; req.rlred the acqui■itioa of a great variety or auto-

h b.Ol,· '...o tnwalat.e maabml.1eall.y tra:; one UUICh1 oe lmlo,1occ to a.not.her, 

or «!Ve:l b.ow' to set an 1.nten:iodiato J.~'"'U.El68 that WO\lld be aui table 

!'or ill or e1t least m.any autcmlXtic ca..lcuLuora. 

A CCIJ'1)Nbana1V9 IWtcmat.lc progn1Jm:1ing project tor the 

Agenc1 vcu.ld !a.deed requil'lt DOlutian ot" this currm1U7 uneolved 

probla. Dut, 011 the othel' haDcl, too rJJB117 1.nspinc1 ci-aative 

P1'0C1"1DlOl'B vow.d be requ.ire4 t.o prepe.re Mp&nte au.tau.tic 



1:0PHCRD 
...... '1:,e f/6 ....... 9ata -~•1 , •• IP Ill 

to_.,. &1afla1I w - 1111' le 17'-a all c"1 ia ._ ~ 

fJll IMtcledio JNCIWH1q ~, U will 'be ... 'belw. 

J:n •~Sllc a ~ pablaa 1, 1a neceuary tio \IN 

aal7 ae1lio4a that an quite AN to be ~ an4 quite sure to 

wmtc. ~ 4snl.CIJM'llt at Dff Jldhocta am4 1tleil" Nflnaaen~ to the 

point at whkb thq can be p1clte4 up b;y tile PlWlD area at II&\ 1a a 

prq,er f'tmctiaD ot 1u B/JJ &Na. TD atate th1a in another vay, 

aametiw a :method is v-.ll enough UD&mstood ao that there 1a a 

reuonable chtmce of au.c:ceaa in applying it to a current problem. 

When thia iB true it should be the task at PR>D to carry out the 

progrmmning. At other times, a pran.181.ng method may be so nev that 

it esn be applied effectively cxlly to simplif'ied problems or problems 

that are no longer current. '.Ole hope would be that, a:rter success:tul 

application of the method to a 111Jllpl.1:tied problem or to a graded 

succeaaioll at simpl.i!'ied problema, the met.hod would be well en.ous}l 

undel'lltood ao that it coul.d be applied to current problems. This 

ionser-1'8nge approe.c:h 1.a " proper :tunct1an or R/D, and while there 

are uov r,ar,menC,ahJ e ettorts o:t this sort, the Panel reeCXJl'Jll'!!'M• even 

more empbuts in this d.ll'eetion. 

'lhere seem to be three ~ approache9 to ~nll81Wing 

%'eSe&l"Ch in cr,ptanal;yaia. 0De at these 1a tbe de'V'el.('lDf!t\t at inter­

mediate lan&JlllP•, u mentioDed abcml. 'lhe ~ nov hu 'WO ruearch 

convect.a that an a1eed at 11>.1.a prob).•. OEw ot tbeae, rtth 

All.an Perl.ia a, O&rDtCia i'ech, 1e amed ai Ule proll1.es at tM 
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-au..-•■• ._ 1111■• s. e• 11 at.._ .. ,, ua 

ot • s.-ttz sC:ete , enp■• .. • mq f/11 1llw1a1d.aa JF 4 , 

ltO .__.ND W'i11a • prc;caw :la .. S..r 1u..·1PIIF._. 11114 

then tn:aal&t.e 1'\ to aJl.7 ~ Nlwal MCh1ne 1-.,,,,. .. !o mr 

~, DO auch ~ift •11D1YU'Hl. lencn•p• ha IIO hz 

been vritt.en. U the proJect 1a succenhl it. w1l.l be an. impartant 

•tei> torn.rd. 

-ihe other contract 1a vith L. Boberta of Ganeral Kinetics. 

'lhe project 1a to produce a 1~ tor cr,ptanal.ys:18 which, ~Y, 

could 1n turn be translated by machine into machine lenguage. ~1a 

would be &U ~t step, a.>1d it should, U' p,1seible, be~-

Only becaw:e most branches or !'.lnthematics a.re eo "-ell reduced to 

a tidy 1.angtl.1168 has it been possible t.o produce eucl1 powert'ul auto­

l':latic prognmming method8 as ere nw available tor many parts of 

mathanatica. It' ceyptana.lysiB can now be pushed BB far a1.ong thia 

route as mathematics has mOY'ed {dn.rlna many eenturiee), real auto­

matic progrezming ar cryptMal.ysis vlll be mu.ch easier to achieve. 

'lhere exiata a g:rMd concept: it should be poseible to 

caabine these two !)rognmn:1ng sdvBncea now being souabt by stating 

the cryptanalytic ienguage ar Roberts m ttie \U1iverssl lensuage 

of Perl1s. 'lhe J.e;ent!y would then be able to give ite cryptanal.yuta 

the meena to uae the le.rge :machuies v1tbQut becalli.n€ programmen 

tm.l!. without having to operate tbrougb program.era who do not, by 

and large, undentand cQPtanal.)"111.a. While tJle Panel endarwea tbia 

grand obJect1.,., it. 1a concerned that there are apparently no plana 
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...... awt ]Jlk, ·-· • .,..,, ta ....... JI .. 

el- (• ..a., • tie b u1 , tba) .. tall:16 'l4tarl ta 

.., .. ,N.. 

It ._. .... 1'ba1' a riziaa& ettw, S.. a■■W to pl'OGuae 

a~ ~\ ot JORftAll, whS.oh bu.,_. AOh a lap 

Job Sa the an11cat1ca ot machine cemputsticn to a ride T&1'1.n.7 or 

wl1'1c&l probl.-. Doaevu, FORT!WI requinc1 ~ w-19ara f1I 

effort by a clON-mi~ tellll ~ h18b].7 capable peapl.e who wua 

d.il'Wct.ed by a veey talented leader. lftle ~Y 1.e tack11D8 a 810h 

more d1tt1cult prohltlll1 ill that the 1~ ~ cryptanal,aia 1a 

not ,et aa tidy a.a mathematics, and 1n that a caman 1 angnage -rar 

many different machiJles 1a s~t. Yet, th1.a much more d1tt1cul t 

objective 1a being pursued by two groups, loosel7 coord.1nated 

because ot cant.ractual relaticrns, geography, and the requirement. 

ot aecuri ty, and total~ .t'ar fever people than vere necessar;r t.o 

develop 10RTRU. 

~ Panel. re<'CIIIMM• that ettart al.QQ& these lines be 

re~orced, to the end ot obtaining sane uaetu.l resul.t 1n a reaaon­

abl.e time. 

Sqµa.rely 1n the way ~ machine methoda ~ cryptanal.yaia 

atanda the ta.ct that~ c.ryptanalysta cannot ~aiu aleany 

how they do their beat V01:1' • Betore maahine Mthods can duplicate 

their resw.ta, .aaeone mwat .t'iDd out ju.at vba't they are do1n&. 

Bere the beat course aeeu to be to &eek ll&Ch1De aol.utia:l.a c4 

IV•5 

TOP SSGR&T~ 



.. _.. ... , .. 111e1•e1111111,a :nr, ,._.., 10 .... 

...... •~'••'-•I 11111 t wr• •02:1.,.. tlle tt t111' al an, .. 
etm•111 • 1atw•M wos-e ~ • _. - • 1, 

will la9 .... M Ille 111-.W ~ .... We..,...__ lbe HOan 

1118011111 OIi tbe : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 1a ... ~ . .:._.:_: : . --.......... ...... : : : : .......... ... . 
lilt .,...la of tllil k:1D4 Gr ettwa\ DOl&acl ban. 

llbim a tallk ~ ...._ pedom9" b7 • eecb1ne, w waualJ7 

bu a mau el.eUwr ~ ~ 1t tAaD CCNl4 'be ~ 110lel7 

thl'Oll&h maa iapauit7, intttitica., am4 1mag1na:tioa.. It ia bi•,nOG 

~rime. 11101'.g p1"0g1"WJ'a that 11' ma th1 nks be ~ a 

proeeaa 8D4 then vri~ a pTOgl"IIJl to make a machine 12D it, ho att&ina 

a ?1u1ch mon protcNad ~ ~ .tbe proceu. ~ act ~ 

:progl'llll:Wlg appoan to WbJect the prograaer' • un4erstan41ng to 

the •CNt~ of acme k1D4 o~ a "1.osical 111croecq>e" that detect.a 

In~, there are t1ilO alYllntagea to reaearch ou e.utautic 

machine c~ia on ■il:pllfied or 11128.ll p:robl.ec.a. ~ ia that 

tbe activity dsvel.o.;,a the art eo that it may cane v1thin J'lmgs ot 

the big problau, m4 the other ia that the Ve%7 act of well :progrmR• 

tl.1ng vill ttTeal tb1oga about c~dlUll.J'Bia. 

The thi1"4 approech to the cr,p~ic .v.&Og1W e:1n£ p.robl.e!t 

is nrree1e4 'b1 recent prog,-.p;,1 ns devel.apnent a in ct.bar aw. It 

bu recentl.7 been abovn* that prosrau can be wrtttc to enable • 

• w~ r.oa. !heoii W.diJ.,., w 1. L iUDIOG iiiil L s-.n, ii 'hiiui. m 
rrot. Oros> ari Irarom&tiall !b1orz, a.ptaber, 1956 



...... 

• ,....a, • 1 a 1N.t ta■ ._, 111 JIC a • ■ • • ..,. • _. a 
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Jllcb1na Owi,can!m., 1114 ., •• ttaa.. It ISiSEIW thd 1lbda ~ • 

a 'ftr7 alCN Nl.nSm be~•• 1lda ~ ~ ot FW• 

and Pl"QIP'IIIH that coul.4 be UM4 1
1 
: : : : : : : ::: : : : : : : : : =-~ : : : :· :--: :-; 1!aie 

. i • . ·.:·~ ·t····· ·······::::::::::: 
esscUal •tes, that 1a ~-s +d 1n t.be tbeo!m~ ~• 1a 

that the machine makea slzrevd gueBHII that it late1" te.te and by 

so doing is able to prove tbearma that 1'0\11d take mu.eh too lcmg, 

acnetbliea OTcn an 1nt1nit.e pericd., to 11rove by the comentianal al.ow, 

pJ odd1ng, .1yatem&t1c programs. 'lhe cryptanalytic parallel is that 

by guessing at a crib and then oheckina, cme 1s scmetimea ehle to 

salve a problem by hand f'aater than a hie,b-apeed. :macb1ne can do it 

e:xbamst1vel.y. If theae _Dev methoda r::4 prognmning can be made to 

allw the high-speed machine to uae guesL'VOrk ett1c1.ently, a great 

inc.rease in speed ma::, bo poaaible. 

In ellllElary, advances 1n ~rog:r&Nning, lUll.ike improvement. 

1n machine teclmology_, are alNS 1J!l7led1atelz 8V'&1.labl.e -ror app].1.catian 

both to current problems and to advanoo the acience ~ prognmnin&• 

'lhua there should proper.ly be azi extremely rapid progresa in the 

productioo nnd m;provement or sutanat:le cr,pte.Da17tic progr&m9 Just 

u hM been t.he oaae 1n programs tor matrunatical. callputing. 

lecai:mendationa 

'lhe Panel J'eOO!l1AJ1ds that tbe Ar>c:7 iDcreue ita etto:rt 

1u programrlng rueuah bys 
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a. n-ms... ,tueia - .. ~ ftl 

11111xn&tie llaGhma 11191bcda 'for as.,pl.ifte4 

l)1'0bleu and old probla18 u a part ~ an 

~ Uftl.c,pnent ~ ~ tbem"7. 

3. IJlftStip.ting the poeeibllity that methoda 

reseabling the new m.e.chine theorem-proving 

methods v1ll be uae1'ul 1n cryptanal. ye 1a • 
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-- peni9' Sa a tClllel. II. WNW WS.-- a lJai-4 D'T, .... , 

t····················:::: ... b7 ................ : : : : . . . . . . . . !b1a ~ 1a not atmple, ta. 
'!_• .......... _:_:_: :__: • · - ~. • _..!_ . ~~ • 

uit ot tbe ~ baa bem UN4 to 6Nt.Z'07 au •imple llt~ure 

ea1 mmy not-«>-•S~ .etl'UOturu. en. ~ the arta ot the cryptologist 

has becl tbe ~ and ret1ne4 ~ ot machine~ 1n the bope, 

:tomerl.y Vith ~ eucceasea, ~ nnd1na nat-eo-■1PQ>le but 

~ st:Net~ 'Which vow.4 reveal ai8Uif'icmt inf'omatioo 

about t.be machine or its aettiag&. UDl"IR.mJy trequeat repeat• at 

int.erestiDS m4 •~cmt 41..atmoes, the w or V1n4ow" 1 ndexea, 

.. .. ... ... - -- - · -
It w are to make real uae aga1net:- • ·:::: : : : : : : : : : : : : : : uae 

~ - - - -- -- -· ·· ...... . 
~ tlaia st.atutical at1'9Ctu.re Wich intonaat101l tbeor.y Maureal US mwrt, 

be tmre, ve v1ll p:,o'l>llbq ba¥e to deal Vith not-.o-eimple st&tiat1c&l. 

pattema. !VU 11111A 41tticultiaa stmd 1D ClUJ' ~• J'int1 dUt1cul.Un 

~ c•JcuJwttQg 1D4t meuurea of iD41 aorta ot not-eo-a1mi,Je 

pattema. s.cnn«, cooe ve ccaa1der DO't•80-aimple ~ the 

.it1pl.1cit7 or poea1ble .tl'UCturM ve mat eonat4er r18N n.,~. 

!0th ~ tbeN ~ acnb1Dtt to prcemt a 41ffl.ew.t oaap,Jt.t.ng io.41 

but biiepd:er f1Peld ID4 logtcal flaxi'bility ccatimle to izlpl"Ofta 

&1eER 
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t. lllMS.O , .. silaatiwa o,eate MNJ (1) a lzJn-■ aaa linllll to, 

bat __.. ..,_1a1.17 led: " a 'ffrY ocma14eabl.e body at tllrmw.'1al 

•at CJDOO,.• 11114 (11) a bmau v11.l ofteD 4etact. atziuctaft ill a womd 

or TiJrual pa1;t;em n~ ~ lc:MWledae ~ lllbat pahenl Jd&bt. be 

pruent. It 1a th1a latter teature that 1a Cl.'UCial. Once""' kDOIF 

that we an l.oold,ng 'tor one or a tew t;:,pea ~ pattern, a machine can 

allllost sl.waya be made more S@!IlSi tive than a man. 

'?he human brain, wen supplied through its beat int'Cll'mation 

channel.a ( the optic nerv~) is much t.he moet subtly fiex:ible data­

processing system we know tor cCGplex situaticns. 'lhe problem or 

usin& it effectively 1a one c4 presentation. 

2. Elcsm,Ples . 

Sane exm,pl'!S rtJAY make the situ.Atirm clearer. To begin rlth 

llbat ve are trying to find 1a saoo loe;ical. structure 1D a nearl.y 

rand.an f'lmction, like rend.cm noise, or a raodall n::J· It we consider 

in particular the acoustics problem we notice that rand.an noiae bu 

a :r.Lat paver spectrum. So also does e:n impulsive noiae like a pia1ial 

ahot . 'l'he ditterence between a p ia tol allot and thermal noiae 1a, 

however, Smnediately recogn1zabJe to the ear. llie ~teriatica 

ar the piatal. a.hot szie ~ course carried by t.he pheae apectran and 

COQ.ld be diacOYered U the phue spectrum -were caaputed. Ve vou.14, 

baweYer, not nomel l 7 4o thia, unl.eaa ve wre expect.1.Dg aaaethiDg 

1ik! a piatol. &hot, and in any cue the probl.em ~ ~06J)1z1.ng 11:he 

TA 1-2 
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ewrbl 11 t//la-.W. ... ,_ .. Jl:111 .. dll-.-llilll .. ~ 

•-' ■ 07 stelll:, ■u a •2111 •□--•---'- -O.t. 
ltetJffllt:, 1lae Nrwa14 han - tifflalllliF la SIIEI kSail .i.. .... 

... ow!4aaicm ~ '° 1ba e;,11. A flat 1111111.ltaae II HU. 

EF~ npreMA~ a nndaP time .f'tmcUml. It llip~ &190 IGpll&lld 

a pellk-4 •ten41ng we.Te, U the phaM spec"trua nre Jun ~- 1ban 

vou.14 be DO 41tt1cul ty hue 1n pickinc OIR nch ftri&Uma f'l'0a tibia 

u a wave vi.th refiecti.ona or a "lfflV'e aarlJlg relatively al.owly in om 

cl1rect1011. 

Optic&l d1.spl..ays have the advent.age that the;r can directly 

exhibit relationa in t¥> d;hnenai.oos. We may viBual.1.ze 1n particular 

an oecilloecope dllplay such ae that turnuhed by & telffllicn .creen. 

By pennittin8 the input to vary continu.oualy vith a third~, 

and relying on memory, one might, to a 1 imited extent, be able to 

disple.y log1.eal situations :1.nvol v1ng three parameters. 

It appears h"<D the diacuaaicll 1n the sect1cm cm in.tomatioD 

theory that the ideal encoded n1esa'lge baa all the characteristic• of 

rand.cm noise. Thws a visual d..1.sp.lay ar the sort described prepared 

in 8IJY normal. meaner show.d appear a.a a sl.ightl.7 mottled atz,J.cture­

leea gray. Any 1Ngge8ti<m ~ e. more definite pattern than tbia 

vould represent a hint ot a logical structure vorth 1uquir1na 1D1:IO 

further. One need ODly think or t.he idinito divenit,- ot fabric 

patterJMS cm wallpaper or t.he d1storticma of au.ch pattema which 

pruerre structure but destz,oy atrictly per1od1.c i,rape:r\1ee 1lo 

'fA 1-3 
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., •• .., ..... _. .......... -. ............. de, 

la u11u.'Wt1,.. aznore+•• .__,,.____ S1Ee, 

le ...t, fl ■ a•, ena ■a, '° l111tw. .. Ml..,.__, II 11, 

ajage .__~• ... a... hr sa a fldnl'G.,. 24at :u■I • 

Ai.Um to be 1nfaJ Jibl.e. Ve c..:.n ~ rallov aa1Q' t.1N va11tt 

U 1ibe reward. 1a w haft diacoV'ered a fev nal. ~ . 

3. laia&n ~ cl1!Jllm· 

Cr.nrtaDaJ.yaia hu l.oag made use ot well abilitja ot •19 

and brain 1D an elmentar,,y ~- Writing O\lt c~ text "ma Yidt.h 
.. 

ot' one or mare ae.lected DU1Dben is a cl.an1c&l. tecbn:ique - a 

techlllque adapted to visual perceptiw as vell u col.am atatiatica. 

:ai~ moet., u run all, appl.icatioca to date have p~ted cbarectera. 

'llle present d.iacussion btls tacitJ..y a.asumed that the preaen'i.ation voulcl 

be 1n ab&des ~ l.igbt and da:t'k, by various cal.ors, or both. 011 the 

other hand, 1~ 4oes not attempt to say, beyaod t.hia, exactly ,mat 

would be ~ an t.he ac:reen. 'lhe proper choice ~ t\mctioD and 

parameters to be u~ilued is the principal. part ot the problem and 

voul.d beet be undertaken f'ran a bacltground. o~ deep rmdersteru'l1ng 1D 

cr}'Pta.Daly&ia. Pres\aably I hollever, the diaplay voul.d not be prepared. 

directly trca the meeaage itaelr, bat f'rca acme aimpl.e atat1at1ca ccn­

puted. :tran t.be mesaage. 7or exampi l\1 in a literal •••e.se cme lli8,bt 

fieJl UH U a buia the "m.a.tocarrelaticD" t'unctiona ccmputed baa the 

tiae MrlM obta1Ae4 by repl.acing a given character by" l and all otba 

characters by O. B1 gher-arder correl.atiom ot the aa:ae aort 1lffol v1ng 

EtE>SR 
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!be ~ or t.be aata-ial rr:r ADh. ~ 1flQll14 

ff1cS.mltl7 reqa1re a l..arp IDOUDt ~ eomput!Ag ~ a n.ther eleMDt&r7 

aort. Since the cutpata an probahly •1m;>l.e correlaticma Sndapendent. 

~ c:q ~- :reh:Nmoe1 the UM ~ ~ involrtng a Teey l.arge 

mn'ber ~ elementaey parallel modes, u suggested. 1n Appendix 

4. Operational experience. 

There is a precedent :tor such diaplays in vuible speech 

and 1D visual :z:eans ot underwater aoand detection. To persoa.a 

i"emilia.r with theee f'ields the st&rtl.illg power ~ the eye 1n pick.ing 

out an ola.borate pattern 1D the presence ~ a d1ffiae background 19 

an old story. In undervater sound detect:1cm, ~r ex,wple, the t1ye 

prorl4es an additialal integrating memus, aside :t'raa t.hat provided 

by the ord1naey filtering in s,_ oound spectrograph, w1.cll pemi ta a 

veey l.ow-l.rre1 aignal to be detected 1n the presence ~ a high-noise 

beckt9"0und. Moreover, the patterns can be found not only ~or atatumar;y 

-,esMl.a1 vith fixed signal t'requency, but tor vease.a JllOlnll8 1n 

ecnplu ...,., ao that the patterns vary~ vit.h t _ime. '1'he 

.1tu.t1m m naible speech ts still •ore atr1k1ng. Here t.be 

inetantamou.9 patterna are themselves ccaplex and toll.ow c:ae anotbff 

vit.h great ra;,1.cllt7. 'nle tact that 'W OCl rlaually detect, an4 ft&d 
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posa1ltil1t1ea vh1oh tol.J.ov an pruented botih en their own account, 

and as iliuatrative exmzq>J es. 1or coa:mm.1ence and •impl.icity they 

assume input trail a au-channel magnetic tape, such as that used in 

: • • • • • • • • • ~ • • I 

an ; : : : : : : : : : : : : J data. processing machine. The teclmiques a.re, hovever, 

applicable to any digit input. 

l. Utilization ~ the principle ot the 'Diamond ~ Translator,• 

1he gene1"l!J. scheme is indicated 1n l"ig. 1.. The cha.ra.cters 

are ted t'rcm the tape into a shi.tt register. ll the characters are 

G-bit charac:tera a.a indicated, G bit.a may be ted 1n simul.teneously. 

Kither 6 panl.lel shif't registers may be used., or the bits may be 

a.rrane;cJ. in aerl.al. :form. When a nev character 1a f'ed in, either 

the 6 parel.l.el shif't reg.utan each advance one position or, it 

one eerial register is used, the regiater advances six positiana. 

As outputa :tran the regiaten, there are available sane)( pairs ot 

leads corre•poniUng to the M total. bita in ell ot the characters 

at the longest vord whose presence can be recosnued by the device. 

Far a giTen bit, an approximately constant vol1;ase output on the 

TA. ll-1 
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ilfPin'w111t11' c:nnrml T01.-.. •trA • ._ o 1eal witla • OldJ,d 

TOl.tap ca tbe l lM4 SaU.ca-. 1. 

1'le Tari.au bit lea4a are 1e4 to a p.lua,,ou.t wh1oll 1a 

1n~ wind ao u to recognue ar rupcm4 to worda or a giffll 

YOCebul.ary. 1h18 pbagboerd. v1l.l. h.,e P OIRlet lee.da, where P 1a ~ 

largest :oumber or vorda 11h1ch oan be NCO&Diud by mew ~ the plug­

boa.rd. Each output lead goes to a bm: mused output c1rcuitey. S18z,al ■ 

on leads traa thia box. indicate the preaence o~ a word in the vocabulN"7 

or 1n BQile sub-group o'L the vocabulary. 

i'faure 2 indicates one poesible nature of the plugboard, 

which is veey similar to the DiB:;'land Ring '?ranslator used in telephone 

z,~itci:..:ing. Each pair o-r dieit \rl.re15 is threaded through a eet of 

po.irs o:f ~tic cares, 'Which are shown 1n cross section 1n the 

circ.wirie. A pulse OD a O l.ead w1ll 1D<'bu:e a negative voltage 1n any 

vire thread.ill8 the "O" C0Z'e w which 1t 1a CODDected, and a pul..se on 

a 1 :!. '!ad v1ll induce a negative voltage on 81l7 vi.re tbreed1 ng the "l" 

core to w.ich 1 t is ca:mected. 

'lvo wires are ahovn three.d.1.Jl6 t.be cores. 1be vi.re labeled 

c100 so threads the cores that wen the •ie:nal rrcm the shut register 

1..8 0100 reading t:rcm bottan to top, the 0100 lead~ no excited 

cores and no voltage will be induced an it. We Yill reae:mber that 

the abaeooe ot a pulse 0111 a lead indicate• l. ~or ~ other threadir&g 

ot all 4 coru, a wire voul.4 have a negat1Te ~oltage in4uced on it. 

~ n-2 
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ftllisW .. - bU "'' •• ...u. JIDlittnl l'IEOZlllpala Sa 

appl.Sel alona . ._ 1d.na tiunl1na 1lae ecs... bJ' ■smo f#I-. nec'1wc 

pa1.-e ........ ft. !t • win to 1lh1ch ... pulH 1a anls.4 

1b1"NM no anin CCIN9• tb1a pulN 1rill caue to nov 

~ a nrSae Mode n_ and to an outpi~ lead«.. Jar inatence, 

~ tbe TOl.tagea f'1"ml the ahU't rqiatu •~ 01001 the cutpui 

pw.ae vUl eawse current to fiCN' thl"QU&b 41cdo Dal. to outpu~ lead 

CLl ot J'i&. 2. 

Because trans~ormena cen t.rtm.smit o.c ool.y, poaitive vol tagea 

in the virea tllrw'-ad1ng the cores vill fallow the negative voltages 

produced by pulse. ~ the llhU't regiater. 'n:iese positive voltages 

cannot produce output at the output leada OL becawse of parallel­

connected ~1.odes Dp• .An output lead can go poeitive an.l;y wen the 

reading puue J.(1 8"J)11e4 to the parallel diode 1\,1 as well as tn 

the v1re cannected. to the correspond1ng series diode. 

Sa:letimes we may vi.sh tc get an output corresponiUng to 

a short vord. In this C8.8e \l'e thread the vi.re through only sane ot 

the set.. of cores. For instance, in :r1g. 2 wire XOll will give an 

output vben tJ>..e shU't-regiater supplies signal• correspond1ng to 

eit.ber lOll or 0011 to the J;),l.ugboard. 

Varioua output le~ can be con:1eCted together to give 

a combined output tor e. particular section of the vocabu.la.ry, or 

all output leada can be connected together to g1ve a reapowao 

,men Mq V0l'd. in ~ Tocabulary 1a :read out of the ahU't rqiatff. 
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·ft ta ,-aSlale 1tat e. MpMSta !NII Gt e. 41et11 Aft•• 

sap,tn vil1 • ••• a lfPtJ!SMle ajpal. ._ ~ ---- ?.1111 

ue t< c .... 1bf.a Olla N S ~If apSne~ b7 Npl.MSq 

b ..- .,~..,.. b7 1ba ~Um ot Fic• 3. ~ the 

pnrn.ous parallel di~, which an not llhcMl ill ~ 3 and~-

U we replace the aer1ea djoc,1 .. by the canfigurat i oo ~ 

J'ig. a. R C8D ffliA appl)'ing 'large Deg&t.1Te TQl.tagea to the series 

diodN. 

I t may be deairahle to make the output aasociat.ed vith 

a given port1an of the vocabulary available 1n binary coded form . 

~is can be done by threading an output wire thratgh a aerie!' of 

corea , as shown 1o Fig. 5- Here an output pulse cm wire Wi_ pro­

duces pul8es cm l.eads corresroncUng to the number 010, ree.<Ung 

t.tp."B-"U, 'While a pulse thro>...lgh vire w2 produces e.n output llO. 

It is worth noting th.at a "word space• is a charncter, so 

the.t it vill be possible, and may or may not be desirshle, to de:tine 

a. word a,s coneistillg ot certain specU'ied che.racters preceded, 

or :follCJW"ed, or both p:roeeeded and folJ.aved, by a word space. 

A.a the e.baV'e scheme has been outl:1ned, 6-bit che.ractera 

migb.t be read 1n every 1/151 000 s econd, that is , rNeey 67 micro­

eeconda . If' parall.al ahi:f't regwters were used end the bite were 

read in parall.el, no operations vould have- to take ple.ce. more 

f'requently than this. In order to induce au.tti.cient voluges 1n 

the lead.a, 'Which thread a given core but once, it voul.d probebl.y 

be des1rabJ.e that the 1engt,h c4 the pulses ~ied :trcm t.he shut 

TA u-4 
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npw lie W .._ to •uat .. -tcu•■nac. a. etat,t .i. 

~ * r'•• ,._-. ll1dft acta• te, -,. a UMaa ,.._,,, 
-

ao ._.., -.ta n • ~ l.oW rm-' ~ to a oaN 

'b7tblt 6Sftl'WSista-WQl.41)1'0l!uce 2~1a SD a wire~ 

We ~ Date that 1,o acram,o:!ate 5000 5-illl v1rN, the 

cores wul.4 haft to ha-re openmga vit.h diameten ot &rouD4 a hall 

11D 1Dch. 

In order to m.e.ke it eaay to t1lread the cares, U-ahaped 

sections could be mounted an 0111e support end threaded.; then, the 

magnet.1.e eircu:1te could be ca:n:plcted. by bar-shaped sections mounted 

on another support. 

figure 6 show another sort or vord recognizer 1n which 

cores are uaed not aa trans:fonners but as magoetic atori.:.ge devices. 

Here there i,.re two columns o-f cores and the digit pulses :f':ran the 

sh ttt regieter are currents to the core■ ; a current to a o lead 

tor a zero end to a l lead ror a ooe. Current. ill the O lead set 

eores 1n coltmm 1 opposite f'ran cores 1n column 2, and currents in 

the 1 lead set c01'e8 1n the opposite sense fran currents in the O 

lead. Atter the care■ are set by a given set ot digit currcnte 

f'rcm the ahi:tt reguter, a re~ voltage 1s applied to rlre• 

threadillg the cores. U' one o:t the :vi.res so t.hrea.d$ the corn 

that the reading YOl.tage tries to aet all the COl'M aloo,g ita path 

1n the eame sense 1n which the ~t palaea have al.ready ae-\ them, 



1bla • ·~ WZl::zrt wll1 t10lf tao 1bl 1ar 1 z~IBOlt loa4 

_. • ~ ~ ftCAp1~ w1ll lie ~ lQ' •••• al tbe 

-,.t.tnw A. tt no nre u ao tu,,~ 1'b:rola&b 12>.e ocaw as • 

'8n4 to Mt thai tu the ... ~ion 1D '11lich tbq bad been Mt 

'b7 1:he 4181t pulJea, then the ,•ea,Une; pulae voltage v1ll ca.wie no 

epprec1ahle current th.l'OUgb any of t.be Y1rea end no :!ndfoatian of 

recognition v1ll be o¾a-1:oed • . 
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JftDClZ ~ 'tlCM!Cat. 8n'UHial I1f CK!PlUAL18IS 

It is very d1tticul.t for a 1100-specia.liat in the cl'Jl)tognpbio 

rield to pl"CT'rid.e a very penetrating eppra.i.eal oi" the technical poaiticll 

o! the field. However, it aeema important to ae.y eanethi:og 1n this 

.regard, if cm.ly to eaphaaize the fact that the centre.l d.1fi'1cul tiea 

a.re in !act technical and intellectual. :probl.en.s ~ a higb order, and 

t:nat ~1a."'lage;,.ent and engineeri.ng clec:u.ions 'Ji-_ich do not recognize this 

c::!.."'ltral :feet ~ not likelJ· to increase Ofil' a.ctus.;_ proficiency in 

r:-....... . ..... .. . sol viog ............... ~ . C ryp tc.!ll!lys is, '..t.c. Uc.: 1 t is more partk"..1.ler-..__ 

i:teJ. tha.:i 6Cientif'ic research, :!:las mu.ch of the exacting character or 

su.c;:1 rKeftl'ChJ particularly as this ch!:1-a.cter 18 exhibited 1n research 

1n na.theroatics and thearetice.l pr..ysics. It can be evaluated only by 

G b ilar a tnlld..nrds . 

Cry:ptanslysis :hae a.l..ays been e. very specialized art based 

in part on a very hisb natural. ec~en 1n particular directiOZl.8 1 and 

io par.. on ve1..7 great experience. Be1"ore World War II it involved 

ler~ely we d.iligeo.t study of the relevant small. numbers of I:SeB11ages, 

such as d.iplan.atic messageo, known or suspected to be of ~-

Since then many things have happened. One is the tact 

that crn,tanalysia 1a nov in a sense .. big busineaa." 'llle cacmT 

e-f'fort in tlle lll01"e or leas routine collection, transmias 1cm, and 

TA. III-1 
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proceu1aag ct ~tea.._ 1a map. n s.·c1ar ._-.. 

rr«c c\ of _. • _....,... hM Tff7 11"1.• aare 11D &, wt111l 

.l,uic -4taDON m cr,pt.KxeJ :,tic 1lechm.qw -- ftletary - _, 

bu to 4o Yitb baia ~ic&1. rneuch. A8 1>Yl1eated. ~ 1A 

tbia report, the two abolld. be separated more ahupl.y than they an 

at preeent, and a special ayateiu-analyaia attack ai the goal.a ~ 

the routine prodlletim job Bhow.d. be mounted. ~is -would provide 

tar more etticient d.iseharge a:t t.he produ.ction function and would 

prorld.e the ~Y vith a stronger position 1n dealing rlth its 

custcmers. In ecliition, it would permit a better concentration ot 

t.he existing most e.x;,ert tsu..ent on the baB ic proble::'!l.E of ~r;;pt­

o.oa.lysis, and would provide a _ bett..er foundation for a planning ~or 

systematic advances in the· field. 

Other c:u:i.uges in ti>.P. field have invol vecl a genera!. increase 

in understnnd1ng of' crypumal.ysiB and of practical veys of breaking 

into new ci;lhers, and the development ~ high-speed ccmputers. It 

is cl.ear that the high-speed co:r,;,uter 1a potentia.11.y e. very po.ror1'u.l 

ally ~ the cr,yptanal~t. It pen:.1t;.; bim to UDderta:.::e !!!U.Ch more 

laborious ta.ska than he could do by hand end to e.;q;u.ore more subtle 

fccets of'·problema c4 Cr)'Pto.nalysis th.an was previou:tl.y p<·.3sibl.e. 

On t.he other hand, it ~ t.b!lt general adv~es in 

the :t'ield in at.her d.irectia:la bav-e :to.vored. the crypto~er as 

a.gaiut the cr,yptsnalyst. In genere.l., the crypte.nal.yet rel.ies oa 

I : : : : : : : ; : : : : : ~: : : : ~ : : : : : :-: : : : : : : l -rcrr his victories. >.a tb.18 is 
l! ~ .:...:· ·:.....:•..:....:....:__ _ _ ____ ~~:J 

more generally undantood1 the cryptographer 1a 1n a positial to 

TA III-2 
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""' . 
~ qwt 1lbiall .. D0t haft t Ill WI 9 Ir■• W ..., .... 

~ tlOllflez '° ~ lml'llf□bl_• ........ -- u a 

aertam mab«r;;: :_i : i ~: _: .; : : : : ~-: J JbNKN:a-1 »w' eS;pber ■ecbSDN 
an largel.7 mechan1cal. '!heir open.ticma, hoNre, an ot a aorrt 

which lend themaelvea extremely veil to the preMnt C!l.oc1'rooic art. 

It ahou.ld not be ditticu.lt vith modern e1ectronic• to prOYide Tery 

canpact :machines Yit.h a18nit'1c&ntl.y more canplex· end :fierlbJ e 

coding even than the preaent mechlUlical system.a give. 

It is the Panel's opinion that the advantages vill be 

increas1.ng.ly 1n favor o:f t.he cryptographer a.a ag!'l1ost the cr,ypt­

a.nalyst., L11 spite of the introduction ~ canputer techniques. '?his 

may r:iean ti.!~"':. machines e.re or vll.l oecanc DO sophisticated that we 

can no longer hope to bre8k l::::::::::::::::::::::-:-:-rexcept on 8ll 
t:. . .:~,_;...---------- •••• ·- . :J 

accidental and irregular basis. 'me Panel'~ opinion in thie matter 

1B d.1.scU&sed el.se.mere in the ~t. It is clear, however, that, 

vi thout regs.rd to one' & ac tua1 prognos 1a, the stakes involved .in 

the ability to reaa.:::::: : ::::: : :::::teven occa.s:fone.JJy, are sut'-
.. _ ., - - ----- --· ~· ... . ... •_ !..~ 

:ficiently great to induce us to make a strong effort to maximize 

our ccmpetence in the field. Moreover, it ~ only by the most 

intense effort toward the solutioo of current f"::::: ·:::::::::::::::: .-G :::::::: ........... . . . . . . . . . . 
that we can hope to keep into a pooiti.on to reaa.1::::::::::::::::: :-: : 

t ••••• ~ ~-: : - • • •••••••• 

as they, too, beccme more sophisticated. 

'lhe first element in such a.n ettort 1.8 the establishment 

tmd maintenance of' a nucleus ~ the Ill05t Bk.11.l:t'Ul po.•ible analysts. 

It 1a important to notice that it 1s ool.y the higbest 1evel or Ilk.ill 

TA ID-3 
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._. ... 4Q!J Is,. lb'A -!WIIII• PJ90•51 a, trl& 1 FJ e1•dfllilf_•1•n11t■e-., 

••• .,_,. - lie au nd • rot n la 111a ...., el .. , J49f11 11111 

I T •- ... -,,JJt .... ta i.111e1bSllc flf a 4a10 .... Ollll­

tlRLwlka d the~ u131e4 --.1,.Jnl ta 11ae 13 17, ecmbS-4 

1'1111 a olW ~ ■111ta, u a lN'MN• •• sna ~ 4ffelapiq 

• a larpr bo4y at ceyp~ llkill qsa1ckl,7. 

'1he ~ akil.la lm4 ability ~ a an gaeraticz of 

cr,v.ptanal19t. may, hcMrYer, be acnevhat 4.11'hnnt flQII that ot the 

a14 generation. An acc<npany1ng aecticn speak.a rd tbe ahitt traa 

low-order message mid l.enguage •tructu.n to high-ardu atru.cture 

as part~ the problan ot read1ns clitticult cod.ea. ~u u, broacD.y 

speaking, equ.ival.ent to a shut to a mare ablltract and general pos»:t 

o~ view. WhereM tbe tnd1t1onal. cr;yptanr.1.yat could rely entiNl.1 

an a part1cular nbag ar-· tr1cks,. the new a;pert must have more ot 

tho generality and abstractnea• or the tzypical protessiaoal sci.entut. 

lie must, however, be just u a.harp as the old generation wa.e, and 

this is saying a great deal. 

'?ilia evidently bu a<ne 1mpl.1cat1.ona tar the kinda ot 

recruiting vh.1.ch the "8encY aboul.d. do. '.the~ needs men~ tho 

same genera.l sort u the best it has recruited previoualy, but they 

ms:y require aanewhat JII01"e :t'oxma.l. acientUic tra1n1ng. J. partiaular 

llluatmtion ot the present aituaticn 1a tumiabed by the~ 

pp which exuta 1n BSA betveen the tradi.t1cm&J ana11aw am the 

ak.1lled pwg.tWllil&" on modem canpv.tiDg machinea. Bew Z'eCNit.a 

ahow.41 anang other re(l,liranenta, be mm ,mo ca br14p thia Pl>. 



.. . .... ~ •• ,~J-"""' .~ ... ·.,:~ ~ -

..... illtlMlllaJQ1 la1Mi1•11r ••110 .. Ell 

JI II..., ... - Ill • ----will.,., •r• ·- •rs ,. 

ta .. ft:0: A- !lie ~ 1? ~, IU 10•, .__ ... Z!I•••· 

JIIW& I I FM ... &k tCt'tHM:!n& al~- M P'Nlld 

]81 .. ,ca1_a ~ pz'QPIII ft,:r, 111ft' CCllpltff IIIIOhiw ~ typea 

1:0:•l y to be uaeM. roz. the _. rq. tb.1a acanbat hardware­

ceat:end pl'Ugt'W .._. tao gift 1nedNpate ea,ph■•ia to the JDCD'9 

nbtl.e upeatll ~ the Agency'• pobl.al9. 

7ar eTW1ple, the A~ 1a probably more deeply intereatecl 

1n be.sic camnmicat1on th~ and 1n the caiplex1t1ee ~ l~tic 

atructure and high-o~ lBDglllge statiatica trum any otbu grou:p 

1n tbe c~try. ~is is a field ~ great BUbtlety end ahal.lenge, 
. 

a.ttordmg meny opportunities for open and rewarding acientific 

advances. However, HSA. appears to have no vozk 80ing on in tb.1.a 

or rel.eted in.t'ormat1oo-theoret1c directiolla. 

'!he proble::n ~ recogniticn 1a e.J.so crucial. '.l'he wse c4 

viaUAl displa.ys as a possible mee.ns of recOSXLi&ing and identtl'jring 

obecure logical atruetures is described in another section. There 

1a also a Tery bzportent recognitum. problem 1nval.ved in the 

... : ; : : : : : :- :- : : : : ....... · ] 
__ : : : : : : : : : : : : : : : : : : : : : : _: 3 and other a1tuationa which seem ~ 

1>ranining tor exploitation. 

Such ver:, subtle questiom deMffe ser1oua research avu 

i. ... .. ,,,,. .. 

a period at ,ean b7 a •1:r:ed team ot mathenaticiau IIZ2d ■tat1aticiw, 

_ pa~ta, and eng:Sneen. It would Maa tba~ the J.a,mt:y ahou.14 
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+c11Y» • .... ~ta tlda ~ .11a a,,. 1a nuae-. • 
Atl l WU. St.Ail _. Wik al clldBMI i.t.ltl:IIS ,_,,. , - _, 

• I I d ■ I bla lJIRitda f/1 !M)mZ'll 00 Gr • Ni4. -
- .., . . 

.._,. OIi 1be JIINb1w ~ ant J,w!a an Sa wtten 

JIB#: ;t;4-:s, and a ~ea ettu&-1 1A thia uea .... a1ao 1iO 

be 1n41enec1. It S. blpartrmt, ho-ewer, 1llu t.llie -tt>aet1091 
.. 

upeota be CCU~ ~y 11114 ~ a Rtt1cimt toueh with 

cryptlmalJ'8S.. 1 tael1. !be pl"eAGQCC rd HC:Ur1 t;y barr1en, IIUCh u 

,u,y u:1.et t~ 8(11118 or the ... ben at pan-time a4vuor7 graapa to 

al such 1111 SCAMP, t.he atrang trad1tiooa ~ aoadem1.c mat.bematic■, 

etiC . ., probably tend to shift the attentiol1 ~ many matbematicim■ 

to p%"0blema which te.ll vi thin the nonm,J 1Dtellectu.al organhation 

o~ mathematics, bnt. lUJ' haTe cml.y per1pb.eral. or supporting interest 

to cryptanalysis. 

U the AeencY'• resee.rch department 1a properly OZ"galliHd 

and ad!llinutered ita interest.a Yill span a broad and revud1z2g field 

c4 scientific endeavor~ the hiabNt 1evel.1 mMl )19~ it abould. be 

perf'ectl.y cl.ee;r that the care, purpose, . am4 culJll.1.natiCG ~ t.hia 

effort 1a nat.hing more er l.esa 12ian the a4vance c4 the theory and 

pl"IK;tice ~ crypumal.ysia. 

s m--6 



Ill @#91"1A llllf!r:B D U D JBS @thilAI 

!be wmk spanaored by the llBA ill aol.14-.tate p!cyaics 

m;y Sndee4 be 1mpartant academic research, bQt ita ral&tia1 to 

AlrorY Dea'!a ia 'b7 DO ■scna up to 12119 RaDdarda prortded by their 

llpOID8ore4 worlt 1n ph:ysics or the upper atmosphere am. thearetieal. 

ph;yuics. 'Ibis work ~ to be an Ulust.nltian ~ a Nmna, 

respoo.se to the frustrations that must enter when public support 

ot tundmnental research 1s intended to direct.ly support so narrow 

a range o:f a:pi:,licutions a.a ?tSA 'c needs provide. ~ sc1ent1:f1c 

sponsors of' su~ reseru."Ch recoGI1fae the di:N'icul ty, o.gg:rava.ted by 

securit;:,·, cf obtain ins sal.!1 contributions to tl:e lnrge exp].,oratory 

development program they arc tryir.g to support. In reaction, they 

support glamorous and v1dely accle~ed subjects and x,:rot'essora. 

'nle output tram such vonc :Jecns a ,1ust.:..'.'."1ohle object of public 

e...~end.1 ture 1 and ia usually :!.e..lled as ac ienti.:tic progreaa 1 al though 

it has a.lmost no mternctlon vitl: t?-le NSA. Such appean to be the 

case, fo~ example, 1:c t.'le carei"ully chosen support or vo:rit an cyclo­

tron resonance _ in metals at the University of CalU'ornia (where, 

interestingly enough, the discovery, attributed to llSA support, 

of this '?ttect m tin tallowed it.a observation el.aevhere 1n other 

metal.a, like biS!!lUth, by a yes:r or ::ID=-e). A similar situation 

appuently exiats; in support at the vork at Harvard on the ettecta 

'a IV-1 



~·_-: • •. . -: r -.. .... -!· .._)~~,..::- . ·. ,·~ ... - -- --~ ~~~:- ·_. '°" •aeMt~- ·- ,· :,, 
.,sa. 2111 • • • Ilda W ..... , •• , .... 

-
9o udrfr:b • ia -.., 1lba" Sa Ni4 tba4' J If 11 J119'Lsaw, IDo, 

na1.1se ~ a~ pnaeat t.ba l1nkace '4 thia zu~ Yltta b ftll1 

SnterNta of the ~ ~ u too :r •• w W:a 1Mir ftnt 

attent1011. 

Whlle the tota:l armual cos~ at such 110i'k 1a leaa t.bml ulf 

a m.1ll1011 &:>Uan, it seems impor'tm,.t to bn.=g aut the nwsMd·a_ppor­

tunity t.o get done basic won really relevant to the nee&. or 1ml. 

At the same t~e, of course, an alert basic cievelo;mi.ent surrey should 

make it possible to take advantage ar the huge TOlu:e of f'undm:!ental 

physics of' solid8, end o:! other things, llhich u readil.J' access!ble 

for NSA pur~oses. 

J 
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(- ~ 2 o,,v ol l'eN1p 07 1•11111, Mat'lt 1 ) 

-· M 

A 1-ttu haa the haaic1eat m..,. 3, 1951, ~ 
:.-;- .-;-;--.. ...,. 

the f'omaticm ot th.ta 1-Dal, tor tJle wobn:tal. stuq ~:: ~::::: 
I .... .••• • •• • •••• • • 1 . : ....... .. ..•••••• : Thia tol.lowed reo-; :mJld: 1Caa of the Pzu1dant '. 
'- ... • • -= • ~ •• _:_:_: :. : : : : . ·-

Bou'4 of Ccuaul.~ Clll Fo~ Iatell1r,ce kt1v1Uea, u aip-

pNVed. by tba Preai&mt and ~£erred to the Secretary or llehmte 

end tho D:U'ector, ot'f'icct or. De!°e?UJe l&>bil 1 fflt1oa., oo Jamiar., ~, 

1957. 

Qu.!, aod hn.s hoo a aeries cf :;:.:-:-icI'...i..n88 by repntSentntives of UBCIB, 

to ~5"!35 ~:.o~ the 1': : : : : : : : : : : : • 8 problem. /..bout 25 &rta.1.led , ... .. .. ... . ~ -

D(:.""en-:-:!.eo ·,,-el'(' bot~ fri.Clldl~• end coor,erutive in;) providing eena1t1ve 

mat.~rl&l . .:l08t- or the aeetine;J vere ·.nth E.l ~, 14lolle 

~ - to meG't the .Paoel.' ■ requests tor b1~ speo1al1Y.ed 

1nfomat1cn 111111 matched b7 tba1r ~ 1A oqa,11m1ng IIDd. 

~ 1:~. 

·. 

-~ 

~ ....... 
t1 
4 
'). 

-· 



1ineaa1 _.. ..... -----~ , ....... 121 

......... • • f:: : :':;] tw 11 qj• ot uu,I 

...t ~u.-1-. .-,tan,.-. lbe hDll'a Ji.,.•• the umbtll 

S.U. d r:: : : : : : : : : : :--:-:-:7.:7 c~ ha4 to be 1b ■■ 1 ll • keGede4p ~ •• ·-••••• ~:.. • :..: .: : : : J 

1lbe cmeoe ~ sett1DS mtamaUaD on ooc,1111 voh1nee 11114 •Ums 

:: : :-: :::: :] Aao, tt. nl&Urxl ot [:-:::: :l act1T1V to o- ndcaUma 

11ltell.J.&vsN9 more sm-nllY cw~ repeatedly. Accar"JncJy, tbe 

Pwl baa aane speci&l Nnd1np an teclmical. acUTitia 1!l thia 

tield vh.ioh may be avallahle separately. 

'.ale crucial position of field VOl.'k ( intercepticn an4 

proceaaing) in bo'th the coat end effectiveness ot the cacDi! 

prog:nm cauaed. the Panel to seek more int'o:rmati.an cm. thia then 

could be rea.sonahly gained in Washington. Hence, at a suitable 

time, wich C<Nered .much ~ September 1957, Dn. Gerwin SD4. 

Seltri.dge vi.a 1 ted important ills tal.laticne 

. . . : : -:-:-:-:-.-:-; ·j:"1 ....... .. .... . . . . . . . . . . . . . 
i.._ .. ____ _ • - . - --- •• 

1 - ■ . . ..... .. - -- -

in •""-- ...........• •• • ' 
w.J.C a • ■ ■ • ■ • ■ ■ ■ • ■ ■ ■ ■ I 

- -~---•••• I 

~ Panel functi.olled 1n areas o't Gov-ennent more sensi-

tive BDd restricted than moat scientific peopl.e bel.1.frnt can be 

effectively studied. In thu case, however, the cooperatioo and 

disc106Ul"'e8 of the relenmt e.genciea were 1111»tly rsuperb. 'h/:r 

thu, tb.snks ere given to the Department ot ~enee., in particular, 

General G. B. Brskine; the~, in pe.rticular, Lieutenant Oene:ra1. 

J. A. Sam'tord; azx!. tot.he Central Intelligence Ae;ency &Dd. U>.e 

hdera.l ~ ~ Inftat'-8at1al. 

2 



, . . 

...... ._pnsSr1m, lll11,1 ■sw, ta •••t~ J II gtw 

a nt1•fa:t ) UG ta, fll I •' • ¥ r::e,ent.,. ,,.., ! 11 11 

•hmlGG'~ J'ar.. I INtte ~ 1"uo:ll ob~ ISa­

~ the IIBl wmk, Dr • .L liJlkcw (vith 11be hll oop1vaoe ~ 

1lripd1er Oeuftl V. IL ~), Mr • .l. ~. Dr. a. J'nllbeet, 

and t'Mir uaociate. vent to endl.esa pa1na 1n ca:iq,l.8tcnesa end 

cl&rit:,. !he,- b&ft,wr· gratitude al.so tor hospitable, but l)riT&te, 

• 
place• where ttle P8Del. conferred, 8Dd studied highly secret material. 

Indeed, the Panel could have handled such material, and. 

worked out its own !'indi.~, only with the constant, !SkilltuJ.1 and 

highly undentand1ng support of the Ottice of Seeurity Services, 

NSA. Its as!J1gmwm-r. or Mr. ;r, A . Groans, Mr. A. ~. Mat.."riiaen, and 

others to h.cilitate the whole project vas esaential to its progress . 

Perspective5_extend~ over the wol:e scope or modern 

and geuorousl.y give:i the Pa.!lcl by Lieu:te"1.ent Oe:ien.2. Ra:!..pb. C2.ll.ine 

and Mr. William. Frie-Jman • 
. -.--..-..--... ~ -: -. ..... : ~-; ;- ' 

~ • • • • • • • • • • • • • • • • • • • • • • • • J e."l.d otLerz o£ the 3;.! ience . . . . . . . . . . . . . . . . . . . . . . . . . . 
_,_......,... . ...., --

Advisory Board or NBA kindly brief'ec:l U!, m tLe::.r c-:..rrent 

cone iderations. 

'ffle Office of Def en.se ~b il i~a t ic:l W'S.6 i1ea.d.Q.Uarte:rs, • 

Yith Mr- D. z. Beckler, of the Sr;iencc Ad.visorj, COO!Illittee, makine 

the whale s~dy coi;ent and operable. We than.":..: : .. :1rn and 

3 



tor •soW Ml'riM w oar ..... 

L. V • Al'Yarea y llUTU1it7 of Calitom1a 
.I 

./ B • . V. J!o&t Bell hlepbcme Laboratoriu, Inc. 

R. L. Ga.nr1D 1Jltemat1oa&l. :&181.neu NNm1nea Corp. 
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