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October 4, 1994 

MEMORANDUM FOR JOHN PODESTA 

FROM: MIKE NELSON 14) 

CC: GREG SIMON 

SUBJECT: NATIONAL COMMUNICATIONS SYSTEM DIRECTIVE 4-3 

Thank you for routing a copy of the NCS directive on interoperability to me for 
review. I have some serious reservations about sending this forward to the President for 
approval. My main concerns: (1) the language of the directive is rather vague and open-
ended and subject to misinterpretation, and (2) there are probably better ways to accomplish 
what is called for in the directive. 

As I read it, the directive does little more than exhort Federal agencies to ensure that 
their communications systems are interoperable in times of emergency. Unfortunately, others 
could read the directive as giving the NCS a new, large, but unspecified role in the design 
and development of the entire National Information Infrastructure. I have been unable to get 
a convincing argument from NCS or anyone else as to why this directive is needed and what 
specifically it will accomplish. 

I suspect that it would be more eftective to have NCS, OSTP, and OMB work 
together on more specific guidance to the agencies regarding interoperability of Federal 
telecommunications systems, and have talked with contacts at NCS and OMB about doing so. 



q - a -2-
ae- $7, 

7 - 7 L-6--

al/ ~"`-~ /Vo 

oVP I 0Q-A l),(c 

w.H UMV\NS ThVrs. an 



11 

e, / 

*la Ire Ak6A4 

?fog -617s-
os-rr 

rd 
iPP 

itoO 
Gr OSx 

caw\ leAuctz, 

\ 



ACTION FYI ACTION FYI 

VICE PRESIDENT a McGINTY 

PAN ETTA o MYERS 

McLARTY o QUINN 

LADER RASCO 

ICKES a a RUBIN o 
RIVLIN o o SEGAL o 
BAGGETT a SEIDMAN 

CUTLER El o STEPHANOPOULOS 

EMANUEL 0 o TYSON 

GEARAN El o VARNEY 

WILLIAMS 

Cr,c) —S ) r-vorr, 

GERGEN El 

GIBBONS v r _1N f 0 

0 GRIFFIN ❑ 0 

HALE 0 El 
HERMAN 0 0 

LAKE 0 0 

LINDSEY 0 El 

0 
i2r _ 
O 0 
O 0 
O 0 
O 0 
O 0 

Document No.  
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RESPONSE: 

JOHN D. PODESTA 
Assistant to the President 

and Staff Secretary 
Ext. 2702 
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ACTION 

MEMORANDUM FOR THE PRESIDENT 

FROM: ANTHONY 

SUBJECT: National Communications System Issuance 

Purpose 

To establish a policy by which the National Communications System 

(NCS) can ensure that national security telecommunication system 

interface requirements and standards for meeting interoperability 

and survivability objectives are considered in federal agency 

telecommunications plans and architectures. 

Background 
• 

Executive Order 12472 tasks the NCS to assist the President, the 

National Security Council, the Director of the Office of Science 

and Technology Policy and the Director of the Office of 

Management and Budget (as applicable) in the coordination of 

national security and emergency preparedness communications for 

the federal government. The Directive at Tab A establishes 

authority for NCS to ensure that these national security 

telecommunications requirements are met. 

RECOMMENDATION 

That you authorize Dr. Gibbons and myself to sign NCS Directive 

4-3 at Tab A. 

Approve  Disapprove  

Attachment 
Tab A National Communications System Directive 4- 3 

• 

cc: Vice President 
Chief of Staff 
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NATIONAL COMMUNICATIONS SYSTEM 
OFFICE OF THE MANAGER 

701 SOUTH COURT HOUSE ROAD 
ARLINGTON, VIRGINIA 22204-2198 

NCS 2985/1 

MEMORANDUM FOR ASSISTANT TO THE PRESIDENT FOR NATIONAL SECURITY AFFAIRS 

THRU: Executive Agent, National Communications System / 46-4e-s9 
SUBJECT: National Communications System Issuance 

1. On behalf of the National Communications System (NCS) Committee of 

Principals, NCS Directive (NCSD) 4-3, "Interoperability of Telecommunications 

in Support of National Security and Emergency Preparedness (NS/EP)," is 

submitted in accordance with the NCS Issuance System for review and action by 

the Executive Office of the President. 

2. In accordance with Executive Order (E.O.) 12472, "Assignment of National 

Security and Emergency Preparedness Telecommunications (NS/EP) Functions," 

the NCS is tasked to ensure that system interface requirements and standards 

for meeting interoperability and system survivability objectives are 

considered in agency telecommunications plans and system architectures. NCS 

Directive 4-3 establishes the policy by which the NCS supports NS/EP objec-

tives by seeking to ensure the interoperability of NS/EP telecommunications 

assets within Federal Government. Once approved, the Manager, NCS, will 

distribute this document in accordance with the NCS Issuance System. 

3. Questions regarding this matter should be referred to Ms. Janet Jefferson, 

NCS Joint Secretariat, at (703) 692-8434. 

1649,_ 
1 Enclosure: ALONZO E.rSHORT, JR. 

NCSD 4-3 Lieutenant General, USA 
Manager 
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NATIONAL COMMUNICATIONS SYSTEM 

701 South Court House Road 

Arlington, Virginia 22204-2198 

NCS DIRECTIVE 4-3 

TECHNOLOGY AND STANDARDS 

InteroperabilitY of Telecommunications in Support of National 

Security and Emergency Preparedness (NS/EP) 

1. Purpose. This Directive establishes the policy by which the National 

Communications System (NCS) supports national security and 
emergency 

preparedness (NS/EP) objectives by seeking to ensure the 
interoperability of 

NS/EP telecommunications assets among Federal Government 
departments, 

agencies, or entities, and other affected Executive entities. 

2. Applicabilitv. This Directive is binding upon the Executive Agent, NCS; 

Manager, NCS; NCS Committee of Principals and member 
organizations; and other 

affected Executive entities. 

3. Authority. This directive is issued pursuant to Executive Order No. 
12472 

(E.O. 12472) "Assignment of National Security and Emergency 
Preparedness 

Telecommunications Functions," April 3, 1984; Volume 49, No. 67 
Federal 

Register 13471, and NCS Directive 1-1, "National Communications 
System (NCS) 

Issuance System," November 30, 1987. 

4. References:  

a. Executive Order 12472 (E.O. 12472) "Assignment of National 
Security 

and Emergency Preparedness Telecommunications Functions," 
April 3, 1984; 

Volume 49, No. 67 Federal Register 13471. 

b. Executive Order 12656 (E.O. 12656) "Assignment of Emergency 

Preparedness Responsibilities," November 18, 1988; Volume 53, 
No. 288 

Federal Register 47491. 

c. NCS Directive 2-1, "National Security Emergency Preparedness 
(NS/EP) 

Telecommunications Planning Process." 

d. NCS Directive 3-1, "Telecommunications Service Priority 
(TSP) System 

for National Security Emergency Preparedness (NSEP)." 

e. NCS Directive 4-1, "Federal Telecommunications Standards 
Program," 

February 21, 1991. 

- Office of Primary Responsibility: NT 

- Distribution: NCS 
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f. White House Memorandum, Subject: "National Communications System 

Interoperability (E.O. 12472)," January 9, 1989. 

5. Cancellation/Supersession. Initial publication. 

6. Definitions. Terms used in this directive are defined in Appendix A. 

7. Policy.  

a. The National Communications System (NCS) will use the National 

telecommunications infrastructure for the national security and emergency 

preparedness needs of the President and the Federal departments, agencies, or 

entities and other Executive entities, that support the national security 

leadership and is consistent with other national telecommunications policies 

to the maximum extent possible. 

b. A National telecommunications infrastructure is available that is 

based on commercial standards, practices, and network operations. 

8. Responsibilities.  

a. The Executive Agent, NCS Shall:  

(1) Ensure NCS compliance with reference (a) for the interoperability 

of telecommunications assets for NS/EP purposes. 

(2) Consider and approve other issuances to ensure the interopera-

bility of telecommunications assets for NS/EP purposes. 

(3) Review and provide comments regarding telecommunications 

interoperability concepts, plans, procedures, processes, and policies, for 

NS/EP purposes, to the Executive Office of the President. 

b. The Manager, NCS Shall:  

(1) In coordination with the NCS Committee of Principals and the 

Executive Agent, NCS, develop plans, procedures, standards,,and processes for 

minimizing or removing impediments to the interoperability of government-owned 

and commercially-provided telecommunications assets for NS/EP purposes. 

(2) In coordination with the NCS Committee of Principals, develop a 

process by which NCS member organizations ensure that requisite intra- and 

interagency telecommunications assets are interoperable for NS/EP purposes. 

(3) Assist NCS member organizations in implementing the developed 

interoperability plans, procedures, standards, and processes developed for 

telecommunications assets for NS/EP purposes. 

2 
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c. The NCS Committee of Principals Shall:  

(1) In coordination with the Manager, NCS, develop a process by which 

the NCS member organizations will ensure the interoperability of requisite 

intra- and interagency telecommunications assets for NS/EP purposes. 

(2) Review and provide comments regarding the interoperability of 

NS/EP telecommunications assets, concepts, plans, procedures, standards, and 

processes affecting NS/EP activities, to the Executive Agent, NCS. 

(3) Consider other issuances for the interoperability of tele-

communications assets for NS/EP purposes. 

d. The NCS Member Orqanizations Shall:  

(1) Ensure that adequate intra- and interagency NS/EP 

telecommunications interoperability exists to enable the performance of 

assigned NS/EP functions. 

(2) Implement, with the assistance of the Manager, NCS, plans, 

procedures, standards, and processes developed for telecommunications assets 

for NS/EP purposes. 

9. Authorizing Provision. NCS manuals, handbooks, and notices implementing 

this directive are authorized. 

10.Effective Date. This directive is effective immediately. 

11.Expiration Date. This directive will remain in effect until superseded or 

canceled. 

Director 
Office of Science and Technology Policy 

Date: 

4 011  

Assistant to the President 
for National Security Affairs - 

Date: 

1 Appendix: 
Definitions 

Summary of changes: Initial issuance. 

3 
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APPENDIX: Definitions 

Definitions have been derived from Federal Standard 1037B. 

Interoperability. 1. The ability of systems, units, or forces to provide 

services to and accept services from other systems, units, or forces and to 

use the services so exchanged to enable them to operate effectively together. 

2.The condition achieved among communications-electronics systems or items of 

communications-electronics equipment when information or services can be 

exchanged directly and satisfactorily between them and/or their users. The 

degree of interoperability should be defined when referring to specific cases. 

3.The ability to exchange data in a prescribed manner and the processing of 

such data to extract intelligible information that can be used to 

control/coordinate operations. 

National Communications System. 1. The organization established by Section 

1(a) of Executive Order No. 12472 to assist the President, the National 

Security Council, the Director of the Office of Science and Technology Policy, 

and the Director of the Office of Management and Budget, in the discharge of 

their national security emergency preparedness telecommunications functions. 

The NCS consists of both the telecommunications assets of the entities 

represented on the NCS Committee of Principals and an administrative structure 

consisting of the Executive Agent, the NCS Committee of Principals, and the 

Manager. 2. The telecommunications system that results from the technical and 

operational integration of the separate telecommunications systems of the 

several Executive branch departments and agencies having a significant 

telecommunications capability. 

NS/EP Telecommunications.  Telecommunications services that are used to 

maintain a state of readiness or to respond to and manage any event or crisis 

(local, national, or international) that causes or could cause injury or harm 

to the population, damage to or loss of property, or degrade or threaten the 

national security /or emergency preparedness posture of the United States. 

System. 1. Any organized assembly of resources and procedures united and 

regulated by interaction or interdependence to accomplish a,set of specific 

functions. 2. A collection of personnel, equipment, and methods organized to 

accomplish a set of specific functions. 
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Presidential Documents 

Executive Order 12472 of April 3. 1984 

Assignment of National Security and Emergency Preparedness 
Telecoramunication.s Functions 

By the authority vested in rae as President by the Constitution and laws of the 
United States of America. including the Communications Act of 1934. as 
amended (47 U.S.C. 151). the National Security Act of 1947, as amended. the 
Defense Production Act of 1950. as amended (50 U.S.C. App. 2081). the Federal 
Civil Defense Act of 1950. as amended (50 U.S.C. App. 2251). the Disaster 
Relief Act of 1974 (42 US.C. 5121). Section 5 of Reorganization P1an No. 1 of 
1g77 (3 C.F.R. 197, 1978 Comp.). and Section 203 of Reorganization Plan No. 3 
of 1778 (3 C.F.R. 389. 1978 Comp.). and in order to provide for the consolidation 
of assignment a.nd responsibility for improved execution of national security 
and emergency preparedness telecommunic.ation.s functions. it is hereby or-
dered as follows  
Section 1. The National Communications System. (a) There is hereby estab-
lished the National Communications System (NCS). The NCS shall consist of 
the telecommunications assets of the entities represented on the NCS Commit-
tee of Principals and an administrative structure consisting of the Executive 
Agent. the NCS Cornmittee of Principals and the Manager. The NCS Commit-
tee of Principals shall consist of representatives from thou Federal depart-
ments, agencies or entities. designated by the President. which lease or own 
telecommunications facilities or services of significance to national security or 
emergency preparedness, and. to the extent permitted by law, other Executive 
entities which bear policy, regulatory or enforcement responsibilities of impor-
tance .to national security or emergency preparedness telecammunications 
capabilities. 

(b) The mission of the NCS shall be to assist the President. the National 
Security Council. the Director of the Office of Science and Technology Policy 
and the Director of the Offlca of Management and Budget in: 

(1) r the exercise of the telecornmunications functions'and responsibilities set 
forth in Section 2 of this Order and 

• 

(2) the coordination of the plsnning for and provision of national security and 
emergency preparedness communications for the Federal government under 
all circumstances. including crisis or emergency, attack. recovery and recon-
antution. 

(c) The NCS shall seek to ensure that a national telecommunications infra-
structure is developed which: 

(1) Is responsive to the national security and emergency preparedness needs 
of the President and the Federal departtnents. agencies and other entities. 
including telecommunications in support of national security leadership and 
continuity of government 

(2)Is capable of satisfying priority telecommunications requirements under all 
circumstances through use of commercial, government and privately owned 
telecommunications resources 

(3)Incorporates the necessary combination of hardness. redundancy. mobility, 
connectivity. interoperability. restorability and security to obtain. to the maxi-
mum extent practic.able. the survivability of national security and emergency 
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(4) Is consistent. to the maximum extent practicable. with other national 

telecommunications policies. 

(d) To assist in accomplishing its mission. the NCS shall: 

(1) serve as a focal point for joint industry-government national security and 

emergency preparedness telecomrnu.nications planning: and 

(2) establish a joint industry-government National Coordinating Center which 

is capable of assistin.g in t.he initiation. coordination. restoration and reconsti-

tution of naonal security or emergency preparedness telecommunications ti  
services or facilities under all conditions of crisis or emergency. 

(e) The Secretary of Defense is designated as the Executive Agent for the NCS. 

The F.xecutive Agent shall: 

(3) Ensure that the activities of the NCS are conducted in conjunction with the 

emergency management activities of the Federal Emergency Management 

Agency; 

(4) Recommend. in consultation with the NCS Committee of Principals. to the 

National Security Council. the Director of the Office of Science and Technol-

ogy Policy. or the Director of the Office of Management and Budget. as 

appropriate: 

a. The assignment of implementation or other responsibilities to NCS member 

entities: 

b. New initiatives to assist in the exercise of the functions specified in Section 

2: and 

c. Changes in the composition or structure of the NCS: 

(8) Provide staff eupport and technical assistance to the National Security 

Telecommunications Advisory Committee established by Executlve Order No. 

12382. as amended: and 

(7) Perform such other duties as are from time to tirne assigned by the 

President or his authorized designee. 

(1) Serve as the forurn in which each member of the Committee rnay review. 

evaluate. and present views. information and recom.mendations concerning 

ongoing or prospective national security or emergency preparedness telecom-

munications prograrns or activities of the NCS and the entities represented on 

(3) Provide comrnents or recommendations. as appropnate. to the National 

Security Council. the Director of the Office of Science and Technology Policy. 

the Director of the Office of Management and Budget. the Executive Agent. or 

the Manager of the NCS. regarding ongotng or prospective activities of the 

NC.S: and 

preparedness telecommunications in all circumstances. including conditions of 

crisis or emergency: and 

(1)Designate the Manager of the NCS; 

(2) Ensure that the NCS conducts unified planning and operations. in order to 

coordinate the development and maintenance of an effective and responsive 

capability for meeting the domestic and international national security and 

emergency preparedness telecommunications needs of the Federal govern-

ment 

(5) Oversee the activiues of and provide personnel and administrauve support 

to the Ma.nager of the NCS: 

(f) The NCS Committee of Principals shall: 

the Committee:  
(2) Serve as the forurn in which each member of the Committee shall report on 

and explain ongoing or prospective telecommunications plans and programs 

developed or designed to achieve national security or emergency prepared-

ness telecommunications objectives: 
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(4) The National Security Council. the Director of the Office of Science and 
Tec.hnology Pohcy anti the Director of the Office of Management and Budget 
shall. in consultation with the Executive Agent for the NCS and the NCS 
Committee of Principals. determine what constitutes nauonal security and 
emergency preparedness telecommunications requirements. 

(d) Consultation with Federal Departments and Agencies. In performing the 
functions assigned under this Order. the National Security Council and the 
Director of the Offica of Science and Technology Policy. in consultation with 
each other. shall: 

(1) Consult. as appropriate. with the Director of the Office of Management and 
Budget the Director of the Federal Emergency Management Agency with 
respect to the emergency management responsibilities assigned pursuant to 
Executive Order No. =48. as amended: the Secretary of Commerce. with 
respect to responsibilities assigned pursuant to Executive Order No. 12045; the 
Secretary of Defense. with respect to crimmunications security responsibilities 
assigned pursuant to E.xecutive Order No. 12333; and the Chairman of the 
Federal Communications Commission or his authorized designee: and 

(2) Establish arrangements for consultation among all interested Federal 
departments. agencies or entities to ensure that the national security and 
emergency preparedness communications needs of all Federal government 
entities are identified: that rnechanisrn.s to address such needs are incorporat-
ed into pertinent plan.s and procedures: and that such needs are met in a 
manner consistent to the maximum extent practicable. with other national 
telecommunications policies. 

(e) Budgetary Guidelines. The Director of the Office of Management and 
Budget. in consultation with the National Security Council and the NCS. wiU 
prescribe general guidelines and procedures for reviewing the financmg of the 
NCS within the budgetary process and for preparation of budget estimates by 
participating agencies.. These guidelines and procedures may provide for 
mechanism for funding. through the budget review process. national security 
and emergency preparedness telecommunications initiatives which benefit 
multiple Federal departments. agencies. or entities. 

Soc. 1. Assignrnent of Responsibilities to Other Departments and Agencies. ln 
order to support and enhanca the capability to satisfy the national security 
and emergency preparedness telecommunications needs of the Federal gov-
ernment. State and local government.s. private industry and volunteer organi-
zations. under all circumstances including those of crisis or emergency. the 
Federal departments and agencies shall perform the following functions: 

(a) Department of Commerce. The Secretary of Commerce shall. for all 
conditions of crisis or emergency: (1) Develop plans and procedures concern-
ing radio spectrum assignments. priorities and allocations for use by Federal 
departments. agencies and entities; and 

(2) Develop. maintain and publish policy. plans. and procedures for the control 
and allocation of frequency assignrnents. including the authority to amend. 
modify or revoke such assignments. in those parts of the electromagnetic 
spectrum assigned to the Federal government. 

(b) Federal Emergency Managernent Agency. The Director of the Federal 
Emergency Management Agency shall: 

(1) Plan for and provide. operate and maintain telecommunications services 
and facilities. as part of its National Emergency Management System. ade-
quate to support its assigned emergency management responsibilities: 

(2) Advise and assist State and local governments and volu.nteer organiza-
tions. upon request and to the extent consistent with law. in developing plans 
and procedures for identifying and satisfymg their national secunty or emer-
gency preparedness telecomrnunications requirements: 

(3) Ensure. to the maiumum extent practicable. that national security and 
emergency preparedness telecommunications planning by State and local 

I 
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govern.ments and volunteer organizations is mutually supportive and consist-

ent with the planning of the Federal government and 

(4) Develop. upon request and to the extent consistent with law and in 

consonance with regulations promulgated by and agreements with the Federal 

Communications Commission. plans and capabilities for. and provide policy 

and management oversight of. the Emergency Broadcast System. and advise 

and assist private radio licensees of the Commission in developtng emergency 

communications plans. procedures and capabilities. 

(c) Department of State. The Secretary of State. in accordance with assigned 

responsibilities within the Diplomatic Telecommunications System. shall plan 

for and provide. operate and maintain rapid. reliable and secure telecommuni-

cations services to those Federal entities represented at United States diplo-

matic missions and consular offices overseas. This responsibility ihall indude 

the provision and operation of domestic telecommunications in support of 

assigned national security or emergency preparedness responsibilities. 

(d) Department of Defense. In addition to the other responsibilities assigned 

by this Order. the Secretary of Defense shall: 

(1) Plan for and provide. operate and maintain telecommunications services 

and facilities adequate to support the National Com.rnand Authonties and to 

execute the responsibilities assigned by Executive Order No. 12333; and 

(2) Ensure that the Director of the National Security Agency provides the 

tech.nical support neceasary to develop and maintain plans adequate to 

provide for the aecurity and protection of national secunty and emergency 

preparedness telecommunications. 

(e) Department of Justice. The Attorney General shall. as necessary. review 

for legal sufficiency, including consistency with the antitrust laws. all policies. 

plan.s or procedures developed pursu.ant to responsibilities assigned by this 

Order. 

(r) Central Intelligence Agency. The Dlrector of Central Intelligence shall plan 

for and provide. operate. and maintain telecoinmunications services adequate 

to support its assigned responsibilities. including the dissemination of intelli-

gence within the Federal government. 

(g) General Services Administration. Except as otherwise assigned by this 

Order. the Administrator of General Services. consistent with policy guidance 

provided by the Director of the Office of Management and Budget. shall 

ensure that Federally owned or managed domestic communications facilities 

and services rneet the national security and emergency preparedness require-

ments of the Federal civilian departinents. agenciet and entities. 

(h)Federal Communications Commission. The Federal Communications Com-

mission shall. consistent with Section 4(c) of this Order. - 

(1) Review the policies. plans and procedures of all entities licensed or 

regulated by the Commission that are developed to provide national security 

or emergency preparedness communications services. in order to ensure that 

such policies. plans and procedures ars consistent with the public interest. 
convenience and necessity. 

(2) Perform such function.s as required by law with respect to all entities 
liceased or regulated by'the Commission. including (but not limited to) the 

extension. discontinuance or reduction of common carrier facilities or serv-

ices: the control of common carrier rates. charges. practices and classifica-

tions: the construétion. authorization. activation. deactivation or closing of 

radio stations. services and facilities: t.he assignment of radio frequencies to 

Commission licensees: the investigation of violations of perunent law and 

regulation: and the initiation of apppropriate enforcetnent actions: 

(3) Develop policy. plans and procedures adequate to execute the responsibil-

ities assigned in this Order under all conditions or crisis or emergency; and 

I 
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(4) Perform such other duties as are frorn time to time assigned by the 

(g) The Manager of the NCS shall: 

(1) Develop for consideration by the NCS Committee of Principals and the 

Executive Agent: 

a. A recom.rnended evolutionary telecommunications architecture designed to 

meet current and future Federal government national security and emergency 

preparedness telecommunications requirernents: 

b. Plans and procedures for the management. allocation and use. including the 

establishment of priorities or preferences. of Federally owned or leased 
telecommunications assets under all conditions of crisis or emergency: 

c. Plans. procedures and standards for minimizing or removing technical 
impediments to the interoperability of govertunent-owned and/or commercial-
ly-provided telecommunications systems: 

d. Test and exercise programs and procedures for the evaluation of the 
capability of the Nation's telecommunications resources to meet national 
security or emergency preparedness telecommunications requirements: and 

e. Alternative mechanisms for funding. through the budget review process. 
national security or emergency preparedness telecommurucations irthiatives 
which benefit multiple Federal departments. agencies. or entities. Those mech-
anisms recommended by the NCS Committee of Principals and the E.xecutive 
Agent shall be submittted to the Director of the Office of Management and 
Budget. 

(2) Implement and administer any approved plans or programs as assigned. 
including any system of priorities and preferences for the provision of commu-
nications service. in consultation with the NCS Committee of Principals and 

the Federal Communications Commission. to the extent practicable or other-
wise required by law or regulation: 

(3) Chair the NCS Committee of Principals and provide staff support and 

technical assistance thereto; 

(4)Serve as a focal point for joint industry-government planning. including the 

dissemination of technical information. concerning the national security or 

emergency perparedness telecommunications requirements of the Federal gov-
errunent: 

(5)Conduct technical studies or analyses. and examine research and develop-

ment programs. for the purpose of identifying. for consideration by the NCS 

Committee of Principals and the Executive Agent. irnprtived approachcs which 

may assist Federal entities in fulfilling national security or emergency prepar-

edness telecommunications objectives: 

(8) Pursuant to the Federal Standardization Program of the General Services 
Administration. and in consultation with other appropriate entities of the 

Federal government including tbe NCS Coramittee.cif Principals. manage the 

Federal Telecommunications Staidards Waiflin. ensuring wherever feasible 

that existing or evolvineiridiatii:lifiiiriaLlid inter:rational standards are 

used as the basis for Federal telecorninunications standards: and ' 

(7) Provide such reports and perform such other duties as are frorn time to time 
assigned by the President or his authorized designee. the Executive Agent. or 

the NCS Comnuttee of Principals. Any such assignments of responsibility to. 

or reports !wide by. the Manager shall be 'transmitted through the Executive 

Agent. 

Sec. 2. Executive Office Responsibilities. (a) Wartime Emergency Functions. 

(1) The National Security Council shall provide policy direction for the 

exercise of the war power functions of the President under Section 608 of the 

Communications Act of 1934. as amended (47 U.S.C. 806). should the President 

President or his authorized designee. 
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issue implementin.g in.structions in accordance with the National Emergencies 
Act (50 U.S.C. 16O1). 

(2) The Director of the Office of Science and Technology Policy shall direct t.he 
exercise of the war power functions of t.he President under Section 606 (a). (c)—

(e). of the Communications Act of 1934. as amended (47 U.S.C. 6O6). chould the 
President issue implementing instructions ui accordance with the National 
Emergencies Act 50 U.S.C. 15a1). 

(b) Non-Wartime Emergency Fu.nction.s. (1) The National Security Council 
shall: 

a. Advise and assist the President in coordinating the development of policy. 

plans. programs and sta.ndards withln the Federal government for the identifi-

cation. allocation. and use of the Nation's telecommunications resources by 

the Federal government. and by State and local governments. private industry 
and volunteer organizations upon request. to the extent practicable and 
otherwise consistent with law. during those crises or emergencies in which the 
exercise of the President's war power functions is not required or perrnitted by 
law. and  
b. Provide policy direction for the exercise of the President's non-wartime 
emergency telecommunications functions. should the President so instruct. 

(2)The Director of the Office of Science and Technology Policy shall provide 
information. advice. guidance and assistance. as appropriate. to the President 
and to those Federal departments and agencies with responsibilities for the 

provision. management. or allocation of telecommunications reaources. during 

those crises or emergencies in which the exercise of the President's war power 
function.s is not required or permitted by law. 

(3)The Director of the Office of Science and Technology Policy shall establish 

a joint Telecornmunication.s Resources Board (JTRB) to assist him in the 

exercise of the functions specified in this subsection. The Director of the 

Office of Science and Technology Policy shall serve as chairman of the fTRB: 

select those Federal depa.rtcnent.s. agencies. or entities which shall be mem-

bers of the FRB: and specify the functions it shall perform. 

(c) Planning and Oversight Responsibilities. (1) The National Security Council 

shall advise a.nd assist the President in: 

a. Coordinating the development of policy, plans. program.s and standards for 

the mobilization and use of the Nation's commercial. government. and pnvate-

ly owned telecommunications resources. in order to meet national secunty or 

emergency preparedness requirement= 

b. Providing policy oversight and direction of the activities of the NCS: and 

c.Providing policy oversight and guidance for the execution of the responsibil-
ities assigned to the Federal departments and agencies by this Order. 

(2) The Director of the Office of Science and Technology Policy shall make 
recommendations to the President with respect to the test. exercise and 
evaluation of the capability of existing and planned communications systems. 
networks or facilities to meet national security or emergency preparedness 
requirements and report the results of any such tests or evaluations and any 
recommended remedial aclions to the President and to the National Security 
Council: 

(3)The Director of the Office of Science and Technology Policy or his designee 
shall advise and assist the President in the administration of a system of radio 
spectrum priorities for those spectrum dependent telecommunications re-
sources of the Federal government which aupport national security or emer-
gency preparedness functions. The Director also shall certify or approve 
priorities for radio spectrum use by the Federal government. including the 

resolution of any conflicts in or among priorities. unde.r all conditions of crisis 

or emergency: and 

• 
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(4) Consult as appropriate with the Executive Agent for the NCS and the NCS 

Committee of Principals to ensure continued coordination of their respective 

national secunty and emergency preparedness activities. 

(i) All Federal departments and agencies. to the extent consistent with law 

(including those authorities and responsibilities set forth in Section 4(c) of this 

Order). shall: 

(1)Determine their national secunty and eniergency preparedness telecommu-

nications requirements. and provide information regarding such requirements 

to the Manager of the NCS: 

(2) Prepare policies. plans and procedures concerning telecommurucations 

facilities. services or equipment under their management or operational con- 

trol to maximize their capability of responding to the national secunty or 

emergency preparedness needs of the Federal government 

(3) Provide. aher consultation with the Director of the Office of Management 

and Budget. resources to support their respective requirements for national 

security and ernergency preparedness telecommunications: and provide per- 

sonnel and staff support to the Manager of the NCS as required by the 

President 

(4) Make information available to. and consult with. the Manager of the NCS 

regard.m.g agency telecommunications activities in support of nauonal security 

or emergency preparedness: 

(5) Consult. consistent with the provisions of Executive Order No. 12C48. as 

amended. and in conjunction with the Manager of the NCS. with the Federal 

Communications Conunission regarding execution of responsibilities assigned 

by this Orden 

(6)Submit reports annually. or as otherwise requested. to the Manager of tbe 

NCS, regarding agency national security or emergency preparedness telecom-

munications activities: and 

(n Cooperate with and assist the Executive Agent for the NCS. the Na' 

Committee of Principals. the Manager of the NCS. 8.nd other departments and 

agencies in the execution of the functions set forth in this Order. furnishing 

them such information. support and assistance as may be required. 

(j) Each Federal department or agency shall execute the responsibilitie8 

assigned by this Order in conjunction with the emergency management activi-

ties of the Federal Emergency Managernent Agency. and in regular consulta-

tion with the Executive Agent for the NCS and the NCS Committee ol 

Principals to ensure continued coordination of NCS and individual agency 

telecommunications activities. 

Sec. 4. General Provisions. (a) All E.xecutive departments and agencies may 

issue such rules and regulations as may be necessary to carry out the 

functions assigned under this Order. 

(b) In order to reflect the assignments of responsibility provided by this Order. 

(1) Sections 2-414. 4-102. 4-103. 4-202.. 4-302. 5-3. and 6-lai of Executive 

Order No. 12048. as amended. art revoked: 

(2) The Presidential Memorandurn of August 21. 1963. as amended. entitled 

"Establishment bf the National Communications System". is hereby supersed-

ed: and - 

(3) Section 2-411 of E.xecutive Order No. 12048, as amended. is further 

amended by deleting the penod and inserting ". except as otherwise provided 

by Executive Order No. " a.nd inserting the numberassigned to this Order. 

(c) Nothing in thia Order shall be deemed to affect the authorities or responsi-

bilities of the Director of the Office of Management and Budget.. or any Office 

or official thereof. or reassign any function assigned any agency under the 

Federal Property and Administrative Services Act of 1949. as amended: or 

I 
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under any other law: or any funcnon vested by law in the Federal Cornrnuni-

cations Commission. 

Sec. 5. This Order shall be effective upon publication in the Federal Register. 

cr-v•ASt-tk ~s-~~ 

THE WHITE HOUSE. 
April 3. 1984. 
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THE WHITE HOUSE 

WASHINGTON 

ACTION 
September 13, 1994 94Sfp 13 PIO: 47 

MEMORANDUM FOR THE PRESIDENT 

FROM: ANTHONY L14/ 

SUBJECT: National Communications System Issuance 

Purpose 

To establish a policy by which the National Communications System 

(NCS) can ensure that national security telecommunication system 

interface requirements and standards for meeting interoperability 

and survivability objectives are considered in federal agency 

telecommunications plans and architectures. 

Background 

Executive Order 12472 tasks the NCS to assist the President, the 

National Security Council, the Director of the Office of Science 

and Technology Policy and the Director of the Office of 

Management and Budget (as applicable) in the coordination of 

national security and emergency preparedness communications for 

the federal government. The Directive at Tab A establishes 

authority for NCS to ensure that these national security 

telecommunications requirements are met. 

RECOMMENDATION 

That you authorize Dr. Gibbons and myself to sign NCS Directive 

4-3 at Tab A. 

Approve  Disapprove  

Attachment 
Tab A National Communications System Directive 4-3 

cc: Vice President 
Chief of Staff 



~ 
IN REPLY N j  
REFER TO: 

NATIONAL COMMUNICATIONS SYSTEM NCS 2985/1 
OFFICE OF THE ).4ANAGER 

701 SOUTH COURT HOUSE ROAD 
ARLINGTON, VIRGINIA 22204-2198 

6 December 1993 

MEMORANDUM FOR ASSISTANT TO THE PRESIDENT FOR NATIONAL SECURITY AFFAIRS 

THRU: Executive Agent, National Communications System 

SUBJECT: National Communications System Issuance 

1. On behalf of the National Communications System (NCS) Committee of 

Principals, NCS Directive (NCSD) 4-3, "Interoperability of Telecommunications 

in Support of National Security and Emergency Preparedness (NS/EP)," is 

submitted in accordance with the NCS Issuance System for review and action by 

the Executive Office of the President. 

2. In accordance with Executive Order (E.O.) 12472, "Assignment of National 

Security and Emergency Preparedness Telecommunications (NS/EP) Functions," 

the NCS is tasked to ensure that system interface requirements and standards 

for meeting interoperability and system survivability objectives are 

considered in agency telecommunications plans and system architectures. NCS 

Directive 4-3 establishes the policy by which the NCS supports NS/EP objec-

tives by seeking to ensure the interoperability of NS/EP telecommunications 

assets within Federal Government. Once approved, the Manager, NCS, will 

distribute this document in accordance with the NCS Issuance System. 

3. Questions regarding this matter should be referred to Ms. Janet Jefferson, 

NCS Joint Secretariat, at (703) 692-8434. 

tedek. 
1 Enclosure: ALONZO E.rSHORT, JR. 

NCSD 4-3 Lieutenant General, USA 
Manager 

i 45-4t09 



for National Security Emergency Preparedness (NSEP)." 
d. NCS Directive 3-1, "Telecommunications Service Priority (TSP) System 

NCSD 4-3 

NATIONAL COMMUNICATIONS SYSTEM 

701 South Court House Road 

Arlington, Virginia 22204-2198 

NCS DIRECTIVE 4-3 

TECHNOLOGY AND STANDARDS 

Interoperability of Telecommunications in Support of National 

Security and Emergency Preparedness (NS/EP) 

1. Purpose. This Directive establishes the policy by which the National 

Communications System (NCS) supports national security and emergency 

preparedness (NS/EP) objectives by seeking to ensure the interoperability 
of 

NS/EP telecommunications assets among Federal Government departments, 

agencies, or entities, and other affected Executive entities. 

2. Applicabilitv• This Directive is binding upon the Executive Agent, NCS; 

Manager, NCS; NCS Committee of Principals and member organizations; 
and other 

affected Executive entities. 

3. Authority. This directive is issued pursuant to Executive Order No. 12472 

(E.O. 12472) "Assignment of National Security and Emergency Preparedness 

Telecommunications Functions," April 3, 1984; Volume 49, No. 67 Federal 

Register 13471, and NCS Directive 1-1, "National Communications System 
(NCS) 

Issuance System," November 30, 1987. 

4. References:  

a. Executive Order 12472 (E.O. 12472) "Assignment of National Security 

and Emergency Preparedness Telecommunications Functions," April 
3, 1984; 

Volume 49, No. 67 Federal Register 13471. 

b. Executive Order 12656 (E.O. 12656) "Assignment of Emergency 

Preparedness Responsibilities," November 18, 1988; Volume 53, No. 288 

Federal Register 47491. 

c. NCS Directive 2-1, "National Security Emergency Preparedness 
(NS/EP) 

Telecommunications Planning Process." 

e. NCS Directive 4-1, "Federal Telecommunications Standards 
Program," 

February 21, 1991. 

- Office of Primary Responsibility: NT 

- Distribution: NCS 
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f. White House Memorandum, Subject: "National Communications System 

Interoperability (E.O. 12472)," January 9, 1989. 

5. Cancellation/Supersession. Initial publication. 

6. Definitions. Terms used in this directive are defined in Appendix A. 

7. Policy.  

a. The National Communications System (NCS) will use the National 

telecommunications infrastructure for the national security and emergency 

preparedness needs of the President and the Federal departments, agencies, or 

entities and other Executive entities, that support the national security 

leadership and is consistent with other national telecommunications policies 

to the maximum extent possible. 

b. A National telecommunications infrastructure is available that is 

based on commercial standards, practices, and network operations. 

8. Responsibilities.  

a. The Executive Agent, NCS Shall:  

(1) Ensure NCS compliance with reference (a) for the interoperability 

of telecommunications assets for NS/EP purposes. 

(2) Consider and approve other issuances to ensure the interopera-

bility of telecommunications assets for NS/EP purposes. 

(3) Review and provide comments regarding telecommunications 

interoperability concepts, plans, procedures, processes, and policies, for 

NS/EP purposes, to the Executive Office of the President. 

b. The Manager, NCS Shall:  

(1) In coordination with the NCS Committee of Principals and the 

Executive Agent, NCS, develop plans, procedures, standards,,and processes for 

minimizing or removing impediments to the interoperability of government-owned 

and commercially-provided telecommunications assets for NS/EP purposes. 

(2) In coordination with the NCS Committee of Principals, develop a 

process by which NCS member organizations ensure that requisite intra- and 

interagency telecommunications assets are interoperable for NS/EP purposes. 

(3) Assist NCS member organizations in implementing the developed 

interoperability plans, procedures, standards, and processes developed for 

telecommunications assets for -NS/EP purposes. 

2 
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c. The NCS Committee of Principals Shall:  

(1) In coordination with the Manager, NCS, develop a process by which 

the NCS member organizations will ensure the interoperability of requisite 

intra- and interagency telecommunications assets for NS/EP purposes. 

(2) Review and provide comments regarding the interoperability of 

NS/EP telecommunications assets, concepts, plans, procedures, standards, and 

processes affecting NS/EP activities, to the Executive Agent, NCS. 

(3) Consider other issuances for the interoperability of tele-

communications assets for NS/EP purposes. 

d. The NCS Member Organizations Shall:  

(1) Ensure that adequate intra- and interagency NS/EP 

telecommunications interoperability exists to enable the performance of 

assigned NS/EP functions. 

(2) Implement, with the assistance of the Manager, NCS, plans, 

procedures, standards, and processes developed for telecommunications assets 

for NS/EP purposes. 

9. Authorizing Provision. NCS manuals, handbooks, and notices implementing 

this directive are authorized. 

10.Effective Date. This directive is effective immediately. 

11.Expiration Date. This directive will remain in effect until superseded or 

canceled. 

Director 
Office of Science and Technology Policy 

Date: 

V IIIIII  

Assistant to the President 
for National Security Affairs 

Date: 

1 Appendix: 
Definitions 

Summary of changes: Initial issuance. 

3 
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APPENDIX: Definitions 

Definitions have been derived from Federal Standard 1037B. 

Interoperability. 1. The ability of systems, units, or forces to provide 

services to and accept services from other systems, units, or forces and to 

use the services so exchanged to enable them to operate effectively together. 

2.The condition achieved among communications-electronics systems or items of 

communications-electronics equipment when information or services can be 

exchanged directly and satisfactorily between them and/or their users. The 

degree of interoperability should be defined when referring to specific cases. 

3.The ability to exchange data in a prescribed manner and the processing of 

such data to extract intelligible information that can be used to 

control/coordinate operations. 

National Communications System. 1. The organization established by Section 

1(a) of Executive Order No. 12472 to assist the President, the National 

Security Council, the Director of the Office of Science and Technology Policy, 

and the Director of the Office of Management and Budget, in the discharge of 

their national security emergency preparedness telecommunications functions. 

The NCS consists of both the telecommunications assets of the entities 

represented on the NCS Committee of Principals and an administrative structure 

consisting of the Executive Agent, the NCS Committee of Principals, and the 

Manager. 2. The telecommunications system that results from the technical and 

operational integration of the separate telecommunications systems of the 

several Executive branch departments and agencies having a significant 

telecommunications capability. 

NS/EP Telecommunications.  Telecommunications services that are used to 

maintain a state of readiness or to respond to and manage any event or crisis 

(local, national, or international) that causes or could cause injury or harm 

to the population, damage to or loss of property, or degrade or threaten the 

national security /or emergency preparedness posture of the United States. 

System. 1. Any organized assembly of resources and procedures united and 

regulated by interaction or interdependence to accomplish a,set of specific 

functions. 2. A collection of personnel, equipment, and methods organized to 

accomplish a set of specific functions. 
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Presidential Documents 

Executive Order 12472 of April 3. 1S84 

Assignment of National Security and Emergency Preparedness 
Telecommunications Functions 

By the authority vested tn me as President by the Constitution and laws of the 
United States of America. including the Communications Act of 1934. as 
a.mended (47 U.S.C. 151), the National Security Act of 1947. as amended. the 
Defense Production Act of 1950, as amended (50 U.S.C. App. WM), the Federal 
Clvil Defense Act of 1950. as amended (50 U.S.C. App. 2251). the Disaster 
Ralief Act of 1274 (42 U.S.C. 51.21). Section 5 of Reorganization Plan No. 1 of 
1977 (3 C.F.R. 197. 1273 Comp.). and Section 203 of Reorganization Plan No. 3 
of 1978 (3 C.F.R. 389. 1973 Comp.). and in order to provide for the consolidation 
of assignment and responsibility for improved execution of national security 
and emergency preparedness telecommunications functions. it is hereby or-
dered as follows  
Section 1. The National Communications System. (a) There is hereby estab-
lished the National Communications System (NCS). The NCS shall consist of 
the telecommunications auets of the entities represented on the NCS Commit-
tee of Principals and an administrative structure consisting of the Executive 
Agent. the Ncs Committee of Principals and the Manager. The NCS Commit-
tee of Principals shall consist of representatives from those Federal depart-
ments. agencies or entitles designated by the President. which lease or own 
telecommunications facilities or services of significance to national security or 
emergency preparedness, and. to the extent permitted by law, other Executive 
entities which bear policy, regulatory or enforcement responsibilities of impor-
tance to national security or emergency preparedness telecommunications 
capabilities. 

(b) The mission of the NCS shall be to assist the President. the National 
Security Council. the Director of the Office of Sdence and Technology Policy 
and the Director of the Office of Management and Budget in: 

(1) the exercise of the telecommunications functions-and responsibilities set 
forth in Section 2 of this Order. and 

(2) the coordination of the planning for and provision of national security and 
emergency preparedness communications for the Federal goverrunent under 
all circumstances. including crisis or emergency, attack. recovery and recon-
stitution. 

(c) The NCS shall seek to ensure that a national telecommunications infra-
structure is developed which: 

(1) Is responsive to the national security and emergency preparedness needs 
of the President Ind the Federal departments. agencies and other entities. 
including telecommunications in support of national security leadership and 
continuity of government 

(2)Is capable of satisfying priority telecommunications requirements under all 
circumstances through use of commercial. government and privately owned 
telecommunications resources 

(3)Incorporates the necessary combination of hardness. redundancy. mobility. 
connectivity. interoperability. restorability and security to obtain. to the maxi-
mum extent practicable. the survivability of nananal security and emergency 
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preparedness telecommunications in all circumstances. including conditions of 

crisis or emergency: and 

(4) Is consistent. to the maximum extent practicable. with other national 

telecommunications polictes. 

(d) To assist in accomplishing its mission. the NCS shall: 

(I) serve as a focal pouit for joint industry-government national security and 

emergency prepared.ness telecommunications plan.ning: and 

(2) establish a joint indu.stry-government National Coordinating Center which 

is capable of assisting in the initiation. coordination. restoration and reconsti-

tution of nauonal security or emergency preparedness telecommunications 

services or facilities under all conditions of crisis or emergency. 

(e) The Secretary of Defense is designated as the F.xecutive Agent for the NCS. 

The E.xecutive Agent shall: 

(1) Designate the Manager of the NCS: 

(2) Ensure that t.he NCS conducts unified planning and operations. in order to 

coordinate the development and maintenance of an effecuve and responsive 

capability for meeting the domestic and international national security and 

emergency preparedness telecommunications needs of the Federal govern-

ment 

(3) Ensure that the activities of the NCS are conducted in conjunction with the 

emergency management activities of the Federal Emergency Management 

Agency: 

(4) Recommend. in consultation with the NCS Committee of Principals. to the 

National Security Council. the Director of the Office of Science and Technol-

ogy Policy. or the Director of the Office of Management and Budget. as 

appropriate: 

a.The assigiment of implementation or other responsibilities to NCS member 

entities: 

b. New initiatives to assist in the exercise of the functions specified in Section 

2: and 

(5) Oversee the activities of and provide personnel and adrrurustrative support 

to the Manager of the NCS 

(8) Provide staff support and technical assistance to the National Security 

Telecommunications Advisory Committee established by Executive Order No. 

12382- as amended: and 

(7) Perform such other duties as are from time to time assigned by the 

President or his authonzed designee. 

(f) The NCS Committee of Principala shall: 

(1) Serve as the forum in which each member of the Committee may review. 

evaluate. and present views. information and recommendations concerning 

ongoing or prospective national security or emergency preparedness telecom-

munications programs or activities of the NCS and the entities represented on 

the Committee:  
(2) Serve as the forum in which each rnernber of the Com.rnittee shall report on 

and explain ongoing or prospective telecom.municationa plans and programs 

developed or designed to achieve national security or emergency prepared- 

ness telecommunications objectives: 

(3) Provide comments or recommendations. as appropriate. to the National 

Secunty Council. the Director of the Office of Science and Technology Pulicy. 

the Director of the Office of Management and Budget. the Executive Agent. or 

the Manager of the NCS. regarding ongoing or prospective activities of the 

NC& and 

c. Changes in the composition or structure of the NCS: 
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(4) The National Security Council. the Director of the Office of Science and 
Technology Pohcy anci the Director of the Office of Management and Budget 
shall, in consultation with the Execuuve Agent for the NCS and the NCS 
Committee of Principals. determine what constitutes national security and 
emergency preparedness telecommunications requirements. 

(d) Consultation with Federal Departments and Agencies. In performing the 
funcuons assigneci under this Order. the Nauonal Security Council and the 
Director of the Office of Science and Technology Policy. in consultation with 
each other. shall: 

(1) Consult. as appropnate. with the Director of the Office of Management and 
Budget: the Director of the Federal Emergency Management Agency with 
respect to the emergency management responsibilities assigned pursuant to 
Execuuve Order No. 12148. as amended; the Secretary of Commerce. with 
respect to responsibilities assigned pursuant to Executive Order No. 121344 the 
Secretary of Defe.nse. with respect to communications security responsibilities 
assigned pursuant to E.xecutive Order No. 12333: and the Cbairman of the 
Federal Communications Commission or his authorized designee: and 

(2) Establish arrangements for consultation among all interested Federal 
departments. agencies or entitiea to ensure that the national secunty and 
emergency preparedness communications needs of all Federal governmant 
entities are identified: that mecharusms to address such needs are incorporat-
ed into pertinent plans and procedures: and that such needs are met in a 
manner conststent to the maximum extent practicable. with other nauonal 
telecommunications policies. 

(e) Bud,getory Guidelines. The Director of the Office of Management and 
Budget. in consultation with the Natioaal Security Council and the NCS. will 
prescribe general guidelines and procedures for reviewing the financing of the 
NCS within ths budgetary process and for preparation of budget estimates by 
participating agencies. These guidelines and procedures may provide for 
mechanisms for funding. through tbe bndget review process. national security 
and emergency preparedness teleconarnunicabons initiatives which benefit 
multiple Federal departments. agencies. or entities. 

Sow- 3. Assignment of Responsibilities to Other Deportments and A,gencies. In 
order to support and enhance the capability to utisfy the national security 
and emergency preparedness telecommunications needs of the Federal goy-
ernment. State and local governments. private industry and volunteer organi-
zations. u.nder all circumstances including those of crisis or emergency. the 
Federal departments and agencies shall perform the following functions: 

(a) Department of Commerce. The Secretary of Commerce shall. for all 
conditions of crisis or emergency: (1) Develop plans and procedures concern-
ing radio spectrum assignments. priorities and allocations for use by Federel 
departments. agencies and entities: and 

(2) Develop. maintain and publish policy, plans. and procedures for the control 
and allocation of frequency assignments. including the authonty to amend. 
modify or revoke such assignments. in those parts of the electromagnetic 
spectrum assigned to the Federal governinent. 

(b) Federal Emergency Management Agency. The Director of the Federal 
Emergency Management Agency shall: 

(1) Plan for a.nd provide. operate and maintain telecommunications services 
and facilities. as part of its National Emergency Management System. ade- 
quate to support its assigned emergency management responsibilities: 

(2) Advise and assist State and local governments and volunteer organiza- 
tions. upon request and to the extent consistent with law. in developing plans 
and procedures for identifying and satisfying their national secunty or emer-
gency preparedness telecommunications requirements: 

(3) Ensure. to the MAXIMUM extent practicable. that national secunty and 
emergency preparedness telecommurucauons planning by State and local 
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governments and volunteer organizations is mutually supportive end consist- 

ent with the planning of the Federal government and 

(4) Develop. upon request and to the extent consistent with law and in 

consonance with regulations promulgated by and ageernents with the Federal 
Communications Commission. plans and capabilitiea for. and provide policy 

and management oversight of. the Emergency Broadcast System. and advise 

and assist private radio licensees of the Commission in developing ernergency 
communications plan.s. procedures and capabilities. 

(c) Department of State. The Secretary of State. in accordance with assigned 
responsibilities within the Diplomatic Telecommunications System. shall plan 

for and provide. operate and maintain rapid. reliable and secure telecommuni-
cations services to those Federal entities represented at United States diplo-

tnatic missions and consular offices overseas. This responsibility shall include 

the provision and operation of domestic telecommunications in support of 

assigned national security or emergency preparedness responsibilities. 

(d) Department of Defense. In addition to the other responsibilities assigned 

by this Order. the Secretary of Defense shall: 

(1) Plan for and provide. operate and tnaintain telecommunications services 

and facilities adequate to support the National Command Authorities and to 

execute the responsibilities assigned by Executive Order No. 12333: and 

(2) Ensure that the Director of the National Security Agency provides the 
technical support necessary to develop and maintain plans adequate to 

provide for the security and protection of national security and emergency 
preparedness telecommunications. 

(e) Departme.nt of Justice. The Attorney General shall. as necessary. review 

for legal sufficiency. including consistency with the antitrust laws. aU policies. 

plan.s or procedures developed pursuant to responsibilities assigned by this 

Order. 

(f)Central Intelligence A,gency. The Director of Central Intelligence shall plan 

for and provide. operate. and maintain telecommunications services adequate 

to support its assigned responsibilities. including the dissemination of intelli-

gence within the Federal govermnent. 

(g) General Services Administration. Except as otherwise assigned by this 

Order. the Administrator of General Services. consistent with policy guidance 
provided by the Director of the Office of Management and Budget. shall 
ensure that Federally owned or managed domestic communications facilities 
and services meet the national security and emergency preparedness require-
ments of the Federal civilian departments. agencietand entities. 

(b) Federal Communications Commission. The Federal Communications Com-
mission shall. coasistent with Section 4(c) of thi.s Order: " 

(1) Review the policies. plans and procedures of all entities licensed or 
regulated by the Commission that are developed to provide national security 
or emergency preparedness communications services. in order to ensure that 
such policies. pla.ns and procedures are consistent with the public interest. 
convenience and necessity 

(2) Perform such functions as required by law with respect to all entities 
licensed or regulated by'the Commission. including (but not limited to) the 
extension. discontinuance or reduction of common carrier facilities or serv-
ices: the control of common carrier rates. charges. practices and classifica-
tions: the construCtion. authorization. activation. deactivation or closing of 

radio stations. •ervices and facilities: the assignment of radio frequencies to 

Commission licenseea: the investigation of violations of perunent law and 

regulatiom and the initiation of apppropriate enforcement actions: 

(3) Develop policy. plans and procedures adequate to execute the responsibil- 

ities assigned in this Order under all conditions or crisis or emergency: and 

I 
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(4) Perforrn such other duties as are from ume to time assigned by the 

President or his authorized designee. 

(g) The Manager of the NCS shall: 

(1) Develop for consideration by the NCS Corruruttee of Principals and the 

Executive Agent: • 

a. A recommended evolutionary telecommunications architecture designed to 

meet current and future Federal government national security and emergency 

preparedness telecommunications requirements: 

b.Plans and procedures for the management. allocauon and use. including the 

establishment of priorities or preferences. of Federally owned or leaaed 

telecommunications assets under all conditions of crisis or emergencr. 

c. Plans. procedures and standards for minimizing or removing technical 

impediments to the interoperability of government-owned and/or commercial-

ly-provided telecommunications systerns: 

d. Test and exercise programs and procedures for the evaluation of the 

capability of the Nation's telecommunications resources to meet national 

security or emergency preparedness telecommunications requirements: and 

e. Alternative mechanisms for funding. through the budget review process. 

national security or emergency preparedness telecommunications initiatives 
which benefit multiple Federal departments. agencies. or entities. Those mech-

anisms recornmended by the NCS Committee of Principals and the E.xecutive 

A.gent shall be subrnittted to the Director of the Office of Managernent and 

Budget. 

(2) Implement and administer any approved plan.s or programs as assigned. 

including any system of priorities and preferences for the provision of commu-

nications service. in consultation with the NCS Committee of Principals and 

the Federal Communications Commission. to the extent practicable or other-

wise required by law or regulatioru 

(3) Chair the NCS Committee of Principals and provide staff support and 

tecb.nical assistance thereto 

(4)Serve as a focal point for joint industry-government planning. including the 

dissemination of technical information. concerning the nauonal security or, 

emergency perparedness telecommunications requirements of the Federal gov-

ernment 

(5)Conduct technical studies or analyses. a.nd examine research and develop-

ment programs. for the purpose of identifying. for consideration by the NCS 

Committee of Principals and the Executive Agent. imprOved approachcs which 

may assist Federal entities in fulfilling nauonal security or emergency prepar-

edness telecommunications objectives; 

(8) Pursuant to the Federal Standardization Program of the General Services 

Administration. and in consultation with other appropriate entities of the 

Federal government including the NCS Committee of Principals. manage the 

Federal Telecommunications Standards ProgradiTiiiiiiiing wherever feasible 

that existing or evolving indtistry. national. and iritirnational standards are 

used as the basis for Federal telecommunications standards: and 

(7) Provide such yeports and perforrn such other duties as are from tune to time 

assigned by the President or his authorized designee. the Executive Agent. or 

the NCS Committee of Principals. Any such assignments of responsibllity to. 

or reports made by. the Manager shaU be transoutted through the Executive 

Agent. 

Sec. 2. Executive Office Responsibilities. (a) Wartime Emergency Functions. 

(1) The Netional Security Council shall provide policy direction for the 

exercise of the war power functions of the President under Section OM of the 

Communications Act of 1934. as amended (47 U.S.C. 808). should the President 
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issue implementing instructions in accordance with t.he National Emergencies 
Act (50 16O1). 

(2) The Director of the Office of Science and Technology Policy shall direct the 
exercise of the war power functions of the President under Section 606 (a). (c)—
(e). of the Communications Act of 1934. as amended (47 U.S.C. 808). should the 
President issue implementm.g instructions in accordance with the National 
Emergencies Act 50 U.S.C. 15O1). . 

(b) Non-Wartime Emergency Functions. (1) The National Secunty Council 
shall: 

a. Advise and assist the President in coordinating the development of policy. 

plans. programs and standards within the Federal government for the identifi-
cation. allocation. and use of the Nation's telecommunications resources by 
the Federal government. and by State and local governments. private industry 
and volunteer organizations upon request, to the extent practicable and 
otherwise consistent with law. during those crises or emergencies in which the 
exercise of the President's war power functions is not required or permitted by 
law. and  
b. Provide policy direction for the exercise of the President's non-wartime 
emergency telecommunications functions. should the President so instruct. 

(2)The Director of the OMce of Science and Technology Policy shall provide 
information. advice. guidance and assistance. as appropriate. to the President 

and to those Federal departments and agencies with responsibilities for the 
provisioa. management. or allocation of telecomniunications resources. during 

those crises or emergencies in which the exercise of the President's war power 
functions is not required or permitted by 1aw: 

(3)The Director of the Office of Science and Technology Policy shall establish 

a joint Telecommunications Resources Board (JTRB) to assist him in the 

exercise of the functions specified in this subsection. The Director of the 

Office of Science and Technology Policy shall serve as chairman of the )TRB 

select those Federal departments. agencies. or entities which shall be mem-

bers of the JTRB: and specify the functions it shall perform. 

(c) Planning and Oversight Responsibilities. (1) The National Security Council 
shall advise and assist the President in: 

a. Coordinating the development of policy. plans. programs and standards for 

the mobilization and use of the Nation's commercial. government. and pnvate-
ly owned telecommunications resources. in order to meet national security or 

emergency preparedness requirements: 

b. Providing policy oversight and direction of the activities of the NCS and 

c.?roviding policy oversight and guidance for the execution of the responsibil-
ities assigned to the Federal departments and agencies by this Order. 

(2) The Director of the Office of Sdence and Technology Policy shall make 
recommendations to the President with respect to the test. exercise and 
evaluation of the capabllity of existing and planned conununications systems. 
networks or facilities to rneet national security or emergency preparedness 
requirements and report the results of any such tests or evaluations and any 
recommended remedial actions to the President and to the National Security 
Council: 

(3)The Director of the Office of Science and Technology Policy or his designee 
shall advise and assist the President in the administration of a system of radio 
spectrum priorities for those spectruin dependent telecommunications re-
sources of the Federal government which support national aecurity or emer-

gency preparedness functions. The Director also shall certify or approve 
priorities for radio spectrum use by the Federal government. including the 

resolution of any conflicts in or among priorities. u.nder all conditions of crisis 

or emergency; and 
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(4) Consult as appropriate with the Executive Agent for the NCS and the NCS 

Committee of Principals to ensure continued coordination of their respective 

national security and emergency preparedness activities. 

(i) All Federal departrnents and agencies. to the extent consistent with law 

(including those authorities and responsibilities set forth in Secuon 4(c) of this 

Order). shall: 

(1)Determine their national security and emergency preparedness telecommu-

nications requirements. and provide information regarding such requirements 

to the Manager of the NCS: 

(2) Prepare policies. plans and proceduns concerrUng telecominurucations 

facilities. services or equipment under their management or operational con-

trol to maximize their capability of responding to the national secunty or 

emergency preparedness needs of the Federal government 

(3)Provide. after consultation wit.h the Director of the Office of Management 

and Budget resources to support their rtspective requirements for national 

security and emergency preparedness telecommunications: and provide per- 

sonnel and staff support to the Manager of the NCS as required by the 

President 

(4)Make information available to. and consult with. the Manager of the NC 

regarding agency telecommunications activities in support of nauonal security 

or emergency preparedness: 

(5) Con.sult. consistent with the provisions of Executive Order No. 12048. as 

amended. and in conjunction with the Manager of the NCS, with the Federal 

Communications Commission regarding execution of responsibilities assigned 

by this Order; 

(8) Submit reports annually. or as otherwise requested. to the Manager of the 

NCS. regarding agency national security or emergency preparedness telecom,-

munications activities: and 

(7) Cooperate with and assist the Executive Agent for the NCS. the Na 
Committee of Principals. the Manager of the NCS. and other departments and 

agencies in the execution of the functions set forth in this Order. furnishing 

thern such information. support a.nd assistance as may be required. 

(j) Each Federal department or agency shall execute the responsibilities 

assigned by this Order in conjunction with the ernergency management activi-

tiea of the Federal Emergency Management Agency. and in regular consulta-

tion with the Executive Agent for the NCS and the NCS Committee of 

Principals to ensure continued coordination of NCS and individual agency 

telecomniunications activities. 

Sec. 4. General Provisions. (a) All Executive departments and agencies tnay 

issue such rules and regulations as may be. necessary to carry out the 

functions assigned under this Order. 

(b) ln order to reflect the assignments of responsibility provided by this Order, 

(1) Sections Z-414. 4-102. 4-103. 4-202. 4-302. 5-3. and 6-101 of Executive 

Order No. 12O48. as antended. are revoked: 

(2) The Presidential Memorandum of August 21. 1963. as amended. entitled 

"Establishment 'of the National Communications System". is hereby supersed-

ed: and 

(3) Section 2-411 of E.xecutive Order No. 12048. as amended. is further 

amended by deleting the period and inserting ". except as otherwise provided 

by Executive Order No. " and inserting the numberassigned to this Order. 

(c) Nothing in this Order shall be deemed to affect the authorities or responsi-

bilities of the Director of the Office of Management and Budget. or any Office 

or official thereof: or reassign any function assigned any agency u.nder the 

Federal Property and Admimstrative Services Act of 1949. as amended: or 
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under a.ny other law: or any function vested by law in the Federal Cornrnuni-

cations Coaunission. 

Sec. 5. This Order shall be effective upon publication in the Federal Register. 

cm."-Latk ~-a~-
mrE wi-trrE HOUSE. 

April 3. 1984. 
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MEMORANDUM FOR THE PRESIDENT 
911SEP13P10:47 

THE WHITE HOUSE 

WASHINGTON 

ACTION September 13, 1994 

N cJr-- Q. 

Coq. "1 rCn,",,,as 

S ...e_."-1\ 

S LA.-1A( ".• C.!-~ 

• 

FROM: ANTHONY L14,--

SUBJECT: National Communications System Issuance 

Purpose  

To establish a policy by which the National Communications System (NCS) can ensure that national security telecommunication system 
interface requirements and standards for meeting interoperability 
and survivability objectives are considered in federal agency 
telecommunications plans and architectures. 

Background 

Executive Order 12472 tasks the NCS to assist the President, the 
National Security Council, the Director of the Office of Science 
and Technology Policy and the Director of the Office of 
Management and Budget (as applicable) in the coordination of 
national security and emergency preparedness communications for 
the federal government. The Directive at Tab A establishes 
authority for NCS to ensure that these national security 
telecommunications requirements are met. 

RECOMMENDATION 

That you authorize Dr. Gibbons and myself to sign NCS Directive 
4-3 at Tab A. 

Approve  Disapprove  

Attachment 
Tab A National Communications System Directive 4-3 

cc: Vice President 
Chief of Staff 
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REFER To: 

NATIONAL COMMUNICATIONS SYSTEM 
OFFICE OF THE MANAGER 

701 SOUTH COURT HOUSE ROAD 
ARLINGTON, VIRGINIA 22204-2198 

6 December 1993 

NCS 2985/1 

MEMORANDUM FOR ASSISTANT TO THE PRESIDENT FOR NATIONAL SECURITY AFFAIRS 

THRU: Executive Agent, National Communications System /sZos 
SUBJECT: National Communications System Issuance 

1. On behalf of the National Communications System (NCS) Committee of 
Principals, NCS Directive (NCSD) 4-3, "Interoperability of Telecommunications 
in Support of National Security and Emergency Preparedness (NS/EP)," is 
submitted in accordance with the NCS Issuance System for review and action by 
the Executive Office of the President. 

2. In accordance with Executive Order (E.0.) 12472, "Assignment of National 
Security and Emergency Preparedness Telecommunications (NS/EP) Functions," 
the NCS is tasked to ensure that system interface requirements and standards 
for meeting interoperability and system survivability objectives are 
considered in agency telecommunications plans and system architectures. NCS 
Directive 4-3 establishes the policy by which the NCS supports NS/EP objec-
tives by seeking to ensure the interoperability of NS/EP telecommunications 
assets within Federal Government. Once approved, the Manager, NCS, will 
distribute this document in accordance with the NCS Issuance System. 

3. Questions regarding this matter should be referred to Ms. Janet Jefferson, 
NCS Joint Secretariat, at (703) 692-8434. 

Nog_ 
1 Enclosure: ALONZO E. H0RT, JR. 

NCSD 4-3 Lieutenant General, USA 
Manager 
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NATIONAL COMMUNICATIONS SYSTEM 
701 South Court House Road 

Arlington, Virginia 22204-2198 

NCS DIRECTIVE 4-3 

TECHNOLOGY AND STANDARDS 

Interoperability of Telecommunications in Support of National 
Security and Emergency Preparedness (NS/EP) 

1. Purpose. This Directive establishes the policy by which the National 
Communications System (NCS) supports national security and emergency 
preparedness (NS/EP) objectives by seeking to ensure the interoperability of 
NS/EP telecommunications assets among Federal Government departments, 
agencies, or entities, and other affected Executive entities. 

2. Applicability. This Directive is binding upon the Executive Agent, NCS; 
Manager, NCS; NCS Committee of Principals and member organizations; and other 
affected Executive entities. 

3. Authority. This directive is issued pursuant to Executive Order No. 12472 
(E.O. 12472) "Assignment of National Security and Emergency Preparedness 
Telecommunications Functions," April 3, 1984; Volume 49, No. 67 Federal 
Register 13471, and NCS Directive 1-1, "National Communications System (NCS) 
Issuance System," November 30, 1987. 

4. References:  

a. Executive Order 12472 (E.O. 12472) "Assignment of National Security 
and Emergency Preparedness Telecommunications Functions," April 3, 1984; 
Volume 49, No. 67 Federal Register 13471. 

b. Executive Order 12656 (E.O. 12656) "Assignment of Emergency 
Preparedness Responsibilities," November 18, 1988; Volume 53, No. 288 
Federal Register 47491. 

c. NCS Directive 2-1, "National Security Emergency Preparedness (NS/EP) 
Telecommunications Planning Process." 

d. NCS Directive 3-1, "Telecommunications Service Priority (TSP) System 
for National Security Emergency Preparedness (NSEP)." 

e. NCS Directive 4-1, "Federal Telecommunications Standards Program," 
February 21, 1991. 

- Office of Primary Responsibility: NT 
- Distribution: NCS 
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f. White House Memorandum, Subject: "National Communications System 
Interoperability (E.O. 12472)," January 9, 1989. 

5. Cancellation/Supersession. Initial publication. 

6. Definitions. Terms used in this directive are defined in Appendix A. 

7. 1221i0_ 

a. The National Communications System (NCS) will use the National 
telecommunications infrastructure for the national security and emergency 
preparedness needs of the President and the Federal departments, agencies, or 
entities and other Executive entities, that support the national security 
leadership and is consistent with other national telecommunications policies 
to the maximum extent possible. 

b. A National telecommunications infrastructure is available that is 
based on commercial standards, practices, and network operations. 

8. Responsibilities.  

a. The Executive Agent, NCS Shall:  

(1) Ensure NCS compliance with reference (a) for the interoperability 
of telecommunications assets for NS/EP purposes. 

(2) Consider and approve other issuances to ensure the interopera-
bility of telecommunications assets for NS/EP purposes. 

(3) Review and provide comments regarding telecommunications 
interoperability concepts, plans, procedures, processes, and policies, for 
NS/EP purposes, to the Executive Office of the President. 

b. The Manager, NCS Shall:  

(1) In coordination with the NCS Committee of Principals and the 
Executive Agent, NCS, develop plans, procedures, standards, and processes for 
minimizing or removing impediments to the interoperability of government-owned 
and commercially-provided telecommunications assets for NS/EP purposes. 

(2) In coordination with the NCS Committee of Principals, develop a 
process by which NCS member organizations ensure that requisite intra- and 
interagency telecommunications assets are interoperable for NS/EP purposes. 

(3) Assist NCS member organizations in implementing the developed 
interoperability plans, procedures, standards, and processes developed for 
telecommunications assets for NS/EP purposes. 

2 



c. The NCS Committee of Principals Shall:

NCSD 4-3 

(1) In coordination with the Manager, NCS, develop a process by which
the NCS member organizations will ensure the interoperability of requisite 
intra- and interagency telecommunications assets for NS/EP purposes. 

(2) Review and provide comments regarding the interoperability of
NS/EP telecommunications assets, concepts, plans, procedures, standards, and 
processes affecting NS/EP activities, to the Executive Agent, NCS. 

(3) Consider other issuances for the interoperability of tele­
communications assets for NS/EP purposes. 

d. The NCS Member Organizations Shall:

(1) Ensure that adequate intra- and interagency NS/EP
telecommunications interoperability exists to enable the performance of 
assigned NS/EP functions. 

(2) Implement, with the assistance of the Manager, NCS, plans,
procedures, standards, and processes developed for telecommunications assets 
for NS/EP purposes. 

9. Authorizing Provision. NCS manuals, handbooks, and notices implementing 
this directive are authorized.

10. Effective Date. This directive is effective immediately.

11. Expiration Date. This directive will remain in effect until superseded or
canceled.

1 Appendix: Director 
Definitions Office of Science and Technology Policy 

Date: 

Assistant to the President 
for National Security Affairs 

Date: 

Summary of changes: Initial issuance. 

3 
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APPENDIX: Definitions 

Definitions have been derived from Federal Standard 1037B. 

Interoperability. I. The ability of systems, units, or forces to provide 
services to and accept services from other systems, units, or forces and to 
use the services so exchanged to enable them to operate effectively together. 
2.The condition achieved among communications-electronics systems or items of 
communications-electronics equipment when information or services can be 
exchanged directly and satisfactorily between them and/or their users. The 
degree of interoperability should be defined when referring to specific cases. 
3.The ability to exchange data in a prescribed manner and the processing of 
such data to extract intelligible information that can be used to 
control/coordinate operations. 

National Communications System.  I. The organization established by Section 
1(a) of Executive Order No. 12472 to assist the President, the National 
Security Council, the Director of the Office of Science and Technology Policy, 
and the Director of the Office of Management and Budget, in the discharge of 
their national security emergency preparedness telecommunications functions. 
The NCS consists of both the telecommunications assets of the entities 
represented on the NCS Committee of Principals and an administrative structure 
consisting of the Executive Agent, the NCS Committee of Principals, and the 
Manager. 2. The telecommunications system that results from the technical and 
operational integration of the separate telecommunications systems of the 
several Executive branch departments and agencies having a significant 
telecommunications capability. 

NS/EP Telecommunications.  Telecommunications services that are used to 
maintain a state of readiness or to respond to and manage any event or crisis 
(local, national, or international) that causes or could cause injury or harm 
to the population, damage to or loss of property, or degrade or threaten the 
national security /or emergency preparedness posture of the United States. 

System.  I. Any organized assembly of resources and procedures united and 
regulated by interaction or interdependence to accomplish a set of specific 
functions. 2. A collection of personnel, equipment, and methods organized to 
accomplish a set of specific functions. 
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Presidential Documents 

Executive Order 12472 of April 3. 1984 

Aesignment of National Security and Emergency Preparedness 
Telecommunications Functions 

By the authority vested in me as President by the Constitution and laws of the 
United States of America. including the Communications Act of 1934. as 
amended (47 U.S.C. 151). the National Security Act of 1947. as amended. the 
Defense Production Act of 1950. as amended (50 U.S.C. App. 2.081). the Federal 
Civil Defense Act of 1950. as amended (50 U.S.G App. 2251). the Disaster 
Relief Act of 1974 (42 U.S.C. 5121). Section 5 of Reorganization Plan No. i of 
1977 (3 CS.R. 197. 1978 Comp.). and Section 203 of Reorganization Plan No. 3 
of 1978 (3 C.F.R. 389. 1278 Comp.), and in order to provide for the consolidation 
of assignment and responsibility for improved execution of national secunty 
and emergency preparedness telecommunications functions. it is hereby or- 
dered as follows: 

• 
Section L The National Communications System. (a) There is hereby estab-
lished the National Communications Systern (NCS). The NCS shall consist of 
the telecommunications assets of the entities represented on the NCS Commit-
tee of Principals and an administrative structure consisting of the Executive 
Agent. the NCS Committee of Principals and the Manager. The NCS Commit-
tee of Principals ehall consist of representatives from those Federal depart-
ments. agencies or entities. designated by the President. which lease or own 
telecommunications facilities or services of significance to national security or 
emergency preparedness. and. to the extent permitted by law. other Executive 
entities which bear policy. regulatory or enforcement responsibilities of impor-
tance to national secunty or emergency preparedness teleconununications 
capabilities. 

(b) The mission of the NCS shall be to assist the President. the National 
Security Council. the Director of the Office of Science and Technology Policy 
and the Director of the Offlce of Management and Budget in: 

(1) the exercise of the telecommunications functions and responsibilities set 
forth in Section 2 of this Order and 

• 

(2) the coordination of the planning for and provision of national security and 
emergency preparedness communications for the Federal government under 
all circumstances. including crisis or emergency. attack. recovery and recon-
stitution. 

(c) The NCS shall seek to ensure that a national telecommunications infra-
structure is developed which: 

(1) Is responsive to the national security and emergency preparedness needs 
of the President and the Federal departments. agencies and other entities. 
including telecommunications in support of national security leadership and 
continuity of government 

(2)Is capable of satisfying priority telecommunications requirements under all 
circumstances through use of commercial. government and privately owned 
telecommunications resources; 

(3)Incorporates the necessary combination of hardness. redundancy. mobility. 
connectivity. interoperability. restorability and security to obtain. to the maxi-
mum extent practicable. the survivability of national security and emergency 
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preparedness telecommunications in all circumstances. including conditions of 

crisis or ernergency: and 

(4) Is consistent. to the maximum extent practicable. with other national 

telecommunications policies. 

(d) To assist in accomplishing its mission. the NCS shall: 

(1) serve as a focal pouit for joint industry-government national secunty and 

emergency preparedness telecommunications planning: and 

(2) establish a joint industry-government National Coordinating Center which 

is capable of assisting in the initiation. coordination. restoration and reconsti-

tution of nanonal eecunty or emergency preparedness telecommunications 

services or facilities u.nder all conditions of arms or emergency. 

(e) The Secretary of Defense is designated ae the Executive Agent for the NCS. 

The Executive Agent shall: 

(1)Designate the Manager of the NCS: 

(2) Ensure that the NCS conducts unified planning and operations. in order to 

coordinate the development and maintenance of an effective and responsive 

capability for meeting the domestic and international national security and 

emergency preparedness telecommunications needs of the Federal govern-

ment 

(3) Ensure that the activities of the NCS are conducted in conjunction with the 

emergency management activitiee of the Federal Emergency Management 

Agency: 

(4) Recornrnend. in consultation with the NCS Committee of Principals. to the 

National Security Council. the Director of the Office of Science and Technol• 

ogy Poticy, or the Director of the Office of Management and Budget, as 

appropriate: 

a. The asaignrnent of implementation or other responsibilities to NCS member 

entities: 

b. New initiativee to assist in the exercise of the functions specified in Section 

2: and 

c. Changee in the composition or structure of the NCS: 

(5) Oversee the activities of and provide personnel and administrative support 

to the Manager of the NCS: 

(6) Provide staff eupport and technical assistance to the National Security 

Telecommunications Advisory Carnnuttee established by Executive Order No. 

12382. as amended: and 

(7) Perform such other duties as are from time to time assigned by the 

President or his authonzed designee. 

(f) The NCS Cornmittee of Principals shall: 

(1) Serve as the forurn in which each member of the Committee may review. 

evaluate, and present views, information and recommendations concerning 
ongoing or prospective national security or emergency preparedness telecom-
munications programs or activities of the NCS and the entities represented on 

the Committee:  

(2) Serve as the forum in which each member of the Committee shall report on 

and explain ongoing or prospective telecommunications plans and prograrns 
developed or designed to achieve national security or emergency prepared-
ness telecommunications objectives; 

(3) Provide comments or recommendations. as appropriate. to the National 

Secunty Council. the Director of the Office of Science and Technology Policy. 

the Director of the Office of Management and Budget. the Executive Agent. or 

the Manager of t.he NCS. regarding ongoing or prospective activities of the 

NCS and 

I 
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(4) The National Serunty Council. the Director of the Office of Science and 
Technology Policy and the Director of the Office of Management and Budget 
shall. in consultation with the Execuuve Agent for the NCS and the NCS 
Committee of Principals. determine what constitutes national secunty and 
emergency preparedness telecommunications requirements. 
(d) Consultation with Federal Departments ond Agencies. In performing the 
funcuons assigned under this Order. the Nauonal Security Counal and the 
Director of the Office of Science and Technology Policy. in consultation with 
each other. shall: 

(1) Consult. as appropnate. with the Director of the Office of Management and 
Budget the Director of the Federal Emergency Management Agency with 
respect to the emergency management responsibilities assigned pursuant to 
Execuuve Order No. 12148. as amended: the Secretary of Commerce. with 
respect to responsibilities assigned pursuant to Executive Order No. 12048: the 
Secretary of Defense. with respect to communications security responsibilities 
assigned pursuant to Executive Order No. 12333: and the Chainnan of the 
Federal Communications Commission or his authorized designee: and 
(2) Establish arrangements for consultation among all interested Federal 
departments. agencies or entities to ensure that the national security and 
emergency preparedn.ess communications needs of all Federal government 
entities are idenfilied: that mechanisms to address such needs are incorporat-
ed into pertinent plans and procedures: and that such needs are met in a 
manner consistent. to the maximum extent practicable. with other national 
telecommunications policies. 

(e) Budgetary Guidelines. The Director of the Office of Management and 
Budget. in consultation with the National Security Council and the NCS. will 
prescribe general guidelines and procedures for reviewing the financing of the 
NCS within the budgetary process and for preparation of budget estimates by 
participating agencies. These guidelines and procedures may provide for 
mechanism for funding. through tbe budget review process. national security 
and emergency prepareciness telecommunications initiatives which benefit 
multiple Federal departments. agencies. or entities. 
S•c. S. Assignment of Responsibilities to Other Departments ond Agencies. ln 
order to support and enhance the capability to satisfy the national security 
and emergency preparedness telecommunications needs of the Federal gov-
ernment. State and local governments. private industry and volunteer organi-
zations. under all cirtiunstances including those of crisis or emergency. the 
Federal departments and agencies shall perform the following functions: 
(a) Department of Commerce. The Secretary of Comrnerce shall. for all 
conditions of crisis or emergency: (1) Develop plans and procedures concern-
ing radio spectrum assignments. priorities and allocations for use by Federal 
departments. agencies and entities: and 

(2) Develop. maintain and publish policy. plans. and procedures for the control 
and allocation of frequency assignments. including the authority to amend. 
modify or revoke such assignments. in thosc parts of the electrornagneuc 
spectnnn assigned to the Federal government. 

(b) Federal Emergency Management Agency. The Director of the Federal 
Emergency Management Agency shall: 

(1) Plan for and provide. operate and rnaintain telecommunications services 
and facilities. as part of its National Emergency Management System. ade- 
quate to support its assigned emergency management respons:bilities: 
(2) Advise and assist State and local governments and volunteer organiza- 
tions. upon request and to the extent consistent with law. in developing plans 
and procedures for identifying and satisfying their nauonal secunty or emer• 
gency preparedness telecommunications requirements: 

(3) Ensure. to the maximum extent practicable. that national secunty and 
emergency preparedness telecommunications planning by State and local 
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governments and volunteer organizations is mutually supportive and consist-
ent with the planning of the Federal government: 8,nd 

(4) Develop. upon request and to the extent consistent with law and in 
con.sonance with regulations promulgated by and agreements with the Federal 
Communications Commission. plans and capabilities for. and provide policy 
and management oversight of. the Emergency Broadcast System. and advise 
and assist private radio licensees of the Commission in developing ernergency 
communications plans. procedures and capabilities. 

(c) Department of State. The Secretary of State, in accordance with assigned 
responsibilities within the Dlplomatlc Telecommunications System. shall plan 
for and provide. operate and maintain rapid. reliable and secure telecommuni-
cations services to those Federal entities represented at United States diplo-
matic missions and consular offices overseas. This responsibility shall include 
the provision and operation of domestic telecommunications in support of 
assigned national security or emergency preparedness responsibilities. 

(d) Department of Defense. In addition to the other responsibilities assigned 
by this Order. the Secretary of Defenae shall: 

(1) Plan for and provide. operate and maintain telecommunications services 
and facilities adequate to support the National Command Authorities and to 
execute the responsibilities assigned by Executive Order No. 12333: and 

(2) Ensure that the Director of the National Secunty Agency provides the 
technical support necessary to develop and maintain plans adequate to 
provide for the security and protection of national security and emergency 
preparedness telecommunications. 

(e) Department of Justice. The Attorney Ceneral shall. as necessary, review 
for legal sufficiency, including consistency with the antitrust laws. all policies. 
plan.s or procedures developed pursuant to responsibilities assigned by this 
Order. 

(f) Central Intelligence Agency. The Director of Central Intelligence shall plan 
for and provide. operate. and maintain telecommunications services adequate 
to support its assigned responsibilities. including the dissemination of intelli-
gence within the Federal government. 

(g) General Services Administration. Except as otherwise assigned by this 
Order. the Administrator of General Services. consistent with policy gindance 
provided by the Director of the Office of Management and Budget. ehall 
ensure that Federally owned or managed domestic communications facilities 
and services meet the national security and emergency preparedness require. 
rnents of the Federal civilia.n departments. agenciea. and entities. 

(h) Federal Communications Commission. The Federal Communications Com-
mission shall. consistent with Section 4(c) of this Order: 

(1) Review the policies. plans and procedures of all entities licensed or 
regulated by the Commission that are developed to provide national secunty 
or emergency preparedness communications services. in order to ensure that 
such policies. plans and procedures are consistent with the public interest. 
convenience and necessity; 

(2) Perform such functions as required by law with respect to all entities 
licensed or regulated by'the Commission. including (but not limited to) the 
extension. discontinuance or reduction of common carrier facilities or serv-
ices: the control of common camer rates. charges. practices and classifica-
tions: the constniction. authorization. activation. deactivation or closing of 
radio stations. services and facilities: the aseignment of radio frequencies to 
Commission licensees: the investigation of violations of pertinent law and 
regulation: and the initiat.ion of apppropriata enforcement actions: 

(3) Develop policy. plans and procedures adequate to execute the responsibil-
ities assigned in this Order under all conditions or crisis or emergency. and 
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(4) Perform such other duties as are from time to time assigned by the 
President or his authorized designee. 

(g) The Manager of the NCS shall: 

(1) Develop for consideration by the NCS Committee of Princtpals and the 
Executive Agent: 

a. A recommended evolutionary telecommunications architecture designed to 
meet current and future Federal government national security and emergency 
preparedness telecommunications requirements: 

b. Plans and procedures for the management. allocation and use. including the 
establishment of pnorities or preferences. of Federally owned or leased 
telecommunications assets under all conditions of crisis or emergency: 

c. Plans. procedures and standards for minimizing or removing technical 
irnpedirnents to the interoperability of government-owned and/or commercial-
ly-provided telecommunications systems: 

d. Test and exercise programs and procedures for the evaluation of the 
capability of the Nation's teleconunurucations resources to meet national 
secunty or ernergency preparedness telecommumcations requirements; and 

e. Alternative mechanisms for funding, through the budget review process. 
national secunty or emergency preparedness telecommunications initiatives 
which benefit multiple Federal departments. agencies. or entities. Those mech-
anisms recommended by the NCS Cornmittee of Principals and the Executive 
Agent shall be submittted to the Director of the Office of Management and 
Budget. 

(2) Implement and administer arty approved plans or prograrns as assigned. 
including any system of priorities and preferences for the provision of commu-
nications service. in consultation with the NCS Committee of Principals and 
the Federal Communications Commission. to the extent practicable or other-
wise required by law or regulation 

(3) Chair the NCS Comrnittee of Principals and provide staff support and 
technical assistance thereto; 

(4) Serve as a focal point for joint industry-government planning. including the 
dissemination of technical information. concerning the national secunty or 
ernergency perparedness telecommunications requirements of the Federal gov-
ernment 

(5) Conduct technical studies or analyses. and examine research and develop-
ment programs. for the purpose of identifying. for consideration by the NCS 
Committee of Principals and the Executive Agent. improved approachcs which 
may assist Federal entities in fulfilling national secunty or ernergency prepar-
edness telecommunications objectives: 

(8) Pursuant to the Federal Standardization Program of the General Services 
Administration. and in consultation with other appropriate entities of the 
Federal government including the NCS Committee of Principals. manage the 
Federal Telecommunications Standards Program. ensunng wherever feasible 
that existing or evolving industry. national and international standards are 
used as the basis for Federal telecommunications standards: and 

(7) Provide such reports and perforrn such other duties as are from time to time 
assigned by the President or his authonzed destgnee. the Executive Agent. or 
the NCS Committee of Principals. Any such assignments of responsibility to. 
or reports made by. t.he Manager shall be transmitted through the Executive 
Agent. 

Sec. 2. £xecutive Office Responsibilities. (a) Wartime Emergency Functions. 
(1) The National Security Council shall provide policy direction for the 
exercise of the war power functions of the President under Section coo of the 
Communications Act of 1934. as amended (47 U.S.C. 606). should the President 
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issue implementing instructiona in accordance with the National Emergencies 
Act (50 U.S.C. 16O1). 

(2) The Director of the Office of Science and Technology Policy shall direct the 
exercise of the war power functions of the President under Section 608 (a). (c)-
(e). of the Communications Act of 1934. as amended (47 U.S.C. 806). should the 
President issue implementing tnstructions In accordance with the National 
Emergencies Act (50 U.S.C. 16O1). 

(b) Non-Wartime Emergency Functions. (1) The National Security Council 

a. Advise and assist t.he President in coordinating the development of policy. 
plans. programs and standards within the Federal government for the identifi-
cation. allocation. and use of the Nation's telecoinmunications resources by 
the Federal government. and by State and local governments. private industry 
and volunteer organizations upon request. to the extent practicable and 
otherwise consistent with law. during those crises or emergencies in which the 
exercise of the President's war power functions is not required or permitted by 
lavc and  
b. Provide policy direction for the exercise of the President's non-wartime 
emergency telecommunications functions. should the President so instruct. 

(2)The Director of the Office of Science and Technology Policy shall provide 
information. advice. guidance and assistance. as appropriate. to the Prestdent 
and to those Federal departments and agencies with responsibilities for the 
provision. management. or allocation of telecommunications resources. during 
those crisea or emergencies in which the exercise of the President's war power 
functions is not required or permitted by law: 

(3)The Director of the Office of Science and Technology Policy shall establish 
a joint Telecommunications Resources Board (JTRB) to assist him ui the 
exercise of the functions specified in this subsection. The Director of the 
Office of Science and Technology Policy shall serve as chairman of the FRB: 
select those Federal departments. agencies. or entities which shall be mem-
bers of the MB: and specify the furictions it shall perform. 

(c) Planning and Oversight Responsibilities. (1) The National Security Council 
shall advise and assist the President in: 

a. Coordinatin.g the development of policy, plans. programs and standards for 
the mobilization and use of the Nation's commercial, government. and private-
ly owned telecommunications resources. in order to meet national security or 
emergency preparedness requirements: 

b. Providing policy oversight and direction of the activities of the NCS: and 

c. Providing policy oversight and guidance for the execution of the responsibil-
Hies assigned to t.he Federal departments and agencies by this Order. 

(2) The Director of the Office of Science and Technology Policy shaU make 
recommendations to the President with respect to the test. exercise and 
evaluation of the capability of existing and planned communications systems. 
networks or facilities to meet national security or emergency preparedness 
requirements and report the results of any such testa or evaluations and any 
recommended remedial actions to the President and to the National Security 
Council: 

(3)The Director of the Office of Science and Technology Policy or his designee 
shall advise and assist the President in the edministration of a system of radio 
spectrum priorities for those spectrum dependent telecommunications re-
sources of the Federal government which support national security or emer-
gency preparedness functions. The Director also shall certify or approve 
priorities for radio spectrum use by the Federal government. including the 
resolution of any conflicts in or a.mong priorities. under all conditions of crisis 
or emergency: and 
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(4) Consult as appropnate with the E.xecutive Agent for the NCS and the NCS 
Committee of Principals to ensure continued coordination of their respective 
national secunty and emergency preparedness activities. 

(i) All Federal departments and agencies. to the extent consistent with law 
(including those authonties and responsibilities set forth in Secuon 4(c) of this 
Order). shall: 

(1)Deteraune their national secunty and emergency preparedness telecommu-
nications requirements. and provide information regarding such requirements 
to the Manager of the NCS: 

(2) Prepare policies. plans and procedures concerning telecommunications 
facilities. services or equipment under their management or operational con-
trol to maximize their capability of responding to the national security or 
emergency preparedness needs of the Federal government 

(3) Provide. after consultation with the Director of the Office of Management 
and Bud.get. resources to support their respective requirements for national 
secunty and emergency preparedness telecornmumcations: and provide per-
sonnel and staff support to the Manager of the NCS as required by the 
President 

(4) Make infonnauon available to. and consult with. the Manager of the NCS 
regarding agency telecommunications activities in support of nauonal secunty 
or emergency preparedness: 

(5) Consult. consistent with the provisions of Executive Order No. 12O48. as 
amended. and in conjunction with the Manager of the NCS. with the Federal 
Communications Commission regarding execution of responsibilities assigned 
by this Order 

(8) Submit reports annually. or as otherwise requested. to the Manager of the 
NCS. regarding agency national security or emergency preparedness telecom-
munications activities: and 

(7) Cooperate with and assist the Executive Agent for the NCS. the NCS 
Committee of Principals. the Manager of the NCS. and other departments and 
agencies in the execution of the functions set forth in this Order. furnishing 
them such information. support and assistance as may be required. 

(j) Each Federal department or agency shall execute the responsibilities 
assigned by this Order in conjunction with the emergency management activi-
ties of the Federal Emergency Management Agency, and in regular consulta-
tion with the Executive Agent for the NCS and the NCS Committee ol 
Principals to ensure continued coordination of NCS and individual agency 
telecommunications activities. 

Sec. 4. General Provisions. (a) All Executive departments and agencies may 
issue such rules and regulations as may be neceasary to carry out the 
functions assigned under this Order. 

(b) order to reflect the assignments of responsibility provided by this Order. 

(1) Sections 2-414. 4-102. 4-103. 4-2O2. 4-302. 5-3, and 8-1(31 of F-xecutive 
Order No. 12O48. as amended. are revoked 

(2) The Presidential Memorandum of August 21. 1983. as arnended. entitled 
"Establir.hment Of the National Communications System", is hereby supersed- 
ed: and 

(3) Section 2-411 of Executive Order No. 12048. aa amended. is further 
amended by deleting the penod and inserting ". except as otherwise provided 
by Executive Order No. " and inserting the nurnberassigned to this Order. 

(c) Nothing in this Order shall be deemed to affect the authorities or responsi-
bilities of the Director of the Office of Management and Budget. or any Office 
or official thereof: or reassign any function assigned any agency under the 
Federal Property and Admirustrative Services Act of 1949. as amended: or 
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under any other law: or any function vested by law in the Federal Communi-
cations Commission. 

Sec. 5. This Order shall be effective upon publication in the Federal Register. 

cr"-fack ~~-~-~ 

THE WHrTE HOUSE. 

April 3. 1984. 
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