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problem of capacity, not one of incapability.)

-= The General Services Administration, which is respon-
sible for maintaining the federal telephone system, opposed
the FBI proposal, concluding that it would make it oasgar
for criminals, spies and hackers to penetrate the phone
natwork, could hurt U8 industry, and might not be necessary.

== The phone companies promised to cooperate with tha FBI
in developing solutions to any future problems, and formed a
technical working group for that purpose.

The Administration/e first draft bill, which attracted
immediate, widespread oppeosition, was withdrawn and a second,
quite diffarant version was issued, It, too, was unacceptabla to
industry and privacy advocates, and was never introduced.

Contrary to Justice Department and FBI claims, the Bush
proposal would not have merely presaerved the status quo. It
would have mandated, for the first time ever, that interception
features be incorporated in tha design of telecemmunications and
computer eguipment. Broadly interpreted, it would have required
major redesign and ratrofitting of telecommunications systenms.
Finally, it required a comprehensiveness in surveillance coverage
that has never bkeen available to the government.

Undeniably, developments in telecommuniceticns pose both
challenges and opportunities for law enforcement. But at this
point, there is no agreement betwsen law enforcement and industry
on what the problem is, let alone on the cost and benefits of
possible solutions.

Finally, it should be noted that the Adminlstration proposal
did not address encryption, which alsc threatens law enforcement
slectronic surveillance. Virtually unbreakable encryption is now
available, Government control of encryption technology is
intensely controversial itself., Hoping to avoid that debate, the
Bush Administration digital telephony proposal did not address
encryption. That led many to asX why theé FBI wanted to force
equipment redesign to allow it to capture the message stream to a
particular target if it could not decode the signal anyhow.

Recommendation

The legislative proposal remains premature. The work of the
industry technical committee should be supported and its
intercept recommendations should be analyzed carefully before new
legislation is advanced. The electronic surveillance statutes,
which already mandate cooperation with intercept orders, may need
to ba clarified. But if legislation is pursued, it should be
narrow and focused, to avoid unintended harm to the security and
privacy of telecommunications.
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Background

The FBI’s concerns can be traced to two major trends in
telecommunications: the proliferation of service providers
following the break-up of the Bell system, and the aexplosion of
technolegies and services. Irreversibly, law enforcement cannct
conduct electronic surveillance as it has in the past. While
more information is susceptible to law enforcement interception,
it is sometimes harder to intercapt and tranalate into useable
form. One stop shopping is no longer possible: a particular
target may communicate by regular talaphone, cellular phone, E-
mail and fax, using different service providers for each medium.

One key point to recognize, however, is that the FBI and
other agencies have bean very successful in intercepting a wide
range of voice and data transmissions, despite the introduction
of new technologies. The FBI routinaely intercepts cordless and
cellular calls, data transmissions, and faxes. Much more
information about pecplae’s lives and business dealings is being
transmitted electronically, and law enforcement =-- led by the FBI
== has been aggressive in capturing that information, Cellular
systems, for example, allow law enforcement to track a subject’s
lecation wvhenaver he uses his phone.

On the other hand, the new technologies do make it harder to
conduct telecommunications surveillance. Of primary concern to
the FBI is the gradual tranaition of the national phone system
from an analog moda to & digital mode. In addition, fiber
optica, call forwarding services, personal communications
networks, advanced cellular technolegies, other radio based
technologies, and encryption also pose challenges. For each
technology, the FBI has a daunting amount to learn and new
oguipm.nt to acquire. (Some of the specific technologies are
discussed at greater length in an attachment, Tab 1.)

For research on these technologies, the Bureau has a state-
of-the-art Engineering Research Facility on the Marine base at
Quantico. For research on telscommunications interception alone,
the FBI received $15 million in funding in fiscal year 1952 and
sought $12.7 million more for FY 93. This is part of a § year
research effort budgeted at about §$80 million, intended to
preserve and enhance the FBI‘s communications intercapt
capabilities. 1In addition, the Bureau spends considerable suns
on the acquisition of other surveillance eguipment.

But it is unclear that the Bureau has pursued in a timely
manner the development and procurement of new equipment that
would overcome the problenms Eoscd by the new technologies.
Indeed, the FBI is pursuing legislation because it would like to
minimize the number of software and hardware components it has to
develop and procure to intercept all the various systems
available now and in the future.
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Bush Administration legislative provosals

Over the past 4 or 5 years, the FBI has discussed its
concerns with telephone company security managers, corporate
axecutives and legal counsels. The companies promised
cooperation, but neither the companies nor the FBI ever developed
specific interception strategies for specific technologies or
services. The FBI became frustrated with the lack of progress
and concernaed that sarvices and technologies were being designed
without conscious effort to accommodate law enforcement
surveillance needs. This led the FBI to press for legislation.

In Faebruary 1992, the Bush Administration bagan circulating
legislation to require the FCC to set design standards for
telacommunications equipment, to ensure that it could be readily
tapped. The proposal immediately attracted widespread opposition
and was never formally prasented te Congress,

In late Apxil 1992, the Bush Administration began
circulating a second proposal, which placed the regulatory
authority with the Attorney General rather than the FCC and
specified six general performance criteria for telecommunications
systems. The legislation would have required that all
telecommunications egquipment and technology be designed, and all
existing equipment be retrofitted, to meet the six criteria,
unless the AG granted a waiver. (All government phone systems
were automatically exempt.) The Attorney General would have the
exclusive authority to decide whether or not a system met the
criteria. This second proposal was formally transmitted to
Congress on September 14, but was never introduced. A copy is
attached as Tab 2.

A coalition of telephone companies (including AT&T, NYNEX,
US WEST), computer companies (including IBM and Digital Equipment
Corp.), cellular service providers, software developers,
equipment manufacturers and c¢ivil liberties advocates formed in
opposition to the legislation. A copy of a paper prepared by the
coalition opposing the legislation is attached as Tadb 3.

Is the problem immedjiate or prospective?

To date, law enforcement has not provided us case-specific
examples where it was unable to carry out a court-authorized
wiretap because of a new technology. At a March 18 hearing in
the House, the FBI Director could not cite a single case where
technology had frustrated a wiretap order.

The FBI is conducting a survey through its field offices,
Problems are being reported, but the survey does not yet have the

details necessary to determine whether claimed difficulties were
the result of local lack of expertise, or technology that has

been around for a long time and had always posed problems,
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Several limited problems have been identified, but none of
thenm is new:

(1) The cellular systems in New York have not been able to
handle the unanticipated volume of interception orders. That is
not a problem inherent in the technology. The cellular systems
can be tapped guite easily, but they could not accommodate
simultaneously the number of orders that were issued. The
problem primarily affected dialed number recordars (pen
registers), not voice wiretaps. In any event, the cellular
companias ara voluntarily modifying the switches at their central
offices 80 they can accommodate multiple simultaneous intercepts.

(2) Call forwarding has long posed a problem: calls that are
forwarded upon a target’s requaest to another number evade a tap
placed anywhere on the target’s line. This was cited as a
problem in the 1676 raport of the national wiretap commission.

(3) PBXs (private branch exchanges) are switchboards which
distribute internally the many calls to large businesses. FPBXs
are connected to one or more trunk lines, which carry many
messages at once. Some PBXs have not allowed the isolation of
calls to and from a particular office within a system, if law
enforcement is targeting a specific person in a company. Law
enforcement can effect the tap through a surreptitious entry to
the person’s office, but that is risky. They would rather go to
the PBX manager and attach the tap at the PBEX. Sone systems
allow that, some don'‘t. ‘

Not a gifatus quo proposal

The Bush proposal does not merely preserve the status quo.
In addition to protecting law enforcement’s wiretap ability
against future erosion, it would rectify problems law enforcenent
has faced for years:

== The first cellular systems began operating in 1983.

The wiretap capacity problem arose soon thereafter with
the unexpectedly rapid growth of cellular use.

== PBXs have been a feature of offices for decades, and
there have long been PBXs that could not isolate calls
from a particular extension.

- Call forwarding has been available since 1565, and law
enforcement has long known that forwarded calls will
circumvent a tap placed on the target’s line.

These problems may need to be fixed, but it is not accurate to

say, as the FBI has, that addressing them nerely preserves the
status quo. .




6

In another respect, the Bush proposal went beyond the status
quo: it was premised on a notion of 100% coverage, an assumption
that the wiretap laws entitle law enforcement to 100% of the
elactronic communications of a target regardless of egquipment,
medium or ph{:iual location. Buch coverage has never lkeen
available. ndatory 100% coverage finds no support in the
language or legislative history of the wiretap laws. While the
debate over whether there should be wiretapping was resolved in
1968, when the current wiretap law was adopted, tha 1968 law did
not address the kind of issues the FBI is today raising.

In June 1992, the FBI issued a list of law enforcement
"Requirements" (Tab 4) to spall out what the legislation was
intended to achieve. Specific provisions in the Requirements and
in the bill itself show that this is not a status quo preposal:

(1) It has alway= baen the case that when an intercept
subject uses pay phones or travels out of town, the government
cannot intercept his calls unless it knows or can guess what
phone will be used and places a separate tap on that phone. If
the subject uses a cellular phone and roame outside his normal
service area, placing his calls through a new service provider,
the government again cannot capture those calle. But the FBI’s
Requirements make it clear that the government wants to capture
all a subject’s calls regardless of the location from which they
are made. The Requirements specifically state that
telacommunications systema should be designed to rout all a
subject’s calls to an intercept access point. That may or may
not be desirable, but it is not the status quo.

(2) The preopesed statute says that the intercepted
conversation must be provided to law enforcement at a "remote"
facility., In defining what remote means, the Requirements note
that "coast-to-coast transport may be required." The FBI is
apparently seeking to be freed from the geographic constraints
that have previously limited interceptions. Transferring calls
across the continent so they pass through interception nodes may

or may not be appropriate, but it is certainly not the status
Qquo.

(3) The Requirements state that law enforcement wants to
collect identifying information on forwarded calls, including
information identifying "intermediate points if a call is
forwarded multiple times."” The phone system has not been
designed uniformly to provide inrormation that comprehensive. As
a call is forwarded from number to number, the message may carry
with it only the amount of routing information necessary to get
it to its next location; identifying information on intermediate
locations, if not necessary for billing purposes, may drop off.
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(4) Inexplicably, the Bush proposal daviatad from current
law. The wiretap law currently requires all electronic communi-
cation service providers te furnish all information, facilities
and technical assistance necessary to carry out an interception
fynobtrusively.” Tha FBI’s proposed bill, while leaving that :
language in place, would also reguire slectronic service |
providars to ensure that intercepts are carried out “without
detection by the subject of the intercept or any subscriber." Is
"yithout detection" the same as "unobtrusively" or is it a higher
standard? If it is the same, why use different words?

(5) Current law provides that interceptions must be
accomplished “with a minimum of interference" to the services
being tapped. The new proposal would require that the intercept
be accomplished "without degradation" to services. "Without !
degradation" sounds more absolute than "with a minimum of
interference." Is it the same or not?

Industry ccoperation -- technical committee

The phone companies’ position haa been that they have always
cooperated with law enforcement to ensure that wiretap orders
were carried out, and that they would continue to do so in the
future, so legislation was not necessary. The FBI’s response has
been that legislation is necessary to require the smaller service
providers to comply: The Bureau has not cited any failure by
smaller companies to cooperate.

The threat of legislation did focus industry resources on
the issue. In March 1992, in response to circulation of the
initial draft legislation, an industry technical committee was
formed with FBI participation. The technical committee and
action teams focusing on specific issues have been meeting
regularly to examine each problem area identified by law
enforcement. The committee is preparing a series of reports
detailing precisely how law enforcement can intercept each of the
new technologies and features. The costs and risks of the
variocus approaches have not yet been analyzed. The so-called
switch or software solution, which the FBI favors, is expensive
and poses serious security risks.

Last summer, Attorney General Barr told the regional Bell
operating conpanio. (RBOCs) that the Justice Department would be
of no assistance to them on anti-trust issues unless the RBOCs
began serious compromise discussions on the wiretap legislation.
The discussions took place, but were inconclusive.

This is not, however, an RBOC vs law enforcement issue. The !
Bush Administration apparently believed that if it could make a |
separate peace with the RBOCs then everybody else would have to :
come along. The telecommunications industry has become far too
complicated for that.
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Inplications for Securitv, Privacy and Competitiveness

The very technologies that concern the FBI make talaphonas
more sscure from intrusion and fraud and more private. Indeed,
subscribers to telephone services, ulpecialli businasa
subscribers, are demanding greater security in the phone systens
they use, and consequently phone systems are baing designed so
they are harder to penetrate.

The Bush Administration proposals could have mandated a
"dumbing down" of U.8. telecommunications security, leaving the
communications of private citizens and American companies
vulnerable to hackars, criminals, competitors, and foreign
intelligence services. Telephone fraud is already a serious
problam. If the phone companies were to create a way for the FBI

to get into a phone system, that vulnerability could be exploited
by others with fraudulent motivaes.

If U.S8. companies forego certain security measures to
accommodate the FBI, that wzll likely hurt the competitiveness of
American products abroad. Who abroad would buy American-built
phone equipment designed so the FBI could easily tap into it?

One indication that the Administration recognized the
security implications of their proposal is found in the fact
that, under the latest draft, phone equipment used by the federal
government would net have to meet interception standards. The
government did not want to be required to buy equipment mesting
DOJ wiretap standards, presumably because it is worried about the
Vulncrlbility of its own communications.

Attachments
Attached are:

(1) a summary of some of the technologies and services at
issus;

(2) the Bush Administration’s second legislative draft and
supporting materials;

(3) a paper signed by computer and telecommunications
companies and public interest groups, opposing the legislation;

(4) the "Requirements,” a statement of asserted law
enforcement needs, prepared for the FBI.
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What are the technologies and services at issue?

In presentations of the Bush Administration propesal, the
term "digital telephony" is often used to encompass a number of
related but quite distinct techneologies and services.

DiﬂitllItglsnhnnx refera to the electronic transmission of
information in discrete, discontinuocus binary form, as a string
Of ones and zeros, as compared with "old=-fashioned" analog
transmission, which employs a variable, continucus waveform where
the height and langth of the waves represent the informatioen
value. Digital encoding of information forms the basis of many
modern tachnologies, from computers to compact disks; in
telecommunications, it offers large advantages in terms of
carrying capacity, speed and flexibility.

Law enforcement cannot use its old analog equipment to
listen in on a digital line. . New equipment must be purchased and
ersonnel trained in ite use. But digital tranemission, per se,
8 not the problem; with the proper equipment, digital signals

can be translated to voice.

A complicating problem is that digital transmission allows
multi-plexing, the melding of communications from multiple
customers on a single pair of wires. Conversations are broken up
into tiny packets and transmitted in a stream of data with many
other conversations. The challenge is to isolate the calls
associated with a particular target, to the exoclusion of all
others. In an analog system, telephone companies would provide
the FBI with "cable and pair" information, identifying a
particular set of wires exclusively associated with a single
customer. That unique set of wires appeared at numercus points
(known as an “appearances") in the transmission infrastructure.

The FBI is concernsed that in a digital system these
appearances are disappearing. When the phone network is digital
from and-to-end (that 1s, all the way down to each customer’s
premises), the FBI fears there will no longer be a pair of wires
unigue to each subscriber. The telephone companies claim that
this is not really so. They argue that they will always have the
ability to isolate a particular customer’s calls at several

points, since the ability to do 80 is crucial to their providing
quality service,

A term used to describe the end-to-end digital system is
ISDN, which stands for Integrated Services Digital Network. The
ISDN is embodied in an international standard =-- a set of
technical and operational specifications == that defines how to
transmit voice, data, facsimile, and video in digital form over a
common network linking telephones and computers.

PBX stands for Private Branch Exchange, which means a
switchboard, the private switching system used in most offices
and businesses. PBXs allow intra-office calling and they allow




calls made from the outside to a genaral numbar to ba routad to
individual employees. PBXs may provide such features as voice
mail and individual station call accounting (recording tha numbar
called from each extension and other data).

cellular telephones (such as car phones) use radio signals.
Each city or county is carved up into small areas called cells,
each of which has a low power receiver/transmitter, which all
connact through a switching center to the local phone network.

Law enforcement may have been limited in carrying out
intercepts of cellular calls in some cities, but that was a
capacity problem, not a capability problem, i.e., the technology
allowed taps but the switches did not have enough "ports" to hook
the tapes to. The switch manufacturere have been upgrading their
switches. One of the two major cellular companies in New York
recently implemented a change in its switch that can be expanded
to accommodate 1500 simultaneous intercepts.

is a service offered by most local telephone
companies, by which a customer who will be away from home can
direct that his calls be forwarded to another number where he
will be. The call forwarding order is lodged in a computer at
the phone company’s central office switch, and can be changed as
often as desired,

There are other services that are under development or in
the early stages of deployment:

The term personal communications service (PCS) encompasses a
broad range of radio communications services that free
individuals from the constraints of the wireline public switched
telephone network and enable them to communicate when they are
awvay from their home or office telephone. Basic forms of PCSs
include the cordless telephone and cellular phones. In the
future, it is expected that PCSs will be based on hand-held
portable phones, permitting individuals to use the same device
regardless of location and to be reached in any place using a
single telephone number.

A personal communication number (PCN) is a single phone
number that rings whersver you go. PCN is already available on a
limited basis through AT&T, which offers subscribers a permanent
long-distance number that begins with "700." The subscriber can
program the service to direct that any calls to his 700 number be
routed to the nearest phone. This is similar to call-forwarding,
but call-forwarding regquires that the subscriber go back to the
original phone to enter the new destination.
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