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I 
THE WHITE HOUSE 

Schedule Proposal WAS H I N GTO N date 02/24/98 

ACCEPT REGRET PENDING 

TO: 

FROM: 

REQUEST: 

Stephanie Streett 

Samuel Berger 

SYG Kofi Annan requests meeting with 
President Clinton in the late morning 
on Monday, March 2nd. 

Discuss developments in the Gulf, 
support of the United States to the 
UN, and possibly important 
Congressional matters involving UN 
arrears legislation. 

SYG Kofi Annan will visit Washington 
to press for U.S. support of the UN, 
including the $1.5 billion we owe in 
UN arrears. This meeting sets stage 
for the SYG's later meetings with the 
Vice President, State Department 
officials, Congressional leaders and 
the media. 

SYG Annan visited Washington in 
January 1997 just after his election 
as Secretary-General. The President 
has met with SYG Annan several times. 

PURPOSE: 

BACKGROUND: 

PREVIOUS PARTICIPATION: 

DATE AND TIME: Late morning of March 2nd. The SYG 
prefers March 2nd,  before noon. 

15 minutes 

1 hour 

Oval Office 

The President meets SYG Annan for 15 
minutes in a restricted meeting, 
followed by a larger 45 minute 
session either in the Oval Office or 
Cabinet Room. 

BRIEFING TIME: 

DURATION: 

LOCATION: 

OUTLINE OF EVENTS: 



REMARKS REQUIRED: Talking points by NSC 

MEDIA COVERAGE: Pool Press 

FIRST LADY'S ATTENDANCE: Not required. 

VICE PRESIDENT'S ATTENDANCE: Yes, if available. 

RECOMMENDED BY: Sandy Berger 

CONTACT: Len Hawley, ext. 69351 



0331 
1 NATIONAL SECURITY COUNCIL 

WASHINGTON, D.C. 20504 

February 24, 1998 

ACTION 

MEMORANDUM FOR SAMUEL R. BERGER 

THROUGH: RICHARD A. CLARKE 

FROM: BRIAN P. KLEIN eleiL 

SUBJECT: Designation of the Department of Defense as Lead 
Agency for Preparation of a Report under the 
Veterans' Benefits Act of 1997 

The memorandum at Tab I asks the President to designate the 
Department of Defense as lead agency for preparation of a report 
to Congress on a response to medical emergencies from terrorist 
use of weapons of mass destruction. This one time report is 
required pursuant to Section 210 of Title II, Public Law 105-
114, the Veterans Benefits Act of 1997. The Department of 
Defense is currently working on the report and is close to 
completion. We recommend that this designation be made 
expeditiously. 

Concurrence by: Mary DeRosa, Jay Farrar 

RECOMMENDATION 

That you sign the memorandum to The President at Tab I. 

Attachments 
Tab I Memorandum to The President 
Tab A Memorandum to the Secretary of Defense 



0331 

THE WHITE HOUSE 

WAS H I N GTO N 

ACTION 

MEMORANDUM FOR THE PRESIDENT 

THROUGH: THE EXECUTIVE CLERK 

FROM: SAMUEL BERGER 
LARRY STEIN 

SUBJECT: Designating the Department of Defense as Lead 
Agency for Preparation of the Report Required Under 
Section 210 of the Veterans' Benefits Act of 1997 

Purpose 

To request that you designate the Department of Defense as lead 
agency for preparation of a report to Congress on certain 
matters concerning medical emergencies related to terrorist use 
of weapons of mass destruction. 

Background 

Section 210 of Title II, Public Law 105-114 of the Veterans' 
Benefits Act of 1997 (the "Act") requires you to submit a 
report to Congress within 60 days of enactment identifying the 
plans, preparations, and capability of the Federal Government 
and State and local governments for a national response to 
medical emergencies arising from the terrorist use of weapons of 
mass destruction. You signed the Act on November 18, 1997. 

The Act also requires you to designate a lead agency for purposes 
of preparing the report. In order to promptly fulfill this 
legislative requirement, we recommend that the designation of DoD 
as lead agency authority be signed as soon as possible. DoD is 
currently working on this report and is close to completion. 

RECOMMENDATION 

That you sign the attached memorandum. 

Attachments 
Tab A Memorandum to the Secretary of Defense 

cc: Vice President 
Chief of Staff 



THE WHITE HOUSE 

WAS H I N GTO N 

MEMORANDUM FOR THE SECRETARY OF DEFENSE 

SUBJECT: Designation of the Department of Defense as Lead 
Agency for Preparation of the Report Required by 
Section 210 of Public Law 105-114 

I hereby designate the Department of Defense as lead agency for 
purposes of preparing the Report required by section 210 of 
Public Law 105-114. 



TO: DAVIES 

FROM: CLARKE 

UNCLASSIFIED 

NSC/RMO PROFILE 
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ACTION 

MEMORANDUM FOR 

THROUGH: 

FROM: 

SUBJECT: 

NATIONAL SECURITY COUNCIL 

WASHINGTON. D.C. 20504 

February 24, 1998 

GLYN T. DAVIES �/\./
MARY A. HAI�

f{\

/ / 

RICHARD A. CLARK� 

Travel Authorization Request for 
Philip Bobbitt 

21072 

Travel Authorization is hereby requested for Philip Bobbitt to 
travel to San Francisco, California on or about Wednesday, 
February 25, 1998, returning to Washington, D.C. on or about 
Sunday, March 1, 1998. Mr. Bobbitt will be participating in a 
workshop on protecting and assuring critical national 
infrastructure sponsored by Lawrence Livermore National 
Laboratory. 

RECOMMENDATION 

That you approve the travel request and sign the Travel 
Authorization Forms at Tab I. 

Approve lSV Disapprove 

Attachment 
Tab I Travel Authorizations 



DATE: February 24, 1998 

NSC STAFF TRAVEL AUTHORIZATION 

1. TRAVELER'S NAME: Philip Bobbitt 

2. PURPOSE/EVENT (Include Dates): Participate in a workshop on  

protectinq and assurinq critical national infrastructure sponsored by  
Lawrence Livermore National Laboratory.  

3. ITINERARY (Please Attach Copy of Proposed Itinerary): (see attached) 

RETURN DATE: 03/01/98 4. DEPARTURE DATE: 

DEPARTURE TIME:  

2/25/98 

1:45pm  RETURN TIME:  1:29pm 

5. MODE OF TRANSPORTATION: 

GOVT AIR COMMERCIAL AIR POV RAIL 

OTHER 

6. ESTIMATED EXPENSES: 

TRANSPORTATION  $336.00  PER DIEM t 570 OTHER  t 

TOTAL 5Lp -  
7. WHO PAYS EXPENSES: NSC X OTHER  

IF NOT NSC, DESCRIBE SOURCE AND ARRANGEMENTS: 

8. WILL FAMILY MEMBER ACCOMPANY YOU: YES  NO  
IF SO, WHO PAYS FOR FAMILY MEMBER ( If Travel Not Paid By Traveler, 
Describe Source & Arrangements): 

9. TRAVEL ADVANCE REQUESTED: 

10. REMARKS (Use This Space to Indicate Any Additional Items You Would 
Like to Appear on Your Travel Orders): 

11. TRAVELER'S SIGNATURE: Philip Bobbitt i ‘ / ~-
12. APPROVALS: Senior Director  Rich. . Clarke 

1 
Mary A. Director of Administration 

Executive Secretary j 1 Glyn P. D vies 
(-1 



.14F : ,6 I 4 . L7 r Hun 62U29I60 b269438L TO 2024569360 UTA AT&T EA5YLINK PAGE I OF 2 

EASYLINE 8269438L001 24FEB98 14:28/14:29 EST 
FROM: 62029160 

AMERICAN EXPRESS TRAVEL 
TO: 2024569360 

SALES PERSON: 42 
CUSTOMER NBR: 1695000024  

ITINERARY DATE: 24 FEB 98 
SXUQSE PAGE: 01 

TO: WHITE HOUSE TRAVEL 
1600 PENNSYLVANIA AVE 
WASH DC 20500 

FOR: BOBBITT/PHILIP 

25 FEB 98 - WEDNESDAY 
AIR AMERICAN AIRLINES FLT:1595 COACH 

LV WASHINGTON NATL 145P EQP: SUPER 80 
DEPART: NEW TERMINAL 
AR DALLAS FT WORTH 421P NON-STOP 
ARRIVE: TERMINAL 3E 
BOBBITT/PHILIP SEAT-10F 

AIR AMERICAN AIRLINES FLT:1449 COACH SNACK/BRUNCH 
LV DALLAS FT WORTH 502P EQP: SUPER 80 
DEPART: TERMINAL 3E 
AR SAN JOSE CA SJC 650P NON-STOP 
ARRIVE: TERMINAL A 
BOBBITT/PHILIP SEAT-23D 

01 MAR 98 - SUNDAY 
AIR AMERICAN AIRLINES FLT:1970 COACH LUNCH 

LV SAN JOSE CA SJC 129P EQP: SUPER 80 
DEPART: TERMINAL A 
AR CHICAGO OHARE 745P NON-STOP 
ARRIVE: TERMINAL 3 
BOBBITT/PHILIP SEAT-21F 

AIR AMERICAN AIRLINES FLT:500 COACH 
LV CHICAGO OHARE 825P EQP: SUPER 80 
DEPART: TERMINAL 3 
AR WASHINGTON NATL 1059P NON-STOP 
ARRIVE: NEW TERMINAL 
BOBBITT/PHILIP SEAT-29D 

CONTINUED ON PAGE 2 



l Z.7 I RUM ozuzibU aLb9 4JUL TO 2024569360 UTA AT&T EASYLINK PAGE 2 OF 2 

SALES PERSON: 42 
CUSTOMER NBR: 1695000024  

ITINERARY DATE: 24 FEB 98 
SXUQSE PAGE: 02 

TO: WHITE HOUSE TRAVEL 
1600 PENNSYLVANIA AVE 
WASH DC 20500 

FOR: BOBBITT/PHILIP 

. TOTAL AIR FARE USD336.00 
• SECURITY ALERT INFORMATION 
DUE TO THE FAA MANDATED INCREASE IN AIRPORT SECURITY 
YOU MAY BE REQUIRED TO PRODUCE A PHOTO IDENTIFICATION 
AT AIRPORT CHECKIN. 

FOR AFTER HOUR EMERGENCIES 
CALL 800-847-0242/YOUR HOTLINE CODE IS S-KC52 
• 

• REMINDER 
ALL FREQUENT FLYER BENEFITS EARNED ON OFFICIAL TRAVEL 
ARE THE SOLE PROPERTY OF THE U.S. GOVERNMENT AND CANNOT 
BE REDEEMED FOR PERSONAL USE. 

• 

ALL UNUSED TICKETS ARE TO BE RETURNED TO AMERICAN 
EXPRESS OR YOUR TRAVEL COORDINATOR IMMEDIATELY UPON 
RETURN FROM TRAVEL OR WHEN TRIP HAS BEEN CANCELED. 

• 

THANK YOU FOR TRAVELING WITH AMERICAN EXPRESS. 
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NATIONAL SECURITY COUNCIL 20141 

WASHINGTON. D C. 2O5O,1 

February 24, 1998 

MEMORANDUM FOR MR. WILLIAM J. BURNS 
Executive Secretary 
Department of State 

SUBJECT: NSC Staff Foreign Travel Notification 

NSC STAFF Steven Simon 
MEMBER Director for Global Issues and Multilateral 

Affairs 

Purpose of Travel: 

Steven Simon will travel to Tel Aviv with an interagency team 
for consultations with the Israeli and Palestinian governments. 
He will then travel to London to participate in a meeting of 
Counterterrorism Experts of the Eight. Both trips are being 
coordinated by the Department of State's office of 
Counterterrorism. 

Itinerary 

CITY MAJOR EVENT/MEETING DATE 

28 Feb - 4 Mar Tel Aviv Consult with senior 
officials 

4 Mar - 7 Mar London Meeting of Counter-
terrorism Experts 

Gly ies 
Executive Secretary 



20141 
NATIONAL SECURITY COUNCIL 

WASHINGTON. D C 20504 

February 18, 1998 e 
ACTION 

MEMORANDUM FOR GLYN T. DAVIES 

THROUGH: MARY A. HAIN 

FROM: RICHARD A. CLAR 

SUBJECT: Travel Request for Steven Simon. 

Travel Authorization is hereby requested for Steven Simon to 
travel to Tel Aviv, Israel and London, England on or about 
Saturday, February 28, 1998 and return to Washington, D.C. on 
Sunday, March 8, 1998. 

Mr. Simon will be a member of an interagency team traveling to 
Tel Aviv for consultations with the Israeli and Palestinian 
governments February 28 - March 4 and then travel on to London 
to participate in the meeting of Counterterrorism Experts of the 
Eight March 5-6. 

The U.S. Department of State will pay for travel and per diem. 

RECOMMENDATION 

That you approve the requested travel and sign the Travel 
Authorization Form at Tab I. 

A prove Disapprove 

Concurrence: Bruce 

Attachments 
Tab I NSC Travel Authorization Form 
Tab II Memorandum to the Department of State 



• 20141 DATE: February 18, 199;3 

NSC STAFF TRAVEL AUTHORIZATION 

1. TRAVELER'S NAME: Steven Simon 

2. PURPOSE/EVENT (Include Dates): Consultations with members of Israeli  
and Palestinian governments Feb 28 - March 4 in Tel Aviv and attend the  
"meeting of Counterterrorism Experts of the Eiqht in London March 5-6.  

3. ITINERARY (Please Attach Copy of Proposed Itinerary): Copy attached. 

4. DEPARTURE DATE: 2/27/98 RETURN DATE: 3/7/98 

DEPARTURE TIME: RETURN TIME: 

5. MODE OF TRANSPORTATION: 

GOVT AIR COMMERCIAL AIR X POV RAIL 

OTHER 

6. ESTIMATED EXPENSES: 

TRANSPORTATION - . PER DIEM 

TOTAL -'*S-() LP) 
- 

*co Icoo OTHER 

7. WHO PAYS EXPENSES: NSC OTHER 

IF NOT NSC, DESCRIBE SOURCE AND ARRANGEMENTS: 

State 

X 

U.S. Department of 

8. WILL FAMILY MEMBER ACCOMPANY YOU: YES  NO x  
IF SO, WHO PAYS FOR FAMILY MEMBER ( If Travel Not Paid By Traveler, 
Describe Source & Arrangements): 

9. TRAVEL ADVANCE REQUESTED: 

10. REMARKS (Use This Space to Indicate Any Additional Items You Would 
Like to Appear on Your Travel Orders): Business Class between 

Washington DC and Tel Aviv, Israel authorized. Use of Taxi Authorized.  

r 
11. TRAVELER'S SIGNATURE: 

12. APPROVALS: Senior Director 

cwkiu) Director of Administration 

Executive Secretary 



iN1AERI

mI

CAN  
E<PRESS 

• 

SALEs PERSON: 60 
CUSTOMER NBR: 1695000024 

ifINERARY 
1UHMV1 

DAIL: 1z3 ' 
PAGE: 01 

COACH 
73t-T 

842P 

COACH 
1000P 

540P 

COACH 
715A 
1120A 

COACH 
1215P 

1225P 

EOP: MD - 80 

NON-STOP 

DINNER 
LOP: BOEING 767 

1-S1OP 

BREAKFAST 
EOP: AIRBUS A320 
NON-STOP 

SNACK/BRUNCH 
EOP: AIRBUS A321 

NON-STOP 

Corporate 
Services 

?WOMAN CAYNLSS 

TRAVEL RELATED SERVICES COMPANY, INC. 
WHITE HOUSE TRAVEL OFFICE 

Old Executive Office Building, Room 87 
Washington, D.C. 20500-0001 

Telephone: 202 456-225o 
Fax: 202 456-6670 

After Hours Emergency: 800 847-0242 
Your code number is KC52 

INVOICE/ITINERARY 

TO: WHITE HOUSE TRAVEL 
1600 PENNSYLVANIA AVE 
WASH DC 20500 

FOR: SIMON/STEVEN MR 

22 FEB 98 - FRIDAY 
. AIR TRANS WORLD AIRLINES FLT:30 

LV WASHINGTON NATL 
DEPART: MAIN 1LRM1NAL 
AR NEW YORK JFK 
ARRIVE: TERMINAL J 

S1MON/S1EVEN MR SEAF-24C 
AIR TRANS WORLD AIRLINES FLT:834 

LV NEW YORK jFK 
DEPARi: TERMINAL 5 

28 FEB 98 - SATURDAY 
AR TEL AVIV iLV 

03 MAP 98 - TUESDAY 
AIR AIR FRANCE FIT:2293 

LV FEL AVIV TLV 
AR PARIS DE GAULLE 
ARRIVE: AEROGARE 2 fthMINAl N 

AIR AIR FRANCE FLf:lb70 
LV PARIS OE GAULLE 
DEPAR1: ALROGARE 2 fERN1NAL B 
AR LONDON HEAIHROW 
ARRIVE: TERMINAL 2 

04 hAR 96 - WEDNESDAY 
AIR AIR FRANCE FLI:Cr293 COACH 

LV TEL AVIV FLA) 715A 
AR PARIS DE GAULLE 1120A 
ARRIVE: AEROGARE 2 FERMINAL B 

AIR AIR FRANCE FLT:1570 COACH 
LV PARIS DE GAULLE 1215P 
DEPART: AEROGARE 2  TERMINAL B 
AR LONDON HEAFHROW 1225P 
ARRIVE: TERMINAL 2 

BREAKFAST 
EPP: A IRBUS A320 
NON-STOP 

SNACK/BRUNCH 
EOP: AIRBUS A32 i 

NON-STOP 

CONTINUED ON PAGE 2 

Please read important consumer disclosure notice 
printed on reverse which is part of your contract. 

TR 6810-0155 (Rev. 1/97) Printed in  U.S.A. COPY 2 



EXPRESS 

Corporate 
Sol ices 

?WOMAN CAPRESS 
TRAVEL RELATED SERVICES COMPANY, INC. 

WHITE HOUSE TRAVEL OFFICE 
Old Executive Office Building, Room 87 

Washington, D.C. 20500-com 
Telephone: 202 456-2250 

Fax: 202 456-6670 
After Hours Emergency: 800 847-0242 

Your code number is KC52 

INVOICE/ITINERARY 

SALES PERSON: 60 
CUSTOMER NUR: 165'5000024  

li.INERARY DATE: 18 rEJf ' 
IHHhVf PAGE: 02 

TO: WHIfE HOUSE TRAVEL 
1600 PENNSYLVANIA AVE. 
WASH DC 20500 

FOR: SltION/SELVEN mR 

07 MAR 98 -- .0A1URDAY 
AIR UNITED AIRLINES FLT:919 COACH 

LV LONDON HEATHROW 1230P 
DEPART: TERmINAL 3 
AR WASHINGTON DULLES 350P 
SIMON/STEVEN MR SEAT-35C 

. SECURITY ALERT INFORMATION 
DUE TO THE FAA MANDATED INCREASE IN AIRPORT SECURITY 
YOU MAY BE REOUIRED TO PRODUCE A PHOTO IDENTIFICATION 
AT AIRPORT CHECKIN. 

FOR AFTER HOUR EMERGENCIES 
CALL 800-847-0242/YOUR HOTLINE CODE IS S-Kt:52 

. REMINDER 
ALL FREQUENT FLYER BENEFITS EARNED ON OFFICIAL TRAVEL 
ARE THE SOLE PROPERTY OF THE U.S. GOVERNMENT AND CANNOT 
BE REDEEMED FOR PERSONAL USE. 

ALL UNUSED TICKETS ARE TO BE RE1URNED TO AMERICAN 
EXPRESS OR YOUR TRAVEL COORDINATOR IMMEDIATELY UPON 
RETURN FROM TRAVEL OR WHEN TRIP HAS BEEN CANCELED. 
•  

THANK YOU FOR IRAVILING WITH AMERICAN EXPRESS. 

LUNCH 
EQP: BOEING 777 

NON-STOP 

Please read important consumer disclosure notlce 
printed on reverse which is part of your contract. 

TR 681o-o155 (Rev. 1/97) Printed in U.S.A. COPY 2 



Withdrawal/Redaction Marker 
Clinton Library 

DOCUMENT NO. SUBJECT/TITLE DATE RESTRICTION 
AND TYPE 

001a. list re: Hotel Accommodations (1 page) 02/18/1998 P6/b(6), b(7)(C), b(7)(F) 

COLLECTION: 
Clinton Presidential Records 
National Security Council 
Richard A. Clarke (Transnational Threats (TNT)) 
OA/Box Number: 1381 

FOLDER TITLE: 
February Chron - 1998 [4] 

2006-0191-F 

Jp271 

RESTRICTION CODES 
Presidential Records Act - [44 U.S.C. 2204(a)] 

PI National Security Classified Information [(a)(1) of the PRA] 
P2 Relating to the appointment to Federal office [(a)(2) of the PRAI 
P3 Release would violate a Federal statute RO(3) of the PRAI 
P4 Release would disclose trade secrets or confidential commercial or 

financial information [(a)(4) of the PRAI 
P5 Release would disclose confidential advise between the President 

and his advisors, or between such advisors [a)(5) of the PRA] 
P6 Release would constitute a clearly unwarranted invasion of 

personal privacy l(a)(6) of the PRA] 

C. Closed in accordance with restrictions contained in donor's deed 
of gift. 

PRM. Personal record misfile defined in accordance with 44 U.S.C. 
2201(3). 

RR. Document will be reviewed upon request. 

Freedom of Information Act - [5 U.S.C. 552(b)] 

b(1) National security classified information [(b)(1) of the FOIA] 
b(2) Release would disclose internal personnel rules and practices of 

an agency [(b)(2) of the FOIA] 
b(3) Release would violate a Federal statute [(b)(3) of the FOIA] 
b(4) Release would disclose trade secrets or confidential or financial 

information [(b)(4) of the FOIA] 
b(6) Release would constitute a clearly unwarranted invasion of 

personal privacy l(b)(6) of the FOIA] 
b(7) Release would disclose information compiled for law enforcement 

purposes l(b)(7) of the FOIA] 
b(8) Release would disclose information concerning the regulation of 

financial institutions [(b)(8) of the FOIA] 
b(9) Release would disclose geological or geophysical information 

concerning wells [(b)(9) of the FOIAI 



rmuri U.S. UtHl. UF SSTATE TO 94569360 P.03 Washington before departure. 

4. (U) The delegation proposes travel or the following schedule: 

date depart time arrive time flight 

2/28 DCA 1935 JFK 2042 TWA 30 

2/28 JFK 2200 TWA 884 

3/1 TLV 1740 

3/3 TLV 2215 TWA 883 

3/4 JFK 0600 

3/4 JFK 0745 DCA 0900 TWA 7782 

TOTAL P.03 
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CONFIDENTIAL 
Decl. 2/16/03 

February 17, 1998 

TO: DOJ - Jim Reynolds 
FBI - Dale Watson 
NSC - Steven Simon 
FAA - David Leach 

FROM: S/CT - Kenneth McKune, Acting 

SUBJECT: Meeting of Counterterrorism Experts of the Eight in London March 5-6 

The USG delegation to the March 5-6 Meeting of Counterterrorism Experts of the Eight in London will be led by Gordon Gray of this office. I invite you or your nominee to take part in the delegation. Since the Lockerbie issue is the only agenda item on aviation, I would appreciate it if Embassy London's CASLO, Elizabeth Mullikan, could attend that portion of the discussion. 

A UK-provided draft agenda is attached. 

S/CT will hold a delegation preparatory meeting in Room 2507 on Friday, February 27 at 11 arn. 

Please advise John Spiegel at 647-8941 who will attend the preparatory meeting; we need the social security number and date of birth for those without a State Department building pass. For those traveling to London, we need passport numbers and hotel reservation requests for the country clearance cable. Please reply by noon on Friday, February 20. 

I am looking forward to seeing you at the delegation meeting on February 27. 

CONFIDENTIAL  
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PM! j:EAGiENDA 

'approximate timings to be inserted later) 

Introductoic; 

* Chairman's welcome 
* Approval of agenda 

International terrorist trends 

* Recent incidents 
* Current trends 

Progress reports and possible future action 

* Progress cn the 25 Points 
* Developments in national legislation * Report frcrn the G8 Crime Experts' Group * Promotion of cooperation in regional and ocher fora * Counter-terrorism Technology Conference, 11-12 December * Seminar on Terrorist Arms Trafficking, 9-10 February * Seminar on Chemical & Biological Terrorism, 23-24 March * Directory of Counter-Terrorism Competences: wider use 
Instruments against international terrorism 

* Ratificat:on of 11 international conventions on terrorism (includinc UN Convention on the Suppression of Terrorist Bombing, opened for signature on 12 January) * Draft nuc:ear terrorism convention * Aviation security; 'ten years on from Lockerbie' (ICAO measures) - presentation by Transec 

G8 coordinated action 

* Action against terrorist fund-raisina - presentation by TFF? * National :errorist crisis management procedures * Guidelines on handling hostage incidents and ransom demands * Resocnse oultinational hostage incidents * Expor: controls  on explosives and terrorism-related items - m,-esentati:n 'cy DTI? 
* M - eeting of G8 counter-terrorism - oossible themes Oec terrorist  fund-raisinco _ 

Wrao-up 

* 0hairman's conclusions 
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1 
February 24, 1998 

ACTION 

MEMORANDUM FOR SAMUEL BERGER 

THROUGH: RICHARD A. C 

FROM: LEN HAWLEYak 

SUBJECT: Schedule Proposal for a Presidential Meeting with 

SYG Kofi Annan on March 2, 1998 

This scheduling proposal requests a private one-on-one meeting 

between SYG Kofi Annan and President Clinton in the late morning 

of March 2, 1998. 

In a phone call with the President this afternoon, SYG Annan 

indicated he would be in Washington next week and asked for a 
one-on-one private meeting with the President, aside from any 
media event. President Clinton said: "That's fine. Call Sandy 
Berger and ask him to find time for us to meet on Monday." This 
scheduling proposal initiates that action. 

SYG Kofi Annan will visit Washington March 2-4 to press for U.S. 
support of the UN, including the $1.5 billion we owe in UN 
arrears. His schedule includes visits with the Vice President, 
State Department officials, Congressional leaders, and 
Washington media. 

RECOMMENDATION • 

That you sign the Schedule Proposal at Tab I. 

Attachment 
Tab I Schedule Proposal 



1394 

THE WHITE HOUSE 

Schedule Proposal 
WAS Fi I N GTO N 

date 02/24/98 

ACCEPT REGRET PENDING 

TO: Stephanie Streett 

FROM: Samuel Berger 

REQUEST: SYG Kofi Annan requests a private 
one-on-one meeting with President 
Clinton in the late morning on 
Monday, March 2nd. 

The SYG will want to discuss 
developments in the Gulf, support of 
the United States to the UN, and 
possibly important Congressional 
matters involving UN arrears 
legislation. 

SYG Kofi Annan will visit Washington 
Mar 2-4 to press for U.S. support of 
the UN, including the $1.5 billion we 
owe in UN arrears. Coming at the 
front end of Annan's visit, this one-
on-one meeting sets the stage for the 
SYG's activities while in Washington, 
D.C. 

SYG Annan visited Washington in 
January 1997 just after his election 
as Secretary-General. The President 
has met with SYG Annan a number of 
times. During his State of the Union 
address, the President urged Congress 
to take early action to pay the UN 
Arrears. A related scheduling 
proposal seeks a Presidential event, 
"UN Heroes Day," immediately after 
this meeting with Annan. 

Late morning of March 2nd. The SYG 
prefers March 2nd' before noon. 

PURPOSE: 

BACKGROUND: 

PREVIOUS PARTICIPATION: 

DATE AND TIME: 

BRIEFING TIME: 5 minutes 



15 minutes 

Oval Office 

The President meets SYG Annan for 15 
minutes. If approved, the "UN Heroes 
Day" event would follow immediately 
in the Roosevelt Room. If not, the 
SYG would proceed to lunch in the 
White House with Sandy Berger. 

T 

DURATION: 

LOCATION: 

OUTLINE OF EVENTS: 

REMARKS REQUIRED: Talking points by NSC NESA and Global 

MEDIA COVERAGE: Pool Press 

FIRST LADY'S ATTENDANCE: Not required. 

VICE PRESIDENT'S ATTENDANCE: Not required. 

RECOMMENDED BY: Sandy Berger 

CONTACT: Len Hawley 
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SECRET 
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Per E.O. 13526 

2015-0041-M (1.60) 

6/1/2023 VZ 

MEMORANDUM FOR MEMBERS OF THE INTERNATIONAL PUBLIC INFORMATION 
INTERAGENCY WORKING GROUP ON IRAQ 

THROUGH: ERIC SCHWARTZ .154M 

FROM: JAMIE METZ 
• 

SUBJECT: Summary of Conclusions - February 23, 1998 
Meeting on International Public Information (IPI) 
Strategies for Iraq 

It was agreed that the following steps will be taken: 

• USIA agreed to prepare a detailed proposal for a Presidential 
interview with select Arab journalists. 

EO 13526 1.4c, (b)L3)_ 
EO 13526 1.4c, (b)(3) 

• USIA agreed to prepare a themes paper based on recent polling 
data which suggests issues of particular concern to foreign 
audiences which need to be addressed by senior U.S. officials. 

• USIA agreed to update its post-strike plan to take account of 
recent political developments. 

• NSC agreed to follow up on the proposal for an Albright or 
Berger Op-Ed making key public diplomacy points for worldwide 
distribution by USIA. 

• NSC agreed to seek visual images of 986 activity for inclusion 
in IPI materials. 

• JCS agreed to prepare a short "thought piece" on what the USG 
can do to repair international relations "bridges" damaged in 
the past weeks and sow the seeds for any potential future U.S. 
enforcement action in the future. 

• State-PA agreed to update its public diplomacy themes cable as 
appropriate to account for changes in U.S. policy following 
the Annan agreement. 
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SUBJECT: Deputies Committee Meeting on Unconventional 
Threats Against the U.S. (PDD-XX, PDD-YY) (U) 

There will be a Deputies Committee meeting on Wednesday, 
February 4, 1998 from 11:00 a.m. until 12:30 p.m. in Rm. 208 of 
the Old Executive Office Building. Attendance is limited to 
principals plus one. An agenda is attached at Tab A. A 
discussion paper is attached at Tab B (-St 

/11- 
lyn T. Davies 
Executive Secretary 

Attachments 
Tab A 
Tab B 
Tab C 
Tab D 

Agenda 
Discussion paper 
Draft PDD-XX 
Drat PDD-YY 
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AGENDA 

Introduction  NSC 

II. Discusaion - Paper .. .... . • . . ....... ALL 

III. Other Issues . . .ALL 

IV. Next Steps ALL 
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CONFIDENTIAL 20047 

DISCUSSION PAPER FOR 
NSC DEPUTIES COMMITTEE MEETING ON UNCONVENTIONAL THREATS TO THE 

UNITED STATES (U)  

References: (1) Report of President's Commission on Critical 
Infrastructure Protection; (2) Draft PDD-XX; (3) Draft PDD-YY 

This discussion paper addresses how the US Government should be 
structured to respond to the emerging, unconventional threats to 
US territory and Americans abroad. The paper is keyed to the 
latest drafts of PDD-XX and PDD-YY, attached. These drafts have 
changed from previous versions based upon informal interagency 
coordination. 

1.0 Background 

There are increased concerns about our vulnerability to 
unconventional threats because: 

o The margin of U.S. military superiority over potential 
enemies is so great that it may force such enemies to look for 
unconventional ways to attack us, such as attacks in the 
homeland to intimidate us and to degrade our military response; 

o Many of our potential enemies have access to 
unconventional means including terrorism, weapons of mass 
destruction, and cyber warfare capabilities; they could use 
these unconventional methods of attack singly or in combination; 

o Our potential enemies include non-state actors such as 
terrorist groups and international organized criminal 
syndicates, some of which are capable of posing the same level 
of unconventional threat as nations; 

o Federal agencies, state and local governments, and 
private sector institutions all have significant vulnerabilities 
to unconventional attacks; 

o The increasing interdependence of elements of our 
government, military, economy, and society on a set of 
interrelated, interdependent infrastructures could make the 
scope and effects of unconventional attacks extremely damaging. 
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1.1 Expressions of Concern: These concerns have been 
expressed by the President, the Congress, senior Administration 
officials, and panels, most notably the Marsh Commission. 

The President: Over the last three years the President has 
repeated his personal concern, as in these examples: 

"New technologies make our borders vulnerable to ten-orists and dangerous 
weapons....Eveiy day millions of people use laptops, modems, CD ROMs, (but) 
technology can be used for good or evil.... these forces make us even more vulnerable to 
the organized forces of destruction, the forces of terror.... The technological revolution 
can bring more and more problems to our shores.... Today the threat to our security is not 
just in an enemy silo, but in a briefcase or in the car bomb of a terrorist." 

"Certain national infrastructures are so vital that their incapacity or destruction would 
have a debilitating impact on the defense or economic security of the United 
States....Because many of these critical infrastructures are owned and operated by the 
private sector, it is essential that the government and private sector work together to 
develop a strategy for protecting them and assuring their continued operation." 

And in Tuesday's State of the Union: 

"We must combat an unholy axis of new threats from terrorists, international criminals.... 
These 21st century predators feed on technology and the free flow of information and 
ideas and people. And they will be all the more lethal if weapons of mass destruction fall 
into their hands." 

Congress: The Congress has, on several occasions, indicated its 
interest in the further integration and coordination of these 
issues. 

o The Senate Appropriations Committee required the 
Administration to submit by the end of 1998 a comprehensive 
interdepartmental plan for dealing with critical infrastructure 
protection, terrorism, and weapons of mass destruction 
vulnerability in the U.S. 

o The Intelligence Authorization called for the 
establishment within the NSC of a new "Committee on 
Transnational Threats" to be chaired by the APNSA, the primary 
function of which would be to "coordinate and direct the 
activities of the USG relating to combating transnational 
threats." 

o The Defense Authorization mandated that the President 
designate an individual to serve in the Executive Office of the 
President as the National Coordinator on Proliferation Matters 
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to advise on non-proliferation of WMD, including issues related 
to terrorism, arms control, and international organized crime, 
and to coordinate nonproliferation research efforts. 

Senior Administration Officials: The Attorney General, 
Secretary of Defense, and others have addressed this issue: 

"The front lines are no longer overseas; it can just as well be in any American city." 
William Cohen, 25 November 1997 

"The evolving security environment has significant implications for how the national 
security apparatus operates. The distinction between foreign and domestic policies are 
less pronounced than in the past. The United States faces a panoply of threats that 
require smooth interaction among diplomatic, military, law enforcement, and 
consequence management organizations. Our national security apparatus must be 
flexible and responsive to meet the kinds of challenges this nation will face in the 
foreseeable future." William Cohen, 15 December 1997 

"We will develop an effective capability to detect, prevent, defeat and manage 
consequences of nuclear, biological and chemical material and weapons used by 
terrorists. Let me explain briefly some of the means by which we seek to accomplish 
these objectives....A Presidential Commission on Critical Infrastructure Protection has 
been created....as part of this effort, an Information Protection Task force has been 
created. It is a multi-agency effort to identify and coordinate existing expertise and 
capability, in the government and the private sector, relative to critical infrastructure 
protection" Janet Reno, 13 May 1997 

Panels and Commissions: There have been numerous reports, both 
within and outside of the government, that have addressed these 
issues and recommended additional efforts, coordination and 
integration: 

o The December 1997 report of the National Defense Panel 
which stressed the need for increased emphasis, comprehensive 
planning, and interagency coordination on homeland defense, 
focusing on the interrelated dangers of terrorism, weapons of 
mass destruction and consequence management, and information 
warfare and attacks on critical infrastructures. 

o The October 1997 report of the President's Commission on 
Critical Infrastructure Protection (Marsh Commission) 
recommended that the administration coordinate critical 
infrastructure protection through an office in the NSC, create a 
interdepartmental support office located in Commerce, formalize 
a "lead agency" management process, and create a public/private 
information sharing and analysis center. 
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o The March 1997 report of the Livermore Study Group on 
Terrorist Use of Weapons of Mass Destruction (Woolsey-Nye 
report) called for a National Coordinator reporting to the Vice 
President and supported by a planning staff. 

o The Brown Commission on U.S. Intelligence for the Twenty-
First Century recommended the creation of a coordinator on the 
NSC and a permanent support staff to address terrorism, WMD 
proliferation, narcotics trafficking, and international 
organized crime. 

o The 1996 report of the Defense Science Board Task Force 
on Information Warfare-Defense recommended establishing a center 
for intelligence, indication and warning, and threat assessment 
within the Defense Department and also recommended possibly 
establishing an additional public/private center for indications 
and warning. 

o The Commission on the Roles and Missions of the Armed 
Forces recommended that the office of the Vice President be 
charged with integrating the nation's response capabilities and 
that a permanent multiagency planning staff be established. 

2.0 Proposed Directives and Structure 

2.1 The PDDs: A pair of Presidential Decision Directives 
have been drafted in response to these concerns and proposals: 

o PDD-XX: The purpose of this directive is twofold. First, 
it is a vehicle for the President to re-emphasize the importance 
he personally attaches to addressing the unconventional threats 
to the homeland and to Americans abroad. Second, the directive 
establishes an improved system for interagency coordination and 
accountability, by strengthening the Lead Agency approach and 
specifying ten program areas. There would be clear 
responsibility for policy development and implementation for 
each program. 

o PDD-YY: This directive elaborates policy on one of the 
ten program areas, the protection of critical infrastructure. A 
separate Directive is required because no Administration has 
ever enunciated a comprehensive and detailed policy and program 
in this area. The Directive incorporates the work of the Marsh 
Commission. The central concept incorporated in this PDD is 
that of a Public/Private Partnership leading to the greatest 
possible voluntary cooperation between the government and the 
private sector to reduce vulnerabilities. Two other key 
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concepts are an outreach program of Education and Awareness and 
the creation of a National Infrastructure Protection Plan. 

2.2 The Structure: The two Directives use an interagency 
structure to address the unconventional threats by building on 
the current interagency system and by adding specific, new 
Critical Infrastructure organizations. 

o IWGs: The existing IWGs for Counter-terrorism, Critical 
Infrastructure Protection, Continuity of Government Operations, 
and WMD Counter-terrorism Consequence Management would be the 
core of the interagency system. These IWGs would each meet at 
the Assistant Secretary-level or above and be chaired by a 
Special Assistant to the President (NSC) with the designation 
National Coordinator for Security, Critical Infrastructure and 
Counter-Terrorism. The National Coordinator, as the chair of 
the groups, may convene joint meetings as appropriate. When the 
DC or PC meets to consider counter-terrorism, security or 
infrastructure protection issues, the National Coordinator would 
join the meeting as a full member. 

o IPC: An Infrastructure Protection Center would be 
created in the Department of Justice, FBI. The Center would 
provide a warning, assessment, and crisis management focus for 
infrastructure and, particularly, cyber attacks. 

o ISAC: The USG would encourage the private sector to 
create an Information Sharing and Analysis Center to address 
cyber and other critical infrastructure issues. The USG would 
facilitate and, as appropriate, participate in the ISAC. The 
rationale for a private sector entity is that (a) 
infrastructures are largely owned and operated by the private 
sector, (b) infrastructures are increasingly interdependent 
requiring a means of sharing and assessing vulnerabilities and 
other protection information across sectors, (c) the private 
sector needs a locus for its own activities in support of the 
Government effort, and (d) the private sector may be reluctant, 
at least initially, to share vulnerability and competitive 
information with the Government. 

In addition, the PDD carries forward the Commission 
recommendations for an Advisory Council and a small interagency 
National Plan Coordination staff (NPC). The NPC staff would 
coordinate the integration of the various components of the 
National Infrastructure Protection Plan, which will be developed 
by the various Lead Agencies. The NPC staff would also 
coordinate the government-wide outreach and Education and 
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Awareness efforts. The NPC staff in the directive is, however, 
half the size of the current Transition Office and has a sunset 
provision following the creation of the National Infrastructure 
Protection Plan. 

3.0 Issues for Discussion 

3.1 Integration of Unconventional Threat Responses: As 
noted in sections 1.0 and 2.0 above, the President, Congress, 
and expert panels have seen a commonality among the 
unconventional threats to the homeland and Americans abroad. 
Currently the USG structure does not integrate these threats for 
policy development, implementation, or crisis management below 
the Deputy Secretary level in most agencies. The National 
Coordinator, in his role as the chair of the related IWGs, would 
be responsible for ensuring such coordination, and for raising 
these issues for consideration by the Deputies or Principals, as 
appropriate. 

These Directives do not create a structure similar to the "Drug 
Czar," which is a separate organization in the Executive Office 
of the President, has a staff of 200, and is headed by a Cabinet 
Rank officer subject to Senate confirmation. Instead, the 
directives employ and strengthen the Lead Agency approach, and 
designate a senior officer within the NSC staff system to 
coordinate the work of the IWGs. 

Alternatives to the PDDs would be to: 

o Have the IWGs report to a new senior coordinating group 
on these issues which would report directly to the 
Principals Committee 

o Merge the existing four IWGs into the terrorism IWG 

o Create a new agency within the Executive Office of the 
President, similar to the "Drug Czar" 

-- or, conversely, have separate several senior NSC 
Staff officers, each with one or two assistants, to 
serve as the White House point of contact for each of 
the types of Unconventional Threats. 

3.2 Single Lead Agency for Critical Infrastructure: The 
two draft directives assign specific Lead Agency functions to 
several departments. There is not a single Lead Agency. 
Coordination among the departments is facilitated by an 
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interagency National Plan Coordination Support Staff, for which 
the Commerce Department would serve as Executive Agent. 

An Alternative Approach to this distributed approach would be to 
place a single department, specifically the Justice Department, 
in the role of Lead Agency. Justice has objected to an approach 
which does not designate a single Lead Agency. Justice is 
creating a large, well-funded Infrastructure Protection Center 
(IPC) within the FBI, as one of the offices reporting to a 
Deputy Assistant Director of the Bureau. 

In the Alternative Approach, the IPC could perform the role of 
two other components in PDD-YY, the National Plan Coordination 
staff and the Information Sharing and Analysis Center. 

3.2.1 The Information Sharing and Analysis Center: Based 
on the work of the Commission and the IWG, draft PDD-YY proposes 
that the USG work with the private sector to develop a 
complementary analysis entity to the proposed Justice Department 
Information Protection Center (IPC). The proposed private 
sector counter-part could be called the Information Sharing and 
Analysis Center (ISAC). 

While the USG can not create the ISAC, the PDD would have the 
USG urge and facilitate its creation and make suggestions about 
how it might work. The rationale for the ISAC would be: 

o The various sectors of the commercial, private 
infrastructures each have their own industry/trade groups that 
could address infrastructure issues, but there is no such group 
that serves as a venue for all sectors to develop education and 
awareness programs, fund research, or develop policies; 

o Some parts of the private sector have demonstrated a 
reluctance to share proprietary information with the Justice 
Department and FBI; these companies might be more willing to 
participate in vulnerability analyses and report on problems if 
the reports were going to an industry owned and operated 
institute which could filter the information provided to 
DOJ/FBI. 

The Alternative Approach would rely upon the FBI's IPC to 
perform this liaison with the private sector. This approach 
would avoid the USG giving the appearance of condoning a non-
governmental entity as the locus for reporting crimes. The 
private sector could develop some entity on its own, but the USG 
would not actively encourage or facilitate it. 
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3.2.2 The National Plan Coordination (NPC) support staff: 
The draft PDD-YY directs that the Commission Transition Office 
be reduced in size by roughly half to 20 professionals, be 
redesignated the National Plan Coordination support staff, and 
be given a "sunset clause" or limited duration of 36 months (the 
period during which the National Infrastructure Protection Plan 
would be under development). The draft PDD assigns the staff 
office to the Commerce Department as Executive Agent beginning 
in FY99 (until then it would continue in DOD). 

The rationale for the Office is that this new and complex issue 
spills over any one department and requires full time 
coordination of the work of many departments and agencies. The 
tasks of the office would be: 

o Coordinate the development of the sector plans and their 
integration into the National Infrastructure Protection Plan; 

o Coordinate the development of a U.S. Government 
Protection Plan from the submissions of the CIOs of each 
department and agency; 

o Coordinate outreach to the public and the sectors; 
implement the Education & Awareness recommendations of the 
Commission; 

o Serve as Executive Secretary of the Interagency Working 
Group on Critical Infrastructure Protection; 

o Conclude the classification, publication, and disposition 
of the Commission's documentation. 

The draft PDD places the Office in the Department of Commerce as 
Executive Agent. The rationale for that assignment is the 
belief that the private sector reaction to the PDD implementing 
the Commission's recommendations would be more favorable if the 
organization demonstrates USG appreciation for the private 
sector's role in critical infrastructure protection, the need 
for effective business rationale for USG's expectations of 
private sector protection efforts, and to further encourage 
understanding of the breadth of the issues involved (business, 
defense, law enforcement, intelligence, etc.). Without that 
assignment, the PDD would seem to treat the Critical 
Infrastructure issue exclusively as a national security/law 
enforcement problem. 
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The Alternative Approach would rely upon the only large 
infrastructure staff in the USG to perform these roles for the 
rest of the government, i.e. the FBI's IPC. In addition 3-4 NSC 
staffers would be reassigned from their current duties to work 
with the IPC and the Interagency Working Group. The IPC would: 

o Coordinate the portions of the National Plan initially 
drafted by each of the Departments with a Lead Sector liaison 
function; 

o Review the individual department and agency's cyber 
security and protection plans for there own internal operations. 

3.3 Extension of Executive Order: Whether the NPC support 
staff is created or the FBI's IPC takes on that role, there is 
the separate issue of whether to extend the Commission 
Transition Office and the current Advisory Committee while the 
new PDDs are coming into effect. The Staff Director has 
proposed that the Executive Order creating these organizations 
be amended to have an end date of September 30. This amendment 
would permit the staff to conclude the classification and 
distribution of their voluminous files and report, finalize on-
going contract research, and respond to the numerous requests 
for information and briefings on the Commission. It would also 
extend the Advisory Committee until new appointments could be 
completed. 

'CONFIDENTIAL 
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PRESIDENTIAL DECISION DIRECTIVE/NSC-YY 

TO: The Vice President 
The Secretary of State 
The Secretary of the Treasury 
The Secretary of Defense 
The Attorney General 
The Secretary of Commerce 
The Secretary of Health and Human Services 
The Secretary of Transportation 
The Secretary of Energy 
The Administrator, Environmental Protection Agency 
The Director, Office of Management and Budget 
The Representative of the United States to the 

United Nations 
The Director of Central Intelligence 
The Chairman, Joint Chiefs of Staff 
The Administrator, Agency for International 

Development 
The Direction, Federal Bureau of Investigations 
The Director, Federal Emergency Management Agency 
The Director, National Security Agency 
The Assistant to the President for 

National Security Affairs 
The Assistant to the President for 

Science and Technology Policy 

SUBJECT: Critical Infrastructure Protection (U) 

I. A Growing Potential Vulnerability (U) 

The United States possesses both the world's strongest military 
and its largest national economy. Those two aspects of our 
power are mutually reinforcing and dependent. They are also 
increasingly reliant upon certain critical infrastructures and 
upon cyber-based information systems. (U) 

Critical infrastructures are those physical and cyber-based 
systems essential to the minimum operations of the economy and 
government. They include but are not limited to 
telecommunications, energy, banking and finance, transportation, 
water systems, and emergency services, both governmental and 
private. As a result of advances in information technology and 
the necessity of improved efficiency, these infrastructures have 
become increasingly automated and interlinked. These same 
advances, however, have created new vulnerabilities to both 
physical and cyber attacks. (U) 
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Because of our military superiority, future enemies, be they 
nations, groups or individuals, may seek to harm us in non-
traditional ways including attacks within the United States. 
Because our economy is increasingly reliant upon interdependent 
and cyber-supported infrastructures, non-traditional attacks on 
our infrastructure and information systems may be capable of 
significantly harming both our military power and our economy. 
(U) 

II. President's Intent (U) 

It has long been the policy of the United States to assure the 
continuity and viability of critical infrastructures. I intend 
that the United States will take all necessary measures to 
swiftly eliminate any significant vulnerability to both physical 
and cyber attacks on our critical infrastructures, including 
especially our cyber systems. (U) 

III. A National Goal (U) 

No later than the year 2000, the United States shall have 
achieved an initial operating capability, and no later than five 
years from today the United States shall have achieved and shall 
maintain the ability to protect our nation's critical 
infrastructures from intentional acts that would significantly 
diminish the abilities of: 

o the United States Government to perform essential national 
security missions and to ensure the general public health and 
safety; 

o state and local governments to maintain order and to 
deliver minimum essential public services; 

o the private sector to ensure the orderly functioning of the 
economy and the delivery of essential telecommunications, 
energy, financial, and transportation services. (U) 

Any interruptions or manipulations of these critical functions 
must be brief, infrequent, manageable, geographically isolated, 
and minimally detrimental to the welfare of the United States. 
(U) 
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IV. A Public-Private Partnership to Reduce Vulnerability (U) 

Since the targets of attacks on our critical infrastructure 
would likely include both facilities in the economy and those in 
the government, the elimination of our potential vulnerability 
requires a closely coordinated effort of both the government and 
the private sector. The government is not the unique source of 
wisdom on either the vulnerabilities or their remedies. To 
succeed, this partnership must be genuine, mutual, and 
cooperative. In seeking to meet our national goal to eliminate 
the vulnerabilities of our critical infrastructure, therefore, 
we should to the extent feasible seek to avoid outcomes that 
increase government regulation or expand unfunded government 
mandates to the private sector. (U) 

For each of the major sectors of our economy that are vulnerable 
to infrastructure attack, the U.S. Government will appoint from 
a designated Lead Agency a senior officer of that agency as the 
Sector Liaison Official to work with the private sector. Sector 
Liaison Officials, after discussions and coordination with with 
private sector entities of their infrastructure sector, will 
identify a private sector counterpart (Sector Coordinator) to 
represent their sector. (U) 

Together these two individuals and the departments and 
corporations they represent shall contribute to a sectoral 
National Infrastructure Assurance Plan by: 

o assessing the vulnerabilities of the sector to cyber or 
physical attacks; 

o recommending a plan to eliminate significant 
vulnerabilities; 

o proposing a system for identifying and preventing attempted 
major attacks; 

o developing a plan for alerting, containing, and rebuffing 
an attack in progress and then rapidly reconstituting minimum 
essential capabilities in the aftermath of an attack. (U) 

During the preparation of the sectoral plans, the National 
Coordinator (see section VI), in conjunction with the Lead 
Agency Sector Liaison Officials, shall ensure their overall 
coordination and the integration of the various sectoral plans, 
with a particular focus on interdependencies. (U) 
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V. Guidelines (U) 

In addressing this potential vulnerability and the means of 
eliminating it, I want those involved to be mindful of the 
following general principles and concerns. (U) 

o The protection of our critical infrastructures is 
necessarily a shared responsibility and partnership between 
owners, operators, and the government. Furthermore, the U.S. 
government shall encourage international cooperation to help 
manage this increasingly global problem. (U) 

o As technology and the nature of the threats to our critical 
infrastructures will continue to change rapidly, so must our 
protective measures and responses be robustly adaptive. (U) 

o Frequent assessments shall be made of our critical 
infrastructures' existing reliability, vulnerability and 
threat environment. (U) 

o To the maximum extent possible, market incentives shall be 
brought to bear in our efforts to protect our critical 
infrastructures. These incentives, along with other actions, 
shall be designed to help private sector owners and operators 
to achieve and maintain the maximum feasible security. (U) 

o Care must be taken to respect privacy rights. Consumers 
and operators must have confidence that information will be 
handled accurately, confidentially, and reliably. (U) 

o The U.S. government shall, through its research, 
development and procurement, encourage the introduction of 
increasingly capable methods of infrastructure protection. (U) 

o The U.S. government shall serve as a model to the private 
sector on how infrastructure assurance is best achieved, and 
shall to the extent feasible distribute the results of its 
endeavors. (U) 

o The full resources of the government, including law 
enforcement, regulation, foreign intelligence and defense 
preparedness shall be available to ensure that critical 
infrastructure protection is achieved and maintained. (U) 
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VI. Structure and Organization (U) 

The United States Government will be organized for the purposes 

of this endeavor around four components (elaborated in Annex A). 

(U) 

1. Lead Agencies for Sector Liaison: For each infrastructure 
sector that could be a target for significant cyber or 
physical attacks, there will be a single U.S. government 
department which will serve as the lead agency for liaison. 

Each Lead Agency will designate one individual of Assistant 
Secretary rank or higher to be the Sector Liaison Official 
for that area and to cooperate with the private sector 
representatives (Sector Coordinators) in addressing problems 
related to critical infrastructure protection and, in 
particular, in recommending components of the National 
Infrastructure Assurance Plan. Together, the Lead Agency 
and the private sector counterparts will develop and 
implement a Vulnerability Awareness and Education Program 
for their sector. (U) 

2. Lead Agencies for Special Functions: There are, in 
addition, certain functions related to critical 
infrastructure protection that must be chiefly performed by 
the U.S. Government (national defense, foreign affairs, 
intelligence, law enforcement). For each of those special 
functions, there shall be a Lead Agency which will be 
responsible for coordinating all of the activities of the 
U.S. Government in that area. Each lead agency will appoint 
a senior officer of Assistant Secretary rank or higher to 
serve as the Functional Coordinator for that function for 
the Federal Government. (U) 

3. Interagency Coordination: The Sector Liaison Officials and 
Functional Coordinators of the Lead Agencies, as well as 
representatives from other relevant departments and agencies 
will meet to coordinate the implementation of this directive 
under the auspices of a Critical Infrastructure Coordinating 
Group (CICG), chaired by the National Coordinator for 
Security, Critical Infrastructure and Counter-terrorism. 
The National Coordinator will be appointed by me and report 
to me through the Assistant to the President for National 
Security Affairs, as described in PDD-XX. Agency 
representatives to the CICG should be at a senior policy 
level (Assistant Secretary or higher). (U) 
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4. National Infrastructure Assurance Council: On the 
recommendation of the Lead Agencies and the National 
Coordinator, I will appoint a panel of major infrastructure 
providers and state and local government officials to serve 

as my National Infrastructure Assurance Council. I will 

appoint the Chairman. The National Coordinator will serve 

as the Council's Executive Director. The National 
Infrastructure Assurance Council will meet periodically to 

enhance the partnership of the public and private sectors in 
protecting our critical infrastructures and will provide 
reports to me as appropriate. Senior federal government 
officials will participate in the meetings of the National 
Infrastructure Assurance Council as appropriate. (U) 

VII. Protecting Federal Government Critical Infrastructures (U) 

Every department and agency of the U.S. government shall be 
responsible for protecting its own critical infrastructure, 
espectally its cyber-based syštems. Every department and agency 
Chief Information Officer (CIO) shall be responsible for 
information assurance. Every department and agency shall 
appoint a Chief Infrastructure Assurance Officer (CIAO) who 
shall be responsible for the protection of all of the other 
aspects of that department's critical infrastructure. The CIO 
may be double-hatted as the CIAO at the discretion of the 
individual department. No later than 120 days from today, every 
department and agency shall develop a plan for protecting its 
own critical infrastructure, including but not limited to its 
cyber-based systems. The National Coordinator shall be 
responsible for coordinating analyses required by the 
departments and agencies of inter-governmental dependencies and 
the mitigation of those dependencies. The Critical 
Infrastructure Coordinating Group (CICG) shall sponsor an expert 
review process for those plans. No later than two years from 
today, those plans shall have been implemented and shall be 
updated every two years. In meeting this schedule, the United 
States Government shall present a model to the private sector on 
how best to protect critical infrastructure. (U) 
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VIII. Tasks (U) 

Within 120 days, the Principals Committee should 
submit to me a 

schedule for completion of a National Infrastructure 
Assurance 

Plan with milestones for accomplishing the following 
subordinate 

and related tasks. (U) 

1. Vulnerability Analyses: For each sector of the economy and 

each sector of the government that might be a target of 

infrastructure attack intended to significantly damage the 

United States, there shall be an initial vulnerability 

assessment, followed by periodic updates. As appropriate, 

these assessments shall also include the determination of the 

minimum essential infrastructure in each sector. (U) 

2. Remedial Plan: Based upon the vulnerability assessment, 

there shall be a recommended remedial plan. The plan shall 

identify timelines for implementation, responsibilities, and 

funding. (U) 

3. Warning: A national center to warn of significant 

infrastructure attacks will be established immediately (see 

Annex A). As soon thereafter as possible, we will put in 

place an enhanced system for detecting and analyzing such 

attacks, with maximum possible participation of the private 

sector. (U) 

4. Response: We shall develop a system for responding to a 

significant infrastructure attack while it is underway, with 

the goal of isolating and minimizing damage. (U) 

5. Reconstituting: For varying levels of successful 

infrastructure attacks, we shall have a system to 

reconstitute minimum required capabilities rapidly. (U) 

6. Education and Awareness: There shall be Vulnerability 

Awareness and Education Programs within both the government 

and the private sector to sensitize people to the importance 

of security and to train them of security standards, 

particularly regarding cyber systems. (U) 

7. Research and Development: Federally sponsored research and 

development in support of infrastructure protection shall be 

coordinated, subject to multi-year planning, take into 

account private sector research, and be adequately funded to 

EN:41:i1;13 
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minimize our vulnerabilities on a rapid but achievable 

timetable. (U) 

8. Intelligence: The Intelligence Community shall develop and 

implement a plan for enhancing collection and analysis of the 

foreign threat to our national infrastructure, to include but 

not be limited to the foreign cyber/information warfare 

threat. (U) 

9. International Cooperation: There shall be a plan to expand 

cooperation on critical infrastructure protection with like-

minded and friendly nations, international organizations, and 

multinational corporations. (U) 

10.Legislative and Budgetary Requirements: There shall be an 
evaluation of the executive branch's legislative authorities 
and budgetary priorities regarding critical infrastructure, 
and ameliorative recommendations shall be made to me if 
necessary. (U) 

The CICG shall also review and schedule the taskings listed in 
Annex B. (U) 

IX. Implementation (U) 

In addition to the 120 day report, the National Coordinator 
shall report to me annually through the Principals Committee on 
the implementation of this directive. The report should include 
an updated threat assessment, a status report on achieving the 
milestones identified for the National Plan, and additional 
policy, legislative and budgetary recommendations. In addition, 
following the establishment of an initial operating capability 
in the year 2000, the National Coordinator shall conduct a zero-
based review of the entire issue. (U) 
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Annex A: Structure and Organization  (U) 

Lead Agencies: Clear accountability within the U.S. government 

must be designated for specific sectors and functions. The 

following assignments of responsibility will apply. (U) 

Lead Agencies for Sector Liaison: 

Commerce Information and communications 

Treasury Banking and finance 

EPA Water supply 

Transportation Aviation 
Highways (including trucking and intelligent 
transportation systems) 

Mass transit 
Pipelines 
Rail 
Waterborne commerce 

Justice Emergency law enforcement services 

FEMA Emergency fire service 
Continuity of government services 

HHS Emergency medicine and public health services 

Energy Electric power 
Oil and gas production and storage 

Lead Agencies for Special Functions: 

Justice Law enforcement and internal security 

DCI Intelligence 

State Foreign affairs 

Defense National defense (U) 

In addition, OSTP shall be responsible for coordinating research 
and development agendas and programs for the government through 
the National Science and Technology Council. (U) 



National Coordinator: The National Coordinator for Security, 
Critical Infrastructure and Counter-terrorism shall be 
responsible for coordinating the implementation of this 
directive. The National Coordinator will report to me through 
the Assistant to the President for National Security Affairs. 
The National Coordinator will chair the interagency coordination 
committee, the Critical Infrastructure Coordinating Group 
(CICG). The Sector Liaison Officials and Special Function 
Coordinators shall attend the CIGC's meetings. Departments and 
agencies shall each appoint to the CIGC a senior official 
(Assistant Secretary level or higher) who will regularly attend 
its meetings. (U) 

The National Coordinator will be assisted by a National Plan 
Coordination (NPC) staff of no more than 20 professionals, who 
shall be contributed on a non-reimbursable basis by the 
departments and agencies. The NPC staff shall be responsible 
for assisting the National Coordinator in his duties including 
coordinating legislative and public affairs, integrating the 
various sector plans into a National Infrastructure Assurance 
Plan and its successors, and coordinating analyses of the U.S. 
Government's own dependencies on critical infrastructure. 
Beginning in FY99, the Commerce Department shall serve as 
Executive Agent for administration of the NPC. The Defense 
Department shall continue to serve as Executive Agent for the 
Commission Transition Office, which will form the basis of the 
NPC, during the remainder of FY98. The Office of Management and 
Budget (OMB) and the Office of Personnel Management (OPM) shall 
provide the necessary assistance in facilitating the NPC's 
operations. The NPC will terminate at the end of FY01, unless 
extended by Presidential directive. (U) 

Warning and Information Centers  

As part of a national warning and information sharing system, I 
immediately authorize the FBI to expand its current organization 
to a full scale Infrastructure Protection Center (IPC). This 
organization shall serve as a national critical infrastructure 
threat assessment, warning, vulnerability, investigation and 
response entity. During the initial period of six to twelve 
months, I also direct the National Coordinator and the Sector 
Liaison Officials, working together with the Sector Coordinators 
and the Special Function Coordinators, as appropriate, to 
consult with owners and operators of the critical 
infrastructures to encourage the creation of a private sector 
sharing and analysis center, as described below. (U) 
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Infrastructure Protection Center (IPC): The IPC will include 

FBI, USSS, and other investigators experienced in computer 

crimes and infrastructure protection, as well as representatives 

detailed from the Department of Defense, the Intelligence 

Community, and Lead Agencies. It will also have representatives 

from the private sector hired as full-time government employees 

or as contractors. It will be linked electronically to the rest 

of the U.S. government, including other warning and operations 

centers, as well as any private sector sharing and analysis 

centers, perhaps one as proposed below. Its mission will 

include providing timely warnings of intentional threats (as 

opposed to natural disasters, system failures, etc.), 

comprehensive analyses, and law enforcement investigation and 

response. (U) 

The IPC will provide the locus of crisis management support and, 

in some cases, crisis management action, under the coordination 

of the National Coordinator and augmented as appropriate with 

persons determined by the National Coordinator. The FBI, 

through the IPC, shall have lead responsibility for operational 

response to infrastructure attacks. All executive departments 

and agencies shall cooperate with the IPC and provide such 

assistance, information and advice and the IPC may request, to 

the extent permitted by law. A11 executive departments shall 

also share with the IPC information about threats and warning of 

attacks, and about actual attacks on critical government and 
private sector infrastructures, to the extent permitted by law. 
The IPC will include at least a National Critical Indications 
and Warning Office, a National Critical Infrastructure 
Management Office, a Computer and Operations Section and a 
Liaison Section whose mission will be to establish its own 
relations directly with others in the private sector and to link 
up with any information sharing and analysis entity that the 
private sector may create, such as the Information Sharing and 
Analysis Center suggested below. (U) 

The IPC, in conjunction with the information originating agency, 
will sanitize law enforcement and intelligence information for 
inclusion into analyses and reports that it will provide, in 
appropriate form, to relevant federal, state and local agencies; 
the relevant owners and operators of critical infrastructures; 
and to any private sector information sharing and analysis 
entity. Whether as sanitized or unsanitized reports, the IPC 
will issue attack warnings or alerts to increases in threat 
condition to any private sector information sharing and analysis 
entity and to the owners and operators. These warnings may also 
include guidance regarding additional protection measures to be 
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taken by owners and operators. Except in extreme emergencies, 

the IPC shall coordinate with the National Coordinator before 

issuing warnings of imminent attacks by international 

terrorists, foreign states, or other malevolent foreign powers. 

(U) 

The IPC will be responsible for developing ties with first 

responders, to include state and local governments, to an attack 

on critical infrastructures. The IPC shall build on FBI's long-

standing relationship with state and local law enforcement 

through mechanisms like the Joint Terrorism Task Forces to 

conduct outreach, provide training, share law enforcement 
techniques and information and provide channels of communication 

during crises. (U) 

The IPC will provide a national focal point for gathering 

information on threats to the infrastructures. Additionally, 

the IPC will provide the principal means of responding to an 

incident, mitigating attacks, and investigating threats. As 

such, the IPC will maintain the ability, in the event of a 

foreign threat, to transfer primary responsibility to the 

Intelligence Community or the Defense Department, depending on 

the nature of the emergency. Depending on the nature and level 

of the threat/attack, protocols established between special 

function agencies (DoJ/DoD/CIA), and the ultimate decision of 

the President, the IPC may be placed in a direct support role to 

either DoD or the Intelligence Community. (U) 

Information Sharing and Analysis Center (ISAC): The National 

Coordinator, working with Sector Coordinators and Sector Liaison 

Officials, shall consult with owners and operators of the 

critical infrastructures to encourage the creation of a private 

sector information sharing and analysis center. Such a center 

could serve as a mechanism for gathering, analyzing, and 

disseminating information regarding critical infrastructure 

protection, including information about vulnerabilities, 

threats, intrusions, and anomalies. The actual design and 

functions of the center and its relation to the IPC will be 

determined by the private sector, in consultation with and with 

assistance from the federal government. 
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Annex B: Additional Taskings  (U) 

Studies (U) 

The National Coordinator shall commission studies on the 
following subjects: (U) 

o Liability issues arising from participation by private 
sector companies in the information sharing process. (U) 

o Existing legal impediments to information sharing, with an 
eye to proposals to remove these impediments, including 
through the drafting of model codes in cooperation with the 
American Legal Institute. (U) 

o The necessity of document and information classification 
and the impact of such classification on useful dissemination, 
as well as the methods by which threat and vulnerability 
information can be shared while avoiding disclosure to those 
who will misuse it. (U) 

o The protection of industry trade secrets and other 
confidential business data, law enforcement information and 
evidentiary material, classified national security 
information, unclassified material disclosing vulnerabilities 
of privately owned infrastructures, and apparently innocuous 
information that, in the aggregate, it is unwise to disclose. 
(U) 

o The implications of sharing information with foreign 
entities where such sharing is deemed necessary to the 
security of U.S. infrastructures. (U) 

o The potential benefit to security standards of mandating 
insurance for selected critical infrastructure providers and 
requiring insurance tie-ins for foreign critical 
infrastructure providers hoping to do business with the United 
States. (U) 

Public Outreach 

In order to foster a climate of enhanced public sensitivity to 
the problem of infrastructure protection, the following actions 
shall be taken: (U) 
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o The White House, under the oversight of the National 
Coordinator, together with the relevant Cabinet agencies shall 
sponsor a series of conferences: (1) that will bring together 
national leaders in the public and private sectors to propose 
programs to increase the commitment to information security; 
(2) that convoke academic leaders from engineering, computer 
science, business and law schools to review the status of 
education in information security and will identify changes in 
the curricula and resources necessary to meet the national 
demand for professionals in this field; (3) on the issues 
around computer ethics as these relate to the K through 12 and 
general university populations. (U) 

o The National Academy of Sciences and the National Academy 
of Engineering shall establish a round table bringing together 
federal, state and local officials with industry and academic 
leaders to develop national strategies for enhancing 
infrastructure security. (U) 

o The intelligence community and law enforcement shall expand 
existing programs for briefing infrastructure owners and 
operators and senior government officials. (U) 

o The National Coordinator shall (1) establish a program for 
infrastructure assurance simulations involving senior public 
and private officials, the reports of which might be 
distributed as part of an awareness campaign, and (2) in 
coordination with the private sector, launch a continuing 
national awareness campaign, emphasizing improving 
infrastructure security. (U) 

Internal Federal Government Actions 

In order for the federal government to improve its 
infrastructure security, these immediate steps shall be taken: 
(U) 

o The Department of Commerce, the General Services 
Administration, and the National Security Agency shall assist 
federal agencies in the implementation of best practices for 
information assurance within their individual agencies. (U) 

o Every federal agency shall have a chief information officer 
(CIO) who shall be responsible for information systems 
assurance. Every department and agency shall also appoint a 
Chief Infrastructure Assurance Officer (CIAO) who shall be 



responsible for the protection of all of the other aspects of 
that department's critical infrastructure. The CIO may be 
double-hatted as the CIAO at the discretion of the individual 
department. These officials shall establish procedures for 
obtaining expedient and valid authorizations to allow 
vulnerability assessments to be performed on government 
computer and physical systems and the Department of Justice 
shall establish legal guidelines for providing for such 
authorizations. (U) 

o All federal agencies shall make clear designations 
regarding who may authorize access to their computer systems. 
(U) 

o The Intelligence Community shall elevate and formalize the 
priority for enhanced collection and analysis of information 
on the foreign cyber/information warfare threat to our 
critical infrastructure. (U) 

o The Federal Bureau of Investigations, the Secret Service 
and other appropriate agencies shall (1) vigorously recruit 
undergraduate and graduate students with the relevant 
computer-related technical skills for full-time employment as 
well as for part-time work with regional computer crime 
squads, and (2) facilitate the hiring and retention of 
qualified personnel for technical analysis and investigation 
involving cyber attacks. (U) 

o The Department of Transportation, in consultation with the 
Department of Defense, shall undertake a thorough evaluation 
of the vulnerability of the Global Positioning System 
including sponsoring an independent, integrated assessment of 
risks to civilian users of GPS-based systems, with a view to 
basing decisions on the ultimate architecture of the 
modernized NAS on these evaluations. (U) 

o The Federal Aviation Administration shall develop and 
implement a comprehensive National Airspace System Security 
Program to protect the modernized NAS from information-based 
and other disruptions and attacks. (U) 

o GSA shall identify large procurements (such as the new 
Federal Telecommunications System, FTS 2000) related to 
infrastructure assurance, study whether the procurement 
process reflects the importance of infrastructure protection 
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and propose, if necessary, revisions to the overall 
procurement process to do so. (U) 

o OMB shall direct federal agencies to include assigned 
infrastructure assurance functions within their Government 
Performance and Results Act strategic planning and performance 
measurement framework. (U) 

o The NSA, in partnership with Commerce and Defense 
Departments and Agencies, as appropriate, shall provide 
Information Assurance services including threat and 
vulnerability assessments, threat indications and warning, 
intrusion analysis, establishing standards, research and 
development, and security product evaluations for systems 
critical for national security. (U) 

Assisting the Private Sector 

In order to assist the private sector in achieving and 
maintaining infrastructure security: (U) 

o The National Coordinator and the National Infrastructure 
Assurance Council shall propose and develop ways to encourage 
private industry to perform periodic risk assessments of 
critical processes, including information and 
telecommunications systems. (U) 

o The Department of Commerce and NSA shall work together, in 
coordination with the private sector, to offer their expertise 
to private owners and operators of critical infrastructure to 
develop security-related best practice standards. (U) 

o The Department of Justice and Department of the Treasury 
shall sponsor a comprehensive study compiling demographics of 
computer crime, comparing state approaches to computer crime 
and developing ways to deterring and responding to computer 
crime by juveniles. (U) 

, 

f r ; ' r ("4 = ),t.rr 
1 t .4 • . ' ' . • ; , i 

. C r 
• 



NATIONAL SECURITY COUNCIL LOG 9820047 
DISTRIBUTION RECEIPT DATE 01 FEB 98 

SUBJECT: NOTIFICATION / AGENDA & DISCUSSION PAPER FOR 28 JAN DC MTG ON 
DOCUMENT CLASSIFICATION: SEeRET 

EXTERNAL DISTRIBUTION: 

MR. LEON FUERTH 
ROOM 292, OEOB 
WASHINGTON, DC 20506 
OFFICE OF THE VICE PRESIDENT  

DATE TIME SIGNATURE 

PRINT LAST NAME:  

COPY: 1 

MR. WILLIAM J. BURNS 
ROOM 7224, MAIN STATE 
2201 C STREET, N.W. 
WASHINGTON, D.C. 20520 
DEPARTMENT OF STATE 

MR. NEAL COMSTOCK 
ROOM 3408, MAIN TREASURY BLDG 
1500 PENNSYLVANIA AVE, NW 
WASHINGTON, DC 20220 
DEPARTMENT OF THE TREASURY 

COL JAMES N. MATTIS 
ROOM 3E880 
PENTAGON 
WASHINGTON, DC 20301-1000 
DEPARTMENT OF DEFENSE 

MR. GERALD A. SCHROEDER 
ROOM 3305, MAIN JUSTICE 
10TH & PENNSYLVANIA AVE, NW 
WASHINGTON, DC 20530 
DEPARTMENT OF JUSTICE 

MR. JIM DORSKIND 
EXECUTIVE SECRETARIAT 
ROOM 5516 
14TH & CONSTITUTION AVE, NW 
WASHINGTON, DC 20230 
DEPARTMENT OF COMMERCE 

PRINT LAST NAME:  

COPY: VIA FAX +1 

PRINT LAST NAME:  

COPY: VIA FAX 

PRINT LAST NAME:  

COPY: VIA FAX 

PRINT LAST NAME:  

COPY: VIA FAX 

PRINT LAST NAME:  

COPY: VIA FAX 

DECLASSIFIED 
E.O. 12958, As Amended, 

White House Guidelines, August 28, 1917 
BaRNARA, Date  cf1190 oti 
aoo‘;.- <)P1~-~ 

DATE, TIME, SIGN THE RECEIPT AND RETURN TO: NSC RECORDS MGNT. ROOM 379 OEOB 
PAGE 01 OF 03 PAGES 



NATIONAL SECURITY COUNCIL LOG 9820047 
DISTRIBUTION RECEIPT DATE 01 FEB 98 

SUBJECT: NOTIFICATION / AGENDA & DISCUSSION PAPER FOR 28 JAN DC MTG ON 
DOCUMENT CLASSIFICATION: SEGRET 

EXTERNAL DISTRIBUTION: 

MS. CLAUDIA COOLEY 
ROOM 603H, HUMPHREY BUILDING 
200 INDEPENDENCE AVE, SW 
WASHINGTON, DC 20201 
DEPARTMENT OF HEALTH & HUMAN SERVICES  

DATE TIME SIGNATURE 

PRINT LAST NAME: 

COPY: 1 

MS. JEANNE SMITH 
EXECUTIVE SECRETARIAT 
ROOM 10205, NASSIF BLDG 
400 7TH STREET, SW 
WASHINGTON, DC 20590 
DEPARTMENT OF TRANSPORTATION 

MR. JAMES N. SOLIT 
EXECUTIVE SECRETARIAT 
ROOM 7E054 
1000 INDEPENDENCE AVE, SW 
WASHINGTON, DC 20585 
DEPARTMENT OF ENERGY 

MS. MONA SUTPHEN 
USUN/W 
ROOM 6333, DEPARTMENT OF STATE 
2201 C STREET, NW 
WASHINGTON D.C. 20520-6319 
U.S. MISSION TO THE UNITED NATIONS 

DR GORDON ADAMS 
ATTN: MS PEGGY EVANS 
VIA ROOM 252 OEOB 
OFFICE OF MANAGEMENT & BUDGET 

MR. JAMES E. STEINER 
EXECUTIVE SECRETARIAT 
ROOM 7E12, HEADQUARTERS 
WASHINGTON, DC 20505 
CENTRAL INTELLIGENCE AGENCY 

PRINT LAST NAME: 

COPY: 1 

PRINT LAST NAME: 

COPY: VIA FAX 

PRINT LAST NAME: 

COPY: VIA FAX 

PRINT LAST NAME: 

COPY: 1 

PRINT LAST NAME: 

COPY: VIA FAX 

DATE, TIME, SIGN THE RECEIPT AND RETURN TO: NSC RECORDS MGNT. ROOM 379 OEOB 
PAGE 02 OF 03 PAGES 



NATIONAL SECURITY COUNCIL LOG 9820047 
DISTRIBUTION RECEIPT DATE 01 FEB 98 

SUBJECT: NOTIFICATION / AGENDA & DISCUSSION PAPER FOR 28 JAN DC MTG ON 
DOCUMENT CLASSIFICATION: SECRET 

EXTERNAL DISTRIBUTION: DATE TIME SIGNATURE 

MS. JANE BULLOCK 
ROOM 828 
500 C STREET, SW 
WASHINGTON, DC 
FEDERAL EMERGENCY MANAGEMENT AGENCY 

MS. KERRI-ANN JONES 
ROOM 494 
OLD EXECUTIVE OFFICE BLDG 
WASHINGTON, DC 20500 
OFFICE OF SCIENCE & TECHNOLOGY POLICY 

COL. MICHELLE MANNING 
ROOM 2E865 
PENTAGON 
WASHINGTON, DC 20318-0001 
JOINT CHIEFS OF STAFF 

MR. JOHN F. LEWIS 
NATL SECURITY DIVISION 
ROOM 7110, THE HOOVER BUILDING 
10TH & PENNSYLVANIA AVE, NW 
WASHINGTON, DC 20535 
FEDERAL BUREAU OF INVESTIGATION 

MR. LEWIS C. MERLETTI 
1800 G STREET, NW 
WASHINGTON, DC 
SECRET SERVICE  

PRINT LAST NAME:  

COPY: 1 

PRINT LAST NAME:  

COPY: 1 

PRINT LAST NAME:  

COPY: VIA FAX 

PRINT LAST NAME:  

COPY: VIA FAX 

PRINT LAST NAME:  

COPY: 1 

DATE, TIME, SIGN THE RECEIPT AND RETURN TO: NSC RECORDS MGNT. ROOM 379 OEOB 
PAGE 03 OF 03 PAGES 



FROM: WEST WING DESK PHONE: ROOM: 

SUBJECT: AGENDA FOR DEPUTIES COMMITTEE MEETING PAGES: C + 40 

TIME OF TRANSMISSION: TIME OF RECEIPT: 

WHITE HOUSE 
SITUATION ROOM 

PRECEDENCE CLASSIFICA11ON: 

IMMEDIATE SEeRer  

RELEASER: 

DATE/TIME: 02/01/97 

MESSAGE #: 226 

PLEASE DELNER TO: 

LOCATION DELIVER TO ROOM PHONE 

STATE MR. WILUAM BURNS 

TREASURY MR. NEAL COMSTOCK 

DOD COL JAMES N. MATI-IS 

JUSTICE MR. GERALD A. SCHROEDER 

•ENERGY MR. JAMES N. SOLIT 

CIA MR. JAMES E STEINER 

FBI MR. JOHN F. LEWIS 

DOC MR. JIM DORSKIND 

JCS COL. M. MANNING, USMC 

SPECIAL DELIVERY INSTRUCTIONS/REMARKS: 

PACKAGE WAS SIGNED 01FEB98. • 

DECLASSIFIED 
. E.O. 12958, As Amended, 

/ 9 White House Guidelines, Augu$18,I 9 7 . 
BjfACAINIARA, DateO°)  (Tot, 

04:;,---'CA1(----



Withdrawal/Redaction Marker 
Clinton Library 

DOCUMENT NO. SUBJECT/TITLE DATE RESTRICTION 
AND TYPE 

005c. fax cover NSC to Mona Sutphen; re: Notice of Meeting - Unconventional circa, b(2) 
sheet Threats Against the U.S. (partial) (1 page) 02/1998 

COLLECTION: 
Clinton Presidential Records 
National Security Council 
Richard A. Clarke (Transnational Threats (TNT)) 
OA/Box Number: 1381 

FOLDER TITLE: 
February Chron - 1998 [4] 

2006-0191-F 
jp271 

RESTRICTION CODES 
Presidential Records Act - [44 U.S.C. 2204(a)] 

PI National Security Classified Information [(a)(1) of the PRAI 
P2 Relating to the appointment to Federal office [(a)(2) of the PRAJ 
P3 Release would violate a Federal statute Ra)(3) of the PRA] 
P4 Release would disclose trade secrets or confidential commercial or 

financial information [(a)(4) of the PRA] 
P5 Release would disclose confidential advise between the President 

and his advisors, or between such advisors [a)(5) of the PRA) 
P6 Release would constitute a clearly unwarranted invasion of 

personal privacy [(a)(6) of the PRA] 

C. Closed in accordance with restrictions contained in donor's deed 
of gift. 

PRM. Personal record misfile defined in accordance with 44 U.S.C. 
2201(3). 

RR. Document will be reviewed upon request. 

Freedom of Information Act - [5 U.S.C. 552(b)J 

b(1) National security classified information [(b)(1) of the FOIAJ 
b(2) Release would disclose internal personnel rules and practices of 

an agency [(b)(2) of the FOIAI 
b(3) Release would violate a Federal statute [(b)(3) of the FOIAJ 
b(4) Release would disclose trade secrets or confidential or financial 

information [(b)(4) of the FOIA] 
b(6) Release would constitute a clearly unwarranted invasion of 

personal privacy [(b)(6) of the FOIA] 
b(7) Release would disclose information compiled for law enforcement 

purposes [(b)(7) of the FO[A] 
b(8) Release would disclose information concerning the regulation of 

financial institutions [(b)(8) of the FOIA] 
b(9) Release would disclose geological or geophysical information 

concerning wells [(b)(9) of the FOIAI 



I SITUATION ROOM 
WHITE HOUSE 

PRECEDENCE 
FLASH 
IMMEDIATE 

RIORI  
ROUTINE 

MESSAGE #: 

DATE/TIME: 

RELEASER: 

TIME OF TRANSMISSION 
SECURITY CLASSIFICATION WI-IS R CONTROL 

TIME OF RECEIPT 

NSC# Zooyi 

ROOM: WHSR 

SUBJECT:  Notice of Meeting - re- - 
ONCDINve.rvii 
+krtorf-s a 50,...,5+ 

al 
us PAGES: H I 

(w/ 
Cover) 

PLEASE DELIVER TO: 

DEPT/AGENCY 

k 

NAME/OFFICE 

Ms. Mona Sutphen 

PHONE  

USUN New Yor 
212-415-4029  

1 

Eyes Only for Mona Sutphen for hand delivery to Ambassador William Richardson. If Ms. Sutphen is not available please deliver to Isabelle Watkins. 

1 ry.)A FROM: National Security Councili PHONE:  202-456-9425 

1 

SPECIAL DELIVERY INSTRUCTIONS/REMARKS 

1 

DECLASSIFIED 
E.O. 12958, As Amended, 

White House Guidelines, August 2 , 1997 
B13—GRIARA, Date D 1/U.6 
Oc3c)(6-- QA1— F. 

&EGRET 
CLItig@UFW6UMP-1409314 



NATIONAL SECURITY COUNCIL REDO 2 20047 • 
WASHINGTON, D.C. 20504 

February 1, 1998 

ACTION 

MEMORANDUM FOR JIM STEINBERG 

FROM: RICHARD A. C 

SUBJECT: Agenda for Deputies Committee Meeting on 
Unconventional Threats Against the U.S. 
(PDD-XX, PDD-YY) 

This memorandum requests that you approve an agenda and 
discussion paper for an upcoming Deputies Committee meeting. 

RECOMMENDATION 

That you approve the agenda and discussion paper and authorize 
Glyn Davies to sign the memorandum to agencies at Tab I. 

Approve X Disapprove 
Hth,e 
-Pc., .9 

Attachments 
PQr 1-Ylt Tab I Memorandum to Agencies 

Tab A Agenda 14C4rr' .is
on

 
Tab B Discussion Paper 
Tab C Draft PDD-XX 
Tab D Draft PDD-YY 

DECLASSIFIED 
E.O. 12958, As Amended, 

White House Cviidelines, August 2 
By'S&MARA, Date t:) 

~~~~~,--~~1~'tl.~ 

isscg-Int-
Reason: 1.5(d) 
Declassify On: 01-24-08 

, 1997 
14-/Q1.6 


	Page 1
	Page 2
	Page 3
	Page 4
	Page 5
	Page 6
	Page 7
	Page 8
	Page 9
	Page 10
	Page 11
	Page 12
	Page 13
	Page 14
	Page 15
	Page 16
	Page 17
	Page 18
	Page 19
	Page 20
	Page 21
	Page 22
	Page 23
	Page 24
	Page 25
	Page 26
	Page 27
	Page 28
	Page 29
	Page 30
	Page 31
	Page 32
	Page 33
	Page 34
	Page 35
	Page 36
	Page 37
	Page 38
	Page 39
	Page 40
	Page 41
	Page 42
	Page 43
	Page 44
	Page 45
	Page 46
	Page 47
	Page 48
	Page 49
	Page 50
	Page 51
	Page 52
	Page 53
	Page 54
	Page 55
	Page 56
	Page 57
	Page 58
	Page 59
	Page 60
	Page 61
	Page 62
	Page 63
	Page 64
	Page 65
	Page 66
	Page 67
	Page 68
	Page 69
	Page 70
	Page 71
	Page 72
	Page 73
	Page 74
	Page 75
	Page 76

