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This year marks the third CPSR Cryptography and Privacy 
conference. This conference begins just as a series of public meetings at the 
Department of Commerce on cryptography policy have concluded. We hope 
to continue the discussion and to provide an opportunity for interested 
parties to exchange views directly with one another and to answer questions.

It should be clear at this point that the policies developed in our 
country on the use of cryptography will have far-reaching implications. Who 
builds the locks and who has access to the keys are now central questions. 
But even as the current debate explores the rights of privacy, the 
development of commercial products, and the needs of law enforcement, we 
should anticipate that new issues will soon follow. How will public key 
directories be managed? What conventions will be developed for 
authentication? How will the general public respond to the use of 
cryptography for routine communications?

We hope that these discussions will help promote more informed 
policies. We are very pleased that a distinguished group of technical experts 
and representatives of public interest and private organizations are taking 
part. We especially appreciate the participation of staff members from the 
federal agencies. Congressional committees and the White House directly 
involved in the development of current policy. It is critical to the integrity of 
the policy process that public concerns be heard in an open forum and not 
behind closed doors.

As in the past, CPSR policy analyst Dave Banisar should get full credit 
for developing the program, bringing together an outstanding group of 
participants, and compiling the materials for the source book. The 
significance of this conference has grown in large measure due to 
Dave'sefforts.

CPSR's work on cryptography policy has also benefited from the 
efforts of Legal Counsel David Sobel who has litigated Freedom of 
Information Act cases against the National Institute of Standards and 
Technology, the National Security Agency, and the National Security 
Council. While we recognize that these cases have sometimes caused 
heartache for agency officials, we believe that the disclosure of important 
government documents is necessary for a fully informed public debate. In 
just the past year, CPSR has obtained the previously classified directive on 
computer security policy, the General Services Administrations assessment of 
the FBI's digital telephony proposal, and the minutes of the NIST/NSA 
Technical Working Group meetings. Many of these documents are contained 
in this source book.
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CPSR is a national membership organization with offices in Palo Alto, 
California, Cambridge, Massachusetts, and Washington, DC. For membership 
information, please contact the CPSR National office, P.O. Box 717, Palo Alto, CA 94302. 
The electronic mail address is cpsr@cpsr.org.
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Section I begins with several short articles on cryptography and privacy. In the 
last few years the close link between cryptography technology and privacy protection 
has become clear. In part this is the result of the growing number of commercial 
applications for cryptography. But it may also be the anticipation that in the not too 
distant future cryptography will be the "glue" that seals virtually all electronic mail. For 
this reason, those who seal letters and those who would open letters are especially 
interested in the policies governing the development and use of cryptography. For 
some, as the cypherpunks manifesto suggests, the right to encode may even define a 
political movement.

I 
I 
I

I 
I

The purpose of this collection of materials is not to offer a technical overview of 
cryptography. The documents, news items, reports from government agencies, 
legislative proposals, summary of laws, and public statements are intended to provide 
an overview of the critical issues in today's policy debate. We have attempted to select 
materials so that both sides of an issue are fairly presented. We have generally deferred 
to the proponents and the opponents of a particular proposal and allowed interested 
parties to speak in their own words. And we have tried to highlight those issues that 
appear to be of greatest concern to the general public.

I 
I

Cryptography is the art of writing messages in code. A simple substitution 
scheme, such D for A and P for M, will generate a code. "WHITE HOUSE" becomes 
"ZKLWH KRXVH." In this example, known as the Caesar code, the code is not very 
difficult to solve given enough text. But more complex codes are easy to create and 
computers lend themselves particularly well to encoding and decoding information.

For most of the history of cryptography, the key, or method, that was used to 
encode a message remained secret. One copy of the key was needed by the sender to 
encode the message, a second copy of the same key was necessary to decode or unlock 
the message. However, distributing these secret keys was a problem. Secure channels 
had to be established before keys could be sent out and encoded messages exchanged. 
For this reason applications remained primarily limited to military maneuvers and 
intelligence communications.

The development of public key cryptography in the 1970s made it possible to 
design cryptographic systems for widespread use. The need for cryptography has also 
increased as messages have moved from paper to electronic formats and as wireless 
communications have replaced hard-wired networks.

A number of good texts on cryptography, including D. Denning, Cryptography 
and Data Security and G. Brissard Modem Cryptography, are available for those who wish 
to study the science of computer encoding in more detail. David Kahn's The Codebreakers 
remains the most comprehensive book on the history of cryptography.
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Section II looks at the history of the Computer Security Act, a law passed in 1987 
that addresses the roles of several federal agencies in the development of technical 
standards. Because much of the recent debate surrounding cryptography policies has 
focused on the activities of two agencies - the National Institute of Standards and 
Technology (NIST) and the National Security Agency — this legal framework has taken 
on new significance. This section explores the development of the Act, the 1989 
Memorandum of Understanding between NIST and NSA, and a Presidential directive 
issued in 1991. Also included in the section are a series of documents obtained by CPSR 
through the Freedom of Information Act (FOIA) that trace the activities of NIST and 
NSA in the development of the Digital Signature Standard, a particular technical 
standard important for the authentication of computer messages. Minutes from the 
meetings of the NIST/NSA Technical Working Group as well as agency memos raise 
important questions about the current operation of the Computer Security Act.

Section TIT turns to the Clipper proposal, the encryption standard announced by 
the White House in mid-April, based on a key escrow configuration. The section 
includes the White House announcement about Clipper, a series of slides prepared by 
NIST, and several public statements about the proposal. The recently adopted 
resolutions of the Computer System Security and Privacy Advisory Board conclude the 
section.

Section IV reviews the FBI digital telephony proposal. Some of the materials 
may be familiar to people who have followed this issues. The FBI's legislative proposal 
is included. Also included is a report from the General Accounting Office exploring 
several issues raised by the plan and a memo from the General Services administration 
obtained by CPSR through the FOIA. Assessing the importance of wiretap is not a 
simple task. Items provided on this point include a statistical analysis of the use of 
wiretaps, a brief paper on the economies of wire surveillance, and polling data from the 
Department of Justice on public attitudes toward electronic surveillance.

In Section V looks at cryptography and export controls. Firms in the United 
States continue to face restrictions on the sale of computer hardware and software 
containing cryptography. The reason for this policy is to allow intelligence agencies in 
the United States to monitor communications overseas. However, U.S. firms have 
argued that similar products are available from countries outside the United States and 
that the current policy cannot be enforced. This section includes key documents 
surrounding an agreement between the Software Publishers Association and the 
National Security Council.

Finally, Section VI turns to emerging applications of cryptography. David 
Chaum's article from Scientific American explores a model for electronic privacy in 
commercial transactions based on "blind signatures. " Privacy Enhanced Mail and Pretty 
Good Privacy are two different configurations to protect computer communications.
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THE AGENCY 
THAT CONDUCTS 
SURVEILLANCE 
SHOULDN'T BE 
THE ONE THAT 
GENERATES AN 
ENCRYPTION 
STANDARD.

curity.

In the second camp are the computer and tele­

phone companies that must comply with any new 

legal requirements. There is also the general public, 

who risks losing privacy. Computer Professionals 

for Social Responsibility — a national membership 

organization of computing professionals and other 

interested individuals, based in Palo Aho, California 

— believes that there should be a new public-en- 
aFsi FVrewthCL cryption standard tn protect private cornmunica- 

Qaj3,IL60404 dons and that intelligence agencies should notinter-

Legol and policy nottoo long ago, mentioning en- 
. ciyption would evoke visions of James Bond or oe- 

QSpSCTS 01 real-box decoder rings. Today, encryption ir - ”” 

information­
technology use and

ciyption would evoke visions of James Bond or oe- 

isavety 

real part of common communication devices like 

cordless and cellular telephones and local-area net­

works. Its purpose, not unlike that of the comic­

book visions, is to protect the privacy and security of 

development, messages and other sensitive information, such as 
the electronic transfer of money between accounts 

or contractual agreements done electronically. 
However, unlike the realm of imagination, the real 

world, with its conflicting needs, is a threat to the 

widespread use of this protection device.

OPPOSING CAMPS. There arc basically two sides in 

the conflict for encryption control In the first camp 

are law-enforcement and intelligence agencies — 

the National Security Agency and 

the FBI — who wish to use wire 

surveillance as a tod to combat 

crime, primarily narcotics, but also 

industrial espionage and anything 

that threatens national security. 

The regulatory took at their dis­

posal inchide

♦ Export Administration Act.

Authorizes the President to pre­

vent the export of materials and 

equipment that may be considered 

harmful to national security if 

enemy nations use than. It is used 

primarily to block the ejport of 

weapons and other niunitians. K’ncryption is oon- 

sidered a technology with both militaty and civilian 

uses, so it is subject to this act

♦ Patent Secrecy Act. Lets the government clas­

sify pending patents and suppress consumer devices, 

including encryption devices, to protect national se-

BATTLE FOR CONTROL OF 
ENCRYPTION TECHNOLOGY

fere with its creation.

We also believe that there is an inherent conflict 

ofinterest when the agency authorized to wire tap is 

the same agency that defines the system to protect 

individual privacy. We feel that national interest is 

better served by promoting privacy-enhancing 

technologies and the freeflow of scientific informa­

tion.

We base our positiexi on evidence that these 

agencies are becoming too deeply involved in en­
cryption development. Internal memorandums we 

obtained from the National Institute of Standards 

and Technology through the Freedom of Informa­

tion Act indicate that the NSA is using technical 

assistance as a way to assume primary control of 

cryptography development This is in violation of 

the Computer Security Act of 1987, which desig- 

natesNIST as the primary agency 

for civilian encryption and limits

NSAJs involvement in nonmilitary 

computer security. 

Also, companies view these 

agencies’ increased involvement 

in encryption as a threat to their 

future:

♦ AT&Thas repeatedly sated 

that privacy is an essential part of 

their business. If people bse trust 

in that privacy, they may avoid 

using telephones. It is also expen­

sive to redesign equipment ac­

cording to new requirements.

♦ Other companies fear industrial espionage 

from foreign companies and governments because 

the encryption standard the NSA is proposing is too 

easy to crack.

♦ Servicescompanieshcpetoprovideinthefa- 

ture (like electronic voting) will demand absolute 

confidentiality.

♦ Those who wish to esport encryption devices 

must go through a long review process to ensure 

that the NSA can maintain its surveillance ability. 

Rather than produce two separate product lines for 

domestic and export use, most companies simply 

ovoid offering encryption. Those that do can offer 

only a weak security version authorized by the NSA. 

Consequently, US companies have lost a market 

share to foreign companies who can provide more 
adequate encryption. And the US public has lost its |

iS
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Enayption. The Udmiqtu efsavnblmg messages to prevent emesdroppmg.

Key. An irtpvt that controls the transfbrmatim of data by on encryption algorithm.

Private-key encryption. Encryption netbcrimTidid a smg^k  ̂Symmetric) is md to en­

crypt and decrypt a message. Thismethodisolder than the other popular method, public-key en­

cryption, and was the method used by spies in World War H This type qfertayptim demands a 

prearranged code or master code known fry both parties. The advantage is that this type of encryp­

tion is not amputatianaUy intensive and am even be done by band.

Pretty GoodPritMy. Apopularfreeprogram that uses the RSA algorithm and is available 

worldwide.

Publie-key encryption. An asymmetric system, based m exponential algorithms, tbatusesa 

OVERCOMWG5. Despke these battles, the 

wuridwide dissetninadon of encrypdon con­

tinues—in no small part because k is easy to 

transfer programs across bonders. In addi­

tion, many of the leading experts in cryptog­

raphy live in Europe and Israel, and numer­

ous packages ore already available overseas. 

Cryptos, a $50 package available on the 

streets of Moscow, offers full DES and RSA 

public-key encryption (tire box below ex­

plains these terms). Another program. Pretty 

Good Privacy, was created in the US but is 

available worldwide on Internet and many 

bulletin boards. The most recent versions of 

PGP were created in Europe and imported 

into the US to avoid the strict US export­

control laws. (Europe relaxed its export laws 

on software after the Cold War)

phone, a $100 attachment to any telephone 

that inverts voice frequencies to prevent 

eavesdropping. When the Phasorphone in­

ventor turned to the news media to publicize 

the action, theNSA quietly rescinded its sup­

pression.

assert their control of public encryption.

In 1972, the National Bureau of Stan­

dards undertook to create an encryption 

standard for unclassified information to be 

used by the government and the public. The 

MBS made a public call for candidate algo­

rithms and asked theNSA to provide techni­

cal support. IBM proposed its Lucifer algo­

rithm, which had a 128-bit key. The NSA 

reduced the key size to 56 bits, changed the 

internal workings, and released the modified 

algorithm as the Data Encryption Standard. 

Many prominent cryptographers believe that 

this cut in key size was NSAs attempt to make 

it easier to crack the DES.

In 1975, NSA officials claimed erclusive 

control over encryption development and at­

tempted to prevent the National Science 

Foundation from providing grants to mathe­

maticians who wished to study encryption. 

The NSF rejected the claim but agreed to let 

the NSA review the grant proposals strictly 

fortheir technical merit

In 1975, the NSA attempted to use the 

Patent Secrecy Act to suppress the Phasor­

ENUY BAHIES. Obvious efforts to stop the 

widespread use of encryption date back to the 

1970s, when expertise in encrypticn expended 

beyond US intelligence agencies and kw-en- 

farcement agencies began to see the need to 

ispublidy dstribtuzd and decrypted with a private key that the user keeps secret Examples using 

this method are digitialsignatiirts, ekarvnic contracts (electronic data mtercbange), and e-mail.

RSA.Apopularpuhlic-kty-enoyption algorithm developed by Ron Rivest, Edi Shamir, and 

Len Adleman of the Massachusetts histitutt cfTtchnology. It is based on the factoring two large 

prime numbers and is compusationally impossible to cruckwitboutknowmgthe two numbers.

Data Encryption Standard. A popular private-key eruryption algorithm origbudky re­

leased m 1977by the US National Bureau of Standards.

Digital signatures. A methodfar establishing that the nussage is authentic (net a forgery).

CORRBITIAHUS. As encryption becomes 

a common feature in many programs end 

consumer products, the FBI and NSA are 

renewing legislative and admin isrrarrve ef­

forts to limit further advances.

In 1991, the American National Stan­

dards Institute considered a new encryption 

standard for digital cellular telephones. The 

NSA felt that the standard would be too dif­

ficult to crack and threatened to block ex­

porting of any telephones using that stan­

dard. The manufacturers consequently 

accepted a standard that was vulnerable to 

cracking by any skilled PC user. In contrast, 

when Australian law-enforcement agencies 

made a similar request in 1993, the Austra­

lian government rejected it, ultimately ap­

proving a more secure standard, even though 

law-enforcement agencies might not be able 

to crock it

Also in 1991, the FBI asked US Senator 

Joseph Biden (D-Ddaware) to introduce a 

nonbinding resolution recommending that, 

given lawful authorization, telephone com­

panies would unscramble messages for law- 
enforcement officials Opposition from in­

dustry and civil-liberties groups, which 

argued that the proposal would limit the de­

velopment and dissemination of encryption, 

led to the resolution’s wirhdrawaL

assurance of privacy.

FinaHy, there is some doubt about the ef­

fectiveness of wiretapping as a crime-preven­

tion measure. According to data from the US 

Department ofjustice, there were well under 

1,000 wiretaps last year, compared to over 

140 million installed phone lines and a half 

trillion phone calls in 1991. Each federal tap 

cost an avenge of $64,000. The length and 

number of calls per taps have increased three­

fold in the last 20 years, but now fewer than 

20 percent ofall calls recorded are relevant to 

the police. In fact; arrests due to ups account 

for only 3,000 of the more than 14 million 

total arrests made annually.

There is also the history of illegal wiretap­

ping by the NSA and FBI, local government, 
and private parties. Many states have re­

ported such incidents.

ENCRYPTION TERMINOLOGY RMSCRAMBUD
Here an short desenptians of.several impottant terms.

Back door. A secret method built into an encryption system that lets a thirdparty read mes­

sages without the key.

Cipbenext. Tbe result oftnmsfrrmmg deartext with an encryption algorithm. Also known 

as cryptotact
Cleartext Unencrypted text Also known os plaintext Contrasts to dpbertext, ar cryptotext

Cryptography. The scienct oftransfarming a messagy tomake iturmtelligibte to all but the 

intended receiver.
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open to snooping.
The General Accounting Office also found 

problons:

[NJdthertbefBInorthe

THl BATHE CONHNUES. Intelligence and 

law-enforcement agencies will continue to 

fail at stopping thedevelopment of encryp­

tion, as long as people recognize that these 

technologies are essential to maim-aining 

private and secure communications. As 

practitioners, there are several things you 

can da

♦ Incorporate privacy- and security- en­

hancing technologies into your products.

♦ Advise those that purchase equipment 

foryour company to avoid devices such as the 

Clipper chip, which may compromise your 

security and that of your clients.

♦ Get involved. Contact your Congres­

sional representative and senators at (202) 

224-3121 and teB diem what you think of 

these proposals. ♦

In March 1992, the FBI went back to the 

Judiciary Committee with a proposal that 
would require all providers and manufactur­

ers of telecommunications services to rede­

sign communications equipment to meet a 

standard that was to be considered in closed 

hearings. To minimize publicity, the FBI 

tried to have the proposal inserted into an 

existing bill (which later became the FCC 

Reautharization Act) and designate the Fed­

eral Communications Commission as the 

lead agency insetting technical requirements 

for compliance. Providers could be fined up 

to $10,000 per day for noncompliance, and 
although they would have only 180 days to 

redesign and install the new systems, they 

would be allowed to recoup costs by increas­

ing their rates. Needless to soy, the scheme 

generated controversy and was never for­

mally introduced.

In May1992, the FBI returned with anew 

version cf the March proposal that gave the 

Attorney General the authority to monitor 

and approve or rqect all telecommunications 

equipment The proposal mandated that ‘all 

communications providers supply the gov­

ernment with ±e ability to intercept wire and 

electronic communications concurrent with 

the transmission.wat a government monitor­

ing facility remote from the target facility and 

the system of the electronic communications 

services provider...within 18 months.” Al­

though penalties remained at $10,000 per 

day for noneompliancc, there was no men­

tion in this version of how to recoup system­

redesign costs.

The CPSR. used the Freedom of Infor­

mation Act to request documents from all 
involved government agencies summariz­

ing the May proposal’s expected effect. 

The documents revealed that there was 

considerable debate inside the government 

about the proposal's utility. The General 

Services Administration, the chief commu- 

nications-equipment procurement agency 

of the US government, even described the 

proposal as a threat to national security:

The proposed legislation would- make it 
easier for criminals, terrorists, foreign 
intelligence (spies), and computer hackers 
» electronically penetrate the public

systematically identified the alternatives, or 
evaluated their costs, benefits, or 
feasibility—

Because of the proposal’s controversial na­

ture and strong opposition, no senator or 

congressman was willing to sponsor it, but 
the general expectation is that the FBI will try 

to propose it again.

In the most recent development to limit 

the dissemination of encryption technology, 

the White House announced on April 16, 

1993, theNSAJs development of die Clipper 

chip, whose classified inner workings and al­

gorithm could become a standard for all 

computers, tel ephones, and faxmachines and 

arequinmcntforaJlgovenimaitcantractois 

who deal with unclassified, sensitive informa­
tion. Although it docs provide some commu­

nications security, the drip has a significant 

security flaw. The Attorney General desig­

nates two trusted escrow agents, one of 

whom is a member of a government agency, 

to hold the key that unscrambles the owner's 

messages. The two escrow agents give the 

key to government officials when presented 

with a court order. Consequently, the user 

must depend on these agents to keep the keys 

secure. As cryptographer Whitfield Diffie 

notes, this creates a front door, not a back 

door, to the system.

The White House is reviewing the US 

government’s encryption policy, but the di­

rective ordering this review is not available to 

thepuMc. On May 29,1993, the CPSR filed 

suit against the NSA to force disclosure of 

how tile Clipper chip will function and the 

language of the policy directive.

easier for criminals, terrorists, foreign

» electronically penetrate the public 
network and ppr into areas previously not
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in the federal government.) Congress of people's lives’. The databases become one- 
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Act, a law meant to reestablish civilian

computer securitv for other civilian agencies possible topeerinto the‘mostintimatedetails the growing dependence of computer
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ponded by passing the Computer Security way mirrors, and encryption is often the only and the policies controlling it become all the 
 i  rrp^tp a mrtain tn shield information more important. ■

In August 1989, the National Security 
Agency (NS A),a secret intelligence organisa­
tion in the United States, attempted to 
suppress the dissemination of an article 
written by Ralph C. Merkle, a computer 
scientist at Xerox's research center in 
California, in which he showed how to 
protect, cheaply and effectively, the privacy 
and security of computercommunications. It 
was only the most recent incident in a long 
history of NSA efforts to limit public 
knowledge of innovations in cryptography.

The National Security Agency wascreated 
in 1952 by a presidential memorandum that is 
still classified. It has operated since that time 
under a series of presidential orders, outside 
the normal channels of government account­
ability. The NSA’s secrecy is legendary: it has 
no legislative charter and its existence was 
not even acknowledged until 1962; no 
director of the agency appeared in an open 
hearing of Congress until 1975, and its 
budget, though in excess of several billion 
dollars, is secret and not known to many 
members of Congress.

The NSA is charged with safeguarding 
classified communications for the United 
States government around the world. But it is 
also engaged in collecting computer 
communications and telephone signals, 
cracking communications locks throughout 
the world, and gathering intelligence. It is of 
particular. interest to computer scientists 
because of its extraordinary computational 
resources (several Cray supercomputers have 
been installed at Fort Meade outside 
Washington, DC) and because of its

way to create a curtain to shield information more important. -
from intruders. Dr Davida warns that ‘the Marc Rotenberg, Testimony before the
need for a civilian (or nongovernmental) Subcommittee on Legislation and National 

Marc Rotenberg is the Director of the effort in cryptography is a strong one’. Security. Committee on Government
Washington Office of Computer Profes- Despite these sorts of efforts, the NSA Operations. VS House of Representatives

control over computer security. But a 
memorandum of understanding signed 
recently by the NSA and the National 
Institute of Standards and Technology 
(successor to the NBS) calls into question 
whether the Act will be implemented as 
Congress intended.

Still, the NSA continues its efforts to 
control the flow of research on data 
encryption, and for good reason. As 
countries become increasingly dependent on 
computer communications, the need to 
ensure the privacy and security of messages 
that travel along computer networks grows, 
and computer scientists are particularly 
aware of the vulnerability of these communi­
cations. Data encryption is the most 
important technical safeguard for ensuring 
the privacy and security of these messages, 
but the NSA has repeatedly used funding 
restrictions and outright censorship to try to 
control the publication of cryptography 
research and to limit publicaccess in this way.

In 1975, the NSA warned the National 
Science Foundation, the primary funding 
authority for scientific research in the US, 
against funding cryptography research, 
claiming that the NSA had sole authority to 
conduct such research. The agency con­
tinued to use strong-arm tactics in subse­
quent years to discourage unclassified 
research on data encryption.

When the NSA’s efforts tocontrolfunding 
proved insufficient to restrict this research, a 
system of voluntary submission of materials 
by cryptography researchers was estab-

classified research in signal processing and community.^ George Davida, a computer 

data encryption.
President Reagan tried to expand the

NSA’s authority when he signed a National
Security Decision Directive on 17 September
1984 which gave the NSA authority over
computer and communications security for
the entire government. (Previously, the
National Bureau of Standards (NBS), a
civilian agency, had been responsible for

Washington Office of Computer Profes- Despite these sorts of efforts, the NSA Operations. VS House of Representatives 
sionals for Social Responsibility and former recently lost its battle to decertify DES, a on the Computer Security Act of 1987,
Counsel to the Senate Judiciary Committee. widely-used encryption procedure that May 4, 1989,

allows the parties involved in the communi­
cation to control the encryption scheme. The 
NSA had proposed a proprietary technology 
that would have required the use of 
cryptography keys developed by the NSA. 
But US businesses, particularly the Bankers' 
Association, successfully opposed this, 
fearing that it would grant the NSA the 
ability to examine computer communica­
tions, regardless of national security interest. 

The NSA contends that it must retain the 
capacity to decrypt any communication in 
the world to protect national security. But at 
the heart of the debate over the agency's role 
in cryptography research is whether it should 
be the only locksmith in town. Fifteen years 
ago, when the US Select Committee on 
Intelligence conducted hearings on the 
activities of intelligence agencies. Senator 
Frank Church, the chairman of the 
committee, agreed that the NSA’s intelli­
gence-gathering capabilities were essential 
to the country’s security, but warned that the 
eavesdropping devices and computers of the 
NSA created ’tremendous potential for 
abuse'.

A 1987 report prepared by Congress’s 
Office of Technology Assessment (OT A) was 
similarly critical of giving the NSA sole 
control. Though OTA noted that the ‘NSA 
sees its signal intelligence mission to be at risk 
if effective cryptography were available world­
wide’, the report also found that the United 
States can no longer base its cryptography 
policy on the interests of the national security 
community because of challenges in tech- 

lishedT often with consent from the academic nology, ‘continued pressure to improve 
;  — '■ r business and government operations’, and

scientist at the University of Wisconsin and a the ’emerging internalization' of encryption 
member of the special committee of the technology.
American Council for Education that Computer Professionals for Social 
recommended submission of research to the Responsibility, a non-partisan national 
NSA, opposed the plan. membership organisation, has recommended

In David Burnham’s book, TheRiseofthe that Congress conduct open hearings on
Computer State. Dr Davida describes how cryptography research and explore the
the rapid computerization of information impact of the NSA’s efforts to restrict public
has created electronic windows that make it access to new developments in the field. With

• users 
on digitized transmission, date encryption
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Open Forum on Library and Information Service's Roles in the 
National Research and Education Network (NREN)

Statement of Marc Rotenberg,
Washington Director

Computer Professionals for Social Responsibility (CPSR)

National Commission on Libraries and 
Information Science (NCLIS)

Washington, DC
July 21, 1992

Thank you for the opportunity to testify today before the 
National Commission on Library and Information Science (NCLIS). 
My name is Marc Rotenberg and I am the Director of the Washington 
Office of Computer Professionals for Social Responsibility (CPSR). 
CPSR is a national organization of professionals in the computing 
field.

I would like to speak with you about privacy protection and 
the future of the NREN. This is item 6 identified in the NREN 
research agenda. Richard Civille will speak with you next about 
CPSR's work to promote Local Civic Networks.

We have also worked closely with telecommunication policy 
makers in the United States and around the world. The New York 
state Public Service Commission issued a policy on
telecommunication privacy which set out several principles for 
network communications. These recommendations have been followed 

In this effort we have worked closely with the library 
community. It became clear to us that library organizations have 
a special appreciation for the importance of privacy protection. 
For many, privacy is the critical safeguard that protects 
intellectual freedom and promotes the open exchange of 
information. The American Library Association, the Association of 
Research and other library organizations have all shown their 
support for privacy protection through codes of conduct, policy 
statements, and research conferences.

During the past few years CPSR has coordinated several 
national efforts to promote privacy protection for network 
communication. From cryptography to Caller ID, we have sought to 
ensure that the rapid developments in the communications 
infrastructure do not diminish the privacy we all value. We 
believe that the future of network communications depends largely 
on the ability to make certain that sufficient privacy protection 
is available for all users of the network.
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CPSR believes that it is in the long-term interest of our 
country and of computer users around the world to ensure

In the United States, however, we find ourselves in the midst 
of the greatest privacy debate in a generation. In the absence of 
a coherent federal policy to protect privacy, consumers have been 
left to fend for themselves, and the response is not encouraging. 
From Pennsylvania to California, telephone companies now face 
widespread and well-founded consumer opposition to new telephone 
services. Part of the reason for this is that there has been 
little effort in the United States at the federal level to develop 
privacy principles for new network services.

In the interim, NCLIS could take a leadership role, and help 
develop and promulgate privacy principles for the emerging 
communications infrastructure. It is clearly in the interest of 
the library and information science community to ensure adequate 
privacy protection, but unless some agency takes on this 
responsibility it appears unlikely that the work will be 
undertaken.

The European Commission made a critical point about future 
network development. It said that "the effective protection of 
personal data and privacy is developing into an essential 
precondition for social acceptance of new digital networks and 
services." This view is shared by agencies in other countries 
that have looked at the implications of advanced networking 
services. For example, the Ministry of Posts and
Telecommunications in Japan recently concluded a study on the 
protection of personal data in the telecommunications business and 
recommended a series of privacy guidelines to accompany the 
introduction of new network services.

CPSR would like to see an agency in the United States take on 
the task of developing and promulgating privacy principles for 
network services. We have already recommended the creation of a 
data protection board which could, among other tasks, develop 
appropriate principles for network communications. There is a 
proposal before Congress to establish such an agency, but is 
unclear whether it will be enacted this year.

in several states. More recently, the Minister of Communications 
in Canada issued a series of principles on communications policy. 
Meanwhile, the Commission of the European Communities has put 
forward a draft directive on Data Protection in
Telecommunications.

Meanwhile, the Federal Communications Commission (FCC) has 
been unwilling to address the privacy implications of new network 
services. We are also somewhat disappointed that neither the 
Computer Science and Technology Board (CSTB) of the National 
Research Council or the Office of Technology Assessment (OTA) has 
addressed privacy concerns for network users. Both the CSTB and 
the OTA are well qualified to tackle this problem.
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Much of the discussion surrounding the NREN today focuses on 
the opportunity to develop commercial services and to provide 
network access for private carriers. We do not oppose efforts to 
provide commercial services. Clearly, there is an important 
opportunity to develop new services and to offer products through 
the network. At the same time, it is apparent that the 
commercialization of the NREN will create new pressures on privacy 
protection.

We anticipate that there will be three different types of 
privacy problems as the NREN continues to evolve. First, as 
commercial organizations become users of the network, they will 
gather personal data, and wish to sell lists. The address files 
for list servers could be sold, and users may find themselves 
"subscribed" to lists they have no interest in. These activities 
will raise traditional privacy concerns about the restrictions on

protection for networked communication. The failure to develop 
such policy may impose very high costs on all network users, and 
may ultimately reduce greatly the value of the network to users.

Speaking academically, the absence of adequate protection for 
electronic communication is a substantial gap in NREN policy that 
should soon be addressed if the full potential of the 
infrastructure is to be realized. Speaking practically, if we 
don't get some good policy soon, we may all be buried in a 
blizzard of electronic junkmail the likes of which we have never 
known.

Commercialization of the NREN will exacerbate existing 
privacy problems. Without a clear mechanism to protect 
privacy, user concerns will increase.

I would like now to make three points about the current state 
of privacy protection for NREN, and then propose a series of 
principles for privacy protection. These principles may help "get 
the ball rolling" and encourage the development of other 
initiatives. I hope that NCLIS will recommend that the Office of 
Science and Technology Policy (OSTP) give these principles full 
consideration.

In the current network environment, made up primarily of 
researchers and scientists, there is little incentive or 
opportunity to gather personal data, to compile lists, or to sell 
personal information. This is likely to change. Once commercial 
transactions begin to take place on the net, the information 
environment will resemble a hybrid of credit card and telephone 
call transactions. Records of individual purchases will be 
available and will possess commercial value. The NREN community 
will face a whole new set of privacy issues.
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Second, efforts to promote competitiveness in the delivery of 
network services may also lead to the disclosure of network data 
which will compromise user privacy.

disclosure and secondary use, the opportunity for users to obtain 
information held by others, and the need to minimize the 
collection of personal information.

Electronic communications are provided some protection 
against unlawful interception by the Electronic Communications 
Privacy Act (ECPA) of 1986. This law extends the very important 
guarantees contained within the 1968 wiretap statute to digital 
communication and stored electronic mail. But this protection now 
appears inadequate. As a general matter, the wiretap law protects 
the contents of an electronic message against unlawful disclosure; 
it does not protect the record of the transaction against 
disclosure.

The disclosure of Customer Proprietary Network Information 
(CPNI) has already surprised many telephone customers who now 
receive calls from companies with whom they have no prior 
relationship. These companies are able to describe the customer’s 
telephone calling habits in great detail. Users of NREN services 
are also likely to object to the disclosure of network 
information.

The third problem is that law enforcement agencies are likely 
to make "greater demands" on communication service providers to 
turn over records of electronic communications to the government 
and to provide assistance in the execution of warrants. I say 
"greater demands" with some reservation since the recent proposal 
from the Federal Bureau of Investigation to require that all 
communications equipment in the United States be capable of 
wiretapping seems about the greatest demand conceivable. Still, 
we should anticipate that the government demands for access to the 
contents and records of NREN communications are likely to 
increase.

This problem is already apparent in the current rules for the 
operation of the telephone network. The Federal Communication 
Commission requires telephone companies to provide records of 
customer phone calls to other companies so that competing 
companies may analyze calling patterns and sell their services. 
Large companies objected to the disclosure of this sensitive 
information. As a result the FCC required that telephone 
companies obtain authorization before releasing these numbers. 
But this restriction only applies to telephone customers with more 
than 20 lines.
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This point was made two decades ago by former White House 
Science Adviser Jerome Wiesner who also served as president of 
MIT. In testimony before Congress on the privacy implications of 
databanks, Professor Wiesner said:

ECPA also does not appear to protect critical personal 
information, such as a person's telephone number, from improper 
disclosure. For example, the Calling Number Identification (CNID) 
service is probably a violation of the wiretap statute and clearly 
a violation of the wiretap law of several states. Nonetheless, 
the service has been offered over the objection of consumer 
groups, technical experts, and legal scholars.

Nonetheless, we do not believe that technical safeguards will 
provide sufficient protection for networked communications. Our 
right of privacy is based on Constitutional principles and our 
national history, and reflects our commitment to certain political 
ideals. The protection of privacy is ultimately a policy decision 
that must be resolved through our political institutions. 
Clearly, technology provides useful developments that we should 
incorporate into future networks, but it would be a mistake to 
assume that technology alone will provide sufficient protection.

CPSR has supported many efforts to improve technical means 
for privacy protection. In fact, CPSR has been of the leading 
proponents of the widespread us of cryptography to protect 
electronic communications. We have opposed restrictions by both 
the National Security Agency and the Federal Bureau of
Investigation on the use of cryptography. We have also supported 
the development of privacy-enhancing technologies, such as 
telephone cards which are widely used in Europe and Japan, and 
recommended that policy makers explore technical means to protect 
information.

There are some in the network community who believe that 
technology will provide a solution to these emerging privacy 
problems. New techniques in cryptography provide ways to protect 
the contents of an electronic message and even to protect the 
identity of the message author. An article that will appear next 
month in Scientific American titled "Achieving Electronic Privacy" 
describes in more detail how it may be possible through technical 
means to recapture some privacy.
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We believe that the development of NREN privacy policy should 
be conducted in this spirit: looking for opportunities to 
incorporate technical safeguards while recognizing that the 
ultimate decisions are policy-based.

In developing these telecommunication privacy guidelines, we 
examined existing codes and particularly the principles developed 

All of these codes seek to establish certain responsibilities 
for organizations that collect personal information, and to 
create certain rights for individuals.

Privacy principles have helped to clarify goals and to convey 
objectives in non-technical terms. Well developed polices are 
"technology neutral" and are adaptable as new technologies emerge. 
Professional organizations have made widespread use of such 
principles for codes of ethics and for public education.

"There are those who hope new technology can redress 
these invasions of personal autonomy that information 
technology now makes possible, but I don't share this 
hope. To be sure, it is possible and desirable to 
provide technical safeguards against unauthorized 
access. It is even conceivable that computers could be 
programmed to to have their memories fade with time and 
to eliminate specific identity. Such safeguards are 
highly desirable, but the basic safeguards cannot be 
provided by new inventions. They must be provided by 
the legislative and legal systems of this country. We 
must face the need to provide adequate guarantees for 
individual privacy."

Before discussing the proposed privacy principles, I would 
like to say a few words about the desirability of developing these 
principles. Privacy protection in electronic environments is a 
particularly complex policy problem. There is legal jargon and 
technical jargon. There are rapid changes. And there are 
certainly a wide range of opinions about how best to achieve 
privacy, even about what privacy means.

There are a number of such polices in the privacy realm. 
Some of these polices have been extremely influential in the 
development of public policy, national law, and international 
agreements. For example, the Code of Fair Information Practices 
was the basis for the Privacy Act of 1974, the most extensive 
privacy law in the United States. The Code was developed by a 
special task force created by the Secretary of Health, Education, 
and Welfare in 1973. Other codes have formed the basis for data 
protection law in Great Britain.
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The collection of personal data for telecommunication 
services should be limited to the extent necessary to 
provide the service.

Taken as a whole, the principles are intended to improve 
privacy protection for network communications as the NREN 
continues to evolve.

The confidentiality of electronic communications 
should be protected.

The addition of new services to a communications 
infrastructure will necessarily raise privacy concerns, 
should be fully informed about the privacy implications of these 
services so that they are able to make appropriate decisions about 
the use of services.

The primary purpose of a communication network is to ensure 
that information can travel between two points without alteration, 
interception, or disclosure. A network that fails to achieve this 
goal will not serve as a reliable conduit for information. 
Therefore the primary goal should be to guarantee the 
confidentiality of electronic communications.

Privacy considerations must be recognized explicitly 
in the provision, use and regulation of telecommunication 
services.

Users should not be required to disclose personal data which 
is not necessary for the rendering of the service. In particular, 
the use of the Social Security number should be avoided. In no 
instance, should it be used as both an identifier and 
authenticator.

by the Organization for Economic and Cooperative Development 
(OECD) in 1981. We also incorporated several additional 
principles that we believe are necessary to protect personal 
information in communication environments.

F
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Appropriate security polices should be developed to 
protect network communications

Service providers should be encouraged to explore 
technical means to protect privacy.

Service providers should pursue technical means to protect 
privacy, particularly where such means may improve the delivery of 
service and reduce the risk of privacy loss.

Security is an element of privacy protection but it is not 
synonymous with privacy protection. Appropriate security policies 
should be put in place to protect privacy. However, it should be 
recognized that some security measures may compromise privacy 
protection. Network monitoring, for example, or the collection of 
detailed audit trail information will raise substantial privacy

Service providers have a responsibility to inform users about 
the collection of personal information and to protect the 
information against unlawful disclosure. Personally identifiable 
information should not be disclosed without the affirmative 
consent of the user.

Service providers should not disclose information 
without the explicit consent of service users. Service 
providers should be required to make known their data 
collection practices to service users.

Users should not be required to pay for routine 
privacy protection. Additional costs for privacy should 
only be imposed for extraordinary protection.

The premise of the federal wiretap statue is that all users 
of the public network are entitled to the same degree of legal 
protection against the unlawful disclosure of electronic 
communications. This principle should be carried forward into the 
emerging network environment. Segmented levels of privacy 
protection are also likely to introduce new transaction costs and 
create inefficiencies. Where special charges are imposed for 
privacy, it should be for "armored car" service.
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concerns. 
serve i

--- Therefore, security policies should be designed to 
the larger goal of privacy protection.

[Attachments:
April 1992; '

[Attachments: "Protecting Privacy," CommuniGations of the ACM, 
..j.-LL 1222; "Communications Privacy: Implications for Network 
Design," Proceedings of INET ’92, Kobe, Japan)]

A mechanism should be established to ensure the 
observance of these principles.

Good principles without appropriate oversight and enforcement 
are insufficient to protect privacy. This has been the experience 
of the United States with the Privacy Act of 1974 and of the 
European countries with the OECD principles of 1981. In both 
instances, fine principles lacked sufficient oversight and 

enforcement mechanisms.
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On Friday, the 16th of April, a sweeping new proposal for both the promotion and control of 
cryptography was made public on the front page of the New York Times and in press releases 

from the White House and other organizations.

In the month that has elapsed since the announcement, we have studied the Clipper chip 

proposal as carefully as the available information permits. We conclude that such a proposal 
is at best premature and at worst will have a damaging effect on both business security and civil 

rights without making any improvement in law enforcement.

To give you some idea of the importance of the issues this raises. I'd like to suggest that you 

think about what are the most essential security mechanisms in your daily life and work. I 
believe you will realize that the most important things any of you ever do by way of security 
have nothing to do with guards, fences, badges, or safes. Far and away the most important 
element of your security is that you recognize your family, your friends, and your colleagues. 
Probably second to that is that you sign your signature, which provides the people to whom you

Whitfield Diffie 

Sun Microsystems
11 May 1993

The effect is very much like that of the little keyhole in the back of the combination locks 

used on the lockers of school children. The children open the locks with the combinations, 
which is supposed to keep the other children out, but the teachers can always look in the 

lockers by using the key.

I'd like to begin by expressing my thanks to Congressman Boucher, the other members of the 

committee, and the committee staff for giving us the opportunity to appear before the 

committee and express our views.

So far, available information about the chip is minimal and to some extent contradictory, but 
the essence appears to be this: When a Clipper chip prepares to encrypt a message, it generates 
a short preliminary signal rather candidly entitled the Law Enforcement Exploitation Field. 
Before another Clipper chip will decrypt the message, this signal must be fed into it. The Law 

Enforcement Exploitation Field or LEEF is tied to the key in use and the two must match for 

decryption to be successful. The LEEF in turn, when decrypted by a government held key that is 

unique to the chip, will reveal the key used to encrypt the message.

The Impact of a Secret Cryptographic Standard 

on Encryption, Privacy, Law Enforcement 

and Technology

This proposal was to adopt a new cryptographic system as a federal standard, but at the same 

time to keep the system's functioning secret. The standard would call for the use of a tamper 
resistant chip, called Clipper, and embody a 'back door1 that will allow the government to 

decrypt the traffic for law enforcement and national security purposes.
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The import of this is clear: The decisions we make about communication security today will 

determine the kind of society we live in tomorrow.

They want to provide a high level of security to their 

friends, while being sure that the equipment cannot be 

used to prevent them from spying on their enemies.

Let us begin by examining the monitoring requirement and ask both whether it is essential to 

future law enforcement and what measures v dd be required to make it work as planned.

Eavesdropping, as its name reminds us, is ot a new phenomenon. But in spite of the fact that 
police and spies have been doing it for a long time, it has acquired a whole new dimension since

Within a command society like the military, a mechanism of this sort that allows soldiers’ 
communications to be protected from the enemy, but not necessarily from the Inspector General, 

is an entirely natural objective. Its imposition on a free society, however, is quite another 

matter.

No right of private conversation was enumerated in the constitution. I don't suppose it 
occurred to anyone at the time that it could be prevented. Now, however, we are on the verge of 
a world in which electronic communication is both so good and so inexpensive that intimate 
business and personal relationships will flourish between parties who can at most occasionally 

afford the luxury of traveling to visit each other. If we do not accept the right of these people 
to protect the privacy of their communication, we take a long step in the direction of a world in 

which privacy will belong only to the rich.

These three mechanisms lean heavily on the physical: face to face contact between people or 

the exchange of written messages. At this moment in history, however, we are transferring our 

medium of social interaction from the physical to the electronic at a pace limited only by the 
development of our technology. Many of us spend half the day on the telephone talking to 

people we may visit in person at most a few times a year and the other half exchanging 

electronic mail with people we never meet in person.

Communication security has traditionally been seen as an arcane security technology of real 
concern only to the military and perhaps the banks and oil companies. Viewed in light of the 
observations above, however, it is revealed as nothing less than the transplantation of 
fundamental social mechanisms from the world of face to face meetings and pen and ink 

communication into a world of electronic mail, video conferences, electronic funds transfers, 
electronic data interchange, and, in the not too distant future, digital money and electronic 

voting.

give letters, checks, or documents, with a way of proving to third parties that you have said or 

promised something. Finally you engage in private conversations, saying things to your loved 

ones, your friends, or your staff that you do not wish to be overheard by anyone else.
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Even if the best cryptographic equipment we know how to build is available to them, 
criminal communications will only be secure to the degree that the criminals energetically 

pursue that goal. The question thus becomes, "If criminals energetically pursue secure 
communications, will a government standard with a built in inspection port, stop them.

Police work was not bom with the invention of wiretapping and at present the significance of 

wiretaps as an investigative tool is quite limited. Even if their phone calls were perfectly 

secure, criminals would still be vulnerable to bugs in their offices, body wires on agents, 
betrayal by co-conspirators who saw a brighter future in cooperating with the police, and 

ordinary forensic inquiry.

Even when a letter was intercepted, opened, and read, there was no guarantee, despite some 

people's great skill with flaps and seals, that the victim would not notice the intrusion.

It goes without saying that unless unapproved cryptography is outlawed, and probably even 

if it is, users bent on not having their communications read by the state will implement their 

own encryption. If this requires them to forgo a broad variety of approved products, it will be an 
expensive route taken only by the dedicated, but this sacrifice does not appear to be necessary.

The law enforcement function of the Clipper system, as it has been described, is not difficult to 

bypass. Users who have faith in the secret Skipjack algorithm and merely want to protect 
themselves from compromise via the Law Enforcement Exploitation Field, need only encrypt 
that one item at the start of transmission. In many systems, this would require very small 
changes to supporting programs already present. This makes it likely that if Clipper chips 

become as freely available as has been suggested, many products will employ them in ways 

that defeat a major objective of the plan.

the invention of the telegraph. Prior to electronic communication, it was a hit or miss affair. 
Postal services as we know them today are a fairly new phenomenon and messages were carried 

by a variety of couriers, travelers, and merchants. Sensitive messages in particular, did not 
necessarily go by standardized channels. Paul Revere, who is generally remembered for only 

one short ride, was the American Revolution's courier, traveling routinely from Boston to 

Philadelphia with his saddle bags full of political broadsides.

The development of the telephone, telegraph, and radio have given the spies a systematic 
way of intercepting messages. The telephone provides a means of communication so effective 
and convenient that even people who are aware of the danger routinely put aside their caution 

and use it to convey sensitive information. Digital switching has helped eavesdroppers 
immensely in automating their activities and made it possible for them to do their listening a 

long way from the target with negligible chance of detection.

Moreover, cryptography, even without intentional back doors, will no more guarantee that a 
criminal's communications are secure than the Enigma guaranteed that German communications 
were secure in World War II. Traditionally, the richest source of success in communications 
intelligence is the ubiquity of busts: failures to use the equipment correctly.
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Even in the absence of a draconian regulatory framework, the effect of a secret standard, 
available only in a tamper resistant chip, will be a profound increase in the prices of many 

computing devices. Cryptography is often embodied in microcode, mingled on chips with other 
functions, or implemented in dedicated, but standard, microprocessors at a tiny fraction of the 

tens of dollars per chip that Clipper is predicted to cost.

Farsightedness continues to characterize public research in cryptography, with steady 

progress toward acceptable schemes for digital money, electronic voting, distributed contract 
negotiation, and other elements of the computer mediated infrastructure of the future.

What will be the effect of giving one or a small number of companies a monopoly on tamper 
resistant parts? Will there come a time, as occurred with DES, when NSA wants the standard 

changed even though industry still finds it adequate for many applications? If that occurs will 

industry have any recourse but to do what it is told? And who will pay for the conversion?

What then is the alternative? In order to guarantee that the government can always read 
Clipper traffic when it feels the need, the construction of equipment will have to be carefully 

controlled to prevent non-conforming implementations. A major incentive that has been dted 
for industry to implement products using the new standard is that these will be required for 

communication with the government If this strategy is successful, it is a club that few 

manufacturers will be able to resist The program therefore threatens to bring communications 
manufacturers under an all encompassing regulatory regime.

The rationale for this onerous procedure has always been, and with much justification, that 
even though these manufacturers build equipment around approved tamper resistant modules 

analogous to the Clipper chip, the equipment must be carefully vetted to assure that it provides 
adequate security. One requirement that would likely be imposed on conforming Clipper 

applications is that they offer no alternative or additional encryption mechanisms.

Beyond the damaging effects that such regulation would have on innovation in the 
communicauons and computer industries, we must also consider the fact that the public 

cryptographic community has been the principal source of innovation in cryptography. Despite 
NSA's undocumented claim to have discovered public key cryptography, evidence suggests 

that, although they may have been aware of the mathematics, they entirely failed to 

understand the significance. The fact that public key is now widely used in government as well 
as commercial cryptographic equipment is a consequence of the public community being there to 

show the way.

It is noteworthy that such a regime already exists to govern the manufacture of equipment 
designed to protect 'unclassified but sensitive' government information, the application for 

which Clipper is to be mandated. The program, called the Type II Commercial COMSEC 

Endorsement Program, requires facility clearances, memoranda of agreement with NSA, and 

access to secret 'Functional Security Requirements Specifications.' Under this program member 
companies submit designs to NSA and refine them in an iterative process before they are 

approved for manufacture.
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Law, technology, and economics are three central elements of society that must all be kept in 

harmony if freedom is to be secure. An essential element of that freedom is the right to privacy, 
a right that cannot be expected to stand against unremitting technological attack. Where 

technology has the capacity to support individual rights, we must enlist that support rather 

than rejecting it on the grounds that rights can be abused by criminals. If we put the desires of 
the police ahead of the rights of the citizens often enough, we will shortly find that we are 

living in police state. We must instead assure that the rights recognized by law are supported 

rather than undermined by technology.

At NS A they believe in something they call 'security in depth.' Their most valuable secret 

may lie encrypted on a tamper resistant chip, inside a safe, within a locked office, in a guarded 

building, surrounded by barbed wire, on a military base. I submit to you that the most valuable 
secret in the world is the secret of democracy; that technology and policy should go hand in 

hand in guarding that secret; that it must be protected by security in depth.

Cryptography is perhaps alone in its promise to give us more privacy rather than less, but 
here we are told that we should forgo this technical benefit and accept a solution in which the 
government will retain the power to intercept our ever more valuable and intimate 

communications and will allow that power to be limited only by policy.

In discussion of the FBI’s Digital Telephony Proposal — which would have required 

communication providers, at great expense to themselves, to build eavesdropping into their 
switches — it was continually emphasized that wiretaps were an exceptional investigative 
measure only authorized when other measures had failed. Absent was any sense that were the 

country to make the proposed quarter billion dollar inventment in intercept equipment, courts 
could hardly fail to accept the police argument that a wiretap would save the people 
thousands of dollars over other options. As Don Cotter, at one time director of Sandia National 
Laboratories, said in respect to military strategy: "Hardware makes policy."

One of the little noticed aspects of this proposal is the arrival of tamper resistant chips in 

the commercial arena. Is this tamper resistant part merely the precursor to many? Will the 

open competition to improve semiconductor computing that has characterized the past twenty- 
years give way to an era of trade secrecy? Is it perhaps tamper resistance technology rather 

than cryptography that should be regulated?

Recent years have seen a succession of technological developments that diminish the privacy 
available to the individual. Cameras watch us in the stores, x-ray machines search us at the 
airport, magnetometers look to see that we are not stealing from the merchants, and databases 
record our actions and transactions. Among the gems of this invasion is the British Rafter 

technology that enables observers to determine what station a radio or TV is receiving. Except 
for the continuing but ineffectual controversy surrounding databases, these technologies flourish 

without so much as talk of regulation.
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o I further urge the committee to press the Administration 

to accept the need for a sound international security 

technology appropriate to the increasingly international 
character of the world's economy.

o The Skipjack algorithm and every other aspect of this proposal 
should be made public, not only to expose them to public 

scrutiny but to guarantee that once made available as 

standards they will not be prematurely withdrawn. 
Configuration control techniques pioneered by the public 

community can be used to verify that some pieces of equipment 
conform to government standards stricter than the commercial 
where that is appropriate.

There is a crying need for improved security in American communication and computing 
equipment and the Administration is largely correct when it blames the problem on a lack of 
standards. One essential standard that is missing is a more secure conventional algorithm to 

replace DES, an area of cryptography in which NSA's expertise is probably second to none.

o I likewise urge the committee to recognize that the right 
to private conversation must not be sacrificed as we move 

into a telecommunicated world and reject the Law Enforcement 
Exploitation Function and the draconian regulation that would 
necessarily come with it
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Therefore, privacy in an open society requires anonymous transaction systems. Until now, cash 

has been the primary such system. An anonymous transaction system is not a secret transaction 
system. An anonymous system empowers individuals to reveal their identity when desired and 

only when desired; this is the essence of privacy.

Privacy in an open society also requires cryptography. If I say something, I want it heard only 

by those for whom I intend it. If the content of my speech is available to the world, I have no 

privacy. To encrypt is to indicate the desire for privacy, and to encrypt with weak 

cryptography is to indicate not too much desire for privacy. Furthermore, to reveal one’s 

identity with assurance when the default is anonymity requires the cryptographic signature.

We cannot expect governments, corporations, or other large, faceless organizations to grant us 
privacy out of their beneficence. It is to their advantage to speak of us, and we should expect 
that they will speak. To try to prevent their speech is to fight against the realities of 
information. Information does not just want to be free, it longs to be free. Information expands to 
fill the available storage space. Information is Rumor’s younger, stronger cousin; Information is 

fleeter of foot, has more eyes, knows more, and understands less than Rumor.

Since we desire privacy, we must ensure that each party to a transaction have knowledge only 

of that which is directly necessary for that transaction. Since any information can be spoken of, 
we must ensure that we reveal as little as possible. In most cases personal identity is not 
salient. When I purchase a magazine at a store and hand cash to the clerk, there is no need to 
know who I am. When I ask my electronic mail provider to send and receive messages, my 

provider need not know to whom I am speaking or what I am saying or what others are saying to 

me; my provider only need know how to get the message there and how much I owe them in 
fees. When my identity is revealed by the underlying mechanism of the transaction, I have no 
privacy. I cannot here selectively reveal myself; I must _always_ reveal myself.

If two parties have some sort of dealings, then each has a memory of their interaction. Each 

party can speak about their own memory of this; how could anyone prevent it? One could pass 

laws against it, but the freedom of speech, even more than privacy, is fundamental to an open 
society; we seek not to restrict any speech at all. If many parties speak together in the same 
forum, each can speak to all the others and aggregate together knowledge about individuals 
and other parties. The power of electronic communications has enabled such group speech, and 

it will not go away merely because we might want it to.

Privacy is necessary for an open society in the electronic age. Privacy is not secrecy. A private 

matter is something one doesn't want the whole world to know, but a secret matter is something 
one doesn't want anybody to know. Privacy is the power to selectively reveal oneself to the 

world.
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We must defend our own privacy if we expect to have any. We must come together and create 

systems which allow anonymous transactions to take place. People have been defending their 

own privacy for centuries with whispers, darkness, envelopes, closed doors, secret handshakes, 
and couriers. The technologies of the past did not allow for strong privacy, but electronic 

technologies do.

We the Cypherpunks are dedicated to building anonymous systems. We are defending our 

privacy with cryptography, with anonymous mail forwarding systems, with digital 
signatures, and with electronic money.

Cypherpunks write code. We know that someone has to write software to defend privacy, and 

since we can’t get privacy unless we all do, we're going to write it. We publish our code so that 
our fellow Cypherpunks may practice and play with it Our code is free for all to use, 
worldwide. We don't much care if you don't approve of the software we write. We know that 

software can’t be destroyed and that a widely dispersed system can't be shut down.

Cypherpunks deplore regulations on cryptography, for encryption is fundamentally a private 

act. The act of encryption, in fact, removes information from the public realm. Even laws 
against cryptography reach only so far as a nation's border and the arm of its violence. 
Cryptography will ineluctably spread over the whole globe, and with it the anonymous 

transactions systems that it makes possible.

For privacy to be widespread it must be part of a social contract. People must come and together 

deploy these systems for the common good. Privacy only extends so far as the cooperation of 
one’s fellows in society. We the Cypherpunks seek your questions and your concerns and hope we 

may engage you so that we do not deceive ourselves. We will not, however, be moved out of our 
course because some may disagree with our goals.

Eric Hughes
<hughes@soda.berkeley.edu> 

The Cypherpunks are actively engaged in making the networks safer for privacy. Let us 

proceed together apace.
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rity and privacy of sensitive information in Federal computer sys­
tems is in the public interest, and hereby creates a means for

(4) to require mandatory periodic training for all persons 
involved in management, use, or operation of Federal computer

iC 272.

C 278h.

iC 278g-3.

101 STAT. 1725101 STAT. 1724

“tie

'those systems which are protected at all timesby

PUBLIC LAW 100-235 [H.R. 145]; January 8,1988

COMPUTER SECURITY ACT OF 1987

For Legislative History of Act, see p. 3120.

An Act »• pmvMc for « cnmpufor ctandafot program within the National kuronu cf Standard*, ta 
provide for Oavammanl-wlda cemputar •acvrtty, and to provide for the training In security 
matters ef persent whe are Invelved In the management, eperatlen, and use ef Federal 
cemputer systems, and for ather purpases.

systems that contain sensitive information.

SEC. 3. ESTABLISHMENT OF COMPUTER STANDARDS PROGRAM.

The Act of March 3, 1901 (15 U.S.C. 271-278h), is amended-
(1) in section 2(f), by striking out "and" at the end of para-

iut«r 
ity Act of 

ifted 
nation. 
5C 759 note. 
jC 7 59 note.

graph (18), by striking out the period at the end of paragraph 
(19) and inserting in lieu thereof: "; and", and by inserting after 
such paragraph the following:

"(20) the study of computer systems (as that term is defined in

Be it enacted by the Senate and House of Representatives of the 
United States of America in Congress assembled,

SECTION 1. SHORT TITLE.

This Act may be cited as the “Computer Security Act of 1987". 

SEC. 2. PURPOSE.

(a) In General.—The Congress declares that improving the secu- 

technical advice and assistance (including work products) of the 
National Security Agency, where appropriate;

(2) to provide for promulgation of such standards and guide­
lines by amending section 111(d) of the Federal Property and 
Administrative Services Act of 1949;

(3) to require establishment of security plans by all operators 
of Federal computer systems that contain sensitive information; 
and

’ "(5) to perform research and to conduct studies, as needed, to 
determine the nature and extent of the vulnerabilities of, and to

(b) Specific Purposes.—The purposes
(1) by amending the Act of Mar

National Bureau of Standards responsibility for developing 
standards and guidelines for Federal computer systems, includ­
ing responsibility for developing standards and guidelines 
needed to assure the cost-effective security and privacy of sen­
sitive information in Federal computer systems, drawing on the

excluded
section r

"(Dh^e tlwSssio^ftevelfpift staWWds,

associated methods and techniques^fo^omputer ^tem^^  ̂

compulsory and binding, to the Secretary of Commerce for 
promulgation under section 111(d) of the Federal Property and 

^jev;^ operators of Federal com-

thef empi^^n Purity Tw^ren^lnTaX  ̂

practice, as required by section 5 of the Computer Security Act 
of 1987; and

establishing minimum acceptable security practices for such sys­
tems, without limiting the scope of security measures already 
planned or in use.

(b) Specific Purposes.—The purposes of this Act are—
JI) by amending the_Act of March 3, 1901, to assign to the 

standards and guidelines for Federal’computer systems, indu­
ing responsibility for developing standards and guidelines

ment in developing regulations pertaining to training, as re­
quired by section 5 of the Computer Security Act of 19»<,

S 2315 of title 10, United‘States Code, or 
« — * . • a a S — #

"(3) have responsibility within the Federal Government for 
developing technical, management, physical, and administra- 
thre standards and guidelines for the cost-effective security and

"(b) In fulfilling subsection (a) of this section, the National Bureau 
of Standards is authorized— .

"(1) to assist the private sector, upon request, in using and 
applying the results of the programs and activities under this 

section* t_"(2) to make recommendations, as appropriate, to the 
Administrator of General Services on policies and regulations 
proposed pursuant to section 111(d) of the Federal Property and 
Administrative Services Act of 1949; t i-r

“(3) as requested, to provide to operators of Federal computer 
systems technical assistance in implementing standards and

SESi Bureau

such paragraph the following:
"(20) the study of computer systems (as that term is defined in 

section 20(d) of this Act) and their use to control machinery and 
processes";

(2) by redesignating section 20 as section 22, and by inserting 
after section 19 the following new sections:

"Sec. 20. (a) The National Bureau of Standards shall—

■W’submit standardT’and guidelines developed pursuant to 
oaragraphs (2) and (3) of this subsection, along with rec- 
ommenJations as to the extent to which these should be made

promulgation undeSnUlKd^the Federal Property and
A 1 *__ I _A__—Czxmt zvno A I MuM*

' d by section 2315 of title 10, United States Code, or 
3502(2) of title 44, United States Code;

t^hnical, management, physical,. and administr. 

priva5nof*^ris“itiCe6'intonation inYederal computer systems 

except > tho8e gygtems excluded bv section 2315 of title 10, 
United States Code, or section 3502(2) of title 44, United

St"(B0 taose systems which are protected at all timesby 
procedures established for information which has been

to controlToss and unauthorized modification or dJscJ““[e °f 
sensitive information in such systems and to prevent computer- 
related fraud and misuse; -



(including, but not limited to, the Department of Defense and 
Energy, the National Security Agency, the General Accounting

privacy to which individuals 
if title 5, United States Code

'(A) to assure maximum use of all existing and planned 
igrams, materials, studies, and reports relating to com- 
ter systems security and privacy, in order to avoid un-

foreign policy; and
“(5) the term ‘Federal

computer svstems which is authorized under criteria estab­
lished by Executive order or an Act of Congress to be kept

“(2) performing 
subsection (bX5),

technology, or related disciplines, 
or representative of a producer

"(A) means a computer system operated by a Federal 
agency or by a contractor of a Federal agency or other

"(e) Members of the Board, other than full-time employees of the 
Federal Government, while attending meetings of sucn committees

<
Federal agency, contractor of a Federal agency, or other 
organization that processes information using a computer or while otherwise performing duties at the request of the Board

101 STAT. 1727101 STAT. 1726

of one year, three shall be appointed for terms of two years, 
three shall be appointed for terms of three years, and three 

■ ■-* J - ■ ■ ”
■‘(2) any member appointed to fill a vacancy in the Board shall 

“Tve for the remainder of the term for which his predecessor

imputer systems; and
“(3) to report its findings to the Secretanr of Commerce, the l.„._the Office of Management and Budget, the Director

i

computer systems security and privacy, a.---------------
hall be from the National Security Agency.

“(1) to identify emerging managerial, technical, administra­
tive, and physical safeguard issues relative to computer systems 
security and privacy;

acquisition, storage, manipulation, management, move­
ment, control, display, switching, interchange, trans­
mission, or reception, of data or information; and

“(B) includes—
“(i) computers;
"(ii) ancillary equipment; 
“(iii) software, firmware, and similar procedures;

Commerce. The Secretary of Commerce shall appoint the chairman 
of the Board. The Board shall be composed of twelve additional 
members appointed by the Secretary of Commerce as follows:

“(1) four members from outside the Federal Government who

“(2) to advise the Bureau of Standards and the Secretary of 
Commerce on security and privacy issues pertaining to Federal 
computer systems; and

“(3) to report its findings to the Secretanr of Commerce, the Reporta 
Director of the Office of Management and Budget, the Director 
of the National Security Agency, and the appropriate commit­
tees of the Congress.

“(c) The term of office of each member of the Board shall be four 
years, except that—

“(1) of the initial members, three shall be appointed for terms

system on behalf of the Federal Government to accomp' a 
Federal function:

“(4) the term sensitive information’ means any information, 
the loss, misuse, or unauthorized access to or modification of 
which could adversely affect the national interest or the con­
duct of Federal programs, or the privacy to which individuals 
are entitled under section 552a or title 5, United States Code 
(the Privacy Act), but which has not been specifically authorized 
under criteria established by an Executive order or an Act of 
Congress to be kept secret in the interest of national defense or 
foreign policy; ana

“(5) the term ‘Federal agency* has the meaning given such 
term by section 3(b) of the Federal Property and Administrative
Services Act of 1949. 15 use

"Sec. 21. (a) There is hereby established a Computer System 
Security and Privacy Advisory Board within the Department of 
Commerce. The Secretary of Commerce shall appoint the chairman

are eminent in the computer or telecommunications industry, 
at least one of whom is representative of small or medium sized 
companies in such industries;

“(2) four members from outside the Federal Government who 
are eminent in the fields of computer or telecommunications 
technology, or related disciplines, but who are not employed by 
or representative of a producer of computer or telecommuni­
cations equipment; and

"(3) four members from the Federal Government who have 
computer systems management experience, including experi­
ence in computer systems security and privacy, at least one of 
whom shall be from the National Security Agency.

"(b) The duties of the Board shall be—

“(i) computers;
"(ii) ancillary equipment;
"(iii) software, firmware, and similar procedures; 
"(iv) services, including support services; and 
"(v) related resources as defined by regulations 

issued by the Administrator for General Services 
pursuant to section 111 of the Federal Property and 
Administrative Services Act of 1949;

"(2) the term ‘Federal computer system’—
"(A) means a computer system operated by a Federal 

agency or by a contractor of a Federal agency or other 
organization that processes information (using a computer 
system) on behalf of the Federal Government to accomplish 
a Federal function; and

"(B) includes automatic data processing equipment as 
that term is defined in section 111(a)(2) of the Federal 
Property and Administrative Services Act of 1949; 

"(3) the term ‘operator of a Federal computer system’ means a

shall be appointed for terms of four years; and _ „
nfill a

serve ______________________________
was appointed.

"(d) The Board shall not act in the absence of a quorum, which 
shall consist of seven members.

devise techniques for the cost-effective security and privacy of 
sensi information in Federal computer systems; and

(6) uj coordinate closely with other agencies and offices 
(including, but not limited to, the Departments of Defense and 
Energy, the National Security Agency, the General Accounting 
pffice, the Office of Technology Assessment, and the Office of 
Management and Budget)—

"(A) to assure maximum use of all existing and planned 
programs, materials, studies, and reports relating to com­
puter systems security and privacy, in order to avoid un­
necessary and costly duplication of effort; and

“(B) to assure, to the maximum extent feasible, that 
standards developed pursuant to subsection (a) (3) and (5) 
are consistent and compatible with standards and proce­
dures developed for the protection of information in Federal 
computer systems which is authorized under criteria estab­
lished by Executive order or an Act of Congress to be kept 
secret in the interest of national defense or foreign policy,

(c) For the purposes of—
“(1) developing standards and guidelines for the protection of 

sensitive information in Federal computer systems under 
subsections (aXl) and (aX3), and

“(2) performing research and conducting studies under 
subsection (bX5),

the National Bureau of Standards shall draw upon computer system 
technical security guidelines developed by the National Security 
Agency to the extent that the National Bureau of Standards deter- 
mines that such guidelines are consistent with the requirements for 
protecting sensitive information in Federal computer systems. 

“(d) As used in this section—
"(1) the term ‘computer system’—

"(A) means any equipment or interconnected system or 
subsystems of equipment that is used in the automatic
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jsue regulations prescribing the procedures and scoge of
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‘(3) The standards determined to be compulsory and binding may

vision of that agency and which contains sensitive information.

action to oe necessary ana aesirable to allow tor timely i 
implementation of Federal computer systems standards, 
such agency may redelegate such authority only to a si

ted promptly to the Committee on Government Operations of the 
House of Representatives and the Committee on Governmental

101 STAT. 1728 101 STAT. 1729

Upon receiving notice of such disapproval
retary of Commerce shall immediately resc..._  
—•ds orguidehnes as directed by the President.

‘‘(2) The head of a Federal agency may employ standards for the

andb’1 <T ^b'^th^Secf11^86 a^^icable standards made’compulsory

“(3) The standards determined to be compulsory and binding may 
be waived by the Secretary of Commerce in writing upon a deter­
mination that compliance would adversely affect the accomplish-

-eau
Act.
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1949, establish a plan for the security and privacy of each Federal 
computer system identified by that agency pursuant to subsection
(a)_that is commensurate with the risk and magnitude of the harm 
resulting from the loss, misuse, or unauthorized access to or modi- 
n a:__ • r__________ a*_____ •___________ i____*.__

I
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each Federal agency shall identify each Federal computer system, 
and system under development, which is within or under the super­
vision of that agency and which contains sensitive information, 

(b) Security Plan.—Within one year after the date of enactment 
of this Act, each such agency shall, consistent with the standards, 
guidelines, policies, and regulations prescribed pursuant to section 
111(d) of the Federal Property and Administrative Services^Act of

iputer system "identified by that agency "pursuant to subsection 
mat is commensurate with the risk and magnitude of the harm 

fication of the information contained in such system. Copies of each 
such plan shall be transmitted to the National Bureau of Standards

SEC. 5. FEDERAL COMPUTER SYSTEM SECURITY TRAINING.

(a) In General.—Each Federal agency shall provide for the 
mandatory periodic training in computer security awareness and 
accepted computer security practice of all employees who are in­
volved with the management, use, or operation of each Federal 
computer system within or under the supervision of that agency. 
Such training shall be—

(1) provided in accordance with the guidelines developed
pursuant to section 20(aX5) of the National Bureau of Standards 
Act (as added by section 3 of this Act), and in accordance with 
the regulations issued under subsection (c) of this section for 
Federal civilian employees; or

(2) provided by an alternative training program approved by 
the head of that agency on the basis of a determination that the 
alternative training program is at least as effective in accom­
plishing the objectives of such guidelines and regulations.

(b) Training Objectives.—Training under this section shall be 
started within 60 days after the issuance of the regulations de­
scribed in subsection (c). Such training shall be designed—

(1) to enhance employees’ awareness of the threats to and
vulnerability of computer systems; and

(2) to encourage the use of improved computer security 
practices.

(c) Regulations.—Within six months after the date of the enact­
ment of this Act, the Director of the Office of Personnel Manage­
ment shall issue „ . .
the training to be provided Federal civilian employees under subsec­
tion (a) and the manner in which such training is to be carried out.
SEC. «. ADDITIONAL RESPONSIBILITIES FOR COMPUTER SYSTEMS 40 USC 7 

SECURITY AND PRIVACY.

(a) Identification of Systems That Contain Sensitive Informa­
tion.—Within 6 months after the date of enactment of this Act, 

ot such disapproval or modification shall be submitted promptly to 
the Committee on Government Operations of the House of Rep­
resentatives and the Committee on Governmental Affairs of the 
Senate and shall be published promptly in the Federal Register. 
Upon receiving notice of such disapproval or modification, the Sec­
retary of Commerce shall immediately rescind or modify such stand­
ards orguidelines as directed by the President.

“(2) TTie head of a Federal agency may employ standards for the 
coet-effective security and privacy of sensitive information in a 
Federal computer system within or under the supervision of that 
agency that are more stringent than the standards promulgated by 
the Secretary of Commerce, if such standards contain, at a mini-

the public interest. The President’s authority to disapprove or 
modify such standards and guidelines may not be delegated. Notice 
of such disapproval or modification shall be submitted promptly to

-JornfSWI a ’■■ir iflBI of 
. . * ;------ --Penses m accordance with sub-

ch.a?,tem 1 haPter 57 of tltle 5, United'States Code.
(0 To provide the staff services necessary to assist the Board in 

carrying out its functions, the Board may utilize personnel from the 
National Bureau of Standards or any other agency of the Federal 
Government with the consent of the head of the agency.

’ and 
  in section 20(d)

, .— — g new section:
may be cited as the National Bureau of

ment of the mission of an operator of a Federal computer system, or 
cause a mRjor adverse financial impact on the operator which is not 
offset by Government-wide savings. The Secretary may delegate to 
the head of one or more Federal agencies authority to waive such 
standards to the extent to which the Secretary determines such 
action to be necessary and desirable to allow for timely and effective

, . . j. The head of
such agency may redelegate such authority only to a senior official 
designated pursuant to section 3506(b) of title 44, United States 
Code. Notice of each such waiver and delegation shall be transmit-

carrying out its functions, the Board may utilize personnel from the 
National Bureau of Standards or any other agency of the Federal 
Government with the consent of the head of the agency.

U8e<1 in thifl 8®<^ion> tbe terms ‘computer system’ 
Federal computer system have the meanings given in section 

oi this Act. ; and
(3Lby ®ddin8 at the end thereof the following

“Sec. 23 This Act may be cited as the Nation* 
Standards Act.”.

SEC. 4. AMENDMENT TO BROOKS ACT.

(dXl) The Secretary of Commerce shall, on the basis of standards 
and guidelines developed by the National Bureau of Standards 

20(a) (2) and (3) of the National Bureau of 
ouinuarus aci, promulgate standards and guidelines pertaining to 
Federal computer systems, making such standards compulsory and 
binding to the extent to which the Secretary determines necessary 
^Jmpfove the emciency of operation or security and privacy of 

R^48)teThe Administrator shall revise the Federal information re- Reguiatio. 

sources management regulations (41 CFR ch. 201) to be consistent 
with the standards and guidelines promulgated by the Secretary of 
Commerce under this subsection.

"(5) As used in this subsection, the terms Federal computer 
system’ and ‘operator of a Federal computer system’ have the 
meanings given in section 20(d) of the National Bureau of Standards 
Act.”.

jgulations issued 
al civilian emplovi 
irovided by an all

alternative training program is at least as effective in 
plishing the objectives of such guidelines and regulations.
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PUBLIC LAW 100-236 [H.R. 1162]; January 8,198* 

SELECTION OF COURT FOR MULTIPLE APPE/

For Legislative History of Act, see p. 3198.
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rr^ the and House of Representative
United States of America tn Congress assembled,
SECTION 1. SELECTION OF COURT FOR MULTIPLE APPEALS.

Section 2112(a) of title 28, United States Code, is amer 
®‘[>k>ng out the last three sentences and inserting in lieu the 
following: If proceedings are instituted in two or more Ct 
appeals with respect to the same order, the following shal 

(1) If within ten days after issuance of the order the 
board, commission, or officer concerned receives, from 1 
sons instituting the proceedings, the petition for revie 
respect to proceedings in at least two courts of appei 
agency, board, commission, or officer shall proceed in 
ance with paragraph (3) of this subsection. If ‘ ‘ '
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nr Federal ?8®ncy to hmit, restrict, regulate,

(A) pnvatelv-owned information;
(B) disclosable under section 552 ance witn paragraph (3) of this subsection. If within k 

after the issuance of the order the agency, board, commis 
officer concerned receives, from the persons instituti 
proceedings, the petition for review with respect to proc
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Dec. 21, considered and passed Senate.
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(C) public domain information.

Approved January 8, 1988.
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„°ff appeals and which is stamped by the court wi 
date of filing shall constitute the petition for review 
agency, board, commission, or officer, as the case may be 
designate by rule the office and the officer who must r 
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computer system , "operator of a Federal computer system", 
sensitive information , and "Federal agency” have the meanings 
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§ 278g-3. Computer standards program

the primary purpose of which standards and guidelines shall be to control loss 
and unauthorized modification or disclosure of sensitive information in such

Effecth* Dsta. Section 6(b) of Pub L. 99-574 
■ ■ |,1 ••Tt I II '

3

systems and to prevent computer-related fraud and misuse;
(4) submit standards and guidelines developed pursuant to paragraphs (2) and

(3) of this subsection, along with recommendations as to the extent to which 
these should be made compulsory and binding, to the Secretary of Commerce for 
promulgation under section 759(d) of Title 40;

(5) develop guidelines for use by operators of Federal computer systems that 
contain sensitive information in training their employees in security awareness 
and accepted security practice, as required by section 5 of the Computer 
Security Act of 1987; and

(6) develop validation procedures for, and evaluate the effectiveness of, 
standards and guidelines developed pursuant to paragraphs (1), (2), and (3) of 
this subsection through research and liaison with other government and private 
agencies.

(b> Technical a»»i»Unce and implementation of atandarde developed

In fulfilling subsection (a) of this section, the Institute is authorized—
(1) to assist the private sector, upon request, in using and applying the 

results of the programs and activities under this section;
(2) to make recommendations, as appropriate, to the Administrator of General 

Services on policies and regulations proposed pursuant to section 759(d) of Title 
• r

•cction (a) [enacting this section] shall be effective 

October 1, 1986."

Legislative Hiatory. For legislative history and 
purpose of Pub.L. 99-574, see 1986 U.S. Code 
Cong, and Adm News, p. 5435. See, also, Pub.L. 
100-418, 1988 U.S. Code Cong, and Adm. News,

(a) Development of atandarda, guidelines, methods and techniques for computer systems 

The Institute shall—
(1) have the mission of developing standards, guidelines, and associated 

methods and techniques for computer systems;
(2) except as described in paragraph (3) of this subsection (relating to security 

standards), develop uniform standards and guidelines for Federal computer 
systems, except those systems excluded by section 2315 of Title 10, or section 
8502(2) of Title 44;

(3) have responsibility within the Federal Government for developing techni­
cal, management, physical, and administrative standards and guidelines for the 
cost-effective security and privacy of sensitive information in Federal computer 
systems except—

(A) those systems excluded by section 2315 of Title 10, or section 3502(2) 
of Title 44; and

(B) those systems which are protected at all times by procedures estab­
lished for information which has been specifically authorized under criteria 
established by an Executive order or an Act of Congress to be kept secret in 
the interest of national defense or foreign policy,

legislative History. For legislative history and 
purpose of Pub.L. 99-574, see 1986 U.S. Code 
Cong, and Adm. News, p. 5435. See, also, Pub.L. 
100-418, 1988 U.S. Code Cong, and Adm. News, 
p. 1547.

Codification. Section 9 of Pub.L. 96-461, in 
addition to enacting this section, enacted a provi­
sion set out as a note under this section.

Prior Provisions. A prior section 278g, Act 
Mar. 3, 1901, c. 872, j 17, as added Mar. 1. 1968, 
Pub.L. 90-259, Title 1, J 102. 82 Stat. 35, which 
related to grants to states, local governments, 
other nonfedcral public agencies, and non-profll 
institutions, reimburacmenl of federal agencies, 
delegstion of powers, sdvance of public moneys, 
cooperation of federal agencies, and issuance of 
rules and regulations, was repealed by Pub.L. 
93-498, § 18, Oct. 29, 1974, 88 Stat. 1545.

19M Amendment. Pub.L. 100-418, 
§ 51 IS(aXl). substituted "Institute” for "National 
Bureau of Standards" wherever appearing.

Effective Date of 1980 Amendment. Section 11 
of Pub.L. 96-461 provided that: The effective 
dale of sections 8 and 9 of this Act [enacting this 
section, amending section 278d of this title, and

1988 Amendment. Pub L. 100-418, 
§ 5llXaXI). substituted "Institute" for “National 
Bureau of Standards" the first place appearing, 
and for “Bureau” wherever subsequently appear­
ing, respectively.

1988 Amendment. Pub.L. 100-418, 
§ 5115(aX 1). substituted “Institute" for "National 
Bureau of Standards".

Effective Date. Section 8(b) of Pub.L 99-574 
provided that: "The amendments made by sub­
section (a) (enacting this section) shall be effective 
October I, 1987.”

offered try a foreign government, and to the acceptance and retention by an 
employee of the Institute of any form of financial or other assistance provided by a 
foreign government as compensation for or as a means of defraying expenses 
associated with the performance of scientific or engineering activities or the ex­
change of scientific or technical information, in any case where the acceptance of 
such fellowship, lectureship, or position or the acceptance and retention of such 
assistance is determined by the Secretary to be appropriate and consistent with the 
interests of the United States. For the purposes of this subsection, the definitions 
appearing in section 7342(a) of Title 5 apply. Civil actions may be brought and 
penalties assessed against any employee who knowingly accepts and retains assist­
ance from a foreign government not consented to by this subsection in the same 
manner as is prescribed by section 7342(h) of Title 5.

(c) Prohibition on use of appropriations inapplicable

Provisions of law prohibiting the use of any part of any appropriation for the 
payment of compensation to any employee or officer of the Government of the 
United States who is not a citizen of the United States shall not apply to the payment 
of compensation to scientific or engineering personnel of the Institute.
(Mar. 3, 1901, c. 872, § 17, as added Oct 15, 1980, Pub.L. 96-461, § 9, 94 Stat. 2051, and amended 
Aug. 23, 1988, Pub.L. 100-418, Title V, } 5115(aXl), 102 Stat. 1433.)

enacting a provision Kt out u a note under this 
icction] ihall be October 1, 1980."

Congressional Declaration of Purpose. Section 
9 of Pub.L. 96-461; as amended Pub.L. 100-418, 
Title V. 5 5115(c), Aug. 23, 1988, 102 Stat. 1433, 
provided in part that:

"In order Io develop and itrongthen the stpor- 
tlu of the National Institute of Standardi and 
Technology in icicncc and engineering, to enhance 
the Secretary'i ability to maintain the Institute's 
programi at the forefront of worldwide develop­
ment! in science and engineering, and to cooper­
ate in international scientific activities, the Act of 
March 3, 1901 (15 U.S.C. 271 -278h), as amended 
[sections 271 to 278h of this title], is further 
amended by inKrting immediately after section 16 
the following new section [this section][.)"

Legislative History. For legislative history and 
purpose of Pub.L. 100-418, see 1988 U.S.Code 
Cong, and Adm. News, p. 1547.

§ 278g-l. Research fellowships and other financial assistance to students st 
institutions of higher education

The Director is authorized to expend up to 1 per centum of the funds appropriated 
for activities of the Institute in any fiscal year, as the Director may deem desirable, 
for awards of research fellowships and other forms of financial assistance to 
students at institutions of higher learning within the United States who show 
promise as present or future contributors to the mission of the Institute. The 
selection of persons to receive such fellowships and assistance shall be made on the 
basis of ability and of the relevance of the proposed work to the mission ahd 
programs of the Institute.

(Mar. 3, 1901, c. 872, } 18, u added Oct. 28, 1986, Pub.L. 99-574, } 6(a), 100 Stat 8287, and 

amended Aug. 23, 1988, Pub.L. 100-418, Title V, J 5115(aXl). 102 Stat 1488.) 

§ 278g-2. Post-doctoral fellowship program
The Institute, in conjunction with the National Academy of Sciepces, shall estab­

lish and conduct a post-doctoral fellowship program which shall be organized and 
carried out in substantially the same manner as the National Academy of Sci- 
ences/National Research Council Post-Doctoral Research Associate Program that 
was in effect prior to 1986, and which shall include not less than twenty nor more 
than forty new fellows per fiscal year.
(Mar. 3, 1901, c. 872, § 19, as added Oct. 28, 1986, Pub.L. 99-574, § 8(a), 100 Stat. 3238, and 
amended Aug. 23, 1988, Pub.L. 100-418, Title V, § 5U5(aXl), 102 Stat. 1433.)



o o -'0 CUMMEKC& AMD 1KADL ID 8 X<Og'

(1

nullonul Inturoit or tlio conduct of Fuduriil progruin», or th« privacy to which 
individual! are entitled under section 062a of Title 6 (the Privacy Act), but which

report ite findings to the Secretary of Commerce, the Director of the 
f Management and Budget, the Director of the National Security
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(4) the term '‘sensitive information” means any information, the loss, misuse, 
or unauthorised acceas to or modification of which could adversely affect the

Subsec. (b). Pub.L. 100-418, J 5115(»X1), 
substituted "Institute" for "National Bureau of 
Standards” in provisions preceding par. (1).

Subsec. (c). Pub.L. 100—418, § 5113(a)(1), 
substituted "Institute" for "National Bureau of 
Standards” wherever appearing in provisions fol­
lowing numbered paragraphs.

Legislative History. For legislative history and 
purpose of Pub.L. 100-418, see 1988 U.S.Code 
Cong and Adm. News. p. 1547.

(d) Quorum

“ > Bot| 
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§ 278g-4. Computer System Security and Privacy Advisory Board

(a) Establishment and composition

There is hereby established a Computer System Security and Privacy Advisory 
Board within the Department of Commerce. The Secretary of Commerce shall 
appoint the chairman of the Board. The Board shall be composed of twelve 
additional members appointed by the Secretary of Commerce as follows:

(1) four members from outside the Federal Government who are eminent in 
the computer or telecommunications industry, at least one of whom is represent­
ative of small or medium sized companies in such industries;

(2) four members from outside the Federal Government who are eminent in 
the fields of computer or telecommunications technology, or related disciplines, 
but who are not employed by or representative of a producer of computer or 
telecommunications equipment; and

(3) four members from the Federal Government who have computer systems 
management experience, including experience in computer systems security and 
privacy, at least one of whom shall be from the National Security Agency.

(b) Duties

The duties of the Board shall be—
(1) to identify emerging managerial, technical, administrative, and physical 

safeguard issues relative to computer systems security and privacy;
(2) to advise the Institute and the Secretary of Commerce on security and 

privacy issues pertaining to Federal computer systems; and
(3) to report its findings to the Secretary of Commerce, the Director of the 

Office of Management and Budget, the Director of the National Security 
Agency, and the appropriate committees of the Congress.

(c) Term of office

The term of office of each member of the Board shall be four years, except that—
(1) of the initial members, three shall be appointed for terms of one year, 

three shall be appointed for terms of two years, three shall be appointed for 
terms of three years, and three shall be appointed for terms of four years; and

(2) any member appointed to fill a vacancy in the Board shall serve for the 
remainder of the term for which his predecessor was appointed.

requested, to provide to operators of Federal computer systems techni­
cal assistance in implementing the standards and guidelines promulgated pursu­
ant to section 76D(d) of Title 40;

(4) to asslsl, us appropriate, the Office of Personnel Management In develop­
ing regulations pertaining to training, as required by section 6 of the Computer 
Security Act of 1987;

(5) to perform research and to conduct studies, as needed, to determine the 
nature and extent of the vulnerabilities of, and to devise techniques for the 
cost-effective security and privacy of sensitive information in Federal computer 
systems; and

(8) to coordinate closely with other agencies and offices (including, but not 
limited to, the Departments of Defense and Energy, the National Security 
Agency, the General Accounting Office, the Office of Technology Assessment, 
and the Office of Management and Budget)—

(A) to assure maximum use of all existing and planned programs, materi­
als, studies, and reports relating to computer systems security and privacy, 
in order to avoid unnecessary and costly duplication of effort; and

(B) to assure, to the maximum extent feasible, that standards developed 
pursuant to subsection (a)(3) and (5) are consistent and compatible with 
standards and procedures developed for the protection of information in 
Federal computer systems which is authorized under criteria established by 
Executive order or an Act of Congress to be kept secret in the interest of 
national defense or foreign policy.

(c) Protection of •eneitive information

For the purposes of—
(1) developing standards and guidelines for the protection of sensitive infor­

mation in Federal computer systems under subsections (a)(1) and (a)(3), and
(2) performing research and conducting studies under subsection (b)(5),

the Institute shall draw upon computer system technical security guidelines devel­
oped by the National Security Agency to the extent that the Institute determines 
that such guidelines are consistent with the requirements for protecting sensitive 
information in Federal computer systems.

(d) Deflnitlom

As used in this section—
(1) the term "computer system"—

(A) means any equipment or interconnected system or subsystems of 
equipment that is used in the automatic acquisition, storage, manipulation, 
management, movement, control, display, switching, interchange, trans­
mission, or reception, of data or information; and

(B) includes—
(i) computers;
(11) ancillary equipment;
(ill) software, firmware, and similar procedures;
(iv) services, including support services; and
(v) related resources as defined by regulations issued by the Admin­

istrator for General Services pursuant to section 769 of Title 40;
(2) the term “Federal computer system”—

(A) means a computer system operated by a Federal agency or by a 
contractor of a Federal agency or other organization that processes infor­
mation (using a computer system) on behalf of the Federal Government to 
accomplish a Federal function; and

(B) includes automatic data processing equipment as that term is defined 
in section 759(a)(2) of Tide 40;

(3) the term "operator of a Federal computer system” means a Federal 
agency, contractor of a Federal agency, or other organization that processes 
information using a computer system on behal^f the Federal Government to

OBB Bi

has not been specifically authorized under criteria established by an Executive 
order or an Act of Congress to be kept secret in the interest of national defense 
or foreign policy; and

(5) the term "Federal agency” has the meaning given such term by section 
472(b) of Title 40.

(Mar. 3, 1901, c. 872, J 20, as added Jan. 8, 1988, Pub.L. 100-235, § 3(2), 101 3UL 1724, and 
amended Aug. 23, 1988, Pub.L. 100-418, Title V, J 5116(aXl), 102 Stat. 1483.)

Reference* In Text. Section 5 of the Computer 
Security Act of 1987, referred to in eubeecs. (aXS) 
and (bX4), is section 5 of Pub.L. 100-235, Jan. 8, 
1988, 101 Stat. 1729, which is set out as a note 
under section 759 of Title 40. Public Buildings. 
Property, and Works.

1988 Amendment. Subsec (a). Pub L. 
100-418, § 51 l5(aXl). substituted "Institute" for 
“National Bureau of Standards" in provisions pre­
ceding par. (I).
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Congress are in session have elapsed since such submission, except that the t 
requirement of this sentence shall not apply with respect to adjustments which are

(b) Activities of Centers
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Legislative History. For legiilalive history and 
purpose of Pub.L. 100-418, see 1988 U.S.Code 
Cong, and Adm. News, p. 1547.

Legislative History. For legislative history and 
purpose of Pub.L. 100-418. see 1988 U.S.Code 
Cong, and Adm. News, p. 1547.

by section 271(bXI) of this title, as amended by 
Pub.L. 100-418

Subsec. (f). Pub.L. 100-418, § 5115(aX 1), sub­
stituted "Institute” for “National Bureau of Stan­
dards".

Legislative History. For legislative history and 
purpose of Pub L. 100-418, see 1988 U.S.Code 
Cong, and Adm. News, p. 1547.
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§ 278k. Regional centers for the transfer of manufacturing technology

(a) Creation and support of Centers; affiliations; merit review in determining awards; 

objectives

The Secretary, through the Director and, if appropriate, through other officials, 
shall provide assistance for the creation and support of Regional Centers for the 
Transfer of Manufacturing Technology (hereafter in this chapter referred to as the 
“Centers"). Such centers shall be affiliated with any United States-based nonprofit 
institution or organization, or group thereof, that applies for and is awarded 
financial assistance under this section in accordance with the description published 
by the Secretary in the Federal Register under subsection (c)(2) of this section. 
Individual awards shall be decided on the basis of merit review. The objective of the 
Centers is to enhance productivity and technological performance in United States 
manufacturing through—

(1) the transfer of manufacturing technology and techniques developed at the 
Institute to Centers and, through them, to manufacturing companies throughout 
the United States;

(2) the participation of individuals from industry, universities, State govern­
ments, other Federal agencies, and, when appropriate, the Institute in coopera­
tive technology transfer activities;

(3) efforts to make new manufacturing technology and processes usable by 
United States-based small- and medium-sized companies;

(4) the active dissemination of scientific, engineering, technical, and manage­
ment information about manufacturing to industrial firms, including small- and 
medium-sized manufacturing companies; and

(5) the utilization, when appropriate, of the expertise and capability that 
exists in Federal laboratories other than the Institute.

lubscc (b).

Legislative History. For legislative history and ; 
purpose of Pub.L. 99-574, see 1986 U.S. Code ? 
Cong, and Adm. News, p. 5435.

(e) Ah .ice for travel expenses

Members of the Board, other than full-time employees of the Federal Government,

§ 2781. Reports to Congress

(a) The Director shall keep the Committee on Commerce, Science, and Transporta­
tion of the Senate and the Committee on Science, Space, and Technology of the 
House of Representatives fully and currently informed with regard to all of the 
activities of the Institute.

(b) The Director shall justify in writing all changes in policies regarding fees for 
standard reference materials and calibration services occurring after June 30, 1987, 
including a description of the anticipated impact of any proposed changes on demand j 
for and anticipated revenues from the materials and services. Changes in policy and 
fees shall not be effective unless and until the Director has submitted the proposed ; 
schedule and justification to the Congress and 30 days on which both Houses of |

§ 278h. Appropriations; availability

Appropriations to carry out the provisions of this chapter may remain available for 
obligation and expenditure for such period or periods as may be specified in the Acts 
making such appropriations.
(Mar. 8, 1901, c. 872, { 22, formerly § 18, as added June 22, 1972, Pub.L. 92-817, § 3(a) 86 Stat 
235, and amended July 21, 1978, Pub.L. 95-322, § 2(b), 92 Stat. 395; Oct. 15, 1980, Pub.L. 96-461, 
§ 10, 94 Stat. 2052; renumbered § 19, Oct. 28, 1986, Pub.L. 99-574, § 6(a), 100 Stat. 3237- 
renumbered § 20, Oct 28, 1986, Pub.L. 99-574, § 8(a), 100 Stat 3238; renumbered § 22, Jan. 8, 
1988, Pub.L. 100-235, § 3(2), 101 Stat 1724.)

References la Text. This chapter, referred to 
in text, in the original read “this Act" meaning
Act Mar. 3, 1901, c. 872, which comprises all
sections of this chapter other than sections 279 to
282.

1980 Amendment. Pub.L. 96-461 substituted 
“Appropriations" for “(a) Appropriations" and 
struck out subsec (b), which authorized appropri­
ations to carry out provisions of this chapter, 
including the Working Capital Fund referred to in
section 278b(a) of this title, but excluding section

278f of this title, of such sums as may be neces­
sary for each of the fiscal years 1979 and 1980.

1978 Amendment. Subsec. (a). Pub.L. 
95-322, § 2(b)(1), designated existing provisions 
as subsec. (a).

Subsec. (b). Pub.L. 95-322. J 2(b)(2), added

1°

based solely on changes in the costa of raw materials or of producing and delivering 
standard reference materials or calibration services.
(Mar. 8, 1901, c. 872, | 28, as added Aug. 23, 1988, Pub.L. 100-418, Title V, | 5114(2), 102 Stat. 

1482.)

§ 278J. Studies by the National Research Council
The Director may periodically contract with the National Research Council for 

advice and studies to assist the Institute to serve United States industry and science. 
The subjects of such advice and studies may include—

(1) the competitive position of the United States in key areas of manufactur­
ing and emerging technologies and research activities which would enhance that 
competitiveness;

(2) potential activities of the Institute, in cooperation with industry and the 
States, to assist in the transfer and dissemination of new technologies for 
manufacturing and quality assurance; and

(3) identification and assessment of likely barriers to widespread use of 
advanced manufacturing technology by the United States workforce, including 
training and other initiatives which could lead to a higher percentage of 
manufacturing jobs of United States companies being located within the borders 
of our country.

(Mar. 3, 1901, c. 872, f 24, as added Aug. 23, 1988, Pub.L. 100-418, Title V, ( 5114(2), 102 Stat. 

1482.)

place of business, may be allowed travel expenses in accordance with subchapter I of 
chapter 57 of Title 5 [5 U.S.C.A. § 5701 et seq.].

(f) Staff aervlcea and utilisation of federal personnel

To provide the staff services necessary to assist the Board in carrying out its 
functions, the Board may utilize personnel from the Institute or any other agency of 
the Federal Government with the consent of the head of the agency.

(g) Definitions

As used in this section, the terms "computer system” and "Federal computer 
system" have the meanings given in section 20(d) of this Act.
(Mar. 3, 1901, c. 872, § 21, aa added Jan. 8, 1988, Pub.L. 100-235, § 3(2), 101 Stat. 1727, and 
amended Aug. 23, 1988, Pub.L. 100-418, Title V, § 5U5(aXl). 102 Stat. 1433.)

1988 Amendment. Sutaec. (bX2). Pub.L.
100-418, { 51 l5(aXl), which directed that "Insti­
tute" be substituted for "National Bureau of Stan­
dards", "Bureau" and "bureau", wherever appear­
ing, was executed to subsec. (bX2) by substituting 
“Institute" for "Bureau of Standards" as the prob­
able intent of Congress in view of the change of 
name of the National Bureau of Standards to the
National Institute of Standards and Technology
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(C) the procurement by the Department of Defense of automatic data pro- 
HRirur pnilinmonf tl__r_____ _ .. . . €

provided that this exclusion shall not include a'utomZc data pXssfng

W. HW"" J« : »

i

!

afencle*; joint 
1—i procetilnf

f IOl(m), Oct. JO, 19«ft. 100 Stat. JMI-M5J, 
provided that: "Ihn title and the aniendmcnti 
made by thia title [amending this section, sections 
751 and 759 of this title, and sections 3501, 3502, 
3503, 3503 note. 3504 to 3507, 3511, 3514, and 
3520 of Title 44, Public Printing and Documents, 
repealing section 759 note of this title, and anact- 
ing provisions set out as a note under section 3503 

tact-
(3) 1^1! 

pursflMHi

th) Function _.,d availability of Fund

The Fund shall—
(1) assume al) of the liabilities, obligations, and commitments of the funds 

described in subparagraphs (A) and (B) of subsection (a)(1); and
(2) be available for expenses, including personal services and other costs, and 

for procurement (by lease, purchase, transfer, or otherwise) for efficiently 
providing information technology resources to Federal agencies and for the 
efficient management, coordination, operation, and utilization of such resources.

<c) Contract authority

(1) In the operation of the Fund, the Administrator is authorized to enter into 
multiyear contracts for the provision of information technology hardware, software, 
or services for periods not in excess of five years, if—

(A) funds are available and adequate for payment of the costs of such 
contract for the first fiscal year and any costs of cancellation or termination;

(B) such contract is awarded on a fully competitive basis; and
(C) the Administrator determines that—

(i) the need for the information technology hardware, software, or servic­
es being provided will continue over the period of the contract;

(11) the use of the multiyear contract will yield substantial cost savings 
when compared with other methods of providing the necessary resources; 
and

(ill) such a method of contracting will not exclude small business partic­
ipation.

(2) Any cancellation costs incurred with respect to a contract entered into under 
this subsection shall be paid from currently available funds in the Fund.

(3) This subsection shall not be construed to limit the authority of the Administra­
tor to procure equipment and services under section 481 of this title.

(d) Transfer of uncommitted balances

Following the close of each fiscal year, the uncommitted balance of any funds 
remaining in the Fund, after making provision for anticipated operating needs as 
determined by the Office of Management and Budget, shall be transferred to the 
general fund of the Treasury as miscellaneous receipts.

(a) Annual report

A report on the operation of the Fund shall be made annually by the Administrator 
to the Director of the Office of Management and Budget. Such report shall identify * 
any proposed increases to the capital of the Fund and shall include a report on 
information processing equipment inventory, utilization, and acquisition.

(f) Information technology resource!

For purposes of this section, the term “information technology resources" includes 
any service or equipment which had been acquired or provided under this section or 
section 759 of this title, including other information processing and transmission 
equipment, software, systems, operating facilities, supplies, and services related 
thereto, and maintenance and repair thereof.
(As amended Oct 18,1986, Pub.L 99-600, Tide I, } 101(m), [Title VIII, } 821], 100 Stat. 1783-345; 
Oct 80, 1986, Pub.L. 99-591, Title 1, j 101(n>), [Title VIII, { 821], 100 Stat. 3341-346.)

IM4 AsHndaMata. Pub.L. 99-500 lubtlituled
provision relating io the Information Technology
Fund for provision relating to the Federal tele­
communications fund.

Pub L. 99-591 made an amendment identical to
Pub L. 99-500.

Uhctlva Data of 19M Amendment. Section
133 of Title VIII of the Treasury, Postal Service,

i

that is used in the automatic acquisition, storage, manipulation 
movement, j.-—i— —... “ . r •
data or information—

(i) by a Federal agency, or
(ID under a contract with a Federal agency which—

(I) requires the use of such equipment, or
(II) requires the performance of a service or the furnishing of a product 

which is performed or produced making significant use of such equipment.
(B) Such term includes—

(I) computers;
(ID ancillary equipment;
(ill) software, firmware, and similar procedures;
(Iv) services, including support services; and

for'ce'neral'servkieB068 def'ned by re»ulations iaaued by the Administrator

(3) This section does not apply to—
Wh.>h <}Va.?r0Ce88,in<f e^pment acquired by a Federal contractor
which is incidental to the performance of a Federal contract;

(B) radar, sonar, radio, or television equipment;
(C) the procurement by the Department of Defense of automatic data pro­

cessing equipment or services if the function, operation, or use of which-
(i) involves intelligence activities;
(ID involves cryptologic activities related to national security; 
(Hi) involves the command and control of military forces;
(iv) involves equipment which is an integral part of a weapon or weapons 

system; or
(v) !S cntical to the direct fulfillment of military or intelligence missions, 

provided that this exclusion shall not include automatic data processing 
equipment used for routine administrative and business applications such as 
payroll, finance, logistics, and personnel management- or

the Centra! intelligence Agency.

(b) Procurement, maintenance and repair of equipment; tran.f.r between 
utilisation; establishment and operation of equipment pools and data 
centers; delegation of Administrator’s authority

[Stt main volume for text of (1) and (t)]

of Information and Regulatory Affairs in the Of­
fice of Management and Budget pursuant to Pub. 
L. 96-511, { 3(b). Dec. 11. 1980, 94 Stat. 2825, 
set out at a note under section 3503 of Title 44, 
Public Printing and Documents.

legislative History. For legislative history and 
purpose of Pub L. 99-591, see 1986 U.S. Code 
Cong and Adm. News, p. 5627.

of section 821 and the amendments made by such 
section [amending this section and section 759 of 
this title and section 3504 of Title 44] shall take 
effect on January 1, 1987."

Delegation of Functions. All functions, author­
ity, and responsibility of the Director of the Office
of Management and Budget under this section
were delegated to the Administrator for the Office

§ 759. Procurement, maintenance, operation and utilization of automatic data 
processing equipment

(a) Authority of Administrator to coordinate and provide for purchase, lease and mainte­
nance of equipment by Federal agencies

(1) The Administrator is authorized and directed to coordinate and provide for the 
“X *“nd -somatic data process-

(2XA) For purposes of this section, the term “automatic data processing equip- 

” •“low™ <>' equipment

cntM di.pl.,, .vltehl’ng

)ignaM|
7> ■

ie Adminut
Io seHB

nance of equipment by Federal agencies ' ’ ’

Hie Administrator is authorized and directed to coordinate and provide for the

ing equipment by Federal agencies.
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and effectively procurements under this section, the Administrator may delegate to 
such official the authority to lease, purchase, or maintain automatic data processing 
equipment pursuant to paragraph (2) of this subsection, except that any such 
delegation shall not relieve the Administrator of the responsibilities assigned to the 
Administrator under this section. A delegation by the Administrator under this 
subsection shall not preclude the Administrator from reviewing individual procure­
ment requests if the Administrator determines that circumstances warrant such a 
review. The Administrator shall retain authority to revoke such delegations, both in 
general and with regard to any specific matter. In acting for the Administrator, any 
official to whom approval authority has been delegated under this subsection shall 
comply fully with the rules and regulations promulgated by the Administrator.

(c) Inapplicability of inconaiatent proviaiona of law

The proviso following paragraph (4) in section 481(a) of this title and the provisions 
of section 474 of this title shall have no application in the administration of this 
section. No other provision of this Act or any other Act which is inconsistent with 
the provisions of this section shall be applicable in the administration of this section.

(d) Standarda and guidelinea for Federal computer ayatema; promulgation, dlaapproval or

modification, etc.

(1) The Secretary of Commerce shall, on the basis of standards and guidelines 
developed by the National Bureau of Standards pursuant to section 278g-3(aX2) and
(3) of Title 15 promulgate standards and guidelines pertaining to Federal computer 
systems, making such standards compulsory and binding to the extent to which the 
Secretary determines necessary to improve the efficiency of operation or security 
and privacy of Federal computer systems. The President may disapprove or modify 
such standards and guidelines if he determines such action to be in the public 
interest. The President’s authority to disapprove or modify such standards and 
guidelines may not be delegated. Notice of such disapproval or modification shall be 
submitted promptly to the Committee on Government Operations of the House of 
Representatives and the Committee on Governmental Affairs of the Senate and shall 
be published promptly in the Federal Register. Upon receiving notice of such 
disapproval or modification, the Secretary of Commerce shall immediately rescind or 
modify such standards or guidelines as directed by the President.

(2) The head of a Federal agency may employ standards for the cost-effective 
security and privacy of sensitive information in a Federal computer system within or 
under the supervision of that agency that are more stringent than the standards 
promulgated by the Secretary of Commerce, if such standards contain, at a mini­
mum, the provisions of those applicable standards made compulsory and binding by 

the Secretary of Cuinnierce.
(3) The standards determined to be compulsory and binding may be waived by the 

Secretary of Commerce in writing upon a determination that compliance would 
adversely affect the accomplishment of the mission of an operator of a Federal 
computer system, or cause a major adverse financial impact on the operator which is 
not offset by Government-wide savings. The Secretary may delegate to the head of 
one or more Federal agencies authority to waive such standards to the extent to 
which the Secretary determines such action to be necessary and desirable to allow 
for timely and effective implementation of Federal computer systems standards 
The head of such agency may redelegate such authority only to a senior official 
designated pursuant to section 3506(b) of Title 44. Notice of each such waiver and 
delegation shall be transmitted promptly to the Committee on Government Opera­
tions of the House of Representatives and the Committee on Governmental Affairs 
of the Senate and shall be published promptly in the Federal Register.

(4) The Administrator shall revise the Federal information resources management 
regulations (41 CFR ch. 201) to be consistent with the standards and guidelines 
promulgated by the Secretary of Commerce under this subsection.

(5) As used in this subsection, the terms “Federal computer system” and "0I'«ra. 
tor of a Federal computer system” have the meanings given in section 278g-3(d) of

Ii t
i

ng ■■
(e) Limitations on authority of Administrator and Secretary of Commerce; notice and

review of Administrator's determinations

The authority conferred upon the Administrator and the Secretary of Commerce 
by this section shall be exercised subject to direction by the President and to fiscal 
and policy control exercised by the Office of Management and Budget. Authority so 
conferred upon the Administrator shall not be so construed as to impair or interfere 
with the determination by agencies of their individual automatic data processing 
equipment requirements, including the development of specifications for and the 
selection of the types and configurations of equipment needed. The Administrator 
shall not interfere with, or attempt to control in any way, the use made of automatic 
data processing equipment or components thereof by any agency. The Administra­
tor shall provide adequate notice to all agencies and other users concerned with 
respect to each proposed determination whether or not the automatic data processing 
equipment will be provided by the Administrator or whether or not the authority to 
lease, purchase, or maintain the equipment will be delegated. If the Administrator 
denies an agency procurement request such denial shall be subject to review and 
decision by the Director of the Office of Management and Budget, unless the 
President otherwise directs. Such review and decision shall be made only on the 
basis of a written appeal, and such written appeal, together with any written 
communications to the Administrator or any officer or employee of the Office of 
Management and Budget concerning such denial shall be made available to the 
public.

(f) Automated data processing dispute resolution

(1) Upon request of an interested party in connection with any procurement 
conducted which is subject to this section (including procurements subject to delega­
tion of procurement authority), the board of contract appeals of the General Services 
Administration (hereafter in this subsection referred to as the "board”), shall review 
any decision by a contracting officer alleged to violate a statute or regulation. Such 
review shall be conducted under the standard applicable to review of contracting 
officer final decisions by boards of contract appeals. The authority of the board to 
conduct such review shall include the authority to determine whether any procure­
ment is subject to this section and the authority to review regulations to determine 
their consistency with applicable statutes.

A proceeding, decision, of order of the board pursuant to this subsection shall not 
be subject to interlocutory appeal or review. An interested party who has filed a 
protest under subchapter V of chapter 35 of Title 31, with respect to a procurement 
or proposed procurement may not file a protest with respect to that procurement or 
proposed procurement under this subsection.

(2) ( A) When a protest under this subsection is filed before the award of a contract 
in a protested procurement, the board, at thu request of an interested party and 
within 10 days of the filing of the protest, shall hold a hearing to determine whether 
the board should suspend the procurement authority of the Administrator or the 
Administrator’s delegation of procurement authority for the protested procurement 
on an interim basis until the board can decide the protest.

(B) The board shall suspend the procurement authority of the Administrator or 
the Administrator's delegation of procurement authority unless the Federal agency 
concerned establishes that—

(i) absent action by the board, contract award is likely to occur within 30 days 
of the hearing; and

(ii) urgent and compelling circumstances which significantly affect interests 
of the United States will not permit waiting for the decision of the board.

OXA) If the board receives notice of a protest under this subsection after the 
contract has been awarded but within 10 days after the contract award, the board 
shall, at the request of an interested party and within 10 days after the date of the 
filing of the protest, hold a hearing to determine whether the board should suspend 
the procurement authority of the Administrator or the Administrator’s delegation of 
procurement authority for the challenged procurement on an interim basis until the 
board can decide the protest.

(B) The board shall suspend the procurement authority of the Administrator or

i
i

Secretary of Commerce in writing ujion a determination that compliance would

computer system, or cause a major adverse financial impact on the operator which
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that more than one bid or offer is made or that the
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Pub.L. 99-500, Title I,

r

and procedures as may be necessary to the expeditious disposition of protests filed 
under the authority of this subsection.

99-50^Title I, J lOHm) Suh^c. (f). 99-M^^ile I )
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(9) For purposes of this subsection—
• (A) the term "protest” means a written objection by an interested party to a 
solicitation by a Federal agency for bids or proposals for a proposed contract for 

°r t4^^^|opos^|^
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(B) the term “interested party” means, with respect to a contract or proposed

of net income to the Treasury at the close of each 
fiscal year, and redesignated former subsec. (f) as 
(<•)■

Pub.L. 99-391, Title I. f IOl(m) (Title VIII, 
§ *21(bX0L made an amendment identical to 
Pub.L. 99-300, Title I, } 101(m) (Titk VIII, 
« 821(bXl)]-

Subsec (e). Pub.L. 99-500, Title I, § 101(m) 
(Title VIII, J 821(bXlXB) ]. redesignated former 
subsec. (g) as (e). Former subsec. (e) redesignated 
(c).

Pub.L. 99-591, Title I, J 101(m) (Title VIII, 
§ 821(bXlXB) ]> made an amendment identical to 
Pub.L. 99-500, Title I, J IOl(m) [Title VIII, 
§ SZlfbXIXB)).

Pub L. 99-591, Title I, § 101(m) [Title VIII, 
i 825), made an amendment identical to Pub.L. 
99-300, Title I, | 101(m) (Till* VIII, | 823],

Pub.L. 99-391, Title I, | l01(m) [Title VIII, 
i 823), made an amendment identical to Pub.L. 
99-500, Title I. § 101(m) [Title VIII. j 823).

Pub.L. 99-500, Title 1. § 101(m) [Title VIIL 
§ 823], substituted "whether or not the automatic 
data processing equipment will be provided by the 
Administrator or whether or not the authority to 
lease, purchase, or maintain the equipment will be 
delegated" for "specifically affecting them or the 
automatic data processing equipment or compo­
nents used by them" and substituted provision 
relating to review of a procurement denial by the 
Administrator and requiring that such review be 
on the basis of a written appeal for provision 

. , ------------------ - _i
the absence of mutual agreement between the

r the contract which are not previously delivered and accepted unless 
Uie 1 edera. agency concerned establishes that urgent and compelling circumstances 
which significantly affect interests of the United States will not permit waiting for 
the decision of the board.

(4XA) The board shall conduct such proceedings and allow such discovery as may | 
be required for the expeditious, fair, and reasonable resolution of the protest.

(B) Subject to any deadlines imposed by section 9(a) of the Contract Disputes Act 
of 1978 (41 U.S.C. 608(a)) [41 U.S.C.A. § 608(a)], the board shall give priority to 
protests filed under this subsection. The board shall issue its final decision within 45 
working days after the date of the filing of the protest, unless the board’s chairman 
determines that the specific and unique circumstances of the protest require a longer 
period, in which case the board shall issue such decision within the longer period 
determined by the chairman.

(C) The board may dismiss a protest the board determines is frivolous or which, 
on its face, does not state a valid basis for protest.

(5XA) In making a decision on the merits of protests brought under this section, 1 
the board shall accord due weight to the policies of this section and the goals of 
economic and efficient procurement set forth in this section. The board may 
consider any decision, determination, opinion, or statement made by the Director of 
the Office of Management and Budget or any officer of any other Federal agency 
egarding applicability of this section to a particular procurement, and may request 

the advice of the Director or such officer with regard to such applicability, but shall 
not be bound by any such decision, determination, opinion, or statement when 
determining whether a procurement is subject to this section.

(B) If the board determines that a challenged agency action violates a statute or 
regulation or the conditions of any delegation of procurement authority issued 
pursuant to this section, the board may suspend, revoke, or revise the procurement 
authority of the Administrator or the Administrator’s delegation of procurement 
authority applicable to the challenged procurement.

(C) Whenever the board makes such a determination, it may, in accordance with 
section 1804 of Title 81, further declare an appropriate interested party to be entitled 
to the costa of—

(I) filing and pursuing the protest, including reasonable attorney's fees, and 
(ID bid and proposal preparation.

(6)(A) The final decision of the board may be appealed by the head of the Federal 
agency concerned and by any interested party, including interested parties who 
intervene in any protest filed under this subsection, as set forth in the Contract 
Disputes Act of 1978 (41 U.S.C. 601 et seq.) [41 U.S.C.A. § 601 et seq. .

(B) If the board revokes, suspends, or revises the procurement authority of the 
Administrator or the Administrator's delegation of procurement authority after the 
contract award, the affected contract shall be presumed valid as to all goods or 
services delivered and accepted under the contract before the suspension, revocation, 
or revision of such procurement authority or delegation.

(C) Nothing contained in this subsection shall affect the board’s power to order 
any additional relief which it is authorized to provide under any statute or regula­
tion. However, the procedures set forth in this subsection shall only apply to 
procurements conducted under the authority contained in this section. In addition, 
nothing contained in this subsection shall affect the right of any interested party to 
file a protest with the contracting agency or to file an action in a district court of the 
United States or the United States Claims Court.

(8)1 Not later than January 15, 1985, the board shall adopt and issue such rules 9
the Office of Managentent and Budget and Con­
gress, and redesignated former subset, (e) as (c). 

Pub L. 99-391, Title I, § IOI(m) (Title VIII, 
§ 821(bXl)|. made an amendment identical to 
Pub.L. 99-500, Title I, ( 101(m) [Title VIII, 
§ 82l(bXD].

Subsec, (d). Pub.L. 99-500, Title I, } 10T' '
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contract described in subparagraph (A), an actual or prospective bidder or 
offeror whose direct economic interest would be affected by the award of the 
contract or by failure to award the contract.

(g) Procurement from sole source or by specific make and model

The justifications and approvals required by section 253(f)(1) of Title 41 shall apply 
tn the case of any procurement under this section for which the minimum needs are 
so restrictive that only one manufacturer is capable of satisfying such needs. Such 
procurement includes either a sole source procurement or a procurement by specific 
make and model. Such justification and approval shall be required notwithstanding 
that more than one bid or offer is made or that the procurement obtains price 
competition and such procurement shall be treated as a procurement using proce­
dures other than cpmpetitive procedures for purposes of section 417(b) of Title 41.

(h) Redesignated (0

(I) Redealgnated (g)

im «?e,nd^B?CL,18’?,o^’ Pub L 99*50°' Title '■ 5 101(m) 'Title VI11- « 821(bKD. 822-825)
100 Stat. 1783-342—1783-344; Oct. 30, 1986, Pub.L. 99-591, Title I, 6 101(m) [Title VIII 
§ 821(bXl), 822-825], 100 Stat. 3341-342-3341-344; Jan. 8. 1988, Pub.L. 100-2^5 J 4 101 Stat 

nza.)

1 Subsec. (f) enacted without a par. (7).

Reference* la Text. Thi* Act, referred to in
subsec. (c), is Act June 30, 1949, c. 288, 63 Stat.
377, u amended, known as the Federal Property
and Adminutrative Service* Act of 1949. For
complete clusificauon of this Act to the Code, see
Short Title note set out under Mellon 471 of this
title and Table* volume.

The Contract Dispute* Act of 1978, referred to
in subsec. (IX6XA), is Pub.L. 95-563. Nov. I,
1978. 92 Stat. 2383, a* amended, which is classi­
fied principally to chapter 9 (section 601 el seq ) 
of Title 41. Public Contracts. For complete clas­
sification of this Act to the Code see Short Title
note set out under section 601 of Tide 41 and
Tables volume.

1986 Amendmeata. Subsec. (a). Pub.L. 99-
500, Title 1, § 101(m) [Title VIII, § 822(a)),
designated existing provision as par. (1) and added
pars. (2) and (3).

Pub L. 99-391, Title 1, | IOI(m) [Title VIII,
§ 822(a)), made an amendment identical to
Pub L. 99-500, Title I, | 101(m) [Title VIII,
§ 822(a)).

Subsec. (bX3). Pub.L. 99-500, Title I.
§ 101(m) [Title VIII, § 822(b)), added par. (3).

Pub.L. 99-591, Title 1, j 101(m) (Title VIII,
5 822(b)), made an amendment identical to
Pub.L. 99-500, Title I, J 101(m) [Title VIII,
§ 822(b)).

Subsec. (c). Pub L. 99-500, Title I, ? 101(m) 
[Title VIII, § 82l(bXI)J, struck out subsec. (c),
which provided for the establishment of an auto­
matic data processing fund, uses of the fund, and ________rr______r________

rcport ,he fund b® ’n‘lde t0 ,o rev*ew of a proposed determination, ta

Administrstor and the agency or user concerned.

Pub L. 99-500, Title I, { 101(m) [Title VIII, 
§ 825], substituted "exercised by the Office of
Management and Budget" for "exercised by the
Bureau of the Budget".
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is; membenhip, duty to advise on poli­
cy and procedure.

Avarlabibty of map for public inspection.

Government Organiution and Employees]; or 

“(2) to authorize any Federal agency to limit, 
restrict, regulate, or control the collection.

“(A) privately-owned information; 

**<B) disclosable under section 552 of title 
5, United States Code, or other law requiring

CHAPTER 21—NATIONAL CAPITAL MEMORIALS AND 
COMMEMORATIVE WORKS

peals, preserves existing precedent with respect to 
protecting contractors who have performed under 
a contract which is later •'rescinded" by GSBCA; 
in a sense, it is a limiution on Board’s authority 
in that Board may not force Government Io un­
due all that has occurred. U.S. v. Amdahl Corp., 
C.A.Fed. 1986, 786 F.2d 387.

I

es for such systems, without limiting the scope of 
security measures already planned or in use.

“th) Specific purposes.—The purposes of this 
Act (Fub I.. 100- 23S] aro-

“(1) by amending the Act of March 3, 1901, 
to assign to the National Bureau of Standards 
[sections 271 to 278h of Title 15] responsibility 
for developing standards and guidelines for Fed­
eral computer systems, including responsibility 
for developing standards and guidelines needed 
to assure the cost-eflectivc security and privacy 
of sensitive information in Federal computer 
systems, drawing on the technical advice and 
assistance (including work products) of the Na­
tional Security Agency, where appropriate;. 

“(2) to provide for promulgation of such 
standards and guidelines by amending section 
111(d) of the Federal Property and Administra­
tive Services Act of 1949 [subscc. (d) of this 
section];

“(3) to require establishment of security 
plans by all operators of Federal computer sys­
tems that contain sensitive information; and 

“(4) to require mandatory periodic training 
for all persons involved in management, use, or 
operation of Federal computer systems that 
contain sensitive information.

“Stc. S, Federal computers system aecurlty 
training.

“(a) la general.—Each Federal agency shall 
provide for the mandatory penodio training in 
coiiipuier ssounty awareimui and aweiHed com- 
pulet secutity practice of all employees who are 
Involved with lhe management, use, or operation 
of each Federal computer system within or under 
lhe supervision of that agency. Such training 
shall be—

“(1) provided in accordance with the guide­
lines developed pursuant to section 2O(aX5) of 
lhe National Bureau of Standards Act (as added 
by section 3 of this Act) [section 278g-3(aX5) 
of Title 15), and in accordance with lhe regula­
tions issued under subsection (c) of this section 
for Federal civilian employees; or

**(2) provided by an alternative training pro­
gram approved by the head of that agency on 
the basis of a determination that the alternative 
training program is at least as effective in ac­
complishing the objectives of such guidelines 
and regulations.

“(b) Training objectives.—Training under this 
section shall be started within 60 days after the 
issuance of the regulations described in subsection 
(c). Such training shall be designed—

“(1) to enhance employees’ awareness of the 
threats to and vulnerability of computer sys­
tems; and

“(2) to encourage the use of improved com­
puter security practices.

Sec
1001. Purposes.

1002. Definitions.

1003. Congressional authorization of commemo­
rative works; consultation with Nation-

Notes of DedsloM

Resolution of disputes 
ttenamlly 4
Presumptios of contract validity 8 

4. Resolution of dlsputse—(Rurally
General Services Administration Board of Con­

tract Appeals has authority under statute [40 
U.S.C.A. { 759(hX5XB)] to determine whether a 
contract award violates a statute or regulation and 
to modify, revoke or suspend procurement author­
ity, but it does not sit to settle rights of a termi­
nated contractor vis-a-vis the Government, a mat­
ter not litigated m protest nor within its protest 
jurisdiction; such matters must be resolved in the 
traditional forums for their resolution. U.S. v. 
Amdahl Corp., C.A.Fed.1986, 786 F 2d 387.

5. ------  Presumption of contract validity

Section of Federal Property and Administrative 

“(c) Regulatioas.—Within six months after the 
date of the enactment of this Act [Jan. 8, 1988], the 
Director of the Office of Personnel Management 
shall issue regulations prescribing the procedures 
and scope of the training to be provided Federal 
civilian employees under subsection (a) and the 
manner in which such training is to be carried out. 

“Sec. 6 Addltlnnal respcnvlbllltles for rnit”"'! .r

I
f

1005. r ■••• • ■ 
1006 Specific conditions applicable to Areas I 

and II

1. Data procesalag equipsseat within section
This section provides for election of mutually 

exclusive administrative forums regarding chal­
lenges to procurement of certain automatic data 
processing equipment support services. 1985, 65 
Op.Comp.Gen. 72.

Pub.L. 99-.,1, Title I. § 10l(m) (Title VIII, 
I 8JI(bXlXB)), made an amendment identical to 
Pub.L. 99-500, Title I. | l01(m) (Title VIII, 
| »2!(bXIXB)J.

Pub.L. 99-591, Title 1, § IOI(m) (Title VIII, 
5 824], made an amendment identical to Pub L. 
99-500, Title I, § 101(m) (Title VIII, § 824). 

Pub.L. 99-500, Title I, $ 10l(m) (Title VIII, 
J 824], in par. (I) substituted “in connection with 
any procurement which is subject to this section" 
for “in connection with any procurement conduct­
ed under the authority of this section", "subject to 
delegation” for “conducted under delegations" 
and inserted provision that the authority of the 
board include authority to determine whether a 
procurement is subject to this section apd authori­
ty to review regulations for consistency and pro­
viding that a proceeding, decision, or order not be 
subject to interlocutory appeal or review, and in 
par (5XA) inserted provision that the board may 
consider opinions of other federal agencies but not 
be bound by such opinions

Subsec. (g). Pub L. 99-500, Title 1, J 10l(m) 
(Title VIII, j 821(bXlXB)). redesignated former 
subsec. (i) as (g). Former subsec (g) redesignated
(e).

Pub.L 99-591, Title I, § l01(m) (Title VIII, 
| 82l(bXlXB)J, made an amendment Identical to 
Pub.L. 99-500, Title I, § 101(m) [Title VIII, 
§ 821(bXIXB) ].

Effective Date of 1986 Amendment. Amend­
ment of subaeca (a), (b), (o), and (f) of this section 
by soclions B2J. 123, 824. and 825 of I’uh.l.. 
99-500 effective Oct. 18. 1986. and repeal of 
subaeca. (c) and (d) of this section and redesig­
nation of subsecs. (eHi) as (cHg) by section 
821(bXD of Pub.L. 99-500 effective Jan I, 1987, 
see section 833 of Title VIII of the Treasury, 
Postal Service, and General Government Appro­
priations Act, 1987 [Pub.L. 99-500, Title I, 
5 10l(m), Oct. 18, 1986, 100 Stat. 1783-344; 
Pub.L. 99-591, Title I, j 101(m), Oct. 30. 1986, 
100 Stat. 3341-344], sei out as a note under 
section 757 of this title.

Effective and Termination Dote of 1984 
Amendment. Section 2713(b) of Pub.L. 98-369, 
which had directed that the amendment made by 
section 2713(a) of Pub.L. 98-369 [adding provi­
sions of thia section relating to lhe resolution of 
automatic data processing disputes] would cease 
to be effective on Jan. 15, 1988, was repealed by 
Pub.L. 99-500, Title I. J 10l(m), [Title VIII, 
t 831], Oct. 18, 1986, 100 Stat. 1783-344; Pub.L 
99-591, Title I, j 10l(m), Oct. 30, 1986, 100 Stat. 
3341-344.

Computer Security Act of 1987. Sections 1, 2, 
and 5 to 8 of Pub.L. 100-235 provided that: 
“Section 1. Short title.

"This Act [enacting sections 278g-3 and 278g—4 
of Title 15, Commerce and Trade, amending this 
section and sections 272 and 278h of Title 15, and 
enacting provisions set out as a note under section 
271 of Title 15] may be cited as the 'Computer 
Security Act of 1987’.
“Sec. 2. Purpoee.

“(a) In general.—The Congress declares that 
improving the security and privacy of sensitive 
information in Federal computer systems is in the 
public interest, and hereby creates a means for 

40
Not* 6

or authorizing the public disclosure of infor­
mation; or

“(O public domain information.”

Legislative History. For legislative history and 
purpose of Pub.L. 99-591, see 1986 U.S. Code 
Cong, and Adm. News, p. 5927. See. also, Pub.L. 
100-235, 1987 U.S. Code Cong, and Adm. News, 
p 3120

West's Federal Practice Masud

Bid protests, see } 1782.

law Review Commentaries
A review of the first year of ADP bid proteste 

at the GSBCA. John R. Tolle, 16 Pub CootX.J. 
120 (1986).

“(a) Identification of systems that contain sea
sitlva Information.—Within 6 months after lhe
date of enactment of this Act [Jan. 8, 1988], each 
Federal agency shall identify each Federal com-

- puter system, and system under development, 
which is within or under the supervision of that 
agency and which contains sensitive information

“(h) Security plan.—Within one year after the
date of enactment of thia Act [Jan. 8, 1988], each 
such agency shall, consistent with lhe standards, 
guidelines, policies, and regulations prescribed 
pursuant to section 111(d) of the Federal Property 
and Administrative Services Act of 1949 (subsec
(d) of this section], establish a plan for the securi­
ty and privacy of each Federal computer system
identified by that agency pursuant to subsection
(a) that is commensurate with the risk and magni­ 

tude of the harm resulting from the loss, misuse, 
or unauthorized access to or modification of the 
information contained in such system Copies of
each such plan shall be transmitted to the Nation­
al Bureau of Standards and the National Secunty
Agency for advice and comment. A summary of 
such plan Shall be included in the agency's five-
year plan required by section 3505 of title 44,
United Slates Code [section 3505 of Title 44,
Public Printing and Documenta]. Such plan shall
be subject to disapproval by the Director of the
Office of Management and Budget. Such plan
shall be revised annually as necessary

"See. 7. DeffaltloM,

“As used in this Act (Pub L IOO-2J5], lhe
terms 'computer system', 'Federal computer sys­
tem', 'operator of a Federal computer system',
'sensitive information', and 'Federal agency’ have
the meanings given in section 20(d) of the Nation­
al Bureau of Standards Act (as added by section 3 
of thia Act [section 278g-3(d) of Title 15].)

“Sec. 8. Rales of comtnetien of Act.

"Nothing in thia Act, or in any amendment
made by thia Act [Pub.L. 100-235], shall be con­
strued—

“(1) to constitute authority to withhold infor­
mation sought pursuant to section 552 of title 5,
United States Code (section 552 of Title 5, Services Act [40 U.S.C.A. { 759(hX6XB)], which 

provides a presumption of validity u to all goods 
or services delivered and accepted under a ooo- 

   ‘rac* revoked, suspended, or revised by the Gener-
^in'tenan^,"d«loe”Jre, us^ 7rai'iffer,7r'wle  ̂ / Cf,n,™°' AP-

any information (regardless of the medium in - - —
which the information may be maintained) that
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0

The House

number of areas, including investigating and commenting o 
integrity and security. Both Section 111(0 of the Federal Pi

passed the first Federal computer crime legislation, the Counterf 
Access Device and Computer Fraud Act of 1984 (P.L. 98-473). TT

physical security of computer facilities, and ensures that secur 
hardware and software meet certain technological and fiscal apt*
fications. In defense and national security, the National Secur

■tt20 21

society that there is virtually no sector which does not rely heav. 
on their use. This includes the Federal Government, which currei 
ly has over 17,000 medium- and large-scale computers 
have almost 500,000 microcomputers by 1990, according

I. Background

Computers and information systems have so permeated toda;

P.L. 100-235 

[page 6]

Cong. Record Vol. 133 (1987)

a.nd Technology, to whom —

security matters of ^ns^
operation, and use of Federal Computer systems, and for other pur­
poses, haying considered the same, report favorably thereon with 
an amendment and recommend that the bill as amended do pass.

COMPUTER SECURITY ACT OF 1987

P.L. 100-236, seepage 101 Stat. 1724 

Dates of Consideration and Passage 

House June 22, 1987

Senate December 21, 1987

[page 7]

information which might lead to the fraud or abuse of data in 
computer.

Within the Federal Government several agencies have be 
charged with the responsibility for establishing computer secur 
controls and standards. The Office of Management and Budf 
(0MB) has overall responsibility for computer security policy. T 
General Services Administration (GSA) also issues regulations : 

law has been amended by the Computer Fraud and Abuse Act 
1986 (P.L. 99-474). This law prohibited “unauthorized access” ir 
"Federal interest computers'^ affecting national security data, 
nancial data, and other data stored in these computers. In additic 
penalties were established for pirated “bulletin boards” contain!

i and w
ailllUBL OW,VVV IlltVI WV111J/UWZO tFJ tO a 19

report by the General Services Administration, entitled “Al 
Management of Information Systems”.

The Federal Government is the largest single user of compute 
in the world. Its investment in automated systems technology is 
large that about 1.6 percent of the 1986 budget was spent on au1 
mated data processing (ADP) equipment and services, or more th 
15 billion dollars. This budget included ADP for defense and r 
tional security, education, national energy programs, social w 
fare, and tax programs.

As the role of the Federal Government has become broader, t 
need to automate and the corresponding need to secure data al 
has grown. In recent years, Congress and the executive agenc. 
have directed their attention to Federal computer systems in 
number of areas, including investigating and commenting on th< 
integrity and security. Both Section lll(fi of the Federal Propei 
and Administrative Service Act of 1949 (as amended by the Broc 
Act of 1965) and the Paperwork Reduction Act of 1980 represent 
attempts by Congress to address the issues of automating inforn 
tion in Federal agencies and creating an efficient method of stori 
and disseminating this information. In October 1984, Congn 

statement nfth p .Pa^‘and PW 3157) and the Signing 
Statement of the President (page 3197-1) are set out. 9

HOUSE REPORT NO. 100-153(1)

[page 1)



I
I

the director of the national

I THE

THE

I
Recognizing that:

I of the Computer Security Act of 1987

I
I Federal computer

I 2. National Security Agency (NSA) in this regard

I Under Section 3 of the Act, the NIST is to coordinate 
At-hor aapncies and offices, including the NS.-., toB.

I
I studies, and reports relating to computer systems

and.

I 2.
by the NIST under the Act are consistent ana 
standards and procedures developed for the protection 
classified information in Federal computer systems.I

I
I
I
I I

I
I

t

/ 
/

Standards and Technology 
Federal Government for:

of all existing and planned programs,

avoid^unnecessary and costly

closely with other agencies and offices, 

assure:

I
L

memorandum of understanding
BETWEEN
INSTITUTE OF STANDARDS AND TECHNOLOGY

AND
DIRECTOR OF THE NATIONAL SECURITY AGENCY

CONCERNING
IMPLEMENTATION OF PUBLIC LAW 100-235

A. Under Section 2 of the Computer security acu u.
(Public Law 100-235), (the Act), the National Institute of 
' - - • '—’ (NIST) has the responsibility within the

feasible, that standards developed 
consistent and compatible with

C.
responsibility, which he has
L__ ‘ ‘
Privacy Advisory Board, at least one

Therefore, in furtherance of the purposes of this MOU,

Director of the NIST <---- ----
follows:

Developing technical, management, physical, ani? 
u standards and guidelines

security and privacy of sensitive^mformation in ------------
systems as (------------

Drawing on
guidelines of the
where appropriate.

under the Act., the Secretar^o^Cemmerce^a^the

for'appointing the members ot.the^Computer^System^Security and

of the purposes of this MOU, the
and the Director of the NSA hereby agree as

1. Maximum use
materials, :------------
security and privacy, in order to 
duplication of effort; and.

To the maximum extent feasible

1.
administrative

defined in the Act; and,

the computer system technical security



I
II.

1.

I
2.

I
I3.

I
Igreatest extent possible, in meeting these responsibilities in a

I5. agreeable arrangements with the NSA for the NSA support.
mutually

I6. algorithms and cryptographic techniques including 
♦-« •mcoarr’h Havplnnment. evaluation, or

I
II.

I1.

I
2. Conduct or initiate researcn ana aeveiupu.cuu

trusted technology, telecommunications security, cryptographic I
I3. related to cryptographic algorithms and

techniques including but not limited to research.
or endorsement. I

4. Establish the stanaaras ana eiiw 
application to secure systems covered in IWarner Amendment).

I
2

I
I

z 
*

timely and cost effective manner.

Avoid duplication where possible in entering into

The NSA will:

x Provide the NIST with technical guidelines in trusted
^^^Urn1:“jCb^^aS?reis?le??ec?T::°:;stems for 

protecting sensitive computer data.

2 Conduct or initiate research and development programs m

Appoint to
Board at least one 
NSA.

techniques and personal identification methods.

Be responsive to the NIST’s requests for assistance in 

respect to all matters i
cryptographic I ‘
development, evaluation,

4. Establish the standards and endorse products Eor 
, — -I hr. cprnrp svstems covered in 10 USC Section 2315 (the

4. Develop
expertise’andp^duits of the National Security Agency,

Draw upon 
developed by the NSA to 
such guidelines are i 
protecting sensitive

Recognize the 
systems under L

The NIST will:

the Computer Security and Privacy Advisory 
representative nominated by the Director of the

Request the NSA's assistance on all matters related to

cryptographic ------------ ----- - -- ,
but not limited to research, development, evaluation, _ 

endorsement.

computer system technical security guidelines 
the extent that the NIST determines that

> consistent with the requirements for 
information in Federal computer systems.

...J NSA-certified rating of evaluated trusted 
the Trusted Computer Security Evaluation Criteria 

Program without requiring additional evaluation.

telecommunications security standards for
sensitive unclassified computer data, drawing upon the 

■ - —-1— ‘-----—, to the

Provide the

identification that may be used in cost-effective systems for



I
I
I

III.

I 1 Jointly review agency plans ror tne betunty auu 
computer systems submitted to NIST and NSA pursuant to section

I
2.

I of this memorandum3 Work together to achieve the purposes of this memo 
with the greatest efficiency possible, avoiding unnecessary

I
I
I 5.

I
I

upon

I
I 6. Exchange work plans on an annual basis on all research 

development projects pertinent to protection of systems that

I
I quarterly, and project reviews will be provided by either party

I
I
I
I

of
6(b) of the Act.

Exchange technical standards and guidelines as necessary 
to achieve the purposes of the Act.

process sensitive or other unclassified information, including 
trusted technology, technology for protecting the integrity and 
availability of data, telecommunications security and personal 
identification methods. Project updates will be exchanged 

upon request of the other party.

7. Ensure the Technical Working Group reviews prior to 
public disclosure all matters regarding technical systems security 
techniques to be developed for use in protecting sensitive 
information in federal computer systems to ensure they are

3

5. Upon request by Federal agencies, their contractors and 
other government-sponsored entities, conduct assessments of the 
hostile intelligence threat to federal information systems, and 
provide technical assistance and recommend endorsed products for 
application to secure systems against that threat.

The NIST and the NSA shall:

Jointly review agency plans for the security and privacy

duplication of effort.

Maintain an ongoing, open dialogue to ensure that each 
abreast of emerging technologies and issues 

information system security in computer-based

4.
organization remains
effecting automated
systems.

Establish a Technical Working Group to review and analyze 
issues of mutual interest pertinent to protection of systems that 
process sensitive or other unclassified information. The Group 
shall be composed of six federal employees, three each selected by 
NIST and NSA and to be augmented as necessary by representatives 
of other agencies. Issues may be referred to the gr°jjp by either 
the NSA Deputy Director for Information Security or the NIST 
Deputy Director or may be generated and addressed by the group, 
upon approval by the NSA DDI or NIST Deputy Director. Within 14 
days of the referral of an issue to the Group by either the NSA 
Deputy Director for Information Security or the NIST Deputy 
Director, the Group will respond with a progress report and plan 

for further analysis, if any.



I
I
I
I8

IIV.

I
I

NaVy I
I

^3DATE:DATE: I
I
I
I
I
I
I
I
I
I

W. 0. STUDEMAN
Vice Admiral, U.S. 

Director 
National Security Agency

RA^OND G. KAMMER 
Acting Director

National Institute of 
Standards and Technology

__________ __ _______  , It is recognized that such 
referred4to the President through the NSC for

No action shall be taken on such an issue until it is

consistent

either agency may elect to raise the issue to the Secretary of

N \ 
. NaV

Defense and the Secretary of Commerce^ 
an issue may be i
resolution. l-_ ----------
resolved.

8. Specify additional operational agreements in annexes to 
this MOU as they are agreed to by NSA and NIST.

Either party may elect to terminate this MOU upon six 

months written notice.

This MOU is effective upon approval of both signatories.

with the national security of the United States. If
NIST and NSA are unable to resolve such an issue within 60 days.
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House of Representatives, 
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of the Committee on Government Operations,
Washington, DC.

The subcommittee met, pursuant to notice, at 10:07 a.m., in room 
2154, Rayburn House Office Building, Hon. John Conyers, Jr. 
(chairman of the subcommittee) presiding.

Present: Representatives John Conyers, Jr., Gerald D. Kleczka, 
Glenn English, Frank Horton, Jon L. Kyi, and Christopher Shays. 

Also present: Representative Jim Bates.
Staff present: Thomas A. Trimboli, counsel; and Gregory Kilgore, 

minority professional staff, Committee on Government Operations.

OPENING STATEMENT OF CHAIRMAN CONYERS

Mr. Conyers. The subcommittee will come to order. This morn­
ing we will review the manner in which the Department of Com­
merce and its National Institute on Standards and Technology are 
planning to execute their respective functions under the Computer 
Security Act of 1987.

[The opening statement of Mr. Conyers follows:]

(1)

Letters, statements, etc., submitted for the record by—Continued
Glickman, Hon. Dan, a Representative in Congress from the State of 

Kansas: Prepared statement......................................................................... 15-22
Hearn, Dr. James J., Deputy Director for Information Security, National

Security Agency: Prepared statement..................................................... 195-208
Hoffman, Lance J., professor of electrical engineering and applied sci­

ence, George Washington University: Prepared statement................... 132-137
Horton, Hon. Frank, a Representative in Congress from the State of New

Correspondence relative to the hearing  215-218
May 2, 1989, article from the Washington Post, entitled “FBI May 

Release Library-Probe Files”................................................................
Kammer, Raymond, Acting Director, National Institute of Standards and 

Technoloj - ■ ■ -
Rotenberj

Social I—,
Socolar, Milton u., uj«vi<u <

General Accounting Office:
Prepared statement.....................Responses to subcommittee questions 

earn, Dr. James J., Deputy 
Security Agency: Prepared

George Washington University: Prepared statement................... 11
Hon. Frank, a Representative in Congress from the State of New



83

PREPARED TESTIMONY

AND

STATEMENT FOR THE RECORD

I

OF

MARC ROTENBERG

DIRECTOR, WASHINGTON OFFICE

COMPUTER PROFESSIONALS FOR

SOCIAL RESPONSIBILITY (CPSR)

ON
i

BEFORE

U.S. HOUSE OF REPRESENTATIVES

MAY 4, 1989

THE SUBCOMMITTEE ON LEGISLATION AND NATIONAL SECURITY, 

COMMITTEE ON GOVERNMENT OPERATIONS

THE NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY (NIST) 

AND THE NATIONAL SECURITY AGENCY (NSA)

THE COMPUTER SECURITY ACT OF 1987 (P.L. 100-235) 

AND THE MEMORANDUM OF UNDERSTANDING BETWEEN
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Decision Directive, NSDD-145, which gave the intelligence agencies

To answer that

THE

1 "Memorandum of Understanding Between the Direct°r of the 
National Institute of Standards and Technology and the Director o 
the National Security Agency Concerning the Implementation of 
Public Law 100-235" (signed March 23, ^^[^^News (100 
Ole 1QHB n s. code Congressional and Administrative News \

21

235, 1988 U.S. Code Congressional

Stat.) 1724.

spirit and

question it is necessary to look at 

record established by this Committee.

of the Committee, thank you for the

the implementation of the Computer 

behalf of Computer Professionals

broad authority to peruse computer databases, for so-called 

"sensitive but unclassified Information."2

"National Security vs. Access to 
- ---------- of Information, " 2The central computer

whether responsibility

IMPORTANCE OF THE COMPUTER SECURITY ACT

security question in the last two

for the security and privacy

Don Edwards.

I would like to thank you for convening this hearing. In our 

earlier this month, we emphasized that

for successful

We are very pleased

Congresses was

of information stored in government computer systems should be 

entrusted to a civilian agency or an intelligence agency.

In 1984, the President had issued a National Security
Security Act.

for Social Responsibility (CPSR),

organization of computer scientists.

of federal computing proposals, including 

the proposed expansion of the FBI's record system for Congressman 

letter to the Committee

vigorous oversight would be necessary

implementation of the Computer Security Act.

that you have undertaken this hearing.

You have asked me to review the Memorandum of Understanding 

between NIST and NSA and to determine whether it complies with the 

intent of the Computer Security Act.1 2 3 4

the history of the Act and the

A subsequent 

memorandum from John Poindexter, expanded this authority still 

further to include "all computer and communications security for 

the Federal Government and private industry."3 As the 

government's authority to control access to computerized 

information for the purpose of protecting national security 

expanded, the free of flow of information diminished.4 Stories of 

agents visiting private Information vendors and public libraries 

soon followed.5 At the same time, a wide range of other

Bob Davis, "Federal Agencies Press Data-Base Firms to Curb 
Access to 'Sensitive' Information," The Wall Street-. Journal. 
January 28, 1987, Judith Axler Turner, "Pentagon Planning to 
Restrict Access to Public Data Bases," The Chronicle -f Higher 
Educatipn, January 21, 1987; Connie Oswald Stofko, "Inquiry by FBI 
causes Libraries to Assess Records, SUNY Reporter. February 12, 
wi. The NSA also approached election officials and investigated 
computerized vote-counting software. Burnham, "US Examines if

2 "National Policy on Telecommunications and Automated
Information Systems Security" (September 17, 1984).

3 The memorandum, NTISSP No. 2 "Policy for Protection of 
Sensitive, but Unclassified Information in Federal Government 
Telecommunications and Automated Systems,” was eventually 
rescinded. David Sanger, "Rise and Fall of U.S. Data Directive," 
The New York Timeia, March 19, 1987.

4 See generally Jerry J. Berman, "National
Computer Databases: A New Threat to Freedom
Software Law Journal 1 (1987) .

Mr. Chairman, members 

opportunity to testify today on 

I am testifying on

a national membership

CPSR has reviewed a number 

a detailed assessment of
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further threatened to restrict access Libraryactivities by the government

Mead Data Central new security
directive.10 And Jerry Berman, with the ACLU, in testimony before

NSA to

and the

that NSA

private sector and

was "one of

Computer Used in '84

government

ar i on ljv q I ill auuni- l t ■
■■National Security Controls, Information, and Communications

" 91 Tprhnnlnav Beview 62 (April 1988).

Science Committee Report at 19,

Electronic Engineering).

43

 ; ■ • -1 Elections is Open to Fraud," The NflW YorK
Times. September 24, 1985, at A17.

reprinted in 1988 U.S. Code Congressional and 
3133 ("1988 U.S.C.A.N.") (Statement of Jack W.

t T.eas Access to Leaa
Government. (1988); Steven L.

to information.6

organizations opposed these efforts.

and unwarranted policies" threatened

nt Information Quarterly 63
government Secrecy: Decisions

This Committee, already in the process of reviewing federal 

computer standards, made clear its opposition to the NSA's 

activities, through letters, statements, and a comprehensive 

hearing record. Chairman Brooks said that NSDD-145 

the most ill-advised

public key cryptography standard DES.9 The American

Association Identified a threat to intellectual freedom and 

adopted a resolution calling for the repeal of the

this Committee, warned of the dangers of unleashing the 

patrol computers. He said:

6 gee American Library Association, 
fnfcrma>-m hv and about the U.S._

Katz, '---------------------
in the United States," 4 Goyfi.
<1987): People For the American Way, __----------
without Democracy (1987); John Shattuck & Muriel Morisey Spence, 

___• plications for Scholarship.
excerpted in "When Government Controls

8
3134 (statement or jonn m. Kxtiiotuew.., —— ----- r --- —- - .
Communications and Information Policy, Institute of Electrica

There are good reasons for current limitations 
and why we should worry about whether they are 
being eroded by NSDD-145. NSA operates 
outside the normal accountability channels 
which control other agencies of government. 
It has no legislated charter. Its existence 
was not acknowledged until 1962.11

nomocracy
government Information ControlSJ_ ImB.

ripnce and Technology, <

Information,' -- ----------------------------

technical information

US industry."8 The American Bankers Association expressed concern 

encryption technologies would be ill-suited for the 

criticized the failure of NSA to recertify the

No.”1537 pt. 1, 100th Cong., 1st Sess. 18 (1987) (the "Science 

Committee Report"], x..
Administrative News 3133 ("1988 U.S.C.A.N .
Simpson, President, Mead Data Central) .

3134C^stateme™iofejohnP^tRichardson? Chairman Committee on

Id. at 550-51.

oxeyin9s at 104• See generally U.S. Senate, Select Committee 
co Study Governmental Operations with Respect to Intelligence 
Agencies (1976), James Bamford, The Puzzle Palace (1983), David 
Burnham, lhe Rise Qf the Computer State 118-44 (1983), Morton H. 
Halperin, Jerry J. Berman, et al.. The Lawless State 171-86 (1976)

9 Computer Security Act of 1987: Hearings on H.R. 145 Before a 

subcommittee of the Committee on Government Operations, House of

reprinted in 1988 U.S.C.A.N. 3133.

10

and potentially troublesome directives ever 

issued by a President" and warned that a new form of 

censorship would result if a secret intelligence agency was 

responsible for computer security throughout the federal

Many

warned that such "restrictive

not only the information industry, but many sectors of the 

economy, "including legal, financial, government, medical,

scientific and technological community."7 The IEEE stated that 

the "unabridged dissemination of unclassified scientific and 

is crucial for the continued advancement of
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of the bill whichgovernment.12 Congressman Glickman, the sponsor in military and intelligence agencies that may pose special or

unique problems, requiring NSA technical guidelines. But Congress

went to great lengths to spell out these systems, citing statutes,fundamental problem with "any

and that had been issued without detailing procedures, and avoiding such phrase as "sensitive but

unclassified," or "national security," that were overly broad or

easily misconstrued.

Thus, on the central question of which agency was responsiblewas the most

for computer security in the federal government, the intent ofIn short, there was a

experience and public policy considerations, that the National Congress is unambiguous; the Act stated that "the National Bureau

to set computer security of Standards shall have the mission of developing standards,

passing the Computer Security Act, Congress decided that a
in

Since the passage of the Act, NIST has been working tocivilian agency.

About a month ago, NIST and NSA signed a

Memorandum of Understanding. The central question before the

Committee now is whether the M.O.U. is consistent with the Actprogram, DES.

passed by Congress and signed by the President.

computer systems operated

INCONSISTENCIES BETWEEN THE M.O.U. AND THE COMPUTER SECURITY ACT

A Memorandum of Understanding between two agencies should
Hearings at 525, 526.12

13 Id. at 456.

14 Id. at 23.

in Government Operations CommitteeId. at 320, reprinted, reprinted in 1988 U.S.C.A.N*. 3164 .statement of

5 6

Security Agency was the wrong agency 

standards for the federal government.

Implement the requirements of the Act, reviewing agency security 

plans, conducting open meetings, and initiating research on 

computer standards.17computer systems, 

the early 1960s when it

Technology, would be 

already authorized under the

guidelines, and associated methods and techniques for computers 

systems.”16

any public comment.

"insatiable desire of

convincing argument for legislation.

widely shared belief, based on

the National Institute of Standards and 

responsible for computer security. NIST was

Brooks Act to set standards for

and had been working on computer standards since

helped develop the widely used encryption

And, unlike the NSA, NIST had a good reputation

with the private sector.15

Congress recognized that there were

became the Computer Security Act, stated that there was a

directive that affected virtually

16 § 3, 15 U.S.C. § 278g-3(a) (1) .

17 Kevin Power, "NIST Sets Security Review Deadll.-.e," Govern me: 

Computer News, November 21, 1988, at 97; Kevin Power, "Analysts 
Prepare to Review Agency Security Plans," Government Computer 
il£WA, January 9, 1989, at 81.

all civil agencies of government

"15 Congressman English stressed that the

the military for controlling information"

14

15
Report at 12
Robert H. Courtney).
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Standards."1®

The M.O.U. fails

this threshold test.

the authority to establish and review computer

The amendments to

on the basis

to review all matters of

to statute or

Instead of

remain at the Commerce Department tothat Congress intended to

18
1724 (1988).

19 Id.

20

21

Id § 4, 40 U.S.C. § 759 note. See id. § 3, 15 USC § 278g-

7 8

22 11.
3(c) (2) .

resolving issues left open by the Act, such as the 

status of NSDD-145, it undermines the Act, transferring authority

Fort Meade.

Under the Act, Congress
made clear that NIST would be

security. The language is

"To provide

*

NSA retained authority only 

were exempted under the statute.

The Computer Security Act, preamble, 101 Stat. 

§ 3, 15 U.S.C. § 278g-3(a) (1) .

Id. § 3, 15 U.S.C. 5 278g-3(a)(3) .

Id. § 4, 40 U.S.C. § 759 note.

responsible for federal computer 

straightforward

for a computer standards program

and consistent. The preamble states:

within the National Bureau of

The Secretary of Commerce shall, on the basis 
of Standards and guidelines developed by that 
National Bureau of Standards . . . promulgate 
standards and guidelines pertaining to federal 
computer systems, making such standards 
compulsory and binding to the extent to which 

^?r?tary determines necessary to improve 
tn efficiency of operation or security and 
privacy of Federal computer systems.21

NSA was given an advisory role, to offer "technical advice 

and assistance," where appropriate.22

over those computer systems that

These systems were Indicated explicitly by reference

clarify the responsibilities of each agency, 

will undertake its assignments,

authorizing legislation.

The amendments to the NIST organic act say: "The 

National Bureau of Standards shall have the mission of developing 

standards, guidelines and associated methods and techniques for 

computer systems;"^ the NIST has "the responsibility within the 

Federal Government for developing . . . standards and guidelines 

for the cost effective security and privacy of sensitive 

information in Federal computer systems." 20

the Brooks Act state that:

the methods in which

In a manner thAt—

• It invites the

information companies and government contractors;

of the problems arising from the phrase

• It transfers

standards from the NIST to the NSA;

. It undermines the authority of the Advisory Board,

• It revives many

"sensitive but unclassified"; 

. it grants NSA the opportunity

cryptography undertaken by NIST.

each agency 

consistent with the

established by the Act;

It creates a new layer of national security review;

NSA to enter the offices of private
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But the M.O.U.

This is the

that sets out the

stated that:

our system of open government.

id. § 3, 15 U.S.C. 278g-3(a)(3)23 See

24 § 3.Id.

25 § 6, 40 U.S.C. 759 note.Id.

9
10

26 r
1988 U.S.C.A.N.

a joint venture.

to work with NIST to help implement the Act.

coordinate closely with other agencies, including

to established procedures specifically authorized under criteria 

established by Executive order or an act of Congress.23

In passing the Computer Security Act, Congress did not create

The NSA is one of many agencies that is expected

Under the Act, NIST

needs of the 

In fact, these guidelines could be 

fundamentally at odds with

at the hearings 

The Office of

assistance,

Computer security standards, like other 
computer standards, will be developed in 
accordance with established NBS procedures
In this regard the technical security 
guidelines provided by NSA to NBS will be 
treated as advisory and subject to appropriate 
NBS review.26 i

computer system

by NIST.25

The Administration, in endorsing passage of the Computer

Security Act, also made clear that it expected NIST to be 

responsible for computer standards and for NSA to provide

as NIST saw fit. A letter from OMB Director Jim Miller

is authorized to

the Departments of Defense and Energy, the General Accounting

and the Office of

cedes NIST standard-setting authority to the

NSA. Instead of providing technical advice and assistance, as 

required by the Act, NSA is now setting the rules. The M.O.U. 

requires NIST to recognize "the NSA-certified rating of evaluated 

trusted systems under the Trusted Computer Security Evaluation 

Criteria without requiring additional evaluation."27 

so-called Orange Book, developed by the NSA, 

different levels of security for computer systems.

This Committee and witnesses who testified 

raised serious doubts about the Orange Book.28

Technology Assessment also questioned whether the Orange Book 

standards would be appropriate for the diverse

federal government.23

Office, the Office of Technology Assessment,

Management and Budget.24 The Office of Personnel Management is 

also required to issue regulations prescribing the procedures for 

security training, based on guidelines developed

27 The M.O.U. at 2.

23 r ______
1938 U.S.C.A.N. 3178. ■
®ajor data processing operations within

Government Operations Committee Report at 26, reprinted in 
------------- --------- - Their guidance is not even c :epted by the 

operations within NSA," Hearings at 313-21 
(statement of Robert Courtney).

2 9 Office of Technology Assessment, Defending Secrets. Sharing 
“^r^7-127 <1937) (Charles K. Wilk, Project Director) [the "OTA
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titled "A Comparison of Commercial and

control

NSA should
Has NIST made a

restricts the NIST from

This

Innovation is

critical

ThisCongress

Computer

§ 3, 15 U.S.C. § 278g-4(b) (duties).

11 12

any prospective

31 OTA Report at 6. 
secrecy imposes on t
Park, "Science and Secrecy,
1985, at 22. 1——-------- —

Second, the M.O.Q. will undermine the Computer System 

Security and Privacy Advisory Board established by the Act. 

Advisory Board is responsible for Identifying emerging Issues, 

advising NIST and the Secretary of Commerce, and reportings its 

findings to Commerce, OMB, NSA, and the Oversight Committees.34

provision is not only at

undermine efforts to enhance computer security.

for the development of new information security 

technologies.31

There is a legitimate concern about the development of 

different computer standards for federal computer systems, 

recognized that it could be inefficient and costly, 

manufacturers also did not want to develop computer

I
i

According to a paper

Military Computer Security Policy," cited in the OTA Report, 

"military security policy is really a set of policies designed to 

classified information from unauthorized disclosure or 

disclassification."30

Have those concerns been answered?

determination that the Orange book standards are consistent with 

the needs of civilian agencies? Is there a publicly reviewable 

record that explains the basis for this decision? Does the

Advisory Board endorse this outcome?

More surprising is that the M.O.U.

review of computer security standards.

odds with the intent of the Act, but will

30 OTA Report at 117, citing David D. Clark, MIT Laboratory for 
Computer Science, and David R. Wilson, Ernst t Whinney.

. This provision also suggests the cost that 
scientific innovation. See, e.g., Robert L. 
------------ " Bulletin of Atomic Scientists. March, 

See Harold willenbock, "Information Controls «nd^

Technological Progress,"
1986, at 88.

systems for the federal government with two different sets of 

standards. For this reason the Act required that standards NIST 

developed be "consistent and compatible" with existing standards 

for the protection of properly classified systems.32 But congress 

considered and explicitly rejected the proposition that 1 

have authority for developing technical guidelines:

Since work on technical security standards 
represents virtually all of the research 
effort being done today, NSA would take over 
virtually the entire computer standards from 
the National Bureau of Standards. By putting 
NSA in charge of developing technical security 
guidelines (software, hardware, 
communications), NBS would be left with the 
responsibility for only administrative and 
physical security measures — which have 
generally been done years ago. NBS, in 
effect, would on the surface be given the 
responsibility for the computer standards 
program with little to say about the most 
important part of the program — the technical 
guidelines developed by NSA.32 33 34

It was clearly not the Intent of Congress that NIST should become 

a clearinghouse for NSA's technical standards.

• issues in Science and Technology. Fall
See"generally National Academy of Sciences,

Scientific Communications and National Security (1982)

32 § 3, 15 U.S.C. § 278g-3(b) (6) (B) .

33 Government Operations Committee Report at 25-26. reprinted in
1988 U.S.C.A.N. 3177-78. See also Science Committee Report at 27, 
reprinted in 1988 U.S.C.A.N. 3142.

34
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Thia is simply

Third, the M.O.U.

n37 review.

described.

Hearings at 2.

13 14

unclassified computer systems is inconsistent with the roles 

assigned NIST and NSA under the Act.

creates a new layer of national security

Under the M.O.U., "all matters regarding technical 

systems security techniques" must be reviewed, prior to Dublin 

diaclosure, to ensure that they are consistent with "national 

security."39

enue - r —* -
See also Government Operations Committee Report at 40, 

reprinted in 1988 U.S.C.A.N. 3192.

37 Hearings at 114 (statement of Cheryl W. Helsing).

38 The M.O.U. at 3-4.

35 § 3, 15 U.S.C. § 278g-4(a) .

36 science Committee Report at 27, reprinted in 1988 U.S.C.A.N. 
3142. See also Government Operations Committee Report at 40,

39 Id.

40

Third, because of the 

authority granted to the NSA Deputy Director under the M.O.U., the 

NSA could easily control the agenda of this working group. In 

effect, the M.O.U. allows NSA to refer any issue at any time to 

the working group for resolution within 14 days.

not a sensible ways to ensure NIST authority when the resources of 

NSA far exceed NIST.

In the words of Chairman Brooks, this procedure 

will shift decisions about computer security standards to "the 

basement of the White House and the back rooms of the Pentagon."40 

The framers of the Act provided a mechanism for review, but 

after the rules had been made public. This was purposeful. It 

was intended to avoid pre-publication review, and to strengthen 

the wall protecting the decision-making authority of the Commerce 

Department so as to prevent the national security administration 

from crawling in over the top. The procedure in the M.O.-;. for 

National Security Council review effectively dismantles this 

safeguard.

Under the Act, the Board is made up of leading representatives 

from the computer and telecommunications industry, the federal 

government and independent contractors; the Secretary of Cpmmetce 

selects the Chair of the Board. 35 The purpose of the Board is to 

ensure that NIST "receives qualified input from those likely to be 

affected by its standards and guidelines, both in government and 

the private sector."36 The American Bankers Association testified 

that "one of the most important aspects" of the bill "is the 

establishment of a formal mechanism for private sector 

communication and cooperation with the Federal Government.'

The M.O.U. sets forth a different mechanism. It is a

Technical Working Group that will review computer security 

issues.38 it is headed by the NSA Deputy Director for Information 

Security and the NIST Deputy Director. Nowhere, in the M.O.U., is 

the relationship between the Working Group and the Advisory Board 

There are three potential problems with this procedure. 

First, it is likely to divert issues to the Technical Working 

Group that should properly be considered by the Advisory Group. 

Second, creating a joint NSA-NIST committee for matters involving * 37 38



98 99

computer systems.

There is another aspect of this clause that is troubling.

the Advisory Board.

these questions.

Fifth, the efforts that Congress made to delineate the

worried about, but

possibility that reject standards.

In part, and in whole, these

Congress to avoid t»'e. open-ended

1615

an assessment

by a federal contractor.

to raise national

An NSA representative serves as a member of 

That is the appropriate place to discuss

open license for government surveillance

of computer systems throughout the country.

The Act created a mechanism for the NSA 

security concerns.

41 The M.O.U. at 3.

43 The Washington Post. May 27, 1986.

systems or

one of the key concerns

Security Act.42

44 The M.O.U. at 3.

"Are Data Bases a Threat to National Security?" 
December 1, 1986, at 39.

computer systems covered under the Act are largely swept aside by 

the language of the M.O.U..

NSA. It used the 

to describe the President's authority to

It exempted from the Act those systems vhere

information must be kept secret in the interest of "national 

defense" or "foreign policy."

choices show the determination of42 see, e.g., 
RusineasWeek,

Fourth, the M.O.U. breathes new life into NSDD-145. 

According to the M.O.U., the NSA will:

Such a procedure will undercut NIST's authority for computer 

security and could be an

While it seems to restrict the ability for the NSA to visit purely 

"private" companies, it leaves open the possibility that any 

federal agency could request that the NSA undertake 

of any information system maintained

Upon request by Federal agencies, their 
contractors and other government-sponsored
entities, conduct assessments of the hostile 
intelligence threat to federal information
systems, and provide technical assistance and 
recommend endorsed products for application to 
secure systems against the threat.41

This is NSDD-145, part two. Will it have Congressional blessing?

This language invites the National Security Agency back into the 

offices of information vendors to provide government security

electronic information. This wasto restrict access to

that led to adoption of the Computer

Recall the statement of Assistant Secretary of

Defense Donald Latham, chairman of NTISSC, who said:

I'm very concerned about what people are 
doing—and not just the Soviets. If that means 
putting a monitor on NEXIS type systems, I'm 
for it. The question is, how do you do that 
technically without interference?43

The private sector responded that it was not the Kremlin they 

their business competitors. But the M.O.U.

resurrects the "hostile intelligence threat"44 and leaves open the 

the government may very well put monitors on

In drafting the Act, Congress 

purposefully rejected the phrase "sensitive, but unclassified" and 

avoided the term "national security," fearing that this term would 

confuse the responsibilities of the NIST and the

term "public interest"
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However, the M.O.U.trap

security review.

in the United States

government.

of this M.O.U.? Presumably,

compliance with Act.
returns to the The M.O.U.

imoranrinm

effort.51

If this M.O.U.

49

17
18

approach to computer security could 

government under a veil of national

Work together to achieve the 
with the greatest efficiency

Congress

a section to the bill to make

intelligence agencies.49 This 

drape the entire federal

"National Security and Information," 4 
11 (1987).

But even this

states that NIST and the NSA will:

49 see Harold C. Relyea,
Government Information Quarterly

systems

national security of the United States.

It is also important to understand how the critical term

It does not create another

47 It is used to underscore

and the Poindexter memorandum.

information that must be controlled, for which access may be 

restricted. This is how information security is viewed by

of national security designations.45

ignores these decisions by Congress and says flatly that all

must be reviewed to "ensure they are consistent with the 

«46

purposes of the

possible, avoiding unnecessary duplication of

This is not simply at odds with the Comput r Security Act, 

but also with the Freedom of Information Act, the law which 

establishes a fundamental right for citizens

to have access to the records of

that preserves our

It is the statute 

open system of government and prevents the 

government from erecting barriers against its citizens, 

anticipated this problem and added

sure that computer security legislation would not erode the 

principles underlying the Freedom of Information Act.50

A final question Mr. Chairman, what exactly did NIST and the 

NSA intend to accomplish by adoption

it was to ensure the faithful

is not clear.

is the basis for NIST-NSA cooperation for computer 

security, then the starting point must be a commitment to work

46 The M.O.U. at 3-4.

47 Government Operations Committee Report at 24, 31, reprinted in 

1988 U.S.C.A.N. 3176, 3183.

49 Science Committee Report at 21, reprinted in 1988 U.S.C.A.N. 

3136.

result, such as

the information were modified, destroyed or disclosed, 

effect, it was to operate as a triggering mechanism, to help 

agency administrators distinguish between systems that might 

contain records on individuals and systems that were designed to 

be widely accessible, such as computerized bulletin boards. 

The M.O.U. distorts this view of information protection and 

"sensitive but unclassified" approach of NSDD-145

It treats sensitive information as

See OTA Report at 117.

rL See/13° statement of the President, 24 W»akly

^ampliation of President-lai Documenrs 10, January ii, 1988, 
reprinted in 1988 U.S.C.A.N. 3197-1 (January 8, 1988).

51 The M.O.U. at 3 (emphasis added].

"sensitive" is used in the Act.

category of restricted information.

the importance of the information, and the risks that might

loss of life or violation of personal privacy, if

4® In
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I don't believe that the issue is whether orto achieve the purposes of the Act, as passed bytogether not we're going to protect information, I 
believe that the issue is what information 
WP * r-A rm «- n - - J t . . _

1. The Congress

aboutintended.

THE CONSEQUENCES OF IMPLEMENTING THE M.O.U.

can

Systems for the Department of Defense,

out?

§ 4, 40 U.S.C. S 759(d) (1) .

19
20

to the National Security

What happens when the NSC rules

may not be adopted? How will Cong-ess find 

Under the Act, there is a clear mechanism for notifying the 

oversight committees if the President rejects a standard.53

Congress will require access to particular information 

the conduct of the agencies to assess the

necessary to assess

Under the M.O.U., the NSA will

A. Impact on Access to Information

Less than three years ago, the Director for Information

said:

52 r
1988 U.S.C.A.N. 3167. •
Security?" BusinessWeek.

53

Government Operations Committee Report at 15, reprinted in 
> n e r. » K. „Are Data Bage3 a Threat to National

--------------------- , December 1, 1986, at 39.

The Memorandum of Understanding will have significant 

consequences for both the free flow of information and the type of 

security protection established by the federal government.

we're going to protect both within the Federal 
Government, both within DOD and also within 
industry.52

Congress.

As it currently stands, the M.O.U. is directly at odds with 

the plain language of the Computer Security Act. Is this 

significant? Could the Committee simply say: that's not really 

what we intended, but, in comparison to NSDD-145, "sensitive but 

unclassified," and some of the other problems that led to passage 

of the Act, this may not be so pressing. The answer to that 

question is no. If it was important to pass the legislation, then 

it is important to see that it is Implemented as Congress

program, and to

determine when changes are necessary, and to appropriate adequate 

funds to get the job done. Without adequate oversight, there < 

be no assurance that the goals of the act will be achieved.

But if the Technical Working Group is left in place, then 

Congress may be denied access to information

the progress of computer security.

be able to appeal any proposed standards

Council, prior to publication, 

that certain standards

I believe, after reviewing the M.O.U., that NSA intends to make 

good on its promise. If Left in place, this M.O.U. will restrict 

access to information for Congress, for information vendors and 

government contractors, and for the general public.
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2. Impact on

Act.

memo.

actions

"national security"?

54 See note 6 and accompanying text.

553. Impact on the public See notes 2-14 and accompanying text.

56 See notes 29-31 and accompanying text.

2221

on access

Efforts to expand

The impact on the public of government restrictions 

to information has been widely documented.54

national security authority chill speech, restrict intellectual 

inquiry, hinder economic trade, constrain scientific innovation, 

and undermine open government.

computer

curtain of national security.

Information Vendors and Government Contractors

Mead Data Central is one of the largest vendors of computer-

It has over 200,000 customers and

Yet, in 1987,

If, under the M.O.U., the Congress is not able to obtain the 

information necessary to oversee the Act and information companies 

face possible new restrictions, what is the likely impact on the 

free flow of information for the general public? That is, of 

course, the central test for the implementation of the

pressure

available today.

What will happen when a smaller Information vendor, a 

government contractor, or a government-sponsored organization, is 

approached by officials from Ft. Meade, notified of a potential 

hostile intelligence threat, and asked whether it would like NSA's 

assistance in improving computer security? What databases will 

then be removed? And how will Congress or anyone else know about 

taken by intelligence agencies under the banner of

Absent a similar procedure for the Technical Working Group, this 

preliminary review may place the whole process of developing 

standards for the federal government behind the drawn

based information in the world.

maintains more than 47 million full-text documents.

Mead Data Central reported to this Committee that it had removed 

the National Technical Institute Service (NTIS) file from its 

system. Although it cited economic and policy reasons for the 

decision, it is hard to escape the conclusion that, but for the 

brought to bear by NSDD-145, that service would be

B. Impact on Protection of Information

Considering the history of NSDD-145 and the Poindexter

55 the potential impact of the M.O.U. on the free flow of 

information is one way to assess whether the M.O.U. should be left 

unchanged; the other is whether the M.O.U. will establish security 

and privacy practices consistent with the Act.

The security goals of a civilian agency are often different 

than those of a military agency.56 Emphasizing the computer 

security interest, as defined by the National Security Agency, 

could, in fact, undermine both the management goals and the 

privacy interests the Act seeks to protect.
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In a

report for Congressman Don Edwards on the proposed expansion of

the FBI's record system, CPSR members wrote:

America■60

His book discusses

large organizations.
requirements.

undermine

practices.

collected. As

are
government

system, and -.hat they

Privacy and Frpprinm

23 24

\

(1980), Alan F. Westin,

60

Effective computer security plans should be built around 

solid-management practices, not gold-plated technologies.

A related principle is that Information should
- - ‘ ---------------------------------------- Id. at

57 Horning, Neumann, Redell, Goldman & Gordon, "A Review of NCIC 

2000" (1989) .

Advances in computer technology can be used to 
improve security, accountability, and data 
quality. But system administrators and 
managers carry the ultimate responsibility to 
ensure that the system is well designed and 
properly maintained.57

Technical guidelines should follow from organizational

But shifting authority from NIST to NSA may 

this fundamental goal of information security.

One of the primary reasons for concern about the security of 

is the large amount of personal

We need assurance

HMA”'JriV“Y.,in ftmftrirfl (1989), Robert Ellis Smith, Privacy

David F. Linowes. Privacy in America (1989)

onlv1^- at r- ------
only be used for the purpose for which it was collected.

Committee case 

privacy' . ''58

58 Department of Justice v. Reporters Committee for Freedom of 
the Press, No, 87-1379, slip. op. at 20 (decided March 22, 198 .

The Rise of the Computer State
Dossier Society (1986), David F.

59 see generally David Burnham, 
(1983), Kenneth C. Laudon, The £

federal computer systems

information held by the federal government, 

from the government that information will be properly maintained, 

that it will not be used a reason other than for which it was 

the Supreme Court stated recently in the Reporter's 

i "a centralized computer file pose[s] a 'threat to

The misuse of personal information contained in 

computer systems will have harmful consequences.59

As used in the Act, the term "sensitive" information must be 

understood to emphasize the importance of protecting the privacy 

interests of all Americans whose medical, employment, tax, and a 

host of other records are maintained by the federal government. 

I would draw the Committee's attention to an important 

principle discussed in David Linowes's recent book, Privacy in 

Mr. Linowes was the chair of the U.S. Privacy

Protection Study Commission from 1977 to 1979.

the problem of the rapid accumulation of personal information in

He urges organizations to adopt Fair

Information Practices, including the requirement of information 

"minimization" to insure that privacy is protected.61 According 

to that principle, only necessary information should be collected.

Now this principle could be at odds with fundamental security 

For example, audit trails, which enhance system

security, may also undercut privacy safeguards. On the one hand 

an audit trail satisfies an important security goal: it creates a 

record of all the transactions on a system to determine what 

changes where made, at what point, and by whom. At the same time, 

an audit trail generates an activity log of Individuals who 

using the system: when they worked with the



/

108 109

REMEDIAL OR LEGISLATIVE ACTION

Computer

open

government.
the risk of gathering excessive information:

As John Shattuck and

e.g. when actual data misuse, alteration, or destruction is shown; 
and (4) isolating audit trails so as to avoid the consolidation of

(Summary available from
Quoted in David Burnham, The Rise of the Computer State 47—48

25
26

63 C

(1983) .

the address of the messages, as well as the content.

To the extent that agencies seek to improve system security

did. If the system contains an electronic mall capability, then an 

audit trail might also record the times when messages were sent.

It is doing little to strengthen 

national security; it may do much to weaken economic 

competitiveness, restrict scientific Inquiry, and undermine
NSA strike that balance?

A chilling description from Aleksander Solzhenitsyn describes

What can be done to get the legislation back on track? 

First, the President should rescind NSDD-145. This Decision 

Directive is responsible for much of the confusion about the roles 

of the NSA and the NIST.

through the incorporation of audit trails, they will generate an 

extraordinary amount of transactional information about the 

activities of people inside and outside of federal government. 

This information, already in computer form, might then become 

grist for the mill of employee reviews, censorship, and workplace

In its place the President should issue a new executive 

order, revising the federal standard for information 

classification, and reversing the trend toward secrecy that is 

threatening our system of open government.

Muriel Morisey Spence have stated:

As every person goes through life he fills in 
a number of forms for the record, each 
containing a number of questions . . . There 
are thus hundreds of little threads radiating 
from every person, millions of threads in all. 
If these threads were suddenly to become 
visible, the whole sky would look like a 
spider's web, and if they materializei like ’ 
rubber bands, buses and trams and evi i people 
would lose the ability to move and the wind 
would be unable to carry torn-up newspapers or 
autumn leaves along the streets of the city.63

monitoring.

There is no simple solution to this problem.62 

security, in the narrow sense, will require audit trails. But 

privacy protection and the principle of information minimization 

might argue against excessive use of audit trails. Where will the

62 A group of CPSR members examined the privacy and security 
trade-offs of audit trails at a recent meeting. They suggested 
that the problem might be addressed by: (1) stating clearly the 
purpose of the audit trail in the system specifications; (2) 
developing a record destruction procedure for audit trails; (3) 
limiting the circumstances when an audit trail may be accessed, 

, .  . 1  J — A. .4 4 « a

"event" histories. Meeting of Computer Professionals for Social 
Responsibility, DC Chapter, May 2, 1989. (2

CPSR).
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to the intelligence agencies.

resources

Without sufficient funding, NIST will continue to
States. DARPA’s

Anthes, "DARPA Program to Battle War on Drugs, Terrorism,"
encryption technology.

28

27

LZ

Second, Congress should increase funding for the NIST, 

contingent on its withdrawal from the M.O.U., so that it has the 

to fulfill the responsibilities it has been assigned

federal agencies.

of the Privacy Act and the related statutes, NIST will fail to 

address a central concern of the Act: the protection of personal

privacy.

Fifth, Congress must begin public hearings on the role of

For too long data encryption has been left

under the Act.

go, hat in hand, to the NSA for technical assistance.

Third, this Committee must make clear to the Director of the 

NSA, the Director of NIST, and the Secretary of Commerce, that the 

M.O.U. is not in accord with the Computer Security Act, and that, 

for this reason, neither party can be bound by the agreement. 

This is a matter of Congressional authority that goes far beyond

this specific agreement.

Fourth, the NIST staff responsible for implementing the Act, 

and those at NSA who are working to assist NIST, must go back to 

the privacy statutes governing record-keeping practices in the 

Without a clear understanding of the importance

Now, it is clear that encryption is

the most important technical safeguard for ensuring the privacy 

and authenticity of all messages that travel along computer 

networks.65

McLellan, "Internet Computer Network to Use Code to Ensure 
“  , 1989.

Discussions about government cryptography mu; . become public 

discussions, regardless of the agencies involved.66

The engines of innovation that drive our 
economy and guarantee our security are powered 
by open and unfettered communication.
Government policy aimed at broadly controlling 
the communications of information and ideas 
may soon become irreparably damaging unless it 
is substantially reversed.64

We also need 

to know, in particular and on the record, whether the NSA is 

engaged in routine monitoring of communications within the United

And, according to Federal Computer Week

65 j* - • ’ * _
Privacy," The New York Times. March 21,

66 The NSA has repeatedly tried to restrict the publication of 

cryptography research. See, e.g., David Burnham, The Rise of the 
computer srarp 139-40 (1983), Kolata, "NSA Asks to Review Papers 
Before Publication," 215 Science 1485 (March 19, 1982), "Prior 
Restraints on Cryptography Considered," 208 Science 1442-43 (June 
27, 1980) .

64 "Essay: Needed A Free Flow of Information and Idea," 
Scientific American. January 1989, at 114.

67 Anthes, "DARPA Program to Battle War on Drugs, Terrorism," 
April 24, 1989, at 1, 53.

U.S. Senate, Select Committee on Intelligence, Intelligence 
Activities and the Rights of Americans, Final Report 201 (1976), 
reprinted in S. Bamford, The Puzzle Palace 473 (1983)

Information Science and Technology Office is developing an expert 

system that can "examine millions of telephone calls a day and 

discern subtle and complex patterns for follow-up by law 

enforcement officials."67 Has the NSA participated in this work?

Mr. Chairman, fifteen years ago, the Senate Intelligence 

Committee warned that the NSA's "potential to violate the privacy 

of Americans is unmatched by any other intelligence agency."68
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NSA

"tremendous potential for abuse.

communications system of the United States,

Mr. Chairman, twelve years ago I was in Washington and had I

intelligence activities.

Neither can this Committee.

70 Id.

29

The Chairman of that Committee, Senator Frank Church, said that 

intelligence-gathering capabilities were essential to the

But he also warned that the

the opportunity to meet with Senator Church after a hearing. I 

asked him about the role of Congressional oversight in

He left no doubt about its importance.

no American would have any privacy left . . 
There would be no place to hide.

69 National Broadcasting Company, Meet the Press 6 (1975) (NBC 
television broadcast. August 17, 1975)

We must see to it that this agency and all 
agencies that possess this technology operate 
within the law and under proper supervision, 
so that we never cross over that abyss. That 
is an abyss from which there is no return.70

security of the United States, 

massive eavesdropping devices and computers of the NSA create a 

"69 If ever turned against the
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April 1, 1992

i
i Dear Mr. Rotenberg:

I

I
I
I

and, therefore, the format of this document is proper 
sified under the provisions of Executive Order 12356.i

I
I We appreciate your patience while we processed your request.

Sincerely,I
I Tilley

I
t a/sEnclosure:

I
i
i

Director
Information Disclosure

F90-876
F90-1159

F90-933
F91-33C

Mr. Marc Rotenberg
Computer Professionals for

Social REsponsibility
1025 Connecticut Avenue, N.W.
Suite 1015
Washington, D.C. 20036

NATIONAL SECURITY COUNCIL
WASHINGTON. D.C. 20506

Furthermore, the NSC staff has determined that the release of the 
format of NSD 42 could cause damage to the national security, 
and, therefore, the format of this document is properly clas­
sified under the provisions of Executive Order 12356. The format 
of this document is also denied under 5 U.S.C. 552 (b) (1). A 
redacted copy of the partial text release is enclosed.

You may appeal this denial by writing to the Executive Secretary, 
National Security Council, Washington, D.C. 20506, within sixty 
(60) days of the receipt of this letter.

This is in further response to your Freedom of Information Act 
(FOIA) request of September 13, 1990, for "a copy of the revised 
National Security Decision Directive 145, signed by the President 
on July 5, 1990." This letter also responses to referrals from 
the Department of Defense, dated September 28, 1990, and November 
20, 1990 (DoD case number 90-FOI-1584/M), of your request to that 
agency for the same document.

The National Security Council (NSC) staff has completed its 
review of National Security Directive 42 and determined that a 
partial text version of the document may be released. The 
withheld portion of the document is properly classified under the 
provisions of Executive Order 12356 and, therefore, is exempt 
from disclosure under 5 U.S.C. 552 (b) (1) .
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Released
Partial Text of

NSD 42

National Policy for the Security of National 
Security Telecommunications and Information 
Systems

Continuing advances in microelectronics technology have 
stimulated an unprecedented growth in the demand for and supply 
of telecommunications and information processing services within 
the government and throughout the private sector. As new 
technologies have been applied/ traditional distinctions k<etrfeen 
telecommunications and information systems have begun to 
disappear. Although this trend promises greatly improved 
efficiency and effectiveness, it also poses significant security 

challenges.

Telecommunications and information processing systems are highly 
susceptible to interception, unauthorized electronic access, and 
related forms ucf technical exploitation, as well as other 
dimensions of the foreign intelligence threat. The technology to 
exploit these electronic systems is widespread and is used 
extensively by foreign nations and can be employed, as well, by 
terrorist groups and criminal elements. A comprehensive and 
coordinated approach must be taken to protect the government's 
national security telecommunications and information systems 
(national security systems) against current and projected 
threats. This approach must include mechanisms for formulating 
policy,'overseeing systems security resources programs, and 
coordinating and executing technical activities.

This Directive establishes initial objectives, policies, . and 
organizational structure to <_ 
secure national security systems from exploitation; 
mechanism for policy development and dissemination, 
responsibilities for implementation. It it i--—

centers of technical expertise throughout the Executive oranch, 
and to promote a coherent and coordinated defense against the 
foreign intelligence threat to these systems. This Directive 
recognizes the special requirements for protection of 
intelligence sources and methods.

i an
guide the"conduct’ of activities to

■ ' ' : establishes a
: and assigns

It is intended to ensure X c O k*1 VJ 4»X -u t t ,
full participation and cooperation among the various existing
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1
I I,

I
I a.

I b.

I
I

c.

I
Policies.

I
a.

I
b.

I

I 4.

1
9
I
I

Federal agencies shall require that national 
security systems operated and maintained by U.S. 
Government contractors likewise be secured.

Effective and efficient application of U.S. 
Government resources.

I 
I

A technical base within the U.S. Government to 
achieve this security, and initiatives with the private 
sector to maintain, complement, or enhance that 
government technical base and to ensure information 
systems security products are available to secure 
national security systems; and,

National Security Council/Policv Coordinating Committee 
for National Security Telecommunications and Information 
Systems.

U.S. Government national security systems shall be 
secured by such means as are necessary to prevent 
compromise, denial, or exploitation;

Reliable and continuing assessment of threats and 
vulnerabilities, and implementation of appropriate, 
effective countermeasures;

2. Policies. In support of these objectives, the following 
policies are established:

The National Security Council/Policy Coordinating Committee
(PCC) for National Security Telecommunications, chaired by the 
Department of Defense, under the authority of National Security 
Directives 1 and 10, assumed the responsibility for the National 
Security Telecommunications NSDD 97 Steering'Group. By authority 

1. Obiectives. Ensuring the security of national security 
systems is vitally important to the operational 
effectiveness of the national security activities of the 
government and to military combat readiness. I, therefore, 
direct that the government's capabilities for securing 
national security systems against technical exploitation 
threats be maintained or, if inadequate, improved to provide 
for:

3. Implementation. This Directive establishes an NSC 
Policy Coordinating Committee for National Security
Telecommunications and Information Systems, an interagency 
group at the operating level, an executive agent and a 
national manager to implement these objectives and policies.
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t
I
I
a
i

Oversee the implementation of this Directive;a.

Ib.

I
Ic.

Id.

I
Ie.

The National Security Telecommunications and Information

a.

I
i
IUNCLASPED

I
I

Recommend for Presidential approval additions or 
revisions to this Directive as national interests may 
require.

I 
I

5.
Systems Security Committee.

Be subject to the policies of the Director of 
Central Intelligence on matters pertaining to the 
protraction of intelligence sources and methods; and.

Review and resolve matters referred to it by the 
NSTISSC in fulfilling the responsibilities outlined in 
paragraph 5, below;

The NSTISSC is established to consider technical 
matters and develop operating policies, procedures, 
guidelines, instructions, and standards as necessary to 
implement provisions of this Directive. The Committee 
shall be chaired by the Assistant Secretary of Defense 
(Command, Control, Communications and Intelligence) and 
shall be composed of a voting representative of each of 
the following:

Develop policy recommendations and provide guidance 
to the operating level National Security 
Telecommunications and Information Systems Security 
Committee (NSTISSC) ;

of this Directive, the PCC for National Security Telecommunica­
tions is renamed the PCC for National Security Telecommunications 
and Information Systems, and shall expand its authority to 
include the responsibilities to protect the government's national 
security telecommunications and information systems. When 
addressing issues concerning the security of national security 
telecommunications and information systems, the membership of the 
PCC shall be expanded to include representatives of the Secretary 
of State, the Secretary of the Treasury, the Attorney General, 
the Secretary of Energy, the Secretary of Commerce, and the 
Director of Central Intelligence. The National Manager for 
National Security Telecommunications and Information Systems 
Security shall be invited as an observer. The Policy 
Coordinating Committee shall:
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I
I
I
I
>
I
I
!

The NSTISSC shall:b.

I
I

(2)

I
s

I
I
I
I
9

r*.

I
I

The Secretary of State
The Secretary of the Treasury
The Secretary of Defense
The Attorney General
The Secretary of Commerce
The Secretary of Transportation
The Secretary of Energy
Director, Office of Management and Budget
Assistant to the President for National Security 

Affairs 
Director of Central Intelligence
Chairman of the Joint Chiefs of Staff 
Director, Federal Bureau of Investigation 
Director, Federal Emergency Management Agency 
Administrator, General Services Administration 
The Chief of Staff, United States Army 
The Chief of Naval Operations
The Chief of Staff, United States Air Force 
Commandant, United States Marine Corps
Director, National Security Agency
Manager, National Communications System 
Director, Defense Intelligence Agency

(1) Develop such specific operating policies, 
procedures, guidelines, instructions, standards, 
objectives, and priorities as may be required to 
implement this Directive;

(2) Provide systems security guidance for
. national security systems to Executive departments 

and agencies;

(3) Submit annually to the Executive Agent an 
evaluation of the security status of national 
security systems with respect to established 
objectives and priorities;

(4) Approve the release of cryptologic national 
security systems technical security material, 
information, and techniques to foreign governments 
or international organizations. The concurrence 
of the Director of Central Intelligence shall be 
obtained with respect to those activities which he 

manages;



I5

I
I
I(6)

I
1
I

with the National(8) Interact, as necessary, with tne wacaona 
Communications System Committee of Principals

I
I

c.

I
I
Id. The Committee shall nave a permanent 

composed of personnel of the National Security Agency

I
I

6.

a. Consistent with the authority for communications 
security given the Secretary of Defense in Executive 
Order 12333, the Secretary of Defense shall serve as I

I
I

I
1

established by Executive Order 12472 to ensure the 
coordinated execution of assigned
responsibilities.

c. The Committee shall have two subcommittees, one 
focusing on telecommunications security and one 
focusing on information systems security. The two 
subcommittees shall coordinate their actions and 
recommendations concerning implementation of protective 
measures, which shall combine and coordinate both areas 
where appropriate.

d. The Committee shall have a permanent secretariat 
composed of personnel of the National Security Agency 
and* such other personnel from Executive departments and 
agencies reoresented on the Committee as are requested 
by the Chairman. The National Security Agency shall 
provide facilities and support as required. Other 
Executive departments and agencies shall provide 
facilities and support as requested by the Chairman.

(5) Establish and maintain a national systemfor 
promulgating the operating policies, instructions, 
directives, and guidance, which may be issued 
pursuant to this Directive;

(6) Establish permanent and temporary 
subcommittees as necessary to discharge its 
responsibilities;

(7) Make recommendations to the PCC for NSTISSC 
membership and establish criteria and procedures 
for permanent observers from other departments or 
agencies affected by specific matters under 
deliberation, who may attend meetings upon 
invitation of the Chairman; and,

___  / L.1XUZ kJ V— A. J w/ — k—* •

Executive Agent of the Government for National Security 
Telecommunications and Information Systems Security and 
shall be responsible for implementing, under his 
signature, policies and procedures to:

The Executive Agent of the Government for National 
Security Telecommunications and Information Systems. 

Securitv.
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1
I
I
I
t
I (3)

I
I

(5) -Operatez or coordinate the efforts, of U.S. 
Government technical centers related to nationalI

I b. The Executive Agent shall review ana assess, 
National Manager's recommendations on the proposed

I
I
I
I 7. The National Manager for National Security

Telecommunicat ions and Information Systems Security.

I
I
I
I

I •’'X| 5 '

(1) Ensure the development, in conjunction with 
Committee member departments and agencies, of 
plans and programs to fulfill the objectives of 
this Directive, including the development of 
necessary security architectures;

(2) Procure for and provide to Executive 
departments and agencies and, where appropriate, 
to*government contractors and foreign governments, 
consistent with the laws of the United States, 
such technical security material, other technical 
assistance, and other related services of common 
concern, as required to accomplish the objectives 
of this Directive;

(4) Conduct, approve, or endorse research and 
development of techniques and equipment to secure 
national security systems; and.

The Director, National Security Agency, is designated the 
National Manager for National Security Telecommunications and 
Information Systems Security and is responsible to the Secretary 
of Defense as Executive Agent for carrying out the foregoing 
responsibilities. In fulfilling these responsibilities the
National Manager shall:

security telecommunications and information 
systems security.

The Executive Agent shall review and assess the

national security telecommunications and information. 
systems security programs and budgets for the Executive 
departments and agencies. Where appropriate, 
alternative systems security recommendations will be. 
provided to agency heads, to National Security Council 
Committees, and to the OMB. In addition, the Executive 
Agent shall submit, annually, the security status of 
national security systems with respect to.established 
objectives and priorities through the National Security 
Council to the President.

(3) Approve and provide minimum security 
standards and doctrine for systems subject to this 
Directive; (U)
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a.

I
I

b.

1
I
Id.

I
e.

I
I
I

f. i
I

i
I
i
i

I 
I

Examine U.S. Government national security systems 
and evaluate their vulnerability to foreign 
interception and exploitation. Any such activities, 
including those involving monitoring of official 
telecommunications, shall be conducted in strict 
compliance with law, Executive Order and implementing 
procedures, and applicable Presidential directive. No 
monitoring shall be performed without advising the 
heads of the agencies, departments, or services 
concerned;

„. Act as the U.S. Government focal point for 
cryptography, telecommunications systems security, and 
information systems security for national security 

systems;

c. Conduct, approve, or endorse research and 
development of*techniques and equipment to secure 
national security systems;

d. Review and approve all standards, techniques, 
systems, and equipment related to the security of 
national security systems;

Conduct foreign computer security and 
communications security liaison, including entering 
into agreements with foreign governments and with 
international and private organizations regarding 
national security systems, except for those foreign 
intelligence relationships conducted for intelligence 
purposes by the Director of Central Intelligence. Any 
such agreements shall be coordinated with affected 
departments and agencies;

f. Operate such printing and fabrication facilities as 
may be required to perform critical functions related 
to*the provisions of cryptographic and other technical 
security material or services;

g. Assess the overall security posture of and 
disseminate information on threats to and 
vulnerabilities of national security systems;

h. Operate a central technical center to evaluate and 
certify the security of national security 
telecommunications and information systems;
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1
I
I
I
f k. Review annually the aggregated national set­

information systems security program and budget

I
I
4
I
I
I

and Agencies shall:8.

i a. Be responsible for achieving ana mainudxnxuy 
national security systems within their departments or

I agencies;

I
t c.

I
I
I

The Heads of Executive Departments

Be responsible for achieving and maintaining secure

l. Request from the heads of Executive departments and 
agencies such information and technical support as may 
be needed to discharge the responsibilities assigned 

herein;

m. Coordinate with the National Institute for
Standards and Technology in accordance with the 
provisions of the Computer Security Act of 1987 (P.L.
100-235); and

n. Enter into agreements for the procurement of 
technical -security material and other equipment, and 
their provision to Executive departments and agencies, 
where appropriate, to government contractors, and 

foreign governments.

i. Prescribe the minimum standards, methods, and 
procedures for protecting cryptographic and other 
technical security material, techniques, and 
information related to national security systems;

j. Review and assess annually the national security 
telecommunications systems security programs and 
budgets of Executive departments and agencies of the 
U.S. Government, and recommend alternatives, where 
appropriate, for the Executive Agent;

k. Review annually the aggregated national security 
information systems security program and budget 
recommendations of the Executive departments and 
agencies of the U.S. Government for the Executive 

Agent;

b. Ensure that policies, procedures, guidelines,, 
instructions, and standards issued pursuant to this 
Directive are implemented within their departments or 
agencies; and

Provide to the NSTISSC, the Executive Agent, and 
the National Manager, as appropriate, such information 
as may be required to discharge responsibilities 
assigned herein, consistent with relevant law, 
Executive Order, and Presidential directive.
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Ia.

Ib.

Ic.

INothing in this Directive shall:10.

Ia.

Ib. or

>
I

c.

I
I
i
i
le.

1f.

I
I
I

Alter or supersede the existing authorities of the 
Director of Central Intelligence;

Consolidate and provide such data to the National 
Manager via the Executive Agent; and

Authorize the Committee, the Executive Agent, 
the National Manager authority to examine the 
facilities of other Executive departments and agencies 
without approval of the head of such department or 
agency, nor to request or collect information 
concerning their operation for any purpose not provided 
for herein;

Review for consistency with this Directive, and 
amend as appropriate, OMB policies and regulations 
which may pertain to the subject matter herein.

Specify data to be provided during the annual 
budget review by Executive departments and agencies on 
program and budgets relating to security of their 
national security systems;

Additional Resoonsibilities.
Management and Budget, shall:

Be intended to establish additional review 
processes for the procurement of information processing 
systems;

Amend or contravene the provisions of existing law, 
Executive Order, or Presidential directive which 
pertain to the protection of sensitive information, to 
the protection of national security information, to the 
privacy aspects or financial management of information 
systems or to the administrative requirements for 
safeguarding such resources against fraud, waste, and 
abuse;

d. Provide authority to issue policies, procedure, 
guidelines, instructions, standards, or priorities or 
operate programs concerning security of systems other 
than national security systems;

Alter or rescind policies or programs begun under 
PD-24 or NSDD-145 that may be pertinent to national 
security systems. Policies or programs retained 
pursuant to this provision shall not be construed to 
apoly to systems within the purview of the Computer 
Security Act of 1987 (PL100-235); or
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11.

I
a.

f
I b. Information Systems means any equipment or 

interconnected system or subsystems of equipment that

I
I
i c.

I
I
I
I
I
I

Telecommunications and Information Systems Security 
means protection afforded to telecommunications and 
information systems, in order to prevent exploitation 
through interception, unauthorized electronic access, 
or related technical intelligence threats, and to 
ensure authenticity. Such protection results from the 
application of security measures (including 
cryptosecurity, transmission security, emission 
security, and computer security) to systems which 
generate, store, process, transfer, or communicate 
information of use to an adversary, and also includes 
the physical protection of technical security material 
and technical security information;

a. Telecommunications means the preparation,
transmission, communication, or related processing of 
information (writing, images, sounds or other data) by 
electrical, electromagnetic, electromechanical,
electro-optical, or electronic means;

por the purposes of this Directive, the following terms 
shall have the meanings indicated:

is used in the automatic acquisition, storage, 
manipulation, management, movement, control, display, 
switching, interchange, transmission, or reception of 
dana and includes computer software, firmware, and 

hardware;
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securing I
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I, or agents, that 
s set forth in 10

I

12.

I
I
I
I
a
a
a
a
a
a
a

i 
a

Technical security material means equipment, 
devices, and associated documentation^or

of telecommunications and information systems;

military or intelligence missions.

NSDD-145 is hereby rescinded.

military forces, involves equipment that is an integral 
part of a weapon or weapon system, or involves 
equipment that is critical to.the direct fulfillment of

National security systems are those 
telecommunications and information systems operated by 
the U.S. Government, its contractors, or agents, that 
contain classified information or, as set forth m 10 
U.S.C. Section 2315, that involves intelligence 
activities, involves cryptologic activities related to 
national security, involves command and control of
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Dear Mr. Sobel:I
I
I Sincerely,

I
<
I
I
I
I
I
I
I
I

Encl: 
a/s

NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE

FORT GEORGE G. MEADE, MARYLAND 20755-6000

TtyllaJ
LINDA I. MILLER 

Chief
Information Policy

This responds to your Freedom of Information Act (FOIA) 
request of 11 February 1992 for a copy of NTISSD No. 600. 
Your request has been processed under the provisions of the 
FOIA, and the document you request is enclosed.

Computer Professionals for
Social Responsibility

ATTN: Mr. David L. Sobel
666 Pennsylvania Avenue 
Suite 303
Washington, DC 20003

Serial: J9104-92
4 March 1993
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MEMORANDUM FOR THE HEADS OF DEPARTMENTS AND AGENCIES

I Communications Security MonitoringSUBJECT:
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NATIONAL
TELECOMMUNICATIONS

AND
INFORMATION
SYSTEMS

security

The accompanying Directive, hereby promulgated, establishes 
policy and basic procedures and assigns responsibilities for 
conducting COMSEC*monitoring activities. This Directive 
replaces National COMSEC Instruction No. 4000A, "Guidelines for 
the Conduct of COMSEC Monitoring Activities," dated 9 February

1984.

Additional copies of the Directive may be obtained from the 
National Telecommunications and Information Systems Security 
Committee, Executive Secretariat, National Security Agency.

National Security Decision Directive 145, dated
17 September 1984, assigned to the National Manager for 
Telecommunications and Automated Information Systems Security 
the responsibility of examining government telecommunications 
systems and evaluating their vulnerability to hostile 
interception and exploitation. The National Manager's 
examination for such purposes may include the conduct of 
communications security (COMSEC) monitoring operations.
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The purpose of COMSEC monitoring is to provide unique 
material, not readily available through other sources, to 
evaluate the status of U.S. COMSEC. The information collected 
through COMSEC monitoring is similar to information potentially 
available to foreign powers through their signals intelligence 
(SIGINT) collection. Hypothetical projections of the 
vulnerability of telecommunications, procedures, equipment, and 
systems, based on technical analysis and modeling, do not always 
provide comprehensive data for analysis. COMSEC monitoring is, 
therefore, used to provide the empirical data needed to identify 
vulnerabilities and afford a basis for correcting them.

This Directive is applicable to all U.S. Government 
departments and agencies engaged in or using the results of 
COMSEC monitoring. It has been approved by the Attorney 
General.

1 References a.,b., and c. are pertinent to COMSEC monitoring 
guidelines and procedures.

2. This Directive provides policy and basic procedures for 
the establishment of COMSEC monitoring programs consistent with 
law. Executive Orders, and applicable Presidential Directives.!
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I
REFERENCESI SECTION III

a.

I b.

I c.

I d.

I e.

I
SECTION IV - DEFINITIONS

I
I
1
I
I
I

7. Contents. When used with respect to a communication, 
the term includes any information concerning the identity of the

A
2I

I

parties to such communication or the substance, purport, or 
meaning of that communication.

Communications Act of 1934, Public Law No. 73 416 

(as amended).

Omnibus Crime Control and Safe Streets Act of 1968, 
Public Law No. 90-351 (as amended).

5.
persons

Technical surveillance countermeasures electronic 
sweeps, surveillance of non-communicat ions emissions (e.g., 
radar), and TEMPEST testing are not within the scope of this 

Directive.

Foreign Intelligence Surveillance Act of 1978,

Public Law No. 95-511.

Executive Order 12333, "United States Intelligence 
Activities," dated 4 December 1981.

e. National Security Decision Directive Number 145, 
"National Policy on Telecommunications and Automated Information 
Systems Security," dated 17 September 1984.

6. COMSEC Monitoring. The act of listening to, copying, or 
recording transmissions of one's own official telecommunications 
to provide material for analysis in order to determine the 
degree of security being provided to those transmissions.

COMSEC. Protective measures taken to deny unauthorized 
 information derived from telecommunications of the U.S. 

Government related to national security and to ensure the 
authenticity of such communications. Such protection results 
from the application of security measures (including 
cryptosecurity, transmission security, and emissions security) 
to telecommunications systems generating, handling, processing, 
or using classified or sensitive government or government- 
derived information, the loss of which could adversely affect 
the national security interest. It also includes the 
application of physical security measures to COMSEC information 

or materials.
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ISECTION V - POLICY

f
I

14.

I
I
i
I3

I

2 Individual denartment or agency regulations shall specify which 
internal organization(s) of that department or agency are 
authorized to conduct COMSEC monitoring operations.

8. Electronic Surveillance. The acquisition of the 
contents of a nonpublic communication by electronic means 
without the consent of a person who is a party to the 
communication, but not including the use of radio direction­
finding equipment solely to determine the location of a 

transmitter.

13. U.S. Government departments and agencies will conduct 
COMSEC monitoring activities only as necessary to determine the 
degree of security provided to government telecommunications and 
aid in countering their vulnerability. Such activities shall be' 
conducted in strict compliance with law. Executive Orders, 
applicable Presidential Directives, and this Directive.

Government telecommunications systems are subject to 
COMSEC monitoring by duly authorized government entities. 2 
Users of these systems must be properly notified in advance, in 
accordance with the guidelines in paragraph 24 below, that their 
use of these systems constitutes consent to monitoring for

9, Nonoublic Communication. A communication in which the 
parties thereto have a reasonable expectation of privacy.

10. Telecommunications. The transmission, communication, or 
processing of information, including the preparation of such 
information therefore, by electrical, electromagnetic, electro­
mechanical, or electro-optical means.

11. Telecommunications Systems. The interconnected devices 
used to transmit and/or receive communications or process 
telecommunications; the devices may be electrical, 
electromagnetic, electromechanical, or electro-optical.

12. Government Telecommunications. Telecommunications of 
any employee, officer, contractor, or other entity of the U.S. 
Government which concern an official purpose of government and 
which are transmitted over a telecommunications system owned or 
leased by the U.S. Government or a government contractor. (See 
Telecommunications and Telecommunications Systems, above.)
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15.
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17.

1
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18.

I
I
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The government shall not monitor for COMSEC purposes the 
contents of any telecommunications when such monitoring would 
constitute electronic surveillance.

No department or agency may monitor the 
telecommunications of another department or agency for COMSEC 
purposes without the express prior written approval of the head 
(or his/her designee) of the department or agency to be 
monitored, except as provided for the subparagraph 32.b.

The results of COMSEC monitoring shall not be used to 
produce foreign intelligence or counter intelligence, as defined 
in Reference d. However, the results of COMSEC monitoring of 
U.S. and Allied military exercise communications may be used for 
exercise intelligence purposes under procedures prescribed in 
applicable directives.

COMSEC purposes. The use of such systems by any person shall 
constitute implied consent to the monitoring for COMSEC purposes 
of communications carried over them.3 The government shall not 
monitor telecommunications systems which are owned or leased by 
government contractors for their own use without first obtaining 
the express written approval of the chief executive officer 
of the contractor organization (or his/her designee) and the 
written opinion of the general counsel of the department or 
agency which is actually performing the monitoring that 
procedures, such as those contained in paragraph 24 below, have 
been implemented sufficiently to afford notice to the contractor 
organization's employees.

3 Consent to COMSEC monitoring is required of only one party to a 
conversation or transmission. See References a. (particularly
47 U.S.C. § 605), b. (particularly 18 U.S.C. § 2511), and c. 
(particularly 50 U.S.C. § 1801).

4

16. In accordance with procedures approved by the Attorney 
General, information acquired incidentally from government 

telecommunications during the course of authorized COMSEC 
monitoring which relates directly to a significant crime will be 
referred to the military commander or law enforcement agency 
having appropriate jurisdiction. When taking such action, the 
general counsel of the department or agency which is actually 
performing the COMSEC monitoring shall be notified promptly. 
The results of COMSEC monitoring may not be used in a criminal 
prosecution without prior consultation with the general counsel 
of the department or agency which actually performed the 
monitoring.
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20. 
reasons 
above:

19. COMSEC monitoring shall be conducted in strict 
accordance with operational procedures which minimize the 
possibility that unnecessary communications content will be 
acquired. Such procedures shall be consistent with the 
guidelines contained herein and shall be approved in writing by 
the general counsel of the department or agency issuing the 

procedures.

SECTION VI - GUIDELINES FOR THE CONDCCT OF COMSEC MONITORING

COMSEC monitoring may be undertaken for the following 
aopropriate to the purpose described in paragraph 1.,

a. To collect operational signals needed to measure the 
degree of security being achieved by U.S. codes, cryptographic 
eauipment and devices, COMSEC techniques, and related materials.

To provide a basis from which to assess the types 
and value of information subject to loss through intercept and 
exploitation of government telecommunications.

To provide an empirical basis for improving the 
security of government telecommunications against SIGINT 
exploitation.

To assist in determining the effectiveness of 
electronic countermeasures/electronic counter-countermeasures . 
(ECM/ECCM), cover and deception actions, and operations security 

(OPSEC) measures.

To identify government telecommunications signals 
that exhibit unique external signal parameters, signal 
structures, modulation schemes, radio fingerprints, etc., that 
could provide SIGINT elements of foreign powers the capability 
to identify specific targets for subsequent geopositioning and 

exploitation purposes.

To provide empirical data to train users of 
government telecommunications systems in proper COMSEC 
techniques and measures.

To evaluate the effectiveness of COMSEC education 
and training programs.
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I 21.

I
I a.

I
b.

I
c.

I
I 22.

I
I 23.

I
I
I
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Radio or television broadcast communications, 
whether commercial, public or educational, intended for the 
information or entertainment of the general public.

To determine OPSEC indications that can be obtained 
from telecommunications in support of OPSEC surveys.

Public safety, citizens band, amateur radio, and 
similar radio systems licensed by the government for public use 
or access.

Any communications in portions of the electro­
magnetic spectrum which are allocated by the government for its 
own use.

Contents of any nonpublic communication may not be 
deliberately acquired as part of a procedure for locating, 
identifying, or monitoring a government communication.

To train personnel and to test the capability of 
COMSEC monitoring equipment.

No incidentally acquired nonpublic communication, as 
defined above, may be monitored beyond the point where a 
determination can reasonably be made that it is nonpublic. A 
record of the acquisition may be kept for signal identification 
and avoidance purposes; such a record may describe the signal 
parameters (frequency, modulation, type, and timing) but may not 
identify the parties or the meaning of the communication.

The following categories of telecommunications are 
considered public for purposes of this Directive. Accordingly, 
acquisition of the contents of any communications in these 
categories which may occur in the course of locating or 
examining government telecommunications is not electronic 
surveillance.

24. Notice of existence of COMSEC monitoring, in conformance 
with paragraph 14 above, can be accomplished by any of the 
following means or any combination thereof which the legal 
counsel of the affected department or agency considers legally 
sufficient to achieve proper notification in terms of content, 
prominence, and specificity:
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IDecals placed on the transmitting or receiving

IA notice in the daily bulletin or similar medium.b.

Ic.

d.

I
I

SECTION VII - CONTROL OF MONITORING RECORDS AND EQUIPMENT I
25.

I
I
I26.

I
I
I
I28.

I
I
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A statement on the cover of the official telephone 
book or communications directory.

e.g. ,

e. j
communications-electronics operating instructions,
documents.

A statement in the standing operating procedures,
' -L '-- , or similar

Interim and final reports may be disseminated only to 
the extent necessary for COMSEC purposes except as provided for 
in paragraph 16 above. These reports shall not contain any 
information extraneous to COMSEC purposes or names of 
individuals or sufficient data to identify the source except in 
an official capacity; e.g., "the radio operator on watch." 
Dissemination controls should be expressly stated on each 

report.

Information extraneous to COMSEC purposes will not be 
recorded, reported, noted, logged, or filed, except as provided 
for in paragraph 16. If within the capabilities of COMSEC 
monitoring equipment, any such information that is inadvertently

All reports, logs, and material produced in the course 
of COMSEC monitoring will be afforded protection commensurate 
with the classification of the information and the sensitivity 
of the monitored activity. Reports or material produced from 
COMSEC monitoring which identify security weaknesses of the 
monitored activity will be classified at least CONFIDENTIAL and 
downgraded to UNCLASSIFIED when security weaknesses are 
corrected.

a.
devices.

acquired shall be expunged upon recognition. All monitoring 
records shall be reviewed for identification and expungement of 
extraneous information within a reasonable time after they are 
created.

A specific memorandum to users.

27. All COMSEC monitoring recordings and written records, 
logs, and notes shall be destroyed as soon as operationally 
feasible, except as provided for in paragraph 16 above.
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30.

I
I RESPONSIBILITIESSECTION VIII

Heads of departments and agencies shall:31.

I a.

1
b.

I
c.

I
I d.

I
I

32.

I
a.

I
I
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Develop procedures for the conduct of COMSEC 
monitoring, consistent with the policy and procedures herein. 
Such procedures shall be approved by the Attorney General.

Advise and assist other departments and agencies in 
establishing their operating procedures to implement this 
Directive.

The National Manager for Telecommunications and 
Automated Information Systems Security shall:

COMSEC monitoring equipment shall be safeguarded to 
prevent unauthorized access and use.

Certify biennially to the National Manager for 
Telecommunications and Automated Information Systems Security 
those organizations whose personnel and contractors have been 
notified of the provisions of this Directive after determination 
by the department or agency general counsel or legal counsel 
that notification is legally sufficient to ensure implied 
consent.

Provide for and conduct COMSEC monitoring operations 
as they deem appropriate, subject to the provisions of law. 
Executive Orders, applicable Presidential Directives, and this 
Directive.

29. Access to, and dissemination of, COMSEC monitoring 
recordings or written records, reports, logs, and notes shall be 
limited to that which is necessary for COMSEC purposes. No 
access to, or dissemination of, such materials beyond COMSEC 
operational elements shall be allowed until such material is 
reviewed to determine that it contains no information extraneous 
to COMSEC purposes.

Establish procedures to notify, as specified in 
paragraph 24, all personnel and contractors who are present on 
facilities of the department or agency of the policy in 
paragraph 14 above.
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(2) Monitor plaintext government 
telecommunications, following case-by-case notice to the head 
(or his/her designee) of the department or agency whose 
telecommunications are to be monitored. Such notice shall 
include a detailed plan for the conduct of the monitoring, a 
detailed description of the reasons for the monitoring (in 
accordance with paragraph 20 above), the reasons why less 
intrusive means of evaluating telecommunications systems 
vulnerabilities are inadequate, and the expected results of the 
monitoring. Monitoring shall not begin until the department or 
agency to be monitored has been afforded a thirty day period of 
time to make any objections known to the National Manager. 
Objections must be specific and must provide facts sufficient to 
allow independent review of the basis of that objection. No 
monitoring shall begin until such time as those objections are 
resolved. If possible, such objections shall be resolved in 
negotiations between the National Manager and the head of the 
department or agency to be monitored. If resolution cannot be 
reached at that level, the National Manager may refer the matter 
to the Attorney General, if the remaining objection is on legal 
grounds, or the Executive Agent of the Government for.
Telecommunications and Information Systems Security, if the 
remaining objection is on other than legal grounds. Except as 
provided for in paragraph 16 above, the results of COMSEC 
monitoring of plaintext communications shall not be disseminated 
to departments or agencies other than those affected without the 
prior approval of the head (or his/her designee) of such 

department or agency.

Conduct COMSEC monitoring of government
telecommunications as necessary to discharge his
responsibilities under Reference e., in accordance with the 

following guidelines:

(1) Monitor fielded government cryptography, except 
encrypted telephone communications, following written notice to 
the head (or his/her designee) of the organization whose 
encrypted telecommunications are to be monitored. If there is a 
substantial likelihood that monitoring of encrypted 
telecommunications will result in the acquisition of plaintext 
communications, other than short-duration plaintext operator 
conversations associated with establishing a secure condition, 
the guidelines of subparagraph 32.b.(2), below, shall be 
followed. Monitoring of encrypted telephone communications may 
be carried out in accordance with the requirements of paragraph

14.
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(3) Authorize and conduct emergency COMSEC 
monitoring of specific public telecommunications of the 
government (excluding government contractor telecommunications) 
prior to the receipt of certification as required by
subparagraph 31.d., when a delay in initiating COMSEC monitoring 
may have a serious impact upon U.S. national security interests 
or a threat to human life is imminent. Such emergency COMSEC 
monitoring shall not exceed a period of 72 hours, and shall be 
conducted only upon:

(b) Personal determination of the National Manager 
that the necessity for COMSEC monitoring exists, and prompt 
notification to the Attorney General and the head of the 
requesting organization (or his/her designee) that such 
monitoring has been initiated, and

(c) Determination that there is insufficient time to 
satisfy the requirement of subparagraph 31.d., above.

(a) Request by the head of a U.S. Government 
department, agency, or military service (or his/her designee) 
for monitoring of its own telecommunications, and
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(2)
(2) 
(2)

(10)
(5)

(4)
(3)

(2)
(3)

(10)

DISTRIBUTION:
NSA
NSC
OMB (Intel Branch NSD)
OASD (C3I/IS)
ODUSD(P) SP&P
DODSI
DA (SAIS-ADS)
CMC (CC) (5)
The Joint Staff (J6K)
The Joint Staff { DIRM/SCD/ISOB)
CDRUSELNORAD
USCINCLANT (J6)
USCINCCENT (CCJ6)
USCINCEUR (ECJ6)
USCINCFOR (FCJ6)
USCINCPAC (J6)
USCINCSO (SCJ6)

(2)
(2)

(4)
(2)
(2)

(2)
(2)

USCINCSPACE (J4-J6)
USCINCSOC (SOJ6) (2) 
CINCSAC (SC) (2)
USCINCTRANS (TCJ6)
HQ AFCC/DSS
HQ USAF (SCTX)
AFCSC (SRMP)
AFCSC/SRVT
COMUSFORCARIB (J6) 
COMUSFJAPAN (J6) 
COMUSFKOREA (J6)
Defense Courier Service (2) 
DIA (DSE-2B)
DIS (V0410)
DIS (V0060)
DLA (DLA-IA)
DNA (LECD)
CDR JTC3A
COMNAVSECGRU (G-34)
COMDT COGARD (G-TTS-4) 
COMCOGARDLANTAREA
COMCOGARDPACAREA
COMCOGARDONE
COMCOGARDTWO
COMCOGARDFIVE
COMCOGARDSEVEN
COMCOGARDEIGHT
COMCOGARDNINE '
COMCOGARDELEVEN
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(2)
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(2)
(2)
(2)

(2)
(2)

(4)
(2)

CIA
CIA
CIA 
CIA 
CIA

(6)
(5) 
(2)

(7)
(6)

(2)
(2)

COMCOGARDMLCLANT
COMCOGARDMLCPAC
COMCOGARDTHIRTEEN
COMCOGARDFOURTEEN
COMCOGARDSEVENTEEN
COMSPAWARSYSCOM (PMW 151-21)
DCMS (T60) (6)
CG MCDEC (DEVCEN C3)
DCMS (T2)
Dept, of Agriculture (MSD/FAS)
Dept, of Commerce (NTIA)
Dept, of Energy
Dept, of Health & Human Services (IG) 
Dept, of Interior (AMO)
Dept, of Justice (JMD/SEPS)
Dept, of State (IM/SO/TO/INFS/NCS) 
Dept, of Transportation (OIS M-70) 
Dept, of Treasury (MST)

(OC-CSD)
(DIR OIT)
(ISSG/OS)
(Chief, TEMPEST Division, (OS)
(Chief INFOSEC OIT)

DIR, IC STAFF
DIR, IC STAFF
DIR, IC STAFF
DCA (Code DIP)
DMA (TSC)
DMA (IS)
Drug Enforcement Administration (AIOC) 
FAA (ADL-15)
FBI (TSD)
FCC (OMD)
FEMA (NP-IR)
GSA (KVI)
NASA (NIS)
NASA (TS)
NASA (NT)
NCS (MGR)
NRC (5721-NMBB)
USDELMC
WHCA

(IIHC) (2)
(CCISCMO) (2)
(Policy and Planning Staff)
(5)
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Kudos to Steven Aftergood for his 
article. His central goal—“that the 
present Cold War classification 
system should be scrapped and 
replaced by an information policy 
that is founded on genuine national 
security requirements”—should be 
endorsed by every scientific or­
ganization in the United States. The 
current system imposes significant 
costs on scientific innovation; it 
also limits government account­
ability, as our experience in trying 
to document the development of 
the Digital Signature Standard 
(DSS) makes clear.

The DSS is a standard that is 
important for the future of com­
puternetwork communications and 
is also closely tied to developments 
in cryptography and communica­
tions security. It is fundamentally 
intended to serve the civilian and. 
commercial communities. Compu­
ter Professionals for Social Re­
sponsibility (CPSR) is currently 
litigating a Freedom of Information 
Act case in order to determine the

role of the National Security Agen- ministration NSD had ever been 
cy (NSA) in its development. We made public.” In fact, on April 1, 
were interested to learn whetherthe 1992, NSD-42 (the new version of 
NSA was adhering to the require- NSDD-145) was released to CPSR 
ments of the Computer Security after we initiated litigation to com- 
Actof 1987, which was intended to pel its disclosure. To our know- 
get the intelligence community out ledge, this was the first Bush NSD 
of the business of setting technical released to the public. Not sur- 
standards in the computer field. It prisingly, the revised directive in- 
was passed in response to NSDD- dicated that the White House 
145, President Reagan’s classified seeks to transfer authority for com- 
directive on computer security, puter security from the civilian 
which many agreed unnecessarily ’ sector back to the intelligence 
restricted the open exchange of in- community.
formation. Therein lies the problem:

We have learned that the Secret policies promote secret 
proposed DSS was developed by government and permit the abuse 
the NSA and that the patent is held of power.

* byanNSAemployee. We have also
learned that the vast majority of

MARC ROTENBERG
Director

records we requested from the Na- Computer Professionals for Social 

tional Institute of Standards and Responsibility
Technology, the-agency with the Washington, D.C. 

legal authority to develop the DSS,
are in the possession of the NSA.
This “shell game” permits the NSA
to restrict access to documents.

One correction to the article:
Aftergood writes that “until May of
.this year not a single Bush ad-
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t economic espionage to U.S.
Among the issues raised during the 

of computer security 
j of government agencies to 
technologies, such as

opportunity to testify before 
Legislation and National

raised a number of

raised during the 
the future of computer security

authority and the efforts <
restrict the use of new t__

cryptography.

As a national organization of computer

professionals interested :

The information 
 that further hearings 

the activities of the
> of the 

(Several of the 
srn reproduced in the CPSR
Sourcebook which

the United States becomes 
advanced network technologies, 
communications, the long term

When we had the
the Subcommittee on
Security in May
Computer !
thre the^oH oi’tKe National Security
^X^t^aevel^ent^e

security authority.
have gathered suggests

Computer Security Act of 1987. 
documents described here are : 
Cryptography and Privacy .---

Representative
Chairman ,
House Judiciary Committee
2138 Rayburn House Office Bldg.
Washington, DC 20515-6216

matters. Particularly as 
more dependent on
such as cellular

impact <
techniques should be

forum.

As a
P^^s i^L, ^nd privacy, including computer
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IThrough the
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The Digital Signature Standard will be used for the

i
i
i

standard for communications security.

I
I
Iin October 1991, we filed a similar request for documents 

concerning the development of the DSS with the Department of 
Defense The Department replied that they were forwarding 
the request to the NSA, from whom we never received even an I

I
I
I
IFurther, NIST wasrnmnnter Security Act to develop standards and guidelines to 

"assure the cost-e5fective security and privacy of sensitive 

information in federal systems." However, the algorithm I
I2

The National Security Agency
And the Digital 51m.,..:,,,.. H

tn Aori1 1992, CP SR — — —---- - , ,.
disclosure of the documents, rps? v, NTST. et ^, Civil 

.-.l-I ‘ ■ As a result of that 
released 140 out of a total of 142 pages, 

.emo from Roy Saltman to Lynn 
there were better algorithms

in the computer science community, 
factors leading to the

by a
1991)

nouxue, 56 Fed. Reg. 42, (Aug JU, 
"~in which^NIST indicated that it had considered the
' J rirnnosed standard on "national security and law

impact of the p P apparent reason why these
be^s^red in the "development of a technical

in August 1991, CPSR filed ^L^all

NIST

in the computer science^ommunxv, .f g^^X^were^aised

Federal Register notice. 56 Fed. Reg. 42, (Aug 30, 

, in which NIST :

National Institute if Standards and.Technology seating all 
documentation relating to the development of the DSS. NIST

sSciX Agency in their files as they were required to do 

under their own regulations. 15 C J.R. S 4.6(a) (4) (199Z)

EE‘ “

mt. the Frppdom of Information Act, CPSR has
Thro 9 that the NSA was the driving force behind

S^p^ion and developmenthOf the ^^^ature^^

WIST) attemp?ed to shield the NSA’s role in the development 

of the DSS from public scrutiny.

acknowledgement of our request.

filed suit against NIST to force
CPSR v, NIST, et al.. Civil

Action No. 92-0972-RCL JD-D.CJ^

lawsuit, NIST --
Among those documents is a memo
“Ti^l^tha/^rSni N?ST Mutually recommended for

expert believed was inferior?

required under Section 2 of the
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I selected by NZST as the DSS was purposely designed to

I
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I

to the NSA for processing. Note1
I
I When Congress

Act, it sought to return auui^x 
setting to the civilian sector.

I
I
I
I

[NIST], in effect, would on tne suriace yx 
the responsibility for the computer standardsI

I
Operation Committee Report at 25-26, reprinted in
:ode Cong, and Admin. News at 3177 78. See alsoI reprinted in 1988 U.S.C.A.N.

I
I evaluated and provided candidate algorithms including 

bv NIST." Letter from Michael S.

I By its own1991.
Conn

I 3
I

program with little to say 
part of the program - --  
developed by NSA.

on the DSS that were 
and were 
that only 142 pages 
originating with NIST, 
patent for the DSS is

The events surrounding 

Signature

Government <
1988 U.S. Code Cong. ----
Science Committee Report at 27,

3142 .

^i^s:sois^r^ar:rcc=i; ileus)
9 «^wld Lu left with the responsibility for

administrative and physical secY^t^_r2eaSureS

■ would on the surface be given

about the most important 
- the technical guidelines

[NIST] would be
--"''which have generally been done years ago.

: its use is limited to message
Other algorithms tnau were Ly

—-LL-u -7 authenticate messages and 
> incorporate privacy-enhancing features.

of material were identified as
In addition, it appears that the 

filed in the name of an NSA contractor, 

r the development of the Digital
Standard warrant further Congressional

• ' ci-i -i <->n When Congress passed the Computer Security
-nVeSCii9:ought to Jetu??9autho?ity for technical standard- 

1U souyiiu It explicitly rejected the
proposition that NSA should have authority for developing 

technical guidelines:

• Since work on technical standards represents 
virtually all of the research effort being done 
today, NSA would take over virtually the entire 
computer standards job from the [National Institute 
of Standards and Technology]. By putting the NSA 
in charge of developing technical x

left'with the responsibility for

Desoite the clear mandate of the Computer Security Act, 
NSA doesP^ndeed, appear to have assumed the lead role in the 

development of the DSS. In a letter to MacWe^. magazine as 
fall, NSA’s Chief of Information Policy ac^^^^ed^that^the

Agency "<  - _
the one ultimately selected by NIST

to Mitch Ratcliffe, Oct. 31, --

minimize privacy protection: its use is limireo uo 
authentication. Other algorithms that were considered by
NfSI "needed both the ability to authenticate messages and 
NIST inciuaeu inrnrDorate privacy-enhancing features.
Was NSA's interest in communication surveillance one of the 
factors that lead to the NIST decision to select an algorithm 
that was useful for authentication, but not for

communications privacy?
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admission, NSA not
actually-provided" the standard to NIST.

I
Iof NIST, then the intent of the Act

I
1
I
I
I
IThis is particularly problematic

I
I
I

The

I
anticipated when Congress

'considered the'possible impact of Resident Reagan's

I
I
IDirective 42National Security.

I
I4

only urged the adoption of the DSS xt

--- m diminished privacy protection for users of new 
communication^technologies, /nd <?> -strictions on publrc

congressional enactment of the Computer Security Act was 
a response to President Reagan's xssuance of National

access to information about the selection of technical 
standards. The first result will have severe consequences 
for the security of our advanced communications 
JnfrSruStSre/ The second result will restrict our ability 

to recognize this problem.

However, these problems were

Nationa!nsecuiity''DicisiOT'Directive on computer security

accountability.

Given the 
tn developing^the'pSsihbd^NIST^s^refusal to open

of the Computer Security

regard to :-----
has clearly been undermined.

. • i-tat the standard-setting process be
tC:np9urbeLSc s"DJ haWlso been frustrated. Given the

' “o ^in^ful ^'scrutiny, the public's .

ability to monitor the effectiveness c_  - —

Act has been <----

On a related point
Security Agency also c..

Congress' 
open t 
role of NSA 
the process to

called into question.

‘nt, we should note that the National 
/exercised its influence in the

5;;;-15pmeni Of; an important «a^ard for the^igita^ce

SI W kSSFprevents public . r-AAAarch The NSA was also
principles of scientific deVelopment of a standard that

standards that might have been
i t-oH This is -particularly problematic as our country becomes^increasingl^dependent^on cellular telephone services 

for routine business and personal communication.

Considering the recent experience withthe DSSandthe
wit! prXee two 

involvement m the tecnnicci  users of new
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I
I classification authority and permitted the Intelligence 

community broad say over the development of technical 
security standards for unclassified government and non-

?™e\e-?rth^X:n^  ̂^vI technical standards in the

I [ulnder this directive, the Department of Defense

I
I y Undm; r ~ j ,

foreign communications/ was given the

I
100th Cong.,

H.

I
time providing a statutory mandate for a strong

I
Id. at 7.

I 1990.

I
I
I

administration official at the July hearing but had notI
I
I was

result of this litigation CPSRrecently disclosed as a

I
I 5

Security Decision Directive 
It was intended to reverse an

of activities by 
at the same 1

. The Assistant Secretary
policy is fully compliant with the

community new authority to set 

private sector:

PrZsid^ial directive and to "greatly restrict these types 

the military intelligence agencies .

securlty“prog^am Kaded’up by [NISTl/a civilian agency."

("NSDD") 145 in September 1984. 
executive policy that enlarged

in the <-------- -
DOD believed should be protected.
Security Agency (NSA)- '
of monitoring
responsibility
to-day basis.

Rep. No. 153 (Part 2), 100th Cong., 1st Sess. 6.(1987). 
The legislation was specifically intended^ override the

ZlXiJ delinZZtis the responsibilities within the Federal 

Government for national security systems.

President Bush issued National Security Directive 
("NSD") 42 on July 5, 1990. On July 10, 1990, Assistant 
Secretary of Defense Duane P. Andrews testified before the 
House Subcommittee on Transportation, Aviation, and Materials 
on the contents of the revised NSD. The Assistant Secretary 
stated that the "the new policy is fully compliant with the 
JowZter Security Act of 1987 (and the Warner Amendment) and 
computer j „ i ■; -i within the Federal

for national security systems."

On August 27, 1990, CPSR wrote to the Directorate for 
Freedom of Information of the Department of Defense and 
reouested a copy of the revised NSD, which had been described 
by^n administration official at the July hearxng but had not 

actually been disclosed to the public. CPSR subsequently 
sent a request to the National Security Council seeking the 
same document. When both agencies failed to reply in a 
timely fashion, CPSR filed suit seeking
Directive. CPSR v. NSC, et al.. Civil Action No. 91-0013 TPJ 

(D.D.C.).

The Directive, which purports to rescind NSDD 145, 
recenjy d^closed is a result of this litigation CPSR 

initiated against the National Security Council.

(DOD) was glvZrbroad new powers to issue policies 
and standards for the safeguarding of not^only .

whose primary mission is one

of managing this program on a day-
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Directive raises several questions
compliance with the Computer I

I
I
I
I
I

More

Itechnical standards. Section ' « -n
SecSX Telecommunications and ^formation Systems .

ISecurity," shall

I
I

d. Review and apprQV.fi.:Ys^s: and equipment, related to the security of

Inational security systems.

I
I
I
I
I
I6

t^^pitiriecuritylirand raises questions__given the 

expansive interpretation of

- ' ---7------- ■ or endorse research and
22 21 l of techniques and equipment to secure

national security systems.

all standards, techniques,

c. Conduct, approve.,
development --

h. Operate a 
and certify the 
telecommunications

gressionalnintentaandeevisceratemputer systems

critically, the term "national security systems"

central technical center to evaluate 
security of national security 

and information systems.

NSA broad authority over
This phrase is not defined in

"national security" historically 
intelligence agencies and the

broad scope that such a term 1

computer systems v-----

If national security now
activity, as several witnesses at your
does NSD 42 now grant NSA_5°T?U?,^
economic realm? Such a

con*,
civilian and

The text of the 
concerning the Administration s 

Security Act:

1. The new NSD 42 grants

the Computer Security Act
expansive interpretation o
employed by the military^an^ ------ve when applied to

within the federal government.

includes international economic 
" —ur hearings suggested,

■ - -? security authority in the 
result would clearly contravene 

the distinction between

the term "national security systems" is

(Emphasis added)

Given the recent concern about the role of the National 
Security Agency in the development of the Digital Signature 
Security g y belief that any standard-setting
au“£ny crewed by NSD 42 should require the most careful 

public review.

* * *

★ ★ *
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I
I ee > the Departnient of Defense,

National Security Directives

1 and 10, assumed the responsibili y
Security Telecommunications NS?D _ 92 2 __I

I
I
I
I ThuslliUOf •*-'2 U_

include "information systems.
Will it

I
I
I
I

where

I
I
I
I

4. NSD 42 appears to weaken tne ovex 
established by the Computer Security Act

I Computer Systems Security

I 7

authority to include the

to 1 ' 7
national security telecommunications and

2. NSD 42 appears 
information security. 
NSA’s role has 1-----

security. 1----

-i Review and assess annually cne uacxwi.-u. — ■
teleco^unications systems^ecurity programs an

o protect the government's 
telecommunications and

s historically been limited to

Section 4 of the <-----

co^it“ese^rlty budget determinations.

According to section 7 of the revised directive, the 

National Manager for NSTISSC shall.

. p.viAw and assess annually the national security

to grant the NSA new authority for 
This is a new area for the agency; 

’ ' > commun teat ions 
directive provides as follows:

Council/Policy Coordinating

(Emphasis added).
by Its own terms,_NSD?2m-ezpands^DOD'Siauthority

tSs^w^uthoSy?" Sli-R result in military control of 

systems previously deemed to be civilian.

Hnricets of Executive c , U S "ttvernment, and recommend alternatives,

appropriate, for the Executive Agent.

NTZSSC has never^een

federal agencie ■ office of Management and Budget.
ThJre^n addTi^l concern that Congress's ability to 

monitor the aotivitiesotfederal agencies created by
is fitted review agency budgets 

in the name of national security.

weaken the oversight mechanism 
. Under the Act, a 

and Privacy Advisory Board was

National Security Tele^^;C;“^iS directive,

?I?ecommunications andjnformataonjystems, an

shall expand its
responsibilities

information systems.
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Iidentify emerging issues, to inform the

I
IHowever,

raSy°  ̂^«o»± I
I

Conclusion

I
I
I
I
I
Ialso questions that should be pursued 

___ J*... ' c rnmnl i ance 5

I
I
I
ISincerely,

rx^«.

I
IEnclosures

I8

We
important issues and look

is the impact _ 
authority of the 
Advisory Board <_

Congressional Oversight Committees.

4(b).

Marc Rotenberg, Director
CPSR Washington Office

forward to additional hearings that 
might address the questions we have raised.

Five years after passage of the Computer Security Act, 
questions remain about the extent of ^^ary involvement in

££’0? in the

5ev^opne?t of th: pro.ose^D^ita^S^natu.e t̂andand

n^NSA be responsible fo? developing security standards for 

civilian aaencies. The DSS experience suggests that one of

of ?heaintentDof theUCompu«l'secu'rity Act, again raising 
questions « to the role^f the military in the natron's 

communications network.

established to identify emergingSecretary of Commerce, and to report J^dings to th
______ r^^Q-icrht Committees. § 3, 15 U.b.c. s z/og

according to NSD 42 NSTISSC is established "to 
------ and develop operating policies,

What 
 under NSD 42 on the review 

F ComputersJstems  ̂Security and Privacy 
created by the Computer Security Act?

There are also questions uwu anuuxu 
regarding the National Security Agency's compliance with the 
Freedom of Information Act. Given the NSA s increasing 

^^mSn^^brN^rreSins^c^u^lSS £ public for its 

activities.

commend you for opening a public discussion of these
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The DSS provides a means of authenticating the 
integrity of electronically transmitted data and the 
identity of the sender. According to NIST, the 
standard is "applicable to all federal depanments 
and agencies for the protection of unclassified 
information," and is "intended for use in electronic 
mail, electronic funds transfer, electronic data 

Computer Law Reporter
Suite 200, 1519 Connecticut Avenue, N.W., Washington, DC 20036 • 202-462-5755 • Fax 202-328-2430

While use of the proposed DSS would be 
mandatory only for federal agencies, its adoption 

On August 30, 1991, the National Institute of 
Standards and Technology ("NIST”) published a 
notice in the Federal Register proposing a federal 
digital signature standard ("DSS"). The NIST 
proposal, and details of the standard setting 
process that recently have come to light, raise 
substantial questions concerning the future of U.S. 
information policy in general and cryptographic 
technology in particular.

Governmental Restrictions on the Development and 
Dissemination of Cryptographic Technologies: 

The Controversy Over the Digital Signature Standard

interchange, software distribution, data storage, 
and other applications which require data integrity 
assurance and data origin authentication."1

With governmental and commercial transactions 
increasingly dependent upon the reliability and inte­
grity of such telecommunications applications, aut­
hentication techniques are indispensable. As 
NISTs Associate Director for Computer Security, 
Lynn McNulty, has said, digital signature tech­
nology "will be an important part of re-engineering 
the business practices that we've used for so many 
years in government and other parts of society . .. 
. The signature will be absolutely critical in certain 
areas where, because of statute or practice, we 
currently require a written signature on paper."2

David L. Sobel, Legal Counsel of Computer Professionals for Social 
Responsibility, discusses the impact of national security interests, and the 
involvement of the National Security Agency in the development of digital 
signature standards (DSS) by the National Institute of Standards and Technology. 
DSS enables correspondents to authenticate the integrity of electronically 
transmitted data in governmental and commercial transactions.

Mr. Sobel argues that the NSA's propensity for secrecy and its desire to retard the 
development of technologies, which would interfere with its ability to intercept 
telecommunications traffic, has resulted in a level of NSA involvement in the 
development of DSS that is contrary to Congress' intentions in enacting the 
Computer Security Act of 1987. Mr. Sobel further argues that misplaced national 
security concerns have compromised U.S. competitiveness in the development of 
encryption technology for commercial purposes.

This article is adapted from a paper presented by Mr. Sobel at the Twentieth 
Annual Telecommunications Policy Research Conference in Solomons Island, 
Maryland on September 12-14, 1992.
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In its Federal Register notice, NIST stated that it 
had selected the DSS after evaluating several 
alternatives and that the agency had "followed the 
mandate contained in section 2 of the Computer 
Security Act of 1987 that NIST develop standards 
and guidelines to ’ ... assure the cost-effective 
security and privacy of sensitive information in 
Federal systems.’"4

Computer Law Reporter
Suite 200, 1519 Connecticut Avenue, N.W., Washington, DC 20036 • 202-162-5755 • Fax 202-328-2430

While the agency denies the charges, industry 
representatives claim that NSA-imposed 
restrictions are stifling innovation in an area that is 
increasingly imponant to the computer industry. 
They further contend that the controls on the export 
of encryption technology are forcing U.S. 
companies to lose markets to foreign competitors. 
As economics writer Robert Kuttner has noted.

[rjestricting the ability of domestic manufacturers to 
commercialize and expon new technologies no longer 
assures that advanced technologies will stay out of 
unfriendly hands: it only diverts the business to

In the 40 years since its creation, NSA has 
enjoyed a virtual monopoly in the area of 
cryptographic technology within the United States. 
Believing its mission requires that such technology 
be closely held, the agency has actively sought to 
maintain its monopoly and to suppress the private, 
non-governmental development and dissemination 
of cryptography. The motivation behind NSA's 
efforts to suppress cryptographic know-how is 
obvious—as the ability to securely encrypt 
information becomes more widespread, the 
agency's collection work becomes more difficult 
and time-consuming.

natural tendency to restrict and even deny access to 
information that it deems important would disqualify that 
agency from being put in charge of the protection of 
non-national security information in the view of many 
officials in the civilian agencies and the private sector.

secret communications of foreign governments. 
By some accounts, NSA is capable of acquiring 
and automatically scanning most, if not all, of the 
electronic messages that enter, leave or transit the 
United States.° The agency itself refuses to 
confirm or deny published information concerning 
its capabilities.

NSA's efforts to maintain its monopoly have 
extended into the area of export and trade policy. 
The export of software products containing 
cryptographic features is governed by the 
International Traffic in Arms Regulations 
("ITAR"), administered by the Office of Defense 
Trade Controls at the Department of State.9 In 
addition to software products specifically designed 
for military purposes, the ITAR "Munitions List" 
includes a wide range of commercial software 
containing encryption capabilities.10 Under the 
export licensing scheme, the NSA reviews license 
applications for "information security technologies" 
covered by ITAR.11

NSA's reputation for secrecy is well-known and 
well-deserved. In the years following the Second 
World War, the making and breaking of secret 
codes became increasingly important to the U.S. 
national security establishment.7 The National 
Security Agency, based at Fort George C. Meade, 
Maryland, was created by order of President 
Truman in 1952 and tasked with primary 
responsibility for communications intelligence 
(COMINT)—intercepting and deciphering the 

The reference to the Computer Security Act was 
significant because, in enacting the statute. 
Congress sought to vest civilian computer security 
authority in NIST and to limit the role of the 
National Security Agency ("NSA").5 When Con­
gress enacted the legislation, it expressed particular 
concern that NSA, a military intelligence agency, 
would improperly limit public access to informa­
tion in a manner incompatible with civilian standard 
setting.6 The House Report notes that NSA's

by the government would have a substantial impact 
on the private sector. Vendors will need to offer 
products for the government that meet the federal 
standard and are thus likely to design all of their 
products to conform to its requirements.3 Thus, 
the Data Encryption Standard ("DES"), which was 
adopted by NIST’s predecessor, the National 
Bureau of Standards, as a government standard in 
1977, was quickly adopted by the American 
National Standards Institute and became the 
worldwide industry standard.
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Japanese or European manufacturers who don't share 
America's view of technological security.
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could have a chilling effect on the vigorous research 
and development that is on-going in the academic 
community and our domestic computer industry. This 
industry has been one of the most viable segments of 
our economy. Its rapid technological advances have 
been due in large part to being free to openly exchange 
ideas without government interference. NSA's inherent 
tendency to classify everything at us highest level is 
bound to conflict with this broader goal.

all of the materials related to the evaluation of 
technology in choosing a digital signature standard for 
computer security are documents that are advisory and 
predecisional in nature, and are therefore exempt from 
disclosure under [FOIA], In addition, some of the 
materials pertain to pending patent applications and are 
withheld under [FOIA] .. . [and] are also protected 
under the provisions of [patent law].19

The development of the digital signature 
standard is, to a large extent, the first real test of 
the Computer Security Act. Unfortunately, 
information that has recently come to light suggests 
that the barrier Congress sought to erect between 
the civilian and military agencies can easily be 
breached.

The Federal Register notice announcing the 
proposed DSS last August made no explicit 
reference to NSA and clearly implied that NIST 
had developed the standard. In an effort to analyze 
the federal standard setting process. Computer 
Professionals for Social Responsibility ("CPSR") 
submitted a Freedom of Information Act request to 
NIST for records related to DSS. In response to 
the request, the agency initially asserted that

After CPSR filed suit in federal court to compel 
disclosure of the DSS materials, NIST 

the Computer Security Act and sought to remove 
the impediments to technological innovation in the 
civilian sector. Congress specifically intended to 
"greatly restrict" the influence of the military 
intelligence agencies "while at the same time 
providing a statutory mandate for a strong security 
program headed up by [NIST], a civilian 
agency."18 The House Report on the legislation 
noted that NSA's involvement in the development 
of civilian computer standards

This has the most far-reaching implications for 
American competitiveness, because it is precisely the 
most militarily sensitive technologies—super­
computers, semiconductor architecture and fabrication, 
fiber-optics, advanced machine tools, cryptography— 
that are also key to the competitiveness of America's 
commercial industry.

Considerations of "national security" can also 
play a role in the patent system and inhibit the 
technological innovation that system is intended to 
foster. The Invention Secrecy Act, a little-known 
provision enacted in 1952 (the year of NSA's 
birth), authorizes the Commissioner of Patents and 
Trademarks to withhold a patent and order that an 
invention be kept secret "for such period as the 
national interest requires." Violation of a patent 
secrecy order is punishable by two years' 
imprisonment and a $10,000 fine.1^ As a Justice 
Department representative told a congressional 
subcommittee in 1980, "[wjhat the Invention 
Secrecy Act says in effect is that there are some 
inventions that are too dangerous to be disclosed in 
the way that a patent normally discloses the 
invention . , . ,"14

The number of secrecy orders issued under the 
Invention Secrecy Act remained relatively constant 
from 1952 until 1979. Since then, the number of 
active secrecy orders has increased: a total of 4,685 
orders were in effect in 1986 compared with 3,513 
in 1979.15 While information concerning the 
substance of patent secrecy orders is obviously 
difficult to obtain, cryptographic technology clearly 
has been the subject of many such orders issued at 
the insistence of NSA.16 These restrictions in 
effect exempt cryptography from the underlying 
purpose of the patent system: to "stimulate ideas 
and the eventual development of further significant 
advances in the art."17 NSA's objective has been 
to suppress, rather than stimulate, advances in 
civilian cryptography.

NSA Involvement in the Development of 
Security Standards

As noted, Congress was cognizant of NSA's 
propensity toward extreme secrecy when it passed 
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Professor Martin Hellman of Stanford 
University, the co-inventor of public-key 
cryptography, wrote that he was "deeply concerned 
by faults in the technical specifications of the 
proposed DSS and by its development process." 
He noted that
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NIST documents released to CPSR under the 
Freedom of Information Act suggest that the 
agency's own experts recognized the superiority of 
the existing RSA technology and its status as an 
emerging de facto authentication standard. An 
internal NIST evaluation of existing technology 
conducted in late 1989 noted that the RSA 
technique is "widely known and widely used" and 
is "a most versatile public-key cryptosystem."25 
Indeed, IEEE Spectrum magazine recently reported 
that the RSA technique

had been readied by NIST as the [federal] standard for 
several months and was dropped in December 1989 
with no alternative in sight. Not until early spring of 
1991 did NS A present the algorithm of choice to 
NIST. Even on background, sources declined to detail 
reasons behind the decision, although one mentioned 
that legitimate national security factors had come into

vast majority of these expens expressed the view 
that the proposed standard is inferior to the 
established and widely used RSA public-key 
technology, which many have characterized as the 
de facto international standard.23

The questions surrounding DSS—both technical 
and procedural—are so significant that even 
NIST's Computer System Security and Privacy 
Advisory Board has expressed reservations about 
the proposed standard. The Board has called for a 
"national level public review" of cryptography 
policy and has deferred approval of the proposed 
DSS "pending progress on the national review."27 
The Undersecretary of Commerce for Technology, 
Dr. Robert M. White, agreed with the Board's 

NIST has lost considerable credibility with the non­
military cryptographic research community and, unless 
the revision process of DSS is carried out in a much 
more rapid and open fashion, NIST is likely to become 
totally ineffective in the setting of cryptographic 
standards.24

acknowledged for the first time that the bulk of 
relevant documents in its possession in fact 
originated with NSA—142 pages of material were 
created by NIST while 1,138 pages were created 
by NSA.20 For reasons not explained by the 
agency, NIST dropped its FOIA exemption claims 
and released 140 pages of its own material and 
referred the remaining documents to NSA for 
processing.

In response to news media scrutiny, NSA has 
now also acknowledged the leading role it played 
in developing the proposed DSS. In a letter to 
MacWeek magazine, NSA's Chief of Information 
Policy acknowledged that the agency "evaluated 
and provided candidate algorithms including the 
one ultimately selected by NIST."21 While NSA 
steadfastly insists that its role in developing the 
digital signature standard is consistent with the 
letter of the Computer Security Act, the fact that the 
agency actually "provided" the DSS algorithm to 
NIST raises questions as to whether the spirit of 
the legislation has been followed.

At least one authoritative observer does not 
believe it has. Rep. Jack Brooks, who was a 
driving force behind the Computer Security Act 
while serving as Chairman of the House 
Government Operations Committee (and who now 
serves as Chairman of the Judiciary Committee), 
recendy held hearings on DSS. He noted that

[u]nder the Computer Security Act of 1987, the 
Department of Commerce [through NIST] has primary 
responsibility for establishing computer security 
standards including those dealing with cryptography. 
However, many in industry are concerned that in spile 
of the Act, the NSA continues to control the 

Commerce Department's work in this area. For 
example. Commerce (at the urging of the National 
Security Agency) has proposed a "digital signature 
standard" (DSS) that has been severely criticized by the 
computer and telecommunications industry.22

The criticism of DSS alluded to by Rep. Brooks 
goes to the heart of the matter—whether NSA's 
involvement in the standard setting process has 
resulted in the adoption of a flawed standard. 
Comments submitted to NIST by industry and 
academic cryptography experts were 
overwhelmingly critical of the proposed DSS. The 
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recommendation and called upon NIST to organize 
public workshops on cryptography issues.

This review of national cryptography policy 
comes at a critical time. In the Cold War 
atmosphere that prevailed for 45 years, 
cryptography was seen as a vital national interest 
and most policymakers were willing to permit the 
National Security Agency and the military 
establishment to maintain a monopoly in the field. 
With the end of the Cold War, the military and 
intelligence considerations have changed. Indeed, 
Congress recognized the need for reform when it 
enacted the Computer Security Act in 1987, even 
before the demise of the Soviet Union.

Electronic communications are now widely used 
in the civilian sector and have become an integral 

8 Burnham, The Rise of the Computer State 
(Random House 1980), at 126. See generally 
Bamford, The Puzzle Palace (Houghton Mifflin 
1982); "The National Security Agency and Fourth 
Amendment Rights," Hearings before the Senate 
Select Committee to Study Governmental 
Operations with Respect to Intelligence Activities, 
94th Cong., 1st Sess. (1975).

component of the global economy. Computers 
store and exchange an ever increasing amount of 
highly personal information, including medical and 
financial data. In this electronic environment, the 
need for privacy-enhancing technologies is 
apparent. Communications applications such as 
electronic mail and electronic funds transfers 
require secure means of encryption and 
authentication—goals that can be achieved only 
through the robust development and dissemination 
of cryptographic technology free of military 
interference. To that end, the role of the National 
Security Agency in civilian cryptography should be 
eliminated and NIST should be granted the 
authority and resources to assist, rather than 
hinder, the development of civilian cryptography in 
the United States.

11 Adam, "Cryptography = Privacy?," IEEE 
Spectrum, August 1992 at 34 (reprinted statement 
of NSA).

12Kuttner, "Spooks and Science: An American 
Dilemma," The Washington Post, August 20, 
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The released material concerns the development of the 
Digital Signature Standard (DSS), a cryptographic method for 
authenticating the identity of the sender of an electronic 
communication and for authenticating the integrity of the data in 
that communication. NIST publicly proposed the DSS in August 1991 
and initially made no mention of any NSA role in developing the 
standard, which was intended for use in unclassified, civilian 
communications systems. NIST finally conceded that NSA had, in 
fact, developed the technology after Computer Professionals for 
Social Responsibility (CPSR) filed suit against the agency for 
withholding relevant documents. The proposed DSS was widely 
criticized within the computer industry for its perceived weak 
security and inferiority to an existing authentication technology 
known as the RSA algorithm. Many observers have speculated that 
the RSA technique was disfavored by NSA because it was, in fact, 
more secure than the NSA-proposed algorithm and because the RSA 
technique could also be used to encrypt data very securely.

The newly-disclosed documents — released in heavily censored 
form at the insistence of NSA — suggest that NSA was not merely 
involved in the development process, but dominated it. NIST and 
NSA worked together on the DSS through an intra-agency Technical 
Working Group (TWG). The documents suggest that the NIST-NSA 
relationship was contentious, with NSA insisting upon secrecy 
throughout the deliberations. A NIST report dated January 31,
1990, states that

Computer Professionals for Social Responsibility 
Washington Office

Suite 303 
666 Pennsylvania Avenue, S.E. 

Washington, DC 20003

Less than three weeks after the White House announced a 
controversial initiative to secure the nation's electronic 
communications with government-approved cryptography, newly 
released documents raise serious questions about the process that 
gave rise to the administration's proposal. The documents, 
released by the National Institute of Standards and Technology 
(NIST) in response to a Freedom of Information Act lawsuit, 
suggest that the super-secret National Security Agency (NSA) 
dominates the process of establishing security standards for 
civilian computer systems in contravention of the intent of 
legislation Congress enacted in 1987.

Contact;
David Sobel
(202) 544-9240
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An October 19, 1990, NIST memo discussing possible patent issues 
surrounding DSS noted that those questions would need to be 
addressed "if we ever get our NSA problem settled."

In other words, NSA presented highly classified material to NIST 
justifying NSA's selection of the proposed algorithm — an 
algorithm intended to protect and authenticate unclassified 
information in civilian computer systems. The material was so 
highly classified that "properly cleared senior NIST officials" 
were required to view the material at NSA's facilities.

The members of the TWG acknowledged that the efforts 
expended to date in the determination of a public key 
algorithm which would be publicly known have not been 
successful. It's increasingly evident that it is 
difficult, if not impossible, to reconcile the concerns 
and requirements of NSA, NIST and the general public 
through using this approach.

THE NIST/NSA Technical Working Group (TWG) has held 18 
meetings over the past 13 months. A part of every 
meeting has focused on the NIST intent to develop a 
Public Key Standard Algorithm Standard. We are 
convinced that the TWG process has reached a point where 
continuing discussions of the public key issue will 
yield only marginal results. Simply stated, we believe 
that over the past 13 months we have explored the 
technical and national security equity issues to the 
point where a decision is required on the future 
direction of digital signature standards.

The civilian agency's frustration is also apparent in a July 
21, 1990, memo from the NIST members of the TWG to NIST director 
John W. Lyons. The memo suggests that "national security" 
concerns hampered efforts to develop a standard:

Although much of the material remains classified and withheld 
from disclosure, the "NSA problem” was apparently the intelligence 
agency's demand that perceived "national security" considerations 
take precedence in the development of the DSS. From the outset, 
NSA cloaked the deliberations in secrecy. For instance, at the 
March 22, 1990, meeting of the TWG, NSA representatives presented 
NIST with NSA's classified proposal for a DSS algorithm, 
report of the meeting notes that

The second document, classified TOP SECRET CODEWORD, was 
a position paper which discussed reasons for the 
selection of the algorithms identified in the first 
document. This document is available at NSA for review 
by properly cleared senior NIST officials.
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While the Computer Security Act contemplated that NSA would 
provide NIST with "technical assistance" in the development of 
civilian standards, the newly released documents demonstrate that 
NSA has crossed that line and dominates the development process.

natural tendency to restrict and even deny access to 
information that it deems important would disqualify 
that agency from being put in charge of the protection 
of non-national security information in the view of many 
officials in the civilian agencies and the private 
sector.

These disclosures are disturbing for two reasons. First, the 
process as revealed in the documents contravenes the intent of 
Congress embodied in the Computer Security Act of 1987. Through 
that legislation, Congress intended to remove NSA from the process 
of developing civilian computer security standards and to place 
that responsibility with NIST, a civilian agency. Congress 
expressed a particular concern that NSA, a military intelligence 
agency, would improperly limit public access to information in a 
manner incompatible with civilian standard setting. The House 
Report on the legislation noted that NSA’s

On the day the Clipper initiative was announced, CPSR 
submitted FOIA requests to key agencies — including NIST and NSA 
— for information concerning the proposal. CPSR will pursue 
those requests, as well as the pending litigation concerning NSA 
involvement in the development of the Digital Signature Standard. 
Before any meaningful debate can occur on the direction of 
cryptography policy, essential government information must be made 
public — as Congress intended when it passed the Computer 
Security Act. CPSR is committed to that goal.

The second reason why this material is significant is because 
of what it reveals about the process that gave rise to the so- 
called "Clipper" chip proposed by the administration on April 16. 
Once again, NIST was identified as the agency actually proposing 
the new encryption technology, with "technical assistance" from 
NSA. Once again, the underlying information concerning the 
development process is classified. DSS was the first test of the 
Computer Security Act's division of labor between NIST and NSA. 
Clipper comes out of the same "collaborative" process. The newly 
released documents suggest that NSA continues to dominate the 
government's work on computer security and to cloak the process in 
secrecy, contrary to the clear intent of Congress.
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Selected NSA/NIST Documents Concerning the Development 
of the Digital Signature Standard (DSS)
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Freedom of Information Act Appeal of
October 1, 1991 for records on choosing a 
Digital Signature Standard

This is the final decision of the Department of Commerce with 
respect to the two categories of documents above.

UNITED STATES DEPARTMENT OF COMMERCE
Office of the General Counsel
Washington, D.C. 20230

Material is being withheld by the Department, on its own 
determination, based on the attorney-client privilege 
incorporated in exemption (b)(5) of the FOIA. Other material is 
being withheld by the Department, on its own determination and at 
the request of NSA, on the basis of the deliberative process 
privilege incorporated in exemption (b)(5) of the FOIA. Also, at 
NSA's request, the Department is withholding additional documents 
or portions thereof pursuant to exemptions (b)(1), (b)(3)(based
on 18 U.S.C. § 798 and 50 U.S.C. § 402 note), and the attorney­
client and attorney work-product privileges incorporated in 
exemption (b)(5).

David Sobel, Esq.
Computer Professionals

for Social Responsibility
666 Pennsylvania Ave., 
Suite 303
Washington, D.C. 20003

Dear Mr. Sobel:

This supplements the June 22, 1992 letter to you on the above 
matter. NSA has now completed its review of two categories of 
documents: (1) documents with attachments that originated at
NSA, and (2) documents with references to NSA or NSA staff 
members or containing other NSA information.

fa I)
Barbara S. Fredericks 
Assistant General Counsel 

for Administration

After receiving the results of NSA's review, the Department has 
determined which of the documents should be released and which 
should be withheld based on one or more exemptions under the 
Freedom of Information Act (5 U.S.C. § 552)(FOIA). Also, some 
material is not being provided because it is nonresponsive to the 
request. The documents being released in their entirety or in 
part are enclosed (with portions being withheld deleted).



I
I
I 1.

I
I

2 .

I
3 .

I
4 .I

I 5.

I
6.

I
I
I
I «•

I
algorithm that does bgth digital signatures and key distribution. 
We would like NSA to assist this standards program by evaluatingI

I
I
I

TWG ISSUE NUMBER 1 
NIST - May 5, 1989

An unclassified, public-key based, key distribution 
system is necessary if the Secure Data Network System 
(SDNS) protocols are to be widely accepted for Government 
and commercial applications.

The Department of Treasury requested that we develop a 
public-key standard for key distribution in the
Consolidated Data Network (CDN).

As an increasingly number of information systems become 
automated, a digital signature standard is required to 
replace the written signature. The value of such a 
standard has been confirmed by the Subcommittee on 
Automated Information Systems. Security (SAISS) in its* 
Retreat Summary/Action Report of November 21, 1988.

A public-key based digital signature system, endorsed by 
the Government, could serve as a useful tool in 
protecting Government and commercial software against 
hackers and viruses.

Public-Key based cryptography has been proposed for the 
Electronic Data Interchange (EDI) and Computer Aided 
Acquisition Logistic Support (CALS) programs.

candidate algorithms proposed by NIST and by providing new 
algorithms when existing algorithms do not meet NIST 
requirements. We propose this as being the first issue to 
discuss under paragraph III.5 of the NIST-NSA MOU.

NIST plans to develop the necessary public-key based security 
standards. We require a public-key algorithm for calculating 
digital signatures and we also require a public-key algorithm for 
distributing secret keys. At this time we do not need a 
public-key algorithm for general data encryption. The algorithms 
that we use must be public, unclassified, implementable in -bdth' 
hardware or software, usable by Federal Agencies and IT. S. based 
multi-national corporations, and must provide a level of security 
sufficient for the protection of unclassified, sensitive 
information and commercial proprietary and/or valuable 
information.

We would prefer having one^public key (assymetric) cryptographic

An Internet Advisory Board Privacy Task Force draft 
Request For Comments (RFC) proposes an RSA based key 
distribution scheme for the distribution of DES keys 
which can then be used to encrypt Internet mail. This 
distribution system will require that public-keys be 
certified by RSA. Government agencies will consider 
using this Internet document in lieu of a standard.

We feel that the time has come to develop a set of public-key 
based Federal Information Processing Standards. Several factors 
have lead us to this conclusion.
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The NIST representatives stated that they had two items to bring to the - - 
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The NSA representatives expressed the opinion that any public key 
solution provided by NSA must be capable of withstanding close public . 
scrutiny and discussion. In response to a question from a NSA 
representative, Dennis Branstad stated that NIST planned to utilize 
public key techniques as a means for protecting digital signatures 
and for distributing secret keys. NIST does not perceive a 
requirement for using public key techniques for the encryption of 
data at this time. Dr. Branstad also stated that NIST desired both 
hardware and software implementations of public key technology.

-SUBSTANTIVE BUSINESS

; 5, 1989, the first meeting of the NIST/NSA TWG was held at the NS.. 
— ._Tng? Fort Meade, MD. The establishment of this group is authorized in- 
paragraph-'-LII.7. of the NIST/NSA Memorandum of Understanding, dated March 24 
1989. The participants in this meeting included:

NIST^X

Elaine Barker
Dennis Branstad
Lynn Mcllulty

The NIST objectives and requirements for each issue 
are detailed in the attachments to this memorandum.

MAY C 0 jcsa
i

MEMORANDUM FOR THE RECORD

From: Lynn McNtr^ty
Associate Director, Computer Security

Subject: First Meeting of the NIST/NSA 
Technical Working Group (TWG)



I I

I I

I
^rkMH.?h?IST’ within the fourteen-day time frame(1)

specified inI the MOU, to assure a NSA response to this matter.

(2)

I -• —
(3)

•r •

I-
I
I
I
I
I
I
I
I
I
I
I
I
I

AX,

system! 3 briefing for the NIST teani on NSA vie*s on public key 

. ..  .... . *...-
Provide NIST representative with a briefing on the

1 i 2'

d^cusX^Ns;'’,^"^3^5’"1 S":t‘lr- “ t,,e “nC’US1'On 0>



II
• *

I
May 13, 1989

I
I

Subject: I
IBuilding, Fort Meade, MD.

NSA .NIST • I
.1

Ic.
*>.■

*r-
-."i .

- . .

• ■ -fc-

»'

•V
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DISCUSSION OF ISSUE #1 — T
wide ranging discussion of the issues inherent in the use I 

or puoiic K.ey veuunulogy .within the public sector.. This discussion was 
primarily intended, to provide NSA with additional ’ntortation regard: g

oSSS£.',xi

Elaine ffardcer
Dennis BranH. 
Lynn McNulty

I

* -

A

MEMORANDUM FOR THE^RECORD

From: Lynn McNul.ty\ 
Associate Director, Computer Security

Second Meeting of the NIST/NSA 
Technical Working Group (TWG)

•s ' ’ * T 

•••••A >''.i

On May 12, 1989, the second meeting of the NIST/NSA TWG was held at the NSA 
• Building, Fort Meade, MD. The participants in this meeting included.

A??-''

The TWG conducted a t---------- . .
of oublic key technology .within the public sector.. --------
orimarily intended to provide NSA with additional inrortnation regarding 
NIST’s concept of how public key technology would be utilized and what 
options were available for satisfying the NTST requirements. Specific t p 
discussed included the use of public key for stature verification^ EDI 
applications, key distribution and data encryption. Items of interest 
expressed'during this discussion included.

stated that NSA has established an internal
committee to address public key issues.
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/V,/?,

— Dr. Branstad (NIST) stated that there is a growing need to have a 
digital signature technique to prevent tampering with software and to 
trace it to an authorized distributor.

advised the group that there are no export 
restriction^n the use of public key for hashing or authentication. 
At the conclusion of this phase of the discussion on public key 
cryptology, the NSA team leader stated that NSA will make every 
effort to satisfy the NIST request for assistance in the public key 
area. NSA will assist in finding the best solution to the problem -- 
one that will satisfy the greatest number of requirements. The , 
discussion of Issue #1 was suspended in order to allow 
NSA to discuss Issue #2. Due to a conflict in his schedule 
■■■coul.d not remain for the entire meeting.
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IRESUMPTION OF THE ISSUE #1 - PUBLIC KEY DISCUSSION
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IACTION ITEMS:

I
IConcurrence:

I
cc:

I
I
I
I
I
I
I
I
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I

D. Branstad.
E. Barker

Ray Kammer
James Burrows

/Oca

The NSA TWG leader asked NIST to develop a set of evaluation criteria for use 
in their review of various public key alternatives. A discussion followed of 
what should be included in any evaluation matrix. Topics discussed included 
intended uses of public key algorithms; what was to be protected; what were 
the threats; what types of attacks could be mounted on public key 
transactions; and what was the anticipated life span of a possible NIST 
standard for public key.

NIST will provide NSA with a Public Key evaluation matrix at 
the next meeting.

NEXT MEETING: It was agreed that the next meeting of the TWG would be held 
at NSA on Friday May 19, at 0900 hours.
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NSA

From: Lynn McNutt^*
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NIST ••: 
Elaine Barker 
Dennis' Branstad 
Lynn McNulty .
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IMacicnal Inacicuea af Stanaaraa and Tacftnolaq
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MEMORANDUM FOR THE RECORD

X
Associate Director, Computer Security

Subject: Third Meeting of the NIST/NSA 
Technical Working Group (TWG)

;0n May 19, 1989, the third meeting of the NIST/NSA TWG was held at the NSA 
^.Building, Fort Meade, MD. The participants in this meeting included:
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CONTINUED DISCUSSION OF ISSUE #1--PUBLIC KEY
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Concurrence:
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Icc:
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I
I
I
I
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D. Branstad.
E. Barker 

»
*

Ray Kammer
James Burrows

I

-2-

Dr. Branstad presented to the TWG the public key evaluation matrix that NIST 
was charged with preparing at second meeting. This document was discussed 
and some interpretations made as a result of the verbal review conducted by 
the TWG. The NSA team leader advised NIST personnel that a candidate 
algorithms would be reviewed against this criteria. In accordance with the 
commitments stated in the progress reports an interim report will be issued 
by NSA within thirty days. A schedule for the completion of the full 
security evaluation candidate algorithms will be provided at this time.
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I Eash, is signed and accompanies the digital message. A receive 

of the digital message conroutes a Hash on the received message
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Raymond Kammer
NIST Acting Director

Lynn McNulty
NIST TWG Team Leader
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MEMORANDUM FOR James Hearn

NSA DDI

?

i

. ' "4:

stated that it would be very difficult to 
sunoort two different algorithm standards where one could 
suffice. It would also be difficult to support standards 
contrary to wide user acceptance.

(U) A hashing algorithm is generally used with a digital 
signature algorithm. A hashing algorithm is used to compute a 
digital reoresentation of a message to be signed that is shorter 
than the message itself. The digital representation, called a 

............................... A receiver

and compares it with the received signed Eash using the Digital 
Signature Algorithm. The signature and the message are 
considered authentic if the computed Eash compares correctly 
with the received signed Hash.

-V ■■ r•—irjax.—f*7-_'

(U) NIST stated its desire for one algorithm that will do - 
..both digital signature and key distributiou^aaEHHBHI^M

Status Report on TWG Issue Number 1 (U)

(U) Issue Number 1 (Attachment 1) was presented to the TWG 
’bv NIST on May 5, 1989. The TWG met again on May 19 to discuss 
the issue and*to receive briefings on possible algorithms that 

. would meet the NIST requirements. •

NSA members requested that NIST establish a set of •' 
evaluation criteria against which the algorithms can be :- ,rr. 
evaluated and comoared. The requested set of criteria, a list 

•-:;' of algorithms and a set of assumptions are contained in 
-'^Attachment 2.
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LYNN MCNULTY
NIST TOG Team Leader

NSA TWG Team Leader
- •: -• • -
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(U) INSA stated that they would evaluate the candidate 
algorithms against the set of criteria provided by NIST. ‘ 
matrix of candidate algorithms against criteria will be 
completed in 30 days. Within 30 days thereafter, NSA.will 
present a schedule for the completion of a full security 
evaluation of the selected system.
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I
I MEMORANDUM FOR THE RECORD

Fourth Meeting of theSUBJECT:

I

NSANIST

I
I bpaan the meeting by handing out three oocumenoi wmuith eva?ua?iois9of candidate public key algorithms conducted to

I
I
I

I
I
I

SECRET 
(Regrade to Unclassified upon separation fromI CLASSIFIED ATTACHMENT)

I
I
I

Elaine Barker
Dennis Branstad
Lynn McNulty

I
jX.3>

factqrs-.wereunsaussed regarding Issue rl.
•• • » • . •

, » . •_____ ^■ir

DISCUSSION OF ISSUE #1 -- PUBLIC KEY

handing out three documents which described

Fourth Meeting of the NIST/NSA 
Technical Working Group (TWG)

O?Mu4^10 1969 the fourth meeting of the NIST/NSA TWG was held at the NSA
^3uH3^gS<Meade, HO. The participants in this meeting included.

urxjiT =>'-'•
National Inatituto -- -------------
[formerly National Buronu

t 
?

SECRET - -
SECRET document.) The following

Jr________  S

‘—?hP status of the evaluations of candidate puoiic Key aiyur
£ ^^ns(N^ereT::qoFihb^eN^;^r^e;SeS^r:“ML???:5 

SECRET. When all summary documents are at^hed to this memorandum it js a
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Ray Kammer 
James Burrows
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I
On Member 22, 1989 the seventh meeting of the NIST/NSA TWG was held at theG9 The participants in this meeting included:I

NIST NSA
••

I p.T.

I
I

■i*w.
”...

I
-r*Ts..

/LA a general discussion of the topics covered in Mr. Marshall’s briefing 
/ followed. Significant items covered in this discussion included:I
(W.

I
I
I

r.|bX3>U'.’^

BOM faciTYt-y^fn Columbia, MO
# f • ■

X

MEMORANDUM FOR THE’rECORO
••

I

I
V _-i,

-.i-

-X
■ '

Seventh Meeting of the NIST/NSA 
"Technical Working Group (TWG)

Method of Publishing the Public key Standard. Dr. Branstad stated* 
that NIST intends to use NSA’s final evaluation report on developing 
a public key standard that will be made available for public comment

xxAX:
v'-

S- -

I

" <- —*■

••’ < ■; ..

Elaine Barker
Dennis Branstad

, 7 Lynn McNulty. .....

DISCUSSION OF ISSUE #1PUBLIC *XEY 
' . •- t . t-.J"

G^ener-sc^s. IVi.rvt«x3 SCSS9 I
September 22,: 1989 kSC'

' i /wT

.. • ••^-■

r-:!
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.X

r~'
• '5 ■

. . - ■* X' <- ••.. •• /' .. -

‘zXT'"'-

r XXx:::

a... — . ; i
briefed the TWG on the progress achieved to date"by NSA in '^’TO- 

responding tp the NIST request Jbr assistance in developing a standard forxX<<- 
~Xth® u?e °f key cryptography for unclassified applications,^ His '--XC" ’

briefing included the fallowing points of interest:
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stated 
Federalpub,lc standard within the uSs/?™5ate ’"“d’ate I 
Federal government. This would dpmnn^+2!+ f'assifled sector of the I 
that NIST had confidence in the strenath ^0 ?°tential skeptics 
algorithm. This would also stimullte^t r?llabi1^ of this . 
for products that implement the standard development of the market I 
several nntpnti=>7 . 5tanoard. The discussion «several potential candidates for

Iand technical problems1

I■ ■?

stated that

. *

I
V-'^for the use JV.

INIST will

I(

I
I
I
I
I

symposiums on the future public key 

fgderal Agency Use of the Public -

V-:-

------

■'Q

• «T-

-2-

■ '* ■ •

a press

bfM?; ’S’;- t*- docent

r the gavern^nt^con^e" 1“’”""
■■■W reported that there had Lon stren9th °f

*'—- their public particioatinn < S°me discus-
svmoositims nn t-hr. r..*  _ r,. ‘F'Pation in anv mootin.

will p

the algorithm!
discussions within

standard y “'eetin9S or

...... _

' »p«im the -......... - ww^n

■j *»; .%• 4 - -

■ nete for ri Hnr.- 

TJe_discussi°n included

»

/ -

' • .• -w \ '

■ "•■■■ .... 
it was agreed that NIST

• _ .u;

—’ would
I;

segment

the use of the future standard

political
•The Agency 
agency use

Provide NIST
1989. ?Additional ;

tA-.

n^^fdged the_potential 

, -w issue,
export restrictions!1 aSSifi.ed Federa'

I ;
• .,.■ - W •

> ----------- --- nuu. nunai ■
.-«^.»^ae5^assure'completion b/this"5au!

SPIctiJn It^5"? °f ttle discussion

the use of pufafk kei Lehn® °P a Set °f tended applications 
.the govemmen? Enology within the unclassified s^me, 

-Action Item 7-z. nitt w-n
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memorandum for the record

I SUBJECT: ’

I
I
I NSA v -

1
<

I
I

- findings to the Director of NSA in early January.

He also quoted one.NSA officer as-stating that was the roosz . ■
-interesting” research problem he had worked on during hi£_careerjmi_^

agency. » The NIST representatives expressed theirme NIOl reprejeui.auI J 

?Jr?Sbii?K5 issJe’5 JrU«l‘lulVex^e"SSCthe’SpinicnSth"rthn issue has

mat+ar Given the oressures upon NISi to provide leadership ii
i
i algorithms

I
I I

I

STATES CEPARTMENT CF COMMERCE 
Macianai Inatieuea af Standarda and Tachnalcgy /> 
Ga-cnenaourg. Maryiena GCSSS I-«

NIST
Elaine Barker 
Dennis Branstad 
Lynn McNulty

November 23, ISSS'
I

NIST will be advised of

On November 22, 1989, the ninth meeting of the NIST/NSA was held in the 

KU . ■ 

participants in this meeting included.

me- tne previously agreed upon December 15 deadline tor proving * to'the^request for assistance in the development of a ’
The NSA technical staff working on the^ubli^key P^enu-ill jepor^the.r

the^NsVposition on public key sometime after this date.

Ninth Meeting of the NIST/NSA 
Technical Working Group (TO)

tSenext^G acting on the 

£«Sth?I be rere/ed to senior NIST officers

must be given by NIST to initiating the 
- proposed public key standard berore mid-

i DISCUSSION OF ISSUE #1--PUBLIC KEY.

advised the NIST representatives that NSA would not be able to 
aavisea tne . gecsnifcer 15 deadline for providing a response

■
1
*

this matter. Given the pressures upon 
public key field, consideration

■ .sssssr

(NSA ACTION net 9-1) The NIST representative

along with a recommended course of action.
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SUBJECT:
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NSA
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.1 investigations ox various-puDiic ney
undertaken pursuant to the request submitted |
u... innn /MATC. T1JC Tcefio Panor* ‘ ’

I
I
I
fl

IUOI S ICMUCiL IVI a->-> I ... I----------  - -J --'

I then turned the meeting "ey
L-provided detailed information on the progress made to date to evaluate

fl

(bj (s-J I
I
I

Tenth Meeting of the NIST/NSA 
Technical Working Group (TWG)

imHearn (Deputy Director, 
^WOSEC)

UFMITEO STATES OEPARTMEMT OF COtVin/IEPCE 

National Inacicuca of Standarda and Tachnalagy 
Gaicnerscwg. Maryana SCSSS _________

I

Elaine Barker-^^^^
Dennis Branstad
Lynn McNulty
Ray Kammer (Acting Director,

NIST)

various algorithms against the functional requirements_previouslyjdent[ d̂ 
^by NIST.

SijnatJre <1

.* W X : . -- 
• ‘AS- ;

current status of NSA’s technical investigations 6f various pub!ic key 
algorithms. These efforts were r ... --- - I-
from Mr. Kammer to Dr. Hearn in May 1989. (NOTE: Reference TWG Issue Paper 
#1 and subsequent minutes of the TWG for additional details of the analysis 
accomplished by NSA). This briefing was conducted by Mr. Ed Dqnoghue^Chief

6>)G)*fY_______________________ _________ -
Due to the fact that the great majority of this meeting was held at the TOP 
SECRET SI level, these minutes do not reflect the full extent of the 
discussions among the participants. No classified minutes have been 
prepared. The following is an unclassified summary of this meeting.

Dr. Hearn opened the discussion by stating that he believed that it was an 
appropriate time for NIST and NSA personnel to receive a detailed briefing on 
the technical work that has been accomplished to date by NSA to satisfy 
NIST’s request for assistance in the field of public key cryptography. He

53

•L On December 18, 1989, the tenth meeting of the NIST/NSA TWG was held at the 
>S^iB Building, Fort Meade, Maryland. The participants in the meeting 

(t>) (s)A-

—. * •
BRIEFING ON NSA’S TECHNICAL INVESTIGATION OF PUBLIC KEY ALGORTTHMS SUITABLE 
FOR UNCLASSIFIED APPLICATIONS.

The primary purpose of this meeting wa^ the presentation of a brigf'ing..on the 
________ 4. 4l?vaet H21 i ARC Af VST 1 OLIS ntlhl 1* C key
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D. Branstad.
E. Barker
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Concurrence

.•:Z .' • «

... ?’ .’

Mr. McNulty expressed the opinion that a major DOD program (CALS) was 
projecting the use of RSA as the standard public key algorithm. This would 
effectively place a major element within DOD at variance with any proposal 
coming out of the TWG process and placed into the open standards process.

It was agreed that a subcommittee of the TWG would be formed to develop a 
strategy for taking the work of the TWG and carrying this forward into the 
standards arena. The principals tasked the TWG members with preparing a 
draft implementation plan for discussion at the next TWG meeting. (NIST 
ACTION ITEM #1) - ■

Prepared by:

Ray Kammer
James Burrows

.. Jc •• - ... •

. McNultvc^^l

..

.... . - .

/ The next meeting of the TWG was scheduled for the week of January 8.
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ISUBJECT:
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Ifj.e.
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Dr. Hearn’s primary

ICb)C5-)

J
I
I
I(>A) Dr. Branstad expressed the opinion that while he preferred a single, 

V 1 known standard, this could be a ’fall back" position if an acceptable

IfSr d^m.uses (a.g..'government use, export use)

I
I

X

I

i ’

I 
I
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I
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P" On January
K ' 7 NSA W Bu

MHMMI^presented Dr?’Hearn’sjconcerns regarding the "public key 

al gori thm proposaldiscusse^a^th^previou^eetings^^^^^^^^
concern was that di : ■

that while he preferred a single, publicly 
k

Algorithm which could’b?public could not be agreed upon. His thoughts were 
that the algorithm should be registered without Pa^^ers^and^that^the 

shoulTbrmade' parCof a”"profile" similar’to'one used in GOSIP.

of the TUG acknowledged that the efforts expended, to date in the

w.

concern was tnat

McNulty felt that the proposal was also "out of line' 
with the rest of the world.

-

;SEFS3SATSS <=!= CSIVtrvlEi= C

__________ I Inscituca af SEarndares and Tachnaiogy
Gaic-rensciu-j Maryians 2CSSS /

MEMORANDUM FOR THE RECORD

Twelfth Meeting of the NIST/NSA
Technical Working Group (TWG)

ry^3Tr492.0, the twelfth meeting of the NIST/NSA TWG was held in the 
Building a'trortrMeade. MD. The'participants in this meeting were:

NIST ---------
Elaine Barker M
Dennis Branstad
Lynn McNulty
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 plus’* package (i.e., digital signature plus nasning plus Key managemei 
.-..should be a separate package, requiring the development of a.separate

1
I 5

I
I

 

I
(u)or. Branstad requested that MSA evaluate the SNEFERU II algorithm for 
x'yhashing) and expressed the opinion that the hashing algorithm only needei

l
I
8

I 
I

..

3

not been Successful. It’s increasingly evident that it is difficult, if not 
impossible, to reconcile the concerns and requirements of NSA, NIST and the 
general public using this approach. . 

n^niny; «..« ..... that the hashing algorithm only needed to 
be as good as the digital signature algorithm. He also requested a technical 
briefing on hashing (i.e, threats, etc.).

concept of allowing tne algorithms for this package to be public with no 

GOihe TWG agreed that the following activities should be pursued

ru)o

-In addition, Or. Branstad"felt'that"the^signature ; 
i^^pTus^acKag^^e^ digital signature plus hashing plus key management) 

• should be a separate package, requiring the development of a separate 
standard. He felt that the use of one (or perhaps two) publicly known - - 
algorithms would be desirable which could be implemented in software. There 
would be a "profile" containing parameters, etc. for government use. He does 

r not believe there is any need for making the digital signature and hashing -
algorithms secretstated that NSA is currently studying the

.x-» Tv- .

the formation of a joint NSA/NIST group to discuss policy issues. 
■MBBWand Mr. McNulty will attempt to initiate this effort in 
the next week to prepare a charter statement for the group;
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NSA is still studying the various candidate solutions for I
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Thirteenth Meeting of the NIST/NSA 
Technical Working Group (TWG)

On February 8, 1990, the thirteenth meeting of the NIST/NSA TWG was held in 
Building at Fort Meade, MO. The participants in this meeting

One goal for the Digital Signature Plus (DS?) system (signature and hashing 
algorithms plus key/certificate exchange) is to allow a software 
implementation. NSA is still studying the var-.ous candidate solutions for 
.his problem.

NIST
Elaine Barker 
Dennis Branstad

/V.

in

All TWG members agreed that a ’show of progress" on this issue was required, 
expressed the opinion that generic standards could easily be 

k) J develooea for Signature Plus
' ' systems. A registry of algorithms could be used for. algorithm specifications

and then profiles could be developed for specific applications. Dr. Branstad 
felt that this approach was only possible if th*e algorithms are known before 
the standards are initiated. He stated that such standards must be designed 
to handle both the current publicly known algorithms and the government 
designed algorithms.

MEMORANDUM FOR THE RECORD
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SUBJECT:

1
22, 1990, the1
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The

I

I The second docent, classified TOP SECRET COOEWORD, was a position paper ,

i
%• •

oj NSA reco-endations for .

I

which discussed reasons 
first document.

I
|b)(.5-) r*

I

TifstTcl^sified CONFIDENTIAL, contained NSA’s proposal to NIST containing a 
cryptographic algorithm and a hashing function wnich can be us d as bas.s

/ \ \

o* ’*

1 r ofV?ubl ic^key'cryptographicTioorithms ^ct.by^SA.rs.nt^ths.ST
(bX3

On March

Ur\ltT=a STATES C EP A PTMHNT Cr COMIViaRCH 
National Inacitute of Stondorda and Tecnnology 

Gd'cnr-sc-r- rvia^-/>ar-- ZC2SS

MEMORANDUM FOR THE RECORD

Fifteenth Meeting of the NIST/NSA 
Technical Working Group (TWG)

The participants in the meeting included: 

NSA

|  PUBLIC KEY CRYPTOGRAPHY - ISSUE #1. .

6b)(g)distributed two documents to the NIST representatives.

fifteenth meeting of the NIST/NSA TWG was held at the
NSA ^..Building, Fort Meade, MD. The participants in the meeting inouded.

NIST 
"E-lajne Barker 
Denhi-s Branstad 
Lynn McNulty

. . . This docXS^r^raSi^V^^^^^rl; the

cleared senior NIST officials.

Following a review of these documents by the NIST
discussion transpired on the —
the signature and hashing al_gori thms ._J|

for an’unclassified standard for digital signatures used by the ^S. 
Government. The document presents the results of the techri cal i ve .igat on

Following a review

ature and hashing algorithms.
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patents held by the Public Key Partners consortium was also discussed. It 
was agreed that this matter will require additional examination by the NSA 

-----and NIST legal staffs.,

i

A>.
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May 1, 1990

MEMORANDUM FOR Raymond Kammer
Deputy Director, NIST . .

Lynn McNulty
Associate Director for
Computer Security, NCSL

Status of NIST/NSA Activities to Develop Public Key 
Cryptographic Standards and Other Matters of Common Concern

)STATUS OF ISSUES:

-Technical Issue 51. (Public Key) Considerable effort has been 
expended to date on the public key issue. Every one of the fifteen TwG 

we received a classified proposal for digital signature and hashing 
algorithms. We did not receive an unclassified version of this document 
until April 26. NSA recommended a key distribution techniqu^f^c^^^^a 
ot accept because of its inherent technical

I

and in providing new algorithms when exisiing algorithms do nou meet NISi

■::n »•;. ' ■ ■.

BACKGROUND

NIST and NSA have held fifteen TWG meetings over the past year concerning 
four issues that have been formally proposed for discussion, these are.

--ISSUE 51. Development of Public Key Cryptography Based Standards. 
NIST requested NSA assistance in evaluating existing public domain algoritnms 

requirements.
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0 If-these initial questions are sauisiauuui i ij 
digital signature/hashing proposal will be sent to a limited number of I

I
¥

I
I
I
I
I
I
I
I
I
I
IJ

—;—=——

O I-------------. -
published in the Federal Register for public comment. -

/J ,

-2-

o The NSA proposal is presently being studied by our 
technical experts. No meaningful work was accomplished until the receipt of 
the unclassified version of the document. It is anticipated that as a result 
of our examination of the proposal, it will be necessary to have an 
additional technical exchange with the NSA public key technical experts.

o We also need to accomplish a legal review of the patent 
license issue. The recent establishment of the Public Key Partnership 
Corporation further complicates this complex problem.

o If .these initial questions are satisfactorily resolved, the 
digital signature/hashing proposal will be sent to a limited number of 
recognized experts outside of the government for their independent evaluation 
and review.

Following this "sanity check" the proposed standard will be
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May 8, 1990

I
MEMORANDUM FOR THE RECORD

I SUBJECT:

I The participants in the meeting included:

I NSA

I
I
I

A) .
I
i <
i
■
i
i
i

i
i
i

UNITES STATES OEPARTIVIENT OF COMMSSCE 

IMacianai Inacicuca af Scandarda and Tachnology 
Gacnerso-^g. Maryanc 203=9 |

s

X

Sixteenth Meeting of the NIST/NSA
Technical Working Group (TWG)

l
I
I

NIST
Elaine Barker 
Dennis Branstad 
Lynn McNulty

lay 7, 1990, the sixteenth meeting of the NIST/NSA TWG was held at the NSA 
BuiJding, Fort Meade, MD. The participants in the meeting included:

X

<-k" '"t<
Vj- \
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Istated that any organization in 

i^^^ror either the RSA or Diffie-Hellman

I
I
I

(0 qs; I
1

that the PKSA ha<

I
I
I

<>■

iv £.
J^state^ha^SAhadnoWorgotter^oout the request but 
n given the highest priority by the TWG_andJISA_L__----- -

tKaten^ssu^hould be clarifietTwith those organizations known to be 
affected by a potential standard prior to the announcement. All other 
organizations that may be affected by the proposed standard would have an 
opportunity at a later time to clarify their position.

A meeting of NIST and NSA is scheduled on May 17 to discuss certain technical 
merits of the hashing and signature algorithms. This meeting will be held at 

and Dr. Branstad stated an incerest in participating in that 

"meeting.

PUBLIC KEY CRYPTOGRAPHY (ISSUE NO. 1)

NIST outlined the planned approach for reviewing and Proposing J-he Public Key 
Signature Algorithm (PKSA) standard. Or. Br™tad stated that he had spoken 
with Dr. Jim Omura from Cylink and Mr. Jim B dzos from RSA Data Security Inc. 
regarding the new Public Partnership He stated his desire that all
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I Concurrence:Prepared by: 

Dennis K. Branstad

I
Attachment 

I cc: JLyons, RKammer, JBurrows, SKatzke

I
I
I
I
I
I
I
I
I
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i

NEXT TWG MEETING

No date for the next meeting was established.

Elaine Barker

F. Lynn McNulty

I---’
-e. . *

stated that he thought NSA would be willing to provide legal 
assistance on the patent issues^4MH^HHHHR is a NSA patent attorney 
and would be contacted. thought that Mr. Schnorr had patented a
varient of the El Gamal signature to increase its efficiency. Mr. McNulty 
stated that additional legal assistance would be appreciated.

Dr. Branstad stated that he still wanted NSA’s answers to the questions NIST 
raised last summer regarding the candidate public key cryptographic 
algorithms. These questions included comparative security, efficiency, ease 
of implementation and use. BiMBMtstated that the* would sti11 work on 
this (NSA ACTION 16-1).
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I
July 2's 1990

I
IDirector,

IThrough:

I
From:

I
I13 months.

ISimply stated, we believe Chat overissue will yield only marginal results.

Idigital signature standards.

I
I
I
ii

I
I
I

James H. Burrows 
Director, NCSL

OPARTMENT CE COMMEmc 
• Standards and Tachnaicgy

=-s-

Raymond G. Kammer 
Deputy Director, NIST

0
I

Dennis K. Branstad, F. Lynn McNulty
NIST Members of the NIST/NSA Technical Working Group

• —

^4)

The NIST/NSA Technical Working Group (TWO) has held 18 meetings over the past 
a3 mvuvLa. A part of every meeting has focused on the NIST intent to develop 
a Public Key Standard Algorithm Standard. We are convinced that the TWG 
process has reached a point where continuing discussions of the public key 
issue will yield only marginal results. Simply stated, we believe chat over 
the past 13 months we have explored the technical and national, security equity 
issues to the point where a decision is required on the future direction o_

• 'V-'*

MEMORANDUM FOR John W. Lyons 
/ \ Director, NIST

part of everv meeting has focused on the NISx intent to deveiop
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MEMORANDUM FOR THE RECORD J :
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Twenty First Meeting of the NIST/NSA
zr  ;ii■-- .--•.'■

>_ Building, Fort Meade, MD. ?;.The TWG members

 -z • ■•~y   

• • r ?• ■' t

-••_• :■:.■■ Tr>: ■■ 
. ■:

:■■ . ’ ’ • 

' 2.: ■- •' ' t '
-•■ .. 

'. Z..-- ••■•

Technical-WorXing Group (TWG) „.<■./■ P ■■■-•.v'rcti:
... ... .■..' ■■.- '■■-■•■..

x. The twentv first meeting of the' NIST/NSA TWG was held today at 
----------------- ---------------- “ -------------------- --
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£ confirmed that there was a statement in each of the four patents

..T-—-

'e.

Concurrence:

I
••i

I
•-

1
I

Ray Kammer introduced the technical and administrative comparison ' 
of the three candidate Public Key Signature Algorithms (aka 
Digital Signature Algorithms) before the TWG.

‘rrT'members for comment. acknowledged receipt of the
notebook and stated that NSA TWG members will be preparing 

f?. comments for presentation at the next TWG. •„- They will also * 
provide both an unclassified and a classified statement J.

cc: J.
R.
J.

..r-

Dennis K. Branstad

Lyons •
Kammer
Burrows
Katzke . 
Smid

S.
M.

• ■■■ %• ........... ' . • • »

Prepared by:

47-  f-'/>* -<

public workshop on the 
_ ays of NIST andNSA wil£^^

■■ be reouested to look into this issue by Mr. Kammer and

(NOTE: L Subsequent to the meeting/ Dennis Branstad and 
confirmed that there was a statement in each of the four parents —77^- 

K^held by PKP stating that, the government has rights under 
^'patents. The specific rights are not stated in the patents.)

.next meeting of the TWG is scheduled for January 8, 1991 i

F. Lynn McNultyJ

S\ supporting their preferred candidate algorithm. .y,

^Significant discussion was held on '
^‘public key. <. RSA/PKP has stated that they .would grant ,
SR- non-exclusive/. reasonable royalty licenses under its RS A patents‘^7^; 
Sif RSA became a standard for digital signatures.’! Jim Bidzos,-^^^^- 

"President of RSA and PKPhas verbally stated they they would not ^-c;-!- 
’grant similar licenses under their other patents which they state
: cover" the. El Gamal family of ^signature techniques.
:stated that he believed that this family of techniques
■developed with'support of the" government" which requires that?^^^^^^- 
•znon-exclusive/’reasonable royalty licenses be also granted for^e^ 
i.them. ^.. The issue of what industry considers reasonable royalties
|was discussed.^A proposal for holding a p-’-’’-- ----- 1-~’--p — r.-.,
•.patent issue was made. £ The patent attorneys of NIST and NSA will 

----------------- ------- _•----------------------- --------------

*■ J: •<■•
, ■ He stated that -l'-.,' 

NXST staff’had prepared the comparison at his request to compare ' 
various aspects of the candidates and present the best case for a 
recommended one. A notebook that does this had been prepared by
NIST TWG members and staff and has been given to the NSA TWG >

1 1 ----------- ->-----------------------------d_^

•■■".

r———r.’. ’ ....... . • •• _

the patent issue surrounding
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MEMORANDUM FOR THE RECORD

ISUBJECT:

IZ"A / A -On January!?, 1991, the twenty-second meeting of the NIST/NSA
(bJC3>^ the NSA WF Building, Fort Meade, MD. The participants in the 

included:

INSA

I
I

%
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I
I

NIST
Dennis Branstad
Lynn McNulty 
Edward Roback

UNITED STATES DEPARTMENT OF CCMMER 
National Inacieuea at Standards and Teci 
Gattnarseurj, Nlery.ana 2CS99

t

I

TWG was held at 
meeting

:cl 

:nnalogy ■
NISTw

Twenty-second Meeting of the NIST/NSA 
Technical Working Group (TWG)
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Public Key Cryptography Patents. Mr. McNulty advised NSA that NIST has 
scheduled a meeting of experts on February 5 concerning the legal issues 
related to the possible adoption by the government of patented public key 
technology.

-  — ----------------------------------------- ------------------- -------- - J—.  ...iJLrLMtUW'Wwl■ - . ;  

- Digital Signature Standard. The NSA representatives began the 
. 'discussion of this matter by delivering a critique of the Public Key Issue 

. -.-'^-document provided to NSA on December 13, 1990. .After several minutes 
discussing the assumptions underlying the document. Dr. Branstad askedJfl^BF 

this issue was any longer a technical one. All parties at the 
I meeting agreed that it was not, and it was decided that there would be no 
I further discussion of a proposed public key, digital signature standard by the 
I TWG unless new developments required additional action. This discussion
\ effectively completed TWG Action on Issue 

I

-TSZ^TWG ISSUE #1
• -cvz- *

Is
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ISUBJECT:

I
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I
I
I
Iapproval of the algorithm and proposal «= HICT, if all goes as

Idigital signature algorithm was also

I
io^the letter and contact Mr.

i

I-T.

I
I

■•T='

—a •  

:• •

.ii

NIST that she believed a letter was 
patent counsel on Monday^

■ • -  
r’i t- ,

The participants in the meeting included:

' NSA ■

j^^greed to look into the status 
Eooack with further information.

.* V/ \ 
• -

-'i^TSA will have a good idea as to the status of their to-be-proposed
^hZJhing'algLritiSTby J^e T 1991,'when developmental analysis is

algorithm.

/; The patent issue jfor the
CtoJCO/r discussed. informed

to be sent to the Department of Commerce
• / \ April a, 1991.
■- —

,v

I
I

MEMORANDUM FOR THE RECORD

Twenty—fourth Meeting of the NIST/NSA
Technical Working Group (TWG)

'-.On March 12, 1991 the twenty-fourth meeting of the NIST/NSA TWG was 
/- \z x \ held at the Building of the National Security  Agency a- F-. 

Meade, Maryland. The participants in the meeting included:

I

held at i  
Meade, Maryland.

NIST  
Raymond Kammer^ 
Lynn McNulty . 
Miles Smid - 
Ed Roback

o __
UNITEC STATES CEPASTMENT CP COA/irviEAGE 

National Inacicuca o/ Standarta and Tachnalagy 

Gaieneraidiur-;. rvtorysric 20339

I

<■'. i-:

•T-

*• V

(
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I Prepared by:

XJi/I
cc: Ray Kammer

I
I

Attachment 1 - Issue #5 
Attachment 2 - Issue #6 [

.v-jia*
•■ ’i

Jr • ’■’ 

-'•s

Concurrence: Lynn McNulty
Miles Smid

I

.to digitally-signed software in procurements.

Edward Robaclc^^-1-

standard could be very useful.

— f?ont?eCOne idea proposed’ was’ for the government to' give preference

■ to digitally-signed software in procurements. v-.-

.. .. •■ ”'3__________________ — "

for the entire government.

Attachments^

Mr. Kammer also introduced Issue ^^Attactment^)^ in wahi=^d^^

He Ability of NIST and NSA Pto work closely 

solution would have economy of scale benefits 
___  m^|g^incIuired if NIST wanted t1113 

ror ana ««xaw, or Type’ ll, or Type I. ‘ Mr. Kammer replied
that that would be entirely up to NSA but that a commonly agreeable 

... . ramynAT- asked the TWG to look into ways to promote the use of . 
DSAl.^-For example, it would be useful to have agreed upon answers v 

so that NIST and NSA could present a common

classified use. 
also emphasize the 
together. A common

for SECRET and below
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I
SUBJECT:

I
I4 Building, Fort Meade, MD. The participants in the meeting

INSANIST

I
ISSUE #1 DIGITAL SIGNATURE STANDARDa i

! I
I
I

fj

I(b)_ fo 11 owed

I
I
I
I
I

Lynn McNulty
Edward Roback

MEMORANDUM FOR THE RECORD

Twenty-third Meeting of the NIST/NSA 
Technical Working Group (TWG)

t eve 

meeting.

UfUITED STATES OEPAHTMENT OF CCMMEPCE 

Matianai Inacicuca of Standards and Technology

G<* crier sour g. fviarviara 2CSS9

On March 11, 1991, the twenty-third meeting of the NIST/NSA TWG was held at 
the NSA Building, Fort Meade, MD. The participants in the meeting 
included:

A discussion of the patent issues regarding a proposed digital signature 
_1U11U„=J. It was agreed by both parties that it would be approoriat^o hold 

1 ’another meeting of legal experts within the next few weeks. asl<^
1----- the NIST participants if we had considered filing for a patent on tne DSA sfl

algorithm and then allow the courts to settle the various questions issues 
involved in this matter. Mr. McNulty responded that NIST had not considered 
this approach, and that NIST was not looking to delay the signature standard 
any longer by engaging in a prolonged legal battle. NIST accepted the action 
to hold a second meeting of the patent legal experts to determine what 
insights have been gained since the first meeting. (NIST Action Item 23-1)

Signature

Mr. McNulty began the meeting with a review of activities concerning Issue #1 
since the last TWG meeting. He summarized the results of the tw^gea^nas at 

V_the Office of Management and Budget (CMB) where Mr. Kammer and-^mi  ̂
discussed the progress of the NIST/NSA activities with 0MB officials regarding 
a digital signature standard

He also reviewed irifdrmatiorT'he" had receiveo about otner senior 
meetings and briefings on the signature standard.

contributed his perspective on developments since the last 
,3. He asked if the NIST TWG members had seen a copy of a recent letter 

sent from the Director of NSA to the Director of NIST regarding the digital 
signature issue. The NIST attendees responded in the negative to this 
question. The public policy issues inherent in S. 266, "The Counterrorism Act 
of 1991" and its relation to the digital signature standard

0<

@1
I
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Mr McNulty concluded the discussion of this aspect of the signature standard 
by stating that he had been advised that NIST management has .accepted NSA s 
proposal (DSA #1) as the basis for a draft digital signature standard to be 
published in the Federal Register once the patent issues have been resolved 
NIST is currently working on a draft standard that will incorporate the DSA #1 
algorithm. This will be provided to NSA review before Plication 
NSA advised NIST that several typographical errors had been identified in the 

/------ copy of the DSA #1 document. A corrected copy will be transmitted to NIST.

K-r:. ...
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MEMORANDUM FOR THE RECORD

Twenty-fifth Meeting of the NIST/NSA
Z __ «. -' r/z-r-s:

. •- X<s .'.

««. 1<.*

•* *• ..-■ •

■*’ 

■L NIST agreed to provide an example for the FIPS to 
r. NSA agreed to provide NIST
justifications for' the selection of DSA1.

1

andth^claim^o^fox^^^^. ,
... ■. Kr 

studies, the Department

'T' r- Uf): ..

SUBJECT:

: y-Dn April' 19

r •< ■

■ ? ■• ■

r^'’.z -

ri-7,-

■" «

.. p

i-“—•. ■ — - ■'
  ■•.••• • —

...
■;Z2'Z-':

— —J Federal Inforaatxon_-^^.-  ̂
ina .. iOt i the^ Digital Signature - Standard, «
Digital sicpatur. Wgoritha. ■ «.>*..the =^t 5?:,.S

. ?;

£he meeting included:

NIST-^.^>z,
....

-- Miles Said

-taggSfeBSsfe Dennis Branstad
■Ji

‘ ' -'7 •/’
' ' ' ' Vsrr »

UNITEn STATES CEPAHTMENT CP COMMBRCS 
National Inetrtuta of Standarda and Tecbinoiogy 
Qe^crw-aoex-n. ^-ry—na aCSHH

A’

Jr Digital "SignaturStandard

■If.

-'i. .

• •. r
■ VW-.W—,. Technical Working Group (TWG)

a" ■ 'laai the twenty-fifth meeting Of the NIST/NSA TWG was 21K tt4i.^gdiS e74. National Security Agency at Ft. . 
^lade, Ma^lSd from 10:00 a.a. to 2:00 p.a. ... Th. partcctpanta in 

..............................................

....

»<•«*. e.eaje?-?.- - - - ■ . ” ■nr-...'■. -: ,

Federal Information

standard quickly moved to the -

NSA agreed to provide NIST

&
-^=-
3:1
Ct.- 

Mr..
Process iner '
incorporating the

from NSA on the standard by the next WG meeting. 
A brief review of the i 
export issues.’ ’------ . 
NSA for their review. (ACTION - NIST) 
with unclassified :' “
(ACTION -NSA) ■ 2,-5-.^..

conducted at NSA related to DSA1
’ - patents. (See Attachmen^|2^^^;7,y

:j? ^^?nil^?S^?a's conducting these

Commerce s z
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NIST
closely at the pateir^f^copyofwhic^ira^provi^^^^IS^^^^^: .

-'sat Attachment *3) .
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— .'r A. -‘^^^WSdffaussions^regarding alternatives for a hashing algorithm/it wgi 
■J^^S^was agreed that it was. reasonable to say that .one^is ^ected ^.^ 

rr1- " six, months.'
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document is >..- .
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NS A agreed to look more

■

* •••* 
. ••

T..- In reviewing the export section of the draft FIPS, agreed L
- topg^ejas™ -'-

m _____ .________j. \ •»« holiavoa manufacturers

with recommended wording for the section. 
' (Note:' the :

will still have to get an export license - 
‘ ’ -------- -------- ---

to provide

T^^^NIST/Zf Specials Publication (Number 800-002)-z on ,public key ^ ....

uji ■ ■•._____ ---------------------------------------------------------------------------------------------- -J-’-
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MEMORANDUM FOR THE RECORD

ITwenty-seventh Meeting of the NIST/NSASUBJECT:
Technical Working Group (TWG)

I
I

NS ANIST ’
IjoXsX’ I

I
 I

I
Next, Mr. Said reviewed the timing figures he obtained for 
signature and verification using both the DS A and RSA techniques. I

. Tne rigures, .-----
These figures were obtained using a Sun III workstation.

I■•i

I
INIST is preoaring a white paper which will examine the 

ting infrastructure necessary for the government to

I
IIn discussions which

DSS,"four possible critical path items were identified:

I
I
I
I

 > siTni 1 ar in magnitude to 
Mr. Smid also provided NSA with an  e-

Also, NIST is preoaring a white paper wnicn win —
supporting infrastructure necessary for the government to 
effectively implement DSS.

Processing of the Digital Signature Standard

followed regarding the announcement of the

Lynn McNulty
Miles Smid 
Ed Roback

/ 2 8 12S1

UM1TEO STATES CEPAHTMENT CP GQrvirvi 
National InaeiCuca of Standards arid Technology
G®»cner^ouirg. Marvaoa 2C99S 4

workin^on their comments on the example of the implementation Qj. 

DSA. Comments would be provided to NIST shortly.

.27 seconds while verification took 13.95 
■. for RSA were 7.2 and 1.2

, signing took ... ------------ -
The figures, respectively

Using DSA
seconds
seconds
NSA indicated that the differences were
those they had obtained. . —id -1— --------
mail message which described a reported break in a two-pass version 
of MD4 (Attachment #1) . Mr. Smid indicated his desire to
the nomenclature in the standard to that more consistent with 
common usage [e.g., (x,y) to (kl, k2)]. ‘---- ---------
no objections.

On Mhy<23, 1991 the twenty-seventh meeting of the NIST/NSA TWG was 
held at'the ^Building of the National Security Agency at Ft. 
Meade, Marylahd^from 9:00 a.m. to 12:00 noon. The participants in 
the meeting included^

Mr. Smid indicated his desire to change

The TWG members interposed

Digital Signature Algorithm - Technical Issues

'opened the meeting by announcing that NSA was still

Comments would be provided to NIST shortly.
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patent issues;
I

I 
I

4)

indicated that NSA's Patent
Counsel, had completed the patent infringementstud^of 
the four PKP patents and the Schnorr patent.

^^^nd^ated that the repor^ia^beer^ent to the 
Department of Commerce Patent Counsel (Attachment #2) . 
NSA clearly indicated that the burden of the final 
decision was with NIST although they were available for 
technical consultations.

Mr. McNulty also indicated that had heard informally 
that IBM was independently examining the Schnorr patent 
and may render an opinion as to its validity. On a 
related matter, it was mentioned that AT&T had 
discussed an El Gamal-based public-key technique with 
Dr. Schnorr and obtained his assurances that AT&T’s 
technique did not infringe upon his patent.

Secretarial-level briefing;

As discussions progressed, it became clear that this 
item was not going to be a hinderance as Mr. Kammer has 
obtained the Secretary of Commerce's approval to 
proceed with the announcement of the draft digital 
signature standard.

Obtaining NSA's formal comments on the draft Federal 
Register notice and draft DSS; and

It was agreed that once NSA’s comments on the DS A 
implementation example were received by NIST, NIST 
would prepare a final version of the standard to be 
submitted to NSA for final comment. (ACTION - NIST)

Obtaining an NSA answer to Wamer/classified
applicability of the DSA.

indicated that it appeared as though NSA 
would agree that the DSA could be used for Warner and 
classified applications. A formal decision from the 
agency would be forthcoming. However, it was noted 
that some of the support mechanisms/implementation 
infrastructure may be different. Since FIPS do not 
generally apply to classified systems, it was agreed 
that NSA would provide approved wording for inclusion 
in the FIPS applicability section (e.g., to the effect 
that ’’NSA has informed NIST that..."). Implementation 
for the classified community may require action through 
the NSD-42 committee structure.
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IJune 19, 1991

ILynn McNul^u^ssociate Director for Computer Security

Subject:

I
Iregarding the digital signature standard. 

■. Kammer's office, began with a review cf

I
the following decision were made:

I
I
IThe El Gamal algorithm was now the preferred choice.

I
IAs a result of the

NS A: Iopinion from patent attorney on whether the

I
2. I
NIST:

Idraft FIPs document based upon El Gamal as the

I
IAttachment

I

/ x *

o< ’

Complete technical
provide NIST v----------------

__ 1 evaluation of the El Gamal variant and
with results at the TWG meeting of June 13.

MEMORANDUM FOR THERECORD

From: '

1. Prepare draft FIPs document oaseu upon
base algorithm and present to NSA at TWG meeting.

2. Request DOC patent attorney to review El Gamal from the 
infringement perspective and prepare written opinion.

UNITED STATES DEPARTMENT OF COMMERCE-— 
National Inatituta of Standards and Technology '

Ga.i i inf ~si n n*g. Ma» y»a« * i SCSb-JH

' , This review focused upon an 
Burrows. A copy of this document

Summary of Decisions Made at Meeting Regarding the
Digital Signature Standard

~ -ihr ra&r mts i
progress made to date :
The meeting, held in Mr.-------- -
the present status of the project.
options paper presented by Mr. Bur:
is attached.

Following this discussion

stated that NSA has been reviewing of El Gamal and may 
a way to improve its efficiency without degrading ^he 

security of the base algorithm. The algorithm to be used as the 
basis for the standard will be a variant Ox El Gamal.

As a result of the decision to select El Gamal the following 
responsibilities were accepted by NIST and NSA.

E1standard infringes the Diffie-Hellman patent held by Public Key 

Partners.

i
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I
SUBJECT:

I
the® Building of the National Security Agency at Ft.

________  _ >- 11. in => m nar-ticinants in

NSANTST

I
I
I
I

WJJ^Sctenoug^^T^TTjrocess the standard in tine f°t 
he line hearings. «^^.ndicated that it should be the role

I NTST that the decision memorandum on the applicability of the 
. .  j i i riaoti-eipd annlications was

I
I Regarding the inplenintation of a third simulation

prepare^forsubm3.ssxon co

I
I »

that things were moving very fast, 
with 1

 , a meeting has been set up
and’MrT Kammer at NIST on Thursday, June 20,

Lynn McNulty
Miles Smid 
Ed Roback

I

4

UMlTEn STATES OEPABTTVIErUT OF CCMMEPCE 
National Inacieuea of Standamda and Technology 

Gaitnerscung. Maryianc aCSSS J

I

■|bWj-| 
I 3

management could be fully informed for the meeting on June 20. 
At this point, the NSA-prepared "Technical Pending Digital 
Signature" paper was reviewed. (Attachment #1)  NSA informed 
NTST that the decision memorandum on the applicability or e 
signature technique to Warner and classified applications was 
being prepared for Dr. Hearn.

in technical discussions which followed, NSA provided timings for 
the El Gamal variant (DSA4) and Schnorr variant (DSAl).
(Attachment #2) Mr. Smid indicated that he llk® ^TION -
both implementations in magnetic form for
NSA) Regarding the implementation of a third £
agreed that NIST’s implementation would serve this function.

memorandum for the record

Twenty-eighth Meeting of the NIST/NSA
Technical Working Group (TWG)

■Qn—Jime 14 1991 the twenty-eighth meeting of the NIST/NSA TWG
was hifd^^kthe® Building of the National Security Agency at Ft. 
Meade, Maryland^rom 9:00 a.m. to 11:30 a.m. The participants m 
the meeting included-t.

NET

*’«„ a>

't

opened the meeting without a set agenda by noting 
, A meeting has been set up 

with and Mr. Kammer at NIST on Thursday, June 20, 1991
a^whSW^Tanticipated the final deliberations regarding the 

two algorithms will occur.

Mr. McNulty relayed that during consultations with OMB^the}^^ 
advised that there not^be a direct USG approach to

1^ was also noted than there
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IFrom:

I
Subject:

I
I
I
I
IThank you for your attention to this request.

Attachments

I
I

f

/f I
I
I
I

I
I

Draft Digital Signature Standard and 
Federal Register Notice

MEMORANDUM FOR Admiral William 0. Studeman
Director
National Securi

I

.......

t

* ^27^ *

o’

I would appreciate receiving NSA's final comments on this 
document. Once we have received them, I plan to move 
expeditiously to initiate the formal clearance process.

/ ■ tuz —

UNITEQ STATES DEPARTMENT OF COMMERCE
National Inatituca of Standards and Technology 
Gaicnersourg. Maryland 30393

OFFICE OF THE DIRECTOR

Samp'S .

Attached for your review is the final draft of the Digital 
Signature Standard which we plan to propose as a Federal 
Information Processing Standard (FIPS). This draft FIPS 
incorporates the Digital Signature Algorithm developed through 
the joint NSA/NIST Technical Working Group process. I have also 
attached the draft Federal Register notice announcing the 
standard for public comment.

.f*

John W. Lyons
Director .
National Institute of Standards and Technology
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I
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I We

I your

J.

I (C)

I an pleased our mathematicians were able

user

I
I
I Very respectfully,

I \
I
I

*

I

*•**•■* Ml •

The DSS marks a major milestone in our cooperation, in

performance requirements

The DSS reflected in the enclosure to your
memorandum,' a ------------ _ .

I

, . NATIONAL SECURITY AGENCY
CENTRAL* SECURITY SERVICE

FORT GEORGE G. MEADE. MARYLAND 20755-6000

Copy Furnished:
DIR, FBI

(U) Please reference your 
have reviewed the draft ] 
related 1
memorandum.

I

Dr. John W. Ly’ons
Director of National

(St:

cxu/. U. I 

W. 0. STUDEMAN
Vice Admiral, U.S. Navy'

Director

X

^t.vr e.

Inst i~Uue
of Standards and Technology

Gaithersburg, Maryland 2C39S

-- ;------ memorandum of 31 July 1951.
Digital Signature Standard (DSS) ano

Federal Register notice you provided wi' '

Dear Dr. Lyons:

th
We have no comment on these drafts.

(U) 1----------- --------------------- . - - - --
furtherance of NIST's implementation of the Computer Security 
Act of 1987 (Act) . Such cooperation will serve both agencies 
well as we continue to advance the purposes of the Act in the 

months and years ahead.

a variant of the El Gamal algorithm, is compatible 
with the concerns I expressed to you in my letter of ■
15 February 1991- I an pleased our mathematicians were able ^o 
develop this digital signature algorithm_to satisfy critical

• ••
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Jational Computer Systems Laboratory I
I
I
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I
I
I

discovering the private key from knowledge of the public 
' ___ ■■_____ 4- ^4- 4 1 1 ,, ,'nfaacihlo 11 Th i iTTinlieS that

I
I
I
I
IThe RSA system makes use

I
I
I
I
I

UNITED STATES DEPARTMENT OF COMMERCE 

National Institute of Standards and Technology

Gaitnersourg. Maryana 20099

Dec. 22, 1989

PRE is a _
data keys, one of which is public (i.e.,
partners) while the other is private. ?
with either of the keys but must be decoded with the other. 
PKE system acceptable for widespread use, breaking the system, 
i.e., discovering the private key from knowledge of the public 
key, must be "computationally infeasible." This implies that the 
resources required would be far beyond that available to almost 
all organizations.

The RSA Algorithm

It seems clear that the RSA algorithm is widely known and widely 
used. In the US, the patent on products using the RSA algorithm 
is held by RSA Data Security, Inc. of Redwood City, CA. The name 
RSA is formed from the initials of the three MIT professors who 
invented the algorithm and formed the company. The inventors are 
Ronald Rivest, Adi Shamir, and Leonard Adleman [1]. There is no 
RSA patent in Europe.

/ V • 
• '•

xNrtl 0< r

The RSA system makes use of the face that factoring the arith 
metic product of two large prime numbers appears to be "computa­
tionally infeasible." [2] For RSA data encryption, the message 
is encrypted with the receiver's public number; it is decrypted 
with the receiver's private number. For the purpose of digital 
signature, the message is encrypted with the sender's private 
number; it is decrypted with the sender's public number.

Thus, RSA is a most versatile public-key cryptosystem. It sup­
ports both secrecy and authentication, and can provide complete 
and self-contained support for public key distribution and signa­
tures.

CCITT Recommendation X.509-1988, entitled The Directory - Authen­
tication Framework, defines a framework for the provision of 
authentication services by the Directory. Information held by 
the Directory, collectively known as the Directory Information

MEMORANDUM FOR: Lynn McNulty

FROM: Roy Saltman

SUBJECT: Public Key Encryption (PKE) Algorithms in Wide Use

At your request, I have obtained an extensive bibliography of 
unclassified references, have reviewed some of this literature, 
and have spoken with a number of knowledgeable individuals about 
the current publicly-acknowledged use of PKE in North America and 
Western Europe.

ervotosystem in which each communicator has a pair of
- - - ■ • - • ' ■ ‘ , known to communication

A message may be encoded 
In a
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such as openjoYo™ nH distribution lists. The authentication people terminals and dtb the use of PKE; and Annex
system described m X.509.1^ Introduction to Public Key
B of that Jocum^eiSce2f $ 5 09^198 8 (not officially part ^f the 
cryptograph. Annex C of X.50 cryptosystem, and the
standard) is entitled The PSA pudii. that the PSA

I
I RSA system is described therein.

algorithm is

I
I Ttalv Netherlands, and Sweden. The nation 

1 T-a(ationshiPs with banks and the national

I
I
I
I

Also in the UK, a company see

I
The companyI

I
I
I and the Digital Equipment Corpora-

-ihne jn ,~t hioh^ita^ottalny oeess

I
I
I

central role within TeletrusT," 
in providing for electronic

tion software using the RSA algorithm ^no^ue
below). This conpany^also^sell^^ Israel .-Australi  ̂and

  > —----------

British company to specialize

tries, Greece and Cyprus 
New Zealand, and Singapore^ 
ing 3----------

In the US, Internet, a c°^P^er 

adopted^RSA for key'management.

in an important

organization called TeleTrusT has 
e the interchange of electronic
TeletrusT operates include Finland,

- - - The national

in the US, Government and corporate computers, has

SKI
selected for use. in this key management system

Base, 1- -j c-------- u
such as open system

, it appears that the RSA 
.../and accepted to be used as 
international standard.

claims to be ’’the lead 
in" data security."

network that ties together hun-

‘As~noted"in its' draft’ publica- 
..has been 
RFC 1114 also

X.509."

In addition, RSA Data
tion LavC i-hat Internet proposes to use. uig^dx
to the same they expect to integrate RSA techno­
officials ave array of software and hardware products. [3] 
^o^°e Sses0:? ^X:?s are growing also. s - Wee^ha^re-

citSS interna? E-maU service for the bank and its 

international subsidiaries. [4]

facilitate communication among.objects

The authentication

standard) is . Thus
; sufficiently widely known

a normative example

On the European continent, an
been formed to institutionalize
messages. Countries in which _
France, Germany, , ------- --
organizations have relationships
PTTs. The RSA algorithm plays a
according to TeletrusT literature,
signatures.
in the UK, EftPos UK has been -tablishe^b^the Association^for 

Payment clearing Services^ an 9 tQ that served by the Nation- 
appears to serve a similar f . tion in the US. "The RSA en-
al Automated Clearing Rouse As . EftPos UK" and "Plessey
cryption stand^ <hJs chip (for RSA operation) able to
provide the teiirof security demanded by banks," according to a 

UK financial industry newsletter.

named Sophos Ltd. is producing encryp- .
- algorithm (and other algorithms, see
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I
Iof the RSA algorithm in the USA are being done by

I
I
IhererasDH Although not exactly an asymmetric key encryption 

here as DU. Airnougn allowing two people to share a
secret^key by exchanging only non-secret numbers over an insecure 
secret key by excnang y Jbe used to support DES encryption by I

Thus, DES key management is signifi- 

I
as is re-the search for two strong primes,

I^ir^bvRsl Th! cryptographic security of DH depends on the

I
I
IThen

I
Ireceived public number, using a particular exponen-

I
I
I
I
I

The first public 
literature was 
here as DH.

* ■ digital signature and encryption of communica- 
s'” This product uses "512 bit RSA or Modified Diffie He-- 
(MDH)"encryption of a DES key, followed by DES encryption of

Thus, both communicators must
•’i the calculation'of Z; one i-------- -----

common data key.
The British company, Sophos, identified above, sells a "public 

man (

key distribution center, 
cantly simplified.

DH does not require

The latter has a key management 

^“multiplication, and exponentiation are

^q?1DatStSecS?ity and CYLINK. The latter nas a Key mcu^you^  ̂
processor Sh^"tLt can handle moduli of up to 1024 brts^opera- 

tions of modular addition,
supported.

piffie-Hellman Key Exchange

their public numbers.
(forming parameter r*
bers with the i_z:
tiation formula^ value o£ parameter Z.

shared secret number Z can be used as J- ----

=Ed—3E »b
each^select a single private random integer X, and each applies

~ — ass.:"-ss 

■ Z) by combining their.respective^secret^num-n^

The computations are such that each communica- 
tor’will generate exactly the same value of parameter Z. Then, 
part of this shared secret number Z can be used as a common DES 

data encryption key.

hn -i^nrtant feature of DH is the fact that the shared secret
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I

rinhAr Block Chaining. ” The MDH algorithm used by tonhos may bePstmi!a? to DH o^to the closely related El Gamal 
procedure^ or it may be similar to the DH variation called Poh-I
lig-Hellman (see below).

I DH key exchange is implemented in

I
I
I
I

number V.

I
I

is transmitted, along with the message-specific

I
I
I
I , Ontario,

I
I

messaae-specific public number V. A secret encryption key z is

nu-
R. The encrypted message is transmitted, but the encryption key

I
I
I

similarly to DH, on the diffi- 

selects a private number X

lence will demonstrate that the message 
the actual sender.

The El Gamal digital signature scheme is being implemented by 
Newbridge Microsystems (formerly Calmos) of Kanata, Ontario,

formula involving vanu- > exponentiation formula will

is not transmitted.

However, the receiver can re-create the encryption key z using

B lb UdbCU, o u. j

exponentiation by taking a discrete loga- 
---------- selects a private number X 

and™; e^on^tr^n-^t^Vpuhlic nunber Y, exactly as is 
j nw n-rncess Then, for each message, the signer se
lects^'an additional message-specific private number R and by a^ 
similar exponentiation process creates a

L.i software by CYLINK in the form 
the processor chip mentioned above

Canada.

Pohlig-Hellman Variation

■F-ir- nublic number V. A secret encryption key Z is

public
The signer also creates a hash value of the message to 

be sent, according to a. forbula^that the^essage^ecxpxent .̂ _ 

also use

of their SEEK algorithm, using
under RSA.

El Gamal Digital Signature

The signature scheme was invented by T. El Gamal_[6], ^student 
of Hellman. The scheme is based- :
culty of inverting an <
rithm. To use the system, a signer

SE3%
E.KH&r, st “sEsi-EE E -.a:

hash value. Knowing S does not give enough information to deter­

mine the private numbers R or X.
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I

-specific public number V and the receiver's

I
!

CYLINK implements encryption via Pohlig/Hellman, but it is not

Iefficient compared to DES.

I
Ithat the CHor/Rivest variation of

I
I

mentation in any real application. This may be because 
the public keys are quite large, requiring on the order 
of a million bits; it may be because the system entails 
^tSitial expansion of the data, or -ay he because I

I
I
I
ISimon

I
I
I
I
I

than with RSA. 
by R. McEliece.

"McEliece's system has never 
and has probably never even :

those that are generally public- 
Diffie [2] mentions knap-

However, J.

its own private algorithm.

Other Algorithms

The concepts presented above are
ly known, and are reasonably secure.
sack systems, which he states have been^broken.

Nechyetal or ‘‘“7 ='-“Hl”siAivis? Key generation with the!«terras^e S « .e sSv^rL h^rs, but e^yptxon is. faster 

latter scheme -ay.^.e [2] also has discUssed a system invented

Diffie states that:

achieved wide acceptance
been considered for imple-

This may be because

McEliece's system bears a frightening structural simi­

larity to the knapsack systems..."

Work on the basic McEliece concept is continuing.

Thebl mr" °butrtherris nS^vidJncrJf i2pl^«ntatiii?d ThSr^ may

In addition, the receiver can 
generate the necessary decryptio^^eyifro^c^using^thStEuier  ̂

sage Note that thl‘encryption and decryption keys are message- 

specific.

?^ItJnto -etoFernand Si-n^Directo^ofResearch for SW^

He implied that SWIFT had

the sender's message  
networkwide private number X.

Then, the receiver can decrypt the mes-
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Mr. Chairman and Members of the Subcommittee:
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I * NISTs activities in telecommunications switch security;
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Standard;

I * NISTs proposed Digital Signature Standard;
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SUBCOMMITTEE ON TELECOMMUNICATIONS AND FINANCE 

COMMITTEE ON ENERGY AND COMMERCE

Good morning. Thank you for inviting me to testify. I am Raymond G. Kammer, Acting 
Director of the National Institute of Standards and Technology of the U.S. Department of 

Commerce. Under the Computer Security Act of 1987, NIST is responsible for the development 
of standards for protecting unclassified government computer systems, except those commonly 
known as Warner Amendment systems (as defined in Title 10 USC 2315).

NIST has a long-established program of developing computer security guidelines and 

standards for federal agencies. Many of these are also used, on a voluntary basis, by the 
private sector. We have published guidance on computer security framing and awareness, 
identification and authentication, open systems security, incident response, cryptographic 

standards, trusted systems, and many other facets of computer security.
Today, however, I plan to address the following topics which I believe are most 

directly germane to your invitation:

• the recent White House announcement of a new encryption 
technology, called the Clipper Chip; and

* the President's directive to review advanced

telecommunications and encryption technology.

* The need for good information security technology to 

protect computer and telecommunications systems and 

networks;
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Need for Computer Security
Strong security technology is required in modem communications systems and networks 

to protect sensitive and valuable information. Government agencies and private corporations 
depend upon the integrity and availability of their communications system in order to do 
business. Computer viruses, network worms, hackers, and other threats against our systems 

emphasize the importance of telecommunications security.
Additionally, I have grown convinced, through strong anecdotal evidence, most of it 

shared on a proprietary basis, of the growing threat to American business from "economic 

espionage." Much has been reported in the press of the activities of foreign intelligence 
services targeting American firms, and sharing their findings with competing foreign firms. I 
am convinced that American firms need strong security, and in particular, strong cryptography, 
to protect against such threats.

More importantly, the Administration is committed to working with the private sector 

to spur the development of a National Information Infrastructure which will use new 

telecommunications and computer technologies to give Americans unprecedented access to 

information. This infrastructure of high-speed networks ("information superhighways") will 
transmit video, images, HDTV programming, and huge data files as easily as today's 

telephone system transmits voice. Appropriate security techniques may at times be integrated 

into such systems.

* Toll fraud. Current research indicates that the problem is 

well over $1 billion per year. While not all toll-fraud is 

accomplished technically, telecommunications switches are 

vulnerable to hackers who can gain unauthorized access to 
the use of long-distance services. This is a particular 

vulnerability to the owners of PBXs, who can lose 
considerable sums if their systems are inadequately 
protected. Good system configuration control is one good 

security measure we are examining.

Telecommunications Security
Federal telephone and computer networks depend upon reliable and secure 

telecommunications capabilities, both of long-distance carriers and local private-branch 

exchanges (PBXs). To examine security issues of telecommunications networks, including issues 
of PBX security and telecommunications switch security, NIST is currently setting up a 
Telecommunications Security Analysis Center. This Center will expand on initial research we 
have conducted on the vulnerability of telecommunications switches.

Telecommunications switches are an integral part of the security of the public switched 
network Security problems in switches can result in serious problems such as toll fraud, 
unauthorized and illegal eavesdropping, or the disabling of switches, which would result in 

bringing down part of the public switched network.
NIST has been monitoring the growth of switch-related abuse and has been analyzing switches 

to be able to address the types of crimes that could be perpetrated in the future. This work 

includes studying the growing ease of perpetrating these crimes. There are several areas of 

concern:
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As we pursue this research, we will be pleased to provide additional information on our 

findings to the Committee.

The Data Encryption Standard
The current government standard for the encryption of data is known as the Data 

Encryption Standard (DES), which was first approved as a Federal Information Processing 
Standard in 1977. DES is widely used within both the government and the private sector for 
the protection of sensitive information, including financial information, medical information, 

and Privacy Act data. DES represents a proven twenty year old technology with DES products 

available in the marketplace for the last 15 years.

* Network Availability. There have been no cases of 
intruders purposefully bringing down parts of the public 

switched network. The President's National Security
Telecommunications Advisory Committee (NSTAC) concluded 

that "Until there is confidence that strong comprehensive 

computer security programs are in place, the industry 
should assume that a motivated and resourceful adversary in 
one concerted manipulation of the network software could 

degrade at least portions of the PSN."

• Perform security analyses of commercial switches in both 

laboratory and real world environments; and

* Unauthorized Eavesdropping. If unauthorized access is 

gained to telecommunications switches, which is really just 
a computer that switches phone calls, a hacker can gain 
access to the contents of phone conversations and other
information transmitted through a switch. This
unauthorized eavesdropping can be either "real-time," as 

the conversations occur, or the intruders can arrange to 
have the conversations and data electronically transmitted 

to another telecommunications switch or computer for later 

analysis.
The purpose of the Telecommunications Security Analysis Center will be to:

* Develop tools and techniques to analyze very complex 

systems such as switches;

* Develop standards and guidance for use in securing switches 
and in building more secure switches, while providing for 

the legitimate needs of law enforcement, under proper court 
order, to protect the American public.

* Provide informal security guidance and advice to federal 

agencies on procurement of telecommunications switches;
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Last year, NIST formally solicited comments on the recertification of DES. After 

reviewing those comments, and the other technical inputs that I have received, I plan to 
recommend to the Secretary of Commerce that he recertify DES for another five years. I also 

plan to suggest to the Secretary that when we announce the recertification we state our 

intention to consider alternatives to it over the next five years. By putting that announcement 
on the table, we hope to give people an opportunity to comment on orderly technological 
transitions. In the meantime, we need to consider the large installed base of systems that rely 

upon this proven standard.

NISTs Proposed Digital Signature Standard
The majority of the cryptographic-based security requirements in computer and network 

systems involve the need for strong identification and authentication. One method which we 

believe holds a capacity for significant improvements in security and also cost- savings by 

automating paper processes is the use of digital signatures.
A digital signature is a computer-based method of "sealing" an electronic message in 

such a way that its contents cannot be changed or forged without detection and that the 
identity of the originator of the communication can be verified. The digital signature for a 

message is simply a code, or large number, that is unique for each message and each message 
originator (within a very high, known probability). A digital signature is computed for a 
message by computing a representation of the message (called a "hash" code) and a 

cryptographic process that uses a key associated with the message originator. Any party with 
access to the public key, message, and signature can verify the signature. If the signature 
verifies correctly, the receiver (or any other party) has confidence that the message was signed 

by the owner of the public key and the message has not been altered after it was signed.
In 1991, NIST proposed a draft Digital Signature Standard (DSS). We received about 

130 public comments. We have been reviewing these comments and revising the standard as 

appropriate to respond to those comments. Additionally, we have examined and are currently 

dealing with two claims of patent infringement, which we believe will be successfully resolved 
in the not-too-distant future. Once this occurs, the Secretary of Commerce needs to decide to 

approve the DSS as a Federal Information Processing Standard. It will then complement the 

Secure Hash Standard which was recently approved by the Secretary of Commerce as Federal 
Information Processing Standard 180.

We anticipate that the DSS will find many uses within government computer systems 
and networks. For example, DSS could be employed in electronic funds transfer systems. 
Suppose an electronic funds transfer message is generated to request that $100.00 be transferred 

from one account to another. If the message was passed over an unprotected network, it may be 
possible for an adversary to alter the message and request a transfer of $1000.00. Without 
additional information, it would be difficult, if not impossible, for the receiver to know the 

message had been altered. However if the DSS was used to sign the message before it was sent, 
the receiver would know the message had been altered because it would not verify correctly. 
The transfer request could then be denied.

DSS could be employed in a variety of business applications requiring a replacement of 
handwritten signatures. One example is Electronic Data Interchange (EDI). EDI is the 

computer-to-computer interchange of messages representing business documents. In the federal 

government, this technology is being used to procure goods and services. Digital signatures could 

be used to replace handwritten signatures in these EDI transactions. For instance, contracts
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A New Encryption Technology: The Clipper Chip
Approximately two weeks ago, the White House announced our intention, based on a 

new encryption technology, the Clipper Chip, to initiate a voluntary program to improve the 

security and privacy of telephone communications while meeting the legitimate needs of law 

enforcement
This initiative will involve the creation of new products to accelerate the development 

and use of advanced and secure telecommunications networks and wireless communications links 

- the security of the very systems you are examming here today.
Sophisticated encryption technology, including the DES, has been used for years to protect 

electronic funds transfer. It is now being used to protect electronic mail and computer files. 
While encryption technology can help Americans protect business secrets and the unauthorized 

release of personal information, it also can be used by terrorists, drug dealers, and other 

criminals.
A state-of-the-art microcircuit, the "Gipper Chip," has been developed by government 

engineers. The chip represents a new approach to encryption technology. It can be used in new.

between the government and its vendors could be negotiated electronically. A government 
procurement official could post an electronically signed message requesting bids for office 

supplies. Vendors wishing to respond to the request may first verify the message before they 

respond. This assures that the contents of the message have not been altered and that the 
request was signed by a legitimate procurement official. After verifying the bid request, the 

vendor could generate and sign an electronic bid. Upon receiving the bid, the procurement 
official could verify that the vendor's bid was not altered after it was signed. If the bid is 
accepted, the electronic message could be passed to a contracting office to negotiate the final 
terms of the contract. The final contract could be digitally signed by both the contracting office 

and the vendor. If a dispute arose at some later time, the contents of contract and the associated 

signatures could be verified by a third party.
DSS is also likely to find widespread applications in the health care field. It might 

be used to sign digital images, for example, to assure that they remain safe against 

unauthorized modifications.
DSS could also be useful in the distribution of software. A digital signature could be 

applied to software after it has been validated and approved for distribution. Before 
installing the software on a computer, the signature could be verified to be sure no unauthorized 

changes (such as the addition of a virus) have been made. The digital signature could be 

verified periodically to ensure the integrity of the software.
In database applications, the integrity of information stored in the database is often essential. 

DSS could be employed in a variety of database applications to provide integrity. For 

example, information could be signed when it was entered into the database. To maintain 
integrity, the system could also require that all updates or modifications to the information be 

signed. Before signed information was viewed by a user, the signature could be verified. If the 
signature verified correctly, the user would know the information was not altered by an 
unauthorized party. The system could also include signatures in the audit information to 

provide a record of users who modified the information.
The DSS can also be used in conjunction with more secure identification and 

authentication systems, for the protection of access to both computer and telecommunication 

systems.
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relatively inexpensive encryption devices that can be attached to an ordinary telephone. It 
scrambles telephone communications using an encryption algorithm that is more powerful than 

many in commercial use today. The Clipper algorithm with an 80 bit long cryptographic key is 
approximately 16 million times stronger than DES. It would take a CRAY YMP over 200 years 

to solve one DES key. It would take the same machine over a billion years to solve one Clipper 

Chip key.
This new technology offers opportunities for companies to protect proprietary 

information, protect the privacy of personal phone conversations and prevent unauthorized 

release of data transmitted electronically. At the same time this technology preserves the 

ability of federal, state and local law enforcement agencies to intercept lawfully the phone 

conversations of criminals.
Protection of confidentiality of information is of critical concern to the nation. So too is 

the ability of law enforcement to provide safe streets and neighborhoods. Americans demand 
the very best in law enforcement - at the federal, state and local level. Citizens insist upon a 

quick response to terrorist threats, organized crime, and drug dealers, while preserving our 
Constitutional rights. Past experience clearly shows that one critical technology successfully 
used to prosecute organized crime is the use of court-authorized wiretaps. Unquestionably, 
these lawful electronic intercepts have saved lives and been critical to bringing criminals to 

justice. The "Clipper Chip" is also a powerful tool which will be used by law enforcement to 
protect its own sensitive communications from illicit criminal monitoring.

A "key-escrow" system is envisioned that would ensure that the "Clipper Chip" is used 

to protect the privacy of law-abiding Americans. Each device containing the chip will have 
two unique "keys," numbers that will be needed by authorized government agencies to decode 

messages encoded by the device. When the device is manufactured, the two keys would be 

deposited separately in two "key- escrow" data bases established by the Attorney General. 
Access to these keys would be limited to government officials with legal authorization to 

conduct a wiretap.
The President has asked the Attorney General to make arrangements with appropriate 

entities who would hold the keys for the key-escrow microcircuits installed in communications 
equipment I understand that the Attorney General is currently studying these procedures and 

options for who will serve as the key escrow holders.
Since the announcement from the White House, I have stressed that the "Clipper Chip" 

technology provides law enforcement with no new authorities to access the content of the 
private conversations of Americans. Also, some have claimed that there is a hidden trapdoor 

in the chip or the algorithm. I cannot state it more simply: no trapdoor exists.

The chip is an important step in addressing the problem of encryption's dual-edge sword: 
encryption helps to protect the privacy of individuals and industry, but it also can shield 

criminals and terrorists. We need the "Clipper Chip" and other approaches that can both 

provide law-abiding citizens with access to the encryption they need and prevent criminals 

from using it to hide their illegal activities.

Presidential Directive for Advanced Telecommunications and Encryption Review
In order to assess technology trends and explore new approaches and technologies (like 

the key-escrow system), the President has directed government agencies to develop a 

comprehensive policy on encryption and advanced telecommunications technology that 
accommodates:
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• the effective and timely use of the most modem technology 
to build the National Information Infrastructure needed to 

promote economic growth and the competitiveness of American 

industry in the global marketplace; and

issue.
I will again stress what we have stated previously. Encryption technology will play an 

increasingly important role in future network infrastructures and the Federal Government must 
act quickly to develop consistent, comprehensive policies regarding its use. The Administration 

is committed to policies that protect all Americans' right to privacy while also protecting 

them from those who break the law.

* the ability of authorized officials to access telephone 

calls and data, under proper court or other legal order, 
when necessary to protect our citizens;

* the privacy of our citizens, including the need to employ 

voice or data encryption for business purposes;

* the need of US. companies to manufacture and export high 

technology products.
The President has directed early and frequent consultations with affected industries, 

the Congress and groups that advocate the privacy rights of individuals as policy options are 

developed.
I anticipate being a member of the governmental review panel which will study this 
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The initiative will involve the creation of new products to 
accelerate the development and use of advanced and secure 
telecommunications networks and wireless communications links.

The President today announced a new initiative that will bring 
the Federal Government together with industry in a voluntary 
program to improve the security and privacy of telephone 
communications while meeting the legitimate needs of law 
enforcement.

For too long there has been little or no dialogue between our 
private sector and the law enforcement community to resolve the 
tension between economic vitality and the real challenges of 
protecting Americans. Rather than use technology to accommodate 
the sometimes competing interests of economic growth, privacy and 
law enforcement, previous policies have pitted government against 
industry and the rights of privacy against law enforcement.

Sophisticated encryption technology has been used for years to 
protect electronic funds transfer. It is now being used to 
protect electronic mail and computer files. While encryption 
technology can help Americans protect business secrets and the 
unauthorized release of personal information, it also can be used 
by terrorists, drug dealers, and other criminals.

This new technology will help companies protect proprietary 
information, protect the privacy of personal phone conversations 
and prevent unauthorized release of data transmitted 
electronically. At the same time this technology preserves the 
ability of federal, state and local law enforcement agencies to 
intercept lawfully the phone conversations of criminals.

A "key-escrow'' system will be established to ensure that the 
"Clipper Chip" is used to protect the privacy of law-abiding 
Americans. Each device containing the chip will have two unique

A state-of-the-art microcircuit called the "Clipper Chip" has 
been developed by government engineers. The chip represents a 
new approach to encryption technology. It can be used in new, 
relatively inexpensive encryption devices that can be attached to 
an ordinary telephone. It scrambles telephone communications 
using an encryption algorithm that is more powerful than many in 
commercial use today.
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the ability of authorized officials to access telephone 
calls and data, under proper court or other legal 
order, when necessary to protect our citizens;

the need of U.S. companies to manufacture and export 
high technology products.

The President has directed early and frequent consultations with 
affected industries, the Congress and groups that advocate the 
privacy rights of individuals as policy options are developed.

the effective and timely use of the most modern 
technology to build the National Information
Infrastructure needed to promote economic growth and 
the competitiveness of American industry in the global 
marketplace; and

"keys," numbers that will be needed by authorized government 
agencies to decode messages encoded by the device. When the 
device is manufactured, the two keys will be deposited separately 
in two "key-escrow" data bases that will be established by the 
Attorney General. Access to these keys will be limited to 
government officials with legal authorization to conduct a 
wiretap.

The "Clipper Chip" technology provides law enforcement with no 
new authorities to access the content of the private 
conversations of Americans.

To demonstrate the effectiveness of this new technology, the 
Attorney General will soon purchase several thousand of the new 
devices. In addition, respected experts from outside the 
government will be offered access to the confidential details of 
the algorithm to assess its capabilities and publicly report 
their findings.

The chip is an important step in addressing the problem of 
encryption's dual-edge sword: encryption helps to protect the 
privacy of individuals and industry, but it also can shield 
criminals and terrorists. We need the "Clipper Chip" and other 
approaches that can both provide law-abiding citizens with access 
to the encryption they need and prevent criminals from using it 
to hide their illegal activities. In order to assess technology 
trends and explore new approaches (like the key-escrow system), 
the President has directed government agencies to develop a 
comprehensive policy on encryption that accommodates:

the privacy of our citizens, including the need to 
employ voice or data encryption for business purposes;
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Further information is provided in an accompanying fact sheet. 
The provisions of the President's directive to acquire the new 
encryption technology are also available.

For additional details, call Mat Heyman, National Institute of 
Standards and Technology, (301) 975-2758.

The Administration is committed to working with the private 
sector to spur the development of a National Information 
Infrastructure which will use new telecommunications and computer 
technologies to give Americans unprecedented access to 
information. This infrastructure of high-speed networks 
("information superhighways") will transmit video, images, HDTV 
programming, and huge data files as easily as today's telephone 
system transmits voice.

Since encryption technology will play an increasingly important 
role in that infrastructure, the Federal Government must act 
quickly to develop consistent, comprehensive policies regarding 
its use. The Administration is committed to policies that 
protect all Americans' right to privacy while also protecting 
them from those who break the law.
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QUESTIONS AND ANSWERS ABOUT THE CLINTON ADMINISTRATION'S 
TELECOMMUNICATIONS INITIATIVE

Does this approach expand the authority of government 
agencies to listen in on phone conversations?

"Clipper Chip" technology provides law enforcement with 
no new authorities to access the content of the private 
conversations of Americans.

Suppose a law enforcement agency is conducting a wiretap on 
a drug smuggling ring and intercepts a conversation 
encrypted using the device. What would they have to do to 
decipher the message?

They would have to obtain legal authorization, normally a 
court order, to do the wiretap in the first place. They 
would then present documentation of this authorization to 
the two entities responsible for safeguarding the keys and 
obtain the keys for the device being used by the drug 
smugglers. The key is split into two parts, which are 
stored separately in order to ensure the security of the key 
escrow system.

Who will run the key-escrow data banks?

The two key-escrow data banks will be run by two independent 
entities. At this point, the Department of Justice and the 
Administration have yet to determine which agencies will 
oversee the key-escrow data banks.

How strong is the security in the device? 
how strong the security is?

This system is more secure than many other voice encryption 
systems readily available today. While the algorithm will 
remain classified to protect the security of the key escrow 
system, we are willing to invite an independent panel of 
cryptography experts to evaluate the algorithm to assure all 
potential users that there are no unrecognized 
vulnerabilities.

Whose decision was it to propose this product?

The National Security Council, the Justice Department, the 
Commerce Department, and other key agencies were involved in 
this decision. This approach has been endorsed by the 
President, the Vice President, and appropriate Cabinet 
officials.
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We expect several manufacturers to consider incorporating 
the "Clipper Chip" into their devices.

The Administration is not saying, "since encryption 
threatens the public safety and effective law enforcement, 
we will prohibit it outright" (as some countries have 
effectively done); nor is the U.S. saying that "every 
American, as a matter of right, is entitled to an 
unbreakable commercial encryption product." There is a 
false "tension" created in the assessment that this issue is 
an "either-or" proposition. Rather, both concerns can be, 
and in fact are, harmoniously balanced through a reasoned, 
balanced approach such as is proposed with the "Clipper 
Chip" and similar encryption techniques.

If the Administration were unable to find a technological 
solution like the one proposed, would the Administration be 
willing to use legal remedies to restrict access to more 
powerful encryption devices?

This is a fundamental policy question which will be 
considered during the broad policy review. The key escrow 
mechanism will provide Americans with an encryption product 
that is more secure, more convenient, and less expensive 
than others readily available today, but it is just one 
piece of what must be the comprehensive approach to 
encryption technology, which the Administration is 
developing.

Mykotronx programs it at their facility in Torrance, 
California, and will sell the chip to encryption device 
manufacturers. The programming function could be licensed 
to other vendors in the future.

We have on-going discussions with Congress and industry on 
encryption issues, and expect those discussions to intensify 
as we carry out our review of encryption policy. We have 
briefed members of Congress and industry leaders on the 
decisions related to this initiative.

The government designed and developed the key access 
encryption microcircuits, but it is not providing the 
microcircuits to product manufacturers. Product 
manufacturers can acquire the microcircuits from the chip 
manufacturer that produces them.

Who was consulted? The Congress? Industry?
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What does this decision indicate about how the Clinton 
Administration's policy toward encryption will differ from 
that of the Bush Administration?

Will the devices be exportable? Will other devices that use 
the government hardware?

Voice encryption devices are subject to export control 
requirements. Case-by-case review for each export is 
required to ensure appropriate use of these devices. The 
same is true for other encryption devices. One of the 
attractions of this technology is the protection it can give 
to U.S. companies operating at home and abroad. With this 
in mind, we expect export licenses will be granted on a 
case-by-case basis for U.S. companies seeking to use these 
devices to secure their own communications abroad. We plan 
to review the possibility of permitting wider exportability 
of these products.

It indicates that we understand the importance of encryption 
technology in telecommunications and computing and are 
committed to working with industry and public-interest 
groups to find innovative ways to protect Americans' 
privacy, help businesses to compete, and ensure that law 
enforcement agencies have the tools they need to fight crime 
and terrorism.
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can be combined into one key with which the message can be 
unscrambled.

Specifically, how does the chip function?

The sender's data and encryption session key (generated each 
time communications between sender and receiver are initiated) 
is sent to the Clipper Chip. Next, the chip encrypts the data 
with the encryption key. It also encrypts the user's session 
key with the chip unique key and encrypts the serial number 
with the chip family key. All of this encrypted information 
becomes output from the chip to be sent to the receiver.

What is contained in the Clipper Chip?

The chip is programmed with a classified encryption algorithm, 
a serial number, a chip unique key, and a chip family key.

How is the Clipper Chip used?

The chip performs a series of steps to encrypt or "scramble" 
the sender's data, which the recipient can unscramble by using 
a similar device also incorporating a Clipper Chip.

Several different "keys" are used within the chip and by the 
larger security devices. Normally these keys are transparent 
to the user. Law enforcement agencies, when properly 
authorized, can be given complementary pieces of one of these
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Purpose

telephone encryption technology, the "Clipper Chip.

To Review the White House’s Announcement of a new



Summary of White House Announcement

1) New technology to improve telecommunications privacy and 

security;

2) Accelerate advanced telecommunications networks (Nil);

3) Clipper Chip - new approach to encryption,
- protects business secrets & privacy,
- preserves law enforcement’s ability to lawfully intercept 

communications of criminals;

4) Government purchase of products incorporating Clipper Chip 
technology; and

5) Government to work towards comprehensive encryption policy, 
consulting with Congress, industry, and interested individuals and 

organizations.



Why was the Clipper Chip developed?

authorized. Specifically, to protect against:

terrorists 
drug dealers 
organized crime

trade secrets 
sensitive phone calls 
personal information

2. To protect American society by meeting legitimate needs of law 
enforcement for access to encrypted communications, as legally

1. To meet demands of business, individuals and government
agencies for the cost-effective protection of information, such as:



What is the Clipper Chip?

American citizens and economic interests while accommodating law enforcement and

be used by law enforcement acting under appropriate legal authorization.

The Clipper Chip is a computer encryption chip that will protect the privacy of 

national security needs. Specifically, Clipper Chip:

provides stronger protection than the Data Encryption Standard, the current 

government standard;

is designed to protect U.S. business communications against economic , 

espionage;

was developed by the government’s foremost encryption technology experts; 

will be used by the U.S. Government to protect sensitive information, 
including defense and intelligence-related information,

will protect the privacy of law-abiding Americans; and

provides a mechanism for the secure escrowing of encryption keys, which 

can 1
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(about 16 million times more than DES)

mechanism for use only under legal authorization to obtain keys

How does Clipper Chip balance the interests of privacy 

and law enforcement?

Tougher to break:

Longer keys than DES (80 bits long vs. 56 for DES)

More possible keys
DES: 72,057,594,037,927,800

Clipper Chip: 1,208,925 747,557,040,000,000,000

The Clipper Chip meets the needs of both - a delicate balance.

Excellent technical security

Advanced Government technique, development & testing process 
r *
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ity standards to protect unclassified

What is NIST’s Role?

- Under the Brooks Act and Computer Security Act of 1987, NIST 
develops cost-effective computer securi
federal computer systems

These standards also enjoy wide voluntary use in U.S. private sector

Secretary of Commerce approves these standards as Federal Information 

Processing Standards

President has directed Secretary of Commerce to develop standards that 

will implement this technology

Adoption of this standard will allow federal agencies to facilitate rapid 
purchase and use of this technology by federal agencies



strengthens individual privacy protection 

achieves equitable balance

helps American industry

addresses law enforcement’s requirements, and 

Conclusion

The new technology announced by the White House:



build National Information Infrastructure and promote 

economic competitiveness and growth

need for U.S. companies to manufacture and export high 

technology products

Review ordered by President will seek comprehensive policy on 

encryption to address:

privacy of U.S. citizens, including need to use voice or 

data encryption for business purposes

- ability of government officials to access phone calls and 

data under existing legal authority when necessary to 

protect U.S. citizens

- effective and timely use of most advanced technology to



2. Record encrypted message
•I

7. Finally, use this message key to decrypt the recorded message.

FOR LAW ENFORCEMENT TO READ A SUSPECT’S MESSAGE

1. Need to obtain court authorized warrant to tap the suspect’s telephone

3. Use chip family key to decrypt chip serial number

4. Take this serial number and court order to custodians of disks A and B

5. Add the A and B components for that serial number = the chip unique 

key for the suspect user

6. Use this key to decrypt the user’s message key for this recorded message 
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3. Serial # encrypted with 
chip family key

1. Message encrypted with 
user’s key
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Dorothy E. Denning1 2 

Georgetown University

Technical details and notation has been confined to footnotes and figures referenced through 

the footnotes. These can be skipped. For a more complete introduction to cryptography and 
the underlying mathematics, see for example [Denning 82],

On April 16, 1993 the President announced a new technology initiative that will bring 

together the Federal Government and industry in a voluntary program to provide secure 
communications through strong cryptography while preserving law enforcement's ability to 

lawfully intercept communications through a key escrow arrangement. The plan is based on 
the development of a new tamper-proof encryption chip called the Clipper Chip7 that 

implements an escrow-based encryption system.

Cryptography is the art and science of transforming (encrypting') information under secret 

keys for the purpose of secrecy or authenticity. A cryptographic system (cryptosystem) 
consists of encrypt and decrypt transformations (functions or algorithms) together with a set 

of keys that parameterize the transformations. The encrypt function scrambles data into what 

The purpose of this article is to give an overview of the basic concepts of cryptography 
behind the new initiative, including single-key cryptography, public-key cryptography, key 

negotiation, authentication, and digital signatures; and to describe the new Clipper Chip and 

its successor Capstone, showing how the new chips can be used for secure communications, 

how law enforcement can obtain access to encrypted communications, and how the key 
escrow process might work.

'Dorothy E. Denning is Professor and Chair of Computer Science at Georgetown University and 

author of Cryptography and Data Security. Her address is Georgetown University, Computer Science 
Department, 225 Reiss Building, Washington DC 20057; 202-687-5703; denning@cs.georgetown.edu. 
© 1993.
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appears as gibberish, while the decrypt function restores the original data. The original data 
is referred to as plaintext or cleartext and the scrambled data as ciphertext. The keys are not 

"hard-wired" into the functions, so the same functions can be used with different keys. At 

least the decrypt key must be kept secret to prevent an eavesdropper from decrypting 
intercepted ciphertext (the transformations themselves may be public). Figure 1 illustrates.

The strength of a cryptosystem refers to its ability to withstand attack by someone who 

intercepts the ciphertext. A system is breakable if is possible to systematically determine the 

secret key needed to decrypt an intercepted ciphertext message. A system's strength depends 

on its underlying mathematics as well as the number of possible keys, which is determined by 
the key length (typically expressed as number of bits). For example, a 56-bit key has about 

72,058 trillion possibilities. If the key length is too short, a system may be broken by brute 
force exhaustive search, that is, by systematically trying all possible keys until one is found 

that produces meaningful plaintext or, even better, some known plaintext. The process of 

attempting to break a cryptosystem is called cryptanalysis.

message stream 01101101... 
key stream 10110001...
ciphertext stream 11011100 ...

With one exception, all cryptosystems are at least theoretically breakable given sufficient 

resources. The exception is the one-time pad, which uses a key as long as the message and 

never uses the same key more than once. In digital systems, the key and message are both 
streams of bits (each text character is 8 bits) and each key bit is XORed (exclusive-or'ed) with 
the corresponding message bit to produce a ciphertext bit. The XOR operation yields 0 if 

both bits are the same (i.e., 00 or 11) and 1 if they are different (01 or 10) as illustrated by 
the following:

Decryption is identical except that the key bits are XORed with the ciphertext bits. The 

reason it is unbreakable is because for any given ciphertext stream, there is some key stream 
that will produce any possible message stream of that length. The one-time pad and systems 

that simulate it are called stream ciphers because they operate on streams of bits (or 8-bit 

characters).

While theoretically breakable, many systems are computationally strong or practically 

unbreakable in the sense that the resources required to do so are unavailable or prohibitively 

expensive. In practice, a system need only be strong enough to provide security 

commensurate with the risk and consequences of breakage. Increasing security usually 
increases costs and decreases performance, so it does not make sense to pay more for 

encryption than the expected loss resulting from breakage.
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Single-key cryptosystems have been used extensively by the government, particularly the 

defense and intelligence communities, to protect classified communications. The methods 
used for this purpose are also classified. For example, the STU-III, which is used for 

classified telephone conversations, implements a classified single-key encryption system.

The Data Encryption Standard (DES), developed by IBM and adopted by the National 

Institute of Standards and Technology (NIST) as a government standard in 1977 [NIST FIPS 

46-1], is a single-key system that encrypts 64-bit blocks with a 56-bit key. After an initial 

permutation of the bits, a plaintext block goes through 16 iterations ("rounds") of a complex 

function and then passes through a final permutation that yields the ciphertext block. During 
each round, the bits undergo further permutations and are transformed by "S-boxes" which 
define bit substitutions. The security of the algorithm depends on the S-boxes, the number of 

iterations, and the key length. The algorithm is public knowledge, though the design of the

A single-key cryptosystem is one where the encryption and decryption keys are the same (or 

readily derived from each other) and kept secret. Single-key systems are also called secret­

key systems and symmetric systems. Since all publicly known cryptosystems prior to the late 
70's were single-key systems, they are also called traditional or conventional cryptosystems. 

Figure 2 illustrates.

Single-key systems are often used during the process of authenticating users to a system. 

Systems that use passwords usually store those passwords in encrypted form using the 
password as the key so that the ciphertext passwords cannot be decrypted. When encryption 
is used this way, it effectively implements a one-way function of the secret information that 

cannot be reversed. (If a password is forgotten, it is replaced with a new one.) Stronger 
forms of user authentication are possible using access tokens and smart cards that have 
cryptographic capabilities.

In addition to secrecy, requirements for secure communications often include authenticity. 

protection against message tampering or injection of bogus messages by a third party. Single­
key cryptosystems provide authenticity because the secret key is needed to modify or create 

ciphertext that decrypts into meaningful plaintext. If meaningful plaintext is not automatically 

recognizable, then a message authentication code (MAC) can be computed and appended to 

the message. The computation is a function of the entire message and a secret key, and has 

the property that it is practically impossible to find another message with the same 
authenticator. The receiver checks the authenticity of the message by computing the MAC 
using the same secret key and then verifying that the computed value is the same as the one 
transmitted with the message. A MAC can be used to provide authenticity for unencrypted 

messages as well as for encrypted ones. NIST has adopted a standard for computing a MAC 
[NIST FIPS 113],
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Cipher Feedback (CFB), which is also a stream cipher except that the ciphertext is fed 
back into the DES key generator so that each encryption depends on previous 

ciphertext.

S-boxes is classified. Hardware implementations of DES run in excess of one gigabit per 

second.

Additional security can be achieved by using two keys in double or triple encryption mode. 

In triple encryption mode, the message block is first encrypted under the first key, then 
decrypted under the second key, and finally encrypted again under the first key (the decrypt 

step does not undo the encrypt step since different keys are used).

Output Feedback (OFB), which uses DES to generate a key stream that is XORed 
with the message stream to simulate a one-time pad. The key stream is generated by 

encrypting an initialization block with DES under a secret key to produce a segment of 

key bits, and then repeatedly feeding those DES output bits back into DES as input to 

generate another segment of key bits.

When DES was first introduced in 1975, some critics argued that 56-bit keys were too short 
and that the S-boxes, which are a critical part of the algorithm, were suspect because of 

involvement by the NSA and because the design documents had been classified. Diffie and 

Hellman [Diffie & Hellman 77] claimed that DES could in principle be broken by exhaustive 
search with a $20 million machine containing a million processors, and that this was 
unacceptable for a national standard. Hellman went so far as to claim that DES would be 

totally insecure within ten years [Hellman 79], Eighteen years later, DES has withstood 

considerable public scrutiny and many efforts to attack it. Moreover, analysis has shown that 

the key size is appropriate for the number of rounds and that the S-boxes are well-designed 

and without trapdoors [Denning 90]. Claims that DES is weak remain unsubstantiated, and 

DES is likely to be recertified as a government standard for another five years.

DES was adopted as a government standard to protect sensitive but unclassified information. 

It has also been adopted as a standard outside the government. The American National 
Standards Institute (ANSI) has adoped standards for encryption, access control, and key 

management that use DES. PEM (Privacy Enhanced Mail), the Internet standard for 
protecting electronic mail, uses DES to encrypt electronic mail messages on the Internet.

4. Cipher Block Chaining (CBC), which encrypts 64-bit blocks but chains them together 

by XORing each ciphertext block with the next plaintext block before encrypting the 

plaintext block.
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5.

3To generate the unit key U for a serial number N, the value of N is first padded with a fixed 

block to produce a 64-bit block Nl. The seeds SI and S2 entered by the agents are then used as keys 
to triple-encrypt Nl, producing a 64-bit block Rl:

the Skipjack encryption algorithm

an 80-bit family key that is common to all chips and used by law enforcement 

a 25 to 3O-bit serial number (the exact length has not yet been determined) 

an 80-bit secret mm/7 key that unlocks all messages encrypted with the chip 
specialized control software

Products with DES generally are not exportable except on an individual sale basis and in 
certain applications, for example banking and authentication, where the DES is not used for 

message secrecy. RSA Data Security, Inc. has developed two single-key cryptosystems, RC2 

and RC4, which use 40-bit keys and can be exported through a general licensing agreement. 
RC2 operates as a block cipher, that is, in ECB mode, while RC4 operates as a stream cipher. 
These systems have been incorporated into some software packages, for example, RC2 in 

Lotus Notes to encrypt documents, and RC4 in Novelle's Netware version 4.0.

The key escrow process is coupled to the process of key generation and chip programming, 

which takes place inside a vault. Although the exact process has not yet been determined, the 
following outlines a possible approach. At the beginning of a session, a trusted agent from 

each of the two key escrow agencies enters the vault. The first enters a secret, random 80-bit 

value into a laptop computer and the second agent enters a second secret, random value. 
These random values serve as seeds to generate unit keys and their key halves for a sequence 
of serial numbers.3 Thus, the unit keys are a function of 160 secret, random bits, where each 

The Clipper Chip contains a 64-bit block encryption algorithm called Skipjack, designed by 
NSA and classified SECRET. The Skipjack algorithm uses 80-bit keys and has 32 rounds of 

scrambling. Thus, Skipjack is stronger than DES, having about sixteen million times more 
keys and twice as much scrambling. It supports all four DES modes of operation. 
Mykotronx's "MYK-78" implementation runs at 12 megabits per second in Electronic 

Codebook (ECB) mode.

Each chip includes the following components, the last four of which are written into a special 

memory (called VROM or VIA-LINK) on the chip when it is programmed:

Each 80-bit unit key is stored in escrow with two or more trusted agencies as a "split key." 

Here we will assume that two trustees are used, although this is subject to change. Each 

"half of a split key is a full 80 bits, and the two halves are XORed together to recover the 

unit key as shown in Figure 3. Knowing one half is insufficient to determine the unit key 

since the second half could be any 80 bits.
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Similarly, N is padded with two other fixed blocks to produce N2 and N3, and two additional 64-bit 

blocks R2 and R3 are computed:

4Figure 5 illustrates the entire process of key generation, key escrow, and chip programming. The 

first floppy disk, which is taken by the first escrow agent, contains a file for each serial number N that 
contains the corresponding key part Ul. The second disk, which is taken by the second agent, is 
similar but contains the U2 values. The third disk, which is used to program the chips, contains the 
unit keys U. The programmed chips also contain the encryption algorithm E, family key F, and 
control software (not shown).

agent knows only 80. As a sequence of unit keys and key halves are generated, they are 
written onto three separate floppy disks along with their serial numbers. The escrow agents 
each get one of the disks with the key halves. The disk with the unit keys is used by the 

programming equipment to put the serial numbers and unit keys onto the chips.'

The Clipper Chip is intended to become a government standard for sensitive but unclassified 

information. The first product to incorporate the new chip is the AT&T Telephone Security 

Device, which provides secure voice and data communications.

A public-key distribution system allows the security devices operating on behalf of two parties 

to negotiate a secret session key without exchanging any secret values. Figure 6 illustrates.

In order to use the Clipper Chip (or any other single-key cryptosystem) to encrypt 
communications, the two parties must first agree on a secret session key, that is, a key for 

encrypting all communications transmitted in either direction. The process of establishing a 

session key is called key negotiation, distribution, or exchange.

After the chips are programmed, all information is discarded from the vault and the agents 
leave. The protocol may be changed slightly so that four people are in the room instead of 

two. The first two would provide the seeds and the second two (the escrow agents) would 

take the disks back to the escrow agencies.

R2 = £5;(DS2(EW(N2)))

R3 = .

Rl, R2, and R3 are then concatenated together, giving 192 bits. The first 80 bits are assigned to the 
first key half Ul and the second 80 bits to the second key half U2. The rest are discarded. The unit 
key U is the XOR of Ul and U2. Figure 4 illustrates.
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A: K = y*A mod p = g 

B; K = y/' mod p = g

A public-key cryptosystem (Section 4) can also be used to establish a session key. In this 
case, the key is picked by one user and transmitted to the other using the public-key system.

The AT&T telephone security device, which includes the Clipper Chip, uses a proprietary 

public-key distribution method to set up a session key for a secure conversation. The key 

negotiation takes place without the Clipper Chip.

Once an 80-bit session key is established for use with the Clipper Chip, it is sent to the chip. 

The chip then encrypts the session key with the unit key and concatenates the 80-bit result 
with the serial number and authentication pattern for a total of 128 bits (for a 25-bit serial 

number, the authentication pattern is 23 bits). The 128-bit block is then encrypted under the 

chip's family key to produce a 128-bit cipher block chain called the Law Enforcement Field

Each device generates a "private key" that is a random, secret value. Next it computes a one­
way function of that value which results in a "public key." The one-way function has the 

property that it is practically impossible to reverse the function; that is, to compute the private 

key from the public key. The two devices then exchange their public keys. Finally, each 
device computes a function of its private key and the public key received from the other 
device. The result is a common session key that is a function of both private keys. An 
eavesdropper observing the exchange will be unable to determine the private keys and, thus, 

the session key.5

’Figure 7 illustrates a public-key distribution method invented by Diffie and Hellman [Diffie & 
Hellman 76]. User/1 generates a random, private key xA and user B generates a random, private key 
xB.. Then A computes a public key yA from xA , and B computes a public key yB from xB as follows:

yA = 8Xa mod p 

B - yB = mo<i p 
where p is a global prime and g is a second global number. Arithmetic is done modulo p (i.e., all 
numbers are in the range from 0 through p - 1 and when a computation yields a result in excess of p - 
1, the result is divided by p and replaced by the remainder). The users then exchange their public y 
values and use them to generate a common key K that is a function of both x values:

mod p

mod p

An eavesdropper intercepting the y values will be unable to compute the key K since he or she will 
lack the appropriate x value. Although in theory x can be computed from its related y value by taking 
the discrete log (i.e., the log mod p), in practice this is intractable for large p, say 700 bits or more.
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A public-key cryptosystem (or assymetric system) is one where each user (or application) has 

a pair of permanent (or long-term) keys: a public key and a private key. The public key can 
be freely distributed or stored in a public directory, while the private key must be known only 

to the user (or the user's cryptographic chip). Because the public and private keys must be 

mathematically related, it must also be the case that the private key cannot be derived from 

the public key. The concept of public-key cryptography was proposed by Diffie and Hellman 

in 1976 [Diffie & Hellman 76],

6The LEF contains EVA(K), namely the session key K encrypted under the unit key UA of A's 

device, concatenated with the serial number NA and authentication pattern PA, all encrypted under the 
common family key F:

’For serial number NA, the first escrow agency returns the key half U1A and the second returns 

U2A. The unit key U is the XOR of UlA and U2A.

When a law enforcement officer has been granted a court order authorizing a tap on a 

particular line, the officer will first take the warrant to the service provider in order to get 

access to the communications associated with that line. Let us assume that the tap is in place 

and that communications encrypted with the Clipper Chip have been intercepted as shown in 
Figure 8. A special decoder box will extract the Law Enforcement Field, decrypt it with the 
family key, and extract the serial number of the chip. The law enforcement officer will then 

send (e.g., via secure FAX) each of the key escrow agencies a request for the key half it is 
holding for the given serial number together with documentation certifying that a tap has been 

authorized for the party associated with that serial number. When the two halves of the chip's 
unit key are returned, they will be XORed together to produce the unit key.7 The unit key 

will then be used to decrypt the session key in the LEF. Finally, the decoder will decrypt the 
communications.

(LEF).6 The LEF is transmitted to the receiving chip at least once and used together with a 

random initialization block to establish synchronization. Once synchronized, the session key 
is used to encrypt and decrypt messages in both directions. For voice communications, the 

message stream (voice) is first digitized. Figure 8 shows the transmission of the LEF and 

encrypted message stream from a sender A's security device containing a Clipper Chip to a 

receiver B's device.
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Public-key cryptosystems can provide secrecy but not authenticity. This is because a third 

party, with access to the receiver's public encryption key, could inject bogus ciphertext that 

would decrypt into meaningful plaintext. To get authenticity, it is necessary to combine a 
public-key cryptosystem with a public-key signature system (Section 5).

A fair public-key cryptosystem is one with an objective similar to the Clipper Chip, namely to 

provide strong encryption for privacy and security while at the same time allowing law 

enforcement access when legally authorized. The concept, introduced by Silvio Micali 

[Micali 92], is realized by splitting each private key into multiple parts, and registering each

The advantage of public-key systems is that they allow the transmission of secret messages 
without the need to exchange a secret key. To send a message, the sender obtains the 
receiver's public key and uses it to encrypt the message. The receiver then decrypts the 

message using its private key. The sender's keys are not used (they would be used in a 

reply). Figure 9 illustrates.

The RSA cryptosystem is considerably more time consuming than single-key systems, which 
typically use simple permutations and substitutions of bits. For this reason, it is not 

recommended for encrypting general communications or data. However, it is recommended 
for distributing the session keys used with single-key systems. To send an encrypted 

message, the sender generates a session key, encrypts the message under the session key using 

the single-key system, and encrypts the session key under the receiver's public key using 

RSA. The RSA-encrypted session key is then transmitted along with the encrypted message. 

Internet Privacy Enhanced Mail (PEM) uses RSA and DES in this way to encrypt electronic 
mail messages. It also uses RSA to compute digital signatures for messages.

Rivest, Shamir, and Adleman invented the first (publicly known) public-key system (now 
called "RSA") [Rivest, Shamir & Adleman 78], Encryption and decryption are both 

performed by raising a large message block to an exponent in modular arithmetic. A public 

key consists of a modulus, which is the product of two large secret primes, and an exponent. 
The corresponding private key consists of the modulus, the primes, and a secret exponent that 

cannot be determined without knowing the primes. The key size is on the order of 512 to 

1024 bits. The exponents are related in such a way that applying them in succession restores 
the original message. An adversary, knowing the public key, cannot determine the primes 
without factoring the modulus, which is thought to be intractable for large numbers.8

8Figure 10 illustrates. The public key consists of a modulus n, where n = pq for secret primes p 

and q, and exponent e; and the private key consists of n, p, q, and a secret exponent d that is the 
inverse of e mod (p-1 )(^-l). A message block M is encrypted by raising it to the exponent e (mod n) 
and then decrypted by raising it to the exponent d (mod n).
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The RSA public-key system can be used as a signature system as well as a cryptosystem. 
This is because the encryption and decryption algorithms are identical.9

Digital signatures provide non-repudiation in that the signer cannot falsely deny having 

originated the message. Thus, they can be used to sign electronic contracts, purchase orders, 
and other legally binding documents in the same way that written signatures are used to sign 

such documents. In addition, digital signatures can be used to authenticate software (e g., to 
protect against computer viruses), data, images, users, and machines.

Rather than applying the signature function to an entire message, it is customary to first 

compute a condensed digest of the message using a public hash function and then sign the 
digest. This speeds up the signing process and allows the signature to be shorter than the 

message. The receiver likewise hashes the message before verifying the signature. This is 
shown in Figure 12. The hash function must have the property that it is practically 
impossible to find a second message with the same digest or to find two different messages 

that produce the same digest. The first condition prevents someone else from claiming that a 

different message was signed while the second condition prevents the signer from making 

such a claim later. The Secure Hash Algorithm (SHA), which condenses a message to 160 

bits, has been adopted as the government standard [NIST FIPS 180],

part with a separate key escrow agency as with Clipper. It differs from Clipper in that the 

key parts are generated and distributed in such a way that a key management center can 
verify in advance that the distributed parts, when combined, will produce the original key. 
This is done using only the public key and other public information derived from the key 

parts. This method of key escrow cannot be used with a single-key system such as the 

Clipper Chip.

A digital signature is a block of data attached to a message (document, file, record, etc.) that 
binds the message to a particular individual (or entity) such that the signature can be verified 

by the receiver or independent third party (e.g., judge) and such that it cannot be forged. The 

binding is accomplished through a digital signature system which is like a public-key 

cryptosystem in that each user has a public-private key pair that is used with a pair of 
functions. A message is "signed" by applying a "signature" function, keyed to the signer's 
private key, to the message. The result is the digital signature for the message. The signature 

is verified by applying the "verification" function, keyed to the signer's public key, to the 

message and signature. The message itself may be passed in the clear or encrypted using 

some other method. Figure 11 illustrates.



I
I 5.1 The Digital Signature Standard

I
I
I
I 5.2 Public-Key Certificates

I
1
I
I
I
I
I
I
I
I
I

11

I
I

To protect against this threat, public keys can be packaged in certificates that serve to validate 

the keys. A certificate typically contains the user's identification, public key, and a time/date 

stamp. It is digitally signed by a certification authority, whose public key must be protected

Public-key cryptosystems and signature systems are attractive because of their ability to 

achieve secrecy by exchanging only public information. There is, however, a security risk 
with public keys, namely the substitution of fake public keys. For example, suppose that a 

masquerader substitutes his or her own public key for that of some other person. Then, 
unwittingly, others may accept signatures created by the masquerader, believing them to be 

from the masquerader's victim.

The DSS performs exponentiations of large numbers in modular arithmetic. The key size is 
512-1024 bits, and security depends on the difficulty of inverting the exponentiations; that is 

computing logs in modular arithmetic. This is approximately the same as factoring, so the 

security of DSS is comparable to that of RSA.

In 1991, NIST proposed a Digital Signature Standard (DSS) for government systems [NIST 

91], Unlike RSA, the DSS is strictly a signature system; it cannot be used as a cryptosystem 
for message secrecy. It uses the Secure Hash Algorithm (SHA) to condense a message before 

signing.10

’“Figure 14 illustrates. Each user has a private key x that is 512-1024 bits and a public key 
consisting of four values: y, p, q, and g where y = g* mod p (thus x is the discrete log of y base g in 
mod p). All values are of the key size except for q and x, which are 160 bits. The public values p, q, 
and g may be shared within a group. To sign a message m, a user picks a random value k (the 

message key) and uses it along with x, p, q, and g to compute:

r = (g* mod p) mod q

s = + xrj) mod q

where H is the Secure Hash Algorithm (SHA), which computes a 160-bit digest of m. Both r and 5 
constitute the signature. The signature is validated by computing:

w = s’1 mod q

ul = H(m)w mod q 
u2 = rw mod q

v = (gulyu2 mod p) mod q.

If the value v produced in the last step is the same as r, then the signature is accepted as valid; 
otherwise it is rejected as a forgery. See [NIST 91] for a complete description of the mathematics and 
a proof that v = r when the signature is legitimate.
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I6. The Capstone Chip

I
I

1. The Digital Signature Algorithm (DSA) used with the DSS.

I2. The Secure Hashing Algorithm (SHA), also used with the DSS.

3. A key negotiation algorithm based on a public key exchange. I
4. A general purpose exponentiation algorithm.

I5. A random number generator that uses a pure noise source.
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