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NAMES, ASSIGNMENTS AND COMPOSITION OF TASK FORCE COMMITTEES

Committee CompositionCommittee Name and Questions to be Answered

Committee on Classification Standards

Do we need three levels of classification?

Committee on Excessive Classification

What steps can be taken to avoid excessive classification?

Committee on Duration of Classification

Committee on Declassification

What steps can be taken to declassify information or otherwise dispose 
of the large amounts of classified information that currently exist in 
Government archives and other repositories?

In the post Cold War era, what types of information continue to require 
protection through classification in the interest of our national security?

Chair: STATE
Deputy Chair: Glenn Schlarman, ISOO
Members: FEMA, NAVY, NRCWhat steps can be taken to declassify information as quickly as 

possible?

Chair: OSD
Deputy Chair: Ethel R. Theis, ISOO 
Members: Air Force, CCISCMO, OMB

Chair: DOE
Deputy Chair: Rudy Waddy, ISOO
Members: DIA, Marine Corps, Treasury

Chair: NARA
Deputy Chair: Emily R. Hickey, ISOO
Members: Commerce, FBI



NAMES, ASSIGNMENTS AND COMPOSITION OF TASK FORCE COMMITTEES (cont.)

Committee CompositionCommittee Name and Questions to be Answered

Committee on Oversight

Committee on Access and Dissemination

What steps can be taken to enforce the "need-to-know" principle?

Committee on Safeguards

i

*

What steps can be taken to control unnecessary distribution and 
reproduction of classified information?

In what ways should the revised executive order on classification 
address information systems security?

What requirements, restrictions and other safeguards should 
specifically be addressed in the executive order taking into account: 
(i) damage from unauthorized disclosures; (ii) existing or anticipated 
threats; and (iii) the short and long-term costs of the requirements, 
restrictions, or other safeguards?

What steps can be taken to increase individual accountability for the 
operation of the classification system?

What steps can be taken to improve oversight of the classification 
program generally?

What steps can be taken to reduce the number of, and to provide 
adequate oversight and control over, special access programs?

Chair: DOJ
Deputy Chair: Laura Kimberly, ISOO
Members: DODSI, DOT

Chair: NSA
Deputy Chair: Philip Calabrese, ISOO
Members: Coast Guard, DIS

Chair: CIA
Deputy Chair: Michael Jewell, ISOO 
Members: Army, OPM
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COMMITTEE ON CLASSIFICATION STANDARDS

Listing the standards or "tests" for original classification at the 
beginning of the Order. (Section 1.1.)

PROPOSAL TO BE CONSIDERED
BY THE

PRD 29 TASK FORCE

Rationale: Currently, the four standards or "tests" that must be met 
before information may be classified in the first instance are scattered 
throughout E.O. 12356. Logically, these standards should be fisted together 
to help establish the framework for original classification and, in turn the 
security classification system. By listing them at the beginning of the Order, 
improvements can be expected in avoiding unauthorized or unnecessary 
classification decisions; in increasing awareness about the framework of the 
classification system; and in enhancing classification management.



COMMITTEE ON EXCESSIVE CLASSIFICATION
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1. Clarifying the circumstances under which information may be 
classified following an authorized disclosure. (Section 1.6.)

PROPOSALS TO BE CONSIDERED
BY THE

PRD 29 TASK FORCE

2. Establishing an effective mechanism for challenging improper 
classification. (No comparable section.)

Rationale: While E.O. 12356 encourages persons who believe 
information is improperly classified to bring this to the attention of 
responsible officials, this mechanism is not working effectively. For the most 
part, employees will not challenge classification decisions that they believe to 
be incorrect for fear of retahation. This suggests the need for establishing an 
effective means for employees to challenge improper classification decisions 
without fear of retribution. Such a mechanism would enhance the credibility 
and internal agency oversight of the classification system and increase 
incentives for employees to challenge improper classification decisions.

Rationale: The current use of the word "reclassify" suggests that such a 
classification action may only be authorized for information that at one time 
was classified and later declassified. In fact, this extraordinary action might 
be exercised under the proper circumstances for any information that has 
been previously disclosed under appropriate authority.

Rationale: Although classified working papers are commonly found 
throughout the executive branch, a Government-wide policy concerning how 
such papers should be handled and marked does not currently exist. 
Defining procedures for the creation and handling of working papers would 
strengthen controls over classified information and help prevent unnecessary 
classification.

3. Defining procedures to be followed in creating classified working 
papers. (Section 1.5.)



COMMITTEE ON DURATION OF CLASSIFICATION
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PROPOSALS TO BE CONSIDERED
BY THE

PRD 29 TASK FORCE

1. Rewording the requirement to seek a specific date or event for 
declassification. (Section 1.4.)

2. Requiring a confirmation of indefinite classification before 
disseminating 10-year old information as a mechanism to control the 
use of the indefinite duration of classification. (No comparable 
section.)

Rationale: Too often, original dassifiers apply the "OADR" duration 
marking by rote. There needs to be more emphasis on the original dassifier's 
responsibility to attempt to establish a specific date or event for 
declassification before resorting to an indefinite duration of classification 
that requires a detailed review by the originating agency.

Rationale: Only a small percentage of classified information remains 
"active" after ten years; further, at that time the declassification of the 
information or the establishment of a specific date or event is a far more 
likely outcome. While "OADR" avoids the problems associated with the "six 
year automatic declassification"’(E.O. 12065) or the "General Declassification 
Schedule" (E.O. 11652), it contributes significantly to the build-up of a 
"mountain" of older classified information. Controls on the indefinite 
duration of classification are necessary to avoid calls for reestablishing short, 
arbitrary time frames for automatic declassification and to discourage the 
unwarranted use of the indefinite duration of classification marking.



COMMITTEE ON DECLASSIFICATION
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PROPOSALS TO BE CONSIDERED
BY THE

PRD 29 TASK FORCE

Rationale: The period since the issuance of E.O. 12356 has witnessed a 
dramatic downward trend in systematic review. Two factors are partially 
responsible for this. One is that originating agencies do not routinely provide 
the Archivist with current and adequate guidelines for systematic review; the 
other is that originating agencies seldom designate experienced personnel to 
assist the Archivist in the conduct of systematic review. The vitality of 
systematic review for declassification is heavily dependent upon a strong 
program at the National Archives. Timely and adequate systematic review 
for declassification guidelines and agency assistance are critical for 
strengthening the Archivist's ability to keep pace with the massive build-up 
of classified material.

1. Strengthening the Archivist's capacity to improve the 
effectiveness of the systematic review for declassification program. 
(Section 3.3.)

Rationale: Under E.O. 12356, agencies may or may not elect to review 
for declassification permanently valuable records that they have originated 
and which remain in their custody. Because of the voluntary character of the 
Order, the systematic review program of many agencies has lost its 
momentum and, in some cases, has come to a stop. Agencies' systematic 
review activity remains critical to the program's success. To reverse the 
dechne, the need exists for a mechanism that requires agencies to conduct 
active systematic review of permanently valuable records that have not been 
accessioned into the National Archives.

2. Establishing mechanisms to enhance internal systematic review 
for declassification programs. (Section 3.3.)



COMMITTEE ON DECLASSIFICATION (CONT’D)
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Rationale: Downgrading and or declassifying accessioned records as 
they become 30 and 50 years old would relieve significant costs and 
administrative burdens shouldered by the National Archives. Additionally, 
these actions would help to dispel the public's perception that the 
Government keeps information classified too long.

Rationale: Notification would allow the National Archives to manage its 
classified holdings better by ensuring that any information that has been 
declassified and released through the mandatory review process would be 
available to future requesters. This requirement would also enhance the 
credibility of the classification system in the eyes of the public.

3. Requiring the automatic downgrading of Top Secret information 
accessioned into the National Archives when it becomes 30 years old 
and the automatic declassification of accessioned classified 
information when it becomes 50 years old, except as specifically 
exempted by the agency head. (Section 3.3.)

4. Requiring the originating agency to notify the National Archives 
of determinations made in processing mandatory declassification 
review requests or appeals for accessioned classified records. 
(Section 3.4.)



COMMITTEE ON OVERSIGHT
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PROPOSALS TO BE CONSIDERED
BY THE

PRD 29 TASK FORCE

3. Requiring annual formal reviews of each special access program 
to ensure compliance with the Order and its Directives and 
requiring documentation be maintained of each program's creation 
and continued need. (No comparable section.)

Rationale: The ability of the Director of ISOO to implement this 
provision has been significantly impaired by the non-delegable requirement. 
Demands on the Director's time, together with the large number of special 
access programs, make one person monitorship an impossibility. The 
delegation of this authority to the ISOO analysts would include meeting any 
special agency clearance requirements.

Rationale: Due to the reality and perception of the lack of adherence to 
the "need-to-know" principle, special access programs have proliferated 
without guarantees of commensurate internal oversight. Annual internal 
oversight and periodic confirmation of each program's continued need would: 
(i) help to eliminate unnecessary special access programs; (ii) improve 
management and oversight of special access programs; (iii) monitor their 
creation and continuation, and (iv) create greater observance of the "need-to- 
know" principle.

2. Revitalizing the need-to-know principle by providing effective 
internal oversight over special access programs. (Section 4.2.)

1. Providing for enhanced external oversight of agencies' special 
access programs. (Section 4.2.)

Rationale: Due to several factors, including a perceived lack of 
adherence to the "need-to-know" principle, special access programs have 
proliferated, sometimes without guarantees of internal oversight. There 
needs to be a requirement that agency heads ensure effective internal 
oversight of such programs including biennial confirmation of their continued 
need.



COMMITTEE ON OVERSIGHT (CONT'D)
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4. Increasing the accountability of personnel significantly involved 
in managing classified information by identifying the management 
of classified information as a critical element in their performance 
plans. (Section 5.3.)

Rationale: Currently, most personnel that are active in information 
security areas are not held accountable for their responsibility to manage 
classified information. Much of the ineffectiveness of the current 
classification system can be attributed to agency personnel and senior 
management who are not fulfilling their responsibilities in these areas. We 
can increase the accountability of personnel by improving the quality of the 
training they receive and by appraising adherence to policies and procedures 
in performance contracts.



COMMITTEE ON ACCESS AND DISSEMINATION
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PROPOSALS TO BE CONSIDERED
BY THE

PRD 29 TASK FORCE

Rationale: Requiring the "Classified by" line for all types of classified 
documents, no matter what medium is used to hold the information, would 
facilitate the speedy identification of the authority or source of classification.

Rationale: Such a provision would implement the requirement 
established in President Reagan's National Security Decision Directive 84 
that states: "All persons with authorized access to classified information 
shall be required to sign a nondisclosure agreement as a condition of access."

2. Strengthening Government control over classified information by 
emphasizing that classified information is not personal property. 
(Section 4.1.)

Rationale: Special problems arise when employees treat classified 
information as personal property. As a result, some employees have removed 
classified information from official premises without proper authority. The 
Order must state explicitly and unambiguously that classified information 
must remain under the control of the Government, thus emphasizing that 
private individuals cannot govern access to classified information.

3. Requiring that the record or file copy of an electronically 
transmitted classified message contain a properly completed 
"Classified by" line. (Section 1.5.)

1. Incorporating the signing of the Standard Form 312 or an 
approved alternative nondisclosure agreement as a condition of 
access. (Section 4.1.)



COMMITTEE ON ACCESS AND DISSEMINATION (CONT'D)
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5. Revitalizing the need-to-know principle by requiring controls 
over the distribution of classified information distributed on an 
automatic or recurring basis. (No comparable section.)

6. Listing requirements to bfc met by historical researchers and 
former Presidential appointees in order to gain access to classified 
information. (Section 4.3.)

Rationale: Widespread distribution of classified information on an 
automatic or recurring basis without verifying the "need-to-know" is 
prevalent throughout the executive branch. Establishing controls over the 
automatic distribution of classified information would help to save costs in 
reproduction and distribution and reduce the number of unauthorized 
disclosures.

4. Strengthening control over classified information by encouraging 
agencies to place additional restrictions upon the reproduction of 
Secret and Confidential information. (Section 4.1.)

Rationale: Too much classified information is reproduced without 
control. ISOO Directive No. 1 restricts the reproduction of Top Secret 
material but requires no controls on the reproduction of other classified 
material unless the originator specifically requires it. Encouraging 
restrictions upon the reproduction of Secret and Confidential would 
reduce: (i) the proliferation of classified material, (ii) the likelihood of 
unauthorized disclosures, and (iii) the costs associated with the reproduction 
of classified information. It would also increase accountability for classified 
information.

Rationale: E.O. 12356 and its implementing directives are not specific 
concerning the requirements for access to classified information by historical 
researchers and former Presidential appointees. Specifying these 
requirements would fill an existing gap.



COMMITTEE ON SAFEGUARDS
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PROPOSAL TO BE CONSIDERED
BY THE

PRD 29 TASK FORCE

Rationale: The Computer Security Act and several executive branch 
directives address the requirement to protect electronically stored and 
transmitted data. The Order must be revised to conform with these 
authorities.

Strengthening requirements for the protection of classified 
information in automated information systems. (Section 4.1.)
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PROPOSAL TO BE CONSIDERED
BY ALL COMMITTEES OF THE

PRD 29 TASK FORCE

Defining new terms and providing precise definitions for terms that 
currently appear in E.O. 12356 or its implementing directives but 
which have not been clearly defined. (Section 6.1.)

Rationale: Precise definitions for terms that are integral elements of the 
classification system are needed. A general understanding exists, for 
example, about the meaning of terms such as "security violation" and 
"security infraction," but neither the Order nor the ISOO Directive provide 
clear definitions for these and other terms. Likewise, the need exists for 
providing clear definitions when new terms are introduced.
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COMMITTEE INPUT FORMAT

COMMITTEE: State name of Committee providing input.

QUESTION TO BE ANSWERED: State the question.

RECOMMENDED LANGUAGE: Proposed language to the Executive 
Order, both clean copy and legislative style format.

RATIONALE: Provide advantages and disadvantages to recommended 
language.
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*1.

April 26, 1993

PRESIDENTIAL REVIEW DIRECTIVE

SUBJECT: National Security Information

BACKGROUND

OBJECTIVE

- What steps can be taken to avoid excessive classification?

- What steps can be taken to declassify information as quickly as possible?

- In the post Cold War era, what types of information continue to require 
protection through classification in the interest of our national security?

- What steps can be taken to control unnecessary distribution and 
reproduction of classified information?

- What steps can be taken to declassify or otherwise dispose of the large 
amounts of classified information that currently exist in Government 
archives and other repositories?

- What steps can be taken to reduce the number of, and to provide adequate 
oversight and control over, special access programs?

The following sets forth the questions that should be addressed during this review. 
The resulting answers should serve as the basis for the drafting of the new 
proposed executive order which will be submitted upon completion of the review.

The objective of this tasking is to review E.O. 12356 and other directives relating to 
protection of national security information with a view toward drafting a new 
executive order that reflects the need to classify and safeguard national security 
information in the post Cold War period.

QUESTIONS

With the end of the Cold War, we should re-evaluate our security classification and 
safeguarding systems, as articulated in E.O. 12356, to ensure that they are in line 
with the reality of the current, rather than the past, threat potential.
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— What steps can be taken to enforce the "need-to-know" principle?

IMPLEMENTATION

IS£>

— What steps can be taken to increase individual accountability for the 
operation of the classification system?

This review should be conducted under the chairmanship of the Director of the 
Information Security Oversight Office (ISOO) in coordination with the National 
Advisory Group for Security Countermeasures. Representatives of the agencies 
which comprise the NAG/SCM shall be included in the task force. It is further 
directed that this review be coordinated with the joint DCI-Secretary of Defense 
Security Commission.

The Chairman of the task force shall report to me through the NSC staff, Office of 
Intelligence Programs. The review should be completed no later than November 30, 
1993, at which time a draft executive order superseding E.O. 12356 should be 
submitted for formal coordination.
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THE WHITE HOUSE

WASHINGTON

April 26, 1993 i
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Esq.• >

Dear Messrs, Schmidt & Adler:

thank you for keeping me informed of your

r
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the creation of a more informed and 
appreciate being informed in this

4

Al Gore

Thank you for sending me a copy of your proposal concerning 
r aa t i nn nr a 4 n FJ ~ j __a_ _ 2 __ _ *__ «»
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THE VICE PRESIDENT

WASH INGTON

May 7, 1993

Ss

y 

J

participatory democracy.
way.

I am impressed with this detailed and very professional 
presentation. The information you provided certainly appears to 
contain ideas that merit careful attention. I will retain this 
materia! for future consideration as the President and I work on 
related policies and programs.

Once again, thank you for keeping me informed of your 
efforts and for bringing this proposal to my attention.

Sincere

★ ★

Richard M. Schmidt, Jr 
Allan R. Adler, Esq.
Cohn & Marks
1333 New Hampshire Avenue NW, Suite 600 
Washington, D.C. 20036
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5. ISOO provides first draft of executive 
order to Task Force, DCI/DOD Security 
Commission and NAG/SCM.

4. ISOO reviews Inputs from 
Committees and prepares a draft 
executive order for Task Force.

8. ISOO collates comments.

9. ISOO distributes collated comments 
to Task Force to prepare for Sep 30 
meeting.
10. Task Force meets to discuss
unresolved Issues.

13. ISOO distributes third draft of 
executive order to Task Force member 
agencies In preparation for Task Force 
meeting.

14. Final Task Force meeting.
15. ISOO submits proposed executive 
order to NSC. (Copies provided to Task 
Force agencies, DCI/DOD Security 
Commission and NAG/SCM.)

6. Task Force reviews first draft of 
executive order.

7. Written comments on first draft of 
executive order due to ISOO.

11. ISOO distributes second draft of 
executive order to Task Force, DCI/DOD 
Security Commission and NAG/SCM.

12. Written comments on second draft 
due to ISOO.

1. Committee Survey Phase - Committees 
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other steps necessary to prepare 
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2. Committee Analysis and Production 
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or otherwise dispose of the large 
-----------Jy exist in Government

with the reahty of the current, rather than the peat, threat potential

I

The r 5etS &rf‘?he westione that ahould be addresaed during thia review
Ole resulting answers should serve as the basis for the drafting of the nZ^ 
proposed executive order which will be submitted upon comple&n of the review
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-- W^hat steps can be taken to declassify c. 
amounts of classified information that cJrrentlT 
archives and other repositories’

- What steps can be tahen to reduce the number

Of this tasking is to review E.O.

-with a view toward drafting a new '
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" oat eteps can be taken to enforce the ’need-to-kncW principle? 

What steps can be taken to increase individual acco
operation of the classification system?

IMPLEMENTATrON

'ht,ul“e under the chaimanehip of the Director of the
°ffice <IS00) “ coordwatioa with the Natiotial 

Adracry Group for Security Couateroieasuroe. Beprewntativee of the aeeuaee 
NAQS® indtrdod^flte taekfbroe W.b E

C00ldinated Wi‘h i“t DCMeoretary of Defeo.e

Sthh^^Sff u^foree.eball report to me through the NSC staff, Office of 

j ”new 8h‘™I‘i be no later than November 30
S,-® *”* “^'tive ordeT supersedmg E.0.12356 ehould be
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like to send to the White House by the end of this week.

have any impact.

contact people:

122 Maryland Ave,
on, D. C. 2000 
(202) 675-2327 
02) 546-1440

on, D. C.
(202) 797-

202 387-
Mav 25, 1993

rge
the 

d
Because the

every organization interested in the review process established by 
President's directive to add its name to the letter, which we woul 
like to send to the White House by the end of this week. E____ __ 
interagency review process is moving very quickly, we believe it is 
important to send the letter as soon as possible if our views are to

CLASSI FI CATION SYSTEM REFORM UPDATE
AND REQUEST FOR SIGNATURES ON LETTER TO PRESIDENT CLINTON

If you wish to add your organization's name to the letter, please . --------------------------------------------------------- -------------- June 3.
e review

public 
I 10.

contact one of the persons listed below by Thursday noon.
Please also call if you have any other questions about th_ ------ 
group or are interested in information about speaking at the p 
hearings scheduled by the interagency committees on June 9 and

Kate Martin, Director
ACLU
Center for Nat' 1 Security Studies
122 Maryland Ave. , NE
Washington, D. C. 20002
Phone: (202) 675-2327
Fax: (202) 546-1440

The review process initiated by President Clinton's recent
Presidential Review Directive, which establishes an interagency task 
force to propose changes to the security information classification 
system, is now underway.

Sheryl L. Walter,
General Counsel
National Security Archive
175 5 Massachusetts Ave. NW 
Washington, D. C. 2C036 
Phone: (202) 797-0882
Fax: 202 387-6315

government policies and procedures
 _   towards overclassification and

government secrecy. The working group has draf’
the President congratulating him for initiating

review group to approach the problem in a way that 
 _   excessive secrecy of the past and instead ensure the 

greatest degree possible of public access to government information. 
The letter further raises grave concerns that the process as currently

A working group of public interest organizations and interested 
individuals has been engaged for some time in compiling
recommendations for changes to the government policies and procedures 
that have contributed to the trend towards overclassification and 
excessive government secrecy. The working group has drafted a formal 
letter to the President congratulating him for initiating this review. 
However, the letter also expresses concerns about the lack of a 
mandate for the review group to approach the problem in a way that 
will reverse the excessive secrecy of the past and instead ensure the

‘ ’ to government information.

configured does not incorporate public input on an ongoing basis.

A copy of the letter to the President follows this memo We urge
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Dear Mr. President:

We are a broad coalition of scholars, historians, journalists, 
environmentalists, and civil liberties groups who work to ^reserve the

you for considering our views. we would be happy to meet 
taff members working on this at their earliest convenience.

National security ArchiveAmerican Civil Liberties Union

[ additional signators]
# 4 #

/ /

K»

Thank
with your s

supported the present secrecy system for the last 12 years. We are 
especially worried that the Information Security oversight Office will

prepared for the Bush Administration. We urg
formal process for ongoing public comment and

simply recycle with cosmetic changes the draft executive order it had -----E-i.j a.!.- » _._2 We urge the creation of a 
  _..j review and active

involvement by senior agency officials throughout the process.

going basis throughout the review process. We are also skeptical 
the task force as presently constituted will perform a critical

* ■ ■ t system and come up with innovative solutions
blems. Of particular concern to us is that

President Bill Clinton
The White House
Washington, D. C.

will effect real change: the principle that, oecause_a vital
democracy requires an informed electorate, the classirication system 
must be designed to further the public's right to know to the greatest 
extent possible. In James Madison's words: A popular government
without popular information or the means of acqurieing it, is but a 

j a Uzcc cr J tragedy or perhaps both. “ We t”-— 
the task force to adopt Madison's wisdom as its guiding 
de While we recognize that national security interest

prologue to a farce or a tragedy or perhaps both.- We urge you to 
direct the task force to adopt Madison's wisdom as its guiding 
principle While we recognize that national security interests 
require that some government information be kept secret, the task 
force should be directed to ensure that the greatest amount of 
information be disclosed at the earliest possible time. This approach 
will help restore constitutional principles that were seriously eroded 
in the past in the name of fighting the Cold War.

At the same time, we are concerned that the Directive omits 
mention of the core premise that must guide any review process that

Further, we are greatly concerned about the procedures
established to perform this review. We are dismayed that there are 
insufficient provisionsfor substantive public comment and review^pn
th tn' 
appraisal "'of’"the""present* sys tern’1 and’’come*up~with*ihhovative solutions 
to these very serious problems. Of particular concern to us is that 
the review process is not staffed by new appointees with fresh 
perspectives, but rather directed by those who have implemented and

public's right to know and have long sought fundamental reform of the 
government's classification system to ensure that right. We applaud 
your initiation of the long-overdue and much needed review of 
government secrecy policy through issuance of your April 26 Presiden­
tial Review Directive on National Security information. The Direc­
tive is an essential step towards major reform of the national 
security secrecy system in light of the end of the cold War.
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noon.

and to provide adequate oversight and 
control over, special access programs?

oversight of the classification program 
generally?

to the following question: What steps
•i1

i

■

4

' i

Committee on Safeguards: This 
Committee is responsible for responding 
to the following questions: In what way 
should the executive order address

Committee on Access and
Dissemination: 1:30-3 p.m.

Times are subject to change 
depending on expressed interest. Parties 
with appointments will be notified of 
any changes as soon as possible. 

Appointments

Oral presentations will be scheduled 
by appointment. To reserve an 
appointment time, please contact June 
Brown or Dorothy Cephas of ISOO, at 
(202) 634-6150. Presenters are 
requested to keep their prepared 
statements as concise as possible, and to 
provide specific written proposals for 
changes to particular provisions of E.O. 
12356. The presentations will be open

Washington, DC. Please enterat middle 
entrance on Constitution Avenue. 

Times

June 9. 1993:
Committee on Classification

Standards: 9-10:30 a.m.
Committee on Excessive

Classification: 10:30 a.m.-noon.
Committee on Oversight: 1:30-3 p.m.
Committee on Safeguards: 3-4:30 p.m. 

June 10, 1993:
Committee on Duration of

Classification: 9-10:30 a.m.
Committee on Declassification: 10:30-

to the National Security Council no later
than November 30,1993, a security
classification system to replace E.O.
12356. The Task Force has been divided
into seven Committees to gather input,
consider proposals, and recommend 
changes to be incorporated into the draft information systems security? What

_J__ «•_.! requirements, restrictions, and other
safeguards should be specifically
addressed in the executive order taking
into account (i) damage from
unauthorized disclosures; (n) existing or to public.
anticipated threats; and (iii) the short-
and long-term costs of the requirements. Written Proposals
restrictions, or other safeguards? , The Task Force will accept

consider written proposals for changes
to E.O. 12356. Written proposals should 
be submitted as early as possible for
adequate dissemination and
consideration, but no later than July 14,
1993. Please address such proposals to
the information Security Oversight
Office, 750 17th Street, NW., suite 530,
Washington, DC 20006, Attention: PRD
Task Force.
Steven Garfinkel,
Director, Information Security Oversight 
Office.

Hearing: Changes to the Security
Classification System

Take notice that on June 9 and 10,
1993, an interagency Task Force chaired
by the Information Security Oversight
Office (ISOO) will convene to hear oral
presentations by interested parties on
proposals to change the system under
which information is classified,
safeguarded, and declassified in the
interest of national security. That
system is currently embodied in
Executive Order 12356, entitled
"National Security Information,” 47 FR
27836, April 6, 1982.

Background

By Presidential Review Directive, an  
interagency Task Force chaired by ISOO operation of the classification system?

INFORMATION SECURITY OVERSIGHT can be taken to declassify or otherwise 
dispose of the large amounts of 
classified information that currently 
exist in Government archives or other 
repositories?

Committee on Access and
Dissemination: This Committee is 
responsible for responding to the 
following questions: What steps can be 
taken to control unnecessary 
distribution and reproduction of 
classified information? What steps can 
be taken to enforce the "need-to-know” 
principle?

Committee on Oversight: This
Committee is responsible for responding 
to the following questions: What steps 
can be taken to reduce the number of.

ft

f

l

I

order. These Committees are as follows:
Committee on Classification

Standards: This Committee is
responsible for responding to the
following questions: In the post Cold
War era, what types of information
continue to require protection through
classification in the interest of our
national security? Do we need three
levels of classification?

Committee on Excessive
Classification: This Committee is
responsible for responding to the
following question: What steps can be
taken to avoid excessive classification?

Committee on Duration of
Classification: This Committee is
responsible for responding to the
following question: What steps can be
taken to declassify information as
quickly as possible?

Committee on Declassification: This
Committee is responsible for responding Building, Constitution Avenue, between 1FR Doc. 93-11942 Filed 5-19-93; 8:45 am)

> 9th and 10th Streets, Northwest, biluno code mzo-af-m

Purpose

To help assure that all organizations 
and individuals that have an interest in 
the security classification system have 
an opportunity to present their views 
and proposals, the Task Force
Committees will convene to receive oral 
presentations, statements and 
testimony.

Location
The Great Hall, First Floor,

Department of Justice Headquarters

i-

What steps can be taken to increase 
individual accountability for the

is responsible for drafting and proposing What stepS can be taken to improve



*

Im

29480 Federal Register / Vol. 58, No. 96 / Thursday, May 20, 1993 / Notices

Committee on Oversight: This
Committee is responsible for responding

is responsible for drafting and proposing What steps can be taken to improve

r

following questions: In the post Cold 
War era, what types of information

to the following question: What steps

1
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I
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order. These Committees are as follows:
Committee on Classification 

Standards: This Committee is 
responsible for responding to the

t

i
i

Washington, DC. Please enterat middle 
entrance on Constitution Avenue. 

Times

June 9. 1993:
Committee on Classification

Standards: 9-10:30 a.m.
Committee on Excessive

Classification: 10:30 a.m.-noon.
Committee on Oversight: 1:30-3 p.m.
Committee on Safeguards: 3-4:30 p.m. 

June 10,1993:
Committee on Duration of

Classification: 9-10:30 a.m.
Committee on Declassification: 10:30- 

noon.
Committee on Access and

Dissemination: 1:30-3 p.m.
Times are subject to change 

depending on expressed interest. Parties 
with appointments will be notified of 
any changes as soon as possible. 

Appointments

Oral presentations will be scheduled 
by appointment. To reserve an

than November 30,1993, a security 
classification system to replace E.O.
12356. The Task Force has been divided 
into seven Committees to gather input, 
consider proposals, and recommend 
changesjo bejncorporated into the draft information systems security? What

[uirements, restrictions, and other

generally?
Committee on Safeguards: This

to the following questions: What steps 
can be taken to reduce the number of, 
and to provide adequate oversight and 
control over, special access programs? 
What steps can be taken to increase 
individual accountability for the

to the following questions: In what way 
should the executive order address

Committee on Declassification: This
Committee is responsible for responding Building, Constitution Avenue, between (PR Doc. 93-11942 Filed 5-19-93; 8:45 am] 

> 9th and 10th Streets, Northwest, biluno coot

1

INFORMATION SECURITY OVERSIGHT can be taken to declassify or otherwise 
OFFICE dispose of the large amounts of

classified information that currently 
exist in Government archives or other 
repositories?

Committee on Access and
Dissemination: This Committee is 
responsible for responding to the 
following questions: What steps can be 
taken to control unnecessary
distribution and reproduction of 
classified information? What steps can 
be taken to enforce the "need-to-know" 
principle?

requirements, restrictions, and other 
safeguards should be specifically
addressed in the executive order taking
into account (i) damage from

. . 1 ». 1 « 140 Ml uoumuu UUO WH1 UV UUO1I

unauthorized disclosures; (n) existing or to DUblic
anticipated threats; and (iii) the short- p
and long-term costs of the requirements, Written Proposals
restrictions, or other safeguards? , The Task Force will accept and

consider written proposals for changes 
to E.O. 12356. Written proposals should 
be submitted as early as possible for 
adequate dissemination and
consideration, but no later than July 14, 
1993. Please address such proposals to 
the Information Security Oversight
Office, 750 17th Street. NW., suite 530,
Washington, DC 20006, Attention: PRD 
Task Force.
Steven Garfinkel,
Director, Information Security Oversight
Office.

continue to require protection through 
classification in the interest of our 
national security? Do we need three 
levels of classification?

Committee on Excessive
Classification: This Committee is 
responsible for responding to the 
following question: What steps can be 
taken to avoid excessive classification?

Committee on Duration of
Classification: This Committee is 
responsible for responding to the 
following question: What steps can be 
taken to declassify information as 
quickly as possible?

I

I

Purpose

To help assure that all organizations 
and individuals that have an interest in 
the security classification system have 
an opportunity to present their views 
and proposals, the Task Force
Committees will convene to receive oral 
presentations, statements and 
testimony.
Location

The Great Hall, First Floor, 
Department of Justice Headquarters

Hearing: Changes to the Security
Classification System

Take notice that on June 9 and 10,
1993, an interagency Task Force chaired
by the Information Security Oversight
Office (ISOO) will convene to hear oral
presentations by interested parties on
proposals to change the system under
which information is classified,
safeguarded, and declassified in the
interest of national security. That
system is currently embodied in
Executive Order 12356, entitled
"National Security Information,” 47 FR
27836, April 6, 1982.

Background

By Presidential Review Directive, an 
interagency Task Force chaired by ISOO operation oFthe classification system? 
is responsible for drafting and proposing What steps can be taken to improve 
to the National Security Council no later oversight of the classification program

!!si

appointment time, please contact June 
'''* - ... Brown or Dorothy Cephas of ISOO, at

(202) 634-6150. Presenters are
requested to keep their prepared 
statements as concise as possible, and to 
provide specific written proposals for 
changes to particular provisions of E.O. 
12356. The presentations will be open
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S.3H

IN THE SENATE OF THE UNITED STATES

A BILL

1.SECTION

1993".

2.SECTION

of the United States; or

Mr. Bumpers introduced the following bill; which was read twice and 

referred to the Committee on 

103d CONGRESS
1st Session

(i) all parties to the conmunication have given prior 

consent to such interception, unless such communication

is intercepted for the purpose of committing any criminal 

or tortious act in violation of the Constitution or laws 

"2(d) It shall not be unlawful under this chapter for a 

person not acting under color of law to intercept a wire 

or oral communication whore

CONSENT TO INTERCEPTION OF AN ORAL, 
WIRE OR ELECTRONIC COMMUNICATION

Subsection 2(d) of Sec. 2511 of Title 18 United

States Code is amended to read as follows:

To amend Section 2511 of Title 18, United States Code, to 
make lawful the interception of an oral, wire, or electronic 
communication that is made with the consent of all parties to the 

communication.

Be it enacted by the Senate and House of Representatives 
of the United States of America in Congress assembled,

SHORT TITLE
This Act may be cited as "The Telephone Privacy Act of

J..
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course of the employees' duties.

If:: uc
. .k k. j.

ii) such person is an employer, or the officer or agent 

of an employer, engaged in lawful electronic

monitoring of its employees' communications made in the

I
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Committee on Oversight: This
Committee is responsible for responding

to the following question: What steps

Hearing: Changes to the Security 
Classification System

Take notice that on June 9 and 10, 
1993, an interagency Task Force chaired 
by the Information Security Oversight 
Office (ISOO) will convene to hear oral 
presentations by interested parties on 
proposals to change the system under 
which information is classified, 
safeguarded, and declassified in the 
interest of national security. That 
system is currently embodied in 
Executive Order 12356, entitled 
"National Security Information.” 47 FR 
27836, April 6, 1982.

Background

By Presidential Review Directive, an
interagency Task Force chaired by ISOO operation of the classification system? 
is responsible for drafting and proposing what steps can be taken to improve 
to the National Security Council no later oversight of the classification program

consider written proposals for changes 
to E.O. 12356. Written proposals should 
be submitted as early as possible for > 
adequate dissemination and 
consideration, but no later than July 14,
1993. Please address such proposals to 
the Information Security Oversight 
Office. 750 17th Street. NW., suite 530, 
Washington, DC 20006. Attention: PRD
Task Force.
Steven Garfinkel.
Director. Information Security Oversight 
Office.

generally?
Committee on Safeguards: This

Committee is responsible for responding 
to the following questions: In what way 
should the executive order address

Washington, DC.‘Please enter at middle 
entrance on Constitution Avenue. 

Times

June 9, 1993:
Committee on Classification

Standards: 9-10:30 a.m.
Committee on Excessive

Classification: 10:30 a.m.-noon.
Committee on Oversight: 1:30-3 p.m.
Committee on Safeguards: 3-4:30 p.m. 

June 10,1993:
Committee on Duration of

Classification: 9-10:30 a m.
Committee on Declassification: 10:30- 

noon.
Committee on Access and

Dissemination: 1:30-3 p.m.
Times are subject to change 

depending on expressed interest. Parties 
with appointments will be notified of 
any changes as soon as possible. 

Appointments

Oral presentations will be scheduled 
by appointment To reserve an 
appointment time, please contact June 
Brown or Dorothy Cephas of ISOO, at 
(202) 634-6150. Presenters are 
requested to keep their prepared 
statements as concise as possible, and to 
provide specific written proposals for 
changes to particular provisions of E.O. 
12356. The presentations will be open

than November 30,1993, a security 
classification system to replace E.O. 
12356. The Task Force has been divided 
into seven Committees to gather input.

to the following questions: What steps 
can be taken to reduce the number of, 
and to provide adequate oversight and 
control over, special access programs? 
What steps can be taken to increase 
individual accountability for the

consider proposals, and recommend  
changes to be incorporated into the draft information systems security? What

requirements, restrictions, and other
safeguards should be specifically
addressed in the executive order taking 
into account (i) damage from
unauthorized disclosures; (ii) existing or
anticipated threats; and (iii) the short- P
and long-term costs of the requirements. Written Proposals
restrictions, or other safeguards? The Task Force will accept and
Purpose

To help assure that all organizations
and individuals that have an interest in
the security classification system have
an opportunity to present their views
and proposals, the Task Force 
Committees will convene to receive oral
presentations, statements and
testimony.
Location

The Great Hall, First Floor,
Department of Justice Headquarters

INFORMATION SECURITY OVERSIGHT can be taken to declassify or otherwise 
OFFICE dispose of the large amounts of

classified information that currently 
exist in Government archives or other 
repositories?

Committee on Access and
Dissemination: This Committee is 
responsible for responding to the 
following questions: What steps can be 
taken to control unnecessary
distribution and reproduction of 
classified information? What steps can 
be taken to enforce the "need-to-know” 
principle?

order. These Committees are as follows:
Committee on Classification

Standards: This Committee is
responsible for responding to the
following questions: In the post Cold
War era, what types of information
continue to require protection through
classification in the interest of our
national security? Do we need three
levels of classification?

Committee on Excessive
Classification: This Committee is
responsible for responding to the
following question: What steps can be
taken to avoid excessive classification?

Committee on Duration of
Classification: This Committee is
responsible for responding to the
following question: What steps can be
taken to declassify information as
quickly as possible?

Committee on Declassification; This 
Committee is responsible for responding Building, Constitution Avenue, between 1FR Doc. 93-11942 Filed 5-19-93; 8:45 ami

; 9th and 10th Streets, Northwest, buximg coot mio-af-m
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Memorandum

Members of the CouncilTo:

Phyllis Jones, Secretary to the CounciFrom:

March 12, 1993Date:

Referral of Proposed LegislationSubject:

TITLE:

INTRODUCED BY: Chairman Wilson

cc:

3

The Chairman is referring this proposed legislation to the Conmittee 
on the Judiciary.

Notice is given that the attached proposed legislation has been 
introduced in the Office of the Secretary on March 11, 1993. 
Copies are available in Room 28, Legislative Services Division.

General Counsel
Legislative Services Division

Protection of Private Communications Amendment Act 
of 1993, Bill 10-180

COUNCIL OF THE DISTRICT OF COLUMBIA 
1350 Pennsytvania Avenue, N.W. 

Washington, D.C. 20004



»
•s

cdcO5/BWIRE 01

'93 P5

V.

A BILL 04

05

IN THE COUNCIL OF THE DISTRICT OF COLUMBIA 06

07

15

Amendment Act of 1993”. 16

Sec. 2. Title 23 of the District of Columbia Code is amended as 17

follows: 18

19

20

21

1

08
09

Chairman John A. Wilson introduced the following bill, which was referred 
to the Committee on

02
03

10
11
12
13

(a) Section 23-542(b)(3) is amended by striking the phrase "such 

person is a party to the communication, or where one of the parties to 

the communication has given prior consent to such interception" and

BE IT ENACTED BY THE COUNCIL OF THE DISTRICT OF COLUMBIA, 14

That this act may be cited as the "Protection of Private Communications

•-r
L' . -

nan Johk'A. Wilson

To amend Title 23 of the District of Columbia Code to eliminate the 1-party 
consent exception to the prohibition on eavesdropping in a non-law 
enforcement case, and to allow a civil action against a person who 
eavesdrops Illegally.



I

inserting the phrase "each party to the communication has given prior 01

consent to such interception;" in its place. 02

(b) Section 23-554(a) is amended to read as follows: 03

"(a) Any person whose wire, oral, or electronic communication is 04

intercepted, disclosed, or used in violation of this subchapter shall: 05

"(1) Have a civil cause of action against any person who 06

intercepts, discloses, or uses, or procures any other person to intercept, 07

disclose, or use, such communications in violation of this subchapter; and 08

"(2) Be entitled to recover from any such person: 09

"(A) Actual damages; 10

"(B) Punitive damages; and 11

"(C) Reasonable attorney's fees and other litigation costs 12

reasonably incurred.". 13

This act shall take effect after a 60-day period ofSec. 3. 14

Congressional review following approval by the Mayor (or in the event of 15

veto by the Mayor, action by the Council of the District of Columbia to 16

override the veto) as provided in section 602(c)(2) of the District of 17

Columbia Self-Government and Governmental Reorganization Act, approved 18

December 24, 1973 (87 Stat. 813; D.C. Code § l-233(c)(2)), and 19

publication in either the District of Columbia Register, the District of 20

Columbia Statutes-at-Large, or the District of Columbia Municipal 21

Regulations. 22

2

4



§ 23-542

wire-

i ™ piuvisiuns oi me District ot Colum­
bia Code. Davis v. United States. App. D.C.,

§ 23-542. Interception, disclosure, and use of wire or oral

or service quality control checks;

I

if
•1
• >

who in the District of Columbia —
(1) willfully intercepts, endeavors to intercept 

son t* L----- 1

tion of the rights or property of the carrier of such communication, or to 
provide information, facilities, or technical assistance to an investigative or 
law enforcement officer who, under this subchapter, is authorized to inter­
cept a wire or oral communication, but no communication common earner

"X Ser?Ce 0bse7ng °r random monitoring except for mechanical 
or service quality control checks;
JS a PtrS°n aCtu ■g Under C010r Of law to intercePt a wire or commum-
thp n»’rtWhete PerS°n IS 3 Party t0 the communication, or where one of 
the parties to the communication has given prior consent to such intercep-

knowing or having reason to know that the information was obtained 
though the interception of a wire or oral communication; or

(o) willfully uses or endeavors to use f

I-

i
I

Pen registers not within scope of wire­
tapping law. — Pen registers, which record 
outgoing numbers called on a particular tele­
phone line, are not prohibited or regulated by

from that has become common knowledge or public information 
(b) It shall not be unlawful under this section for —

tion* or K P consent to such intercep-

(3) a person not acting under color of law to intercept a wire or oral 
wZ^n103 f°tnh WHeJe J36''300 iS 3 Party t0 the communication, or 

here one of the parties to the communication has given prior consent to

communications prohibited.

ho’ prov"ied in this Chapter, any person

Criminal Procedure

Judge of United States District Court au­
thorized to issue wiretap orders. — Section
23-547, read together with paragraph (7) of
this section, explicitly authorizes the issuance
of wiretap orders by "a judge of the United *.i_ ----------- -  *'* •'■guianA
States District Court for the District of Colum- *lr^taPnProvlsl°ns of the District of Col
bia.” United States v. Johnson, 696 F.2d 115 „  ” ‘
(D.C. Cir. 1982). 390 A-2d 976 (1978).

to know, that the information was 
wire or oral communication;

was obtained

use the contents of any wire or oral 

obtained through the interception of a
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knowing or having reason to know that the information

(3) willfully uses or endeavors to
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(a) Except as otherwise specifically provided in sub-
tion, any person who in the District of Columbia —

(1) willfully possesses, sells, distributes, manufactures, or assembles an 
intercepting device, the design of which renders it primarily useful for rhp
PU(2)°wilifunvDlirrePtiti0US Interception of a wire or oral communication- or 
cation a"?XPeA“ »fne_WSPaP<ir' handb111'
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fncn - 1970, 84 Stat. 61 7,
1973 Ed., § 23-542.)
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the Government of the United State, 
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bemg monitored by law enforcement officers 
United States v. Sell. App. D.C.. 487 A.2d 225 
11985), revd on other grounds. App. D.C.. 525

or both.
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App. D.C..

Pub. L. 91-358, title II, § 210(a);

Section references. — This section ir —

11) a communication common carrier 
or a person under contract with 
usual course of the

(2) a i
State or a political subduin' ihe^

party consent under subsection (b)(2) United 
States v. Sell. App. D.C., 487 A.2d 225 (1985)
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Burden of showing voluntary consent

or the District of Columbia,

mnna thereof, or the District of Columbia^
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§ 23-543
°f ^f United StateS’ any State’ or the District of Columbia or for the 
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One-party consent must have been given 
voluntarily in order for interception of wire or 
oral communication to be admissible as evi­
dence against nonconsenting partv United 
States v. Sell. App. D C., 487 A.2d 225 11985> 
rev’d on other grounds, App. D.C.. 525 A.2d 
1017 (1987).

Defendant must show improper induce­
ment or coercive threats in order to suppress 
evidence of wiretap conducted pursuant to one-
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§ 23-553. Authorization for disclosure t__2
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§ 23-552. Government appeals.
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In addition to any other right to appeal, the United States or the District of 
Columtaa. as the case may he. shall have the right to appeal from an™der 
fn "™"La "2 ^S“P,PreS! “ade “de5 ^tlo„ 23-551 or from the deniai of 
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granting such motion or denying the application that the appeal is not taken 
for purposes of delay. Appeal shall be taken within thirty days after the date
8^^625 TuW6^ Sh^n n diligently Prosecuted. (July 29, 1970. 84 
Stat. 625, Pub. L. 91-358, title II, § 210(a); 1973 Ed., § 23-552.)
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(c) The contents of any wire or
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Section references. — This section is re­
ferred to in §§ 23-548, 23-549 and 23-556.
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3rd Security Review Is Out of Shadows!
Administration Presses Overhaul of Cold War-Era Secrecy Rules
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R. JAMES WOOLSEY
... committed to curtailing secrecy

*

the new aeronautics 
in order of impor-

guarding sources, documents, fa­
cilities, computer systems, person­
nel, operations and policymaking, as 
well as information exchanges with 
foreign governments.

The review is to be conducted by 
a 10-member committee chaired by

t
*
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“d by NASA’s Lewis 
iter in Cleveland, 
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s Stokes (D-Ohio), 
of the House Appro- 
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ugh-payoff technol- 
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■fficient aircraft en- 
navigation systems 
ways of detecting 

: and other safety 
aging U.S. commer-
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According to official 
estimates, the

ite spending patterns
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House spending patterns
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rational resources,
1 to as “infrastruc- 
s high-performance 
d wind tunnels to 
:st the new technol- 
ic of deterioration in 
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s said, noting that 
in recent times has 
o use European fa- 
have surpassed us,"
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19 million pages of 
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only selected 
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while two represent major defense 
contractors.

The group’s final report, due 
next February, will be unclassified, 
according to CIA spokesman Peter 
Earnest. But the committee charter 
states that all the group’s meetings 
are exempt from a federal law per­
mitting public attendance.

Aftergood said he is concerned 
that the new review “is duplicative 
of existing efforts ... and will di­
lute authority" among the compet­
ing groups, lessening the chance 
that their recommendations will be 
imptemented. The review ordered 
by Clinton, for example, is chaired 
by Steven Garfinkel of the Informa­
tion Security Oversight Office in 
the General Services Administra­
tion. It encompasses not only the 
Defense Department and CIA, but 
the Energy Department and other 
agencies that churn out truckloads 
of official secrets.

The aim of Garfinkel's review, 
according to a copy of Clinton’s or­
der, is to answer such questions as: 
“what steps can be taken to avoid 
excessive classification ... to de­
classify information as quickly as 
possible” and to reduce the number 
of “special access" programs, a cat­
egory of military and intelligence 
endeavors that are considered so 
sensitive their existence is some­
times never acknowledged.

Aftergood is concerned that “in­
stead of streamlining and consoli­
dating, the reviews will produce 
chaos." But CIA spokesman Earnest 
said their recommendations will be 
coordinated, and that the group ap­
pointed yesterday “will serve as an 
outside check” on what the CIA and 
Defense Department are doing in 
conjunction with the government­
wide review.

Some independent experts spec­
ulated that the new group was cre­
ated in part to ensure that the CIA 
and Defense Department will play a 
major role in the secrecy debate, 
possibly fending off excessive rec­
ommendations for openness.

But Earnest said CIA Director R. 
James Woolsey and Defense Sec­
retary Les Aspin are strongly com­
mitted to curtailing excessive se­
crecy. He added, “The proof of the 
pudding is in the tasting. Let’s 
judge it by its results."

|b
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By R. Jeffrey Smith
Wishingtoo Post SUU Wme

Excessive secrecy has suddenly
become a hot topic in the Clinton
administration, which yesterday
announced the start of a third major
review of Cold War-era rules that
govern creation of “classified” in­
formation.

Vice President Gore described
the new review of security prac­
tices and procedures at the Defense
Department and the CIA as an ef­
fort to “get rid of unnecessary bu­
reaucracy, identify significant sav­
ings and improve efficiency" in the
government’s massive effort to
shield information from public or
foreign disclosure.

The review comes on top of a
government-wide review of secrecy
that President Clinton ordered last
month and another review of con­
tractor secrecy being conducted by
the director of the Defense Security
Programs office, a circumstance
that provoked one critic to wonder
if the streamlining effort was simply
enlarging the bureaucracy.

But the number of secrecy re­
views may be related to the mag­
nitude of the problem. According to
official estimates, the government
last year took 6.3 million classifi­
cation actions, creating an esti­
mated 19 million pages of informa­
tion that only selected government
officials can see.

No one has a reliable estimate of
the total number of classified doc- gOVemment IdSt 
uments, but Steven Aftergood of °

the Federation of American Scien­
tists has learned that several still-
classified documents date from be­
fore World War I and he estimated
the total at “hundreds of millions if
not billions.”

Supporting this mountain of re­
stricted information are hundreds
of elaborate secrecy rules and reg­
ulations, involving costs estimated
by the CIA in the billions of dollars.

An internal memorandum outlin- Washington attorney Jeffrey H. 
ing the charter for the new review Smith, a former Senate Armed Ser-
states that “the current security vices Committee staff member who
system is fragmented, complex, and directed the Clinton administra-
costly” and that “a new approach lion’s transition team at the Pen-
. . . is necessary." It said the review tagon. Seven other members of the 
should encompass CIA and Defense panel are former CIA, Defense or 
Department procedures for safe- National Security Agency officials.
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DUTIES.
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OFFICE OF THE DIRECTOR OF CENTRAL INTELLIGENCE 
OFFICE OF THE SECRETARY OF DEFENSE

Mh. 11 '93 05:03PM

3. DUTIES. By 1 February 1994, the Commission shall conduct 
a comprehensive review of the security practices and 
procedures under the authorities of the DCI and the Secretary 
and shall present to the DCI and the Secretary its 
recommendations and implementing actions to improve such 
security practices and procedures. From February 1 to 
June 1, 1994, the Commission shall monitor implementation of 
decisions by the DCI and the Secretary made pursuant to its 
recommendations.

ADMINISTRATIVE PROVISIONS. The Commission will meet at 
the call of the chair. The Commission will be assisted by an 
Executive Secretary and a Deputy Executive Secretary and a 
small staff from within the Department of Defense and the 
intelligence community. The security elements of the

1. establishment. Pursuant to the provisions of the
National Security Act of 1947 and Executive Order 12333, the 
Director of Central Intelligence (the DCI) and the Secretary 
of Defense (the Secretary) hereby approve the establishment 
of the Joint security Commission (the Commission). The 
Commission shall be established by the Director of the 
Central Intelligence Agency and shall be exempt from the 
provisions of the Federal Advisory Committee Act in 
accordance with Section 4(b)(1) of Public Law 92-463.

4. RELATIONSHIP with OTHER ACTIVITIES. The Commission will 
have full access to all security compartments, programs, and 
data it may require from the defense and intelligence 
communities. It will have the full support and cooperation 
of all agencies and components.

MEMBERSHIP AND ORGANIZATION. The Commission will consist 
of nine members including the chairman selected jointly by 
the Secretary and the DCI. Members will serve as part-time 
advisory personnel under section 303 of the National Security 
Act. Members serve at the pleasure of the DCI and the 
Secretary. The chair may establish committees and task 
groups from the membership for the purpose of carrying out 
its mission.
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The Commission shall terminate by June 1,

director of Central intelligence Secretary of Defense

Z-epartment of Defense, the Central Intelligence Agency and 
ether intelligence community organizations will assist the 
Commission in its work. The CIA will provide administrative 
support to the Commission.

MA- 11 '93 05:03PM
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• Among the factors the Commission shall take into 
account are the need for an effective flow of information and 
for compatibility between military and commercial 
technologies; the relationship between threat assessments and 
security programs; the emergence of new systems of 
communications and information; the soundness and cost­
effectiveness of security practices; new security 
countermeasures methods and technologies; and fiscal 
constraints.

• The Commission shall consider various security issues 
such as identification of data, activities and people needing 
special protection in the context of risk management; 
protection of intelligence sources and methods; security for 
Special Access Programs; foreign access to sensitive 
■facilities and information; exchanges and

nh- ii -ya

• In performing the duties assigned by the Director of 
Central Intelligence and the Secretary of Defense, the Joint 
Security Commission shall examine all aspects cf security 
practices and procedures within the Department of Defense and 
the Intelligence Community, including threat analysis, 
classification, information systems, personnel, physical, 
technical, operations, industrial, international and related 
security domains. All compartmented and collateral security 
programs will be included.

One of our government's fundamental challenges today is 
to balance the need for an effective flow of information with 
the need to protect the safety and privacy of people and the 
confidentiality and integrity of valuable information. The 
success of our nation in a world of rapid technological 
change depends more than ever on our unsurpassed ability to 
exploit the open exchange of information. In a period in 
which fiscal resources are scarce and whole new systems of 
communications and information are emerging, we must rethink 
the assumptions behind our security practices to ensure that 
we are taking a sound and cost effective approach.

A new approach to security is necessary. Security 
policies should be reoriented based on reasonable risk 
management rather than near absolute risk avoidance. The 
current security system is fragmented, complex and costly. 
Cur charge is to assure the adequacy of protection, within 
the contours of a security system that is simplified, more 
uniform and more cost effective.

O- '
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• The Commission shall examine requirements for 
physical and technical security of facilities, equipment, and 
information, as well as for protection of personnel and 
infrastructure against terrorist and criminal activity.

• The Commission also shall examine cross-discipline 
management; career paths and inter-agency assignments, 
training; research and development; the practices and 
procedures for providing intelligence, counterintelligence, 
and law enforcement information to policymakers, commanders 
and other users; procedures that link security measures and 
costs to threat assessments and risks of disclosure; and 
related matters.

• The Commission shall examine personnel security 
programs, including investigations, adjudications, and 
appeals; Special Access determinations; use of the polygraph; 
and establishment of common counterintelligence and security 
data bases.

The Commission shall determine that all implementing 
actions are taken promptly by appropriate entities and shall 
regularly advise the DCI and the Secretary on the status of 
all implementing actions.

* The Commission shall examine classification, 
declassification, compartmentation and other controls; 
protection of information assets in documentary and 
electronic form; measures to provide for confidentiality, 
integrity, and availability; the impact of security 
procedures on the timeliness, accessibility and usefulness of 
sensitive information to consumers; and related information 
security matters.

rerationsnips witn other nations and international entities; 
the involvement of policymakers, commanders and other users 
m security policy formulation, execution and resource 
management; and exchange of personnel and information across 
government, industry, and academia.
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Therefore, the President and I look to the Secretary and 
t2ie DCI, with the assistance of the Joint Security 
Commission, for initiatives that will help the intelligence 
and.defense communities contribute more effectively to the 
achievement of national objectives. Because the intelligence 
and defense communities produce the greatest amount of 
classified and sensitive information and incur the largest 
security costs, the Joint Security Commission's work will be 
a valuable gauge by which to look at government-wide security 
programs.

I expect the cooperation of all Department and Agency 
heads with the Joint Security Commission as established by 
the Director of Central Intelligence and the Secretary of 
Defense.

One of our government’s fundamental challenges today is 
to balance the need for an effective flow of information with 
the need to protect the confidentiality, integrity, and 
availability of valuable information, it is vital that the 
intelligence Community's information be made available as 
rapidly and widely as possible, consistent with necessary 
security constraints. The goal of achieving greater 
compatibility between our military and civilian industrial 
sectors through dual-use technologies also requires an 
examination of security policies and procedures. In a period 
cf diminishing resources and the emergence of new systems of 
communications and information management we must rethink the 
assumptions behind security practices to ensure that we are 
taking a cost-effective approach while protecting our 
national interest.

The President and I are pleased to announce the 
establishment of a Joint Security Commission by the Director 
of central Intelligence and the Secretary of Defense. The 
Commission will conduct a comprehensive review of the 
security practices and procedures of the intelligence and 
defense communities and report their findings to Secretary 
Aspin and Director Woolsey. The Commission members are: 
Jeffrey Smith, Chair; Duane Andrews, Robert Burnett, Ann 
Caracristi, Antonia Chayes, Anthony Lapham, Richard Stolz, 
Harry Volz, and General Larry Welch, USAF (Ret.).
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What are the objectives of the Joint Security

f°r An flow of information and for

programs;

QUESTION: what are the anticipated cost savings?

compatibility between military and commercial technologies;

The linkage between threat assessments and security
------------- =»mc; . J

• New security countermeasures methods and technologies;

• Fiscal constraints.

We have not set targets but believe there is the
That’s one purpose of the

A-'.'SWER: T’ '
potential for significant savings.
commission.

QUESTION:
Commission?

ANSWER: The decision grew out of a management review task
commissioned by the Director of Central Intelligence 

-ast October which included representatives from the 
cjPartrnent of Defense. It examined policy, management, and 
s_ructural changes that would make substantial improvements 
in the infrastructure of the Intelligence Community. In the 

udgment of the task force, the greatest deterrents to major 
savings in infrastructure are current security policies and 
practices. The DCI and the Secretary of Defense were 
persuaded by these findings to establish a Joint Security 
Commission to help us rethink the assumptions behind our 
security practices to ensure that we are taking a sound, 
cost-effective approach.

force

ANSWER: The commission will examine all aspects of security
practices and procedures within the Department of Defense and 
^he intelligence Community. Factors the commission will 
consider are: 

• The soundness and cost effectiveness of security 
practices;

The emergence of new communications and information 
systems;

VIC- PRESIDENTIAL STATEMENT ANNOUNCING ESTABLISHMENT 
OF JOINT SECURITY COMMISSION 

QUESTIONS AND ANSWERS

QUESTION: what was the impetus for establishing the Joint 
Security Commission?
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Why is this effort focused on the Department of

When will the Joint Security Commission complete

By February 1, 1994, the Commission will present to

The Administration has begun a separate.

Will the Joint Security Commission report be

QUESTION: Who are the members of the Commission?

QUESTION: 
classified?

QUESTION:
its work?

QUESTION: I
Defense and the Intelligence Community?

Jeffery Smith 
Duane Andrews
J.R. Burnett 

Ann Caracrisci 
Antonia Chayes 
Anthony Lapham 
Richard Stolz

Harry Volz
General Larry Welch, USAF (Retired)

However, we

ANSWER: By February 1, 1994, the Commission will present to
the Secretary of Defense and the DCI its recommendations and 
implementing actions. From February to June 1, 1994, the 
Commission will monitor decisions by the DCI and Secretary of 
Defense relative to these recommendations.

QUESTION: Will the Commission consider revision of the 
Executive Order on classified information?

ANSWER: The Administration has begun a separate,
governmentwide effort to consider revisions of the Executive 
Order on classified information. It is being led by the 
Director, Information Security Oversight Office, and will be 
coordinated with the Joint Security Commission.

t r- XX VW-V.-ru

ANSWER The intelligence and defense communities produce the 
greatest amount of classified and sensitive information and 
incur the greatest security costs.

ANSWER: That will be decided by the Commission,
are predisposed to make as much of it as possible 
unclassified.
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the Senate Armed Services Committee and was Senator Nunn’s 
designee on the Iran/Contra committee and the Senate Select

Mr. Smith previously served as

Defense Language Institute Foreign Language Center, 
former Deputy Director of the National Security Ace
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Aan Caracristi - is a consultant to the NSA Scientific 
Advisory Board and a member of the Board of Visitors of the 
Defense Language Institute Foreign Language Center. She is a 
former Deputy Director of the National Security Agency, 
served two terms as President of the Association of Former 
Intelligence Officers, and was a member of the Chief of Naval 
Operations Executive Panel from 1982 to 1991.

Jeffrey Smith - is a partner in the law firm of Arnold and 
Porter who served as Chief of the Clinton Transition Team at 
the Department of Defense. He is a former General Counsel of

J.R. Burnett - is the chairman of the Strategic Advisory 
Group for the U.S. Strategic Command, and the Scientific 
Advisory Board of the National Security Agency. He retired 
as executive vice president and deputy general manager of 
TRWs Space and Defense Sector after thirty-five years of 
service with the company. He is a member of a number of 
government committees, panels and corporate boards of 
directors.

Committee on Intelligence. Mr. Smith previously served as 
the Assistant Legal Adviser for Law Enforcement and 
Intelligence.in the Department of State and earlier, as an 
Army JAG officer, as the Pentagon's lawyer for the Panama 
Canal negotiations.
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Duane Andrews - is senior vice president for C4 and 
Information Systems, Science Applications International
Corporation. Mr. Andrews has held positions as the Assistant 
Secretary of Defense for Command, Control, Communications and 
Intelligence, and as a professional staff member with the 
House Permanent Select Committee on Intelligence.

Burnett - is the chairman of the Strategic Advisory

Antonia Handler Chayes - is a Senior Consultant at 
endiSpute, Inc., where she serves as mediator and arbitrator 
m business disputes. During the Carter Administration she 
was Under Secretary of the U.S. Air Force and also served as 
Assistant Secretary of the Air Force for Manpower, Reserve 
Affairs and Installations. Ms. Chayes is a director of 
United Technologies Corporation, an Adjunct Lecturer at the 
Kennedy School of Government and has been an Adjunct 
Professor at the Georgetown School of Law. She is a member 
of the Aspen institute Core Group on Strategy and Arms 
Control, and of the Dartmouth Conference of the Kettering 
Foundation.
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intelligence

the Grumman

security experience.

Hh i : •Jb
F H E . 0 1 1

Anthony Laphaxn - - - -
He is a former CIA General

security.

- is Director of Corporate Security, 

serves as co-chair of the 
j Committee and

on industry-wide security

- is a partner with the law firm of Shea
Counsel and member of 

. Board.
the President-s Intelligence Oversight

Richard Stolz - served with the CIA for thi’-tv-four vearc; 
a! che DeP“V Director for Operations He is'

Harry Volz ■
Corporation mt. yoiz currently sarves aa

has held ron- 4 « A Mt A

^iS ”ore ^^ye^roF^kte
General Larry Welch USAF (Retired) - is rh^
and Chief Executive Officer of the Institute for Defend 
Analysis. General welch was the former Chief of Staff uasf 
co-ander in chief strategic Air Command and Wee ?hief of ' 
St.a^f, USAF. He is currently a consultant to the Defense 
assoc^ationJ aCC1Ve ln nu"'erous national security

the\ cipieFt of numerous award^i^th^field^f0115

»2ul^D?dhe Na.ciona\Security Medal for

relating to the national

Mr. Volz currently'

has held prominent positions


