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Jan. 23, 1995
To: Bob Damus
From: Doug Letter
Re: Comments Regarding Proposed Executive Orider Regarding

Classiried Information

As I mentioned to you on the phone, Judge Mikva and I went
over the proposed order and had some questions and comments,
which are set out below. After you have had a chance to look at
them, lat me know (456-7901) so that I can stop by to discuss.
Thank you.

A. "At two points (Sec. 1.2(b) and 3.2(b)), the Order says
that a particular pravision does not create substantive or ;
procedural rights subject to judicial review. This specificity
makes it aseem that other parts of the Order might indeed create
such rights. We do not understand this to be the intent of the
order. It would thecrefore seem to make more sense to add a
separate overall provision in Part § -- which contains the
General Provisions -- saying something like: "“Nothing in this
Order is meant to create any substantive or procedural rights,
and nothing in this Order is meant to be the subject of judicial
review."

These same two sections contain the clause that these
provigions do not "Amplify or modify the substantive criteria or
procedures for classification.® We find this sentence confusing,
and it does not seem to add anything to the otherwise clear
provision in Section 1.2(b) to the effect that officials with
classification authority should lean against classification if
thecre is a close call. We would delete the added disclaimer as
unhelpful.

B. There appears to be a problem with the definition of
"Agency"” in Sec. 1.1(i), whichk merely refars to 5 U.S.C. . §
552(f). This is the FOIA definition of "agency," which, under
current FOIA case law, would not cover some parts of the White
House, including entities such as the White House Counsel’s
Office. (And, 1s the NSC an agency under the FOIA definition?
See discussion below.) Yet, we believe that the President wants
this order to cover all parts of the White House too.  So, this
definition of "agency" should be broadened.

€. Section 1.8(a)(2) says that information should not be
classified in order to "“prevent embarrassment to a person,
organization, or agency."® Does this make sense if the
information involves a foreign personage? If we have
embarrassing information about a current foreign head of state
(for -example, the Emperor of Japan), we assume that is something
that might legitimataly be classified, even if the same
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information about our own Government officials should properly be
disclosable.

D. Section 1.8(c) says that information may not be

reclassified after it has bean declassified and released to the
public under proper authority. We agrce with this point in
gencral; one administration should not attempt to reclassify
material that has been declassirfied by a prior one. However, the
order should be phrased to take account of the unusual
circunstance in which a mistake has sinmply been made. See, e.d,,
the factual cituation described in Amerigcan Library Assn, v.
Faurer, 631 F. Supp. 416 (D.D.C. 1986) and Anerican Library Assn,
v. Qdgm, 818 F.2d 81 (D.C. Cir. 1987). There, sensitive
cryptographic information had been declassified by mistake (but
by the "proper authority®) and placed on the shelves in a library
that was open to the public. When the mistake wvas discovercd,
the agency reclassified it. This would seem to be a legitimate
action, but the current draft would appear to prohibit that
appropriate remedial action in the fnture.

B. 8Section 3.4(b)(2) allewa exemption from automatic
declassification for information whose release would "reveal
information that would impair United States cryptographic systems
or activities.” Ouwr understanding is that the United States is
so far ahead of nuch of the rest of the world in this area that
cryptographic technology we used many years ago and that is not
of value to us any. more, could still be useful to underdeveloped
countriea. We likely do not want to provide aid inadvertently to
other countries so that they can better encrypt information. We
would suggest changing this to read: "+ * % reveal information
that would impair United States cryptologic systems or
activities, or aid such systems or activities im other
countries.”

P. Section 3.6(c) provides that declassified information
shall be released "unless v;thholdinq is otherwise authorized and
necessary under applicable law.® We think this is not worded
correctly. Some int.rmation might be daclassificd, Yu* still
covered by privileges, such as the deliberatxve process
privilege. Withholding of such material is "authorized®™ by the
FOIA, but is not "necessary" under that statute; in general,
wvithholding under the FOIA exemptions is not necessary, but is
discretionary. This proposed provision would seem to make more
sense if phrased as: "unless withholding is otherwise authorized
and warranted [or "appropriate*)] under applicable law."

This same concarn is raised by Sec. 3.8(c), which allows for
withholding "as otherwise provided by law.™ Given the discre-
tionary nature of thec POIA disclosure exemptions, a better
gpe:ative phrase would seem to be “as otherwise authorized by

aw."
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Also note that thase provisions do not seem fully consistent
with Sec. 6.1(c), which states that nothing in this Order "limits
the protection afforded any information by other provisionas of
law * «+ # . Thig final overall provision does not speak of
protecting information if withholding is "“necessary.® If the
provisions discussed above are changed as we suggest, this
inconsistency seems to dicappear. We would also change the
wording of Sec. 6.1(c) to: "Nothing in this Order limite the
protection afforded any information by other provisions of law,
insluding but not limited to the exemptions in the Freedom of
Information Act, the Privacy Act, and the National Security Act
of 1947."%

4. Soctioun 5.4(b) provides for appeals to the Interagency
Security .Classification Appeals Panel, and decisions by that
group. Shouldn’t the Order state how that group is to decide
such appeals, j.e,, by majority vote, or otherwise? And, if the
concerned agency head feels strongly enough, can he/she take the
issue to the wWhite House and get a reversal of the Appeals Panel
decision? We assume so; shouldn’t it be clear that the President
retains authority to override the Panel? (See Bec. 3.4(d)(3),
vhich provides specifically for such an appeal in some
instances.)

Also with regard to this panel, should there be a
representative from the Department of Energy, since that office
poseesses much classified nuclear weapons information? (Nota the
inclusion of the Secretary of Energy in Sec. 4.4.)

H. There is a controversy brewing -- in district court, we
think -- about whether the NSC is a FOIA agency. This question
turns in part on whather the NSC has power independent of the
President, or just serves as his arm. This proposed Order in
- several places (e.9., Sec. 3.2(c), S.2(a), 5.3(b)) gives the NSC
sone independent power, and that action could undermine any
attempt to argue that the NSC is not a FOIA entity. At some
points (see Sec. 3.4(d)(3)), the Order makes clear that the NSC
is acting for the President. We would make this clear in the
other sections as well, saying something like: "The NSC, acting
as the agent of the President ¢ & #," or "rhe Presidcnt, through
the NSC, shall * » & *

I, There are a few instances of what seem to be simple
drafting mistakes:

Sec. 3.1(c) (1) should possibly end with "% * % ig still
serving in the same or an eguivalent position."

Sec. 3.4(d) begins: "At least 180 days before it becomes
subject to automatic declassification ¢ # %, » It is not clear
what the *it" refers to; it seems to refer to the agency head,

LAY
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but we assume it was meant to refer instead to information.
something necds to be reworded here.

Sec. 3.6(a) (1) begins: "The request describes * * x. "
Neither this provision nor the beginning of the section says what
request this provisione covers. If this is fixed, that should
solve a similar problem in subsection (3).

Sec. 4.4(a) lists several agencies having classified
information; does the Nuclear Ragulatory Commission have such
information? Should it be included?

Sec. 5.5(a) establishes the Information Security Policy
Advisory Council by stating: "The Council shall be comprised of
scven membarg * & # % For correct phrasing, this should read:
"The council shall be composed Of * ¢« #," or "The Council
comprices * * % W

Sec. 5.5(d) (4) is quite confusing and we cannot figqure out
what it means. It would appear to need rewriting.



EXECUTIVE OFFICE OF THE PRESIDENT
OFFICE OF MANAGEMENT AND BUDGET
WASHINGTON, D.C. 20503

March 30, 1995

ISR 3L PR ;43

MEMORANDUM FOR DESIGNATED AGENCY HEADS
(SEE ATTACHED DISTRIBUTION LIST)

FROM: Robert G. Damusw

General Counsel

SUBJECT: Proposed Executive Order Entitled "Access to
Classified Information"

Attached is a proposed Executive order entitled "Access to
Classified Information.*"

It was prepared by the National Security Council, in
accordance with the provisions of Executive Order No. 11030, as
amended.

On behalf of the Director of the Office of Management and
Budget, I would appreciate receiving any comments you may have
concerning this proposal. If you have any comments or
objections, they should be received no later than close of
business Wednesday, April 12, 1995. Please be advised that
agencies that do not respond by the April 12, 1995 deadline will
be recorded as not objecting to the proposal.

Comments or inquiries may be submitted by telephone to Mr.
Mac Reed of this office (Phone: 395-3563; Fax: 395-7294).

Thank you.

Attachments - Distribution List
Proposed Executive Order

cc: Alice Rivlin
Bob Litan
Gordon Adams
T.J. Glauthier
Joe Minarik
Ken Apfel
Nancy-Ann Min
Sally Katzen
Steve Kelman
Bill Halter
































































































































































































































































































