



























































































































































































































































































































































SECURITY POLICY BOARD
Arlington, Virginia 22202

SPB 066-95
29 March 1995

MEMORANDUM FOR: Security Policy Board Members and Observers

FROM: Péter D. Saderholm
Executive Secratary

SURTRCT: . Equity Problems with Proposed Lanquage in the
Executive Order an Clasgified Natijonal
Security _Informatinn

1. Action Reguested: That a call be Placed to the White
House Chief of Staff in an attempt to reverse the proposed
efTfort Dy the Ofrfice of Munugement and Budyut (OMB) Lo
exclude the Sacurity Policy Board from having a policy role
in classitication management, ;

2. Bagkground: As you may raecall, during the
10 February 1995 meeting of the Security Policy Board
(Board), we primarily.discussed and resolved a sumber of due
process provisions associated with the draft Executive Order
(E.0.) on Access tag Classified Information. This E.O0. i3 now
at the White Bousa and will underqo a short period of public
comment. At that same mesting, we discussed the draft E.O.
on Classified National Security Information. The Boazd
expressed concern over the exclusive poligy roles and
reeponsibilities outlined therein for thae Information
Security Oversight Qffice (ISOO). Your position was that
this Doard established by Prcaidential pirective should have
the responsibility for security policy development including
classlfication management recognizing that ISQ0 mugt rctain
sore independent monitoring and oversight role in the '
procesy, Tue Nallonal Secuclty Coumcil (NGC) representative
at the meeting, Mr. .George Tenet,-briefed of hia intent to
narrow the IS0Q scope of uvpuralloa and to @eet with me to
work. out language that would ensure a proper rola for the
Board in security policy focmululloun.. You Lhen directed that
I report the results of the agreement to you.

3. Regretrtably, the meeting proposed by the NSC has not
occurred despite regular attempts ol gur part Co schedule a
meeting. Nevertheless,.we have Jjust received proposed E.O.
lanquage from ths NSC that is represented as having been
approved by thc OMB, the White House, and the NSC. This



SUBJECT: EqQuity Problems with Proposed Languagqc in the

Executive Order on Classified National Security
Infarmatinn

language, which is enclosed, excludes the Doard frem having
any raole in the development of classification management
pollcy or securily aducation and trailniag programs. Instead,
OMB has assumed the role and delegates the responsibility to
ISO0. The Board 13 Trelegated to issuluy a dlructllve on
safeguarding classified information.

4. It is my belief that this proposed language has wide- -
ranging implications for cne Board, none or which are
favorable.’

S. BRecommendation: That you call the White House Chief
. of Staff to request that the Board be given a responsibility

for the develogment of classification management policy for
this nation. n this regard, it should be noted that OMB

already sits on the Board. This policy role in no way is
designed to diminish the responsibilities of ISOO for
ove:sicnt and monitoring as ﬂlearly outlined in the draft
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Talking Points For Security Policy Board Members

1. Action Requested: That a call v dic White House Chicf
of Siaff be made to reverse the proposed language in the Executive
Order on Classified National Seccurity Information which excludes the
Security Policy Buarnd (SPB) from having a policy role in classification
management.

2 2. Background:

« Prior to Presidential Decision Directive.29 (PDD-2Y) which created
thc SPB, the Information Security Oversight Office (1ISOQ) had
responsibility for classification management, security training,
safeguarding and declassification policy formulation. -

* President Clinton’s decision to issue PDD-29 established the SPB as
the principal mechanism for reviewing wnd proposing.to the
National Security Council (NSC). legislative initiatives and :
executive arders pertaining to U.S. Security policy, procedures and
practices.

e The PDD identified 26 U.S. Deparuments and Agencics, to {nclude
the ISOO, for membership In thc SPB structure thereby ensuring a
collaboratlve security palicy decision making proccss. The oulity
of this process has produced the desired results as evidenced in
tho forthcoming B.O. on Access to Classified Information.

e During the 10 February 1995 SPB meeting, the NSC
representative, George Tenet, briefed his intention to narrow the
ISOO scope of operation and to meet with the SPB Staff Director,
Peter Saderholm, to craft language that would ensure a propcr
role for the Board in security palicy formulation and -
implementation. Regrettably, the meeting proposed by the NSC
has aot occured despite repeated attempts by SPB 3wl Director
Saderholm to schedule it

o Nowdthstanding the SPB staff's rcpcated attcmpts té6 schednle a.
mecting, the SPB. staff has documented its' concerns with the
Order to the NSC in a°27 Janpary 1995 letter and a 23 Mzmh 1995
facsimile.



3. Points to Raise and Points lecly To Be Raised by
Mr. Panetta:

» Point to Raise: Excluding the SPB from classification
management policy obfuscates the role and future crcdlbtlity of
the SPB us established by PDD-29.

-- Likely Disagreement: I don't sec. how excluding the SPB
from classification management policy ‘will aobfuscate the role and
future credibility of the SPB. :

=~ Rccommended  Rosponse: The SPB, as established by
PDD-29, is the principal mechanism for coordinating, formulating
and evaluating security - policy. Classification management 1s,
along with personnel security, # comerxtane. of our security .
system. Excluding the SPB from the decision making process for
classification management will reduce the SPB ability to affect
positive change pertinent to security costs. risk mamagement and
threat appropriate measures

- Point to Raise: It is significant to recognize that classification
management is the root of all security issues. Without classified
Information. we have little nccd for sccurity. It is both the
beginning and the end. To exclude the SPB, or, for that matter, the
NSC from involvement in the classification and declassification of
‘Nation Sccurity information does not appear to be good business.

— Likely Disagreement: I don’t discount the significance of
the role of classification management in the sphere of overall
security policy. My caoncemn is that for too long. security policy,
especially ciassification management . policy, has operated in a
vacuum with little or no regard to current pohucal economicnl
and tmhtary realities.

~ --Recommended Response: I can appreciate your concerns

and can assure you that the SPB apparatns is- fully mindful of
thusc caacctns. In fact, PDD-29, whichk cstablishes the. SPB,
includes among its principles that our security policies must be
both cost effective and flexible to facilitate change and =
realistically match our countsrmeasures to the thmreats we face. It
also establishes an Presidential Advisery Board charged with
reviewing proposed policy for compliance with these principles.

* In additios, the membership. of the SPR has sofficient breadth and
political sensitivity to address these issues.
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* Paint to Rajse: Thc cxclusion of the SPB from a classification
management roic scts the stage for the climination of one-half of
the SPB committees and structurc. Namely, the Conuuittees for
Classification Management. Training & Professional Development
and Information Systems Security would, at best, be relegated to
an advisory rule.

- Likely Disagreement: So what is wrong with the SPB
having an advisory rolc? As you point out, the PDD calls for an
Advisory Board? .

--Recommended- Response: The PDD does have provision for
an Advisory Board but this is meant to provide for a non-
government perspective of our sccurity policies, practices and
procedures. J agree, there & nothing wrong with the SPB having
an advisory role but that mle is meant to supplement not

~ supplant the policy making funcdon of the SPB.

Bnm_m_,nam_ The Order authorizes the Office of Managcment
and Budget to Issuc securily policy directives binding upon all
government agencies thereby relegating the role of the NSC to a
consultant stams despitc the fact we are discussing classified
National Sccurity Information.

- leeiy Disagreement: This is preciieiy what "this
administration wants to do in terms of furthering openness in
govetnment.

-Recommended Response: If you really want the true
- aims of the administration to be implemeated, docsn't it make
more sense to have a Board of scnmior political appolntees. like the
SPB, responslhle for this activity? The Board. with its divergent
viewpoints present at the wble, will be far more llkely to -
_ implement sctual administration policy than a single bursaucrat
_arganization. 'l‘her:fme. u makes far more secnse to have ISOO
report. to the SPB

 Pofnt to Rajse: The failure of the Order to allow input of the
preponderance of U.S. Departments and Agencies m the
dcvolopmont of classification management policy ~substantially
lessens the likelihood. of flexible policies which realistically match
the thrcats we face and provide thc sccurity we need at a price
we can afford.




—~ Likely Disagreement: Why can't OMB and ISOO develop
such policy? '

--Recommended Response: 1 am not saying they can't. [
am saying the probability of timely success is substantially
greater when you includc an all-inclusive group that has a
substantial intcrcst in the outcome and that operates with a
decision driven process and has the progmmmatic responsibility
v operato sccurely at lower cost.

« Point to Rajse: Establishmg an SPB was a. recommendation of
tho Joint Security Commission and is the President’s solution for
security policy formulstion, evaluation and implementation. It
evolved fram a comprchensive review of security policies and
practicee in the U.S. governmeat. Tha gropared R.Q).. crafted
before the creation of the SPB, does not fully capitalize on the
inherent value of an all-inclusive palicy mklng dody. 1 am =
onsure if OMB has an appreclaunn for what the President il trymg
to achieve with the SPB

— Disagreement: [ can just as easily eanvision OMB seeking
input from all affected decpartments and ageacies prior to issuing
policy direcdves. Besides, the wording of the propesed E.O. calls
for OMB to consult with the NSC.

— Recommended Rcsponse: I can understand your vision
but would remind you that OMB along with ISOO are mcmbers of
the SPB structre and therefore, in that. npadty. already have a
substantial role in security palicy making, ' Qur vision is an all
inclusive body that can ‘produce and B.O. on Access to Classified
Information (or on any mbject) in 2 short. ﬂme ﬁm and with
broad support. . | 2
* Point to KRaise: The role of ISOO in ovarseeing and'monitorins
the 1].S. government's classification management pollcy -is not an
issne. Nor are the provisions for declassification in the proposed
E.O. We support this nuw phihmophy—md—ﬂn—fsoo management of
the process.

4. Action Requested: That you call tho White House Chief of
Staff and urge the Chief of Staff to modify the B.O. language to
reflect the classification pohcy-makmg role of the SPB
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MEMORANDUM FOR: Assiatant Secretary of Defensc
(Intelligence and Security)
Execultive Director for Intelligence
Community Affairs

FROM: Peter D. Saderholm
Diroctor, Security Policy Board Staff
SUBJECT: Finsl Coordination of the Draft Executive
Order on Classified National Security
. Information

1. Subject draft Executive Order (E.O.), dated
17 March 1994, has been sent to the Office of Mansgement and
Budget (OMB) for final coordination. 1Indiecations are that it
will be distributed for the final 60 day coordlnalion period
this week.

2. Our review to date reveals that the draft E.O. does
not enjoy wide support within the Faderal commnity.
Essentially, it is an E.O. on declassification and i{t's cost
and resource implications in this regard arc substantial.
Meanwhile, almost no amphasis is placed on ensuring the
actual process of initial classificatioan is being conducted
in an efficleat and effective manner. In summary, it »
emphasizes reacting to all the informatlon that is classified
rather than devoting resources toward the reduction of the
amount of information that is classified in the first place.
This puts Lhe government in a lose, lose situation as the
classification of docunents, information, equipment, and
processeg is aot paerformed by security-persoanel. Yet, the
act of classification is the prime multiplier of security
costs at 3 time when security funding is being substantially
reduced,

3. A means exists no allow the draft E.O. to be
instituted on schedule while, at the same time, allowing for
continuing review, update, and modification to achieve
greater cost efficiency and & betfter balance to
clagsification management within the¢ Federal government. The
solution is to establish the Security Policy Board (SPB) as °
the policy issuance authority for classification management

Al
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SUBJECT: Final Coordination of lthe Draft E.Q. on Classified
National Securily Tnformation

vice the Information Socurity Oversight Office (ISO0). With
the SPR responsible Far c¢lassification managemant policy, our
nation's policy in this zegard can evolve as warranted by

" established needs and priorities. TSQOO can then devote its

minimal resources toward facilitating and overseeing the
Classification and declassification efforts of our .
government. Moraover, opcrating undcr the SPB policy
structure will afford ISQO the opportunity to benefit from
and help direct the considerable resources the SPB
organizations have in the areas of trzining and professional
developmeat, as well as other disciplines needed to improve
the Government's socurity programs. This team approach would
finally enable the security community to be proactive in the
dreas of classification and declassificaLion.

4. The draft E.O. has been pending in excess of two
years and the administration is eager to emact it. Also, the
OMB coordination period of 60 days is aini{mal. What is
needed is a focused effort on behalf of the government to
gurgically amend the E.O. so that the process of
classification management can be responsive to the new order
that exists in this country without completely scuttling the
administration's draft. Accordingly, it is preposed that the
co-chairs of the SPB direct the members of the Security
Policy Forum to develop a consolidated roaponse to OMA on the
dratt E.O0. It is believed a consolidated input would likely
have more impact than a series of individual department and
agency memoranda. A proposed decision memorandum to this
effcct for thc co-chairs ia at the Attachraent.

S. 1 would be happy to discuss this issue with you "oz
your staff at their convenience.

Attachmant




