








































































































Copyright Protection Status

to put an end to this kind of attack by developing a machine which
processed instructions and used the instructions to decipher and encipher
information. Since, there were an infinite number of ways to combine these
instructons, a machine captured by the enemy would not help them
decipher messages. What John Von Neuman had invented was the
distinction between software and hardware. Software which performs the
task and hardware which processes the software. It is enlightening to
recognize that he invented software for the purpose of making U.S. cryptology
more secure. The key characteristic of software which makes it secure,
is the ease of its revision.

Status

At this time, I have a demonstration version of the technology running
on the Internet. The system includes a centralized database of information
about rightsholder's, protected documents, customers, and licenses. There
is a program for creating protected documents from ASCII, and registering
them and their rightsholders in the centralized database. There is a
'software envelope' for checking the database for access authorization and
presenting a protected document whenever authorization has been approved.
The database and server portions reside on a SUN Sparcstation connected
to the Internet in Albany, NY. The client programs have been demonstrated
to work from machines connected to the Internet in Boston and Ann Arbor.
This prototype lacks the user interface quality one would expect in a
commercial product, and at present only runs on SUN Sparcstations. The
prototype has a single server, but a production system will need to consist
of multiple redundant servers. The Customer billing and publisher payment
modules have not yet been written.

The next step will be to develop a full feature prototype, and implement
it in pilot projects with a server of published information. We will be able
to proceed with this step, when funding is available. This pilot system
should limit the number of products and the number of customers in order
to facilitate revision of the system as we learn from its use. However, this
system should provide the full scope of functionality required in a commercial
version. That is, it should manage licenses for viewing, printing and node
locked copying, it should maintain a full database about its customers and
publishers. The database should be used to bill customers and pay
publishers. The system should provide a higher quality presentation
program which is available on a wide variety of platforms. Finally, the
license server must be redundantly deployed to guarantee 100% uptime.
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