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pen registers and trap and trace devices (as 
defined In section 3127 of title 18. United 
States Code), such call-identifying informa­
tion shall not include any information that 
may disclose the physical location of the 
subscriber (except to the extent that the lo­
cation may be determined from the tele­
phone number);

(3) delivering intercepted communications 
and call-identifying information to the gov­
ernment, pursuant to a court order or other 
lawful authorization, in a format such that 
they may be transmitted by means of equip­
ment, facilities, or services procured by the 
government to a location other than the 
premises of the carrier; and

(4) facilitating authorized communications 
interceptions and access to call-identifying 
information unobtrusively and with a mini­
mum of interference with any subscriber’s 
telecommunications service and in a manner 
that protects—

(A) the privacy and security of commu­
nications and call-identifying information 
not authorized to be intercepted; and

(B) information regarding the govern­
ment’s Interception of communications and 
access-to call-identifying information.

(b) Limitations.—
(1) Design of features and systems con­

figurations.—This title does not authorize 
any law enforcement agency or officer—

(A) to require any specific design of equip­
ment, facilities, services, features, or system 
configurations to be adopted by any provider 
of a wire or electronic communication serv­
ice, any manufacturer of telecommuni­
cations equipment, or any provider of tele­
communications support services; or

(B) .to prohibit the adoption of any equip­
ment, facility, service, or feature by any pro­

ized by law to conduct electronic surveil­
lance.

(6) The term “information services”—
(A) means the offering of a capability for

generating, acquiring, storing, transforming,
processing, retrieving, utilizing, or making
available information via telecommuni­
cations; and

(B) includes—
(I) a service that permits a customer to re­

trieve stored Information from, or file infor-
• mation for storage in, information storage

facilities;
(II) electronic publishing; and
(ill) electronic messaging services; but
(C) does not include any capability for a

telecommunications carrier’s internal man­
agement, control, or operation of its tele­
communications network.

(7) The term “telecommunications support
services” means a product, software, or serv­
ice used by a telecommunications carrier for
the internal signaling or switching functions
of its telecommunications network.

(8) The term “telecommunications car­
rier”—

(A) means a person or entity engaged In
the transmission or switching of wire or
electronic communications as a common
carrier for hire; and

(B) includes—
(i) a person or entity engaged in providing

commercial mobile service (as defined in sec­
tion 332(d) of the Communications Act of 1934
(47 U.S.C. 332(d))); or

(ii) a person or entity engaged in providing
wire or electronic communication switching
or transmission service to the extent that
the Commission finds that such service is a
replacement for a substantial portion of the
local telephone exchange service and that it
is in the public interest to deem such a per- vider of a wire or electronic communication 
son or entity to be a telecommunications
carrier for purposes of this title; but

(C) does not Include—
(i) persons or entities insofar as they are

engaged in providing information services;
and

(ii) any class or category of telecommuni­
cations carriers that the Commission ex­
empts by rule after consultation with the
Attorney General.
SEC. 103. ASSISTANCE CAPABILITY REQUIRE­

MENTS.
(a) Capability Requirements.—Except as

provided in subsections (b), (c), and (d) of
this section and sections 108(a) and 109(b) and
(d), a telecommunications carrier shall en­
sure that its equipment, facilities, or serv­
ices that provide a customer or subscriber
with the ability to originate, terminate, or
direct communications are capable of—

(1) expeditiously isolating and enabling the
government, pursuant to a court order or
other lawful authorization, to intercept, to
the exclusion of any other communications,
all wire and electronic communications car­
ried by the carrier within a service area to or
from equipment, facilities, or services of a
subscriber of such carrier concurrently with
their transmission to or from the subscrib­
er’s equipment, facility, or service, or at
such later time as may be acceptable to the
government;

(2) expeditiously isolating and enabling the
government, pursuant to a court order or
other lawful authorization, to access call­
identifying information that is reasonably
available to the carrier—

(A) before, during, or immediately after
the transmission of a wire or electronic com­
munication (or at such later time as may be
acceptable to the government); and

(B) in a manner that allows it to be associ­
ated with the communication to which it
pertains,
except that, with regard to information ac­
quired solely pursuant to the authority for

service, any manufacturer of telecommuni­
cations equipment, or any provider of tele­
communications support services.

(2) Information services; private net­
works AND INTERCONNECTION SERVICES AND 
facilities.—The requirements of subsection
(a) do not apply to—

(A) information services; or
(B) equipment, facilities, or services that 

support the transport or switching of com­
munications for private networks or for the 
sole purpose of interconnecting tele­
communications carriers.

(3) Encryption.—A telecommunications 
carrier shall not be responsible for 
decrypting, or ensuring the government’s 
ability to decrypt, any communication 
encrypted by a subscriber or customer, un­
less the encryption was provided by the car­
rier and the carrier possesses the informa­
tion necessary to decrypt the communica­
tion.

(c) Emergency or Exigent 
cumstances.—In emergency or exigent cir­
cumstances (including those described in 
sections 2518 (7) or (ll)(b) and 3125 of title 18, 
United States Code, and section 1805(e) of 
title 50 of such Code), a carrier at its discre­
tion may comply with subsection (a)(3) by al­
lowing monitoring at its premises if that is 
the only means of accomplishing the inter­
ception or access.

(d) Mobile Service Assistance Require­
ments.—A telecommunications carrier that 
is a provider of commercial mobile service' 
(as defined in section 332(d) of the Commu­
nications Act of 1934) offering a feature or 
service that allows subscribers to redirect, 
hand off, or assign their wire or electronic 
communications to another service area or 
another service provider or to utilize facili­
ties in another service area or of another 
service provider shall ensure that, when the 
carrier that had been providing assistance 
for the interception of wire or electronic 
communications or access to call-identifying 

information pursuant to a court order or 
lawful authorization no longer has access to 
the content of such communications or call­
identifying information within the service 
area in which interception has been occur­
ring as a result of the subscriber’s use of 
such a feature or service, information is 
made available to the government (before, 
during, or immediately after the transfer of 
such communications) identifying the pro­
vider of wire or electronic communication 
service that has acquired access to the com­
munications.
SEC. 104. NOTICES OF CAPACITY REQUIREMENTS.

(a) Notices of Maximum and Actual Ca­
pacity Requirements.—

(1) In general.—Not later than 1 year after 
the date of enactment of this title, after con­
sulting with State and local law enforcement 
agencies, telecommunications carriers, pro­
viders of telecommunications support serv­
ices, and manufacturers of telecommuni­
cations equipment, and after notice and com­
ment, the Attorney General shall publish in 
the Federal Register and provide to appro­
priate telecommunications industry associa­
tions and standard-setting organizations—

(A) notice of the actual number of commu­
nication interceptions, pen registers, and 
trap and trace devices, representing a por­
tion of the maximum capacity set forth 
under subparagraph (B), that the Attorney 
General estimates that government agencies 
authorized to conduct electronic surveil­
lance may conduct and use simultaneously 
by the date that is 4 years after the date of 
enactment of this title; and

(B) notice of the maximum capacity re­
quired to accommodate all of the commu­
nication interceptions, pen registers, and 
trap and trace devices that the Attorney 
General estimates that government agencies 
authorized to conduct electronic surveil­
lance may conduct and use simultaneously 
after the date that is 4 years after the date 
of enactment of this title.

(2) Basis of notices.—The notices issued 
under paragraph (1>—

(A) may be based upon the type of equip­
ment, type of service, number of subscribers, 
type or size or carrier, nature of service area, 
or any other measure; and *

(B) shall identify, to the maximum extent 
practicable, the capacity required at specific 
geographic locations.

(b) Compliance With Capacity Notices.—
(1) INITIAL CAPACITY.—Within 3 years after 

the publication by the Attorney General of a 
notice of capacity requirements or within 4 
years, after the date of enactment of this 
title, whichever is longer, a telecommuni­
cations carrier shall, subject to subsection
(e), ensure that its systems are capable of—

(A) accommodating simultaneously the 
number of interceptions, pen registers, and 
trap and trace devices set forth in the notice 
under subsection (aXD(A); and

(B) expanding to the maximum capacity 
set forth in the notice under subsection 
(a)(1)(B).

(2) Expansion to maximum capacity.— 
After the date described in paragraph (1), a 
telecommunications carrier shall, subject to 
subsection (e), ensure that it can accommo­
date expeditiously any increase in the actual 
number of communication interceptions, pen 
registers, and trap and trace devices that au­
thorized agencies may seek to conduct and 
use, up to the maximum capacity require­
ment set forth in the notice under subsection 
(a)(1)(B).

(c) Notices of Increased Maximum Capac­
ity Requirements.—

(1) Notice.—The Attorney General shall 
periodically publish in the Federal Register, 
after notice and comment, notice of any nec­
essary increases in the maximum capacity
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section (a) or (c).
SEC. IOS. SYSTEMS SECURITY AND INTEGRITY.

compliance with the assistance capability 
requirements of section- 103 is reasonably 
achievable with respect to any equipment.

under this subsection shall extend for no 
longer than the earlier of—

(A) the date determined by the Commis-

SEC. 108. ENFORCEMENT ORDERS.

(a) Grounds for Issuance.—A court shall 
issue an order enforcing this title under sec­
tion 2522 of title 18, United States Code, only 
if the court finds that—

(1) alternative technologies or capabilities 
or the facilities of another carrier are not 
reasonably available to law enforcement for 
Implementing the interception of commu­
nications or access to call-identifying infor­
mation; and

(2) compliance with the requirements of 
this title is reasonably achievable through

and industry-wide implementation of the as- 10 C°mPly AB.LE-The Commission, on petition from a
sistance capability requirements under sec- under section 103- or
tion 103, the Attorney General, in coordina-
tion with other Federal, State, and local law on which the extension is granted
enforcement agencies, shall consult with ap- (- * — “
propnate associations and standard-setting sion under this subsection shall apply to

and services to the public; and the assistance capability requirements of
(5) provide a reasonable time and condi- section 103, any equipment, facility, or serv- 

, un­
to any new standard. Including defining the less—

, ----------------------------------- --— ™—------uuiuud (A) the Attorney General has agreed to pay
equipment and its providers of telecommuni- under section 103 during any transition pe- the telecommunications carrier for all rea- 
cations support services for the purpose of riod. sonable costs directly associated with modi-
ensuring that current and planned equip- (*' - ----------- — "------------  ~ .
ment, facilities, and services comply with Equipment, Facilities, and Services.— 
the capability requirements of section 103  Z- „1 _ _
and the capacity requirements identified by rier proposing to install or deploy, or having 
the Attorney General under section 104. Installed or deployed, any equipment, facil- been replaced*"OT"^ignFficantiy *upgraded“or

104(e), 108(a), and 109(b) and (d), a manufac- section 103 may petition the Commission for
turer of telecommunications transmission or 1 or more extensions of the deadline for com­
switching equipment and a provider of tele- plying with the assistance capability re­
communications support services shall, on a quirements under section 103. _
reasonably timely basis and at a reasonable (2) Grounds for extension.—The Commis- Deployed on or’ Before January 1, 1995 — 
charge, make available to the telecommuni- sion may, after consultation with the Attor- The Attorney General may, subject to the 
cations earners using its equipment, facili- ney General, grant an extension under this availability of appropriations, agree to pay 
ties, or services such features or modifica- subsection, if the Commission determines telecommunications carriers for all reason- 
tions as are necessary to permit such car- that compliance with the assistance capabil- able costs directly associated with the modi- 
riers to comply with the capability require- ity requirements under section 103 is not rea- fications performed by carriers in connection 
ments of section 103 and the capacity re- sonably achievable through application of with equipment, facilities, and services in- 
quirements identified by the Attorney Gen- technology available within the compliance stalled or deployed on or before January 1. 

1995, t0 establi8h the capabilities necessary
SEC. 107. technical requirements and (3) Length of extension.—An extension to comply with section 103.

pl^^atcEXTENSION OF COM‘ }2nder J?18 subsectlon sha11 extend for no (b) Equipment, Facilities, and Services 
la) Safe th6 earller Of~ Deployed After January 1, 1995.-
(1) Consu^on.-To ensure the efficient sl^)^-^-te-det?rml.ned by the Commis- Determinations of reasonably achiev-
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^nrt^the ^SS181^>nCe capabllity requirements telecommunications carrier or any other in- 

. terested person, and after notice to the At-
A_tl..t^-,1.s.2.yearsaf.ter 016 date torney General, shall determine whether

(4) Applicability of extension.—An exten- 

the equipment, facility, or service at issue or 
would have been reasonably achievable if 
timely action had been taken.

(b) Time for Compliance.—Upon issuing an 
order enforcing this title, the court shall 

_ specify a reasonable time and conditions for
FAj preclude'a teleconununicatlons carrier, complying with its order, considering the

(d) and may, subject to the availability of port7eTvi?erpro^d7rFrom depfoyingT tec£ manner, any effect on the carrier’s, manufac- 
— _— turer’s, or service provider’s ability to con-

communications carrier for costs directly as- r(B)°relieve a carrier, manufacturer, or tele- tlnue 60 do business, the degree of culpabil- 

capacity requirement that are determined to the obligations imposed bTsection’loTor 106* ply’ an<i such otber matters as justice may 
Vxn Vxl a a aaaaaaa-^— ____ a.*  _ _   «• > « * X‘QqVliX‘6

109(e). Until the Attorney General agrees to (bfcoMMissioN Authority.—If industry as- Limitations.—An order enforcing this
reimburse such carrier for such modification, sociations or standard-setting organizations title may not— 

---------- „--.J.-, j . . . (1) require a telecommunications carrier to 
pliance with the capacity notices under sub- ards or if a government agency"or°an*y°other meet the government’s demand for intercep-

standards are deficient, the agency or person call-identifying information to any extent in
■ -   A- A A. A  A « Aa A«* A A A A A A a a a*, a — A A.   - - - A A — * • A A- A. —

that any interception of communications or by rule, technical requirements or standards ney General has agreed to reimburse such
access to call-identifying information ef- that— carrier;
fected within its switching premises can be (D meet the assistance capability require- <2) require any telecommunications carrier 
activated only in accordance with a court ments of section 103 by cost-effective meth- comply with assistance capability re­
order or other lawful authorization and with ods; quirement of section 103 if the Commission
the affirmative intervention of an individual (2) protect the privacy and security of com- has determined (pursuant to section 
officer or employee of the carrier acting in munlcations not authorized to be inter- 109(b)(1)) that compliance is not reasonably 
accordance with regulations prescribed by cepted: achievable, unless the Attorney General has
the Commission. (3) minimize the cost of such compliance agreed (pursuant to section 109(b)(2)) to pay
SEC. 106. cooperation OF equipment manu- on residential ratepayers;

-  “Z ZL—Z — (4) serve the policy of the United States to
TELECOMMUNICATIONS --------------

registers, and trap and trace devices set technical requirements or standards for im-
forth in the notice under such subsection. plementing the assistance capability re-

(e) Reimbursement Required for Compli- quirements of section 103 shall not—
ance.—The Attorney General shall review („, - -------- -- ------------------- r , -
the statements submitted under subsection manufacturer, or telecommunications sup- g00<1 faitb effort8 10 comply in a timely 
(d) and may, subject to the availability of port services provider from deploying a tech- manner- any effect on the carrier’s, manufac- 
appropriations, agree to reimburse a tele- nology or service; or turer’s, or service provider’s ability to con-
communications carrier for costs directly as- r(B) relieve a carrier, manufacturer or tele- tlnue 60 do business, the degree of culpabil- 
sociated with modifications to attain such communications support services provider of ity or delay In undertaking efforts to com- 
po Y^O rH V roAnirmrw 4-Va*. a a a J — a- — _ J *.a A-X- — —X.11 a.1 >_______ « . - __ ____ nlxr and onnh mnf-4-awa no IhoHaa mnvv

be reasonable in accordance with section as applicable.
109(e). Until the Attorney General agrees to (b) Commission Authority.—If industry as- pnimUnnAA aa^aV a a ....1 —— *a_ a A-__ s > aw a_*  _ ...

. such carrier shall be considered to be in com- fail to issue technical requirements or stand­

person believes that such requirements or tlon of communications and acquisition of 
A- —  1 « AW A . . . A A 1 X 4 a3 A .. A. 4 -4 M .w 1 — — -  A  ..   — A.   A- A 

A telecommunications carrier shall ensure may petition the Commission "to estabiSF excess of tbe capacity for which the Attor-

 ... the costa described in section 109(b)(2)(A); or
i^cturers and providers of (4) serve the policy of the United States to (3) require a telecommunications carrier to 
SERVICES ------------------ SUPPORT encourage the provision of new technologies modify, for the purpose of complying with

c°nsYlta™n.-A telecommunications ............. .............. ............ .  „„„ ---------------- a,
carrier shall consult, as necessary, in a time- tions for compliance with and the transition ice deployed on or before January 1,1995, 
ly fashion with manufacturers of its tele- te j ----
communications transmission and switching obligations of telecommunications carriers

cations support services for the purpose of riod. ’ 
«--------(°) Extension of Compliance Date for fications necessary to bring the equipment,

ment, facilities, and services comply with Equipment, Facilities, and Services.— facility, or service into compliance with
i (1) Petition.—A telecommunications car- those requirements; or

.. - ----------------------- - 1—(B) the equipment, facility, or service has
the Attorney General under section 104. installed or deployed, any equipment, facil- been replaced or significantly upgraded or

^?fEM™N^Subtect to sections ity,^or service prior to the effective date of otherwise undergoes major modification. 
™ ... . SEC. 109. PAYMENT OF COSTS OF TELECOMMUNI­

CATIONS CARRIERS TO COMPLY 
WITH CAPABILITY REQUIREMENTS, 

(a) Equipment, Facilities, and Services
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requirement set forth in the notice under dustry, with representatives of users of tele- v Li-L Z 
sub®e^tlon (a)(1)(B), communications equipment, facilities, and is used.

(2) Compliance.—Within 3 years after no- services, and with State utility commissions.
tice of increased maximum capacity require- (2) Compliance under accepted stand- 
menta is published under paragraph (1), or ards.—A telecommunications carrier shall
within such longer time period as the Attor- be found to be in compliance with the assist-
ney General may specify, a telecommuni- ance capability requirements under section
cations carrier shall, subject to subsection 103, and a manufacturer of telecommuni-
(e), ensure that its systems are capable of ex- cations transmission or switching equipment
panding to the increased maximum capacity or a provider of telecommunications support
set forth in the notice. services shall be found to be in compliance

(d) Carrier Statement.—Within 180 days with section 106. if the carrier, manufac-
after the publication by the Attorney Gen- turer, or support service provider is in com-
eral of a notice of capacity requirements pliance with publicly available technical re-
pursuant to subsection (a) or (c). a tele- quirements or standards adopted by an in­
communications carrier shall submit to the dustry association or standard-setting orga- «... ,
Attorney General a statement identifying nization, or by the Commission under sub- aPPlicatlon of' available technology to 
any of its systems or services that do not section (b). to meet the requirements of sec- ■ ■ »
have the capacity to accommodate simulta- tion 103.
neously the number of interceptions, pen (3) Absence of standards.—The absence of

forth in the notice under such subsection.



after January 1,1995—

General has not agreed to pay the tele-

“(2)

ney (b) CONFORMING AMENDMENTS.—
(1) Section 2518(4) of title 18, United States

“(c) Civil Penalty —
“(1) IN GENERAL—A court issuing an order

(2) CONTENTS OF REGULATIONS—The AttOt-

Commission"'shall prescribe regulations for ments made by the Attorney General to tele­
purposes c. -------- ----------------

ters 119 and 121 of title 18, United States try, shall submit to the Congress a report— 
Code, and under the Foreign Intelligence ( “

equipment, or a provider of telecommuni­
cations support services may impose a civil 
penalty of up to $10,000 per day for each day 
in violation after the issuance of the order or 
after such future date as the court may 
specify.

Considerations.—In determining 
whether to impose a civil penalty and in de­
termining its amount, the court shall take 
into account—

“(A) the nature, circumstances, and extent 
of the violation;

“(B) the violator’s ability to pay, the vio­
lator’s good faith efforts to comply in a 
timely manner, any effect on the violator’s 
ability to continue to do business, the degree

SEC. 111. EFFECTIVE DATE.
(a) In General—Except as provided in

subsection (b), this title shall take effect on attorney General.—The Attorney General 
the date of enactment of this Act. may, in a civil action in the appropriate

(b) Assistance Capability and Systems united States district court, obtain an order.
Security and Integrity Requirements.— in accordance with section 108 of the Com- 
Sections 103 and 105 of this title shall take munications Assistance for Law Enforce- 
effect on the date that is 4 years after the ment Act, directing that a telecommuni­
date of enactment of this Act. cations carrier, a manufacturer of tele-
SEC. 112. REPORTS. communications transmission or switching

(a) Reports by the Attorney General.— equipment, or a provider of telecommuni­
fl) In general.—On or before November 30, cations support services comply with such 

-  1995- an<i on or befote November 30 of each Act.
'J(d)UFzdLtniE*To Make^Payment With Re- year thereafter, the Attorney General shall ’

' ' _ _ _____________ __ ♦■zx rrvaaa on/1 ma Ira axrallaHla
icFS Deployed on or Before January 1, the public a report on the amounts paid dur- under this section against a telecommun.- 

,_ _________ ♦•ala- onUnno rorrior a mantifqnt.iirDT nf
accordance with procedures promulgated communications carriers under sections communications transmission or switching QULvir . .. ... _ j von n4wmanon a Twrtxyidav’ nf talonAwnniini.

(2) Contents.—A report under paragraph
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under this title. Such regulations shall seek 
to minimize the cost to the Federal Govern­
ment and shall—

(A) permit recovery from the Federal Gov­
ernment of—

October 4, 1994 
necessary to ensure compliance with this 
title.

(2) Compliance cost estimates.—A report 
under paragraph (1) shall include the find­
ings and conclusions of the Comptroller Gen- 

Ci) the direct costs of developing the modi- eral on the costs to be incurred by tele­
flcations described in subsection (a), of pro- communications carriers to comply with the 
viding the capabilities requested under sub- assistance capability requirements of section

requested'under section 104(e), but only to 103, including projections of the amounts ex- 
. . . « _ __ A.— J A.*. 1-o

covered ~from”any other governmental or equipment, facilities^, or^ services for which
(C) The need to protect the privacy and se- nongovernmental entity;

• • - ------  — (jjj the cost8 of training personnel in the
use oTsuch capabilities or capacities; and

_  (ill) the direct costs of deploying or install- sec. Wi.- court enforcement of commu-
sistance requirements of section 103 by cost- Ing such capabilities or capacities; NICATIONS distance FOR L‘.w
effective methods. (B) in the case of any modification that

(E) The effect on the nature and cost of the may be used for any purpose other than law­
equipment, facility, or service at issue. r-r ——----------.

(F) The effect on the operation of the law enforcement agency of a government, amended by Inserting after section 2521 the
equipment, facility, or service at issue. permit recovery of only the Incremental cost following new section:

(G) The policy of the United States to en- of making the modification suitable for such “§2522. Enforcement of the Communications. ----  ....—,—... . . - . ...
(C) maintain the confidentiality of trade

ENFORCEMENT act.
  . . (a) COURT Orders Under Chapter ns.—

fully authorized electronic surveillance by a Chapter 119 of title 18, United States Code, is
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after January 1, 1995. The Commission shall
make such determination within 1 year after
the date such petition is filed. In making
such determination, the Commission shall
determine whether compliance would Impose
significant difficulty or expense on the car­
rier or on the users of the carrier’s systems
al(A)^eCOeffectr 0^ pubuT safety^and na- section7b)(2),"or of providing the capacities 103 after the effective date of such section 
kj' gQ security r____ J___ !,,,♦■ inQ ^nnlnHincy nf t.ha amnunt«j py-

The effect on rates for basic residential the extent that such costs have not been re- pected to be incurred and a description of the 
' 7 ____ J ___ ___ _ ~a.,a-««,aa>a1 ZVV. annlnmont farllitiaQ nr RarvinAfl whlnhtelephone service. --------- --------------- -- - *. ^ *. %^ *
(C) The need to protect the privacy and se- nongovernmental entity; they are expected to be Incurred.

c”rity of communications not authorized to (ii) the costs of training personnel In the TITLE H—AMENDMENTS TO TITLE 18,
be intercepted. use of such capabilities or capacities; and UNITED STATES CODE

(D) The need to achieve the capability as-

“(C) such other matters as justice may re­
quire.

“(d) Definitions.—As used in this section, 
vuue ouu   —  . the terms defined in section 102 of the Com-
SurvelUanceTIct o”f 1978""(5o'’ U.S.C. 1801 et cillties, and services that have been brought munications Assistance for Law Enforce- 
geQ j into compliance under this title; and ment Act have the meanings provided, re-

■  LZ5TL?“"■ . (B) reflecting Its analysis of the reason- spectively, in such section.”.
General^ after consultation with the ableness and cost-effectiveness of the pay-

of determining reasonable costs communications carriers for modifications Code, is amended by adding at the end the

equipment, facility, or service at issue. 
(7,______ ■ - “- -

equipment, facility, or service at issue.

courage the provision of new technologies law enforcement purposes; and AcaiKtance for Law Enforcement Act.
and services to the public. (C) maintain the confidentiality of trade enforcement by Court Issuing Sur-

(H) The financial resources of the tele- secrets. veillance Order.—If a court authorizing an
communications carrier. (3) Submission of claims.—Such reguia- interception under this chapter, a State stat-

0) The effect on competition in the provl- tions shall require any telecommunications ute> or the Forelfrn intelligence Surveillance 
sion of telecommunications services. carrier that the Attorney General has agreed Act’ of 1978 u.s.C. 1801 et seq.) or authoriz-

(J) The extent to which the design and de- to pay for modifications pursuant to this j uge of a pgu register or a trap and trace 
velopment of the equipment, facility, or section and that has installed or deployed device under chapter 206 or a State statute 
service was initiated before January 1, 1995. such modification to submit to the Attorney finds that a telecommunications carrier has

(K) Such other factors as the Commission General a claim for payment that contains faiied to comply with the requirements of
determines are appropriate. ' or is accompanied by such information as communications Assistance for Law En-

(2) COMPENSATION.—If compliance with the the Attorney General may require. forcement Act, the court may, in accordance
assistance capability requirements of section 8EC. no, authorization of APPROPRIATIONS. with 8e0tiOn 108 of such Act, direct that the 
103 Is not reasonably achievable with respect There are authorized to be appropriated to carrier comply forthwith and may direct 
to equipment, facilities, or services deployed out thl8 tltle a totai Of $500,000,000 for that a provider of support services to the
after January 1,1995— . fiscal years 1995, 1996, 1997, and 1998. Such carrier or the manufacturer of the carrier’s

(A) the Attorney General, on application of Bunis are authorized to remain available transmission or switching equipment furnish
a telecommunications carrier, may agree, expended. forthwith modifications necessary for the
subject to the availability of appropriations, ln gppEgnvj; DATE. carrier to comply.
tae^IdlUonS rea^ablTcosta taking GENERAL.-Except as provided In “(b) Enforcement Upon Application by

compliance with such assistance capability
requirements reasonably achievable; and

(B) if the Attorney General does not agree
to pay such costs, the telecommunications
carrier shall be deemed to be in compliance
with such capability requirements.

(O) ALLOCATION OF FUNDS FOR PAYMENT.—
The Attorney General shall allocate funds
appropriated to carry out this title In ac­
cordance with law enforcement priorities de­
termined by the Attorney General.

M 0_____ ■

BPECT To Equipment, Factlities, and Serv- submit to Congress and make available to

1995—If ^'carrier ha^'requested ^ymsnt in tag "the preceding fiscal year to tele- cations carrier, a manufacturer of tele- 

pursuantTo subsection (e), and the Attorney 104(e) and 109.
General has not agreed to pay the tele- (2) Contents.—A report under paragraph
communications carrier for all reasonable (1) shall Include—
costs directly associated with modifications (A) a detailed accounUng of the amounts
necessary to bring any equipment, facility, paid to each carrier and the equipment, fa-
or service deployed on or before January 1, cillty, or service for which the amounts were
1995, into compliance with the assistance ca- paid; and
pability requirements of section 103, such (B) projections of the amounts expected to
equipment, facility, or service shall be con- be paid In the current fiscal year, the car-
sldered to be in compliance with the assist- riers to which payment Is expected to be 
ance capability requirements of section 103 made, and the equipment, facilities, or serv-
untll the equipment, facility, or service Is ices for which payment is expected to be
replaced or significantly upgraded or other- made.
wise undergoes major modification. (b) Reports by the Comptroller Gen-

(e) COST CONTROL REGULATIONS.— ERAL.—
(1) IN GENERAL.—The Attorney General (1) Payments for modifications.—On or

shall after notice and comment, establish before April 1, 1996. and every 2 years there- of culpability, and the length of any delay in 
regulations necessary to effectuate timely after, the Comptroller General of the United undertaking efforts to comply; and 
and cost-efficient payment to telecommuni- States, after consultation with the Attorney ■>= <"<■«<’
cations carriers under this title, under chap- General and the telecommunications indus- 

(A) describing the type of equipment, fa-



ANCE.

the transmission of a wire communication” . er lnlormatlon sought, are rel- may petition tne commission to ad-
and inserting “used in the transmission of a fVant aDd material 60 an ongoing criminal just charges, practices, classifications, and

Devices.—Section 3121 of title 18, United

toSnh7nent ^en modfif?ed or uitered electronic or other impulses to the dialing
sxruse of 16leco“- XeX"-K information utiiized in cai!

“(2) Commission authority.—The Commis­
sion may grant, with or without modifica­
tion. a petition under paragraph (1) if the 
Commission determines that such costs are 
reasonable and that permitting recovery is 
consistent with the public interest. The 
Commission may, consistent with maintain­
ing just and reasonable charges, practices, 
classifications, and regulations in connec­
tion with the provision of interstate or for­
eign communication by wire or radio by a 
common carrier, allow carriers to adjust

CONGRESSIONAL RECORD — HOUSE H 10777

SEC. 208. AUTHORIZATION FOR ACTING DEPUTY 
ATTORNEYS GENERAL IN THE 
CRIMINAL DIVISION TO APPROVE 
CERTAIN COURT APPLICATIONS. 

Section 2516(1) of title 18, United States 
Code, is amended by inserting “or acting 
Deputy Assistant Attorney General” after 
“Deputy Assistent Attorney General”.

TITLE m—AMENDMENTS TO THE 
COMMUNICATIONS ACT OF 1934 

SEC. 301. COMPLIANCE COST RECOVERY.

Title n of the Communications Act of 1934 
is amended by inserting after section 228 (47 
U.S.C. 228) the following new section:
“SEC. 229. COMMUNICATIONS ASSISTANCE FOR 

LAW ENFORCEMENT ACT COMPLI-

“(a) In General.—The Commission shall 
prescribe such rules as are necessary to im­
plement the requirements of the Commu­
nications Assistance for Law Enforcement 
Act.

“(b) Systems Security and Integrity.— 
The rules prescribed pursuant to subsection 
(a) shall include rules to implement section
105 of the Communications Assistance for 
Law Enforcement Act that require common 
carriers—

“(1) to establish appropriate policies and 
procedures for the supervision and control of 
its officers and employees—

“(A) to require appropriate authorization 
to activate interception of communications 
or access to call-identifying information; 
and

“(B) to prevent any such interception or 
access without such authorization;

“(2) to maintain secure and accurate

(lv) as clauses (1). (11)7 and (ill), respective^ without suSau^ori^t’iom and----- -
and “(3) to submit to the Commission the poli-

(B) by adding at the end the following new cies’and procedures adopted to comply with 
subparagraph: the requirements established under para-

“(C) A provider of electronic communlca- graphs (1) and (2).
tion service or remote computing service “(c) Commission Review of Compliance.— 
shall disclose to a governmental entity the The Commission shall review the policies

telephone number or other subscriber num-
t— ouu uaigm UI service oi a j —7" *’ *;-------------------------- T~
subscriber to or customer of such service and ®?^"\lssloa. determihes does not comply 
the types of services the subscriber or cus- Commit™ n----- -
tomer utilized, when the governmental en­
tity uses an administrative subpoena author-

--------------- - 1MI by a Federal or State statute or a Fed- uuo ,
transmitted using modulation eral state grand jury or trial subpoena or tion.

“(d) Penalties.—For purposes of this Act, 
a violation by an officer or employee of any 
policy or procedure adopted by a common 
carrier pursuant to subsection (b), or of a

“(6) knowingly and with intent to defraud
uses, produces, traffics in, has control or cus­
tody of, or possesses—

“(A) a scanning receiver; or
“(B) hardware or software used for altering

or modifying telecommunications instru­
ments to obtain unauthorized access to tele­
communications services,”.

(b) Penalty.—Section 1029(c)(2) of title 18,
United States Code, is amended by striking
“(a)(1) or (a)(4)" and inserting “(a) (1), (4).
(5), or (6)”.

(c) Definitions.—Section 1029(e) of title 18,
United States Code, is amended—

(1) . in paragraph (1) by inserting “elec­
tronic serial number, mobile identification
number, personal identification number, or
other telecommunications service, equip­
ment, or instrument identifier,” after “ac­
count number,”;

(2) by striking “and” at the end of para­
graph (5);

(3) by striking the period at the end of
paragraph (6) and inserting “; and”; and

(4) by adding at the end the following new
paragraph;

“(7) the term ‘scanning receiver’ means a
device or apparatus that can be used, to
intercept a wire or electronic communica­
tion in violation of chapter 119.”.
SEC. 207. TRANSACTIONAL DATA

(a) Disclosure of Records.—Section 2703
of title 18, United States Code, is amended—

(1) in subsection (c)(1)—
(A) in subparagraph (B)—
(I) by striking clause (i); and „  __
(II) by redesignating clauses (ii), (ili), and records of any interception or access with or 

and

any means available under subparagraph 
(B).”; and

(2) by amending the first sentence of sub-

MERCIAL MOBILE RADIO INSTRU­
MENTS,

(a) Offense.—Section 1029(a) of title 18 
United States Code, is amended—

(1) by striking “or” at the end of paragraph 
(3); and

(2) by inserting after paragraph (4) the fol-

States Code, is amended— ments of section 103 of the Communications
(1) by redesignating subsection (c) as sub- for Law Enforcement Act.

section (d); and ----------------- -- -------------
(2) by inserting after subsection (b) the fol­

lowing new subsection:
- - - ------ “(c) Limitation.—A government agency

lowing new paragraphs: authorized to install and use a pen register
“(5) knowingly and with intent to defraud under this chapter or under State law shall

uses, produces, traffics in, has control or cus- use technology reasonably available to it
“ing of

October 4, 1994

following new sentence: “Pursuant to sec­
tion 2522 of this chapter, an order may also
be issued to enforce the assistance capability
and capacity requirements under the Com­
munications Assistance for Law Enforce­
ment Act.”.

(2) Section 3124 of such title is amended by
adding at the end the following new sub­
section:

“(f) Communications Assistance Enforce­
ment Orders.—Pursuant to section 2522, an
order may be issued to enforce the assistance
capability and capacity requirements under
the Communications Assistance for Law En­
forcement Act.”.

(3) The table of sections at the beginning of
chapter 119 of title 18, United States Code, is
amended by inserting after the item pertain­
ing to section 2521 the following new item:
“2522. Enforcement of the Communications

Assistance for Law Enforce­
ment Act.”.

SEC. 202. CORDLESS TELEPHONES.

(a) Definitions.—Section 2510 of title 18,
United States Code, is amended—

(1) in paragraph (1), by striking “, but such
term does not Include” and all that follows
through “base unit”; and

(2) in paragraph (12), by striking subpara­
graph (A) and redesignating subparagraphs
(B), (C), and (D) as subparagraphs (A), (B),
and (C), respectively.

(b) Penalty.—Section 2511 of title 18, Unit­
ed States Code, is amended—

(1) in subsection (4)(b)(i) by inserting “a
cordless telephone communication that is
transmitted between the cordless telephone
handset and the base unit,” after “cellular
telephone communication.”; and

(2) in subsection (4)(b)(ii) by inserting “a
cordless telephone communication that is
transmitted between the cordless telephone
handset and the base unit," after “cellular
telephone communication,”.
SEC. 203. RADIO-BASED DATA COMMUNICATIONS.

Section 2510(16) of title 18, United States
Code, is amended—

(1) by striking “or” at the end of subpara­
graph (D);

(2) by inserting “or” at the end of subpara­
graph (E); and

(3) by Inserting after subparagraph (E) the
following new subparagraph:

“(F) an electronic communication;”
SEC. 204. PENALTIES ■FOR MONITORING RADIO

COMMUNICATIONS THAT ARE

TECHNIQUES WITH NONPUBUC PA­
RAMETERS.

Section 2511(4)(b) of title 18, United States _
Code is amended by striking “or encrypted, section (d) to read as follows; “A court order
then” and Inserting “, encrypted, or trans for disclosure under '

be tiss“ed/by^7;;;rt^U8acomo7comy- to subsection (a),’shall beconsidered’to ~b~e a 
petent jurisdiction described in section violation by the carrier of a rule prescribed 
3126(2)(A) and shall issue only if the govern- by the Commission pursuant to.this Act.
mental entity offers specific and articulable “(e) Cost Recovery for Communications 
facts showing that there are reasonable Assistance for Law Enforcement Act Com- 
grounds to believe that the contents of a pliance.—
wire or electronic communication, or the “(D Petitions authorized.—A common 
records or other information sought, are rel- carrier may petition the Commission to ad-

tjoa. service or remote computing service
- --------------------- —— — 0 v . w—h—>.vu WUVAVJ, VUO . -   '  «---------------- —

name, address, telephone toll billing records ana Procedures submitted under subsection 
telephone number or other subscriber num- <b)(3) and sha11 order a common carrier to 
ber or identity, and length of service of a m°dify aay sucb policy or procedure that the

with Commission regulations. The Commis­
sion shall conduct such investigations as 
may be necessary to insure compliance by 
common carriers with the requirements of 
the regulations prescribed under this sec-

— rule prescribed ^7=1  ̂pursuant

sential parameters of which have been with­
held from the public with the intention of 
preserving the privacy of such communica­
tion, then”.
SEU. 205. TECHNICAL CORRECTION.

Section 2511(2)(a)(i) of title 18, United 
States Code, is amended by striking “used in
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and inserting “non-

5,000”.

‘‘FORFEITURES”;

(24) in section 634(h)(1), by striking "sec-

Act,”;

(b) Amendments to the Communications

(F) by inserting before section 386 the fol­
lowing heading:

“AUTHORITY OF COMMISSION; OPERATIONS, 
INSTALLATIONS, AND ADDITIONAL EQUIPMENT”;

Act of 1982” and Inserting “Communications 
Amendments Act of 1982”;

ant restrict access” and inserting “defendant 
restricted access”;

(10) in section 226(d), by striking paragraph

“paragraphs” and inserting “paragraph”;
(12) in section 227(e)(2), by striking “na­

tional datebase” and inserting “national 
database”;

(13) in section 228(c), by redesignating the
ing “section 345(b)”; and

(B) by striking “sec. 29-920(b)” and insert-

tions Satellite Act of 1962 is amended—
(1) in section 201(a)(1), by striking “as ex-

(21) in section 410(c), by striking “, as re­
ferred to in sections 202(b) and 205(f) of the as practicable,”; 
Interstate Commerce Act,”;

(22) in section 613(b)(2), by inserting a 
comma after “pole” and after “line”;

(C) by inserting before section 383 the fol­
lowing heading:

“EXEMPTIONS BY COMMISSION”;

(D) by Inserting before section 384 the fol-

(17) in section 309(i)(4)(A), by striking “noncommerical” 
“Communications Technical Amendments commercial”.

(d) Amendments to the Telecommuni­
cations Authorization act of 1992.—See­

ds) in section 331, by amending the head- tion 205(1) of the Telecommunications Au­
thorization Act of 1992 is amended—

(1) by inserting an open parenthesis before 
“other than”; and

(2) by inserting a comma after “sUtions)”.
(e) Conforming Amendment.—Section 1253 

of the Omnibus Budget Reconciliation Act of 
1981 is repealed.

(f) Stylistic Consistency.—The Commu­
nications Act of 1934 and the Communica­
tions Satellite Act of 1962 are amended so 
that the section designation and section

(16) in section 710(f)—
(A) by striking the first and second sen­

tences; and
(B) in the third sentence, by striking

ing of such section to read as follows: 
“VERY HIGH FREQUENCY STATIONS AND AM 

radio stations”;
(19) in section 358, by striking “(a)”;
(20) in part m of title III—
(A) by inserting before section 381 the fol­

lowing heading:

shall,”;
(10) by striking section 328;
(11) in section 413, by striking “, within 

sixty days after the taking effect of this

such charges, practices, classifications, and
regulations in order to carry out the pur­
poses of this Act.

“(3) Joint board.—The Commission shall
convene a Federal-State joint board to rec­
ommend appropriate changes to part 36 of
the Commission’s rules with respect to re­
covery of costs pursuant to charges, prac­
tices, classifications, and regulations under
the jurisdiction of the Commission.”.
SEC. 302. RECOVERY OF COST OF COMMISSION

PROCEEDINGS.
The schedule of application fees in section

8(g) of the Communications Act of 1934 (47 “vessels transporting more than six pas­
sengers for hire required to be equipped
WITH RADIO TELEPHONE”;
(B) by inserting before section 382 the fol- heading of each section’of such Acts shall be 

lowing heading:
“VESSELS EXCEPTED FROM RADIO TELEPHONE

REQUIREMENT”;

(1) in section 303(a)—
t  (A) by striking “section 27(d)” and insert- 

manufactured, or offered by such common inS “section 327(d)”;
carrier.”; ' " ”' , “

(12) in section 624(d)(2)(B)—
(A) by striking out “(A)”;
(B) by inserting “of after "restrict the

~  —  Satellite Act of 1962.—The Communications viewing”; and
cations services, faculties, and products (and Satellite Act of 1962 is amended— (C) by striking subparagraph (B);
to and among classes of such services, facili- section 303(a)— (13) by striking sections 702 and 703;
ties, and products) which are developed, (A) by striking “section 27(d)” and insert- (14) in section 704—

- - ■ - 1-~ “—(A) by striking subsections (b) and (d); and
(B) by redesignating subsection (c) as sub­

section (b);
(15) in section 705(g) (as redesignated by 

section 304(25)), by striking “within 6 months

in the form and typeface of the section des­
ignation and heading of this section.
SEC. 304. ELIMINATION OF EXPIRED AND OUT­

DATED PROVISIONS.

(a) Amendments to the Communications 
Act of 1934.—The Communications Act of 
1934 is amended—

(1) in section 7(b), by striking “or twelve 
months after the date of the enactment of 
this section, if later” both places it appears;

(2) in section 212, by striking "After sixty
(E) by inserting before section 385 the fol- days from the enactment of this Act it

lowing heading: shall” and inserting “It shall”;
“inspections”; and ® in section 213, by striking subsection (g)

and redesignating subsection (h) as sub­
section (g);

(4) in section 214, by striking “section 221 
or 222” and inserting “section 221”;

(5) in section 220(b), by striking “, as soon

bV striking “sec. 29-911(d)” and insert-
(8) in section 220(b), by striking “clasess” “sec. 29-327(d)”;

and inserting “classes”; (C) by striking “section 36” and inserting
(9) in section 223(b)(3), by striking “defend- “section 336”; and   

(D) by striking “sec. 29-916d” and inserting after the date of enactment of the Satellite 
“section 29-336(d)”; Home Viewer Act of 1988, the Federal Com-

 .  . (2) in section 304(d), by striking “para- munications Commission” and inserting
(2) and redesignating paragraphs (3) and (4) graphs (1), (2), (3), (4), and (5) of section “The Commission”;
as paragraphs (2) and (3), respectively; 310(a)” and inserting “subsection (a) and

(11) in section 227(b)(2)(C), by striking paragraphs (1) through (4) of subsection (b) of
 ‘ ’ section 310”; and

(3) in section 304(e)—  _ o
(A) by striking “section 45(b)” and insert- “Thereafter, the Commission” and inserting

. “The Commission”;
. ..      (17) in section 712(a), by striking “, within

second paragraph (2) and paragraphs (3) ing “sec. 29-345(b)”; and 120 days after the effective date of the Sat-
(4) in sections 502(b) and 503(a)(1), by strik- ellite Home Viewer Act of 1988,”; and

(18) by striking section 713.
(b) Amendments to the Communications

accounts and supporting records and memo- subsection (g) . 
randa) which shall ensure a proper allocation ' ' *«’*”'*”
of all costs to and among telecommuni-

through (6) as paragraphs (3) through (7), re- ( 
spectively; ing “the Communications Satellite Corpora-

(14) in section 228(c)(6)(D), by striking tion”' and inserting “the communications . .  
“conservation” and inserting “conversa- satellite corporation established pursuant to Satellite Act of 1962.—The Communica- 

title III of this Act”. - —
(c) Amendment to the Children’s Tele- , 

vision ACT_OF 1990.—Section 103(a) of the peditiously as possible,”;
 - ----- (2) by striking sections 301 and 302 and in­

striking serting the following:

U.S.C. 158(g)) is amended by inserting under 
item 1 of the matter pertaining to common 
carrier services the following additional
subitem:

“d. Proceeding under section
109(b) of the Communications
Assistance for Law Enforce­
ment Act 

SEC. 303. CLERICAL AND TECHNICAL AMEND­
MENTS.

(а) Amendments to the Communications
Act OF 1934.—The Communications Act of lowing heading: 
1934 is amended—

(1) in section 4(f)(3), by striking “overtime
exceeds beyond” and inserting “overtime ex­
tends beyond”;

(2) in section 5, by redesignating sub­
section (f) as subsection (e);

(3) in section 8(d)(2), by striking “payment
of a” and inserting “payment of an”;

(4) in the schedule contained in section
8(g), in item 7.f. under the heading "equip­
ment APPROVAL SERVICES/EXPERIMENTAL
radio” by striking “Additional Charge” and
inserting “Additional Application Fee”;

(5) in section 9(f)(1), by inserting before the
second sentence the following:

“(2) Installment payments.—”;
(б) in the schedule contained in section

9(g), in the item pertaining to interactive 
video data services under the private radio
bureau, insert “95” after “47 C.F.R. Part”;

(7) in section 220(a)—
(A) by inserting "(1)” after “(a); and
(B) by adding at the end the following new

paragraph:
“(2) The Commission shall, by rule, pre­

scribe a uniform system of accounts for use 
by telephone companies. Such uniform sys­
tem shall require that each common carrier 
shall maintain a system of accounting meth-

(6) by striking section 222;
(7) in section 224(b)(2), by striking “Within

180 days from the date of enactment of this 
(23) in section 624(d)(2)(A), by inserting section the Commission” and inserting “The 

"or’ after “viewing"; Commission”;
" • (8) in 226(e), by striking “within 9 months

tion 602(6)(A)” and inserting “section after the date of enactment of this section,”; 
602(7)(A)”; (9) in section 309(l)(4)(A), by striking “The

(25) in section 705(d)(6), by striking "sub- commission, not later than 180 days after the 
section (d)” and inserting “subsection (e)”; date of the enactment of the Communica-

(26) in section 705(e)(3)(A), by striking tions Technical Amendments Act of 1982. 
“paragraph (4) of subsection (d)” and insert- shall,” and inserting “The Commission 
ing “paragraph (4) of this subsection”;

(27) in section 705, by redesignating sub­
sections (f) and (g) (as added by Public Law
100-667) as subsections (g) and (h); and 

______  (28) ln section 705(h) (as so redesignated),
ods, procedures, and techniques (including striking “subsection (f)" and inserting 

tion”;
(15) in section 308(c), by striking “May 24,

1921” and inserting “May 27, 1921”;
(16) in section 309(c)(2)(F), by striking “sec- Children’s Television Act of 1990 (47 U.S.C.

tion 325(b)” and inserting "section 325(c)”; 303b(a)) is amended by
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DC.

ests.

rier's duty to cooperate in the inter- 49^.as 11 was ordered reported by your Com- 
r i mitLee.

Specifically, the legislation has been re­
drafted and reorganized to separate provl- 

I acknowledge that the bill, as ordered re­
ported by the Committee on the Judiciary, 
contains some subject matter within the 
Rule X jurisdiction of your Committee that 
would render an appropriate referral of the 
legislation at this time. I very much appre­
ciate your willingness to allow the House 
later today to consider H.R. 4922, as modified 
pursuant to the discussions between our 
Committees. I further concur with the com­
ments in your letter regarding the division 
of jurisdiction in the three titles of the legis­
lation to be considered today.

Meanwhile, with best wishes.
Sincerely,

Dear John: I am writing in response to 
your correspondence dated October 4, 1994, 
regarding H.R. 4992, legislation to make 
clear a telecommunications carrier’s duty to 
cooperate in the interception of communica­
tions for law enforcement purposes.

As you know, our Committees have worked 
closely on this legislation to address areas of 
common concern. I very much appreciate 
your strong leadership and the efforts of 
other Members of the Committee on Energy 
and Commerce in working to craft a mutu­
ally agreeable legislative product that serves 
to maximize the protection of various law 
enforcement, privacy and commercial inter-

Housb of Representatives. Washington, DC.
Dear Mr. Chairman: I am writing with re­

spect to H.R. 4922, which was ordered re- 

by our two committees, and subject to it 
being offered during the House consideration 
of the bill, the Committee on Energy and 
Commerce will not object to the consider­
ation of H.R. 4922 by the full House later 
today. I do ask. however, that you insert a 
copy of this letter, together with your re­
sponse, into the Record during floor consid­
eration.

Sincerely,
John D. Dingell, Chairman.

tial referral once the Committee on the Ju­
diciary has filed ite report. Enclosed please 
find a copy of that letter for your reference. 

Since that time, the Committee staff (both

  However, this Title also implicates the law
regarding both privacy protections and Committee
costs resulting from installing new
technology to this end, the bill laud-

House of Representatives,
Committee on the Judiciary. 

Washington, DC, October 4,1994. 
Hon. John D. Dingell,
Chairman, Committee on Energy and Commerce,
Rayburn House Office Building, Washington,

communications transmitted by tele­
communications carriers. This Title imposes 
new regulations on communications carriers, 
a subject which is expressly part of our Com­
mittee's Rule X jurisdiction. In my view, it 

Jack Brooks, Chairman.
Mr. Speaker, I reserve the balance of 

my time.
Mr. HYDE. Mr. Speaker, I yield my­

self such time as I may consume.
(Mr. HYDE asked and was given per­

mission to revise and extend his re­
marks.)

Mr. HYDE. Mr. Speaker, this legisla­
tion, which represents a joint effort by 
the Committee on the Judiciary and 
the Committee on Energy and Com­
merce, is needed to insure that techno­
logical advances in the telecommuni­
cations industry do not foreclose the 
ability of law enforcement to conduct 
court—authorized electronic surveil­
lance. I am pleased to have been an 
original co-sponsor of this legislation 
with the chairman of the Subcommit­
tee on Civil on Constitutional Rights, 
Mr. Edwards.

H.R. 4922, as amended seeks to care­
fully balance the needs of law enforce­
ment, the interests of the tele­
communications industry and the pri­
vacy rights of the American public in 
order to insure that law enforcement 
can continue to conduct court-author­
ized wiretaps.

Earlier this year, the Subcommittee 
on Civil and Constitutional Rights held 
two joint hearings with the Senate

on the Judiciary. In recognition of your le­
gitimate claim for jurisdiction, in my view 
jurisdiction over this Title should be shared 

incur reasonable costs to comply with 
the bill.

I want to be very clear on one point: 
While there is no way Government can 
pay the costs of new technology associ­
ated with law enforcement wiretapping 
needs in perpetuity, I also believe that 
industry must receive fair reimburse­
ment for some of their research, devel­
opment, and start-up costs. Beyond 
that period of time, an equitable ar­
rangement between Government and 
private industry must be reached. The 
proposal before the House is a tremen­
dous improvement over prior treat­
ment of this issue.

Finally, it is also worth noting that 
this bill does not expand law enforce­
ment authority to conduct these inter­
ceptions. In fact, the bill includes sev­
eral provisions to improve the privacy 
and security in the telecommuni­
cations network.

This is a good balance, and a good 
bill. I urge my colleagues to pass this 
important legislation.

House of Representatives,
Committee on Energy and Commerce.

Washington, DC, October 4,1994. 
Hon. Jack Brooks,

(6) by redesignating section 508 as section c'*a‘rman. Committee on the Judiciary,

ception of communications for law en­
forcement purposes. It is the result of 
extensive negotiations among law en- sions that fall within the jurisdiction of both 
forcement. Congress, industry and the of our committees from those which fall ex­
privacy community. I applaud Don Ed- clusively within the jurisdiction of one or 
WARDS, the chairman of the Sub- the other. Title I of the text creates a free- 
committee on Civil and Constitutional standin« statute that is not codified, which 
Rights, ranking Member Henry Hyde BOverns the interception of digital and other 
and JOHN DINGELL, chairman of the ----------- *”
Committee on Energy and Commerce, 
for helping to craft a bill that these di­
verse interests can live with. It is es- ,  lu
sential that we support the very real ought to be codified in Title 47 of the V.S. 
law enforcement objectives at the Code, which is where other matters of this 
heart of the legislation without mini- sort are codified.
mizing industry’s legitimate concerns However, this Title also implicates the law

dictions of the Committee on Energy and 
Commerce.

Our Committee intends to insist on its re­
quest for sequential referral. However, in 

505.
temP°re- P“rSU- —-------------— — — re­

ant to the rule, the gentleman from ported by the Committee on the Judiciary on 
Texas (Mr. Brooks] will be recognized September 29. As you know, I have written 
for 20 minutes, and the gentleman from to the Speaker protesting the initial referral 
Illinois [Mr. Hyde] will be recognized solely to the Committee on the Judiciary,

October 4. 1994
“SEC. SOL CREATION OF CORPORATION.

“There is authorized to be created a com­
munications satellite corporation for profit 
which will not be an agency or establishment 
of the United States Government. 
“SEC. 3OZ. APPLICABLE LAWS.

“The corporation shall be subject to the 
provisions of this Act and, to the extent con­
sistent with this Act, to the District of Co­
lumbia Business Corporation Act. The right 
to repeal, alter, or amend this Act at any 
time is expressly reserved.”;

(3) in section 304(a), by striking “at a price 
not in excess of $100 for each share and”;

(4) in section 404—
(A) by striking subsections (a) and (c); and
(B) by redesignating subsection (b) as sec­

tion 404;
(5) in section 503—
(A) by striking paragraph (2) of subsection 

(a); and
(B) by redesignating paragraph (3) of sub­

section (a) as paragraph (2) of such sub­
section;

(C) by striking subsection (b);
(D) in subsection (g)—
(i) by striking “subsection (c)(3)" and in­

serting “subsection (b)(3)”; and
(ii) by striking the last sentence; and
(E) by redesignating subsections (c) 

through (h) as subsections (b) through (g), 
respectively;

(5) by striking sections 505, 506, and 507; 
and

ably protects public safety by requiring “^mmittaes
V-4 mm m ***** m —~ — a. a. . « «

----------- J Title n amends Title 18 and falls exclu-

for 20 minutes. and asking that the Committee on Energy

frSeTeSr[jSTBT(SSs]the gentleman “’
Mr. BROOKS. Mr. Speaker, I yield

nunnlT “J 2°nSUme; — —........- -= —----- --
(Mr. BROOKS asKed and was given majority and minority) have been working 

permission to revise and extend his re- with your staff to attempt to resolve the 
marks, and to include extraneous ma- problems articulated in the letter. They have 
terial.) succeeded in crafting a compromise which

Mr. BROOKS. Mr. Speaker, H.R. 4922 addresses our jurisdictional concerns, while 
specifies a telecommunications car- Preservin« essential elements of H.R.

telecommunications carriers to be able
to fulfill court authorized requests for sively within the jurisdiction of the Commit­
interceptions without overreaching tee on the Judiciary.
into protected privacy areas. At the Tlue m amends the Communications Act 
same time, it requires law enforcement of 1934 an<1 falls exclusively within the juris- 
to pay retrofitting costs necessary to "
start up this legislation—up to $500
million over the next 4 years. Beyond
that, carriers will only be required to li^t^he^mTnt^^s SZ^Ud
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The bill before the House today, care-

* * *

know the exact nature of the tech- enforcement for wiretap capabilities.
The issue of wiretapping telephone these developments converge to compel

■j
<
i

Leahy and Congressman Edwards, 
amended the 1968 Wiretap Act-by pro­
tecting a new class of electronic com­
munications, defined broadly to in­
clude everything from e-mail to 
databases. That legislation reflected an 
ongoing effort to update and clarify 
Federal wiretap laws, as the Senate 
Committee put it, “in light of dramatic 
changes in new computer and tele­
communications technologies.”

Well today, we are back at the task 
of updating and clarifying our wiretap

ance is not reasonably achievable, and
the Attorney General does not agree to
reimburse, the carrier will not be re­
quired to pay to bring its services or
features into compliance.

In addition, to the extent that tele­
communications carriers must install
additional capacity to meet law en­
forcement needs, the bill requires the
Government to pay for the increased
capacity requirements.

Court authorized electronic surveil­
lance is one of law enforcement’s most enforcement must go through to get a

communications for law enforcement 
purposes, the definition of “tele­
communications carrier” includes such 
service providers as local exchange car­
riers, interexchange carriers, competi­
tive access providers [CAPs], cellular 
carriers, providers of personal commu­
nications services (PCS), satellite­
based service providers, cable opera­
tors, and electric and other utilities 
that provide telecommunications serv­
ices for hire to the public, and any 
other wireline or wireless service for 
hire to the public.

The bill authorizes an appropriation 
of $500 million for fiscal years 1995 
through 1998, and for subsequent years, 
such sums as are necessary for tele­
communications carriers to retrofit ex-

into the future.
This bill seeks to balance the growth technology are not just dramatic, they

October 4, 1994 
vulge any content by testifying about 
it in open court.

Then, in 1967, the Supreme Court fi 
nally adopted Justice Brandeis’ dis 
senting view, overruled Olmstead, and 
held that an eavesdropping does 
amount to a “search or seizure” and 
thus was protected by the Constitu 
tion. Just 1 year later. Congress again 
responded, by passing the 1968 Wiretap 
Act. This law makes wiretaps lawful by 
setting up a judicial process that law

Those covered by the bill have ex- of the communications industry and its are overwhelming. The growth of digi- 
pressed concern that $500 million will advances in technology, something my tai communications over the past 8 
not cover the cost of retrofitting exist- Subcommittee has taken pains to pro- years, the spread of fiber deeper into 
ing facilities. Because we do not yet mote, with the legitimate needs of law the local phone network, the spread 
know the exact nature of the tech- enforcement for wiretap capabilities. and growth of wireless services—all of

Subcommittee on Technology and the
Law. Our hearings revealed that obsta­
cles to court-authorized interceptions
are already being encountered. An in­
formal survey conducted by the FBI of
Federal, State, and local law enforce­
ment agencies in April of this year re­
vealed 183 technology-based problems
encountered in attempts to conduct
court-authorized electronic surveil­
lance.

The bill makes it clear that all tele­
communications carriers will cooper-  

important* and*effectivrTnve*stigative court-ordered wiretap. 
__ - - 4- t00ls It ls often the only means Qf pre. _F"*- 1" T t---- ‘ \ . But the story does not end there

venting or solving serious crimes. Fail- Congress again responded to changes in 
ure to pass this legislation will have ""
dire consequences for law enforcement,
public safety and our national security.

computer and communications tech­
nology by passing the Electronic Com­
munications Privacy Act of 1986. This

This legislation is strongly supported
by FBI Director Freeh and State and " an
local law enforcement officials. I urge
my colleagues to do so as well.

Mr. Speaker, I reserve the balance of
my time.

Mr. BROOKS. Mr. Speaker, I yield 3
minutes to the distinguished gen­
tleman from Massachusetts [Mr. Mar­
key],

Mr. MARKEY. Mr. Speaker, I rise in
support of H.R. 4922, which makes cer-
 tain that law enforcement’s needs for _  _

isting facilities to bring them into wiretaps are met as we march forward ;aw agajn. This time, the changes in 
compliance with law enforcement re- int0 tlle future. computer and telecommunications
quirements. _T!lis bin 8ee^s to balance the growth technology are not just dramatic, they 

nologies that will be needed to satisfy The issue of wiretapping telephone these developments converge to compel 
the capability requirements, we cannot lines has dogged constitutional, pri- us to address legislatively the needs of 
know, with certainty, exactly how vacy, and telecommunications advo- law enforcement, in the information 
much money will be needed to retrofit cates for decades. In fact, wiretap law age. The Federal Bureau of Investiga- 
existing services and facilities. Accord- reflects a 65-year history between Con- tion argues that as these advanced 
ing to the GAO, “until capability solu- gress and the courts. In 1928, the Su- technologies get deployed, that the 
tions and capacity requirements are preme Court first confronted the issue technology should not, in essence, re­
better defined, it is virtually impos- in Olmstead v United States. In this fa- peal or modify the 1968 Wiretap Act. In- 
sible to project a precise estimate of mous case, the Court held that tapping stead, the Bureau argues, we must up- 
the reimbursement costs of this bill.” a telephone line does not constitute a date and clarify our laws so that their 

If the $500 million authorized in the “search” or “seizure” and therefore ability to conduct wiretaps is main- 
bill is not appropriated, or if it not suf- does not violate the Fourth Amend- tained—not expanded and not dimin- 
ficient to cover retrofit costs, any ment. This case is most famous, how- ished—just maintained.
equipment or services that the govern- ever, for the dissent by Justice Bran- In working with the Judiciary Com­
ment cannot pay to retrofit are dels, who argued that the Constitution mittee to resolve this matter, I have 
“grandfathered,” and do not have to be protected citizens against wiretaps. In sought to come up with a policy that 1) 
brought into compliance until they are that great Justice’s most memorable protects the privacy interests of our 
replaced or upgraded in the ordinary phrase, he wrote that: citizens, 2) is mindful of the limited fi-
course of business. The Fourth Amendment protected against nancial resources of taxpayers or rate-

After the 4 year transition period, wiretaps because it protected the right of payers, 3) meets the legitimate needs 
which may be extended up to two addi- privacy, which he defined as “the right to be of law enforcement, and 4) does not un- 
tional years by order of the FCC, Indus- let alone—the most comprehensive of rights duly interfere with our telecommuni- 
try will pay to insure that new equip- and the right most valued by civilized men.” cations industry, which is racing to the 
ment and services meet the legislative Congress responded to the Court’s de- future with advances in communica- 
requirements as defined by industry cision in Olmstead, and the force of tions technology.
standards and specifications to the ex- Justice Brandeis’ dissent, just 6 years
tent such compliance is reasonably later. In passing the Communications fully crafted in consultation between 
achievable. In the event that compli- Act of 1934, Congress included a provi- our two committees, represents a bal­
ance is not reasonably achievable, a sion in section 705, that states “no per- anced and workable approach to resolv- 
telecommunications carrier may peti- son not being authorized by the sender ing each of those issues. I urge the 
tion the FCC to determine whether shall intercept any communication and House to approve this bill.
costs of compliance would impose sig- divulge or publish [its] existence, con- In addition, I want to comment in de- 
nificant difficulty or expense based on tents * * * or meaning.” However, tail on several provisions in the bill. 
16 enumerated factors including public courts quickly construed section 705 to The term “information services” en- 
safety and national security, the im- permit Federal and State law enforce- compasses both electronic publishing, 
pact on rates for basic residential tele- ment to use a wiretap for investigation which has meaning under the MFJ an 3 
phone service and the like. If compli- purposes, so long as they did not di- FCC and court interpretations, and
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is

hind this provision is two-fold. One, to met, but that law enforcement does not from California, [Mr. Edwards], and 
ensure that carriers receive adequate engage in “gold-plating” of its de- Senator Leahy, who have made today’s
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T r Committee members over the past sev-
11 .1 In administering the rulemaking du- eral months. I want to command Mr.

  participation, ties under this Act, the Commission, Edwards, in particular, for his leader-
which serves as a check against an end- and the Attorney General, must be ship role on this issue, 
run of the judicial system. The Energy careful to protect the genuine propri-

priations, may agree to compensate 
carriers for all reasonable cost directly 
associated with necessary modifica­
tions to bring equipment, facilities, or 
services into compliance with the capa­
bilities requirements set forth in sec­
tion 103. Section 109(b) sets forth the 
rule for equipment, facilities, or serv-
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Mr. FIELDS of Texas. Mr. Speaker, I
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   Mr. HYDE. Mr. Speaker, I yield three
ment with respect to a particular car- encouraging competition in all forms minutes to the distinguished gen- 
rier in a particular area. This notice is of telecommunications is not under- tieman from Texas, [Mr. Fields]. 
essential to enable a carrier to meet its mined, and the fact of wiretap compli- (*' " "" j--

 2040
    Mr- Speaker, I congratulate the gen- 

and to base the notice on the type of low, so that “gold-plating” by the in- tieman from Texas, Chairman Brooks, 
equipment or service involved, or the dustry is kept in check; (2) the legiti- the gentleman from Michigan, [Mr. 
kind or type of carrier. The purpose be- mate needs of law enforcement are Dingell], especially the gentleman

October 4, 1994

electronic messaging services, which is 
a term broadly defined to encompass 
electronic mail, electronic forms trans­
fer, electronic document interchange, 
and electronic data interchange. The 
term “telecommunications carrier” is 
not a defined term in the Communica­
tions Act of 1934, but the term is de­
fined broadly to include common car­
riers, which means, at minimum both a 
“common carrier,” as defined in sec­
tion 3(h), and a provider of “telephone 
exchange service,” as such term is de­
fined in section 3(r). Consequently, all 
local exchange carriers and long dis­
tance companies operating as common 
carriers will be covered. In addition, 
the provision in (4)(B)(ii) applies to 
persons or entities that offer a service 
that represents a substantial sub­
stitute for a common carrier service. 
This provision, coupled with the lan­
guage in (4)(A), is designed to sweep

 s Finally, title HI contains a long list 
 United States to encourage develop- of technical corrections and clerical

Section 104 requires the Attorney ment and deployment of new tech- amendments. These amendments are 
General to publish in the Federal Reg- nologies and services, and the competi- the definition of technical amend- . 
ister notice of the actual capacity and tive impact that compliance will have ments—spelling errors and bad ref- 
maximum capacity that law enforce- on the offering of the equipment, facili- erences—but are a necessary step from 
ment will need from telecommuni- ties, or services. These factors are de- time to time, 
cations carriers. Section 104(a)(2) re- signed to give the Commission direc- 
quires the Attorney General to identify tion so that the following goals are re­
capacity required at specific locations, alized: (1) Costs to consumers are kept

_______ r (Mr. FIELDS of Texas asked and was
obligations under section 104(d). Sec- ance is not used as either a sword or a given permission to revise and extend 
ond, this provision encourages the At- shield in realization of that goal.
torney General to recognize differences

~ ~ ~ ~ " ' ’ '  ’ . This legislation is necessary because
and Commerce Committee found this etary concerns of manufacturers and advancements in technology that have 
interest so compelling, that in title III carriers. (By genuine I mean informa- modernized our national telecommuni- 
of the bill we direct the Federal Com- tion that the agency beliefs would cations network at a pace that has out- 
munications Commission to adopt spe- present a harm to the competitive posi- stripped the ability of law enforcement 
cial rules to enforce this requirement, tion of a company if released.) The pro- to carry out its law enforcement obli- 
and to have companies submit their ceedings required by this Act may ne- gations under Federal wiretap laws, 
procedures for safeguarding those rules cessitate carriers and manufacturers to Specifically, new features such as call 
with the Commission so that this pre- file proprietary information which, if forwarding, three-way conferencing, 
ventive measure is subject to public disclosed, could affect adversely the and voice recognition calling have 
notice and not diluted. competitive position of the company or made it impossible for wiretaps to be

Section 109 establishes the principle service at issue. The Commission has conducted.
that for equipment or facilities or serv- procedures in place, under 47 CFR 0.459, I should note that I have never wit­
ices deployed on or before the date of .461, to honor requests for confidential- nessed Federal, State, and local law en- 
enactment, that the Attorney General, ity and to grant review of confidential forcement officials so united on the 
subject to the availability of appro- documents on a limited and protected need for passage of a legislative pro-

 Z : :----- Section 109(e) also directs the Attor-
among telecommunications carriers, ney General to promulgate regulations rise in support of H.R. 4922, a bill to 
and to take those differences into ac- designed to minimize the costs to the amend title 18, U.S. Code, regarding 
count when issuing a notice. Federal Government. These regulations the interception of communications for

Section 105 represents a significant serve the purpose of enabling the At- law enforcement purposes. This bill

basis. The Commission should make 
use of these procedures so that all par­
ties, including public interest and pri­
vacy advocates, can have access to the 
information, but that such information 
is handled pursuant to strict guide­
lines. The practice at the U.S. Trade 

, ,  Representative to handle dumping 
ices deployed after the date of enact- cases is generally acknowledged as 
ment. The Commission is directed to workable and well administered. The 
determine, upon a petition from a car- Commission, and the Attorney Gen- 
rier or a manufacturer or any other in- eral, should seek to establish similar 
terested party, whether compliance rules to handle genuine proprietary in- 
with section 103 is reasonably achiev- formation, 
able for equipment deployed after the Title in amends the Communications 
date of enactment. The legislation, in Act of 1934 by requiring the Commis- 
turn, elaborates on reasonably achiev- sion to promulgate rules enforcing the 
able as meaning whether compliance Communications Assistance for Law 
would impose significant difficulty or Enforcement Act in accordance with 

. . • « • * - X. X.JX.S * ■ V
f X W XX XX wx —■ ■ x —1 • —•»  — XX—~ its Communications Act, title II, regu-

Section 109(b)(1) lists several factors lations. This provision in new section 
the Commission should consider in de- 229(a), coupled with the systems secu- 

— - o-  termining whether compliance is rea- rity and integrity provisions in sub- 
broadly. However, in recognition that sonably achievable. Those factors di- sections (b) and (c), and the penalties 
not all common carriers need to be cov- rect the Commission’s attention to, and enforcement provisions in sub- 
ered by this Act, and in recognition inter alia, the impact on rates for basic section (d), ensures that the Commis- 
that law enforcement does not need ca- residential telephone service, the need sion will be able to enforce the secu- 
pability assistance from all carriers, to protect privacy interests, the need rity, privacy, and cost-effective rules 
the legislation also directs the Com- to meet law enforcement’s needs in a mandated by thisrAct. 
mission, in paragraph (8)(C)(ii), to ex- cost-effective manner, the policy of the r
elude certain carriers. 11 —1— ------------- ‘ 1 . — -------------

expansion of privacy protection for torney General to assess fairly the ex- represents the hard work of many En-
citizens everywhere. It ensures that penses incurred by carriers, and to re- ergy and Commerce and Judiciary
wiretapping technology does not be- imburse them accordingly. C------- 111----- —n11“ 1T“ "1: ri-*"
come so easy as to obviate the need for In administering the rulemaking du- eral months. I want to command Mr.
telephone company ]
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espionage,

Mr. Speaker, I urge all Members to

H10782

posal. I have heard from officials at all 
three levels and I specifically want to 
commend FBI Director Freeh for his 
hard work on this legislation and Sher­
iff Klevenhagers of Houston. I also 
want to complement the telephone in­
dustry and the privacy community for 
their important contributions to this 
legislation.

This bill will compensate telephone 
companies for retrofitting their net­
works to allow law enforcement to con­
duct authorized wiretaps in light of 
currently available telephone features 
and services. In the future, as new 
technologies come on line, the tele­
phone industry will be responsible for

Markey, Boucher, and Oxley for their 
hard work on this matter.

Mr. BROOKS. Mr. Speaker, I yield 3 
minutes to the distinguished gen­
tleman from California, [Mr. Edwards] 
chairman of the subcommittee who has 
done so much to craft this legislation 
and who is going to be retiring this 
year, and who we will not be able to re­
place. We will get a new Member, but 
he will never replace Don Edwards.

CONGRESSIONAL RECORD —HOUSE 

our ability the civil Uberties of Ameri-
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ability of law enforcement agencies to 
carry out court-ordered wiretaps.

As a former FBI special agent, I 
know that the court-authorized inter­
ception of communications is one of 
our most important tools in the inves­
tigation of criminal conduct. By neces­
sity, wiretaps are relied upon in the in­
vestigation of drug kingpins, terror­
ists, and others who would use tele­
communications networks to further 
their criminal ends.

Currently, the telecommunications 
industry is undertaking revolutionary 
changes in its technology, changes that 
could make it impossible for police 
agencies to execute lawful court or­
ders. In some instances, cellular tech­
nology and new digital features have 
already frustrated court-ordered wire­
taps.

I want to emphasize that this meas­
ure would not expand the authority of 
law enforcement in any way. It would 
merely ensure that it remains tech­
nically feasible to access communica­
tions. Those who suggest that this leg­
islation gives Government new power 
to pry into people’s lives are simply 
mistaken.

One area of controversy that arose 
during consideration of the bill con­
cerned the issue of cost—specifically, 
how great the expense of implementa­
tion will be and who should bear it. I 
want to state my satisfaction with the 
compromise that has been reached, but 
also express my willingness to revisit 
the issue if necessary. In the mean­
time, I have asked the Office of Tech-

Federal Bureau of Investigation,
Washington, DC. Oct. 4,1994. 

Hon. Michael G. Oxley,

Washington,DC. ‘
Dear Congressman Oxley: I am writing to 

request your support for enactment of the 
“Communications Assistance for Law En-

CMr.-EDWlRDSy CxlltanU Vi,~
id was given permission to revise and cost, and hn € 01 ^Piementing the

need to seek Federal funding to pay for
the network changes necessary. 

I again want to commend the spon- forcement to continue to carry out wiretaps 
sor, Mr. Edwards, and Messrs. Din- ’“2
cell, Moorhead, Brooks, Fish, Hyde, standards for meeting those requirement. 

*ntzmr Dnimm.in a.i_ p ________ ....

the costs of modifying existing equipment to 
comply.

The question of costs was very difficult The 
bill before you takes a reasonable middle 
course. Industry will be required to bear only 
the reasonable costs of compliance after 4 
years. The FOG will determine what is reason­
able based on factors specified in the bill.

We dealt with the scope issue very care- 
„  ful|y- We cover common carriers, including
Mr. EDWARDS of California. Mr. competitive access providers and companies 

Speaker, I thank my chairman for such as teleport.
those gracious remarks. ■
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ing minority member, the gentleman I ‘"
from Illinois [Mr. Hyde], who has been this bilt
of such enormous help in this difficult Mr. HYDE. Mr. Speaker before I
bill. It was a difficult biU to write, be- yield to the gentleman from Ohio, I — -  w
cause it dealt with a subject that want to again congratulate the gen- point out how hard the new FBI Direc- 
makes us all uneasy, which is a con- tieman from California [Mr. Edwards] tor Freeh worked on this particular 
stitutional issue having to do with the the distinguished chairman of the Sub- legislation. Had it not been for him we 
fourth amendment. committee on Civil and Constitutional would not be here tonight on the sus-

We were determined when we started Rights. No one is more sensitive to the pension calendar.
PrlnclPle that we fragility of civil liberties and civil Mr. Speaker, the need for legislative 

established in 1968 in the Omnibus Con- rights than he. This bill would not action is clear. Without it, U.S. au- 
trol and Safe Streets Act, that there have passed without his attention and thorities will be unequipped to protect 
must be a warrant by a court before care and concern, and I think the coun- the Nation from organized crime, ter- 
there is any kind of listening in. In ad- try owes him a debt of gratitude for his rorism, drug trafficking, < 
dition, we wanted to make sure that all work in this and so many other things anci other threats.
privacy considerations and civil lib- Mr. Speaker, I am pleased to yield 3 I-- Z _ -
erties be protected, and that is what we minutes to the distinguished gen- support this vital legislation 
did We drew the bill very narrowly, tieman from Ohio [Mr. Oxley], U.S. Department of Justice
and in important instances we tight- (Mr. OXLEY asked and was given Federal Bureau of Investigation 
ened existing controls over the police permission to revise and extend his re- Washington, DC. Oct. 4 1994
and the FBI. So the result is tougher marks.) Hon- Michael G. Oxley,
standards for the FBI and the police in Mr. OXLEY. Mr. Speaker I rise in u-s-House of ^resentatives 
going through any kind of wiretapping, strong support of the Digital Teleph-

So I think we did a good job. I guar- ony Act of 1994. As menUoned, the pur-
antee that we protected to the best of pose of this bill is to safeguard the

The FBI came to us several years ago and 
said that new technologies were giving them 
increasing problems carrying out wiretaps. 

We said, you have to prove there is a prob­
lem before we legislate.

Well, they did their homework, and they 
proved there is a problem. They have submit­
ted 183 cases, from all over the country, in­
volving many of the new technologies and

The industry also has admitted there are 
technological problems.

So we worked with industry, the FBI, and 

administration proposals had no privacy provi- 
ducted. The bill asks the FCC to deter- mrarthe ^hone system.

“17 There was a great deal of compromise, and
achievable, and if they are not, we will the result is before the House today.

The bill requires common earners to meet 
basic functional requirements allowing law en- 

The bill allows industry "to develop the

It provides 3500 million over 4 years to pay 
*• —* »•* •  ... . .

--- 
comply.

privacy advocates to develop a bill. Original

making sure that wiretaps may be con- sions and would have given the FBI control

mine whether the costs are reasonably

and was given permission to revise and cost, and he has substantially improved the bin 
extend his remarks.) F’” L L
 Mr. EDWARDS of California. Mr. Commerce Committee have beeni tremem

this bill correctly and in detail, and I

bill. The contributions made by the Energy and

Speaker, my colleagues have explained dously helpful
UUs MU oor^ou, XM 1*, d.uu. „d I Th. M w.
will not repeat it, but I do want to raise the standard for access to transactional  ----------- - ■ - legiBiation. 1
thank my chairman, the gentleman records, and require a court order. We im-
from Texas [Mr Brooks], the gen- prove the protections for cordless phones and x**^*
tieman from Michigan [Mr. Dingell], cellular phones. We place limits on the ability Fields for their  

[Mr. MARKEY] and, of course, our rank- tracking devices. [Mr. Edwards] and the gentleTZn from
---------- 1 m summary, Mr. Speaker, I urge approval of Texas [Mr. Brooks],

 2050
Mr. Speaker, I specifically want to

I wish to take this opportunity to 
commend FBI Director Freeh, his able 
staff, and the Committee on the Judici-

also would like to thank Chairman 
Dingell, Chairman Markey, Congress­
man Moorhead and Congressman
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referred to in sec-
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the gentleman

5

>

Mr. GEKAS.

Islands AssociationI

0

e
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s

further proceedings on this motion will 
be postponed.

The point of no quorum is considered 
withdrawn.

1UTIAN AND 
•S RESTITUTION

the gentleman 
Brooks] that th

ns
ry 
at
ce
>r- 
h-
ve

18-

Of
Id
h-

irget that while we all 
by the internment of

JI be used solely for 
lent, and restoration 
it, damaged, or de­

Orthodox church 
taged or destroyed

:a asked and was 
wise and extend

1-
1-

support of S. 1457, 
ing Aleutian and 1 
titution Act to inci 
lion to $4.7 millioi 
of appropriation t

Indians as well were vic- 
ihat grand injustice per- 
iring that time.
sd to speak more eloquently 

lestion, I would have to turn 
tking encyclopedia of matters 
tq the resident expert, the 

Alaska [Mr. Young].

for S. 1457. 
erve the balance of

d and bum'ed. Keep 
as the only State 
iring World War n.

(Mr. BROOKS aski 
permission to revise 
marks.)

Mr. BROOKS. Mr. fepeaker, I rise in 
a amend the exist- 
nbilof Islands Res- 
lase—from $1.4 mil- 
-the authorization 
compensate Aleut 

villages for church/property lost, dam­
aged, or destroyed during World War II.

The increase is based on the 1993 re­
port by the Department of Interior— 
which was requires. by the act—provid­
ing an estimate fo • repair and restora­
tion of the propert y.

I’m pleased tha; both the Aleutian 
Church Restorati >n Society and the 
Aleutian/Pribilof
have provided letters that state: “Any 
increase in authc rization under this 
bill will be spent s )lely for the restora- 
tion/renovation o’
property lost, dai 
during the war.

I urge an aye vot
Mr. Speaker, I re

my time.

i-
I
n 

i- 
ti

?
1
1

I urge my colli 
bill.

Mr. BROOKS. J 
further requests

AMENDING
PRIBILOF ISL 
ACT
Mr. BROOKS. J 

suspend the rulei 
bill (S. 1457) to ai

I 
er- 
of 

es- 
es-
In- 
>r- 
le- 
ler

ar. Speaker, I have no 
for time, and I yield 

back the balance of my time.
Mr. Speaker, I yield 

back the balance of my time.
The SPEAKE R pro tempore. The 

question is on the motion offered by 
from Texas [Mr.
House suspend the 

rules and pass thfe Senate bill, S. 1457, 
as amended. \

The question was taken.
Mr. WALKER. Mr. Speaker. I object 

to the vote on the ground that a 
quorum is not present and make the 
point of order that a quorum is not 
present.

Aleutian and Prlbilof
Act (50 U.S.C. App. 198f
by striking “$1,400,0 
“$4,700,000”. /

(b) Fund.—If the Fut
tion 205(a) of the Aleutian and Prlbilof Is­
lands Restitution Act (50 U.S.C. App. 1989c- 

inated pursuant to sec- 
Ict (50 U.S.C. App. 1989c- 
ropriation of additional 
is Act, the Fund shall be

Mr. GEKAS. Mr/Speaker, I yield my­
self such time as I may consume.

I, too, strongly support the passage 
of this legislation. Many Americans are 
too quick to
were disgraci
the Japanes/ during World War II, that 
the Aleutii
tims of
petrated

If I wai
on the qi
to the wa
Alaskan,
gentleman fi

Mr. Speaker^! yield such time as he 
may consume toxthe gentleman from 
Alaska [Mr. YOUNG]>

(Mr. YOUNG of Ala
given permission to 
his remarks.)

Mr. YOUNG of Alaska! Mr. Speaker, I 
Mom Pennsylva- 
lelding time to 
1 the gentleman 
:s] for bring this

i-

7.
1-

I 
ie 
it 
it

le bill amends the Aleutian- 
istitution Act by increasing 
Ization for appropriations to
3, Aleut villages in Alaska 
property damaged and de­

World War H. Some of 
rare destroyed in mili- 
l\as part of U.S. efforts 

to recapture Abtu and Kiska. Other 
churches were loott
in. mind, Alaska 
that was invaded d

The Aleutian peoble themselves are 
the ones that suffen d the most during 
this activity. This t ill amends the ex­
isting authorization to allow full com­
pensation of the Aleut people for the 
destruction of their churches. This also 
is the legislation of/my senior Senator, 
Senator Ted Stewns. I suggest re­
spectfully this is al sort of a tribute to 
his effort and interest in my constitu­
ents and his own constituents.

les to support the

4(a)) has been tern
tion 203(d) of such ,
2(d)), upon the ap] 
funds pursuant to tl 
reestablished.

(c) Use of FuNDB.Arhe funds appropriated 
pursuant to this Act S] " ‘ ‘ - - -
the renovation, replace
of Church property li
stroyed during World Wab.H.

The SPEAKER pro
ant to the rule, the Gentleman from 
Texas [Mr. Brooks] wi 1 be recognized 
for 20 minutes, and the gentleman from 
Pennsylvania [Mr. Gei^as] will be rec­
ognized for 20 minutes.

The Chair recognize]
from Texas [Mr. Brook

October 4, 1994

forcement Act,” H.R. 4922. It is scheduled to 
be voted upon today under suspension of the 
rules.

This legislation is of extreme importance 
to all federal, state, and local law enforce­
ment agencies. The bill has the full support 
of every major law enforcement organization 
in the country as well as the entire intel­
ligence community.

If enacted, this legislation will prevent 
new telecommunications technologies from 
continuing to impede law enforcement agen­
cies’ lawful conduct of court-ordered elec­
tronic surveillance, without In any way di­
minishing the privacy of our citizens or ham­
pering the deployment of new telecommuni­
cations technology. Indeed, the legislation 
contains numerous new privacy-enhancing 
provisions. Passage of this legislation is ex­
tremely critical, since without it effective 
law enforcement, the public safety, and na­
tional security will be put at unacceptable 
risk. Failure to enact it will rob law enforce­
ment officers of a critical tool they use to 
fight terrorism, drug-trafficking cartels, or­
ganized and violent crime, and other life­
threatening felonies.

This legislation is the product of an in­
tense and diligent effort by the Senate and 
House Judiciary Committees, as well as the 
House Energy and Commerce Committee, to 
achieve a delicate balance of law enforce­
ment, privacy, and telephone industry inter­
ests and concerns. It is sponsored on the 
House side by Congressmen Edwards and 
Hyde. This legislation is a remarkable 
achievement because of Its balanced, fair, 
and equitable treatment of all affected par­
ties, both with regard to responsibilities and 
cost allocation.

Every day that passes without this essen­
tial legislation means that law enforcement 
will be increasingly stripped of a great weap­
on against crime and a vital shield to protect 
the public. Just last week a wiretap in a ter­
rorism investigation was stymied because of 
digital technology. Similarly, every day that 
passes means that the cost of solving the 
problem will grow ever greater. I can’t em­
phasize too strongly that enactment of this 
legislation cannot wait.

I trust that you will appreciate both the 
extreme significance of this problem, as well 
as the extreme importance of this well-craft­
ed legislative solution to correct it. On be­
half of the entire law enforcement and intel­
ligence communities, I urgently request your 
help to ensure that we in law enforcement 
can continue to do our job of effectively pro­
tecting the American public against the vio­
lent gangsters and terrorists who prey on so­
ciety through your support for passage of 
H.R. 4922.

Sincerely yours,
Louis J. Freeh,

Director.
Mr. Speaker, I include for the 

Record a letter from Director Freeh.
Mr. BROOKS. Mr. Speaker, I yield 

back the balance of my time.
The SPEAKER pro tempore (Mr. 

Poshard). The question is on the mo­
tion offered by the gentleman from 
Texas [Mr. Brooks] that the House sus­
pend the rules and pass the bill, H.R. 
4922, as amended.

The question was taken.
Mr. Speaker, I object to the vote on 

the ground that a quorum is not 
present and make the point of order 
that a quorum is not present.

The SPEAKER pro tempore. Pursu­
ant to the provisions of clause 5, rule I, 
and the Chair’s prior announcement, 

J-
Mr. BROOKS. Mr. Speaker, I yield 

myself such time as I pay consume, 
and was given 

id extend his re-

p. Speaker, I move to 
and pass the Senate 

lend the Aleutian and 
Prlbilof Islands/Restitution Act to in­
crease authorization for appropriation 
to compensate Aleut villages for 
church propertAlost, damaged, or de­
stroyed during World War H, as amend­
ed. \

The Clerk read as follows:
S.1457\

Be it enacted by the SenatAand House of Rep­
resentatives of the United States of America in 
Congress assembled,
SECTION 1. INCREASE IN AUTHORIZATIONS.

(a) In General.—Section 205(d)(4) of the 
slands Restitution 
4(d)(4)) is amended 
” and inserting

thank the gentleman f
nia [Mr. Gekas] for y
me. I want to thank/
from Texas [Mr. Brook
legislation to the floor.

The Congress has/in the past acted on 
legislation introduced by myself and 
other Members of this body to give res­
titution to thq members that remain 
for the internment which occurred. 
This is one of the better pieces of legis­
lation which we passed, and I suggest 
respectfully that this is just a follow­
up. |

Again, tn
Prlbilof r4
the author!
compensate
for church
stroyed durii\
the churches
tary operatioi

sr
ly
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SECTION-BY-SECTION ANALYSIS FOR H.R. 4922
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Section 101 names this title the "Communications Assistance 
for Law Enforcement Act."

TITLE II amends Title 18 of the United States Code by­
expanding the privacy protection of the Electronic 
Communications Privacy Act to cover cordless phones and 
certain radio-based communications; prohibiting the 
fraudulent alteration of cellular telephones; requiring a 
court order for the disclosure of transactional data on 
electronic communication services; limiting the use of pen 
registers that intercept information other than dialing or 
signaling information; and by making other technical 
changes.

The term "call-identifying information" means the dialing or 
signaling information that identifies the origin and destination 
of a wire or electronic communication generated or received by a 
subscriber by means of any equipment, facility or service of a 
telecommunications carrier. For voice communications, this 
information is typically the electronic pulses, audio tones, or 
signaling messages that identify the numbers dialed or otherwise 

TITLE III amends the Communications Act of 1934 by requiring 
the Federal Communications Commission ("FCC") to prescribe 
rules for implementing CALEA's systems security and

TITLE I consists of twelve sections, which may be cited as 
the Communications Assistance for Law Enforcement Act" 
("CALEA") and deal with law enforcement's wiretap capability 
and capacity needs.

TITLE 1. INTERCEPTION OF DIGITAL AND OTHER COMMUNICATIONS. 
Title contains twelve sections numbered 101 through 112

The bill consists of the follow^itf^^^ee titles:

integrity requirements, by authorizing common carriers to 
petition the FCC to adjust charges to recover costs of 
compliance with CALEA, and by making clerical and technical 
amendments and eliminating expired and outdated provisions 
of the communications laws.

Section 102 provides definitions for "call-identifying 
information," "electronic messaging services," "information 
services," "government," "telecommunications support services," 
and "telecommunications carrier."

This 
Title contains twelve sections numbered 101 through 112 and 
defines more precisely the assistance that telecommunications 
carriers are required to provide in connection with court orders 
for wire and electronic interceptions, including pen registers 
and trap and trace devices.
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"Telecommunications carrier" does not include persons or 

2

The term "telecommunications support services" means a 
product, software or service used by a telecommunications carrier 
for the internal signaling or switching of its network. There are 
currently over one hundred such support service providers that 
provide common carriers with specialized support services.

The term "electronic messaging services" means software­
based services that enable data, images, sound, writing or other 
information to be shared among computing devices controlled by 
the senders or recipients of the messages.

The term "government" means the government of the United 
States and any agency or instrumentality thereof, the District of 
Columbia, any commonwealth, territory, or possession of the 
United State, and any state or political subdivision thereof 
authorized by law to conduct electronic surveillance.

A "telecommunications carrier" is defined as any person or 
entity engaged in the transmission or switching of wire or 
electronic communications as a common carrier for hire, and 
includes a commercial mobile service, as defined in section 
332(d) of the Communications Act. This definition encompasses 
such service providers as local exchange carriers, interexchange 
carriers, competitive access providers (CAPS), cellular carriers, 
providers of personal communications services (PCS), satellite­
based service providers, cable companies that offer telephony, 
and any other common carrier that offers wireline or wireless 
service for hire to the public. It also includes such services 
as call forwarding, speed dialing and the call forwarding portion 
of a voice mail service.

The term "information services" means the offering of a 
capability for generating, acquiring, storing, transforming, 
processing, retrieving, utilizing, or making available 
information via telecommunications, but does not include any 
capability for a telecommunications carrier's internal 
management, control or operation of its telecommunications 
network. Included in the definition of information services are 
electronic publishing, electronic messaging services, and 
services permitting customers to retrieve from, and file 
information in, information storage facilities.

transmitted. In pen register investigations, these pulses, 
tones, or messages identify the numbers dialed from the facility 
that is the subject of the court order or lawful authorization. 
In trap and trace investigations, these are the incoming pulses, 
tones, or messages which identify the originating number of the 
facility from which the call was placed and which are captured 
when directed to the facility that is the subject of the court 
order or authorization.
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entities to the extent they are engaged in providing information 
services, such as electronic mail providers, on-line services 
providers, such as CompuServe, Prodigy, America On line or Mead 
Data, or commercial Internet providers.

The third requirement is to make intercepted communications 
and call identifying information available to government, 
pursuant to court order or other lawful authorization, so they 
may be transmitted over lines or facilities leased or procured by 

The second requirement is expeditiously to isolate and 
enable the government, pursuant to court order or other lawful 
authorization, to access reasonably available call-identifying 
information about the origin and destination of communications. 
Access must be provided in such a manner that the information may 
be associated with the communication to which it pertains and is 
provided to the government before, during or immediately after 
the communication's transmission to or from the subscriber, or at 
any later time acceptable to the government.

Section 103, entitled "Assistance capability requirements," 
consists of four subsections. Subsection (a) sets forth four 
"Capability Requirements," which every telecommunications carrier 
is required to meet in connection with those services or 
facilities that allow customers to originate, terminate or direct 
communications. The first requirement is expeditiously to 
isolate and enable the government, pursuant to court order or 
other lawful authorization, to intercept all wire and electronic 
communications in the carrier's control to or from the equipment, 
facilities or services of a subscriber, concurrently with the 
communications' transmission, or at any later time acceptable to 
the government.

In addition, for purposes of this Act, the FCC is authorized 
to deem other persons and entities to be telecommunications 
carriers subject to the assistance requirements in section 103 to 
the extent that such person or entity serves as a replacement for 
the local telephone service to a substantial portion of the 
public and it is in the public interest to deem them a 
telecommunications carrier for the purposes of CALEA. The FCC is 
also authorized, after consultation with the Attorney General, to 
exempt classes or categories of telecommunications carriers.

Call identifying information obtained by pen register and 
trap and trace devices may not include information disclosing the 
physical location of the subscriber sending or receiving the 
message, except to the extent that location is indicated by the 
phone number. Orders authorizing the use of trap and trace and 
pen register devices are obtained upon certification to the court 
that information likely to be obtained is relevant to an ongoing 
criminal investigation; to obtain location information, a 
probable cause showing is required.
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Subsection (c) allows a carrier, in emergency or exigent 
circumstances, to fulfill its obligation to deliver 
communications to law enforcement under the third capability 
requirement by allowing monitoring on the carrier's premises.

Subsection (b) limits the scope of the assistance 
requirements in several important ways. F‘ .

Second, the capability requirements only apply to those 
services or facilities that enable a subscriber to make, receive 
or direct calls. They do not apply to information services, such 
as the services of electronic mail providers, on-line services, 
such as CompuServe, Prodigy, America Online or Mead Data, or the 
services of Internet access providers. Nor do they apply to 
private networks or services merely supporting the transport or 
switching of communications for the sole purpose of 
interconnecting carriers. Thus, a carrier providing a customer 
with a service or facility that allows the customer to obtain 
access to a publicly switched network is responsible for 
complying with the capability requirements. On the other hand, 
for communications handled by multiple carriers, a carrier that 
does not originate or terminate the message, but merely 
interconnects two other carriers, is not subject to the 
requirements for the interconnection part of its facilities.

Finally, telecommunications carriers have no responsibility 
to decrypt encrypted communications that are the subject of 
court-ordered wiretaps, unless the carrier provided the 
encryption and can decrypt it. This obligation is consistent 
with the obligation to furnish all necessary assistance under 18 
U.S.C. § 2518(4). Nothing in this paragraph would prohibit a 
carrier from deploying an encryption service for which it does 
not retain the ability to decrypt communications for law 
enforcement access.

The final requirement is to meet these requirements with a 
minimum of interference with the subscriber's service and in such 
a way that protects the privacy of communications and call 
identifying information that are not targeted by electronic 
surveillance orders, and that maintains the confidentiality of 
the government's interceptions.

' ‘ , First, law enforcement
agencies are not permitted to require the specific design of 
systems or features, nor prohibit adoption of any system or 
feature, by wire or electronic communication service providers or 
equipment manufacturers. The legislation leaves it to industry 
to decide how to comply. A carrier need not insure that each 
individual component of its network or system complies with the 
requirements so long as each communications session can be 
intercepted at some point.



4

5

The actual capacity relates to the number of intercepts the 
government will need to operate upon the date that is four years 
after enactment. The maximum capacity relates to the greatest 
number of intercepts a particular system must be capable of 
implementing simultaneously at some time farther in the future.

Section 104, entitled "Notices of capacity requirements," 
places the burden on the government to estimate its capacity 
needs and to do so in a cost-conscious manner, while also 
providing carriers with a "safe harbor" for capacity. Subsection 
(a) requires the Attorney General, within one year of enactment, 
after notice and comment, to publish in the Federal Register and 
provide to appropriate industry associations and standards bodies 
notices of both the maximum capacity and the actual capacity 
required to accommodate all intercepts, pen registers, and trap 
and trace devices the government (including federal, state and 
local law enforcement) expects to operate simultaneously.

The Attorney General is directed to develop the notices 
after consultation with local and state law enforcement 
authorities and the carriers, equipment manufacturers and 
providers of support services. The Attorney General is given 
flexibility in determining the form of the notice. For example, 
the notice may be based upon the type of equipment, type of 
service, number of subscribers, type or size of carrier, nature 
of the service area, or any other measure. The notice must 
identify, to the maximum extent practicable, the capacity 
required at specific geographic locations.

Subsection (d), entitled "Mobile Service Assistance
Requirement," addresses the responsibility of the providers of 
commercial mobile service who can no longer deliver a message or 
call identifying information to law enforcement because the 
subscriber, the message and the call identifying information have 
left the provider's service area. Li such a case, the provider 
that had the assistance responsibility is not required to 
continue providing the government with the content of the 
communication or call identifying information, but must notify 
the government which carrier or service provider has subsequently 
picked up the content or call identifying information and begun 
serving the subscriber.

Subsection (b) provides that, subject to the reimbursement 
conditions in subsection (e) below, telecommunications carriers 
must ensure that, within three years after publication of the 
notice, or within four years after enactment, whichever is 
longer, they have the initial capacity and the maximum capacity 
to execute all electronic surveillance orders. If the Attorney 
General publishes the first capacity notices before the statutory 
time of one year has elapsed, compliance by carriers must be 
achieved at the same time as the effective date in Section 111(b) 
of CALEA. In the event the Attorney General publishes the 
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notices after the one year statutory time limit, carriers will 
have three years thereafter to comply, which time period will 
fall after the effective date in Section 111(b) of CALEA.

Subsection (c) requires the Attorney General periodically to 
give telecommunications carriers notice of any necessary 
increases in maximum capacity. Carriers will have at least three 
years, and up to any amount of time beyond three years agreed to 
by the Attorney General, to comply with the increased maximum 
capacity requirements.

Subsection (d) requires telecommunications carriers, within 
180 days of publication of the capacity notices, to submit to the 
Attorney General a statement identifying any of their systems or 
services that do not meet the capacity requirements set forth in 

the notices.

Subsection (e) requires the Attorney General to review the 
carriers' statements and authorizes the Attorney General, subject 
to the availability of appropriations, to agree to reimburse a 
carrier for reasonable costs directly associated with any 
modifications to attain the capacity requirements. Until the 
Attorney General agrees to such reimbursement, the carrier shall 
be considered to be in compliance with the capacity notices.

Section 105 protects systems security and integrity by 
requiring that any electronic surveillance effected within a 
telecommunications carrier's switching premises be activated only 
with intervention by an individual officer or employee of the 
carrier. The switching premises include central offices and 
mobile telephone switching offices (MTSOs). The officer or 
employee must act in accordance with regulations prescribed by 
the FCC.

This makes clear that government agencies do not have the 
authority to activate remotely interceptions within the premises 
of a telecommunications carrier. All executions of court orders 
or authorizations requiring access to the switching facilities 
will be made through individuals authorized and designated by the 
telecommunications carrier. Activation of interception orders or 
authorizations originating in local loop wiring or cabling can be 
effected by government personnel or by individuals designated by 
the telecommunications carrier, depending upon the amount of 
assistance the government requires.

Section 106, in subsection (a), requires a
telecommunications carrier to consult with its own equipment 
manufacturers and support service providers to identify those 
services or equipment to which modifications must be made for the 
carriers to comply with the capability and capacity requirements. 
Subsection (b) requires manufacturers of telecommunications 
transmission or switching equipment and support services 
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providers to make available to their customers who are 
telecommunications carriers the necessary modifications on a 
reasonably timely basis and at a reasonable charge.

These responsibilities of the manufacturers and support 
services providers make clear that they have a critical role in 
ensuring that lawful interceptions are not thwarted. Without 
their assistance, telecommunications carriers likely could not 
comply with the assistance capability requirements.

Section 107 establishes a mechanism for implementation of 
the assistance capability requirements that defers, in the first 
instance, to industry standard-setting organizations. Subsection 
(a) directs the Attorney General, in coordination with other law 
enforcement agencies, to consult with associations and standard­
setting bodies of the telecommunications industry.

Carriers, manufacturers and support service providers will 
have a "safe harbor" and be considered in compliance with the 
assistance capability requirements if they comply with publicly 
available technical requirements or standards designed in good 
faith to implement the assistance requirements.

This subsection states affirmatively that the absence of 
publicly available technical requirements or standards will not 
preclude carriers, manufacturers or support service providers 
from deploying a technology or service, nor relieve them from 
their obligations under CALEA. Thus, even absent such 
requirements or standards, carriers must still comply with the 
assistance capability requirements, and manufacturers and support 
services providers still have a duty to assist carriers.

Subsection (b) provides a forum at the FCC in the event a 
dispute arises over the technical requirements or standards. 
Anyone can petition the FCC to challenge any technical 
requirements or standards issued by industry associations or 
bodies under this section, or, if none exist, to establish such 
requirements or standards. In taking any action under this 
section, the FCC is directed to meet the assistance capability 
requirements by cost-effective methods, protect privacy and 
security of communications that are not the targets of court- 
ordered electronic surveillance, minimize the cost of compliance 
on residential ratepayers, and serve the policy of the United 
States to encourage the provision of new technologies and 
services to the public.

If an industry technical requirement or standard is set 
aside or supplanted by the FCC, the FCC is required to consult 
with the Attorney General and establish a reasonable time and 
conditions for compliance with and the transition to any new 
standard. The FCC may also define the assistance obligations of 
the telecommunications carriers during this transition period.
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Subsection (c) authorizes the FCC to grant 
telecommunications carriers an additional two years to achieve 
compliance with the assistance capability requirements beyond the 
four years provided in Section 111(b) of CALEA. The FCC may 
grant a petition for relief from compliance with the assistance 
capability requirements for up to two years in circumstances 
where the carrier can show that compliance with those 
requirements is not reasonably achievable through application of 
technology available within the four year compliance period. The 
Attorney General will reimburse the carrier for any necessary 
modifications made during the extension period.

Any extension granted under this subsection applies only to 
that part of the carrier's business on which the equipment, 
facility, or service at issue is used.

Section 108 provides guidance to the courts for any order 
issued to enforce the requirement of CALEA. Subsection (a) 
defines the grounds for issuance of an enforcement order. 
First, the court must find that law enforcement has no 
alternatives reasonably available for implementing the order 
through use of other technologies or capabilities, or by serving 
the order on another carrier or service provider. Essentially, 
the court must find that law enforcement is seeking to conduct 
its interception at the best, or most reasonable, place for such 

interception.

Second, the court must find that compliance with the 
requirements of CALEA is reasonably achievable through 
application of available technology, or would have been 
reasonably achievable if timely action had been taken. Of 
necessity, a determination of "reasonably achievable" will 
involve a consideration of economic factors. This limitation is 
intended to excuse a failure to comply with the assistance 
capability requirements or capacity notices where the total cost 
of compliance is wholly out of proportion to the usefulness of 
achieving compliance for a particular type or category of 
services or features. This subsection recognizes that, in 
certain circumstances, telecommunications carriers may deploy 
features or services even though they are not in compliance with 
the requirements of CALEA.

In the event that either of these grounds is not met, the 
court may not issue an enforcement order and the carrier may 
proceed with deployment, or with continued offering to the 
public, of the equipment, facility, or service at issue.

Subsection (b) requires a court upon issuance of an 
enforcement order to set a reasonable rime and conditions for 
complying with the order. In determining what is reasonable, the 
court may consider as to each party before it a number of 
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1, 1995, to comply with the assistance capability requirements 
unless the Attorney General has agreed to pay for all reasonable

enumerated factors.

Subsection (c) places three limitations on the court's 
authority to issue enforcement orders. First, an enforcement 
order may not be issued requiring a carrier to exceed the 
capacity set forth in the Attorney General's notices under 
section 104.

Second, an enforcement order may not require a carrier to 
comply with the assistance capability requirements if the FCC has 
determined, pursuant to its authority under section 109(b)(1), 
that such compliance is not reasonably achievable. However, if 
the Attorney General agrees, pursuant to section 109(b)(2), to 
pay the incremental costs to make compliance reasonably 
achievable, this limitation does not pertain.

Finally, an enforcement order may not require a carrier to 
modify equipment, facilities or services deployed before January 

costs directly associated with the modifications necessary for 
compliance. However, if such non-compliant equipment, facilities 
or services are replaced, significantly upgraded or otherwise 
subject to major modification after January 1, 1995, this 
limitation does not pertain.

Section 109, entitled "Payment of Costs of
Telecommunications Carriers To Comply With Capability
Requirements" requires in subsection (a) that the Attorney 
General pay all reasonable costs directly associated with 
modifications to equipment, facilities and service deployed 
before January 1, 1995 to ensure compliance with the assistance 
capability requirements.

Subsection (b) deals with payments of costs for equipment, 
facilities and services installed or deployed after January 1, 
1995. For such equipment, facilities and services, paragraph 
(b)(1) authorizes telecommunications carriers and other 
interested persons to petition the FCC for a determination of 
whether compliance with the assistance capability requirements is 
reasonably achievable. The FCC is given 1 year after the 
petition is filed to make this determination. In making this 
determination, the FCC is directed to determine whether 
compliance would impose significant difficulty or expense on the 
carrier or users, and to consider a number of enumerated factors, 
including the effect on public safety and national security, the 
rates for basic residential telephone service, and the need to 
protect privacy and security of communications not authorized to 
be intercepted.

Paragraph (b)(2) provides that if compliance with the 
assistance capability requirements is not reasonably achievable 

9
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Section 110 authorizes $500,000,000 to be appropriated for 
fiscal years 1995 through 1998, which encompass the four years 
after enactment, to carry out the purposes of CALEA. Such sums 
are authorized to remain available until expended.

Section 111 sets the effective date for compliance with the 
assistance capability requirements in section 103 and the systems 
security and integrity requirement in section 105 as four years 
after enactment. All other provisions take effect upon date of 
enactment.

Subsection (c) directs the Attorney General to allocate 
appropriated funds to carry out the purposes of CALEA in 
accordance with law enforcement's priorities.

Subsection (e) authorizes the Attorney General, after notice 
and comment, to establish regulations to effectuate the timely 
and cost-efficient processing of any payment by the government to 
carriers under CALEA, under chapters 119 and 120 of title 18, 
United States Code, and under the Foreign Intelligence 
Surveillance Act of 1978. The Attorney General is further 
directed to consult with the FCC about issuing regulations to 
determine reasonable costs under CALEA. Such regulations must 
minimize the cost to the Federal government and maintain the 
confidentiality of trade secrets, while permitting recovery from 
the government of (i) the direct research and development costs 
that have not been recovered from any other governmental or 
nongovernmental entity, (ii) the direct costs attributable to 
compliance with CALEA of personnel training and the deployment or 
installation of equipment or facilities, and (iii) in the case of 
modifications that may be used for purposes other than for 
lawfully authorized electronic surveillance, only the incremental 
costs attributable to compliance with CALEA. Such regulations 
will require telecommunications carriers to submit to the 
Attorney General claims for payment and such information as the 
Attorney General may require.

Subsection (d) provides that if a telecommunications carrier 
requests payment for modifications to equipment, facilities or 
services deployed on or before January 1, 1995 to achieve 
compliance with the assistance capability requirements, and the 
Attorney General does not agree to pay, the equipment, feature or 
service in question will considered to be in compliance, until it 
is replaced, significantly upgraded or otherwise undergoes major 
modification.

for equipment, features or services deployed after January 1, 
1995, the Attorney General is authorized, on application by a 
carrier, to agree to pay additional reasonable costs to make 
compliance reasonably achievable. Absent such agreement, the 
carrier will be deemed to be in compliance.
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New section 2522(c) authorizes a court to impose upon any 
carrier, equipment manufacturer or support service provider a 
civil penalty up to $10,000 per day for each day in violation 
after issuance of the order or at such later time as the court 
may order. In setting the appropriate amount of the fine, a 
court may consider a number of enumerated factors, including the 
nature, circumstances, and extent of the violation, and, with 
respect to the violator, ability to pay, good faith efforts to 
comply in a timely manner, effect on ability to continue to do 

Section 112 requires the Attorney General, beginning in
1995, to report annually to Congress on or before November 30, 
the monies expended under CALEA. This report must include 
detailed accountings of the amounts paid, and expected to be 
paid, to each carrier and identify the equipment, facility or 
service for which such payments were, or are going to be, made.

In addition, the General Accounting Office ("GAO") is 
required to report on or before April 1, 1996 and every two years 
thereafter, on the costs of compliance with CALEA, including 
costs incurred, and projected to be incurred, by the Attorney 
General and telecommunications carriers. In addition, GAO's 
report must include a description of the equipment, facilities or 
services for which costs have been or are expected to be 
incurred.

Section 201 adds to title 18 a new section 2522, entitled 
"Enforcement of the Communications Assistance for Law Enforcement 
Act." New section 2522(a) provides that a court may order 
telecommunications carriers, equipment manufacturers and support 
service providers to comply forthwith with the requirements of 
CALEA in circumstances where an electronic surveillance order or 
authorization has been issued but cannot be effected because a 
carrier has failed to comply with those requirements. An order 
under this subsection must be issued in accordance with the 
grounds for issuance and limitations in section 108 of CALEA.

New section 2522(b) authorizes the Attorney General, in the 
absence of a particular electronic surveillance order or 
authorization, to apply in a civil action to an appropriate 
United States Court for an enforcement order directing a 
telecommunications carrier, equipment manufacturer and support 
services provider to comply with CALEA. In order to avoid 
disparate enforcement actions throughout the country which could 
be burdensome for telecommunications carriers, this authority is 
vested in the Attorney General of the United States through the 
Department of Justice and the Offices of the various United 
States Attorneys.

TITLE II. AMENDMENTS TO TITLE 18, UNITED STATES CODE. This 
title contains eight amendments to the criminal code in title 18 
of the United States Code.
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business, the degree of culpability or delay in undertaking 
efforts to comply, and such other matters as justice may require.

Consistent with the Task Force's recommendations and 
legislation proposed by the Clinton Administration, the bill 
would delete the exceptions for cordless phones and impose the 
same penalties applicable to the unauthorized interception of the 
radio portions of cellular telephones. Specifically, for first 
offenders, who intentionally intercept the radio portions of 
cordless phone, but not for an enumerated bad purpose, the 
penalty is a $500 criminal fine. If the interception is for a 
tortious or illegal purpose or for direct or indirect commercial 
advantage or private financial gain, the offense is punishable as 

New section 2522(d) makes clear that the definitions under 
this section are the same as in section 102 of CALEA.

Second, a new subsection is added to section 3124 of title
18, which authorizes orders for pen registers and trap and trace 
devices, to make clear that an order may be issued under new 
section 2522 to enforce the assistance capability and capacity 
requirements of CALEA.

Finally, the table of sections at the beginning of chapter 
119 of title 18 is amended bv adding a reference to new section 
2522.

Section 202 extends privacy protection to cordless 
telephones. The Electronic Communications Privacy Act (ECPA), 
which amended the wiretap statute in 1986, exempted from the 
protection of the Act "the radio portion of a cordless telephone 
that is transmitted between the cordless telephone handset and 
the base unit." 18 U.S.C. § 2510(1) & (12). In view of the 
current ubiquitous use of such phones and the public expectation 
that such calls are protected just like cellular telephone calls, 
a 1991 Privacy and Technology Task Force ("Task Force") organized 
by Senator Patrick J. Leahy (D-VT) recommended that privacy 
protection be extended to the radio portion of communications 
transmitted between the handset and base unit of cordless 
telephones.

Subsection (b) sets forth three conforming amendments to 
title 18. First, a new sentence is added to 18 U.S.C. § 2518(4) 
to make clear that an order may be issued under new section 2522 
to enforce the assistance capability and capacity requirements of 
CALEA. This makes clear that court orders under CALEA are 
intended to compliment the existing requirement in section 
2518(4) that orders authorizing electronic surveillance may 
direct providers of wire or electronic communications services or 
any "other person ...[to] furnish ... forthwith all information, 
facilities, and technical assistance necessary to accomplish the 
interception."
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Section 206, entitled "Fraudulent Alteration of Commercial 
Mobile Radio Instruments," amends the Counterfeit Access Device 
law to criminalize the use of cellular phones that are altered, 
or "cloned," to allow free riding on the cellular phone system. 
Specifically, this section prohibits the use of an altered 
telecommunications instrument, or a scanning receiver, hardware 
or software, to obtain unauthorized access to telecommunications 
services. A scanning receiver is defined as a device used to 
intercept illegally wire, oral or electronic communications. The 
penalty for violating this new section is imprisonment for up to 
fifteen years and a fine of the greater of $50,000 or twice the 
value obtained by the offense.

Section 207 increases privacy protection for transactional 
information. Recognizing that transactional records from on-line 
communication systems reveal more than telephone toll records or 
mail covers, subsection (a) eliminates the use of a subpoena by 
law enforcement to obtain from a provider of electronic 
communication services the addresses on electronic messages. In 

Section 204 amends the penalty provision in 18 U.S.C. § 
2511(4)(b) to treat communications using modulation techniques 
with nonpublic parameters in the same fashion as those where 
encryption has been employed to secure communications privacy. 
This paragraph refers to spread spectrum radio communications, 
which usually involve the transmission of a signal on different 
frequencies where the receiving station must possess the 
necessary algorithm in order to reassemble the signal.

a one-year misdemeanor with fines of up to $100,000 under 18 
U.S.C. § 3623.

Section 203, entitled "Radio-based Data Communications," 
expands privacy protection to electronic communications 
transmitted by radio. ECPA does not protect communications that 
are "readily accessible to the general public," which includes 
radio communications, unless they fit into one of five specified 
categories. These excepted categories enjoy protection because 
they usually are not susceptible to interception by the general 
public.

Section 205 makes a technical correction to 18 U.S.C. § 
2511(2)(a)(i ), which currently permits interception of wire 
communications by a wire or electronic service provider in the 
normal course of business to render services or protect rights ox­
property. The bill would expand the exception to include 
electronic communications.

The bill would add "electronic communication" as a category 
of radio communication covered by the wiretap statute. This 
would provide protection for electronic data communications, even 
when such communications may be transmitted by radio.
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This section allows carriers to petition the FCC to adjust 
charges and regulations to recover costs expended for equipment 

Section 301 adds to the Communications Act of 1934 a new 
section 229, entitled "Communications Assistance for Law 
Enforcement Act Compliance," which directs the FCC to issue rules 
necessary to implement CALEA. In order to implement the systems 
security and integrity requirement in section 105 of CALEA, such 
rules must require common carriers to establish policies and 
procedures so that their officers and employees require the 
proper authorization to activate interceptions, prevent such 
interceptions without the proper authorization, and maintain 
secure and accurate records of both authorized and unauthorized 
interceptions. The FCC must review carriers' policies and rules 
regarding compliance with CALEA, and order changes made to ensure 
compliance. This section also authorizes penalties for a 
carrier's violation of these rules.

TITLE III. AMENDMENTS TO THE COMMUNICATIONS ACT OF 1934.
This Title contains four sections numbered 301 through 304.

order for law enforcement to obtain such information, a court 
order is required.

This section imposes an intermediate standard to protect on­
line transactional records. It is a standard higher than a 
subpoena, but not a probable cause warrant. The intent of 
raising the standard for access to transactional data is to guard 
against "fishing expeditions" by law enforcement. Under the 
intermediate standard, law enforcement must show facts which 
establish why such records are relevant and material to an 
ongoing criminal investigation.

Law enforcement could still use a subpoena to obtain the 
name, address, telephone billing toll record, telephone or other 
subscriber number or identity, length of service, and the types 
of services the subscriber or customer utilized.

Subsection (b) requires government agencies installing and 
using pen register devices to use, when reasonably available, 
technology that restricts the information captured by such 
devices to the dialing or signaling information necessary to 
direct or process a call, excluding any further communication 
conducted through the use of dialled digits that would otherwise 
be captured.

Section 208 authorizes Acting Deputy Attorneys General in 
the Criminal Division of the Department of Justice to approve 
applications under 18 U.S.C. § 2516(1) to a Federal judge for an 
order authorizing or approving the interception of wire or oral 
communications by the Federal Bureau of Investigation or other 
Federal agencies.
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Section 302 amends the schedule of application fees under 
the Communications Act to charge carriers a $5000 fee for a 
proceeding under section 109(b) of CALEA.

and service modifications necessary under CALEA. The FCC may 
grant these petitions if the costs are reasonable and in the 
public interest. Finally, the FCC must convene a joint Federal- 
State board to recommend changes to the FCC's rules with respect 
to the recovery of costs.

Section 304 eliminates expired and outdated provisions in 
the Communications Act of 1934 and the Communications Satellite 
Act of 1962.

Section 303 makes clerical and technical amendments to the 
Communications Act of 1934, the Communications Satellite Act of 
1962, the Children's Television Act of 1990. the
Telecommunications Authorization Act of 1992, and the Omnibus 
Budget Reconciliation Act of 1981.
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S4SEP 19 p2: IISeptember 17, 1994

FROM: Christopher Edley, Jr.

Funding for Digital TelephonySUBJECT:

MEMORANDUM FOR JAMIE GORELICK
LOUIS FREEH

Funding for digital telephony does not appear to be specifically authorized in the Violent 

Crime Reduction Trust Fund but is permissible under Justice and FBI’s generic authorities in the bill 
(See Title XIX, sec. 190001(b-c)). Coupled with tight discretionary budget constraints facing us, it 
would be increasingly difficult to secure the necessary discretionary funding to support 
implementation of the legislation. In light of this, I would expect that Justice’s FY 1996 budget 
request to OMB, or at least outyear plans, would include - within its ceiling (including the Violent 
Crime Reduction Trust Fund) -- seed monies for digital telephony. Please inform me if I am 

mistaken.

As a possible alternative, we have already suggested to you that the bill be amended to put at 
least some of the reimbursement scheme on the mandatory side of the budget, with offsets provided 
by increasing fines, penalties or fees within the jurisdiction of the Judiciary Committees. I am told 
that Hill staff have rejected this idea, as floated by FBI legislative affairs staff. I believe their 

objections are astoundingly parochial and short-sighted. (Of course, that’s not inconsistent with 
being definitive.) The discretionary caps simply will not accommodate the level of funding 
contemplated by the FBI and proponents of the reimbursement scheme. That is the harsh reality, 
from our perspective. It ill-serves the law enforcement cause to pretend that, somehow, the CJS 

Appropriations subcommittees will discover hundreds of millions of dollars in outlays to handle this 
new initiative. If you are, as you should be, squeezing the telephony reimbursement program into 
your outyear planning ceilings, you fully appreciate the problem. I seriously doubt that the 

President, Vice President or appropriators will cut Census, NIST, or Peacekeeping to make you 

whole.

I am increasingly worried about funding provisions in the digital telephony legislation 
currently under consideration by Congress. Specifically, I am concerned that the funding 

source/mechanism for common carrier reimbursement in the bill is virtually unworkable in light of 

the budget problems you face and the magnitude of the law enforcement needs, as I understand 

them.

EXECUTIVE OFFICE OF THE PRESIDENT
OFFICE OF MANAGEMENT AND BUDGET 

WASHINGTON, D.C. 20503



cc: Alice Rivlin

John Podesta
Sally Katzen
Steve Colgate, Assistant Attorney General for Budget

We look forward to working with you on this problem through the budget season. More 

immediately, however, feel free to contact me or my staff if, in any way, we can be of assistance to 
the Department in its search for legislative solutions.

So, what are we to do? Let me reiterate OMB’s strong support for the Department’s efforts 
in achieving passage of this important legislation. I fear that our failure, thus far, to secure realistic 
funding provisions will make the ultimate product unworkable.



U.S. Department of Justice

Federal Bureau of Investigation

Washington. D C. 20535Office of the Director

September 19, 1994

Christopher Edley, Jr.MEMORANDUM FOR:

FROM:

FUNDING FOR DIGITAL TELEPHONYSUBJECT:

1994.

FBI/DOJ

I am shocked at your memorandum dated September 17, 
Moreover, on an issue of such importance, I would expect 

to receive a telephone call, not a memorandum faxed on a 
Saturday.

is

For the better part of a year, on behalf of law 
enforcement and the intelligence community and with the
Administration’s full support, the FBI and I have pursued passage 
of the digital telephony legislation — the single most important 
piece of legislation related to public safety, effective law 
enforcement, and national security. My direct conversations with 
Vice President Gore and former OMB Director Panetta underscored 
their recognition of this matter's importance and the 
Administration's resolve to safeguard our Nation through passage 
of, and funding for, this legislation. I am amazed you seem 
unaware of the Administration's unequivocal substantive and 
fiscal commitment to this legislation.

Louis J. Freeh, Director, FBI

For approximately six months, OMB has known that the 
Senate and House Judiciary Committees would not fund the $500 
million authorized in the digital telephony legislation out of 
the Violent Crime Reduction Trust Fund. The Administration's 
legislation envisioned that, absent funding from the Trust Fund, 
funding would be authorized "from the General Fund of the 
Treasury." Further, OMB recognized that advanced telephony 
threats were shared by many agencies and that the beneficiaries 
of the proposed legislation included, among others, the following 
departments and agencies: Justice; Treasury; Defense; State; 
CIA; NSA; and, DIA. Thus, your suggestion that the FBI or

-th
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Department of Justice "squeez[e] the telephony reimbursement 
program into ... outyear planning ceilings...” is utterly 
preposterous and marks a radical departure from the 
Administration's consistent position.

1 - Honorable Anthony Lake
Assistant to the President 

for National Security Affairs 
The White House
Washington, D. C.

As you note, OMB strongly supports "efforts in 
achieving passage of this important legislation." We must avoid, 
at all costs, counterproductive comments such as those in your 
memorandum which endanger passage of this critical legislation. 
I expect the Administration to abide by its commitment made 
several months ago to obtain funding from the General Fund of the 
Treasury for the digital telephony initiative, in light of the 
fact that funding is not available from the Violent Crime 
Reduction Trust Fund. As you know, that commitment was evident 
from the Administration's proposal, which had been approved by 
OMB.

Honorable Albert Gore
The Vice President
Old Executive Office Building
Washington, D.C.

Honorable Leon E. Panetta 
Chief of Staff
1600 Pennsylvania Avenue, N.W.
Washington, D. C.

The FBI and I have worked hard to ensure that this 
legislation is enacted this session of Congress. With passage 
imminent, I am appalled that you would jeopardize our efforts and 
embarrass the Administration through this last minute fiscal 
flip-flop. In response to numerous congressional inquiries, I 
have given assurances that "the Administration was good for its 
word" on funding. Your outrageous memorandum undermines the 
integrity of my word and this effort, including the efforts of 
countless law enforcement officials — at all levels of 
government — who personally and publicly have supported the 
legislation.

Memorandum for Christopher Edley, Jr.
RE: FUNDING FOR DIGITAL TELEPHONY

1 - Honorable Bill Clinton
The President
1600 Pennsylvania Avenue, N.W.
Washington, D.C. 20500
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1 - The Attorney General 

1 - The Deputy Attorney General

-3-

1 - Assistant Attorney General for Administration 
Stephen R. Colgate

Honorable John D. Podesta 
Assistant to the President

and Staff Secretary 
The White House
Washington, D.C.

Memorandum for Christopher Edley, Jr.
RE: FUNDING FOR DIGITAL TELEPHONY

1 - Honorable Alice Rivlin 
Director-Designate, OMB
Old Executive Office Building
17th St. & Pennsylvania Avenue, N.W. 
Washington, D.C. 20503
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COMMITTEES

n

•Industrie 
Compatibility

Protection Engineers Group

Standards Committee 05

Steering Committee

Attachments

Ken Raymond, NYNEX

ECSP Committee Co-chair

schedules for implementation of surveillance capabilities for the 

technologies/services covered.

David Worthley, FBI

ECSP Committee Co-chair

The Honorable Louis J. Freeh 

r Director, Federal Bureau of Investigation 

J. Edgar Hoover FBI Building

Tenth St. and Pennsylvania Ave. 

Washington, DC 20535

This letter is in reference to the request made during your meeting

1200 G street NW with telecommunications industry representatives on March 11, 1994, 

held to discuss industry views regarding the proposed legislation 

entitled "Digital Telephony and Communications Privacy 

Fax: 202-393-5453 Improvement Act of 1994". This request reflected a need to identify 

what technologies/services should be included for compliance in a 

given time frame. The Electronic Communications Service Provider 

(ECSP) Committee has not addressed those issues.

TdecSS

Carrier Liaison Committee 
•Network Operations Forum 

•Ordering & Billing Forum 
•Industry Carriers

Compatibility Forum

Telecommunications
Industry Forum

Suite 500
Washington DC 20005

202-628-6380

Alliance for Telecommunications
Industry Solutions

Formerly the Exchange Carriers Standards Association

Problem Solvers to the
Telecommunications industry Dear Director Freeh:

The ECSP Committee has investigated certain technologies/services, 

and has established a prioritized list for managing our study efforts. 

The Committee has agreed to share this information with you, with 

the understanding that it is clearly represented as a schedule of work 

activities. (See attached "Scenario Prioritization Action Team 

Report.") The report also characterized the nature of the technologies 

as existing, newly deployed, or emerging. It is important to
SSK understand that the purpose of this document was not to establish time 

ISSJtaSS schedules for implementation of surveillance capabilities for the

We believe the ECSP Committee work already undertaken can be of 

assistance. We will continue the joint law enforcement and industry 

approach to identify the technical and operational issues, and find 

resolution to them.
Electronic Communications
Service Provider Committee

Sincerely,

Network Reliability
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cc:

Alliance for Telecommunications 
Industry Solutions

Dr. Michael Nelson

Technology Division

Office of Science and Technology Policy

OEOB, Room 423

Washington, DC 20500

The Honorable John D. Podesta

Assistant to the President and Staff Secretary

Ground Floor, West Wing

The White House

Washington, DC 20500
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A. GENERAL

which is authorizedand monitored by the courts, is critical to law enforcement's mission.

B. CHARTER

C.

technology descriptions indicating the

D.

1

three priority groupings 

ascertain 
is intended.

ELECTRONIC COMMUNICATIONS SERVICE PROVIDERS (ECSP) 

SCENARIO PRIORITIZATION ACTION TEAM

PRIORITIES (ATTACHMENT 1)

Upon reviewlists ~ ,992’«™ °—

woWuM iSOu2ThtTtHb8Sad Primarily 00 law enforcement's needs, three pnohty <

of their respective jurisdictions through invest.gations of criminal violations When uaomonai 
investigative techniques are exhausted, law enforcement can conduct court ordered electronic 
surveillance of public telecommunications. This extraordinary technique.

process for introducing and prioritizing new technologies and ssues So the pTpelinVfor 
developmg recommendations for conducting court-ordered “ P P °

lc’spX„TZXirfoXbliC ». of more value the

pnrnun T d nu^erous combinations of physical, information and service feature scenarios 
encountered in public telecommunications networks, the ECSP reactivated the Scenario 
it mrpfi T ACt,On Team tO rev,ew the previous PrioritY ''St of September, 1992 and revise 

to reflect current views of existing, newly deployed and emerging technologies

Theprimary mission of Federal, State and Local law enforcement agencies is to-uphold the laws

■ When traditional

Prioritization Action Team to review the previous priority list of September? WsiSnSSCise

WaS.a,SO Char9ed t0 refine the work of Charter Area I and document an ongoing

surveillance.



Technology Review (PT&R) Action Team

1.

2.

3.

:^in“rc:p,rB?biii!v-in ,h,s <° p-Le ;h. x™
not mutually exclusive and may even apply In dIHerent time frames.

2

 and 
to review one or more selected technologies to 

—i new Action 
The Committee 

--------- : issues

The Committee considers the inputs and selects those technologies which appear most relevant 
to Law Enforcement's needs at that time. The ECSP Committee requests the Prioritization 
Technology Review (PT&R) Action Team r rrionuzation
determine their impact on intercept capabi.ities a’nd’io ^mm^’^7,  ̂

Operational/procedural changes which exploit existing capability at very low incremental

--------------- for the premises of law enforcement agencies.
!!??]LShm®nt Of the neod for a new or modified public standard that would support the 

of such a standards development. ----- ------------- ----- ---  W PU,SUC inB aavocaTes

These solutions are

require reprioritization and could ask the PT&R Action Team for a recommendation.

rTXE!:SLCOT?1,ttee receives the ^commendations of the PT&R Action Team and decides if 

soeclf ^ Art 8 On Team- Sh°U,d SUCh be the Case' jt designates a technology-
accnunt th ? tO ana'V2e Vari°US P°SSible W8yS t0 provide intercept taking into
account the several avenues available including the following: 9



SCENARIO PRIORITY LIST

A/O OCTOBER 27, 1993

PRIORITY 1 (TYPE TECHNOLOGY)

,A,N’ SOlUa°nS S"“i“ - central

Wireless Cellular solutions in Mobile Telephone Switching Offices (MTSO)
for cellular-type services:

x~k

3

ATTACHMENT 1
PAGE 1 OF 3

Call forwarding (newly deployed) 
Calling line delivery (newly deployed) 
Calling name delivery (newly deployed)

Switch-based solutions in traditional central offices for various services- 
Call forwarding (existing)
Speed dialing (existing)
Three-way calling (existing)
Calling line identification (existing) 
Voice recognition calling (emerging)
Voice recognition validation (emerging)
Integrated Services Digital Network (ISDN) - BRI (newly deployed) 
Integrated Services Digital Network (ISDN) - PRI (newly deployed) 

• Other CLASS services (newly deployed)

Call setup and call content (existing)
Port capacities (newly deployed)

• Intra-system roaming (existing)
Inter-system roaming (existing)
Cellular seamless roaming per IS-41 (emerging)

S«7nXZX'!:N',WOrk "SDNI Ra“ 'n“r'aCe ,BR" SO,U,I°"S °" —
BRI Regenerator approach completed March, 1993 
BRI Bridging approach

Personal Communications Services (PCS) (emerging).



SCENARIO PRIORITY LIST (CONT'D.)

A/O OCTOBER 27, 1993

PRIORITY 2 (TYPE TECHNOLOGY)

Personal Communications Services (PCS) - Satellite services.

solutions on physical

(newly deployed)

(emerging)

4

Voice dialing/recognition, non-switch based.

Facsimile mail, (newly deployed)

copper and fiber facilities, (newly deployed)

Private Virtual Network (PVN) solutions in central office switches.

Voice-mail - switch adjunct, (existing)

E-mail, (existing)

ATTACHMENT 1
PAGE 2 OF 3

(emerging)

Integrated Services Digital Network (ISDN) Primary Rate Interface (PRI) •
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SCENARIO PRIORITY LIST (CONT'D.)

A/O OCTOBER 27, 1993

PRIORITY 3 (TYPE TECHNOLOGY)

solutions in serving central office

(emerging)

(emerging)

with the serving central office

5

switch, e.g., screen based telephony, (emerging)

Universal personal telecommunications (UPT) services, (emerging)

Capability Set 1 (emerging) 
Capability Set 2 (emerging)

Intelligent Customer Premises Equipment (CPE) interactions

"Nl SOlU,iOnS in Se'Vi“ > Sv-™ ISMS! and centra! offices

(1)
(2)

ATTACHMENT 1
PAGE 3 OF 3

Broadband Integrated Services Digital Network (BISDN) 
switches, (emerging)

Telephone services on coaxial cable, (emerging)

Switched Multi-megabit Digital Services (SMDS) solutions.

High Bit Rate Digital Subscriber Lines (HDSL) solutions, (newly deployed) 

Asymmetrical Digital Subscriber Line (ADSL) solutions.
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Attachment 2
*

New Technologies & Priority Review Process

Specialized

i

idust^

October 27,1993
6

Report
To 
ECSP

Tacftnofogy
* Law EnftvcMMnf

No Existing 
Solution

ACTION

PRIORITIZATION
4 TECHNOLOGY 

REVIEW 
ACTION TEAM

Operational/
Procedural ' 
Change

Industry Entity 
or Groups for 
Operational/ 
Procedural 

Solution

Mtrnburi
Participant 

inputs Ra

ECSP
COMMITTEE

TECHNOLOGY
SPECIFIC 

ACTION TEAM

Industry 
Advocatefs) 
for Standards 
Organization

Standards 
'Development

Industry Technical 
Entity or Vendor 
Category for 
Specialized 
Development

Daaignatas 
Tachnology- 
SpacMc 
Action 
Taam (as 
appropriate)

SOLUTION <a) 
RECOMMENDED

T
ECSP Mantmas 

anttUaa or Groups 
Ralavant To\ 

Racommandad 
Solution (a)

ixistiuQ^
Solution

---------I^eveiopment

ECSP b 
COMMITTEE I

- Potential Issues 
• impact on intercept 
■ Recommendations 

Concerning Need 
For Action and 
Prtortty

Rf.vip.'Ai
Request



J

March 9, 1994

Dear Mr. President and Mr. Vice President:

Telecommunications carriers and other members of the Digital Privacy and 
Security Working Group are keenly aware of the concerns raised by the Administration regarding 

the ability to intercept communications transmitted over advanced communications networks.

We still believe that continued cooperation by government and industry within the 

working relationship that has emerged from the 1992 Quantico Joint Government Industry Group 

will resolve "the digital telephony problem" and preserve the government's current authorities. 

The discussions have succeeded in identifying specific problems and have begun the process of

The President William J. Clinton 

The White House
Washington, D.C. 20500

Jerry Bermaa 202/3475400 

Leah Garowitz 202/3931010

We are concerned, however, about the nature of the process upon which the 

Administration has embarked to address these issues. Seeking immediate industry reaction to the 

FBI's draft legislation and congressional passage of such legislation shortly thereafter is 

troubling. It suggests curtailment of public debate and of congressional deliberation. Given the 

interest of the public in these matters and their complexity, it is essential that there be a full 

public debate on these issues.

The FBI's actions are especially troubling in light of our view that legislation is 

not needed to accomplish the agency's goals. We still see no evidence that current law 

enforcement efforts are being jeopardized by new technologies. Nor are we convinced that 

future law enforcement activities will be jeopardized given industry cooperation.

The Vice President of the United States

United States Senate
Washington, D.C. 20510

Industry is currently cooperating with appropriate authorities to avoid future 

problems and to expand existing capacities. This is not to say that there have not been some 

transitional concerns particularly upon the introduction of new technologies that have grown 

greatly in popularity. But, whenever transitional problems have arisen, industry representatives 

have worked with law enforcement officials to resolve them.

DIGITAL PRIVACY AND SECURITY WORKING GROUP
1

1001 G Street, HW

Suite 950 East

Washington, DC 20001

0
94 MAR 9 *9:34



Sincerely yours,

cc:

generating concrete, cost-effective solutions. This process has facilitated a more robust exchange 

of technical information and an identification of possible new equipment and police tactics 

needed to achieve law enforcement goals. Nevertheless, we are prepared to work with the 

Congress and the Administration to attempt to resolve the legitimate concerns of law 

enforcement.

Louis Freeh, Director, Federal Bureau of Investigation 

John Podesta, Office of the President

Michael Nelson, Office of the Vice President

Senator Patrick Leahy

Senator Ernest Boilings

Representitive Don Edwards

Representative Edward Markey

Information Industry Association
Information Technology Association of America

Iris Associates, Inc.

McCaw Cellular
MCI Communications Corporation

People for the American Way

Software Publishers Association

Sun Microsystems Federal, Inc.

Trusted Information Systems

United States Telephone Association

The President William J. Clinton

The Vice President of the United States

March 9, 1994

Page two

Apple Computer, Inc.

AT&T
American Civil Liberties Union

Business Software Alliance
Cellular Telecommunications Industry Association

Computer Business Equipment & Manufacturers Assn 

Digital Equipment Corporation

Electronic Frontier Foundation

Electronic Messaging Association

GTE Corporation

The signatories to this letter cannot overemphasize how critical it is that any new 

initiatives in this area preserve the public's confidence in the privacy of information carried over 

the public switched network. Less than a decade after enactment of the Electronic 

Communications Privacy Act of 1986, the nation can ill afford to undercut customer privacy 

expectations. Indeed, on the eve of the National Information Infrastructure's deployment, 

preserving customer confidence is all the more important. Privacy protection is not a secondary 

interest here. Survey after survey performed by Professor Alan Westin and others have 
demonstrated the public's concern with privacy and the security of their communications. We all 

must seek to maximize those interests and assure the public that their communications are 

protected.
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DRAFT

]

SEC. 1.1

2

3

PURPOSE.SEC. 2.4

common5

6 common

7

8

9

10

11

12

13

14

103rd Congress
2nd Session

S._ 
[H.R. 

IN THE SENATE
IN THE HOUSE OF REPRESENTATIVES

M.  introduced the following bill; which was 

referred to the Committee on 

SHORT TITLE.

This Act may be cited as the "Digital Telephony and

Communications Privacy Improvement Act of 1994."

2/9/94 Z /

The purpose of this Act is to clarify and

define the responsibilities of common carriers, providers of

carrier support services, and telecommunications equipment 

manufacturers to provide the assistance required to ensure that 

government agencies can implement court orders and lawful

authorizations to intercept the content of wire and electronic 

communications and acquire call setup information under chapters

119 and 206 of title 18 and chapter 36 of title 50. Otherwise, 

except for the provisions in section 4, nothing in this Act is

intended to alter any provision contained in the Federal elec­

tronic surveillance, pen register, or trap and trace statutes, or

A BILIa ,
•

To ensure continued law enforcement electronic surveillance 
access to the content of wire and electronic 'communications and- 
call setup information when authorized by law, to improve 
communications privacy protection, and for other purposes.

Be it enacted by the Senate and House of Representatives of 
the United States of America in Congress assembled.
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those of any state or other jurisdiction.
1

2

3

or to
4

5

6

7 s

8

causes9

10

11

12

13

14

15

3.SEC.16

17

18

19

20

21

22

23

24

2

cepting

register or trap and trace

of action, civil liability, or good faith defenses.

The Act is further intended to improve communications

for cordless telephones, certain radio-based

certain privacy-enhancing modulation techniques, and to

the lawfulness of quality control and service provision 

of electronic communications.

'•Sec. 2237.

"(a) Assistance requirements.

using

clarify

monitoring

authorization, the following capabilities and capacities in order 

to permit the government to conduct electronic surveillance and 

pen register and trap and trace investigations effectively:

COMMON CARRIER ASSISTANCE.

(a) New section. Chapter 109 of title 18, United States

Code, is amended by adding the following new section:

Common carrier assistance to government agencies.

Common carriers shall be

required to provide forthwith, pursuant to court order or lawful

privacy protection

data communications and networks, communications traxismxtted

In particular, nothing

herein is intended to enlarge or reduce the government’s author­

ity to lawfully intercept the content of communications or 

install or use pen register or trap and trace devices,

increase or decrease any criminal penalties tor unlawfully inter- 

the content oi conununications or installing or using pen

devices, or. to alter the provisions . 

regarding service provider assistance, payment for assistance.
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and simultan-
1

2

3

4

5

6
•*(2) the ability to intercept the content of communi-

7 ■

8

9

LO

LI

12

13

14

15 use

features offered by the common
16

carrier;17

18

19

20

21

22

23

24

ment distant from25

interception, from the26

3

notwithstanding the

is the subject of the court order or

the exclusion of any wire or electronic

other subscriber#

the ability to intercept the content of communi­

call setup information unobtrusively and with 

subscriber’s telecommunica-

”(3)

cations and acquire

a minimum of interference with any

"(1) The ability to execute expeditiously

eously within a common carrier's system all court orders and 

lawful authorizations for the interception of wire and electronic 

communications and the acquisition of call setup information 

related to the facilities or services of subscribers of such 

common carr i er;

tions service; and

«(4) the ability to receive, in a generally available 

format, the intercepted content of communications and acquired 

call setup information at a location identified by the govern- 

the facility that is the subject of the

interception access point, and from the

cations and acquire call setup information concurrent with the 

transmission of the communication to or from the subscriber's

by the subscriber who is the subject of the court order or 

lawful authorization of any

facility or service that is the subject of the court order or

lawful authorization, to

communication or call setup information of any

mobile nature of the facility or service that

lawful authorization or the
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common
5

5

7

B

9

0

1

2

3

4

.5

.6

17

18

19

20

21

22

23

24

25

for the purpose of identifying any26

4

i

premises of the common carrier (except where emergency or exigent 

circumstances such as those described in 18 U.S.C. 2518(7), 2518

or in 50 U.S.C. 1805(e), necessitate monitoring

support services and telecommunications equipment manufacturers

services or equipment, includ-

(11)(b), or 3125,

at the common carrier’s premises).

* (b) Systems security. The government shall notify a

carrier of any interception of wire or electronic communications 

or any acquisition of call setup information that is to be 

effected within the premises of such common carrier pursuant to 

court order or lawful authorization. After notification, such 

common carrier shall designate an individual or individuals to 

activate such interception or acquisition forthwith. Such

individual(s) shall be available at all times to activate such 

interceptions or acquisitions. Such interceptions or acquisi­

tions effected within the premises of a common carrier may be 

activated only by the affirmative intervention of such

individual(s) designated by such common carrier.

"(c) Compliance date. To the extent that common carriers 

providing service within the United States currently cannot 

fulfil the requirements set forth in subsection (a) of this 

section, they shall fulfil such requirements within three years

from the date of enactment of this Act.

"(d) Cooperation of support service providers and equipment

manufacturers. Common carriers shall consult, as necessary, in a 

timely fashion with appropriate providers of common carrier
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1

2

3

4

5

6

7

Act.8

The Attorney General shall have authority"(e) Enforcement.9

10

11

12

13

14

15

The Attorney General may also request the16

17

18

19

20

21

22

23

District Courts shall have jurisdiction to impose, such24

After consultation with the Attorney General, thepenalties.25

5

order or injunction.

Federal Communications Commission to assist in enforcing

provisions of this Act.

"(f) Penalties. Any common carrier that violates any pro­

vision of subsection (a) of this section shall be subject to a 

civil penalty of $10,000 per day for each day in violation. The 

Attorney General may file a civil action in the appropriate

United States District Court to collect, and the United States

and priority basis, and at a reasonable cost, any support service 

or equipment, including hardware and software, which may be 

required so as to permit compliance with the provisions of this

1 1

to enforce the provisions of subsections (a), (b), (c), and (d) 

of this section. The Attorney General may apply to the appro­

priate United States District Court for an order restraining or 

enjoining the provision of service of any common carrier who

violates subsection (a), (b), (c), or (d) of this section. The

District Courts shall have jurisdiction to issue such restraining

ing hardware and software, that may require modification so as to 

permit compliance with the provisions of this Act. A provider of 

common carrier support services or a telecommunications equipment 

manufacturer shall make available to a common carrier on a timely 



1

2

3

4

5

6

7

in order to8

9

10

11

12

13
incurred in the course of complying with the requirements of this

14

15

16

17

18

19

service or interconnected service, as defined in section 6002(b)
20

21

means
22

23

24

25

26

6

details of the requirements, such as those related to capacity,.

facilitate compliance with the provisions of this
• * *

Federal Communications Commission may also impose regulatory 

sanctions or fines otherwise authorized by law.

*(g) Consultation. The Attorney General is encouraged to

consult with the Federal Communications Commission and common 

carrier representatives and to utilize common carrier standards 

bodies, associations, or other such organizations to discuss 

Act.

"(i) Definitions. — As used in this Section —

(1) 'common carrier' means any person or entity engaged

as a common carrier for hire, as defined by section 3(h) of the

Communications Act of 1934, and includes a commercial mobile

’ i

of Public Law 103-66;

(2) 'provider of common carrier support services'

any person or entity who provides services to a common carrier 

that are integral to processing, directing, forwarding, or 

completing telephone calls or electronic communication

transmissions;

Act.

"(h) Funding. Notwithstanding any other provision of law, 

the Federal Communications Commission shall implement promptly 

methods and procedures that allow each common carrier to be 

remunerated by the Federal Government for all reasonable costs
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(3) 'wire communication'
1

2

3

4

5
shall have the same meaning as set

6

7

8

9

10

13

14

15

cation,'16

poraneous17

18

agency to acquire such19
information, the

20
or

21
of the communication;

22

23

24

25

26

7

11

12

with the transmission; but it shall include, with

regard to electronic communications, the ability ot a government

communications at the conclusion of the

transmission, and, with regard to call set up

acquire such information either before, during.
ability to

immediately after the transmission

(7) 'call set up information' shall mean the infor­

mation generated which identifies the origin

that with regard to a common carrier's transmission of a commun­

ication encrypted by a subscriber, the common carrier shall not 

be responsible for ensuring the government agency's ability to 

acquire the plaintext of the communications content, unless the 

encryption was provided by the common carrier and the common 

carrier possesses the information necessary to decrypt the 

communication;

(6) 'concurrent with the transmission of the communi- 

as used in section 3(a)(2) of this Act, means contem-

(4) 'electronic communication'

meaning as set

States Code;

(5) 'intercept'

forth in section 2510(4) of title 18, United States Code, except.

and destination of a

wire or electronic communication placed to, or received by, the 

facility or service that is the subject of the court order or

shall have the same meaning as

set forth in subsection 2510(1) of title 18, United States Code;

shall have the same

forth in subsection 2510(12) of title 18, United



and

the Government of the United

>

of the United
>

F

J

.r

COMMUNICATIONS PRIVACY IMPROVEMENT AND MONITORING
SEC. 4.3

0

1

2

3

.4

States Code, is amended -15

.6

does notL?

L8

L9

20

2511 of title 18, United States
21

22

8

lawful authorization, including information associated with any

telecommunication system dialing or calling features or services;

(1) in paragraph (1), by striking ", but such term

include” and all that follows through "base unit"; and

(2) in paragraph (12), by striking subparagraph (A)

(B) through (D) as subparagraphs

Columbia, any commonwealth, territory or possession

States, and any state or political subdivision thereof authorized

by law to conduct electronic surveillance."

following changes:

(1) Cordless telephones.

- Section 2510 of title 18, United

CLARIFICATION.

Chapter 119 of title 18 is amended by making the

(a) Definitions.

and redesignating subparagraphs

(A) through (C), respectively.

(b) Penalty. - Section

Code, is amended

(8) 'government' means

States and any agency or instrumentality thereof, the District of
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1

2

3

4

5

6

7

8

9

LO

LI

L2

13

14

15

16
is

17

18

19

20

21

22

23

9

(1) in subsection (4)(b)(i), by inserting "a

cordless telephone communication that is transmitted between the 

cordless telephone handset and the base unit," after ’’cellular 

telephone communication,*; and

(2) in subsection (4)(b)(ii), by inserting "a

cordless telephone communication that is transmitted between the

cordless telephone handset and the base, unit,* after "cellular 
A 1

telephone communication,*.

(2) Radio based data communications.

Section 2510(16) of title 18, United States Code, is

amended by striking the word "or” at the end of subparagraph (D) 

and inserting an "or" at the end of subparagraph (E) and adding 

the following new subparagraph:

"(F) an electronic communication;".

(3) Penalties for monitoring radio communications that

are not scrambled, encrypted, or non-public.

Section 2511(4)(b) of title 18, United States Code,

amended by deleting the phrase "or encrypted, then—* and

inserting the following:

", encrypted, or transmitted using modulation

techniques whose essential parameters have been withheld from the 

the intention of preserving the privacy of suchpublic with

communication, then—"
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(4) Technical correction.

Section 2511(2)(a)(i) of title 18, United States Code,

is amended by striking out "used in the transmission of wire 

communication" and inserting in lieu thereof "used in the

transmission of a wire or electronic communication".



(7) •call setup information1 shall mean available 
information generated which identifies, and is associated with, 
the origin and destination of a wire or electronic communication 
placed to, or received by, the facility or service that is the 
subject of the court order or lawful authorization, including 
information associated with any telecommunication system dialing 
or calling features, "on hook" and "off hook" information, and 
any available facility or services number that is transmitted; 
except that such information shall not include any information 
that may disclose the physical location of the facility or 
services; and
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Common carriers are required to meet law enforcement elec­
tronic surveillance requirements within three years of the 
date of the legislative enactment.

V._______ _  
Law enforcement's electronic surveillance functional require­
ments are set forth generically. (There is no intent to 
dictate how a particular carrier achieves compliance.) 

Advances in telecommunications technology and new technolo­
gies impede effective electronic surveillance, frustrate 
court orders, prevent law enforcement and intelligence 
agencies from discharging their duties, and imperil the 
public safety and national security.

Finding that telecommunication networks and systems are often 
used in furtherance of serious and violent criminal activity, 
including drug trafficking; terrorism; and espionage.

Without the assistance of common carriers, telecommunications 
equipment manufacturers, and providers of common carrier 
support services, such impediments will continue and 
increase.

Common carriers are directed to meet with manufacturers and 
support service providers promptly to identify equipment and 
software requiring modification to ensure carrier compliance.

Equipment manufacturers and support service providers are 
required to furnish needed equipment/software on a timely and 
priority basis and at reasonable costs, to ensure compliance.

The Attorney General and U.S. District Courts are vested with 
authority, respectively, to enforce and hear actions concern­
ing this Act, including injunctive relief and civil fines. 
The Attorney General may also request the FCC to assist with 
enforcement and sanctions or fines.

The stated purpose of the legislation is to clarify and 
define the responsibilities of common carriers, equipment 
manufacturers, and support service providers in meeting the 
electronic surveillance requirements of law enforcement.

 

This legislation eliminates from coverage the computer-based / 
networks and companies as well as the PBX operators which 
were included in last year's legislative draft. The focus of 
the current legislation is on "mainstream^—^common" carriers- 
entities which traditionally have been subject to regulation.

JAN 21 ’94 15:12
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i
t ■

O The Attorney General is encouraged to consult with the FCC ( 
and common carriers and utilize standards bodies, associa­
tions, etc. to facilitate compliance with the Act.

--  
o The Federal Government will remunerate common carriers for 

reasonable expenses incurred in complying with the Act. The 
costs will not be passed along to subscribers through rate 
or tariff increases. Though not decided, an appropriate 
funding channel is the FCC. Some of the cost ion
likely can be achieved through FCC depreciation enhancements. 
Tax credits may also be utilized. If necessary, an increase 
in the Fee’s budget nay be required to cover remuneration not 
secured through administrative cost adjustments or corporate 
tax benefits.
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ABSTRACT

iv

This document analyzes foreign controls pertaining to encryption technology. Controls surveyed 
include export and import laws and any domestic laws that could be found. Research for this task 
began with a search of actual statutes and codes of die foreign countries. This search yielded 
limited and incomplete information which had to be supplemented by other resources. The 
researchers collected infoimaiion from various embassies, with limited success, and also referred 
to various secondary sources such as reports prepared for the National Institute of Standards and 
Technology for conferences addressing encryption issues. The authors of reports were called and 
queried as to the strength and validity of the Information presented in the reports. This process 
proved to be rather helpful. During tlie analysis of the reports, it was found that others have 
attempted this type of research before and have had similar limited success. Twenty-one countries 
were researched by the aforementioned method. Information was found for most of the countries. 
A few countries had no official controls, although actual controls may in fact be exercised.
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1. INTRODUCTION

1

Twenty-one countries were researched by the aforementioned method. Information was fuund for 
most of the countries. A few countries had no official controls, although actual controls may in 
fact be exercised.

This document analyzes foreign controls peruining to encryption technology. Controls sun eyed 
include export and import laws and any domestic laws that could be found. Research for rhis task 
began with a search of actual statutes and codes of the foreign countries. This search yielded 
limited and incomplete information which had to be supplemented bj other resources. The 
researchers collected information from various embassies, with limited success, and also referred 
to various secondary sources such as reports prepared for the National institute of Standards and 
Technology for conferences addressing encryption issues. The authors of reports were called and 
queried as to the strength ano validity of the information presented in the reports. Tliis process 
proved to be rather helpful. During the analysis of the reports, it was found that others have 
attempted this type of research before and have had similar limited success, with one manufacturer 
finally having its subsidiaries ask foreign govemmcni officials what their policies were.



010©301 948 178402/24/94 17:46 NIST CSL

2. ENCRYPTION TECHNOLOGY FOREIGN LAWS

2.1 AUSTRALIA—IMPORT CONTROLS ON ENCRYPTION TECHNOLOGY

2.2 BELGIUM—IMPORT CONTROLS ON ENCRYPTION TECHNOLOGY

Belgium does not impose import restrictions for encryption technology?

23 BRAZIL—IMPORT CONTROLS ON ENCRYPTION TECHNOLOGY

Brazil does not impose import restrictions for encryption technology? '

2.4 CANADA

2.4.1 Export and Import Permits Act

2.42 Import Controls

2

Based on the listed items in the Import Control List, the importation of cryptographic technology 
into Canada is not controlled?

Australia requires an import certificate for encryption software or hardware only upon request by 
the exporting country.1 * *

'Statement of the Computer and Business Equipment Manufacturers Association, Before the Computer System
Security and Advisory Board, National Institute of Standards and Technology (May 27, 1993).

‘Id.
4Doing Business in Canada, Import-Export § 6.10(3) (1992).
sR S.C. 1985, chap, E-19, § 25
‘Id. at § 19.
7R S C 1985. chap. E-19.

The Export and Import Permits Act (EIPA) regulaies the export and import of goods in Canada, 
To ensure compliance with the provisions of EIPA, customs officers are authorized to satisfy 
themselves that all pertinent requirements have been met4 The provisions of the Customs Act 
pertaining to search, detention, seizure, forfeiture, and condemnation apply where any provisions 
of the EIPA or regulations have been violated.5 * 7 Violators are subject to criminal prosecution/ 
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3

2,4.3 Export Controls

2.5 PEOPLES RF.P1JBF.IC OF CHINA

2.5.1 Import Controls

2.52 Export Controls

2.6 EUROPEAN COMMUNITY

Based on China's List of Prohibited and Restricted Imports and Exports enacted in 1987, China 
restricts the importation of voice-encoding devices.10 

Based on China’s List of Prohibited and Restricted Imports and Exports, China restricts the 
exportation of voice-encoding devices.12

A corporation engaging in the exportation business must first file an application for approval with 
rite Muiisiry of Foreign Trade or the foreign trade bureau of the province.11 The Ministry 
establishes an export control list of prohibited and restricted goods.

China practices a licensing scheme for imported commodities. An application is to be filed and 
a license obtained in advance by corporations approved by the state to engage in the business of 
importing commodities. A license is valid for 1 year, and a corporation may apply for an 
extension.

The exportation of items from Canada may be subject to restriction if they are included on the 
Export Control List* pursuant to the EIPA. Canada follows the Coordinating Com mi nee for 
Multilateral Export Controls (COCOM) regularions in the regulation of cryptographic technology. 
Encryption devices are outlined in category five, parr two of Canada’s export regulations. These 
provisions are similar to U.S. category five in the Export Administration Regulations,9

In 1957, die Treaty of Rome13 established the European Economic Community (EC). The EC 
members are the territories of Belgium, Denmark, the Federal Republic of Germany, France. 
Ireland. Italy, Luxembourg, the Netherlands, Great Britain, Greece, Spain, and Portugal. In 1986, 
the Single European Act14 modified the treaties, creating the European Communities so as to 

‘R-S C. 1985, chap. E-19, as amended.
T5 C.F.R. pts. 768-799.
’“Notice of the General Administration of Customs of the People’s Republic of China. 5 50-305 (November 1. 

198/J.
“Interim Procedures of the State Import-Export Commission and Ministry of Foreign Trade of the People’s 

Republic of Cliinii Cor.ccming the System of Export Licensing (June 3, 1980).
“Notice of the General Administration of Customs of the People’s Republic of China, § 50-305 (November 1, 

1987).
‘’298 U.N.T.S. 11 (1957), art. 238 (March 25. 1957).
'’Law No Rft-1275 (December 16, 1986).
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2.6.1 Import Controls

No impoit/export controls on encryption technology were found.

2.62 Export Controls

No import/export controls on encryption technology were found.

ai p. 90.

'Hansen. Paul Freedom of Data Flowi and EC Law. Sixth Report of the Commission, p. 7 (1988). 
‘“Doing Business m France. J 16.029(5) (1988); Sixrh Report of the Commission, EC and the Single Market, 

pp. 14-15 (1991).
"Sixth Report of the Commission. EC and the Single Market p. 15 (1991).

"Hansen, Paul. Freedom of Data Flows and EC Law, p. 85 (1988).

Most articles imported from EC member-states are not subject to restrictions. The rules applicable 
to the free movement of goods are derived from Articles 9 et seq. of the Treaty of Rome. 
However, Article 36 allows prohibitions of restrictions on imports justified for various reasons, 
such as public morality, public policy, or public security. The EC courts have consistently held 
that Article 36 is applicable to measures of a noneconomic nature, such as the maintenance of a 
national health care system or the security of member-state oil supplies.15

Currently, the Commission of die European Communities is developing a European 
telecommunications policy to establish a common telecommunications market (netwoiks and 
telecommunications equipment).1* . The emerging telecommunication policy is governed by the 
Treaty of Rome and by the fundamental human rights as developed by the European Court of 
Justice?0 This telecommunications policy might affect the future controls on cryptographic 

technology in voice and data networks.

establish an internal market without boundaries in which free dissemination of lueicliundisc. 
persons, services, and capital are assured. The free internal market would be continually 
implemented by the membei-sutcs during the course of a 5-year penod concluding on 
December 31, 1992.

Most products exported to EC member-states are not subject to restrictions; however, certain 
sensitive products and technologies deemed necessary for national policy are subject to the laws 
and regulations instituted by member-states.16 The sensitive nature of certain products derives 
from the dual use—civil and military—which can be made of them. Intra-EC member trade is to 
be regulated by ironiruls pursuant to the COCOM rules: however, a satisfactory basis for 
cooperation between member-states and the Commission has not been established. The objective 
will be to develop uniform export and import control lists of products and their respective 
destinations.17 The developing momentum of the intergovernmental conference on political union 
in regard to exports of weapons and nonproliferation should facilitate an agreement on the 
treatmem of dual-usc products?8
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5

2.7 FRANCE

2.7.1 Import Controls 

2.7J Export Cuulruls

A declaration of delivery or use of means of cryptography is issued at the central bureau for 
security of information systems. The request form for a riftnlaration has two parts, a technical part 
and an administrative part The technical part is an “extensive description in French of the 

France requires a license for the import of encryption into the country24 France requires Dau 
Encryption Standard-based encryption manufacturers and users to deposit a key with the French 
government, and they may also require an import license if it is determined necessary on a case- 
by-case review. France would probably forbid die use of key escrow technology unless they are 
given the keys and a full description of the algorithm.25 

Most products exported to EC member-states are not subject to restrictions; however, certain 
products are subject to prior notification, an export license, or a prior authorizaticin before they 
may be exported. Such notifications, licenses, or authorizations are obtained pursuant to similar 
procedures governing importations 26

In order to preserve the interests of French national security or defense, exports or u$e of 
cryptography must (1) be “declared prior to the operation when this operation only results in 
certification, or in the securizatiuu of the tnuisiuitied message; and (2) be authorized prior to the 
operation by the Prime Minister in any other cases.”27 The penalty for not complying is a fine 
of <5,000 to 500,000 FF and/or a prison sentence from 3 to 8 months."

imports into France are governed by French law and the EC regulations.21 Two considerations 

must be considered in connection to entry of goods into France: whether goods to be importer! 
into France are subject to any import restrictions and what declarations or filings are to be made 
for permissible importation. Goods can fall into four categories: articles not subject to restrictions, 
articles subject to prior notification, articles subject to an import license, or articles subject to 
special import restrictions.22

’-‘Doing Business in France, § 16.02(1) (1988).
at J 16.02(3)(a)(i).

“id. at J 16.02(3)(a)Ci)(C).
“Bob Rarog, Encryption Export Controls & the Computer Industry, Digital Equipment Corporation (May 1,1993). 
“Statement of the Computer and Business Equipment Manufacturers Association, Before the Computer System 

Security and Advisory Board, National Institute of Standards and Technology (May 27,1993).
“Doing Business in France, § 16.02(5) (1988).
^Regulation of Telecommunications, LOI n.90-1170, art- 28(I)<a), (b) (December 29, 1990).
aJd. at art. 28(11).

Almost all goods that originate in the EC as well as cetutin goods specified by law may be 
imported into France without being subject to import restrictions. An import license is valid for 
only 6 tuuiiilis and only with reference to a specific type of merchandise coming from a specific 
origin.23



® 014NIST CSL©301 948 178402/24'94 17:49

6

2.8 GERMANY

2.8.1 German Foreign Trade Act

2.8.2 Import Controls 

Germany has an import ccintml list over 300 pages in length which in combination with a list of
countries indicates whether a license is required. A license can be applied for at the Federal Office 
for Commercial Business.36

Germany docs not have any lestiicliuns on encryption products,3’’ 

2.83 Export Controls

As in the United States. France has decontrolled software that is in the public domain, and it 
retains control of mass-market and other encryption software as military items.

The Foreign Trade Ordinance contains an export control list of all goods subject to foreign trade 
restrictions. The export list does not impose prohibitions, but it indicates authorization 

sJd. at an. 6.
KId.

“Jd.

’•Droste, KiUius, and Triebel, Business Law Guide tc Germany, 3rd edition, CCH Editions Limited, p. 1 (1991). 
”ld.

*Id. at p. 2.
“Zd. at p. 4.

vId. at p. 6.
’’Bob P.arog, Snc/yprioK Export Conirols <1 dm Cvnyuier Industry, Digital Equipment Corporation (May 1. 1993).

operation or means of cryptography and of its exploitation mode, including me management of 
secret arrangements.”29 The administrative part allows for the identification of the person 

requesting the opcialiuu, location of the operation, and the categories of persons or societies 
allowed to use the operation?” The request indicates the duration for which the authorization is 
requested, which cannot exceed 10 years?1 The export of cryptography requires the deposit of 
a copy of the receipt of the declaration to the customs office.

The German Foreign Trade Act of 1961 regulates German trade and recognizes die need to reduce 
to a minimum restrictions and formalities in the import and export of goods. Germany is 
considered one of the world’s most liberal trading nations?2 However.' Germany does provide 
for prohibitions and restrictions for the protection of Germany’s market organization, specific 
industries, public health, and public order?3 Germany draws a distinction between trade 
regulations on the one hand and noncommercial regulations on the other Noncommercial 
regulation serves a purpose that is not directly related to international trade, but rather to serving 
public healdi, safety, industry, and public order.34 Since Germany is a member of the EC, the 
country’s foreign trade policy has become increasingly influenced by EC legislation?5
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2.9 INDIA

No import/export controls were found.

2.1 ft ISRAEL

Israel imposes import restrictions on encryption; however, the scope of tlieii icsliiclioiis is not
clear.

2.11 ITALY

2.12 JAPAN

2.12.1 Import/Export Controls

There are no import restrictions on encryption technology.40 Italy follows COCOM regulations 
for the export of encryption ter.hnology, allowing public-domain and mass-market software to be 
exported with no license and other encryption-capable items to be exported with a validated 
license.

requirements. All goods requiring authorization are classified by a four-digit code number. 
COCOM restrictions are incorporated into the export list.

Germany has specifically exempted encryption software from the General Software Note of the 
COCOM Industrial List38 Therefore, Germany maintains control of both public domain and 
mass-market encryption software.

’’Statement of the Computer and Business Equipment Manufacturers Association, Before the Computer System 
Security anri Advisory Ronrrt, National Institute of Standards and Technology (May 27, 1993).

“’Per Italian Embassy.
"Japanese Law, 425, art. 47 (1992).
KId. at 415; Law No. 299 (1952).
"W. at 416; art. 2.

The Foreign Exchange and Foreign Trade Control Law governs the import and export of goods 
in Japan. The Law is designed to permit the export of goods with minimal restrictions.'1, The 
Law provides for some restrictions in order to prevent unfair exportation and ensure orderly 
importation.''2 Unfair exportation includes the export of goods Chat may infringe on an industrial 

property right or copyright protected in the country of dcsluialiun, export of goods with false 
representation of country of origin, and goods that greatly differ from the specifications given in 
the contract.'13
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212-2 Encryption Technology Controls

2.13 SEAIN

2.13.1 Import/Export Controls

2.13.2 Encryption Technology Controls

No import/export controls or domestic controls were found.

2.14 THE NETHERLANDS

2.14.1 Import/Export Laws

The Import and Export Act of 1963 controls the import and export of goods. Imports and exports 
are free from any restrictions or registration formalities other than those expressly imposed. The

The export of goods is regulated by Royal Decree No. 2426 of September 14,1979. Royal Decree 
No. 2426 regulates the processing of export transactions, payment of the purchase price, cunlrol, 
and the evaluation of trade balances.49 All goods may be exported, provided the conditions and 

requirements set forth by die Decree have been met. There are no limitations other than those 
established by the government for reasons of morality, health, public order, or other internationally 
recognized reasons.10 The export of goods is carried out by allowing die granting of a license 
by the Minister of Economy and Finance.

Japan follows COCOM guidelines for the export of encryption technology.48 Generally, public­
domain and mass-market software may be exported without a validated license. Other encryption 
technologies arc reviewed on a case-by-casc basis. No iiupuit cuntruls were found. No domestic 
controls on encryption use were found.

The Law requires export licenses for certain kinds of goods and services for certain 
destinations.44 A person who intends to export goods and/or technology to a destination 
designated in a cabinet order as an area where international peace and security arc obstructed is 
required to obtain a license from the Minister of International Trade and Industry.45 Primarily, 

restrictions involve COCOM-coiitiullcJ goods and technologies. Japan joined COCOM in 1900 
and enforces COCOM controls through a national list of strategic goods and technology.46 The 
list Is published together with other controlled items in a cabinet order and is administered by the 
Ministry of International Trade and Industry.47 

**Id. it 416.
cJrf. at 416; art. 48: art- 25.

at 416.
"Id. at 416.
“Pah Fncryplion Export Controls JL ths Computer Industry, Digital Equipment Corporation (May 1, 19?3).
-’Doing Business in Spain. § 16.02(3) (1987).
“W. at § 16.02(3Ya).
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MinisiCT of Economic Affairs or Minister of Agriculture.51 A number of decrees and regulations 

industrial products for which an export license is required.53 The Export of Strategic Goods

2.15 UNITED KINGDOM

---------, vwcia science/ aci or governs me import and export 
of goods in the United Kingdom. The Department of Trade and Industry regulates the import and

licenses on a case-by-case basis. No import controls were found for encryption technology.

2.16 SOUTH AFRICA

The minister of Trade and Industry and Tourism has regulatory control over expons and imports.

"Dutch Business Law, § 28.02(1) (1990). 
at § 28.02(1); § 2«.04(l).

"Id. at § 28.04(2Xa).
“/a.

which import or export licenses are required.-

2.14.2 Encryption Technology Controls

Annex B of the Import and Export of Industrial Goods Decree of 1963 sets forth a list of 
industrial products for which an export license is required.53 The Export of Strategic Goods 
Decree of 1963 prohibits the export of an extensive number of products of a strategic nature.54 
Public domain and mass-maiket software generally does not require a validated license. Items 
capable of file encryption do require a validated license. No import restrictions were found.

2.16.1 Import/Export Laws

The Import and Export Control Act, No. 45 of 1963, governs imports and exports in South Africa.

Sou* bright to contw? or ptohibtt th.Txpon ta

Generally, prohibited exports consist of arms and ammunition.

9

Act states thar restrictions and formalities may be imposed by regulations or decrees issued by the 
Minister of Economic Affairs or Minister of Agriculture.51 A number of decrees and regulations 
have been issued. The Economic Information Service, a service of the Ministry of Economic 
Affairs, maintains a list of current regulations and decrees, as well as a list of those o0od$ for 
Which irnnort or exnnrr IteAnepc arp

2.15.1 Import/Export Laws

The Import, Export and Customs Powers (Defence) Act of 1939 governs the import and export 
of goods in the United Kingdom. The Dcpaiunem of Trade and Industry regulates the import and 
export of goods. Generally, the United Kingdom follows COCOM guidelines for the export of 
COCOM-coritroiled goods.

2.15.2 Encryption Technology Controls

The United Kingdom controls encryption items as dual-use items. No license is required for the 
export of mass-market and public-domain software. Other encryption items may be granted export
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2.17 RUSSIA

No import or export restrictions were found.

2.18 SAUDI ARABIA

No import Of export restrictions were found.

2.19 MEXICO

2.20 SWEDEN

No import or export restrictions on encryption technology were found.’"

The Mexican Institute of Foreign Trade governs imports and exports in Mexico. No export or 

import controls were found on encryption technology.

2.21 SWITZERLAND

No import or export restrictions on encryption technology were found.57

”P«r South African Embassy.  - i
"Bob Rarog, Encryption Export Controls & the Computer Industry, Digital Equipment Corporation (May 1,1993). 
’’W.

2.16.2 Encryption Technology Controls

No controls exist on the export of encryption technology.55 South Africa generally shapes its 
export practices to the import laws of the importing country. No import restrictions were found.
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tacn carxxex — _______  __ ___ The networks of a
number of carriers already accommodate court-ordered electronic

mandate, discuss --
technical and "feature" specifications which each common 
will develop in order to make its network compliant.

a) the Government will consult with common carriers to 
"discuss details of the requirements — and cost-effective 
approaches, in order to facilitate compliance..." (Section 3(g))

b) the Government will pay common carriers for 
"reasonable and cost-effective charges directly associated with 
the modifications required to assure common carrier compliance 

(Section 3(h))

Details: As all are aware, «_ c---
aqo that the government would not seek to "dictate precise 
technical solutions or tell common carriers how to respond 
technically to the government's electronic surveillance 
requirements. Today, there are roughly 2,000 common carriers. 
Each carrier's network is somewhat unique. The networks of a. 
number of carriers already accommodate court-ordered electronic 
surveillance and will require little or no modification. The 

however, will require modifications. The depth 
and'breadth of the modifications required will vary widely, and 
the specific technical approaches and business alliances these 
carriers will pursue to meet these requirements also will vary.

In an effort to achieve the most efficient cost- 
effective solutions industry-wide, the legislation includes

specifications, and,likelysoftyar^and^hardvare alterations

There are 
innCmirable^variablesTbut, if "a moderately aggressive deployment 
of needed modifications were made throughout the telecommuni­
cations networks, the costs could be within a range of $300-$500 
million. It is believed that firm and accurate figures can only 
be obtained once common carriers, acting pursuant to a statutory

with the government the in-depth details of the
- • ■ ’ ----- 1 carrier

Summary: It is infeasible to give a hard and accurate estimate
of the costs which the federal government will incur in remuner­
ating common carriers for the charges they will incur during the 
three-year period which is set for compliance. Since common 
carriers, to date, have not been put in

complexity associated with, technical modifications, 
“ ___ a 1_____-i z-vT-ig

required, we can only proceed by furnishing a rough order^of 
magnitude (ROM) estimate of a possible range of costs. _..or_
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c) "common carrier support service providers and 
telecommunications equipment manufacturers shall make [services 
and equipment] available to common carriers at a reasonable and 
cost-effective charge..." (Section 3(d)

d) the Attorney General has the authority to enforce 
the foregoing provisions. (Section 3(e))

Although the government does not intend to dictate 
solutions, nevertheless, it intends, under the "consultation" 
provisions of the legislation, to use industry standards bodies, 
associations, and other such organizations as likely "clearing 
houses" for promising, cost-effective technological approaches 
and solutions. We believe such efforts will reduce more costly 
and duplicative independent efforts on the part of each carrier. 
Close follow-up consultation is also envisioned when the tech­
nical and feature specifications are being crafted to avoid 
mistakes and misunderstandings.

Assumptions:

o For planning purposes, we are assuming that the charges 
that the federal government will incur will mostly occur within 
federal government Fiscal Years 1995-97.

o Most likely, new technologies and services will be 
introduced during the three-year compliance period. (Our revised 
ROM estimate of the range of charges has been affected, in part, 
by the earlier-than-anticipated deployment of personal communi­
cations services (PCS) and the recent, unanticipated mergers 
within the telecommunications industry (e.g.. Bell Atlantic-TCI). 
Such unforeseen circumstances have added to the near-term techno­
logical complexity of the telecommunications marketplace.) At 
the conclusion of the compliance period new technologies and 
services introduced will be expected to comply without costs 
incurred to the government.

o Some services offered by common carriers currently meet 
law enforcement requirements and therefore modifications are not 
necessary. Consequently, the government should incur little or 
no charges regarding such common carriers.

o There is anecdotal information that certain switch 
manufacturers and common carriers currently are developing (or 
have developed) partial solutions which satisfy some of the 
electronic surveillance requirements.
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o Different common carriers will choose different means 
to meet the government's requirements. Therefore, the costs 
associated with complying with the requirements will vary greatly 
depending on the course of action taken by each common carrier. 
(Efforts will be made by government to facilitate, whenever 
possible, common cost-effective approaches in order to reduce 
costs.

It is infeasible to give a hard and accurate estimate 
of the costs which the federal government will incur in remuner­
ating common carriers for the charges they will incur during the 
three-year period which is set for compliance. Since common 
carriers, to date, have not been put in a position where they 
have had to explore precisely and in-depth the exact types of, or 
levels of complexity associated with, technical modifications, 
specifications, and likely software and hardware alterations 
required, we can only proceed by furnishing a ROM estimate of a 
possible range of costs. The actual costs for meeting law 
enforcement's requirements and complying with the legislation can 
only be derived by common carriers as and when the solutions are 
developed and the modifications deployed.

Common carriers are in the best position to identify 
solutions and ensure the proper implementation of solutions into 
their networks. Once legislation is passed, it is expected that 
follow-up meetings with the government to discuss the details for 
implementing proposed industry solutions will more precisely 
identify costs. Once this occurs, a number of alternatives may 
be selected by industry to meet law enforcement’ s requirements 
and comply with the legislation. Depending upon the technology, 
a common carrier may elect to design a solution based upon 
existing commercial products. In this case, incurred costs would 
likely include the design of the solution, the purchase of the 
identified products, installation, and then testing. Another 
alternative is for the common carrier to specify requirements of 
a new feature to be implemented in the carrier's switching and/or 
control systems.

o Costs associated with achieving compliance are 
increasing daily. Therefore, with the passage of time over the 
next three years, costs will rise beyond estimates previously 
made. (By meeting with industry technical committees over the 
last two years without achieving implementation of the technical 
solutions, time was lost, and the costs of attaining common 
carrier compliance have increased.)
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Percentages:
(of total costs)

It is expected that the first-year expenses would be 
minimal as many common carrier activities would be devoted to 
planning and development of feature documents. Second-year costs 
are also anticipated to be low, as most of the efforts will be 
generally involved with the actual feature design and development 
by manufacturers. Third year costs will reflect the majority of 
the incurred expenses, as common carriers procure and implement 
the law enforcement features and request reimbursement for their 
expenditures.

Again, it must be emphasized that costs to comply with 
this legislation could vary greatly from this ROM estimate 
depending upon the solutions employed. Common carriers will be 
in the best position to identify the costs associated with 
compliance and can develop the most efficient and cost-effective 
strategy for addressing law enforcement needs by working with the 
government to further define solutions and implementation 
strategies.

Given the complexity of the telecommunications network, 
a common carrier is likely to employ a mixture of these strate­
gies based on the characteristics of their network and the 
strategic business goals of the company. Discussions with 
industry have indicated that possible solutions would probably 
affect a number of switching and other network elements. This 
would include both wireline and wireless technologies. If 20,000 
of the potential 24,000 switches and/or other network elements 
were targeted, the costs to address law enforcement's concerns 
could range from $300 million to $500 million. These costs could 
vary greatly depending on the actual number of affected network 
elements and the costs associated with developing these features.

If an approach is selected that mirrors conventional 
"commercial" feature packages and upgrades, the costs are likely 
to be somewhat comparable to other commercial switch software and 
network products. On the other hand, to the extent that direct 
discussions among common carriers, equipment manufacturers, 
support service providers, and the government can occur, there 
may be opportunities to reduce costs for these unconventional and 
"noncommercial" technical and feature solutions.



SECTION BY SECTION ANALYSIS

government agencies can implement court orders and lawful author

ord, custodian, or other person shall furnish [the govern- 
applicant for court-ordered electronic surveillance] forth­
all information, facilities, and technical assistance

Section 1. Short Title

Section 1 provides that the short title of the Act is 
the "Digital Telephony and Communications Privacy Improvement Act 

of 1994."

Section 2. Purpose

Section 2 states the purpose of the Act is to clarify 
and define the responsibilities of common carriers, providers of 
common carrier support services, and telecommunications equipment 
manufacturers to provide the assistance required to ensure that 
government agencies can implement court orders and lawful author­
izations to intercept the content of wire and electronic communi­
cations and acquire call setup information (e.g., dialed number 
information) pursuant to the Federal and state electronic sur­
veillance and pen register and trap and trace statutes. An 
effective electronic surveillance capability is essential to 
Federal, state, and local agencies so that they can secure the 
public safety, effectively enforce the law, and maintain the 
national security. Without clarification of the increased respon­
sibilities of the telecommunications industry to assist and coop­
erate, this critical investigative technique will be eroded, if 
not precluded, by the advances in telecommunications technology.

The statutory requirement for common carriers and 
others to provide needed assistance to law enforcement agencies 
in the execution of electronic surveillance court orders and law­
ful authorizations is a long-standing one. Since 1970, the 
assistance of common carriers and others has been mandated. In a 
1970 amendment to Title III of the Omnibus Crime Control and Safe 
Streets Act of 1968 ("Title III"), Congress enacted a provision 
specifying that a "communication common carrier [common carrier], 
landlord, custodian, or other person shall furnish [the govern­
ment applicant for court-ordered electronic surveillance] forth­
with all information, facilities, and technical assistance 
necessary to accomplish the interception . . .." In return for 
providing the information, facilities, and technical assistance, 
the assistance provider is required to be compensated by the 
applicant for reasonable expenses incurred in providing the 
assistance. See 18 U.S.C. 2518(4).

The foregoing "assistance" provision also has been 
incorporated in the Foreign Intelligence Surveillance Act of 1978 
(FISA) (codified at 50 U.S.C. 1805(b)(2)(B)) and in the pen 
register/trap and trace provisions of the Electronic Communica­
tions Privacy Act of 1986 ("ECPA") (codified at 18 U.S.C. 
3134(a) , (b) ) .
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The purpose of the legislation is to clarify and define 
the nature and extent of this responsibility which arises from 
the stark mandate of the foregoing laws.

In 1970, the telephone industry was monolithic, and the 
part of the telecommunications network where government effected 
electronic surveillance was relatively uncomplicated. Since that 
time, with the breakup of AT&T through divestiture, the entry of 
numerous new communications providers in the telecommunications 
marketplace, and the introduction of many new (and often proprie­
tary) technologies, services, and features, the telecommunica­
tions networks have become more varied, advanced, and compli­
cated. Though unintended, the complexities of the telecommunica­
tions networks create, and will continue to create, impediments 
to Federal, state, and local government agencies as they attempt 
to execute electronic surveillance and pen register and trap and 
trace court orders and authorizations.

With the passage of the ECPA amendments to Title III, 
electronic communications have received statutory privacy protec­
tion as well, and the term common carrier has been replaced with 
the broader terminology of provider of wire or electronic commun­
ication service. However, intercepting voice communications and 
acquiring the attendant dialing information remain of the 
greatest importance to government agencies; and the principal 
area where technological impediments have been encountered is 
within the networks of wireline and cellular common carriers.

Solutions have not always been readily available for 
existing problems, and they may not be for the future problems 
that are foreseen in the emerging technologies, services, and 
features. Such solutions also take time and may require signif­
icant "capital" outlays. As a result, industry and government 
agencies have been uncertain as to the nature and extent of the 
foregoing "assistance" provision. In particular, key questions 
exist in terms of who is responsible for efforts to remove the 
impediments; how quickly the impediments should be removed; what 
the consequences are, if any, for not removing them in a timely 
fashion; and who is responsible for paying the costs.

Because of concerns about compromising investigations, 
harming law enforcement and common carrier relationships, and due 
to the prospect of substantial delays, government agencies have 
been reluctant to pursue contempt or other legal remedies to 
resolve this issue. Also, because of the variety of technolog­
ical impediments and the differences in levels of effort required 
to remove them, the government has been concerned that a particu­
lar judicial ruling may have only limited precedential value. 
Consequently, as things now stand, common carriers and other 
communications service providers ultimately decide what they will 
do to remove technological impediments, and when. When carriers 



Finally, some common carriers have stated that they rely on 
certain support service providers and equipment manufacturers to
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and providers have acted, it frequently has taken months, and in 
some instances years, for ad hoc technical solutions to be devel­
oped, and the rate and breadth of their deployment have been 
uncertain. Thus, since the mid-1980s, technological impediments 
have frustrated, in whole or in part, the execution of a number 
of court orders for electronic surveillance, pen registers, or 
trap and traces, while the means of approaching and resolving the 
overall problem of the negative impacts of advanced telecommuni­
cations technology on electronic surveillance has eluded govern­
ment and industry.

It has been observed that while it may be somewhat 
difficult and expensive to remove some existing impediments 
forthwith, that where new, advanced services and features are 
still under development or where upgrades are being prepared that 
technological solutions could be applied with significantly less 
difficulty and expense. Additionally, some common carriers, 
especially those who only more recently have entered the market­
place, have noted that they are not familiar with all of the 
electronic surveillance requirements of government agencies.

provide telecommunications service, and that without the help of 
those entities they may be unable to make the modifications 
required to remove the impediments and meet the requirements of 
government agencies.

Although Government and industry have made efforts to 
resolve this problem, after several years of discussion and 
consultation, the basic concerns and issues remain: what are the 
requirements of government agencies in this area; who is respon­
sible for removing the impediments that impact on these require­
ments; how quickly must these requirements be met; what are the 
consequences, if any, for not meeting them on a timely basis; and 
who is responsible for paying the costs. This legislation 
addresses and resolves these concerns and issues.

The "Purpose" section also indicates that, excepting 
section 4, the legislation is not intended to alter any provision 
in the Federal electronic surveillance, pen register, or trap and 
trace statutes, or those of any state or other jurisdiction, such 
as those regarding the authority to intercept communications or 
install or use pen register and trap and trace devices; the 
current duty to provide assistance and receive payment therefor; 
causes of action; civil liability; or good faith defenses. The 
underlying purpose of the legislation is to clarify and define 
the responsibilities of common carriers such that government 
agencies can maintain their ability to properly and effectively 
execute electronic surveillance-related court orders and lawful 
authorizations.
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Section 3. New Section

Chapter 109 of title 18, U.S.C. is amended by adding a 
new section, section 2237, entitled: "Common carrier assistance 
to government agencies." Amendment of this chapter is made in 
order to avoid having to amend three separate, yet interrelated, 
Federal statutory regimes: Title III (18 U.S.C. 2510 et seq.); 
FISA (50 U.S.C. 1801 et seq.); and the pen register and trap and 
trace provisions of the ECPA (18 U.S.C. 3121 et seg^) .

Common carrier assistance:
3a. Assistance requirements

Section 3(a) sets forth the requirements of government 
agencies when conducting electronic surveillance and pen register 
and trap and trace investigations. These requirements, which are 
generic in nature, were developed by the FBI and include input 
from representatives of various Federal, state, and local law 
enforcement agencies that utilize electronic surveillance exten­
sively. These requirements relate to the capabilities needed to 
accomplish effectively the interception of communications and the 
acquisition of call setup information. The Government intention­
ally has eschewed setting any technical standards because it does 
not desire to "dictate" particular technological solutions. 
Further, owing to the diversity (and often proprietary nature) of 
each carrier's network and the variations in approaches that can 
be taken to achieve compliance, it is the Government's position 
that each common carrier is best positioned and qualified to 
determine how it will meet the requirements in the most cost- 

effective way.

Although the requirements set forth in section 3(a) 
constitute the first legislative listing of the government's 
requirements, the FBI states that for many years most, if not 
all, of these requirements have been known to the security 
offices of the major local exchange carriers, interexchange 
carriers, and cellular carriers. (Security offices usually are 
designated by common carriers to receive service of the court 
orders and authorizations and to provide law enforcement agencies 
with the information and assistance required to execute the court 
orders and authorizations.)

An additional purpose to the Act, as set forth in 
section 4, is to improve communications privacy protection for 
users of cordless telephones, certain radio-based data communica­
tions and networks, communications transmitted using certain 
privacy—enhancing modulation techniques, and to clarify the 
lawfulness of quality control and service provision monitoring of 
electronic communications.
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The legislation requires common carriers to provide 
"forthwith" the capability and capacity necessary to permit the 
government to conduct electronic surveillance, pen register, and 
trap and trace investigations effectively. The requirement of 
providing assistance "forthwith" is not new. It is found in the 
current language of 18 U.S.C. 2518(4), 3124, and 50 U.S.C. 1805 
(b) (2) (B). The language concerning capability and capacity is 
included to underscore the need for a common carrier to afford 
not only an ability to effect the interception of communications 
and the acquisition of call setup information (which includes 
dialed number information) but also the ability to accommodate 
without delay all court orders and authorizations for electronic 
surveillance, pen registers, and trap and traces that may be 
served on such common carrier by the various Federal, state, and 
local government agencies.

Within section 3(a)(1), it is stated that the foregoing 
capability and capacity must accommodate the "expeditious" and 
"simultaneous" execution of all court orders and authorizations. 
Frequently, it is essential to implement the interception of 
communications or acquire dialed number information expeditiously 
in order to obtain information critical to saving lives, making 
arrests, and seizing evidence and contraband, such as drugs, 
illegal weapons, bombs and other explosive devices.

The capability and capacity requirement is also very 
important inasmuch as a number of government agencies must be 
able to execute a number of court orders and authorizations 
simultaneously. The FBI states that over the past decade a 
number of court orders and authorizations were not fully exe­
cuted, or were not even sought, because of certain technological 
impediments and capacity shortfalls, such as insufficient "port" 
capacity in the cellular mobile switching offices (MSOs). At any 
particular time a number of Federal, state, and local government 
agencies may be competing to execute electronic surveillance and 
pen register court orders regarding certain telecommunication 
facilities, the access point for which is of limited capacity. 
Inasmuch as communications interceptions and dialed number 
acquisitions increasingly will be activated from within common 
carrier premises, including switching offices, it is critical 
that there be sufficient capacity to accommodate completely the 
concomitant needs of all government agencies.

As discussed below with regard to section 3(g), since 
common carriers' technological responses to the requirements will 
vary by common carrier and by the technology being addressed, and 
because historically each carrier has been subject to varied 
numeric demands in terms of court orders or authorizations, the 
Government intends to consult with common carriers and telecom­
munications industry representatives in a number of areas, such 
as in the area of capacity, in order to assist in facilitating 
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Owing to the varying availability of contemporaneous 
call setup information, the definition of "concurrent with the 
transmission of the communication" found in section 3(i)(6) 
specifies that the "concurrence" requirement is satisfied if such 
information can be acquired by government agencies either before, 
during, or immediately after the transmission of the communi­

proper sizing approaches and cost-effective compliance. Further, 
it is expected that most common carriers can ensure compliance in 
the future and gauge the future demands of government agencies by 
reviewing their records as to the numbers of, and trends in, cur­
rent and past court orders and authorizations and extrapolating 
therefrom the sizing required to meet future demands. Finally, 
the increasing availability of "modular" and incremental techni­
cal approaches will allow common carriers to respond flexibly 
throughout their networks to the demands of government agencies 
in a cost-effective manner.

Section 3(a)(2) specifies that common carrier networks 
must afford government agencies an ability to intercept communi­
cations and acquire call setup information "concurrent" with the 
transmission of the communication to or from the subscriber's 
facility or service that is the subject of the court order or 
authorization, to the exclusion of communications or information 
concerning any other subscriber, and without regard to the mobile 
nature of the subject subscriber's facility or service or the use 
by that subscriber of any custom features or services offered by 
the common carrier.

It is important that government agencies can intercept 
communications concurrent with the transmission of the original 
communication. Further, the associated requirement of being able 
to acquire call setup information concurrent with the subject 
transmission also is essential. For example, it is critical for 
government agencies to be able to intercept communications as 
they occur so they can respond immediately to life-threatening 
circumstances and react promptly and effectively to criminal 
activity in terms of making needed arrests, seizing evidence, and 
interdicting contraband, such as drugs, illegal weapons, bombs 
and other explosive devices.

The separation of signaling transmission paths from 
communications paths also can impede government agencies who must 
be able to associate the intercepted communication with the call­
ing or called party. Aside from the negative evidentiary impact 
caused, this circumstance can hamper government agencies in their 
efforts to effectively "minimize" the monitoring and recording of 
non-criminal communications. Consequently, there is a require­
ment that common carriers can assure that call setup information 
will be available."concurrent with the transmission of the com­
munication" that is the subject of the court order or authori­
zation.
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cation. It is the clear preference of government agencies that 
 carriers will attempt to afford the ability to acquire 

this information before the transmission of the communication 
whenever reasonably feasible. Similarly, because of the diffi­
culty of intercepting certain "electronic communications" con­
current with their transmission, the foregoing definition states 
that providing government agencies an ability to intercept such 
information at the conclusion of the transmission will satisfy 
the requirement.

The requirement that government agencies will have the 
ability to isolate the communications and call set up information 
of the subjects of electronic surveillance to the exclusion of 
the communications and call setup information of other sub­
scribers is a basic and a long-standing one. Government agencies 
do not want to be faced with the prospect of having to "sort 
through" a tangle of communications which include those of inno­
cent individuals who have the misfortune of having their communi­
cations "bundled" or otherwise commingled with those of the 
interception subject in the telecommunication transmission 
process. This requirement is being challenged by the increased 
use of digital transport, multiplexing, and fiber optics closer 
to the premises of the interception subject. Hence, common 
carriers must assure that there are means to access and isolate 
communications and call setup information, yet in a fashion that 
does not compromise the interception or acquisition effort.

The increasingly mobile nature of telecommunications 
facilities and service also has created impediments to the 
effective execution of electronic surveillance. With today^s 
cellular telephony, communications can be "handed off" within and 
between networks and can be routed about such that they bypass 
interception access points, even when they are established within 
the premises of a cellular common carrier. It is believed that 
the communication interception and call setup information 
acquisition requirements of government agencies can be met by 
common carriers affording mobile service by drawing upon existing 
technologies and programming and routing capabilities and by 
coordinating efforts with other mobile carriers. This same 
requirement also has application to other mobile features and 
services which permit subscribers to program or otherwise direct 
communications to any facility designated by the subscriber 
(e.g., "follow me service"), as well as to the emerging mobile 
services encompassed in personal communications services (PCS) 
and other radio frequency-based mobile communications services.

Section 3(a)(2) specifies that the communication inter­
ception and call setup information acquisition requirement
includes an ability to obtain such communications and information 
notwithstanding the use by the subject subscriber of any telecom­
munications custom "features" offered by the common carrier. The 
most notable feature impediment to effective electronic surveil­
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Section 3(a)(3) includes the requirement that there be 
an ability to intercept the content of communications and acquire 
call setup information unobtrusively and with a minimum of inter­
ference with any subscriber’s telecommunications service. This 
language mirrors language currently found in 18 U.S.C. 2518(4), 
3124, and 50 U.S.C. 1805(b)(2)(B), and it is intended to prevent 
subjects of electronic surveillance and pen register and trap and 
trace investigations and others from detecting the surveillance 
effort.

Section 3(a)(4) contains the requirement that, once 
intercepted or acquired, the government agency would be able to 
receive the communication or call setup information in a gener­
ally available format at a location identified by the government 
agency distant from the subject's facility, from the interception 
or acquisition access point, and from the premises of the common 
carrier. This requirement is not new and is intended to maintain 
the current ability of government agencies to monitor, record, 
minimize, and otherwise properly administrate electronic surveil­
lance and pen register and trap and trace investigations. This 
requirement is fundamentally important, since without it the 
safety of law enforcement officers and government employees would 
be put at risk, the interception or acquisition effort easily 
could be compromised through detection, and the effective execu­
tion of the surveillance search would be significantly disrupted.

Currently, once access has been obtained within the 
local loop or the common carrier's central office facilities, the 
communications and call setup information are transmitted back to 
the law enforcement agency's facility or monitoring plant, usual­
ly within the agency's office. The transmission most frequently 
occurs via line facilities provided by the common carrier.

The language which states that the communications and 
call setup information are to be received in a generally avail­
able format is intended to make clear that government agencies do 

lance is "call forwarding." This feature permits a subscriber, 
whose telecommunications facility (and telephone number) is the 
subject of a court order or authorization, to redirect in-coming 
calls from that facility to other facilities. Such call redirec­
tion can be accomplished according to established programs or 
even randomly and dynamically. In the past, government agencies 
frequently have proceeded by securing additional court orders for 
those new facilities to which the calls have been "forwarded" or 
redirected by the subject subscriber of the court order or auth­
orization. This circumstance has resulted in government agencies 
having to obtain more court orders or authorizations than typi­
cally would have been required; in criminal communications escap­
ing timely interception; and, in some instances, in additional 
households unnecessarily becoming targets of electronic 
surveillance.
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not expect common carriers to translate digital transmissions to 
analog, etc. before affording transmission to them. Rather, it 
is expected that a common carrier would utilize a transmission 
format that was consistent with that of the communication being 
intercepted or acquired at the time of access, such as analog 
voice channel on a local loop, D4 formatted T-l circuit, ISDN 
Primary Rate Interface circuit, etc. On the other hand, govern­
ment agencies understand that they, not the common carriers, are 
responsible for processing the communications intercepted and the 
call setup information acquired.

Section 3(a)(4) also indicates that in some emergency 
or exigent circumstances that a government agency by necessity 
may have to access and monitor communications or dialed number 
information on the common carrier's premises. Government agen­
cies understand that common carriers are not desirous of having 
government personnel carry out all aspects of a surveillance on 
common carrier premises, and it is understood that the govern­
ment's presence in common carrier premises should only occur in 
emergency or exigent circumstances. Also, government agencies 
are not expecting common carrier personnel to assist in the 
monitoring aspects of executing a court order or authorization.

Section 3(b) specifies that government agencies shall 
notify common carriers of any wire or electronic interceptions or 
any call setup acquisitions that are to be effected within the 
premises of such common carrier pursuant to court order or auth­
orization. Common carriers are required to designate indi­
viduals to activate such interceptions or acquisitions. These 
individuals are required to be available at all times to activate 
the interceptions or acquisitions. The requirement can be met by 
such individuals being "on call,” in order to promptly respond to 
governmental needs as necessary. The requirement does not mean 
that the designated individuals actually must be on the premises 
at all times or that 24 hour-a-day work shifts must be estab­
lished. Such interceptions or acquisitions may be activated only 
by the affirmative intervention of such individuals.

This provision recognizes that the access point for 
intercepting communications and acquiring call setup information 
increasingly will originate within common carrier premises. Such 
premises include buildings, switching offices and facilities, and 
network elements (e.g., signaling transfer points) maintained by 
the common carriers. Since it is important that these facili­
ties, as well as the entire telecommunications network, remain 
secure, it is a requirement that all such access be initiated 
directly only by individuals designated by the common carrier.

Government agencies are not seeking the authority or 
ability to remotely activate interceptions within the premises of 
a common carrier in a fashion that bypasses personnel designated 
by common carrier. All executions of court orders or authoriza­
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tions which require access to the switching facilities or other 
premises will be made through the individuals authorized and 
designated by the common carrier. Activation of interceptions or 
acquisitions originating in local loop wiring or cabling can be 
effected by government personnel or by individuals designated by 
the common carrier, depending upon the amount of assistance the 
government requires.

Section 3(c) states that to the extent common carriers 
providing service within the United States currently cannot ful­
fil the requirements set forth in subsection (a) , they shall ful­
fil such requirements within three years from the date of enact­
ment of the Act. This section makes clear that the focus of 
compliance is on common carriers within whose networks most of 
the electronic surveillance occurs.

Nearly all wireline and wireless voice communications 
are provided by local exchange carriers, interexchange carriers 
(and increasingly by service "resellers" and competitive access 
providers (CAPS)), and by cellular carriers (and soon by provi­
ders of Personal Communications Services (PCS) and satellite­
based mobile communications providers). These entities are 
common carriers, and historically they have been subject to 
regulation. Since most electronic surveillance is effected 
within the networks of common carriers, the coverage has been 
scaled to focus only on those service providers within whose 
networks the core technological problems exist.

Although certain categories of electronic communication 
service providers (e.g., PBX and computer network operators) who 
currently have assistance responsibilities under Federal and 
state laws are excluded from the provisions of this legislation, 
nevertheless it is expected that such providers will continue to 
fulfil their statutory responsibilities and undertake voluntarily 
to accommodate the electronic surveillance needs of government. 
If significant technological impediments arise within their net­
works in the future due to inattention to government requirements 
or due to inaction in addressing them, consideration would have 
to be given to seeking expansion in the coverage of the instant 
legislation to include such entities.

The language of the section is also intended to indi­
cate that common carriers still must fulfil their assistance 
responsibilities under 18 U.S.C. 2518(4), 3124, and 50 U.S.C. 
1805(b)(2)(B) by furnishing requested information, facilities, 
and technical assistance, to the extent possible, during the 
three year grace period set for compliance. There should be no 
relaxation in common carrier efforts to assist government agen­
cies in effectively executing court orders and authorizations.

Some common carriers, such as "resellers" and competi­
tive access providers (CAPS), either may not own any equipment or 
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Assistance and cooperation from support service provi­
ders and equipment manufacturers are increasingly important, as 
services and equipment become more sophisticated and as common 
carriers rely on "outside" companies to provide them with these 
components. Although the direct burden of compliance falls on 
common carriers, nevertheless statutory responsibilities are 
conferred upon these support service providers and equipment 

facilities or the equipment or facilities they own may be such 
that they are not capable of effecting interceptions or acquisi­
tions under this Act. In such cases, it is expected that such 
service entities would rely on the compliance of the common 
carrier whose facilities they lease, etc., and that they likely 
would seek from such common carrier legal assurances that compli­
ance will be achieved within the statutory compliance period or 
that such common carrier would indemnify them for any liability 
or penalty they may incur if compliance is not met. If a common 
carrier leases a portion of its switching or other network facil­
ities to an end user and such facilities are not under the 
carrier's control, then the carrier shall not be obligated to 
make that portion compliant as long as it remains beyond the 
common carrier's control.

The date for common carrier compliance is set at within 
three years from the date of enactment of the Act. The Govern­
ment believes that this is a reasonable period within which the 
needed technological solutions can be identified, tested, and 
deployed within the networks of common carriers. As discussed 
below, common carriers receive important assistance and cooper­
ation of equipment manufacturers and common carrier support 
service providers so that timely compliance can be achieved.

The coverage of compliance includes needed modifica­
tions to existing systems and networks (embedded base) as well as 
to future systems and networks (those fielded after the three 
year compliance period).

Section 3(d) provides that common carriers shall con­
sult in a timely fashion with providers of common carrier support 
services and telecommunications equipment manufacturers so that 
any needed modifications to services and equipment, including 
hardware and software, can be made, and thus help to ensure com­
mon carrier compliance within three years. This section further 
specifies that a provider of common carrier support services and 
a telecommunications equipment manufacturer shall make available 
to a common carrier on a timely and priority basis, at a reason­
able and cost-effective charge, any support services or equipment 
required so as to permit compliance with the provisions of the 
Act. The responsibilities of common carrier support service 
providers and equipment manufacturers are added to the legis­
lation to indicate that they have an important role in ensuring 
that court orders and authorizations are not frustrated.



services, or equipment, the sole purpose of which would be to 
prevent the frustration of statutorily-based court orders and
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manufacturers without whose help the common carriers likely could 
not comply. One of the major objections to the compliance date 
and attendant penalty provisions raised in the past by represen­
tatives of the Regional Bell Operating Companies (RBOCs) was the 
concern that local exchange carriers must rely on equipment manu­
facturers and others in order to meet many of the requirements.

Section 3(f) specifies that any common carrier that 
violates section 3(a) shall be subject to a civil penalty of 
$10,000 per day for each day in violation. The Attorney General 
is authorized to file a civil action to collect, and the Federal

In particular, the Attorney General is specifically 
given the authority to apply to an appropriate United States 
District Court for an order restraining or enjoining the pro­
vision of service by any common carrier who violates the fore­
going subsections of section 3. Similarly, to ensure common 
carrier compliance, the Attorney General may apply for an order, 
such as a writ of mandamus, which mandates the cooperation of a 
provider of common carrier support services or a telecommunica­
tions equipment manufacturer pursuant to the provisions in sub­
section (d). The intent is that there be no excuse offered by 
common carriers that they cannot comply because of unresponsive­
ness on the part of such support service providers and equipment 
manufacturers. The Federal district courts are specifically 
given jurisdiction to issue such orders. Additionally, the 
Attorney General may request the Federal Communications Commis­
sion (FCC) to assist in enforcing provisions of the Act. This 
provision recognizes the wide-ranging authority of the FCC over 
common carriers and others in the telecommunications industry.

Under provisions of the Modified Final Judgment (MFJ) 
of the consent decree regarding the Government's antitrust case 
against AT&T, local exchange carriers are precluded from engaging 
in telecommunications equipment manufacturing. However, a 
Department of Justice memorandum concludes that Judge Greene's 
order would not be an impediment to a common carrier's effecting 
limited, noncommercial modifications to network facilities, 

authorizations designed to ensure effective law enforcement, the 
public safety, and the national security.

Section 3(e) states that the Attorney General of the 
United States shall have the authority to enforce the provisions 
of subsections (a), (b), (c), and (d) of section 3. In order to
avoid disparate enforcement actions throughout the country in 
ways that could be burdensome for common carriers, the responsi­
bility for enforcing these provisions is vested in the Attorney 
General of the United States through the Department of Justice 
and the Offices of the various United States Attorneys.
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district courts have jurisdiction to impose, such fines. The FCC 
may also impose regulatory sanctions or fines authorized by law.

Section 3(g) provides that the Attorney General is 
encouraged to consult with the FCC and common carrier represen­
tatives and to utilize common carrier standards bodies, associ­
ations, and other such organizations to discuss details of the 
requirements, such as those related to capacity, in order to 
facilitate compliance with the provisions of the Act. This 
subsection evidences an intention on the part of Government to 
help common carriers achieve compliance with as little difficulty 
as possible, and in the most cost-effective way possible. Through 
detailed discussions, narrow and technical questions from common 
carriers can be answered and other concerns addressed.

Such fora also may act as potential clearinghouses for 
promising, cost-effective technological approaches and solutions, 
which would likely reduce costly and duplicative independent 
efforts on the part of each common carrier. The FBI and other 
law enforcement agencies have been meeting with industry (largely 
common carrier) technical committees for nearly two years in this 
regard, currently under the auspices of the Alliance for Telecom­
munications Industry Solutions' Electronic Communications Service 
Provider Committee (ECSPC). However, because of the voluntary 
basis and elective nature of participation in and commitment to 
this body, its lack of authority to require the implementation of 
solutions or to assign funding responsibility, and given that 
there is no clear legal mandate to fulfil government's require­
ments on a timely basis, these committees have not been effective 
to date in engendering the development, let alone the implementa­
tion, of the required solutions. With legislation mandating 
future compliance and addressing funding concerns, it is reason­
able to assume that common carriers and others will utilize such 
committees in a more meaningful and beneficial fashion.

Section 3(h) states that the Federal Government shall 
pay common carriers for reasonable and cost-effective charges 
directly associated with the modifications required to assure 
common carrier compliance with the requirements of this Act which 
are incurred within the three year period set for compliance.

The Federal Government has concluded that it should 
compensate common carriers for reasonable and cost-effective 
charges associated with devising and implementing the modifi­
cations required which remove the technological impediments and 
assure common carrier compliance with the government's require­
ments established in section 3(a). The remuneration covers 
charges incurred within the three year period set for compliance 
with regard to certain interim solutions to remove the impedi­
ments that most concern the Government; for the cost of modifying 
existing networks, services, facilities, and features; and for 
research and development and testing efforts associated with 
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(CAPS)
(PCS),

The term "intercept" has the same meaning as set forth 
at 18 U.S.C. 2510(4), except that with regard to a common 
carrier's transmission of a communication encrypted by a 
subscriber, the common carrier shall not be responsible for 
ensuring the government agency's ability to acquire the plaintext 
of the communications content, unless the encryption was provided 
by the common carrier and the common carrier possesses the 
i nfnrTTiat-i on necessary to decrvot the communication. The term

making future networks, services, and features compliant with the 
government's requirements. Once solutions have been identified, 
it is expected that they would be incorporated into successive 
generations of service and, where feasible, into new services 
without additional charge to the Government.

Section 3(i) sets forth definitions for sections 1-3 of 
the Act. The term "common carrier" means any person or entity 
engaged as a common carrier for hire, as defined by section 3(h) 
of the Communications Act of 1934, and includes a commercial 
mobile service or interconnected service, as defined in section 
6002(b) of Public Law 103-66. This definition encompasses such 
service providers as local exchange carriers, interexchange 
carriers, service "resellers," competitive access providers 
(CAPS), cellular carriers, personal communications services
(PCS), satellite-based service providers, and any other common 
carrier who offers wireline or wireless service to the general 
public.

"contents" includes "any information concerning the substance, 
purport, or meaning of [a]... communication." 18 U.S.C. 2510(8). 
The language in the definition of "intercept," as used in this 
legislation, is intended to clarify that a common carrier has no 
obligation to decrypt communications that have been encrypted by 
the subscriber, such that the conversation or data transmission 
can immediately be understood by the government, unless the 
encryption was provided by the common carrier and the carrier 
possesses the information necessary to decrypt the communication.

The term "provider of common carrier support services" 
means any person or entity who provides services to a common 
carrier that are integral to processing, directing, forwarding or 
completing telephone calls or electronic communication trans­
missions. There are currently over one hundred such support 
service providers that provide common carriers with specialized 
support services.

The terms "wire communication" and "electronic communi­
cation" have the same meanings as set forth at 18 U.S.C. 2510(1) 
and 2510(12), respectively, under Title III, as amended by the 
ECPA.
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The term "concurrent with the transmission of the com­
munication" means contemporaneous with the transmission of the 
communication, but it also includes, with regard to electronic 
communications, the ability of the government to acquire such 
communications at the conclusion of the transmission, and, with 
regard to call setup information, the ability to acquire such 
information either before, during, or immediately after the 
transmission of the communication.

The definition of "concurrent with the transmission of 
the communication" found in section 3(i)(6), is somewhat broader 
than term might imply on its face. The definition was broadened 
due to the varying feasibility of effectively intercepting elec­
tronic communications contemporaneously and the varying avail­
ability of call setup information contemporaneous with the trans­
mission of the communication with which it is associated. 
Because of the difficulty of intercepting certain electronic 
communications concurrent with their transmission, the foregoing 
definition states that providing an ability for government 
agencies to intercept such information at the conclusion of the 
transmission will satisfy the requirement. The definition also 
specifies, with regard to call setup information that the "con­
currence" requirement is satisfied if such information can be 
acquired by government agencies either before, during, or immedi­
ately after the transmission of the communication. It is the 
clear preference of government agencies that common carriers will 
attempt to assure an ability to acquire this information before 
the transmission of the communication whenever reasonably 
feasible.

The term "call setup information" means the information 
generated which identifies the origin and destination of a wire 
or electronic communication placed to, or received by, the facil­
ity or service that is the subject of the court order or lawful 
authorization, including information associated with any telecom­
munications system dialing or calling features or services. For 
voice communications, this information is typically the elec­
tronic pulses, audio tones, or signaling messages that identify 
the numbers dialed or otherwise transmitted, or caused to be 
transmitted. In pen register investigations, these are the 
pulses, tones, or messages which identify the numbers dialed from 
the facility that is the subject of the court order or authori­
zation. In trap and trace investigations, these are the incoming 
pulses, tones, or messages which identify the originating number 
of the facility from which the call was placed and which are 
captured when directed to the facility that is the subject of the 
court order or authorization.

With regard to electronic communications, the infor­
mation is that generated during the establishment of communi­
cations or the transmission of a protocol data unit, such as a 
datagram, that identifies the origin and destination of the 
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Section 4. 
Clarification.

Section 4 includes several amendments to Chapter 119, 
United States Code, which includes Title III, with regard to com­
munications privacy improvements and clarifications concerning 
monitoring of electronic communications.

In section 4, amendments are made to the definitions 
found in 18 U.S.C. 2510(1) and (12). The purpose of the amending 
language is to provide communications privacy protection to cord­
less telephone communication transmissions occurring in the radio 
link between the telephone handset and base station.

Because of the ease with which communications occurring 
in the radio portion of cordless telephone transmissions could be 
overheard through the use of commercial radio receivers, scan­
ners, and similar cordless telephones operating in the same area, 
Congress chose not to confer statutory privacy protection upon 
the radio portion of cordless telephone communications or to 
criminalize the interception of same in the 1986 ECPA amendments 
to Title III. However, since then, advances in cordless tele­
phony have resulted in the mass-marketing of various types of 
cordless telephones, many of which are considerably more diffi­
cult to intercept than the earlier models. Because newer ver­
sions and types of cordless telephones incorporate features and 
technology that typically afford greater security to the user, 
there now exists a basis for providing full statutory privacy 
protection to cordless telephones. Even absent the prior 
statutory privacy protection, the view that certain cordless 
telephone users nonetheless retain Fourth Amendment privacy 
protection under the "reasonable expectation of privacy" criteria 
has been asserted. See United States v. Smith, 978 F.2d 171, 176 
(Sth Cir. 1992). This amendment now confers the same communica­
tions privacy protection for the millions of cordless telephone 
users as is currently afforded to cellular telephone users.

The term "government" means the Government of the 
United States and any agency or instrumentality thereof, the 
District of Columbia, any commonwealth, territory, or possession 
of the United States, and any state or political subdivision 
thereof authorized by law to conduct electronic surveillance.

Communications Privacy Improvement and Monitoring

communication. For data services, this information is typically 
the source (calling) address and destination (called) address 
contained in fields of the data unit, such as the header of a 
frame or packet.

The call setup information also encompasses numbers 
identified incidental to calls where calling features or services 
are used.
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The penalty provisions for intercepting cordless 
telephones are also made consistent with those for intercepting 
cellular telephones, by the amendments to 18 U.S.C. 2511(4)(b)(i) 
and (ii) set forth in this section.

Section 4 also includes language which amends 18 U.S.C. 
2510(16), communications deemed to be "readily accessible to the 
general public" with regard to radio communications, and the 
exceptions thereto. The excepted categories currently covered 
under section 2510(16)(A)-(E) enjoy privacy protection because 
they usually are not susceptible to interception by the general 
public. Added to these categories is the new category of "elec­
tronic communication." The intention is to provide clarification 
that there is protection for all forms of electronic communica­
tion, including data, even when they may be transmitted by radio.

Section 4 also amends the penalty provisions set forth 
in 18 U.S.C. 2511(4) (b) by adding language that specifies a simi­
lar penalty for intercepting communications "transmitted using 
modulation techniques whose essential parameters have been with­
held from the public with the intention of preserving the privacy 
of such communication." The purpose of the amendment is to treat 
communications using such modulation techniques in the same fash­
ion as those where encryption has been employed to secure commun­
ications privacy.

Finally, section 4 amends 18 U.S.C. 2511(2)(a)(i) by 
clarifying that it is not unlawful for a switchboard operator, 
officer, employee, or agent of a wire or electronic communi­
cation service to intercept, disclose, or use an "electronic 
communication," in the same fashion as a wire communication, in 
the normal course of his employment while engaged in any activity 
which is necessary incident to the rendition of his service or to 
the protection of the rights or property of the provider of the 
service. This technical correction is designed to put the hand­
ling of electronic and wire communications on the same footing.
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