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August 31, 1993

MEMORANDUM

TO:

FR:

RE:

the

for en banc

are1 .

REK:LS:FL:MMCollette
145-1-2062

136 (1980) 
intended

I would like to outline below our tentative thoughts as to 
,:.j issues that could be raised in a petition for rehearing if 
such a petition is deemed desirable.

Robert E. Kopp, Director
Appellate Staff
Civil Division, Room 3617 MAIN

the alternative 
clarify its holding, 
preliminary reactions,

Scott Armstrong, et al. v. Executive Office 
of the President, Nos. 93-5002, 93-5048, 
Q3-5156 (D.C. Cir. Aug. 13, 1993).

through a petition for panel rehearing, perhaps with a request in 
? . » i------ , review ■1 mnoi ♦ a11 tn

In this memorandum,
I do not attempt to

strengths and weaknesses of each argument.

ARMSTRONG I THRESHOLD ISSUES

Agency recordkeeping decisions are not subject to 
judicial review under the Administrative Procedure Act.

Ue could argue that the panel erred in Armstrong I when it 
held that agency recordkeeping decisions are subject to judicial 
review under the Administrative Procedure Act. First, the FRA 
provides for an alternative enforcement scheme, allowing for 
administrative action and a lawsuit brought by the Attorney 
General at the request of the Archivist or agency head. See 
Kissinger v. Reporters' Comm, for Freedom of the Press, 445 U.S. 

This specific enforcement scheme shows that Congress 
that the FRA be enforced not through private lawsuits,

Mark I. Levy
Deputy Assistant Attorney General
Civil Division

like to outline below our
that could be raised 1..  , - n ,

' ‘ . First, I discuss threshold
jurisdictional arguments that were earlier rejected in Armstrong 
I. Because of the interlocutory nature of the ruling in 
Armstrong I, the arguments rejected in that case can be raised 
before the en banc Court or the Supreme Court at this time. 
Second, I discuss issues of statutory construction arising out of 
the panel's opinion in Armstrong II. The Armstrong II opinion 
contains numerous ambiguities that might require clarification 

I-----  . .. iL. - ---------
should the panel fail to 

except for some 
evaluate the
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the Governmentother activities ofprocedures,
(44 U.S.C.

Plaintiffs lack standing to challenge agency2.

U.S.

v.

ARMSTRONG II ISSUES

inion in Armstrong II consists of two different 
reasoning that have different practical consequences.

This

2

as evidence of the
operations, or
3301).

Given these different theories, the opinion is full of 
ambiguities -- ambiguities that we might construe one way and a 
hostile district court judge might very well construe in another 
way. Is the distribution and status information part of the e 
mail, or a separate document that can be managed apart from the

the judicial review 
about this f.J------- 
standing.

but through the administrative process^
decisions are "committed to
Congress did not provide a

The opinion 
strands of i
On the one hand, much of

« of the FRA "was 
but solely' to benefit the agencies

--------as a •> c
A 1983 D.C.

and researchers
appears to disagree -------- ------ -
legislative history cited in Kissinger does not support the 
conclusion that the only purpose of the FRA was to benefit the 
government. See American Friends Serv. Comm. v. Uebster, 720 
F.2d 29, 53 (D.C. Cir. 1983). The ruling in American Friends, 

an en banc rehearing petition or in a certiorari Petition seeking 
Supreme Court review. *

 -- 1------- discussed above, and it raises
Administration's

recordkeeping because they are not within the 

"zone of interests" of the FRA.

U)e also could argue that historians and researchers are^not 
within the "zone of interests"
standing to maintain this action.
stated that the purpose cf
parties, I
Federal Government
supplied).

determining when material is "appropriate for preservation
organization, functions, policies, decisions,

the opinion suggests that an electronic 
message, including its status and distribution information, must 
be maintained in its entirety as a record unless an exact 
duplicate of the complete grouping of computer information is 
created. This is the "extra copy" portion of the decision. On 
the other hand, there is language that indicates that the true 
vice in the agency record-keeping guidance here is simply that it 
categorically attempted to exclude the status and distribution 
information from the system of records. This is the en masse 

aspect of the decision.

Second, recordkeeping 
agency discretion" by the FRA. 

judicially manageable standard for

different theories, the opinion 
ambiguities that we might construe

distribution and status information part of the e 
separate document that can I

of the FRA and therefore lack 
The Supreme Court in Kissinger 

not to benefit private 
i themselves and the 

whole." 445 U.S. at 149 (emphasis 
Circuit decision holding that historians 

are within the zone of interests of the FRA 
> with the Supreme Court by stating that the 

legislative history cited in I---

American Friends
The

which the panel in Armstrong I embraced, can be challenged now m

This may be a more difficult argument than 
issue discussed above, and it raises issues 

legal approach to questions of
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only the first

1 .

but it

the issue.

as not "appropriate for preservation"

3

do so
the "live"

If it 
on a 

computer

issuing clarifying regulations to remove the panel s objection.

Anu such request for clarification would necessarily include 
ub-issues. First, are defendants free to argue on remand

could presumably live
that < 
case basis (which the previous
did not).
defendants

Must distribution and status 
e-mail message is sent? 

distribution information be printed in _PaPe^ 
mail message or i------------ ------
must be saved electronically, is it sufficient to

be done on

appropriate for preservation
- 11. j z

clarify that such determinations must be made on

A "request'for panel rehearing could note 
  never in fact made the en masse d— 

described in the opinion, but in any event defendants are

alternative 
^que^^o^e^arlnfe^banc/but it might be possible to take

two sub-issues. First, are defendants tree to argue on 
that the distribution and status information is not part of the 
e-mail message, but instead may be treated as separate documents? 
The panel's opinion assumed as "the most natural reading that 
the distribution and status information becomes part of the 
record (slip op. at 18-19 n.8), but it expressly did not resolve 
the issue. If such information is part of the record rather than 
a separate document, then agencies will not be free to discard it 
as not "anoropriate for preservation" on a case-by-case basis.

i live with the
i "extra copy" and "en 

A broader interpretation, 
Thus, a possible approach to 

‘‘ i opinion in 
alternative

It 
panel's decision if it

however, might be intolerable.
rehearing is to ;
accordance with our
request for rehearing -.. ------- -• — ,— -
opinion or adopts a broad interpretation. Below are several 
issues we could possibly raise in attempting to clarify the 

arguing that a broad interpretation is incorrect, 
onlu the first could warrant an alternat

information be
Can status and

along with the e-
instead must it be saved electronically? 

be saved electronically, is it
back-up system or must it also 

system?

text of the e-mail? 
requested when an

may be possible that the government can 
’ ' ' is given the narrow

masse" interpretation outlined above. f. ‘------------

ask the panel to clarify its
narrow interpretation, with an

en banc if the panel fails to clarify the 
broad interpretation. C_l__ r-- - 

could possibly raise
opinion and in
In my judgment,

advantage of the need to resolve some of the other ambiguities as 
justification for the en banc court taking the case.

Did the panel intend to eliminate the agency's 
discretion to determine in individual cases that 
status and distribution information can be deleted?

We could ask the panel to clarify that, under its decision, 
the agencies retain discretion to determine in individual cases 
that distribution and status information is not "appropriate for 
preservation." Viewing the decision narrowly, the panel perhaps 
has merely held that the defendants erred m making an en masse 
categorical determination that transmittal information is never 

y -- a holding that the Government
with since it need only adopt regulations

i a case-by- 
quidance invalidated by the panel 

’ ' " *! that the
determination 

now
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information

2.

only that

3.

Normally, clarification should be sought of only one or two 
, and not mere dicta or unresolved matters. Nonetheless, if 
Pk clarification as described above, we might at least want

a. We could ask the panel to clarify that it did not ^te£d

4

the text of 
the panel’s

references 
determine 
not <

3301 and the
Courts

separate documents Uject to a separate analysis as to 
they are "records. Ule also would argue that the panel 

went too far in suggesting that distribution and 
information always will be appropriate for
related e-mail message is a record Indeed the Archivist s 
handbook upon which the panel re led slip op. at 19 n.8 states

If the panel intended to eliminate 
discretion to make document-by-document

with respect to j----------
1 1 1 *1 *• U.S'C.

should be considered by the en banc

U„1M J..;' sometimes related information in distribution and 

routing slips will be appropriate for preservation.

Other matters that might warrant
an effort at clarification.

items, ----- ----- ------- , ,
we seek clarification as described above 
to consider the following items.

If the panel fails to clarify that its opinion should be 
interoreted narrowly, we could in the alternative ask for 
rehearing en banc, Arguing that the FRA gives agencies

discretion to determine in individual cases that
status information is not appropriate for preservation even when 

the message is a record. Without such discretion, 
decision would have the unjustified effect of 

treating paper and electronic records differently. Inherent in 
this argument is the notion that electronic distribution and 
status information -- like paper transmittals or routing slips - 

are s
whether they are

from the panel’s statement that, 
information is not part of 
fail because they omit an 

appropriate for preservation
"in situations like this one.’’ Id. If this statement merely 

the panel's conclusion that the agencies cannot 
"en masse" that distribution and status information is 

, then there may be little 
the other hand, the statement is read to mean 

and status information always is appropriate 
when the e-mail message is a "record,” then it 

would preclude the agency from determining that the information 

is insignificant in individual cases.

the panel intended to eliminate the agency's 
j ■_ •_ -------1 determinations

' ' > status and "’distribution information,

then it erroneously construed M-M-

case <---------- _ _________ __________

A second sub-issue stems 
even if the distribution and status 
the record, the defendants' policies 
entire class of information that is 

- this one . " Id .
the panel's <----------------

appropriate for preservation,
problem. If, on 
that distribution 
for preservation
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the

16) .

that

A related question

c.

iriTornidiiun wncn vHcy - ------- _. ; +systems requiring a "read receipt." The panel emphasized that it 
r-ar.MiT'o that, the aoencies create any records as a

factual

5

if the
so on a 

The

• the agencies
request distribution and 
e-mail message on !1

24)
"evidence'’

organization. functions, policies,
appropriate for preservation (id. at
clearly dicta and not intended to change the
constitutes a "record." Nonetheless, we might want to ask the

•  1------ 1 his usual
under the FRA to determine that individual documents

must 
is a

I was 
do not 

the user

its decision (slip op. at 24), but^ apparently

that some u. ---- ,
information unless

doubtful that the panel will clarify its 
an issue that turns upon an 

‘ Nonetheless,
which might be able

the panel's ---- 1

A final ambiguity concerns whether
direct their employees to
information when they send an

b. We , 
on whether the agencies 
distribution and status 
messages or instead 
electronically. This 
importance,
issue (see 
clarification on 
discretion 1..

\ While the panel
"scribbles and off-the-cuff comments" 

, elsewhere L
of 
decisions, etc., is 

I think this is 
standard of what 

might want to 
head retains I.

did not wish to require that the agencies.create any __

result of - ------------- ------ r . .
unaware that some of the computer systems at issue 
generate distribution and status information i_.. 

requests it. It appears i------
opinion merely to resolve
understanding of the agencies' computer technology.
this may be an important issue for the NSC, 
to justify an attempt to clear up
misunderstanding.

A related question is whether,
information electronically, they can do 
rather than the "live" computer systems.
required the agencies
live systems until the Archivist takes action
That order was stayed pending appeal

the mandate issues. ---------------- --- - 11
practical importance, it seems unlikely that the panel will 
clarify this issue, since it declined to rule on whether the 
information must be saved electronically in the first instance.

must 
status 

those computer

it suggested that 
government's 

etc. ,

agency business is necessarily a record.
acknowledged that not all
are records (slip op. at
anything that might be
organization. functions,
appropriate for preservation (id.
clearly
constitutes a "record." Nonetheless, we 
panel to clarify that the agency
discretion --------------— ,
- though they might relate in some small way to agency business
- are not appropriate for preservation.

possibly could also ask the panel to provide guidance 
- ’ can comply with the FRA by printing

information along with the electronic 
save all of the information 

question of substantial practical

Myrinclination is against seeking 
on on mis Huxhv, but rather arguing that we have 
in the matter because the panel left the issue open.

agencies must save 
back-up system 
district court

to save electronic information on their 
systems until the Archivist takes action under the FRA. 

d pending appeal, but will be renewed when 
While this also is a question of substantial 

it seems unlikely that the panel will 
since it declined to rule on whether the

although the panel expressly declined to 
slip op. at 18). “ *

this point rather arguing
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Dear Steve & Alan:

ment. We caution, however, that, given the breadth of the 
appellate court's holding, the ambiguities in the opinion, and

the

aMARKING INITIALS:, DATE:

EAP:jrb 
145-1-2062

Telephone:
(202) 514-3354

demands that immediate attention be given to a range of record­
keeping guidance issues.1 Under the Clerk's order accompanying

'■T>' -

In light of the adverse ruling from the Court of Appeals 
dated August 13, 1993, we wanted to outline our view of the most 
immediate and important concerns confronting the defendants in 
this litigation -- which need attending to even while considera­
tion is being given to both possible further review and settle- 

the overall complexity of the issues involved in this case, 
following is not meant to be an exhaustive accounting of 
defendants' obligations. Where appropriate, reference will be 
made to our prior discussion of pending litigation concerns in 

our letter to you of June 9, 1993.

First, you should be aware that the prior partial stay 
entered in this case on January 15, 1993, will dissolve upon 
issuance of the mandate from the Court of Appeals; this in turn

Under the Clerk's order accompanying

Stephen R. Neuwirth
Associate Counsel to the President 
Old Executive Office Building, Rm. 128
Washington, D.C. 20503

Alan J. Kreczko
Legal Adviser
National Security Council
Old Executive Office Building, Rm. 348
Washington, D.C. 20506

1 Given this circumstance, our representations at the 
appellate level that a new electronic recordkeeping system would be 
in place within "6 to 8 months" from the date of oral argument,

DETERMINED TO BE AN ADMINISTRATIVE

ATTORNEY CLIENT COMMUNICATION 
PRIVILEGED AND-60NFIDENTIAL"
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(d) scheduling of records existing on backup tapes.

(a) scheduling all "records" generated on e-mail communica­
tions systems, including in both paper and electronic form 
(assuming EOP agencies wish to continue their present practice of 
printing out hard copies of e-mail);

(b) appropriate preservation of "transmission data" associ­
ated with e-mail communications in both paper and electronic 
form;

Defendants are enjoined from removing, 
deleting or altering information on their 
electronic communications systems until such 
time as the Archivist takes action pursuant 
to Section 2905 of the Federal Records Act to 
prevent the destruction of federal records

(c) supervision of electronic recordkeeping practices by 
records management staff;

even if being presently carried out fully and in good faith, will 
not relieve defendants of their present obligation to meet their 
legal obligations under the Federal Records Act for the existing e- 
mail communication systems at hand.

The district court interpreted its Order of January 11 as 
encompassing an injunction against deletions of e-mail from the 
"live" electronic communications systems as well as a prohibition 
against erasure of backup tapes, until such time as the Archivist 
(and EOP agencies) produce adequate recordkeeping guidance. 
Order of January 14, 1993 (denying stay). Thus, as of October 4 
at the latest, to avoid the strict prohibitions in the injunctive 
order, it is incumbent on both the Archivist and EOP agency 
components to have developed recordkeeping guidance which will 
pass muster under the district court and Court of Appeals 
opinions. Such guidance will, at a minimum, necessarily have to 
include consideration of:

the August 13 Opinion, the mandate shall enter no later than 
October 4, 1993, i.e.. seven days after the forty-five (45) day 
period for filing a timely petition for rehearing. Therefore, 
unless the mandate is tolled by the filing of such a petition, or 
a stay of the mandate is otherwise obtained pending the filing of 
a petition of certiorari, as of October 4 defendants shall again 
be subject to the district court's injunction of January 11,
1993. Under that injunctive order:
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"segregate" federal records on their existing e-mail communica­
tion systems;2 and whether "monitoring" of individual e-mail

See generally ouraccounts is now either reguired or advisable, 
letter of June 9, 1993 at 3-4.

As you are aware, we have been working with NARA, NSC, and 
certain other EOP agency components in an effort to develop 
appropriate interim guidance which meets the reguirements of the 
Court's order, and will continue to do so to meet the deadline 
described above. There are, however, a number of difficult 
issues which will need attention, including but not limited to 
whether and how existing electronic communication systems must be 
reconfigured to meet the demands of the courts' orders; what 
defendants' obligations are with respect to the duty to 

Second, in light of the Court of Appeals' decision on 
plaintiffs' cross-appeal, there will need to be special attention 
paid to the development of adequate recordkeeping guidance for 
components of the EOP which heretofore have created both 
"presidential" and "federal" records, including the National 
Security Council and the Office of Science and Technology Policy. 
The guidance involving the NSC may, of course, turn on the 
"bigger picture" issues now under consideration.

2 In this regard, you will recall that we stated in the June 
9 memo (at page 6) our concern that serious consideration be given 
to going forward with prospectively segregating federal and 
presidential accounts on the OASIS/All-in-One system, as one way in 
which EOP can better manage its federal records (both on the "live" 
e-mail systems as well as on backup tapes). We understand that 
work has been progressing on this front on the technical side; 
however, we encourage your continued oversight and attention to 
this separate matter.

Third, wholly apart from the universe of issues present with 
respect to issuing adequate prospective recordkeeping guidance, 
there also needs to be high-level consideration given to 
developing a unified approach to what defendants' "retroactive" 
obligations now are perceived to be with respect to segregating 
and preserving federal record material existing on the preserved 
backup tapes. Such tapes include, of course, not only Reagan and 
Bush Administration tapes, but backup tapes from the present 
Administration created from January 20 to date. The National 
Archives and Records Administration (NARA) previously developed a 
Preservation Plan for the Reagan and Bush backup tapes in their 
custody, which has provided an initial "roadmap" for the govern­
ment's preservation obligations, including the preservation 
copying of tapes conducted successfully to date. In light of the 
Court of Appeals ruling, however, the time has now come to reach 
a consensus on the scope of defendants' present obligations with 
respect to appropriate segregation and appraisal of records 
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existing on the thousands of tapes in NARA's and EOP's custody, 
in order that we will be in a position to inform the district 
court at the earliest opportunity of the government's views with 
respect to implementing the next, '’remedial" phase of the case.

Fifth, and finally, we continue to be concerned that EOP 
agency components have taken all necessary steps to ensure that 
all electronic communications within the scope of the district 
court's injunctive order of January 6, 1993 are being preserved. 
Our letter of June 9 sought assurances from you that no new 
electronic communications systems have been put in place since 
January 20, and more generally asked for you to keep us apprised 
of any new developments within EOP (including reorganization 
plans) which might affect the Armstrong case. In our view, we 
need to redouble our efforts at "recanvassing the waterfront," to 
ensure that plaintiffs have no cause for alleging a further 
contempt of the district court's prior orders. Moreover, in 
light of the whirlwind of activity on the general "E-mail front," 
including but not limited to OSTP's participation in GSA's 
Government-Wide E-mail Pilot Project, as well as various 
interagency working groups and task forces looking into 
"interconnectivity" issues through Internet or otherwise, we need 
to be kept apprised of all developments affecting the EOP 
(through some regular mechanism to be put into place), in order 

Fourth, the district court has served notice (in its order 
of July 19) that "the Court shall address the Plaintiffs' FOIA 
claim regarding electronic records as soon as possible after the 
Court of Appeals issues its decision." Indeed, it is not clear 
whether the Court will await the technical issuance of the 
mandate to proceed with this aspect of the case. In any event, 
given that the district court will almost certainly allow the 
government an opportunity to re-address all aspects of the FOIA 
portion of the suit in light of the Court of Appeals' ruling, we 
ask you to provide us with further guidance on the Administra­
tion's position on the FOIA issues involved in the suit at the 
earliest convenient opportunity. We have provided Neal Wolin 
with copies of all relevant past pleadings on the FOIA issue to 
assist in this regard. See also our letter of June 9 (at 7-8). 
In making your assessment, you should bear in mind that it will 
be incumbent on the government to quickly develop a plan of 
action should the district court order that further searches of 
the backup tapes take place to facilitate plaintiffs' FOIA 
demands. While we have been working with NARA as well as staff 
of NSC, WHCA, and OA, to scope out the technical issues involved 
in going forward with what appear to us to be olympian burdens 
imposed by this portion of the case, it would nevertheless be 
extremely prudent for you to give high-level attention to the 
fiscal and resource issues involved.
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cc: John Rogovin
Steve Aitken (OMB) 
Holly Gwin (OSTP) 
Miriam Nisbet (NARA) 
Bruce Overton (OA) 
Laura Sherman (USTR) 
Frank Sobol (ONDCP)

We have not attempted to address the government-wide 
implications of the circuit court decision, or what present 
obligations NARA has to advise government components. These 
issues, as well as all questions relating to possible appeal 
and/or settlement, must await another day. We trust, however, 
that this general overview of the most pressing issues facing 
defendants will serve as a framework for further discussion. In 
this regard, we stand ready, as always, to work with each of you 
on all remaining issues in the lawsuit.

David J. Anderson 
Director

Federal Programs Branch 
Civil Division

that we may properly advise defendant components of the EOP of 
their continuing legal obligations in Armstrong. If you wish, we 
could designate a contact person in this office for coordination 
on these matters.

Sincerely,
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DRAFT*®DRAFT'8 U.S. Department of Justice

WuhiKgton, D-C 20530

August 26, 1993

[AGENCY AND ADDRESS]

Re:

information generated by the computer with respect to
. « . -A— • _   A. ~ +- V. a. v-i-K- 1 Tn+- H r’r'TT'ivr • F

September 27, 1993, a response to these questions should be given 
the highest priority and should be submitted within seven days of

t-So-SS'
W'.OOa.n'

514-4214
514-8151

(202)
FAX: (202)

\ V. OO <u. FTi.
REK:LS:FL:MMCo1lette
145-1-2062

Scott Armstrong, et al. v. Executive Office 
of the President, Nos. 93-5002, 93-5048,
93-5156 (D.C. cir. Aug. 13, 1993}_.----------- ------

Dear 

On August 16, 1993, the Department of Justice wrote to your 
office to solicit your agency's views regarding the impact of the 
D C Circuit's decision in the above-captioned case involving the 
status of electronic mail ('’e-mail”) as "records” under the Federal 
Records Act. As you know, "records" under the Act must be 
preserved until their disposition is authorized under disposal 
schedules approved by the Archivist. Because of inconsistencies 
and unanswered questions in the Court's opinion, a definitive 
interpretation of Armstrong is not possible. However, the 
Armstrong Court appears to conclude that (1) because of their 
content, e-mail messages can constitute "records" under the Federal 
Records Act; (2) treating only the text of an electronic message as 
the record and preserving that text in paper form does not satisfy 
the statute, at least where the entire transmittal and status 
information generated by the computer with respect to that 
electronic document is not part of the printed copy; and (3) 
accordingly, at least until further clarification is available, 
status and distribution information must be retained along with the 
text until disposition is authorized under disposal schedules 
approved by the Archivist.

While Armstrong is a suit involving the White House computer 
systems, the decision construes a statute of government-wide 
applicability. As the White House and the Department of Justice 
continue to study the decision in conjunction with the Archivist, 
it is essential that, in responding to the previous inquiry, your 
agency address the specific questions set forth as an attachment to 
this letter. Because a petition for rehearing must be filed by
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a.

9.

preserved on computer tape in case of system failure.

a.

b. Would it be feasible to develop a system accomplishing 
the goals of the systems described in questions 2 and 3,

c. Would it ne pracoxuauie - ---------
up tapes permanently? What extra cost would this impose upon

10. The Court's decision requires pecivui'- munxvuxxuv,
employees by recordkeeping personnel to ensure that electronic 
____ j___ 1 zs/A r ar’i’1 v nnHoY" ’Khp F©d6TcLl RCCOlsdS Act • DOGS

your

12. Do you have any plans to expand your current system of e-mail 
..jj-i-z- t-f vnu aHant vour svstem to the Court's

planned time-frame? If you did so, and you had a choice between

13.

4

agency
the usage,

How often are back-up tapes made (every day; every week; 

etc.)?

records
originating as electronic messages? If so, please describe or 

attach.

currently have specific regulations 
storage, and disposition of i—

within the next year? If you adapt your system to the Court's 
decision, will you be able to install your system within your 
planned time-frame? If you did so, and you had a choice between 
printing out records on paper (see question 2, supra) or electronic 
storage (question 3, supra). how would you comply?

Please add any explanations or additional comments you feel 

necessary.

11. Does 
concerning

b. Can any automatic "purge" function be discontinued? If 
so would doing so adversely affect the operations or capacity 
of'the computer system? Would it have an adverse effect upon 

users of the system? Why?

Does the agency's computer system (or systems) currently have 
"back-up" procedures, such as a "snapshot" of the entire system

messages along with related status and distribution 
information in a format that would enable searches to be 

conducted of agency records?

c. Would it be practicable for the agency to preserve back­
up tapes permanently? What extra cost would this impose upon 
the agency? What burdens would it impose upon employees.

10. The Court's decision requires periodic monitoring of agency 

material'is'handled correctly under the Federal Records Act.  
the agency anticipate any problems in complying with this part of 

the decision?

Can the system be modified to ensure that "purged" e-mail 
is transferred to an electronic storage facility or other 
back-up mechanism? What would these modifications cost. 
Would they adversely affect the operations or capacity of the 
system? Would they create a burden upon agency employees, 

why?

Can any automatic "purge" function be discontinued?

of'the computer system? Would it have an adverse effect upon
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f .

h.

i. Status information can change over time as e-mail 
recipients open and delete electronic messages. Can the system 
be modified to ensure that the current status information is

printed?

7, if electronic records are subject to the Freedom of 
Information Act (FOIA), how would the agency handle FOIA requests.

a.

Would electronic FOIA searches create a burden on the 
ronic svstem or upon employees of the agency? Why?

8

3

4. To what extent can your current cornj 
electronic messages on-line in normal usage?
[ I j I 1 mi—- * 1 1’ — —- — — t 1

to an electronic storage facility) disrupt system operations or

How would the agency undertake searches for records 

responsive to FOIA requests?

What would these modifications cost?

g. Would these modifications adversely affect the operation 

of the system or its capacity? Why?

Would they create an unacceptable burden for 
individual users? why?

b. Would electronic foia searcnes creaue a umucu 
electronic system or upon employees of the agency? Why?

c. Would providing material to FOIA requesters in electronic 
form have an adverse impact upon the electronic system? How 
would it be done? Would it create an unacceptable burden for 
agency employees? What would be the cost to the agency? 

Please explain.

3. Does the agency's computer system (or systems) have a "purge" 
function regarding e-mail, in which electronic messages are deleted 
automatically after a set number of days? If so, please describe.

otherwise burden system users? Why?

5. What interim arrangements can the agency adopt in the short 
term (e.g., in 30- 60- 90-days) with regard to the modifications 
discussed above, pending long-term modifications?

6. The Federal Records Act allows agencies to dispose of 
"records" by promulgating disposition schedules approved by the 
Archivist of the United States. Your agency has such schedules for 
paper records. Can the agency develop a feasible disposition 
schedule for electronic messages and related distribution and 
status information? What would be the most workable disposition 

schedules for your agency?

14:41 0
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Thank you for your

Sincerely yours,

Webster Hubbell

2

4815) at the Department of Justice.

attention to this matter,

N.W. ,

Associate White House Counsel, [address], and Trudy
Acting Archivist of the United States, [address].

If you have any questions, please call Freddi Lipstein (514-

20530
Neuwirth, 
Peterson,

,  . . «?end the response to Robert Kopp,

"• - “ “ awessss
and Trudy

- •■ Please send the response
DiJe^/'Appellate Staff, Civil Division,

Justice, Room 3617, - -----y-- “ n_
D.C. 20530. Please send copies of your
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Does your

showing who sent the message, who received the message, 
siiwwxny wxx . iv for everv e-mail

and deletes the message?

transmittal and status information

would

electronic

. "reaa reuexpva, ------------------------------------ ,
acknowledgements of receipts, user directories.

b. If a complete set of transmittal and status inrormauxuu 
is not created automatically

Can individual users request that the system create 
-etain this information when they send an e-mai*

automaticallyat"the ti^e the message is originally sent, is 

that information automatically updated as each .recipient ope

QUESTIONS REGARDING ARMSTRONG V

1. Does your agency's electronic 
systems) create and retain '-------------

recipients opened if -

a. If the transmittal and status

. EXECUTIVE OFFICE OF THE PRESIDENT

communications system (or 
transmittal and status information— 

- ■ • --------- and when
- automatically for every e-mail message.

information is created

1 
include "read receipts
lists, i
user IDs, and any similar information.

(2) Can your
modified to :
automatically?

What type of software/hardware would be necessary 
to accomplish this?

What would these modifications cost? How long would 
it take to implement these modifications?

, these modifications impair the operation of 
system? Would they create an unacceptable

If users were required to request this transmittal 
and status information with every message, would 
this adversely impact the operation of the computer 
system? Would this cause an unacceptable burden 
for the users? Why?

difficulties exist if users requested

Would
the --------
burden upon individual users? Why?

and retain this 
message?

ur electronic communications system be 
request transmittal and status information

Would such difficulties exist it users 
such information on less than 50% of the messages, 
less than 10%? less than 5%?

If users did not request such information, could 
the information be obtained through back-up 
procedures or other electronic medium at a later 

time?

By "transmittal and status" information, we mean to 
, "information screens," distribution

, lists of
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Assume the Court's decision allows agencies to comply with the

a. can your agency a aysLnui - --y--
information is printed along with the text of the e-mail

b.

Would

d.

e.

f.

g. Status information can change over time as 
recipients open and delete electronic messages.

3.

and related distribution and

Or musta.

c.

record, (iii) access restriction, and/or (iv) different 
retention periods? Can the system ensure that the records are

d.

e.

2

entirety) for all messages designated as '’records."

a. Can your agency develop a system that ensures that such

retrievable by employees for use in their work?

What type of software/hardware would be necessary to 
accomplish this?

In what time frame could this be done?

; e-mail 
Can the 

that the most current status

c. Would additional 
develop such a system?

In what time frame could the necessary modifications be 

done?

What would these modifications cost?

Would these modifications have an adverse effect upon the 
operation of the system or its capacity? Why?

2. Assume the Court's decision anows ayenvxeo
Act by printing and preserving on paper both the message and the 
complete transmittal and status information (if reproduced in its

message?

Could such a system be implemented in a way which does 
not create an unacceptable burden upon users?

software/hardware be necessary to
If so, what?

system be modified to ensure
information is printed?

Assume that, instead of the paper system discussed above, the 
Court's decision requires that, for all messages designated as 
"records," that the agencies develop an electronic system for 

permanently storing the messages <----- -------------
status information

Can the current system be modified to do this? 
the agency develop a new system?

b. Could a system be developed that is user friendly, or 
would users have to go through several steps to ensure that 
e-mail messages and related information are sent to an 
electronic archive?

Can such an electronic storage system allow for indexing 
and accessing records by (i) subject matter, (ii) type of 

 . ■ • ■ .    J • *  / 4 •• r \
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TO: Jahn Podes

FROM: Sheryl Walt

RE: Armstrong v. Executive 0ffice of the President

■»> ©

1755 Massachi Kelts Avenue. NW

Suite snn
Washington. DC 20036
202-797-0882
Fax 202-387-6315

If you have1any questions, please give me a call. 
Thanks!

A meeting was held sometime shortly thereafter at 
plaintiffs' request to discuss the points in the March 6 
letter. Among those attending were Alan Morrison and Mike. 
Tankersley for the plaintiffs and Stuart Gerson, Elizabeth 
Pugh, and Vaughn Finn for the government. At the meeting, 
it was agreed that the Justice Department would get back to 
plaintiffs with a written response within two weeks. 
Elizabeth Pugh subsequently called Mike Tankersley to ask 
for additional time to respond. He agreed. Rut, no 
response from Justice as promised or any other follow-up to 
the plaintiffs* settlement approach was ever received.

In response to questions regarding past attempts made 
by the plaintiffs in this litigation to settle all or part 
of the issues outstanding, I am forwarding with this 
memorandum a letter sent on March 6, 1992 by Michael 
Tankersley of Public Citizen to Vaughn Finn of the 
Department of Justice outlining the areas identified by 
plaintiffs that settlement discussions should address, 
should defendants be interested in entering into such 
discussions.

The National Security Archive
□ocumentiny U.S. Foreign Policy

A Project of the Fund •or Peace

August 12, 1993
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March 6, 1992

Re: Annstrong, et al. v. eop. et
(Settlement Discussions)

Dear Vaughan:

for the defendants
settlement in th is action shouldAddress ThU is °

a.VAT<^Scum! uLZ

Treatment of the Preserved Tapes.
___m____1 " . _ " “ T^i‘ ■

o7^nrPl.nnen^
require that materials not exempted under fota ho

Civil Division, Room 1082 
901 E street, N.tf.
Washington, D.c. 20530

“ Jeteral record oaterial would

. ,     —I
------ exempted under FOIA be produced

Public Citizen Litigation Group 
SUITE 700 

»OOC P CTItEET M W 

Washington, o c toose

(202) 833 300C

relieve that the record shows that (whatever- ‘

an^dle^ rJ9arded as extra copies used solely for convenience 
and disposed of as nonrecord material. convenience

5_A“ Pl1?1119' ln response to your request, to set-forth 
i an outline of what plaintiffs ‘ * '

address th^e^Jn"?! Tsstls* * Bettlen‘ent would have to

presenTed^^M^®*” ls>*©e9

opposed to nonrecord materi^l^fo^p^poses If CSth “the* Fed 
Records Acts (FRA) and Freedom S Inflation (foiai 21
believe that the record ehowe that 7wS»?IvZi We

Vaughan Finn 
Department of Justice

901 E Street, N.w.
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« number of options for handling the tapes, including transferring 
them to tha Archives under the FRA, that plaintiffs would be

ey are Presidential materials. To be acceptable to plaintiffs, 
ch guidelines have to recognize substantially more materials as

3.

capability
eliminate the duplicates
records.

Plaintiffs do not have comprehensive guidelines to offer 
for settlement purposes, and arguing over such guidelines would 
probably not be a fruitful way to begin in any event. The clearest 
way to express what plaintiffs have in mind is through some 
concrete examples. For Instance, plaintiffs maintain that the 
calendars of the Assistant to the President for National Security 
Affairs and his Deputy which are made available to NSC staff over 
PROFS are federal agency records, subject to both the FRA and FOIA. 
Another example is communications between NSC PROFS users that do 
not directly relate to NSC processes or Presidential advice, but do 
convey information on national security or foreign affairs for 
informational purposes, background, or other reasons. The PROFS 
notes marked at George Van Eron’s deposition and attached to our 
Interrogatories provide sone examples. Plaintiffs maintain that 
these types of materials are federal records, but their status 
under the NSC's current practioes is, at best, unclear. To arrive 
at a settlement, we would have to agree to changes on how these 
types of materials are treated.

Future Recordkeeping Practices for Electronic Mail. 
Plaintiffs believe that a settlement should include an agreement 
that recordkeeping practices will be incorporated into defendants' 
electronic mail systems, rather than subordinating the electronic 
mail to the paper records system. There are many ways that this 
could be done, one way would be to include a menu which requires 
users to identify record material at the time notes are created, in 
the same way the Nsc requires profs users to designate a 
classification status when they are created. PROFS also has the 

to allow records managers to receive copies of notes, 
the duplicates, and archive those that are federal 
other alternatives, which would provide more effective

willing to consider as part of a settlement.

2. Distinguishing Between Federal and Presidential Records. 
A settlement would need to include an agreement on how to address 
materials that plaintiffs maintain are federal records subject to 
FOIA and FRA, but defendants (particularly the NSC) currently treat 
as presidential material, exempt from both. For example, to reach 
a settlement on processing of the FOIA request, plaintiffs and 
defendants would have to arrive at mutually acceptable guidelines 
on what materials would not have to be reviewed for release because 
they are Presidential materials. To be acceptable to plaintiffs, 
such guidelines have to recognize substantially more materials as 
federal records than the NSC’s current practices, as we understand 
them.

Vaughan Finn
March 6, 1992
Page 2

when responsive to a FOIA request, including processing plaintiffs' 
FOIA request in a timely fashion. Beyond this, however, there are 
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the possibility of settlement along 
and ve will be happy to meet to dii

If,

worthwhile, we understand and would not want to have aithar side 
expending efforts on discussions that are unlikely to b® fruitful-

Sincerely yours,

(AtML. M*IT").

Michael Tankersley

J

Vaughan Finn
March 6, 1992
Page 3

records preservation by taking advantage of the automated features 
of computer systems, are also possible.

We recognize, and do not minimize the fact, that 
plaintiffs’ outline for a possible settlement would entail a 
substantial change from the practices in place when this suit was 
brought in 19B9. Enough time has passed, however, and the record 
has developed sufficiently that it seems to us that such changes 
may be worth exploring. Thus, if defendants are willing to discuss 
the possibility of settlement along these lines, please let us know 
and we will be happy to meet to discuss it. We have not received 
any suggestions or proposals concerning settlement from the 
defendants and, if they have their own agenda of concerns or issues 
to raise, it would be useful for us to know this in trying to 
assess whether settlement is possible. If, on the other hand, 
plaintiffs and defendants are too far apart to make discussions
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July 26, 1993

MEMORANDUM FOR TRUDY H. PETERSON

NSC/NARA Declassifioation Program Assistance.SUBJECT:

/

NATIONAL SECURITY COUNCIL
WASHINGTON, O,C. 20506

H

Acting Archivist of the United States
National Archives and Records Administration

Over the years the National Archives has been generously forth­
coming in providing assistance to the NSC staff in support of the 
declassification review of documents from the Presidential 
libraries and the Office of the National Archives. Because of 
the recent burgeoning of declassification activity, particularly 
in response to mandatory review requests from the Presidential 
libraries, we are again asking your assistance.

In Fiscal Year 1992 we experienced a 40 percent rise in the 
number of new mandatory review cases received. An additional 20 
percent increase is expected for FY 1993. Nearly all of the 
increased activity is attributable to requests for materials from 
the holdings of the Presidential libraries. In addition, we have 
shouldered significant new burdens in the review of the POW/MIA 
materials from the libraries (particularly Nixon and Reagan) and 
the unoreccdcnvcd review of the Kennedy tapes. We also antici­
pate increased activity as the Reagan Presidential records and 
Bush Vice Presidential records become cubjeet to the Freedom of 
Information Act in 1994.

To support this additional review burden, we require assistance 
in the form of experienced review and support personnel. It 
would be particularly useful if you would assign to duty stations-. 
uL Lhe NSC an archivist to work as a senior reviewer and a 
paracrofessional to provide administrative and research support. 
These individuals would snppoxL NARA-generated declassification 

activities.
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All

Nancy Menan 
surp.,

'h. Itoh
Executive Secretary

A-Killiam IZ. Z'„ 
rExecutix1

Tn addition to helping the NSC Information Disclosure staff to 
meet increased demands, this assignment affords a unique training 
opportunity on the full scope of the declassification and Freedom 
of Information process at the highest level. Involvement in 
these activities will aid in individual professional development. 
Not only will these assignments provide NARA with the immediate 
benefit of timely responses to researchers, they will benefit 
the National Archives by returning staff members in the future 
who are thoroughly trained and experienced in records access 
issues and processes.

y Menan, Senior Director, Information Management and Disclo- 
, will be contacting you concerning the specifics of these 

assignments. We would prefer to have a number of candidates from 
which to choose. Prospective review officers should have a 
background and work experience in recent American History. 
Should haVP a current Top Secret clearance. Please contact me if 
you would like to discuss this further.
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DETERMINED TO BE AN ADMINISTRATIVE
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DATE: 
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Telephone:
(202) 514-4336

Re: Armstrong v. Executive Office of
—Draft Settlement

ATTORNEY CLIENT COMMUNICATION 
PRIVILEGED AND CONriDENTIAL

BY TELEFAX
Note to Stephen Neuwirth 

Miriam Nisbet
Bruce Overton
Leonard Schaitman
Neal Wolin

kJUL- 1-93 THU 15:34

U.S. Department of Justice

Civil Division

Steve & Bruce: given the language of the stipulation as 
drafted, we believe it should nevertheless be shared with OSTP, as 
well as with other interested EOP agency components, as 
appropriate.

In the interest of the litigation, we suggest that copies of 
this initial draft be closely held.1 We will follow up promptly 
with each of you individually regarding how to proceed on advancing 
settlement discussions.

As a follow-up to the meeting of July 25, 1993 in John 
Podesta's office, enclosed please find a draft settlement proposal, 
titled '‘Joint Stipulation and Order," for your review and comment 
on as expedited a basis as possible. Please note that Part II, 
pertaining to obligations associated with searching past backup 
tapes, remains to be drafted pending further discussions with Trudy 
Peterson, who has been away from the office.
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SCOTT ARMSTRONG, et al. ,

Plaintiffs,

v.

Defendants.

JOINT STIPULATION AND FINAL ORDER

WHEREAS this litigation raises questions about the record­

keeping obligations of defendants under the Federal Records Act and

plaintiffs Seek to compel changes in the recordkeeping practices of

WHEREAS the present Administration is in the process of

developing a technologically advanced computer system for use in

including the National Security Councildefendant EOP agencies.

which will permit a significantly larger("NSC"), amount of

inelectronic material to be permanently stored and segregated, 

retrievable electronic form, than has ever been preserved in the 

past; and 

as part of its plans, the present AdministrationWHEREAS,

intends to implement new technology which will automatically make 

it possible to associate transmittal information with particular e­

mail messages; and

QH1 £6-1 -W£0'd

IN THE UNITED STATES DISTRICT COURT 
'FOR THE DISTRICT OF COLUMBIA

)
)
)
)
)
)
)
)
)
)
)

Civil Action No.
89-0142 (CRR)

the defendant Executive Office of the President ("EOP") agencies 

with respect to their electronic communications systems; and

EXECUTIVE OFFICE OF THE PRESIDENT, 
et al.,

ATTORNEY WORK PRODUCT
ATTORNEY-CLIENTCOMMUNICATION 

PRIVILEGED AND CONFIDENTIAL



WHEREAS, given the condition of the current technology in the

EOP, the development of an enhanced system that will properly 

achieve the goals of this Administration is a process that requires 

of an enhanced system; and

WHEREAS, not all EOP agencies have available to them or have 

yet developed a technological means for segregating electronic 

presidential records from other material and for connecting 

information relating to sending, receipt and content of particular

e-mail information; and 

that continuation of thethe parties recognise.WHEREAS

adjudication of the merits of the claims currently pending before

both the Court of Appeals and the District Court, including pending
■»

claims under the Federal Records Act and the Freedom of Information

Act;, will involve substantial additional resources and expenses to

both sides, and is therefore not in the public interest;

without admission of liability on the part ofTHEREFORE,

defendants, the parties hereby stipulate and agree to the following

terms and conditions in full satisfaction of all pending claims in

the litigation:

Federal Record Management Procedures & GuidelinesI.

Commitment to A New Electronic Recordkeeping SystemA.

Within (120?l days of the Court's approval of the Joint1.

stipulation,

("Review"), of electronic systems management in the defendant EOP

for the purpose of implementing aagencies,

9£:Sl 0H1 £6-1 -IfifN’d

a careful redesign of the current system, the acquisition of 

necessary funding, and the appropriate testing and implementation 

new electronic

defendants shall conduct a comprehensive review



recordkeeping system for "e-mail" communications. Under that

system, "e-mail" communications constituting federal records will 

be preserved in electronic form; will be made accessible to 

A task force ("Task Force") consisting of members from [list 

offices] to be appointed by [the Staff Secretary to the President]

Plaintiffs or their representatives may will conduct the Review.

make written submissions to the Task Force.

At the conclusion of the [120] day period for conducting2.

the Review, the Task Force will make a written report to the [Staff

Secretary to the President] on the feasibility of proceeding with 

full implementation of one or more new electronic recordkeeping 

the National Security Council).

including technical specifications as appropriate, mendations,

concerning acquisition of proper software and hardware which will 

provide, to the extent feasible, that:

(a) federal and presidential records generated on the

electronic communications system(s) will be segregated both "on­

line" and in all other formats;

(b) the electronic communications system(s) will have the

capacity to store electronic messages constituting federal records 

in an ASCII file);

3 -

9E:9l fiHl £6-1 -W90’d

government personnel for the conduct of ongoing official business; 

and will be publicly accessible when required by applicable law.

ATTORNEY WORK PRODUCT
ATTORNEY CLIENT COMMUNICATION 
PRIVILEGED AND -GO NF TD ENT I Air- - DETERMINED TO BE AN ADMINISTRATIVE

MARKING INITIALS: P& DATE-

in a readily accessible form (e.g.,

(c) electronic message "texts" will be associated with

systems for use in the Executive Office of the President (including

The Report will include recon-



appropriate transmission data;

electronicdataother(d) any

certain calendars.

log-on and log-off times, etc.),data,

appropriate, accessible format.

The Task Force Report will also contain a recommendation

implementation of the new

shall not exceed 

Report.

Task Force Report will be madeThe3.

plaintiffs.

; NSC Electronic RecordkeepingB.

Within 4 .

a.

a ’'record" under the Federal Records Act or Presidential Records

Act, with automatic routing of all "record" messages to NSC Records

4

9£:gi RH± £6-1 -W90’d

These procedures will include, but not be limited to:

NSC staff continuing to designate at the time of

creation of an All-in-One message whether the message constitutes 

available to

is preserved in an

residing on the

ATTORNEY WORK PRODUCT
ATTORNEY CLIENT COMMUNICATION 
PRIVILEGED AND TCONPTPnNTIAL

communications system(s) which may constitute federal records 

 user directories, logs or indices of

days of the Court's approval of the Joint 

Stipulation, defendant NSC will institute procedures to provide for 

ongoing preservation, in electronic form, of the text of messages 

sent or received by NSC staff using the present All-in-One 

electronic communications system which constitute federal records.1

regarding a timetable for final

electronic recordkeeping system as envisioned, which in all events 

months from the date of filing of the

1 [need to include cc:Mail (WHSR)?]



Management Staff;

b. NSC Records Management Staff instituting procedures

for "on-line" segregation of all federal and presidential records

generated by use of the All-in-One communications system, to be

maintained in separate electronic files set up on as consistent a

basis as is feasible with the existing indexing scheme maintained

for paper records;

NSC initiating a formal disposition schedule for thec.

All-in-One federal electronic records Records

Management Staff, through development of an SF-115 (Request for

Records Disposition Authority), under applicable NARA regulations.

Within days [(![ 4) + 30 days] of the Court's5.

approval of the Joint Stipulation, NSC will implement a periodic

records generated on the All-in-One.

NSC Records Management staff periodically examining! a.

a sample of all electronic mail messages of NSC staff, including

those designated as presidential records as well as nonrecords, for

the purpose of identifying any problems in interpreting official

guidance for distinguishing between record and nonreccrd materials,

and as between federal and presidential records;

NSC Records Management staff providing a report tob.

the NSC Executive Secretary no later than , 1993,

containing recommendations on any needed changes in current

guidance or procedures in light of the periodic review conducted

5 -
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ATTORNEY WORK PRODUCT
ATTORNEY CLIENT COMMUNICATION 
PRIVILEGED AND -OONriDENTTAL

routed to NSC

review process of the 
I

communications system, including but not limited to:



through that date;

NSC Records Management staff providing for "close-c.

out" procedures for departing employees, which will include

generated and/or maintained by departing employees in paper form;

Tn addition to preserving electronic messages in the6,

generated by or on NSC's present electronic communications systems,

pursuant to any applicable disposition schedule, consisting of;

"Read receipts" (also known as "acknowledgements ofa.

receipt"), when necessary for complete and accurate documentation

of agency activities;

electronic calendarsOn a monthly basis. any

staff members (beyond individual secretaries), excluding calendars 

maintained by the Assistant to the President for National Security

Affairs (APNSA), the Deputy Assistant to the President for National

Security Affairs (DAPNSA), or the Staff Secretary [which constitute

to bec.

preserved in paper form in files maintained by the NSC Records

Management Staff, with instructions to computer operators and NSC 

staff to print out whenever modified, with the electronic versions 

6 -
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examination of materials residing on the All-in-One communications 

system in the same manner as examination is afforded materials

ATTORNEY WORK PRODUCT
ATTORNEY CLIENT COMMUNICATION 
PRIVILEGED AND ’CONEXPENTIAL

presidential records];

User directories and distribution lists, 

b.
•J

maintained by any NSC staff members which are shared with other

subject to disposition under authority of GRS 23, item 9.

manner set forth above, NSC will preserve "record" information



d. User-set up functions of the All-in-One system.

including changes in passwords, calendar authorizations, and log­

in/ log-out data, all of which may be updated or deleted under

authority of GRS 20, Electronic Records, item 1c.

NSC will additionalDefendant issue recordkeeping7.

instructions to NSC staff to implement the above-guidance in 4,

6] within 5, [same period as (fl 4)] days of the Court's

approval of the Joint Stipulation, which will supersede all prior 

recordkeeping guidance on the subject of records generated on NSC's 

electronic communications systems, including but not limited to the 

guidance on electronic federal records contained in the Itoh/

Kreczko NSC memorandum entitled ’’Federal Records," dated May S,

1993 (at page 6).

additional8.

or in separate guidance to all NSCrecordkeeping instructions,

staff, defendant NSC will issue further guidance which defines the

categories of materials created by NSC staff which are subject to

the Presidential Records Act and the Federal Records Act.

Defendant NSC agrees that its obligations to preserve9.

federal record material generated on the All-in-One system will

remain applicable to any electronic communications system which may

communications system.

Interim Measures For Other EOP Agency ComponentsB.

(i) OSTP

- 7
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ATTORNEY WORK PRODUCT
ATTORNEY CLIENT COMMUNICATION
PRIVILEGED AND

be utilized by NSC staff as a replacement for the current

Either as part of the above-referenced



Within 10. days of the Court's approval of the Joint

Stipulation, the Office of Science and Technology Policy ("OSTP"),

an agency component of the EOP, will institute procedures to enable

sent

communications system, which constitute federal records. These

procedures will include, but not be limited to:

OSTP staff designating at the time of creation of aa.

cc:Mail message whether the message constitutes a "record" under

the Federal Records Act or Presidential Records Act, with automatic

routing of all "record" messages to the OSTP Records Management

officer;

The OSTP Records Management Officer institutingb.

system, to be maintained in separate electronic files set up on as

consistent a basis as is feasible with the existing indexing scheme

maintained for paper records;

OSTP initiating a formal disposition schedule for thec.

All-in-One federal electronic records routed to the OSTP Records

underSF-115through development of anManagement officer,

applicable NARA regulations.

issue additional recordkeeping guidanceOSTP will11.

covering the obligation to periodically review electronic mail 

messages created by OSTP staff on existing communications systems;

- 8
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ongoing preservation, in electronic form, of the text of messages 

or received by OSTP staff using the cc:mail electronic

procedures to provide that "on-line" segregation of all federal and 
J

presidential records generated by use of the cc:Mail communications



and to otherwise conform such additional guidance to the provisions 

of general guidance to be issued by the Office of Administration,

as set out below in | 13.

above-referenced additionalEither as part of the12.

recordkeeping instructions, or in separate guidance to all OSTP 

staff, OSTP will issue further guidance which clearly defines the 

categories of materials created by OSTP staff which are subject to 

the Presidential Records Act and the Federal Records Act.

(ii) QA

days of the Court's approval of the JointWithin 13.

defendant Office of Administration (OA) , which isStipulation,

maintenance of the existing All-in-Oneresponsible for the

electronic communications system used by staff of various EOP

These instructions will include but

not be limited to providing for the following additional actions to 

be taken by all users of the All-in-One system in components of the

EOP which do not solely advise and assist the President:

All-in-One messages (as well as any attachments toa.

preserved in paper fom in official files of each EOP agency 

component, where the printed copy shows the full name of the 

•'Read receipts" which are necessary for complete andb.

- 9 -
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sender, full names of all receipients, and the date and time the 

message was sent on both‘the sender's and recipient's copies;

components, including the White House Office, will issue additional 
’’I

recordkeeping instructions.

messages), which are determined to be federal records, will be 



accurate documentation of agency activities, will be preserved in

paper form in official files of each EOP agency component, and

of the printedthe corresponding text outassociated with

message(s);

All-in-One calendars maintained by policy-levelc.

will be preserved in paper form on a monthly basis, and preserved

in official files of each EOP agency component;

User directories and distribution lists will bed.

preserved in paper form in official files maintained by the each

9.

User-set up functions of the All-in-One system,

f.

by means of eitherwhich constitute federal records,

10
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communications system.

The parties further agree that any remaining information

messages

manual or automated "tagging” at time of creation, for the purpose

including changes in passwords, calendar authorizations, and log­

in/ log-out data, all of which may be updated or deleted under

of enabling agency components to implement periodic review of the

All-in-Onecreated on the

•f

e.

record designations of messages

ATTORNEY WORK PRODUCT
ATTORNEY CLIENT COMMUNICATION 
PRIVILEGED AND "CONFIDENTIAL

EOP agency component, with instructions to computer operators and 

agency staff to print out whenever modified, with the electronic 

versions subject to disposition under authority of GRS 23, item

officials, as designated by the heads of each EOP agency component,

authority of GRS 20, Electronic Records, item 1c.

Provision for the identification of individual



14.

agency components which create federal records (other than NSC),

within [same period as 4] days of the Court's approval

Joint stipulation. which will

recordkeeping guidance on the subject of records generated on the

All-in-One electronic conuuunications system, including but not

limited to the guidance on electronic federal records contained in 

the Watkins/Overton memorandum entitled "Federal Records," dated

May 5, 1993 (at pages 6-7).

Other EOP Components

15.

(other than NSC) with respect to federal records generated on

electronic communications otherwise specificallysystems not

pursuant to the Federal Records Act. [either this or we have to

address USTR, internet/ OMB's suspended systems/ etc.]

C. NARA

Within days of the Court's approval of the16.

parties' Joint Stipulation, defendant National Archives and Records

Administration ("NARA") will perform an audit of defendant NSC's

11 -
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generated by or maintained on the All-in-One communication system 

maintained by eop is either presidential or nonrecord material, not 

subject to the Court's orders.

identified herein, and which are presently in use, will be left to 

the discretion of the agency heads of each EOP agency component 

For the purpose of implementing 13, defendant OA will

issue additional recordkeeping instructions for the use of all EOP

of the supersede all prior

ATTORNEY WORK PRODUCT
ATTORNEY CLIENT COMMUNICATION 
PRIVILEGED AND 'CONFTDENTHttr-

(iii)

The recordkeeping practices of agency components of EOP



All-in-One electronic communications system, as well as the All-in-

One system maintained by defendant OA, under applicable NARA

regulations set out at 36 C.F.R. §§ 122Q.50. NARA will prepare a

summary report of the findings of the audit, to be made publicly 

available upon request.

II. {FOIA PORTION OF SUIT,* RETROACTIVE OBLIGS FOR FRA

MATERIALS (REAGAN, BUSH, CLINTON) — to be written)

MISCELLANEOUS PROVISIONSIII.

A.

"Defendants” include the Acting Archivist of the United17 .

States (in an official capacity), the National Security Council, 

White Communications Agency, theHouse EOPthe

Administration,

staff of which solely advise and assist the President. (OMB,

ONDCP, OSTP, USTR, CEQ)

"Electronic communications systems" as used herein means18.

electronic conferences, and

computer systems with similar electronic mail capabilities, which

are used for communications solely among staff of the defendant EOP

The term does not include file transfer utilitiesagencies.2

(software that transmits files between users but does not retain

data systems that are used primarily to

- 12 -
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any transmission data; or
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as well as remaining agency components of the

electronic mail systems ("e-mail"),

Executive Office of the President in existence at the time of the 

approval of this Joint Stipulation, excluding any components the

2 Meant to exclude Internet, etc.

Office of



collect and process data which have been organized into data files

or databases on either personal computers or mainframe computers.

Savings clausesB.

Defendants shall make their best efforts to implement the19.

provisions of this Joint Stipulation based on the fiscal and 

budgetary appropriations available to them throughout the duration

Nothing in this Joint Stipulation shall beof this agreement.

new

electronic communications systems, or taking interim measures with

in the

absence of appropriate levels of funding for accomplishing the

terms of the Joint Stipulation.

Stipulation shall be construed to bind defendants in continuing to 

Defendants shall at all times have complete discretion with respect 

to whether to create new electronic communications systems for use 

by staff within the EOP agencies.

Upon the Court's approval of the terms of the Joint20.

[Parts IStipulation,

stipulation shall be binding upon the parties for a period not to

exceed [ 3 years ].

Attorneys' Feesc.

The parties agree that plaintiffs specifically retain21.

and nothing in this stipulationtheir claim to attorneys fees,

13
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maintain any or all existing electronic communications systems 

which are presently utilized throughout the defendant EOP agencies.

and ill of] the Joint

respect to existing electronic communications systems,

construed to bind defendants to implementing one or more 

Moreover, nothing in this Joint

the terms of



shall constitute a waiver or settlement of that claim.

Plaintiffs specifically retain their claim to[alternative:

work related to PRA issues in lawsuit.of issues in suit:

including in connection with Armstrong I appeal; discovery issues

govt won; NSC presidential/federal issue; FOIA; etc,]]

Dismissal of ClaimsD.

The Court's approval of this Joint Stipulation shall22 .

constitute a full settlement of all claims pending in this action,

93-5048,

withdrawn.

[E. Jurisdiction]

[23 .

enforce the provisions of this Joint Stipulation.]

- 14 -
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attorneys fees, with the proviso that the parties agree that no 

fees shall be claimed for work performed in connection with [subset

the purpose of enabling the parties to apply at any time for such 

furthers orders or directions as may be necessary or appropriate to 

that the pending appeals (Nos. 93-5002,

[request to vacate district ct orders of Jan 6 and 11?]

ATTORNEY WORK PRODUCT
ATTORNEY CLIENT COMMUNICATION 
PRIVILEGED AND CONFIDENTIAL -

The parties agree that the District Court for the

District of Columbia shall retain jurisdiction of this cause for 

93-5156), are

including those still before the Court (including the FOIA Count), 

and on the pending appeals. Upon the Court's approval of the Joint 

Stipulation, the parties shall jointly notify the Court of Appeals



[Plaintiffs' signatures]

other EOPNSC, WHCA,NARA,

, 1993day of 
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CHARLES R. RICHEY
UNITED STATES DISTRICT JUDGE

[Defendants' signatures: 
components? White House?)

STUART E. SCHIFFER 
DAVID J. ANDERSON 
ELIZABETH A. PUGH
JASON R. BARON
(D.C. Bar 366663)
ANTHONY J. COPPOLINO 
PETER D. COFFMAN
PAMELA A. MOREAU
Attorneys, Department of

Justice
Civil Division, Room 1040 
901 E Street, N.W.
Washington, D.C. 20530
(202) 514-4336
Attorneys for Defendants

J. RAMSEY JOHNSON
United States Attorney

ALAN B. MORRISON
DAVID C. VLADECK
MICHAEL E. TANKERSLEY
Public Citizen Litigation Group
2000 P Street, N.W.
Washington, D.C. 20008
(202) 833-3000
Attorneys for Plaintiffs

ATTORNEY WORK PRODUCT
ATTORNEY CLIENT COMMUNICATION 
PRIVILEGED AND -CONFTOBNTiAL.

SO ORDERED, this 

OA, OSTP?
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Michael E. Tankersley, Esq.
David C. Viadeck, Esq.
Public Citizen Litigation Group
Suite 700
2000 P Street, N.W.
Washington, D.C. 20036
(202) 833-3000

Kate Martin, Esq.
American Civil Liberties Union

Foundation
122 Maryland Ave., N.E.
Washington, D.C. 20002

Jason R. Baron
Anthony J. Coppolino
Peter D. Coffman
Pamela A. Moreau
Attorneys, Department of Justice
Civil Division
Room 1040
901 E Street, N.W.
Washington, D.C. 20530
(202) 514-4336

ATTORNEY WORK PRODUCT
ATTORNEY CLIENT COMMUNICATION 
PRIVILEGED AND-CONFIDENTIAL



P. 01

US. Department of Justice

S3 Ayr; /3
 

Mm nr

CIVIL DIVISION
FEDERAL PROGRAMS BRANCH

FAX TRANSMITTAL COVER STREET

DATE:TO:

Neal Wolin
FAX NUMBER: 195-1£39

FROM:

PAGES INCLUDING THIS COVERTHIS TRANSMITTAL PAGE IN

ROOM 1000
202-616-8470 
----- : 202-616-8474

a 'J*, i I\1 icun

Jason Baron  
FAX NUMBER(S) 
COMMERCIAL:
CONFIRMATION NO.:

THERE ARE A TOTAL OF \



P. 02

S’tateg Court of Sppealg
FOR THE DISTRICT OF COLUMBIA CIRCUIT

Argued June 15, 1993 Decided August 13, 1993

No. 93-5002

v.

Executive Office of the President, Office of Administration; 

National Security Council; 
Trudy Peterson. Acting Archivist of the United States; 

White House Communications Agency, 

Defendants-Appellants

Scott Armstrong; 

Gary M. Stern; 
Eddie Becker; 

National Security Archive;
Center for National Security Studies, 

Plaintiffs-Appellees

Bills of costs must be Died within 14 days after entry of judgment. 
The court looks with disfavor upon motions to file bills of costs out 
of time.

Notice: This opinion is subject to formal revision before publication in 
the Federal Reporter or U.S.App.D.C. Reports. Users are requested to 
notify the Clerk of any formal errors in order that corrections may be made 
before the bound volumes go to press.
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No. 93-5048

v.

Executre Office of the President. Office of Administration;

No. 93-5156

v.

Executive Office of the President, Office of Administration;

Scott Armstrong; 

Gary M. Stern; 
Eddie Becker; 

National Security Archive-. 
Center for National Securih- Studies; 

American Historical Association; 
American Library Association, ' 

Plaintiffs-Arpellants

Scott Armstrong; 

Gary M. Stern; 
Eddie Becker; 

National Security Archive;
Center for National Security Studies, 

Plaintiffs-Afpellees

National Security Council,
Trudy Peterson, Acting Archivist of the United States; 

White House Communications Agency. 
Defendants-Appellants

National Security Council-
Trudy Peterson. Acting Archivist op the United States, 

White House Communications Agency, 
Defendants-Appellees
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No. 93-5177

v.

National Security Council;

f

Justice, argued the cause for appellants-cross-appellees.

Abbott Martin and Katherine Anne Meyer entered appear­
ances.

Appeal from the United States District Court 
for the District of Columbia 

(Civil Action No. 89cv00142)

Executive Office of the President. Office of Administration; 

National Security Council; 
Trudy Peterson, Acting Archivist of the United States;

Scott Armstrong; 

Gary M. Stern; 
Eddie Becker;

National Security Archive;
Center for National Security Studies, 

Plaintiffs-Appellees

cross-appellants. With him on the joint brief were David C. 
Viadeck and Alan B. Morrison. Patti Ann Goldman, Kate

nwv X V I i

Freddi Lipstein, Attorney, United States Department of 
Justice, argued the cause for appeilants-cross-appellees. 
With her on the joint brief were Stuart E. Schiffer, Acting 
Assistant Attorney General, J. Ramsey Johnson, United 
States Attorney, Leonard Schaitman, Matthew M. Collette, 
and Patricia A. Millett, Attorneys, United States Department 
of Justice.

Michael E. Tankersley argued the cause for appellees-

I

White House Communications Agency, 

Defendants-Appellants
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Before Mikva, Chief Judge; Wald and Henderson, Circuit 
Judges.

Opinion for the Court filed Per Curiam.1

Per Curiam: This consolidated appeal presents us with 
important questions of federal agencies’ statutory obligations 
to manage electronic records as well as issues related to the 
appropriate use of the civil contempt power to coerce con­
formity with district court orders.

In the flagship portion of the appeal, defendants-appel- 
lants—the Executive Office of the President (“EOP”), the 
Office of Administration, the National Security Council 
(“NSC”), the White House Communications Agency, and Tru­
dy Peterson, Acting Archivist of the United States—challenge 
the district court’s conclusion that EOP and NSC guidelines 
for managing electronic documents do not comport with Fed­
eral Records Act ("FRA” or the “Act”) requirements. More 
specifically, these government agencies and officials contend 
that, contrary to the court’s ruling, they have, in the past, 
reasonably discharged their FRA obligations by instructing 
employees to print out a paper version of any electronic 
communication that falls within the statutory definition of a 
“record” and by managing the “hard-copy” documents so 
produced in accordance with the Act. We reject the govern­
ment’s argument on this score. The government’s basic 
position is flawed because the hard-copy print-outs that the 
agencies preserve may omit fundamental pieces of informa­
tion which are an integral part of the original electronic 
records, such as the identity of the sender and/or recipient 
and the time of receipt.

The defendants also appeal the district court’s order hold­
ing them in civil contempt of its prior order enjoining the 
Archivist to “take all necessary steps” to preserve federal 
records and requiring the defendant agencies not to remove, 
alter, or delete any information until the Archivist takes 
action to prevent the destruction of federal records. More

1 Sections I and II of this opinion were authored by Circuit Judge 
Wald; Section IV was authored by Chief Judge Mikva.
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I. Background

A. Statutory Framework

Federal agencies' records creation, management, and dis­
posal duties are set out in a collection of statutes known 
collectively as the Federal Records Act. See 44 U.S.C. 
§§ 2101 et seq., 2901 et seq., 3101 el seq., 3301 et seq. The

specifically, they contest the district court's contempt citation 
grounded in the court's conclusions that (1) the defendant 
agencies failed to issue adequate recordkeeping instructions 
to employees in the four months after their former guidelines 
were held invalid and (2) the transfer of nearly 6,000 backup 
tapes to the Archivist ‘'adversely affected" those tapes. Be­
cause the district court orders on which the contempt citation 
rests did not specify that the defendants had an affirmative 
duty to create new guidelines by a date certain, the district 
court abused its discretion in holding the defendants in 
contempt at least in part because of their failure to issue such 
guidelines within four months. We remand to allow the 
district court to determine whether, in light of the defendants’ 
speeded-up attempts in recent months to assure preservation 
of the tapes, its second ground, the failure to preserve these 
tapes, by itself, justifies a contempt citation.

Finally, we are presented with a cross-appeal. The 
plaintiffs-cross-appellants—Scott Armstrong, the National Se­
curity Archive, and several other researchers and nonprofit 
organizations—take issue with the district court’s conclusion 
that federal courts have no authority to review NSC and 
Office of Science & Technology Policy (“OSTP”) guidelines 
differentiating federal records subject to the FRA from presi­
dential records subject to the Presidential Records Act 
(“PRA”), 44 U.S.C. § 2201 et seq. Contrary to the district 
court, we conclude that the PRA allows limited review to 
assure that guidelines defining presidential records do not 
improperly sweep in nonpresidential records. Accordingly, 
we remand to the district court to determine whether the 
relevant NSC and OSTP directives categorize nonpresidential 
records as subject to the PRA.

uuv ; xz I X rt-'UU
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FRA, Congress informs, is intended to assure, among other 
things, “(ajccurate and complete documentation of the policies 
and transactions of the Federal Government,” “[control of 
the quantity and quality of records produced by the Federal 
Government,” and “(jjudicious preservation and disposal of 
records.” 44 U.S.C. § 2902(1), (2), (5); see also Armstrong v. 
Bush, 924 F.2d 282, 292 (D.C. Cir. 1991) ('‘Armstrong I ”) (the 
FRA is intended to guarantee that agencies’ records manage­
ment programs “strike a balance ‘between developing effi­
cient and effective records management, and the substantive 
need for Federal records’ ”) (quoting S. Rep. No. 1326, 94th 
Cong., 2d Sess. 2 (1976)). To achieve those ends, the FRA 
burdens the heads of federal agencies with several obli­
gations. Most basically, each agency head must “make and 
preserve records containing adequate and proper documenta­
tion of the organization, functions, policies, decisions, proce­
dures and essential transactions of the agency and designed 
to furnish the information necessary to protect the legal and 
financial rights of the Government and of persons directly 
affected by the agency’s activities.” 44 U.S.C. § 3101. 
Moreover, under the Act, agency chiefs must also “establish 
and maintain an active, continuing program for ... economi­
cal and efficient [records] management,” id. § 3102, and 
“establish safeguards against the removal or loss of records 
[the agency head] determines to be necessary and required 
by regulations of the Archivist.” Id. § 3105; see also Arm­
strong I, 924 F.2d at 293 (noting that these provisions, as well 
as others furnished “law to apply” under the Administrative 
Procedure Act (“APA”), see 5 U.S.C. § 701(a)(2), and thus 
permitted judicial review of agency recordkeeping guidelines’ 
conformity with the FRA).

Besides assigning specific duties to agency heads, the FRA 
prescribes the exclusive mechanism for disposal of federal 
records. See 44 U.S.C. § 3314 (no records may be “alienated 
or destroyed” except in accordance with the FRA’s provi­
sions). For these purposes, “records” are defined as

all books, papers, maps, photographs, machine readable 
[ie., electronic] materials, or other documentary materi-

1 X W* 1 1
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that the individual note 1op« a^" •“‘“i/'51cvwni ract here 
repositories for information on^the e the °nIy electronic 
dant agencies periodically creato hnT fiysteh1' The defah- 
all Che material stored on tlwse tapGS~snaPshot8 of 
systems at a given time—that can bp Conini™ications 
purposes. hdt can be used later for retrieval

to that time, 
a declaration that the electronic
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FOIA claims

recnvdo n ...... ‘“‘uuauuns.?ecaus? th« FRA’sdefinition of "records”

mail

c°Py printed out in paper form.

11

« 291-96. We the,

- '-'Witten and oral^-that^hn^01? ? t0 the precisG 
given employees. See id. th° dcfer,f,nnf ’

included in the electronic vercinn»v 7  
Brief at 22 (“[The defendant aeenc^?! H APpellants:

des unequivocally informed the^ staff? m ^fendilnt agen’ 

Worton of any »"•

information related tu ai 
but only that information 
screen is printed

federal record (an assumutio? edified as a
ously contested throughout thk HtiW-P ?nt?5 ^Ve vigOr- 
was not adequate to meet the FRA’^ l°n ’ that instruction 
the “electronic materia? fis] nts ^eause
copy printed out in paper^Lm " w than a
court emphasized tha? unless emnlo^n ^i341' The district 
transmittal information s ored ?nP?a Printed out the 
pearing on screen, the hard coni? COniPUtCr but not aP’ 
files would not ne’ce^^X aT^6 * Paper 

retained in the electronic svst? q Jhe imPortent items 
the electronic material doe* not papG1’ C0Py of
included m / aoes notcontaJn all of the inform.L.

'J

(the plaintiffs’ 
’ v. Execu-

n remanded the case to 

S defendant ageicfeVhad

of the information

respects. First, assuming Sta ST ? keJ’ 
acs unequivocally informed the Jstaff? m 0 tl?fendant aP=n- 
screen informatinn .staffs t0 Pnnt out all on.

z\ yy.
^eluding a Joint Statement ofTac^h^.j^?^76 record.

s *; ss-’i-s ~ ,is K’S"
f0I^Jairns remafe undecided) S? d’ntlffs (the Plaintiffs’ 

definition of “records" includes mS.I the FRA’S
cal xOrm or characteristics ” thp r> regardless of physi- 
tive communicationhe™l S <“d that a“bsta„. 

eral “records" that had been sared f„ <te«nMon of fed- 
ook.a ..-•.t, — aveu on the electronic

records. See id,

of the

at 296-97.
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CIGS supervise staffers

Finally, the district

See id at 347-48.

and presidential records.Supp. at 344-46.

review of 
a presidential record.

court issued a multi* 

> as amend- 
agencies’ current guide*

H4 iU ' 1 £_

not
See 810 F.

defendants’

, . J was
see ako id. at 347

necessary steps to
1 Records 

Finally, it en-

j received the 
's?n?C2Ved” 

^N3cX5*“’":
i’ records

12

^rding who has 
well be omitted from Ut LT™”?™ TOS rec 

_ The court found a aem„d . 7 g'Urian‘
^enagement pSeeVSUT? ^netei

Handbook provided that onlv 5 Records Management 
mme the status of FRA recordedk2)Th Shou,d deter-

Offers’ management if no* de?ndailt 
tromc, recordg> the concluded but not e,ec-
feilure to supervise employees’ hat the d(ifen<*
arbitrary and capricious See il a S recordke^ng 
(discussing NSC guidance),3 1 343, e i<L a* 

claim that the NSC ^idXesSntt^^^6 

between federal and presidential r^^ e<3X1m?ly distinSuish 
that our holding in Arynstm'nn r ec?rds- The court found 

guideline affecting the status^ofjUd?iaI review of 
See id at 347-48 6 13X118 of a Dres^nfwi —_„j

dent, No. 89-142 (D.D.C. Jan 'if'S* P™i-
the Archivist to "seek the assi^tannn Tk SeACond’ jt enjomed 
mth notice to Congress, and^ake ll T4tt°™ey General 

Preserve, without erasure all ■ ?ssary “
generated at the defenZ’t AgencT”" VT 

joined all the defendants "from removing Flnahy. it en- 
TZT.0” °n th01r G,ectr»"fo communtatas^remS 

of 
dons did not tell staff how to save electron^^ SOme instruc- 
^orentiate between federal and ore S ? 55“r?3 •“>
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^validation of their old

requiring the agencies to

the defendants

'Ice

Following oral

court
outcome of this appeal. See A™ Sanctions Pending the

Present, No. 93-5002, et al VcEx^utive 0&ce of 
(U.C. Cir. June 15, 1993).

1 lUXJ 1 yj Hl X U • 1 u

guidelines was inadequate, 
the defendants 
ing with its < 
records. See id, 
court
1993,

President, No. 93-5002 (D.Q

court SdTh'e dXXtaX&’r^ the
V. Executive Office of the Presided v*1 J?* See Armstrong 
21, 1993). First, it found that * ^.^142,(D-D-C' May 

°t the court’s *:

inauguration-eve transfrr a7 k , g he January 19, 
wilile House to the Nationa ZchL^ UP ?PGS ftoln °» 
Vist’s subsequent failure to H n ’ 35 WeI1 as the Archi- 
nearing the end of their naturaHife?^0’^ backUp Upes 

orders requiring preservation of VloIated 1116 court’s
the backup tapes, induS the P6S- This trGatment of 
tapes, thus furnished an addit^ 

^■..See.id- at 17-21- The court tho/’L*?.

by June 21, 1993 to nurrn 7----- cu uni
defendants failed to afcomnlkh th^r °f C0nt6niPt’ 
to be doubled in subsequen we“k. : °f 550'000

Order cle“sed ^selves o7S

1993, this

tapes, thus furnished an ; 
citation. See id, at 17—pi —-
specific acts that the defonrW. C0Urt U,en set out a list of 
by. June 21, I993 to »>dertake

if the 
a day, 

would be imposed until 

contempt. See 
of the President, No.

alter ’ information 
identical form.

so l4ea~ 40 -

' C77f~^n:;un
Clr< Jan- 15, 1993).

13

or reoerai recordT^ndn?0" ?' to Prevent the 
on backup tapes.” /d In rG ’ .n“ g those records saved 
by the defendants, this court staved 77 emer?erlc.v Motion 

°f snowing the agenefe, 7reqUTnent to 

••i so long as it emove, delete, or

S.AA'TCSSSSV.-
On May 21, 1993,
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n. The Validity
and

We first address

anuary--is inadequate

ist and

14

of Current NSC

,°.n xtThota?pellants’ submis- 

- o consistently
a EOP is not a n™..

proceedi^ to decision 

sions, that both the EOP

tapes are not preserved. ThusX'^ed lotd^ ‘V’* bacl'Up 
errors in these inatruetione would al«o roouir.d|Jld<!/tiad<illioni‘] 
eseney heads to take native steps to’ Sr sU^dut^

eXrdt! Waa *ncons,stent witl: 
cates two parts of this

AlezaruUr. 979 F.2d 859, 662 fD.c.

5 Indeed, because ■—-----

l> the FRa^V,'6^0™.'

case.

!f ,n "papering” all 
sowe federal records 

s electronic 
Pursuant to the 

circumstance

esasfiSsst
x.‘; “xs V”“ 

district court’s orders rGtained purs us
alone creates the predicate for aTonfe TW’ oi''— 
vist and the relevant agency heads te ?S“m,ng 11,0 
prescribed steps to prevent the dp^° •ake !,1G statutorily 
Second, if this “print screen” noli™ tni,c.tl°n of those tapes/ 
at the time the district court niled^ WaS 8tUI in effect 
under the FRA then thn d * JanW~is inadequate 
declaratory Jud’gment invalidaUngT fie^sT'5' “

XtXXfSfe EcX 10 
under the APA f the EOp 11131 are “agencies”

ment in their brieft to die Sct^cnT’ rai’Sed th^s ^S11’ 

waived See, e.g., Association of A^LdCo^' 
Alexander, 979 F.2d 859, 862 (D.C d U

rec^teiOT. pZXSS ““ fta‘ 

need not address the flaws that n ??t are Presen’ed, weNSC recordkeeping deXte n E°P a"d
instruction to print out on-screen material?nhuffi«ency of a mere 
that federal records will be peJmS S en01Jgh t0 Create a

Eop Guidelines

»X”X ‘'r
court erred in finding £tXirTr?fOn tlle district 

tion to print on-screen information yanuay’order instruc- 
recorda woo ?------ - . ..nation from electro™ —i

n irst, if the aeencics’
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that when
Record, the employee shnnM aeh»ition of a federal
that appears on hor computer °Ut/the ^formation
material into a written tGI fcreGn Or incorporate that 
at 7-8; see also id. at 22 See APPcJ1ants’ Brief
all iM'ormstion related to d° not rec,“,re ^at
™ ™ly. ,h“ Ration ttaSX',™Siee be Preserved,

screen is printed

does not

constitute federal records’under the FRA.

case, that means that the
•rint-

twins—but are at most, “kissing cousins,

§ 3105 (requiring agency heads

4

ates Government under Federal

instructed ( 
any electronic document

usP P^cte, however,
les the Ac?

wiin me apparentlv nnrHo $ j fihtfomard one. We 
EOP and NSC eloXSlmmu d PrOp°Sltion that »e

and have created, documents that r s^stem> can create, 
under the FRA The FRA ™ VOns,tltute federal ^oi’ds 
quailing as records may bt striS of Th documents

they are "extra codify aF j ^at status only if
convenience of reference.” « y s™Taaw^Tl °nly for 
case, that means that the § 3301, APP3ied to tins
outs does not affect the record stXtfl^n print' 
als unless the paper version*: ST of .J116. electr°nic materi- 
contained in the electronic recordsi ^fant material 
ments cannot accurafplv + Otherwise, the two docu- 
twws-but are, aT^o" ,,"“Pie8”-‘totical

shows that the two versions of the dnl*1”' Suice the reeord 
be only cousins-perhaps distLt ones a?S T fr^uenUy 

documents retain their status 1 ?hat~the electronic
creation of the paper print ntT records the
gations concerning fte manacremA f °f the FRA obIi* 
ords still apply. eg qw! Pr?servation of rec
---------- ’ w-egu™ agaL! heads 

§ ^14 r-, acamst the removal or loss” of

]e Accepting appellants' factual .

satisfies the Act.
begin with the

15

employees, either < "

' uee.^ tbe definition ofrecord, the

to “establish safeguards 
‘records”); id £ 
alienated or destroyed’

the Archivist).
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appropriate for

S’3not ?"■ of the

tivities,” 44 u s C S K . £ 
tion 3301

J

law ( 
and (2)

created some things that 

Appellants’ Counsel:

that this r— 
qualify as federal

We agree.

°r in connection 
“preserved < 

^"oy--as evidence Of Xe

Joint statement 51 «7 t^c electronic
the NSC ha[s] conducted any formal tJie E0P nor
or survey to determine the tynes of 5xamin.atlon> inspection, 

the system, or the amounFof infn ?UniCations horded 
Actions: policiesX’sions °n thp

6 The fonowing exchange took place

The Court: We agree

1C

■ with the transaction 
°r appronrinfp ... 

^sions/pPoeX^S^
b“a"=e~X‘>L:the'', “«« of Xe 

UtJ. Id. § 3301. The annX® f^matl0naI value of data in 
nW, if not all, of the^comm^ n-Ot contcst th" ------
electronic SyStGm satisfj th^S-Ca?°nS
thls test. At oral argument “ ^^ction” e 
acknowledge that the ‘>“aSed govemme'>t 

criterion was "„a?proPri«o...
the system.5 38 weU for some documents on

lanw ”t‘ mybrief “hatrZa,nS’>,We rea'ett the appel- 

discretion to decide which drw ^enc^ ^Gacis have sweenim? 
Preservation” (X Ze “aPP~Pfo?
consider whether the dispS 5™ COntGntion’ wo do not 

preserved”). The appellants ha^ ™ei}ts haVG also been 
tromc communicationsPsystems “contig -a^d that the eIec- 

organization, functions, policies deeSi^1 lnforniatioii on the 
Jons, and other activities” of th, Q?1S’ Pr0CGdures, opera- 
^64. Such documents could only falftn168' ii°int StatGment 
despite their content, the agency £ 35 reCOrds if>
to consider them en ma.se as not in? herent ^^tion 

.. aj evidence of [the governmE^^6 f°r Preserva- 
jolicies, decisions, procedureT^tL^1'2^011’ A,nc‘

44 U.S.C. § 3301 (emphasis’ added?0*5 °LOther ac' 
assert in this case since th, ded)! 311 odd proposi- 

. ave never surveyed th, h?ads adniit that

9

of public business” 
preservation by that

nor
h

--1
nr,A’710n On the organiza- 
procedures or other activi-

at argument:

“ fact that
1 over the 
element of 

■ appeared to 
appropriate for preServa-

despite their
to consider them 
tion .,.
“o.^» policies, decisit

tion to assert in this 
they have never surveyed the 
systems. See Joint Stat?

en maese as not
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entJre, s.et of substantivee-mail documents

strong I, 924 F.2d at 293 Z See A^‘

several specific requirements^ •? h d ’ 11 does contain

records to paper and then

i answers
even argu­ably sanction a document, 

, 7 We note that the ' 

recent years.

« 4\ 1 A C_ ' 1 kJ

; into the 
connection

i 1 \-r xu 1 XUkU

terns contli^pre^mbie ^cotS™™ COTnmunications sys- 

question of whether the a.
convertthe ^o'reta * 

manage only the partial paper retort-^5 ^P°r “d then 

the

^nation a doeunlent,

demonstrated by Ihl fXmly d°cume,'ta is

recent years. They were used bv ^ haVG been Used in 

sional investigators and the rnderendemT Con?n1lission- con^es- 
Iran-Contra affair; by the DenartmenJ S’V56- °Oking int0 1)16 
with its prosecution of Manuel °f ,Justlce m connection
advisor in relation to the confirm^ R3 x 7 the NSC’5 1(*al 
of the CIA. Sefi Joint StateXGateS as Direct°r

in [electronic] files.”); c/ 
-Tn any case, while theSv* 6°-in

record, see Armstrong‘s,

American Friends, 720 FZd
P^c^ar deration to'deS 1? a

record, See Am^trong I S p t oS7 dcfini«on of a 
surely cannot be read to'allow thA? 297,nJ4’ the statute 
^appropriate for preservation’ ll S"7 7 fiat declare 

e-mail documents generated hv h 6 tJre. s.et of substantive 
seven-year period.7 Cf. Ameri^V<>K'!>^'U>istntions over a 
( Congress was certahjy aX720 P'2d at 4* 
selves, have a built-in incentive tn dk agencles- loft them- 
to [their] ‘mistakes’,.. ") Tn?p5 P+08e of records relating 

cies have broad discretion’to exemnt « C°nClude that ac­
tive documents from record ^Pt en years of substan- 
holding in Armstrong I that thVFRA°Ufd 0Ur prior 
law to apply” to permit iudiLai t « {urn,shes sufficient

cZ

’)■

preservable records.
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18

shedding that appellation
at a later point. That provisionstates that "extra

tion. Even assuming ^hZtnf 1SSUe rre into excep- 
of parallel documents retained th?tone “t

a[n] [e-mail] note will
and

tronic mail.

N^w Universal Un- 

present in the e-mail

0Laie5 tnat "extra copies of T inat provisionconvenience of referfncl” al Preservcd only for

S'm
m a different medium than anntr 2 <i^fera,t records system 
“oopM" under the FRA aS thus8 be classified 35 3 
destruction, the electronic udject 10 unobstructed
•'fun -Prod^on^SXw"1^ "0! “

x;WnnsmV Nw uS’l ,a S’

Ucomc part of an- dSlc «^S“’e"8MbUU0” “St

1 J UU 1 1\ 1 LC • 1 U

totype;
abridged Dictionary 404 (2d ed ' ’
Tins is because important informationsystem, such as who‘sent a ffe.01*5’
when that perTori VX? 1^° reCeivGd ifc-
computer screen and so^ilfn^tV n *lways/PPear on the 

Print-out. See Joint Statement 146 X °nJthe PaP<* 
a[n] [e-mail] note will not alJaJspaper’ 
L\C!?enJSsJ of a by name7 £stS

recipient(s) may be identified only °r
identificationj; (b) nickname: o/fc) the tW te" ."Ser 
distribution list identifying , glven 10 a
the names of the senderfc? .m.d,vjdual$. Identifying 
requires reference to the distriZn^r V f°r not€S 
maintained only in electronic ”w 1S? ?r directories 
ord citations omitted); see also^d. at UT^if r' addedj rcc' 

electronic communications system] will nrn^U6sted’ [the 
a note with a confirmation that it jLTb/ ^d .the 5ender of 
‘acknowledgement ’ □ i S . been receivcd, called an
and ti™ t&Ss?e^rSXmenedrbeCOTd£ I”0 da« 

tronic mail. This information on the date Im ttaArr?er 
received does not appear nn ti,a ™ 6 d tinie the note is
it is printed-out,”) (record citations omitted) Since^ 
ees had never been—at least until thl r ‘ ? einPIoy'
court’s January Order—instructed Z Z the.district 
parts of thp pia/’trnvu.n «...__ j jt. Delude these intecral

-rtWaX^hSc^ f tbe = 

P^ofthe electronic record • in any pap^n*^ 

 8 Our discussion assumes rhaf j._. ..

------- :s, etc,
are incorporated in
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no way we can

luments

e notes copies, the paperrecords, system maintained by thi
the Act's requireZu Ze it W°Uld Stin faU * meet
of documents that, as the Archhn<st fnt^re^ a different class 
forpreservatio^^^

and Records Administrating s..?ne- Scc National Archives 
(1989) ("Sometimes papers norm ^OSltzon. F^ral Records 2 
tran^m H=1O I- 2 ,la?e” nor7naJIy considered nonrecord, such BS

Hons, or in conference).’’).

arc sufficient to: ... (e) £,0CUE 
taking of necessarvlctions0^^!!! poU^es and decisions an 
ummltm.ntt reached orally (pektn Vpcr'c"1^™4 d0Cbta’ 

ClOnS. nr in

records
CfL National 

niic

19

are mere “ extra conics" oft? Ori8inal eIectronie 
Archives and

transmittals or routing slips -

C.F.R § 1222.38 ("Agency recordkeeping 
scribe the creation and i—’ " 1 K
agency business that arc sufficient to- 
formulation and <

---- „ nonrecord, such as 

(emphasis added)7V 36 

—“-7 requirements shall pre-

• (e) Document the 
’ and the 

—_ -------- is and
. by telecornmunica-

/ixcmves ana Records Administration Z • VJ„fauo«ai Records 19 (1990) ("Most J?™ - I Mano^ng Electronic 
recordkeeping requirGmLT?CieS?aVG decided their 

using word created
printing those document? in maltOr
approach depends upo a de£ und^' °f this

records are mTre V?>x™'h that Tronic

memoranda with the "to" Md^frnm“\^n toJtraditi“"aI

SpSt«aXOf documents. We 

understanding the relation between ^ Mt"ra' ™y
its origin and destination Ssa substance of a message and
ring tatho disputed material BTf “ 22
le message"). Nonetheless, our eoLtaSs??^ el“‘r“n- 

upon this assumption. If these electron^ Ir ln n0.way dependent 
lists, ete., are perceived to be serarate^ *Kt“»es, distribution

I IVJXJ 1 UsJ 1 i\l 1 (_ • 1 I
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20
indeed.9 Texts alone

and
ftheirJ Petty d™ to Z’Ivitt in'
‘last syllable of recorded time" 7DI±* bencflt ot *e 

bbth, Act V, scene v, line 19 I„ • S,,"“:5re«B. Mac- 
district judge’s, the practice of re?a(X 7' Wel1 as the 
paper printouts is /atlv inconsistent wfth"^ amPutated 
concern with preservini a ? h Congress' evident 
activity for historical Vd

and other uses.10 See 44 U.S.C,§ 2902(1) (listing first

history as demonstrating

(e) Document the formula-
s The appellants attempt

WWB i »

agencies have not taken 
documents.

nA10 A4, ,t^e satne dme, for the 

with I
efficient records management.

2SS« £■ •'*
for historical purposes”); 4me2ca«°Preservin& records 
(describing the FRA's Ipmekr ■^r2e7^» 720 F.2d at 57 
that "Congress Intended, eipectod no V r",0ns,trilti"8 
private researchers i SX !? 1 Positively desired
Justory of the federal government”)^? r p documentary 
( Agency recordkeeping requirement £ C,F'R- § 1222-38 
ation and maintenance of records of pres?nbe the ere- 

are sufficient to: ... (e) dSZXIS

f“[ b-v wti"g that 
behind a historical trail indud ng suchnotJ,lwaJ’s leave 
bon is beside the point. The lev ft?. ? On- Thls oferva- 
^.vahabie o? the eSS

any steps to retain iT^

924 F2d at 288

,Tt^a.n.d that the d^ndant 

---- - paper

24, w d^noTbXTta o^"nX7onoTXsd “ Pie“ 23’ 

the Act’S desire to balance thi, tot^.S,"

that “Congress intended, 
private researchers

researchers and ■?nvKti^Xsb®tX2gH utilit>’ t0
dissemination of significant ,1.?. 110 ’
reaehos of our govS^

that the omitted information mav bp ‘W« Upp' T" uiuung 
value in demonstrating what ao-on^ °f tremend°us historical 
in making a narticiilar nni* j personnel
and When they knew it" ‘^The “rtlom"d 'VhatKne''’-

~»tews]rzjn.d.i~’will be allowed to

dissemination of signifiTanrpoHcy^kdf th° forrauIation and 

reaches of our government See 810 R ?63 &t the hi^^t 
that the omitted information mav be “nn SUPP‘ ? 341 (notin^ 
value in demonstrating what °!^e.m^doiJS ^storical

I were involved 
------and what officials knew’

“creep in
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paper record contains ail the
material

snippets of language from difft main on

See 44 U.S.C. § 3301(providing that federal 'records” must be, inter alia,

that oualifv pan 01 a wh01<3 series ofqualify as records (nor would it allow the

to^er to rS °f W pa3ted
Act. As noted above the th , T” de!,pi of tke
phrase to the deflniti’on of “rKorS^t Pre®fmtio“’' 
agency some discretion in . 1 anows 1116

does not, as appellants imply U6 °f -data ln thcm’^ II 
automatically lop off a pSL’iS lfgencies the discretion to 
documents that oualifv part of a whole series of

the printed copy is identical 

£0Py is nonrecord‘within 

lants contend thafgr 
agencies by the FRA,

"copy” because the 
worth

and the
------1 

>, by tele- 
'• * vuut jg wny, in

seem to have abandoned their

compelling theo^Ts^ related' but

information that plaintiffs ar^ue muS ,<that 
not always ‘appropriate fnr mUSt be Prcserved is in fact 

as evideMe °f “ 
message text on the computer P™.?ng the "W
for adequate documentation of normally is sufficient 
the printed copy is identical m ^Tis on^683- SinCe 
screen, the electronic version of X ™ L the C0niPuter 
copy that is nonrecord withi/the e femairis a 
Keply Brief for AppeHa^ « 9

and comma11 toio™
communications, orTZS P^5””’ L- ~~
this court, the appellants seem In PerhaPf U1“ « why, to 
former heavy reliSce on this theX^ abandonG‘J 

Before us they plead

information that plaintiffs

some parts of a record documonUthe

the creation of the Zp^^rdr thuS’
“copy” because the pnn^ the eI?c^onic version is a

preserving frnm'the ei^onTc'fflca

toneteof ,i°«wer. relies in the mat

: no more 
compliance: “that the extra

agency’s business. Since
I 

message that remains is a

' reasonably determine that
• so-called “extra infor-

21

tX^n~a?tiorC P?"r a"d d“i-™ 

and commitments^eached <£n“ *“ Significant
communications, or to^S) .^“n to

HW\J IV ov i 1L.' 1U
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VI records documentinir u™i 10r se'’en"along. Further, as disS™ ahTernTnt decisi™- 
cannot be squared with the FHA? " « “8ke5 <:le;i''' 't
The Act explicitly provides ^'out^thT'58’?"0'?3™- 
federal record only when a f -the system a
an “extra copy” of— the Vst ThlXT10” 18 ld?ntical to—t-e., 
abbreviated or summarv no Provis.ion accepting

suggestion thatagencies’ ZeS

and “essential transactions” documentation”
Which states: "The head of Tach Fed^T § 3101’
and preserve records containing qh eraJ agency s^ia^ make 
mentation of the organizaton ftinrtSn^ a"d.l5roPer ^ocu- 
nropAHurne. , 10n' ™nctions, policies.

abbreviated
record if the  
Pnate for preservation,

_ - w —»**4V4J14M

Congress’ directive to p:

a general obli- 
retain a baseline

policies, decisions,
i,“> agency and

4 n* 1 l_ ■ 1U

if they 
r ' “ 
satisfies the Act to

- summary versions of accePtin&

S3“ t>» Plants’

22

?d matortai,
note 8). In substance the S records’ see 8UP^ 
satisfies the Act to preserve a sewnd’vV'6 Cl?iming that ifc 
* an approxi^tion of the r^, v°n °f a record that 
material that, in their view ™°- / ? inc,udes a11 tha 
Even if this argument mata wn^0?”41 e for Preservation.” 
documAwf- u_ __ _ e Sense with respect tn adocument, it cannot be acceXT^r^ to a ParticLdar 
years of records doeumentin^l, u“,S.t.he board seven

discard part of a fefK^^tL^5?11?11 .°.f unilateral discretion to 

e FRA’s specific

procedures and essential ZU uons’P°I1C1

™ at 54i eee also ;i ™
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of this provision and
able

of the FHA, however,

agencies must retain andin mI w olS" Co?T theS: eIeCtrOniC d0CUmmK 

balance mP-re^d t0
recordkeeping. See ea « ®^cien^ streamlined
Sess. 4 (1950) (“It isweh’to^emnha^0^21.40' 81St C°ng‘’ 2d 
existence, or should „ Jh-aSlze !'hat recor<ls come into

so, not in order to ... satisfy the

Sess. 4 (1950) (“It  
existence, or should do

accordantwdt^thrFRA281 managed and Pre£erved Tn

the conclusion that

able "across-the hn^d 7 tnat 11 Provided ,S-xjF*®Ka5,«“‘“ 
^VS.^1SProvislon>ovideS

e-mail communications satisfy the 
1 (2) the lone FRA provision for 

such requires that they be merely

23

f?^1U.ding that 11 Provided an enforce- 

j retain cer- 
81st Cong., 2d Sess. 

■Jd/!! *? Pres^e more particularizedduties for agency heads hat morG partil •
obligation to “adequately document bGy°nd generaI 
In particular, the ActXlude (B fUnctions’
term “records” that th anDenltq7?rate/efinaion of the 

n^et

maintain “adequate d^cTVSuo^0’’^/^3 necessary fco 
tions”—and (2) other statutorv™?”■ ■ f essentlal transac- 
all records—again, whether o7^rOV3iS1?nJ that mandate that 
mentation” of “essential tr^Vr eLated fco “ad^ate docu- 
tained in accordance with Z 7be J^Wed and re- 
U.S.C. § 3314 (“mcX^ tOrydirectives- ^44
stroyed except under tS TV01 be or de-
^«o id. § 3?05 faJr 5 V ?ter‘ ) (emphasis added); see 
againsTthV^

In sum, appellants' arguments fail to riJemPhasi£ added), 
analytical path we started dn J ? dGt°Ur us from the 
finishing: (1) substantivTe-maiTeom^.I'Z."'"0 'lo/e t0

FRA definition of “records”- 
terminating their status as

these documents! ie electroX?"? ““ versions of 
status as records and inust^T d° ?Ot lose their

many of the electronic communioa nneT F SWeeps 111 
er or not preservation of ti.ose’dX^'S

t'h?
all records—; 
mentation” of

U.S.C. § 3314 mieco^ butoxy directives. See 44 
- 1 Wecor* ..._may not be alienated or de-

1 see
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paper” they create. Not all

at 288 ("(Pllaintiffs do

as

'ged their obligation to 

s managers 
to agency

archival j '
----- ------ CM1U Ai,

to serve the administrative

gators, 
seek the creation 
the ]

records that are scheduled

In sum, we

are 
! agen- 

records from their 
approval, to dispose of

of paper" the^X sa-

comments will qualify as fedPrJ scnJbles and off-the-cuff 
agencies with any nX J*0 W saddfe

ments in order to satisfy the needs nf make additional docu-

-- very small percentage of 
permanent”).

conciuding th'at apXte’ rt^X™8?1'7 JU8tiBed ” 

conformity with the Act. guidance was not in

B- Supervision of Electronic Rt

°br tudi‘in^ of 
able records management personnel PsXn ,tno"''ledSe-

c “le creation of any new record. hn7 do not
records already created ho ’ but rather only that 

disposed of.. ”) S RP% aPPjopriately classified and 
U976) (emphasizing the needfX S Cong'’ 2d 8

because that is where 80% of total recnrdT rec.ords Nation 
incurred). Finally, our decision PnvP ?eepiI,s costs -- 
cies’ ability to purge incidenti ? ^disturbed the - 
flies by Jiing,^ X xX'?*0™ r“OrdS 

rnnaa "-'-uments that lack ‘ j”.”” ^yuse oi

tlon."=9.216 (issojtL’hXXZtte'b F;d-Reg 

electronic records “can be reduced d £ of maWng 
scheduling all electro^ P^-ptly

those documents that lack “■ 
research,(

24 

needs of this and tore generations, but first of all 

- and executive purposes of the 

> not 
"every scrap

court’s finding that 
were arbitraiy and capri-

WX/ I n A A u • c_u

'ecordkeeping Practices

their records management practices
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discharge this obligation.

records incorporates the fol-

XT5 periodr,ly standards, and policies ThL 
mine if the records hav»' u. “ Wew shouId deter- 
described, and whethX th, ™J>r.op,er,y identified and 
retention nerioHs ^5. J6 schedule descriptions and

? d^ed

systems used by agency

ments apply t0 aiI electronic

The head of each Federal 
f  
lowing elements: ,..

must be in pro^ms
Archivist]."). In this case, WgdWBe

'’offl<:ial” aSency electronic records. ■ - - ’«U 1234.1 c-umess otheXse

that p^tos, XX“r astoSyP“?T°n 

using a computer.” Id. 8 12342femX rGCords by
ously discussed, the electronic comr^V^6^' AsPrevi' 
by the EOP and the N9C Hn COmmu™ation systems used 

adhered to. MoreoX the »> “ reCwd’ ™ bei"8

that they apply to all eIeetroniXs^±

employees to create electronic re^rds, not just, as ipS

„ _j systems. See 
noted, [this section’s] require- 
records systems, whether on

25

~^nd0’^^^epi„g experts avafiable 

t-- —

such safeguards 
as :'
tions of the Archivist; 
§ 1220.2 (“Federal -

agency heads clearly failed to 

The Archivist's regulations provide:

management TetaoXc XX “IT. ‘S’1

___records
M“usc!7aXrrequired by reSula- 

■_ « U.t>.C. S 3105; see also 36 C.F.R.

“ £OdS com
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and

not
■vist to take the specificactions provided for in the statute.

regula-
,ency records manage-" Al , J V

never reviewed their record­

systems
court used its

tions
went programs,” the ArchMsThas’

4*a xl « a. _

keeping guidelin^^

26

eleXi 

of text ™

computers, re- 
 stand-alone configu- 

reQHirements fon 
ui text documents on electronic medi^' niG C0Py
extent there is any residual doubt on thk .Moi'eover’ to the 
that the agencies’ own action in undo J11?-questlon’ We think

.‘“X* f~

the dlstris 
the courts order requiring the Arriiivw/-" F1 j8?’ ^ey argue ^at 
»*««« of the Att<X t’ BMk tte

actioa ignores Armstrmu) r, statements ,h°“?re?B ?f thal 
’Sency heads could discharge SS.? Arclli''ist a”d
mtomal, intra-ageney mechanisms Z g^Vzd S^°o? tl’rougb 

this case, the Archivist had failed t/Sv F'2d at 296 n-12- 
informal-necessary to prevent the ?ction^^ or
Statement 1237 0^‘-J,,lM

require her to “periodtallt 5
.-—programs," the Archivist has never nerfn^’Q/i 'V..... ”6C'

tion for the NSC and the EOP hfle ^<P . d such an evalua‘
keeping guidelines, andre“rd' 
mail systems). Given that circumstance S d! their '•
abuse its discretion in ordering the ^chMst K T “ 
actions provided for in the statute Simikri the spewnc
appellants’ argument that theStrict kunPTUasive is Lhe
joined the defendant agencies from de^trovin^011 haVQ en’ 
ords until new guidelines were in pice Dec^ reC’

ontlnue to produce federal records. L tto“

their employees’ electronic recordkeepSg practiced °f

vudi me agencies’ own action in rnido^ • we ^nk
employees’ paper records before S°me review of
P^e^g=S

xot ar'SeSc^o^ra S
stored on electronic media,”’ Id. § U5ed °r
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>

Next,

and 11, i998f

Court on January 6, 1993”

on them." contained

bo reversed

Cir. 1988). We 
finding, - 
rests in part on an

violation of th7d ;d orders aS th» 7 re^ati“ns’ ™ «* a 
contempt. "The sts^ did ‘herefore “"not support civil 
finding of conteittfa wS/ On an apiMal fr°"‘ » 
ssx■*ns&<‘s=£nf“"

Cir 1OOC\ <«r i________ ... ’

■ ■ i

I1UU 1 sJ UU 1 1X1 IC'dll

i, 1993” 
. appropri- 

electronic fed- 
struck down by this

ground, the"S
.. . P_r0Inulgate new regulations, was nnt a

contempt. "The standard’ of
finding of contempt ii

27

HI. Tk Diewcr Cow's Ovn. CoNreMPT 0bde5

21, 1993 Xrcontempt Sd? “e dis‘rict court’s May

2 of this

..erospace 
849 F.2d 1481, 1486 (D C 

agree with the appellants that the contempt 

• 'Li —— —'ause itimpermissible ground.

new, adequate records J» ^th
------- court’s dcxlaratory^en

H. 1993:\„nhe%SX?hXudeSV *
£urt of

Court „„ "8^?n’'' -......
5,839 tapes from^the Defend? 2 because the transfer of 

adversely affected the condition of the?8 t0 the,Archivist has 
tion stored therein” which ^,^ ? ?P6S and the informa- 
Orders to preserve the tan*® J°?trary 10 Court’s 
on them." Order and federal records contained
May 21, 1992). The court Kef wd Nd\f^142 (D‘D'C- 
appellants should "ource ttan-cni. Ordf:^d t^at’ ^ess the 
tempt” by "takfing] annronriatA °£ t^S ^ndin^ con- 
21, 1993," they would be^n^of T

r—ore cannot support civil 
review on an appeal from a



P. 22

r„b^!it,“taP°ses “■’ly

5nalab^" United Stately. “d’s

ern Sizzler Steak Hoiise, Inc,, 793 F.2d 1529

proceed to the merits of the

(1966). Nevertheless, “civil
~ th: 
(Ts™iSl), *o£ta mu* beZveTby-dearJ

courts ** ground for its
(D.C. Cir. 1980). The district

and capricious and contrary to lawin thatui

v. Thompson, 415

contempt finding, however, did not involve violation 
court order. The district court’s January 11

expressly direct the appellants to p, new re^la.
tions, but merely issued “a Declaratory JudXnZ J Til 
Adelines issued by and at the &X

Agencies are inadequate and not reasonable and are arbS 
and capricious and contrary to law in that thav •». 

“IreC7dS COn‘ra,'y t0 thG FedeKd Records Ad" 
199« 0^r^™SironP No. 89-142 (D.D.C '

11, 1993) As the Supreme Court has observed- "IE 
hough a declaratory judgment has ‘the force and effect of a 

final judgment, 28 U.S.C. § 2201 it is a mi>nh ! f r 
notieulumantT ^Hnctlon- Th™8h it may ba persuade™ ?s 
not Ultimately coorcve: noncompliance with it may be inapt

.rGi!ct 5?® appellees’ jurisdic- 
■?23 order is not an 

a conditional sanction

18v86 
ern Sizzler Steak House, Inc., 793 F.2d 1529 IfisTnS Hut

-- contempt appeal.

of any

— ———wer 
lawful orders through civil

?xmptx;

11. 1993), As the Supreme

28

As a preliminary matter, we i ’ 
tional_ argument that the May'21/1993

for failure to comply with
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affLnti.e parts «f decree ordering
lenng

the city”); Interna-

preserve

ords. As

oer ror city 3 violation of consent decree where “1

“ have jJSeX

cross-appellants, they assert thaf the guidelines

™ order “d
theup^^

^™er™ZZ:;' 9tV64T( 4^ Fhiladelphia 
S:'d~*

affirmative steps were directed only to 
tioncd Longshoremen’s Ass’n, Local

challenge to the
i
(finding it unnecessary to reach 
legislative immunity arguments 
against city councilmembers

IV. Reviewability of EOP and NSC Guidelines 

Defining Presidential Records

the EOP recordkeep,• guidelines regarding presidential rec-

29

T‘CUr™Sn- Thus, because the 
regulations we muct r Y .ordered t0 Promulgate new

.. . 493 U.S. at 274
alternative first amendment and 

after reversing contempt finding 
on merits). *

consider whether its second ground,
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30

improperly instruct NSC
uCTs ssx'xrto
to the FRA. We have ituiadtaton £ ency records 8ubJe=t 
under 12 U.S.C. 5 1292(b) because it cro'’-aPP««l
«ame interlocutory order that is L aSpects of the

appeal.
n.13.

guidelines defining presidentSl ZS

documentary materials.
^7,

with this opinion.

A. Background

> remain 
as "presidential 

EOP guidelines for

** * 11- 1

i ma- 
reverse court for proceedings consistent

The FRA and the PRA apply to di^ffn^ + 
'cumentary materials As dlstmct categories of

S S;
i-;;v ...... 

u> connection with the transacton of ouHi/h^ “* 01- 
preseived or appropriate for ^S, “d 
dence of the ... activities of thf ;?cmtlon • • • as evi- 
Of the informational value of data toTh"^ Or beCiUI!G

guidelines defining p-erfdential review the EOF
aose records over which the President m?LP.^dalineat«s
17 -rcise
the courts may not restrict at 290, and
President’s recordkeeping practices Sd0 - rcv’ewilg the 
But the courts are acVdK^ powel to rT 29L

outlining What ia, and what is not ?e"’ guidelines
under the terms of the PRA. TBp pr a pJesidential record” 
the President the power io as^ d°es not bestow ™ 

whatever materials he chooses to desSte authonty over 
records without any possibility nfiudl^^ • “ Presidential 
rate n? “£» £« 

subject to the 'fou £d do PiTge °f tl,c PRA 

s: xx-is 

and remand to the district court for ? ^erefore rev
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documentary materials

official or

rec-

nor an

tion of federal recordsandIt ?awfu] rem,0Val or dostruc- 
Attorney General to reOT'e^or^nre6^ ’rt0" thl'0Ugh U,e 

iniSt^ MT 1 ~eeaZ^dta

trant). Furthermore, the PresHonTmT
after X^n e^n or

—unuer me ruiA or otheruisc. Id. § 2204
theTrcMtoXSTdC°ngreS5iOnal yarding 

the Archivist believes that ^XTmayT o7“X

Neither the Archivist nor an 
any action through the Attorney

31

ferret the ^RA are re-

“presidential records” as rccords-”) The PKA defines

SStaTmmSte’sta^oT„

»ana^“ rXZeX^dTT 
pages 7^8, the PRA t!1? ^^^ist, see supra

control over ]
strong I, 924 F.2d at”290?
agency head can initiate
General to effect rec------

heads to

IIUU I yj 4 l\l

the Executive Oftfce ofthe’pSsH or "^“al of

carrying out of the cTffiudLT' Upon the
official or ceremonial dutiTSe ” Other

ical^fny SSntaTmateSS5 On ““T6 SPeCif’ 

ords of an aeencv” as thT eSTo th 1 officia]

FOIA, 5 U.S.C. §’552(0. Id. § 2^^)®.^"“’

Whereas federal records are subfeet m . j

ePRX'aUp071Std l>y A«N’*‘> see supra 
his record.’ a 3 the President virtually complete 
i fL Too?1™® .?s o' aT

legal redress, and ^STeS-^8 “r f?r °tter 
request to the Attorney General i/tt?21 I”^6 her °w”
trant). Furthermore, the PresWonTmTa^ hei>.d 'S rWal,!i- 
de°ncy, dX wTh'hT wTTliS

accessible under the FOIA “ oS^feT’T be
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can also cause the

)

determine that the NSC “produces both

“ adra"« of the

Presidents disposal decision.” Armstrong r

bility are subject to the FRA.

.^LArmst^ F-2d at 286

32

XI 44CU.^n ™n;utoti0" is j" pubiie

, . , —e- The district court
our decision in Armstrong Ialso stated that

SeEO?inoh: VV”'1

to a7p^ibT “ t0 advisc the Pre5ident 
to the PRA and create presidential records. Similarly 
the components of the EOP that have statutory re"2' 
bilitv are m a cresponsi-

or las Deputy, or a member of the White House S m2 

NSC6"* £ of al?y meetmB or policy and staff actions of the 
JSs,“iX‘S

aP“ reWdS a”d Sh°“H b6 fi6~

d,AS?"g p?rt on <,ur decision to Armstrong I the
nrSLr T AA “the NSC is entitled to septate 
presidential and federal records.. [Tlhis Pnnrf klf 
power to review actions taken by the Present to e^ure tha? 

presidential records are maintained” a'mot oin

348 Mtotlons omitted). The district'enm-t

district

'^odXVto

—i presidential and

“record  ̂Zdu™ or received

[plresidential records if they

da^of”™!^ * “’“**’* *

’“'’““.^ify broad categories of

sLHTA or ’ m™ber of the White House S m2
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icvuiua piuuuceu oy components wnose sole re­
sponsibility is to advise the President. However, in

the Archivist can ensure that federal records are not de-

As we have already stated, supra page 31, the PRA defines 
“presidential records” as

ed that presidential records do not include "any documentary 
materials that are ... official records of an agency," as the 
term “agency" is defined in the FOIA, 5 U.S.C § 552(f).

documentary materials ... created or received by the 
President, his immediate staff, or a unit or individual of 
the Executive Office of the President whose function is to 
advise and assist the President, in the course of conduct­
ing activities which relate to or have an effect upon the 
carrying out of the constitutional, statutory, or other 
official or ceremonial duties of the President.

R'S’C' § 2201(2). In addition, Congress explicitly provid- 
r

materials that are ... official records of an agency," as the

33

re"ords-” Id- at 347^8 (citing Armstrong I, 924 F.2d 
at n.2).

In light of its interpretation of Armstrong I, the district 
court concluded that its order to take all necessary steps to 
preserve electronic federal records applied only to those

concluded that its order to take all necessary steps to 

agencies

that have statutory responsibility and not those that 
solely advise the President.... The Defendants shall 
not be required to preserve materiatfs] which are presi­
dential records produced by components whose sole — 

components that produce both types of records?* this 
Court does have the jurisdiction to authorize the preser­
vation of these materials until the Archivist can ensure 
that federal records are not destroyed.

Id. at 349. Thus, although the district court concluded that it 
could not review the presidential records guidelines, it none- 
theless ordered the NSC—and other EOP components who 
do not have the sole responsibility of advising the President- 
to preserve all records, both federal and presidential, “until 
the Archivist can ensure that federal records are not de­
stroyed.” Id.

B. Reviewability of the Guidelines
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see also

two statutory schemes. Judicial review plays an indispens-

... fell outside the scope of the FOIA because they are

34

2201<22(A^(i); .The legislative history explains 
this limitation on the definition of "presidential records” as

. to en- 
■ - which

powers concerns that were implicated by legislation regulat­
ing the conduct of the President’s daily operations," and thus 
sought “to minimize outside interference with the day-to-day 
operations of the President and his closest advisors and to 
ensure executive branch control over presidential records 
during the President’s term of office.” Armstrong I, 924 
F.2d at 290. At the same time, however, Congress sought to

^?10nS-°£?e rresi^ent and.his closest advisors and *' 

during the President’s term of office.”’ Armstrong Y, 924 
F.2d at 290. At the same time, however, Congress sought to 
provide a clear limitation on just which materials the Presi­
dent could legitimately assert control over and to preserve 
the pre-existing body of FOIA law governing the disclosure of 
government agency records.

The PRA exclusion of records subject to the FOIA from 
the class of materials that may bo treated as presidential 
records averts a clash in the role of judicial review under the 
two statutory schemes. Judicial review plays an indispens­
able role in ensuring proper government disclosure under the

follows;
The term “presidential records” is intended 
compass all White House and [EOP] records .".

not agency records. In other words? thaT whkh 7/ —- 

now subject to FOIA would be subject to the [PRA] 
including those provisions of the [PRA] which in specified 
circumstances specially apply FOIA to these non-agency 
records after a President leaves office.

H.R. Rep. No. 1487, 95th Cong., 2d Sess. 11 (1978)- 
id. at 3.

Thus, Congress perceived the potential definitional overlap 
between agency records under the FOIA and presidential 
records under the PRA, and explicitly provided that the PRA 
would apply only to records that “fall outside the scope of 

are not agency records.” Put another

in the FOIA trumps the definitionV>esidenS records'" hi 
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i

at 289; see

For example, imagine 
records" as “p” ——j-

guidelines that purnorf tn imnul/ Jn iood But if 
reviewable for co^liaLe with S^t?! were not 

presidential records non-nrod^ statute s definition of 
otherwise be immeiate^snh?^1? that would
shielded from its provisions whether® iF0IA WOuld be 
if they were managed as n»UifuSm 1V or unwittingly, 
§ 2204(a), (b) (President 5 I‘eCOrds- See 44 U-S-C< 
exceed twelve years after the^'co^'’1^^ peri°d’ not 10 

^ring wMd, his president record

duposal decisions under the PRA • m ----------
7 Ans «w rKA are unreviewable, Arm-

undor\h FO?A oroThSh6^8 ±U not be 

records shaii be r
expiration of anv limitatinre naer. the FOIA after the 
tions 2204(a) and (b)) MorPnvCCeS-S U?iposed under subsec- 
disposal decisions under^the PRA nJlght °f- the.fact that 
strong I, 924 F 2d at 290 » rn/n •? .^viewable, Arm- 
to the FOIA could be forwor ^eSlden?aI docuraGnt subject 
provisions if it were improperlycTassified^01 

record and destroyed. 1 P y ^sified as a presidential

35

Cir. 1987); ^574, 587 (D.C.
1983); ^ll37’ 1148 (D.C. Ci.'
1978). At the same time judicial r^8-7’ ®.C. Cir.
management of admittedlyJpreX^fTV °f2?e President’s 
precluded by the PRA. records « impliedly

allowing judicial review Xl 5<T, of ‘ho PRA and 

reeorde under the n.bric

pw1.nS^5<1the s“^ “f 

becoming a potential nresidpnf^leVGntinff the PRA ^om 
materials from the reach o/the FOIA^Of0”^ “ SWe,d 

some that executive officials will Of ?>urse’ w« pre- 
guideline that ‘
P ™S!1f".00?lpIiani:« 'rith the

otherwise be
shielded from p^ns, wZher^S

z
f

/ /

'all records produced

any government agency or

allowing judicial scope of the PRA and

- rubric of
Thts narrow, dearly defined limitation n„ H,. 
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s ixir s“ion

&Araj«“'""=

review.

- integral role of judicial review.

Our holding today is also ---------

— scope of the 
and maintaining

does not 
ions made 

review.

PurPor8t to thS

dentia. „ Thus.

nuu_ij’oj i i\i lc>ci

and the PRA describes another . J - 10 lts 
materials that are aubjetThi a dXTa 'ST1'’6 -

SSSSSSiSSArmstrong I, 924 F^d a 29% £ C0Urt S holdh^ in

36

^PXuafly aUni^reSf ““ ™ld sw“> 

materials that are nllej fedSf^ Ty do“mM«r;.' 

within the ambit of the PRA and aI records“
FOIA. Reading th. pp a 0Utside the scope of the

The FRA defines a class of 
««. m ias-^s-S’JXS-



P. 31

involve materials that

policies, activities, and

A “creation” <'

§ 2203(a). Thus, the r- - ' 
regarding wAertAt’r to create a

37

the question whether 
noted by the eovern^ a S10n.t0 erasc materials dcsig- 

PRA-

I 4W X >> *J\J 1 1Y X 1 C_ • C. I

judicial review was not ZvJi i, 4’ 29L Wg held
empWeed that Congress Sed th“ Sfa 

would "ensure exerntivo i“ ne * KA 111 a manner 
records during the Presided? C0nt^01' GVe,‘ Preside. 
(emphasis added). Thn« ura u ijinl °^ce*” at 
involve materials that are t™?6 d those decisions x.„_ 

mune from judicial review We did not ^T18 316 im* 
that the President could de^V 1 ho,d m A^ronff I 

™notMeet thedS^s^f “ 

have just said, this language musT beS • H°Wever:as We 
the issue before the couw in a .read in 1116 COntext 
the language seized upon bJ t^rmstron3 L In any case, 
consistent with the result we Z is entirely
Armstrong / that the « We stated
maintain records doLmf^ ^uireW the President to

at 284, 291. We held that 

I and 
in a manner that 

over presidential 
. .----- - Id. at 290
held that those decisions that

creation, management, 
in the provisions of 44 
None of these decisions 

i as presiden-

n ? rdiSsPOil d^sl0“” describ«l 
U.S.C. § 2203. See id. at 290, 291 
sraraie cia“"

determinauon to make

™S,"!ay not
- a documentary presidential rec-

a
activities. See 44 U.S.C.

documentary presidential
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review- rresiaenvs decisions concerning the -----------

"to SeX? matoSl Sar a “presidential 

PHA are.not

5 U'S'C § 552®.

had beCTi developed uX^^F^Xi^al Td^ 

law that provides the basis for our limited review nf\°
praid“tial r°rds pro''id“ >" the Xide incs 

The guidelines violate the PRA to the extont Il 
cassify as presidential records materials that WmiMmaterials that would other­wise be subject to the FOIA.

records in the first plie we7ubjwt to 

review

38

ord. “Management decisions” 
i
§ 2204(a), (b). 'The -------

remanded to the district court for that numose < g
u» to discuss the definition of »preSai 

applied on remand. As our i
^pra pages 31, 33^4, has ^ouTiedTSZted 

turn agam to the PRA provision exempting from ite’
ma,tenals that are official records of an agency, 
defined in the FOTA k tt g n «

ri- x • I ',reatea 35 Presidential records. We remand m the district court to conduct this inquiry. d

C. The PRA Definition of Presidential Records

- 'presidential records" to be 
previous discussion of the PRA, 

we must 
scope any 

as “agency” is

' pro-
are maintained. See id.

describes XesftuX

President’s <

--
judicial review,

Thus, i'' 
of the President’s decisions

applied on remand. As our
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A

* • •

con-

br FOIA purposes, the

mining which entities within the EOP

The legislative

M*/ I Hi IL 1

agency,

U.S.C. § 552(f). incornoratp<« thn w‘c J71Wi’ 0
ed at 5 U.S.C. § 551(1). ‘‘X?* ^cfuiltlon of aSency Provid- 

Government of the United States whTtb auth.ot?ty of 1116 
to review by another or t^3’ w^ether or not is suhinn* 
Congress rnri Ikl uul aoes not i™

^ySssSSStjiSSM:
President’s K™G
Office whose sole ftinction is St ? m !he Executive 
dent’ are not included ^thin thp?6 the Presi-
FOIA” Kissinger v Renoir agenCy^ Under the

the Press, 445 ILS 136 156 &r °fNo. 1380, 93d Cotg^d1^'1®’^"8 H-R' C°NK REP- 

fOi,deter’

IcL at 1075 Thus 68 subject 10 the F0IA<Seie^

39

a clear but^omcwhat ™1116 raiS6S

T7RnnsG« »i?tF0IA TttePRn

corporation, Government 

te execu-

any independent regulatory
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meaning of the term‘[EOP]’ the conferees i

is to

13 (1974)),reprinted in 1978 U.S.C.C.A.N,

Soucie did not intimate that
the [OST] might be an

40

Some to determine what entities

developed in Some and 
r ....

781 (D.C. Cir. 1980),

[FOIA] to White Houk™nd _of

precisely for
J to be

toting

^•.6?¥' . The FOIA Cot-’ 

--’ry is the 
in Kissing-

In fact,'the

„j . ' ieQuested by the President nrecisp
:dnZXne^Ut - !1M 0- ‘heP(OS“

the FOIA:

The [PRA] does

Id. .t 788. The Court ^ShM reCOrdS m <’UeSti'Jn-

w. 445 U.S. st 156.

787?D.C1c“Si980)^“ eje^teduT^ 617F.2d
-ord, of the Att^

are “agencies” subject to

it do« £ redXZ a±E°PI • ThatX

a'X^t s:

reprinted f„ 1978 U.S.C.C.A.N 5782, o’4 The'pr 

ference Report quoted in the PRA legislative hfcM 
T1Supreme cVrX'T

^sinfthe

Soucze were requested by the President

non-agency in that specific context.
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hold as a matter of W that Z NSC nOt
dential and federal r^nrrT0» ? WbC . Produce3 both presi- 
Present St

a

Legal P^c
636 FJki 1259 (D.C. Cir Si
Environmental Equality (“CFO”?hthe Council 01i 
in addition to advisingtae President ^?J^?Sncy becailse> 
federal environmental remilatorv Irn^?6 CEQ joordinated 
for preparing environnS SaTsUtem  ̂f ideUT 

gated regulations for imnUrJJ!.- ct statements, and promul- 
of the National EnvironraSt"? k 6 p,locedural Provisions

g unresolved legal issues, especial- 

’a grant

agency under the FOIA because itsS £ °rS “ not an 
and assist the President)- 30 ® function is to advise
(D.C. Cir. 1993)5hS I Bush> 981 1288
Regulatory Relief “ffallf] within theXw?^ F°rce on 
whose sole function’s Pre»

«le diE«“ rlied 

Armstrono I opinion without ba^8Tound section of our 
would bo Expected to aceomn^ °f iegal SIPositi<’“ that 

resolution of a previously uSL l^° g ®nouni:ing the 
Sard V. OVonneU 703 F.2d Ms/ r^’ wX

rXT? tUrS^X o°f 1X6 'f C’^ 

the work of the statutorily Jeated^NSCl1” "’“L
of the NSC staff are preLentW 

ceived or created for the Present 
President for National Security, his Deputy,

See Joint

?5 ?r®a.^:d in connection with

Tr ^4“
the Assistant to the 

_ J, or a member of

41

Id. (citing Sozcde, 448 F.2d

636 F^d 1259 (D.C. Cir.
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FOIA. The NSC

325

•-

Xi.it. KER No. [876 0J « c iruiAl
tadicahng that the [NSC] ’is an J9J4!1

Moreover, the cross-appellees

>y are not “official 
lees at 44^

and staff actions of the NSC or itsXi fo 7 meetlng or P°licy 

quently, Amtrong I did not - Conse-distinguishing federal and oresfdS? 1 6 th!> legal basis for 

]eMl NSC mSSrG n°r decide thG

IS ••™««

nn i ____ r _
Supreme Court also appears to h,

42

and staff aSon? of the NS^or it^vaHo^7 meGting or P°W 

nnOKM„ or Its various groups."). Conse­quently, Ar^trong I did

legal status of various

, Although we hold ir

unable to ascertain'on the reccJrdTefore

-bjeet to tS

certain materils. We “^Prtately ciasei-
whether materials that the guidelinps CGrtainty
records are in fact official rtS^Ha tJ5 dassify 38 presidential 
FOIA. The NSC appt 7 SUbjGCt to dle

status as an “agency” subitTconceded its 
regarding specific FOIA requests ntiHation
Lisee v. CIA, 741 F. Supp ISuo D 
requisite showing of exceotionaJ 1990) (NSC
of due diligence in processing FOIA reauest1^8- &exercise 

Proceedings); Wiltent sUy of
(D.D.C. 1989) (requested NSC dorn™ 1 F. Supp. 325 
FOIA exemption for documents auXXd the
m the interest of national defense or d 60 kept secret 

™ u NSC. 452 F.
Supreme Court also appears to h™?. 19?? (same)- The

be“„C[S)^“anTtee'ta “may have

FOIA applies.”). But the issue has ro age?cy to whicJl the 
resolved, and the record bpfnro ™Ver been definitively facts for us to^kX^^ C0^

question niay^^rsub^t ^th^FOU^31 thGfm*teria,s in 

an “agency" under the FOIA^boJuse thtlr/ NSC is 
records” of the NSC. See Bri^ fol Crt A

dWa . , ” ” Mtaau materi-

fv records inaDnronriflUhmu-i



P. 37

EOP and NSC

Conclusion

court’s decision that the

presidential records.

So ordered.

eotp° A'sf ■ -—- -■=
Mng, and «mand S

whether the challenged NSC det^nine
rately classify soras 4^^ inaccu-

43

viewinappro^iate^d’awif^as1*161'm6 fi“Mel,nes “nder re- 

would
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Mnteh States (Kuurt of cAppealBl

FO« THt DISTRICT OF COlUM.IA CIRCUIT

No. 93-5002, et al.

et al.

vs.

Executive Office of the President, et al.

a a £ a
It isissuance olj the^fnda^^ 5P9n- 

of any tinely petition herein 
J/ . 19?7) • ini?"

the Clerk
until

good cause shown. expedited issuance

For The Court

BON GARVIN
Clerk

Scott Anxistrong,

i, 1987) s7.t%dac<secr/er4:^’-

of%?ight of any party at a^vV11® Clerk is '
f the mandate fo? good to move f! without

move for

September Term, 1992
89cvO0142

- 15 (August 
Prejudice to
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MEMORANDUM FOR ANTHONY LAKE
NANCY E. SODERBERG/

Declassification Review of Kennedy Tape 
Recordings

NATIONAL SECURITY COUNCIL
WASHINGTON. D C. 20506

NANCY V. MENASV

DAVID VAN TASSEL

The subject of declassifying the tapes most recently arose in 
connection with the thirtieth anniversary of the Cuban missile 
crisis. Late last summer, NBC was pressing the Kennedy Library 
for release of the tapes for use in a television special. 
Although the Library did not formally request declassification 
review at the time, they did consult with us concerning the 
requirements of such a review. In mid-March we received the 
first 15 hours of tapes dealing with the missile crisis along 
with very rough transcripts that were created in the 1960's. The 
Library requested that we coordinate with appropriate agencies in 
reviewing the tapes for declassification.

O cA -e R.

Following our consultation with the Library last fall, the 
Kennedy Library did the basic preparatory work to ready the tapes 
for review. The recordings were transferred to a digital format, 
time codes were added so that reviewers could refer to specific 
passages, and a rough subject outline of each tape was created to 
serve as a listening aid for reviewers. Last Friday, April 2, we 
received from the National Archives the digital tape player 
necessary to listen to the tapes.

Declassification review of audio recordings is a new venture for 
us and there will likely be some experimentation and adjustment 
of the review process before we are confident of our procedures. 
Because of the continuing sensitivity of some Cuba-related 
material, we will have to consult with a minimum of three agen­
cies, State, Defense, and CIA, on all of these first tapes, and 
with NSA on many of the tapes.

The attached recent stories in the press (Tab I) indicate renewed 
interest in tape recordings of meetings held during the Kennedy 
administration. Many of the 200 hours of tapes that remain 
closed to researchers at the Kennedy Library deal with foreign 
policy matters and are presumed to contain classified information 
until they are reviewed for declassification.

Xi



four (4) press clippings
Attachment:

Tab I

We have already sent the rough transcripts of this first group of 
tapes to the agencies and have forewarned them to expect to 
receive tapes for review. Review of even the unreliable tran­
scripts will provide reviewers some guidance for review of the 
tapes.

Our next step will be to spot check the tapes to identify major 
problems with audio review and to establish basic review proce­
dures. We will then meet with agency representatives to estab­
lish a common approach and answer the many technical and proce­
dural questions involved in entering a virtually untouched area 
of declassification review.

The review process will be lengthy because of startup time 
(perhaps including equipment procurement) and the need for 
reviewers to learn to review in a new medium. After review, the 
Kennedy Library will edit the tapes and otherwise prepare them 
for public access. Review of the first 15 hniirs_CLf tape will 

\ take a minimum of six months, depending on tlie^priority it 
\ receives in other agencies and in relation to our other ongoing, 

and in many cases more pressing, workload.
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chores for Robert Kennedy, and

many accounts, no single person
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A ................... .n:

yetftuany donated to 

try said were left out 
-'thanDalton, 
^as-mystified archi- 
,tgefl ‘to reconstruct 
the'tapes during the

’ were private

’ < /.( C :

By Philip Bennett i : 
' - GLOBE STAFF..-. -; .

. During the winter that followed ? sevei^ tne Ht>n 

the death of John F. Kennedy, a riofthe^tibn^ 
young naval aide was summoned to ' DaltoWrol^ 
the Executive Office Building in ? vists’-who^h^

J b P'n’ 1—ee Dalton in ^e^th'e;collection, widely re- 
ebte company. Only a; handful of peo- ■ garded -‘as ’ a ?tinique ’ ' ‘ 
pie even knew that,the.tapes existed: Kennedy presidency, 
Jr K s iwraraMi ----- edit&d3 ■%"

As he left the Navy, performed

£. who h.S5 innd

n t Edward Kennedy, Dalton’s contact

JFK’s personal secretary, Evelyn 
Lincoln, his brother; Robert Kenne­
dy, the two Secret Service techni-

II

^eventually donated to 
^Library-in 1975 and

--4; .

■gii;
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1 elide began job the winter after assassination

atkr leaving the Kennedy' emplvy. former chief arehMst,

vate secretary, Lincoln, u> an office

ton joined Kennedy’s household staff

I

Several scholars said they be-«

04/05 10:18

Mystery surrounds
i JFK tape transcribing

agenl^ who had run the system, to . 

—. --------■nak.iiifivS. ,
Bouck connrmea in an interview'.

Page 1

ns:
' why did he pie

he IShiOs? Did he
. 'reen or alter

.n_. auQ tor whom did he
continue ,n the 1970s, according te 
several^ accounts, to remove private

from a family vault in the National Kennedy Administration."

chief archivist at the Kennedy’ Li-
l------ ; ____ _ _ __________ _______ u uulJlluc O1 u

brary’s official history of the tapes. kn<'W'‘->dge about the tapes." knoC of an“tedy wh^fetened to tee
V1A<C r**illn/4 -.L. .— a T\ ■■ Vomnzlii UAL..’*— .

.' Bouck 
two or three

Lincoln declined to speak about

rec^D;nFZ.ZfoZrX-

I cretive about it. He didn’t Ml J,he b«hest “f tbe‘ate Steve, 

[TX/RX NO. 0412]
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I

I ‘ 

ans 
1

■ pare t 
.have a 
tapes? .•

brary in Boston, who wrote the li-
i ’ - - - 
Moss called questions about Dalton a
"significant gap."

Dalton won’t discuss work Kennedy aides, and family members
No one in a position to fill the   „e„

gap seems eager to do so today. Ap- in8 more thal‘ 200 hours of tapes "The person who did the transcrib- 
proached at his home on a Florida tl"” ----- '
golf course, Dalton, said to have be- an^ public jy family about that,” she said

come a prosperous gas station owner

hPR 05 ”93 09:17

KKA-SXSJt *
primitive transcripts" because it is Kennedy, 

allegedly rife with inaccuracies, has „
yet to be organized by the library. „ Dalton ’Aas employed by Edward 

Dalton was a familiar figure to li- Kenne<t>’in the early 1970s, when he 

in Waltham. ' 

In July 1973, tapes of some 280 
. —. V_ _

» *  — - —— vvuiui oauuns recoruea DV
from a vault containing tapes and President Kennedy were turned 
other private Kennedy material at over to the library for the firet time 
the federal archives records center The telephone recordings had been 
in Waltham. Former library officials in tee custody of Robert Kennedy, 
say Dalton possessed the combma- the library said.

Richard Burke, the author of 
“The Senator," a highly critical
memoir of his experience as an aide 
to Edward Kennedy, said teat Dal-

--•^rv.vwao^
the contents of White House tapes at 
tkx U-.L—_* r .1 • x.

:n Smith,

0001/004

the Boston globe . Wednesday, march 31

‘primitive transcripts" because it is Kennedy.

Dalton was employed by Edward

brary staffers at the time the exis- ]n contact again with the tapes 
fence of the tape collection was made 'n W althan'
public in 1973. Three sources said In July 1973, tapes of some 28(1 
that Dalton regularly removed items telephone conversations recorded by 
from a vault containing tapes and President Kennedy were turned 
other private Kennedy material at over to the library for the first time 
the federal archives records center The telephone recordings had been 
in Waltham. Former library officials in tee custody of Robert Kennedy. 
S9V Doit/Nn rYru>ao«oArl ___L._  III.——. _ ■ i
tion to the lock on a file cabinet con­
taining the tapes. No library staffers 
at the time knew the combination.

"Dalton would appear every now
and chen and take stuff from there,”

ta,,es Sa did a dozen of his former
r od,, agues ,r acquaintances.

a a letter sent later to the Glebe.
Dalton w ote "I hate uU information ...6  .......  m„uvtJ lrcm
to contribute to your .nterest m the Oval Office anq Cabmet Room ST 
^Snt“"’;'^tc"t’orhlsto"calsignifi- the day he was assassinated. The 
.ance of any tape recordings which tapes were taken bv Kennedy's pn/" 
mav have oeen msde ik, va[e ,ecrctary Ljn’oln J

m k™*.. li srs
Drsteia "i n~n """* *>s’™ s.™./ 

----   „w - - —- .i agent who nad run the svstem m 
weren t able to interview Dalton," ,the early 1^06- but added, "Mr. provide transcription machines 
O«.J wjimi.. w. Muss, me rormer did L,";-------- “i- Bouck connmiea in an interview

r)h0eTlod‘reet'2n..cf Svn' KSnr!edy•” l,*al Dalton Pe^nned the transcrip- •'
Donovan said: Sen. Kennedy has no (ions. "Outside of Dalton I donf' 
SDeClfic know .HiaP cihniir rkaa ••   r .. . „,wn 1 aon.X

The Kennedy White House re- tapes durng that period " 
cordmgs have been the subject of re- said, speaking of the r ’ 
neweJ interest as scholars, former years following the assassination k"' 
Kennedy aides, and family members LI..™.. UCx.„lvu ^-aa aooul 

al’“ated deSlassi/>'‘ I^lon in an interview last week 

- — —t— rca.-vii w«iv uiu viic transeno-
that remain closed to researchers ing, you’ll have to talk to the Kenne-

The tapes deal with many of the
most dramatic moments and impor- u
tant foreign policy decisions of the |lncl“<‘ie<1 quotes
Kennedy presidency, from the Cu- .. ‘ —■’ —
ban missile crisis to US involvement leved that Dalu’n was hlred 10 han- 
in Vietnam. Scholars say an audio dl5 the tapes by Robert Kennedy, 
record of how Kennedy made deci- who bad custody ofh>s brother’s pa 
sions under enormous pressure will pers aRer tbe 19d3 assassination. It 
contribute to a fuller picture of his Was revealed /oars after his death in 
personality, further shaping his im- that Robert Kennedy's book 
age and legacy. about the Cuban missile crisis,

Kennedy Library officials, saying “Th'rteen Days," included quota- 
they support releasing remaining h®"8 Ukt'n from the ^P65 R '8 !‘ot 
tapes, sent a portion of the collection Publ,caJ1.v known whether RFK re- 

(this month to the National Security led on Dalton’s transcripts or lis- 
Council for classification review. In- tencd t<) the tapes bimself. 
eluded in the shipment were tran- Throughout the 1960s. Dalton 
senpte prepared by Didton. Stayed in touch with the kennedy

The horary last week refused a family. According to archives, he 
request to see any Dalton material, wrote Sen. Robert Kennedy from a 
eVPli rhur rwarrnitvinrr j ____ _ < _____ .

, ft. , . Y V- ■ , “ '-'iw. arcmvrsi, said that her.fu>.d to discuss his work on the relied in some instances on vemmns 

of the recordings already at hand, 
the Dalton transcripts.

President Kennedy’s private tap­
ing system was removed frem ’hp*

Kennedy records, including tapes, ™y h3*8 been made during the

Archives warehouse in Waltham?
"1 always felt that the story of 

the tapes was incomplete because we
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I

lanes of both Robert and Edwaid
I

in Waitharn. Fonner official, .n .he e^to/y o73 KenneX" 
say Dalton possessed the combina- the library said.

I

memoir of his experience as an aide 
to Edwai’d Kennedy sairf n.,

bered tape boxes were

| scripts made by Dalton household staff until the late 1970s.

±±5d^l°Pm!nt ?n < course tn

I

rise, said: “I don’t know if any single Otis Air FoP^ During ‘

I1.6™-,'.’ the three ^.thereafter he handled!

I
I 17, nu -n-way crassmca- wunout sleep Out with great efficien-) wn of the tapes but without tune to cy. The Navy can well be proud of 
| listen to them all. William Moss, the his service." $’
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t
f

19t>b that liouert Kennedy s btuK 
about the Cuban missile crisis,

,this month to the National Security 

eluded in the shipment were Iran- 
scripts prepared by Dalton.

The library last week refused ■.

Ji-y !» August 19(1.3, Maiden! 

P„U, xx Uli ---- - ------- srauiuae lor as-tsiirKe Marshall, an assistant at- sista• .ce dunng a family tracedv th* 
—nPV Opnprul iinr^A- V-__ J.......U_ ____ _ i ~ J’

I
i 
I

might have been removed since none action resulted in the helicopter 

.'^"S “ ^U*W. I.8land “8ht

request to see any Dalton material, wrote Sen Robert Kennedy from a 
even that pertaining to nonclassified posting in Japan in 1967, and sent 
information. A spokesman said that imall gifts, to the personal secre- 
Daiton s work, officially called the tones of both Robert and Edwaid 
primitive transcripts" because it is Kennedy.

In fact, required in the mid-1970a operations with the helicopterfleet! 
to determine the security classifies- without sleep but with great efficien-J

Kennedy Library officials, sayir g 'Thlrteen Day»,” mcluded quota- 
they support releasing remaining tlon3 “‘ken from the tapes 11 ls not 
tapes, aent a portion of the collation known '■vhether RFK re-

> - .... I nr4 rv _ t_a . I-

and Jacqueline Kennedy. whose responsibility ft'is to launch
let Marshal! and other members helicopters at Hyannis during the - 

of the panel cannot be sure what else summer. His forethought and quick''' ‘

!ea*t tour of these missing audio- ton performed m variety of minor du-

XSWJ* "* Xysnst»
That at least some items were Later, former colleagues said he 

XdX >^\,b®„.d.0UX" C7n- e™6?.* Stri"K of “s in the

j tomey general under Kennedy who premature birth and death several. 
, heads a three-person panel that hours later of his son Patrick Kenne-S 
i Sfref,nj lb?ry material lor release, dy, whom Jacqueline Kennedy deliv>-' 

recalled only one instance in which ered while vacationing on Cape Cod 
I materia] was removed from the "Particularly," Kennedy wrote

tapes under terms of the deed: a "I want to commend the perfor-’" 
conversation between the president mance of Chief George Dalton

what he was doing there, what fam- Sen Kenned-V s brother-in-law. 

dy stuff he was taking or why. He "George Dalton said he was go- 
would just son of appear." mg up on behalf of Steve Smith to

* >- •»pv sir. ,■»* ?s

th.it Dalton regularly removed items 
from a vault containing tapes anil 
other private Kennedy material at 

. ---------—center

M.~s,.n a 57 7. pes and,'lg at Squaw Is,and eight min-

ered that some were carelessly sues has been assailed'by Kennedy 
I wound backwards on their reels, uffi- aides '
| rials now say and at least nine num According to others who are on 
I leTt“fXte™ W!lh a* Kenned^. Li­

tton to the lock on a file cabinet con- n; L ar, .
taming the tapes. No library staffers ..T.K , d Bu7ke' the author of 
at the time knew the combination. lhe &enator''’ & highly critical 

“Dalton would appear every now
and then and take stuff from there.'’ ,,lzl k l //'’----
recalled Dan Fenn, the former direc- thr 1 d hlrn he reviewing 
tor of the library. "He was verv se- , u ™ntenW ot White House tapes at 
rretive about it. He didn’t tell us Steven Srnith-

ny Stuff he was taking'irwVHe

ersonality, further shaping his im­
age and legacy.

duded a library history of the mate- WashingtonVreTDaitons 
a .P'e hbrary has not investigated moved in the late 1980s to an exclu- 

k . COnUin erasur«s. sive development on a golf course in
but officios wrote that a preliminary Palm Beach Gardens, Fla A food 
survey <hd not reveal tampering. mart on a nearby highway is reg-

If the tapes were altered prior to istered to the ownership of George 
their donation, it would not have vio- E. Dalton.
lated any law. Under terms ot the A due to how Dalton mav have 
deed of materials to the library, the come to the attention of the Kenne- 
Kennedy family has broad authority dy fainily is contained in the archives 
to remove items concerning JFK's of the library
private life, or any material deemed In a letter to his secretary of the 
lFirh.e kfund{ as ri°l ‘nterKied by biavy in August 196.3. President 

■ K to have been made public. Kennedy expresses gratitude for as-

I ed on Dalton's transcripts or lis- 
Council for classification review In- lened “ the hlra3e,f

Throughout the 1960s, Dalton 
'toyed ,n touch with the Kennedy 
tiunily. According to archives, he

Dalton was employed by Edward

came in contact again with the tapes 
in Waltham

In July 1973, tapes of some 280 
telephone conversations recorded by 

.J President Kennedy were turned 
over to trie library for the first time. 
I he tele phone recordings had been

’The Senator,’’ highly critical

Edward Kennedy, said that Dal

| Dalton’s work, officially called the

i allegedly rife with inaccuracies, has
yet to be organized by the library .----- -■

Dalton was a familiar figure to li- Ken,,edy in the early 19708, when he 
brary staffers at the time the axis-
tence of the tape collection was made
public in 1973. Three sources said

from a vault containing tapes ar,

the federal archives records
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WASHINGTON - Ten White 
l£ House tapes sent with fanfare by the 
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existed under the Nixon, Ford, and 
Carter presidencies.

Critics say there is a material in-
Globe staff writer Mary Curtius < Wcsh^F 

tributed to this report.
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Kennedy tapes stay mired

should come up for automatic review
this year, since material in the Na­
tional Archives is required to be
screened for release after 30 years.
The Kennedy tapes were made in
1962 and 1963.

But such is the overflow of se­
crets that the archives would need
until 2010 under current rules to
process even its existing backlog,
said Tom Blanton, executive director
the National Security Archive, a pri­
vate group involved in secrecy is­
sues. More than 300 million docu­
ments are in the archives’ backlog.

For presidential libraries, the
classification regulations have
clogged archives arid frustrated ar­
chivists and researchers.

“It’s a terribly slow and cumber­
some process,” said Donald Schewe,
director of the Carter Library in At­
lanta. “The problem is that you have
so much information that is classified
in the system because of all the, par­
don my French, crap that had some
reason or another to be classified.”

Schewe and others favor chang­
ing the system to permit opening en­
tire areas of information, excluding
specific topics still relevant for
tional security. A similiar procedure ^ffi^s^dF'NoJt’s c^S”

month ago to the government for de­
classification review have yet to be 
listened to by officials here in charge 
of processing the recordings.

“W'e haven’t had time to work on 
them yet," said Steven Tilley, who 
directs the National Security Coun­
cil office that assesses classified ma­
terial “It’s probably going to take us 
some time to get off the ground.”

Tilley said the delays were due to 
an enormous backlog of documents 
awaiting security renew at the coun­
cil and to additional demands pre­
sented by tape recordings. He said 
that the Kennedy tapes were not a 
priority for the agency.

Since their existence was re­
vealed twenty years ago, the Kenne­
dy tapes have defied repeated com­
mitments to speed their release to 
researchers and the public. Long de- 

■ lays have kept more than 200 hours 
of recordings secret, despite calls to 
open them from the Kennedy family, 

-"former aides, and scholars.
The 10 tapes submitted by the li- 

:brary March 1, a fraction of the re­
maining tapes, are recordings of dra­
matic White House meetings during 
the height of the Cuban missile cri- 

_sis. But here they share the same 
hopeless status of other artifacts 
adrift in an ocean of classified gov­
ernment records.

Clinton administration officials 
say they are studying ways to 
streamline the classification system 
to save money and increase public 

. access to information. But they have 
provided no indication of how they 
plan to accomplish this.

Meanwhile, under guidelines is­
sued by President Reagan to protect 
secrets from Cold War enemies, 
thousands of decisions are made 
each day to classify records. One tril­
lion classified documents are already 
held in government vaults and ware-

centive for reform. “It costs 
much money to keep so mam. 
crets," said Blanton of National 
curity Archive. “If they have to 
a page-by-page list for this bac 
they will choke on this.”

But Steven Garfinkel, direct' 
the Information Security Overs 
Office, points to large costs in cl 
ing up the mess. “The budget a 
ment will never result in declassi 
tion,” he said. “Declassification 
to come from historical and rese 
value and the interest of acade 
and journalists.”

There are indications that 
Clinton administration will be 
dined toward greater openness, 
eral individuals likely to be invc 
in designing new classification 
cies have recorded strong oppos 
to current regulations.

In an interview last week, a .* 
ior administraton official said th. 
review of classification policy is 
der way and that Clinton had 
structed the NSC and other agen 
to adopt higher standards in class 
ing new documents.

But asked if he could be rr 
specific about the instructions,
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that the Kennedy tapes were not a 
.priority for the agency.

Since their existence was re­
vealed twenty years ago, the Kenne­
dy tapes have defied repeated com­
mitments to speed their release to 
researchers and the public. Long de­
lays have kept more than 200 hours 
■of recordings secret, despite calls to 
open them from the Kennedy family, 

iformer aides, and scholars.
The 10 tapes submitted by the li- 

,brary March 1, a fraction of the re­
maining tapes, are recordings of dra­
matic NVTiite House meetings during 
the height of the Cuban missile cri- 

_sis. But here they share the same 
hopeless status of other artifacts 
adrift in an ocean of classified gov­
ernment records.

Clinton administration officials 
say they are studying ways to 
streamline the classification system

1 to save money and increase public 
1 access to information. But they have 
i provided no indication of how they 

plan to accomplish this.
Meanwhile, under guidelines is­

sued by President Reagan to protect 
secrets from Cold War enemies, 
thousands of decisions are made 
each day to classify records. One tril­
lion classified documents are already 
held in government vaults and ware-

•! houses.

The Kennedy tapes are in line at 
] the national council with a backlog of 

2,200 cases. Tilley said that his office 
has a staff of eight, having lost a po- 

'■ sition to recent personnel cuts, and 
will require time to come up with an 
■efficient way to asses the tapes. 
» “Obviously there is great public 
"interest in it," Tilley said of the 
'tapes. But, he added, “Doing tapes is 
-a very, very' difficult process simply 
^because of the medium it’s on. You 
lhave to have to have specialized 
.'equipment. You have to have people 
.listening to it. You have to make de- 
^cisions.”
; A Kennedy Library spokesman, 
•Frank Rigg, said that the library has 
•not been given a timetable for re- 
•view of the tapes. He said he be- 
dieved the NSC would rule on the 
’tapes in a matter of months rather 
‘than years.
■ “We want very much for these 
1 tapes to be released,” he said yester- 
Iday. “A month has gone by and we 
Jhave been waiting for some lend of 
;response from the National Security 
^Council.” But, he added: “Under 
'their current circumstances it does 
•not seem that a month is too long.” 
’► Coincidentally, under a provision 
• of the Reagan executive oruer on 
rclassification, the Kennedy tapes

SOU process, saiu izuuaiu evuvwc,
director of the Carter Library in At- W current regulations, 
lanta. “The problem is that you have in an interview last week, a : 
so much information that is classified jor admimstraton official said th; 
in the system because of all the, par- review of classification policy is 
don my French, crap that had S'.nie jer way an(j that Clinton had 
reason or another to be classified ' strueted the NSC and other agen

Schewe and others favor chang adopt higher standards in class 
ing the system to permit opening en- ;ng new documenta, 
tire areas of information, excluding g^t asked if he could be rr 
specific topics still relevant for na- specific about the instructions, 
tional security. A similiar procedure official said: “No, it’s classified.” 
existed under the Nixon, Ford, and___________________________
Carter presidencies. Qiobe staff writer Mary Curtius <

Critics say there is a material in- inbuted to this report



t

I

SURROUNDS THE ROLE OF TRANSCRIBER OF KENNEDY'S SECRET WHITE HOUSE

Page: 14A

secretly recorded by the president.

F.

unique

Mr.

whom

performed chores for Robert Kennedy and 
Edward M. Kennedy, his contact with the

*

according to several 
from a

"I always
weren't able 
archivist at
official history of the tapes. Mr. Moss called questions about Mr. Dalton a 
"significant gap."

the collection, widely regarded 
presidency, is complete or edited.

During the winter that followed the death of John F. Kennedy, a 
1 aide was summoned to the Executive Office Building

Mr. Dalton's role has mystified archivists who have tried to reconstruct 
the handling of the tapes during the 12 years that they were private 
property of the Kennedy family. Particularly, scholars have asked whether 
the collection, widely regarded as a unique record of the Kennedy

As Mr. Dalton left the Navy, 
found work in the household of Sen. 
tapes raised more unanswered questions:

For whom and why did he prepare transcripts in the 1960s? Did he have 
authority to screen or alter tapes? And why and for whom did he continue in 
the 1970s, according to several accounts, to remove private Kennedy 
records, including tapes, from a family vault in the National Archives 
warehouse in Waltham, Mass.?

The job put George Dalton in elite company. Only a handful of people 
even knew that the tapes existed: JFK's personal secretary, Evelyn Lincoln; 
his brother, Robert F. Kennedy; the two Secret Service technicians who 
installed and ran the system.

MYSTERY
TAPES
BALTIMORE MORNING SUN (BS) - Sunday, April 4, 1993 
By: Philip Bennett Boston Globe
Edition: Final Section: News (National and Foreign)
Word Count: 1,015

TEXT:
BOSTON - r 
young naval aide was summoned to the Executive Office Building in 
Washington and instructed to begin transcribing reels of White House tpes

But over the next decade, by many accounts, no single person would have 
greater access to the tapes — those eventually donated to the Kennedy 
Library in 1975 and several the library said wee left out of the donation 
— than Mr. Dalton.

No one in a position to fill the gap seems eager to do so today. 
Approached at his home on a Florida golf course, Mr. Dalton, said to have 
become a prosperous gas station owner after leaving the Kennedys' employ, 
refused to discuss his work on the tapes.

felt that the story of the tapes was incomplete because we 
to interview Dalton," said Wiliam W. Moss, the former chief 
the Kennedy Library in Boston, who wrote the library's
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Dalton did not work on the tapes at the direction of Senator Kennedy."

Donovan also said: "Senator Kennedy has no specific knowledge about

House recordings have been the subject of renewed

with of the most dramatic moments and important

U.S.

now

missile 
record

in
decisions i

month 
even

Mr. 1 
the tapes."

and U.S. involvement 
how Kennedy made

The Kennedy White I' “
interest as scholars, former Kennedy aides and family members have recently 
advocated declassifying more than 200 hours of tapes that remain closed to 
researchers and the public.

In a letter to the 
information to contribute 
historical significance of 
during the Kennedy Administration."

Kennedy Library officials, saying they support releasing remaining 
tapes, sent part of the collection this month to the National Security 
Council for classification review. Included in the shipment were 
transcripts prepared by Mr. Dalton.

Mr.
existence
said Mr.
other private Kennedy material at the federal archives records center in 
Waltham. Former library officials say Mr. Dalton had the combination to the 
lock on a file cabinet containing the tapes. No other library staffers at 
the time knew the combination.

When library officials took custody of the tapes in 1975, they 
discovered that some were carelessly wound backward on their reels, 
officials now say, and at least nine numbered tape boxes were empty. At 
least four of these missing audio tapes correspond to rough transcripts 
made by Mr. Dalton.

"That at least some items were removed cannot be doubted," concluded a 

chief of staff, Paul Donovan, confirmed that Mr. 
the senator's household staff in the early 1970s but added.

The tapes deal with many <
foreign policy decisions of the Kennedy presidency, such as the Cuban 

crisis and U.S. involvement in T" ' - - -
of

contribute to a fuller picture of his personality.

Dalton was a familiar figure to library staffers at the time the 
of the tape collection was made public in 1973. Three sources 
Dalton regularly removed items from a vault containng tapes and

Last month the library refused a request to see any of Mr. Dalton's 
material, even that pertaining to nonclassified information. A spokesman 
said that Mr. Dalton's work, officially called the "primitive transcripts" 
because it is alleged to be rife with inaccuracies, has yet to be organized 
by the library.

i Vietnam. Scholars say an audio 
under enormous pressure would

Boston Globe, Mr. Dalton wrote: "I have no 
to your interest in the history, content, or 

any tape recordings which may have been made

"Dalton would appear every now and then and take stuff from there," 
recalled Dan Fenn, the former director of the library. "He was very 
secretive about it. He didn't tell us what he was doing there, what family 
stuff he was taking or why. He would just sort of appear."

Senator Kennedy's
Dalton joined 
"Mr. I
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Bouck that Mr. Dalton performed the

Ms. Lincoln would not speak about Mr. Dalton in an interview.

you'll have to talk to the Kennedy

Copyright The Baltimore Sun 1993

anybody who listened to the tapes 
speaking of the two or three years

"The person who did the transcribing, 
family about that," she said.

don't know of
Bouck said,

"Outside of Dalton 
during that period," 
after the assassination.

in an interview

I
Mr.

life < 
made public.

Mr. Bouck confirmed 
transcriptions.

President Kennedy's private taping system 
Office ;
taken by Mr. Kennedy's private secretary,
Executive Office r ””
the Secret 
machines.

library history of the material. The library has not ivestigated whether 
the tapes contain erasures, but officials wrote that a preliminary survey 
did not reveal tampering.

If the tapes were altered before their donation, it would not have 
violated any law. Under terms of the deed of materials to the library, the 
Kennedy family has broad authority to remove items concerning JFK's private 
life or any material the family deemed as not intended by JFK to have been

was removed from the Oval 
an the Cabinet Room on the day he was assassinated. The tapes were

Ms. Lincoln, to an office in the 
Building. Ms. Lincoln said she later asked Robert Bouck, 

Service agent who had run the system, to provide transcription
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and for whom the transcript was in­
tended, when only a handful of peo­
ple at that time even knew the tapes 
existed.

As a Navy aide, Mr. Dalton had 
performed some minor services for 
President Kennedy. He continued to 
work for the family — especially 
Sen. Edward M. Kennedy — through 
the 1970s.

Mr. Damore, among other writers 
who have done research into the 
Kennedy family, believes Mr. Dalton 
received the tapes because the fam­
ily was confident that he would de­
lete and hold confidential anything 
he learned that would embarrass the 
president’s family.

“Everybody who works for the 
Kennedys, their entire entourage, is 
required to cover up for them,” says 
Mr. Damore, who wrote a critical 
book on Sen. Kennedy’s behavior at 
Chappaquiddick. “They have to sub­
scribe to the mythology.”

Mr. Dalton could not be reached at 
his Palm Beach Gardens, Fla., home 
yesterday. In a brief interview with 
the Boston Globe, he declined to dis­
cuss his work on the tapes.

Mr. Moss, the Kennedy archivist, 
declines to speculate why Mr. Dalton 
was chosen. “That is a conclusion in 
which I would have to read into the 
minds of the Kennedy family. ... I 
can say this man was no historian or 
scholar. I would like to have seen 
someone more specifically trained 
for the job given the tapes.”

For more than a decade after the 
assassination, the tapes were kept in 
a private file cabinet at the pres­
idential library. Mr. Dalton had the 
combination to the cabinet’s lock and 

From page Al

Library in Boston.
Historians and presidential schol­

ars can only guess whether the doz­
ens of tapes now in the Kennedy 
presidential library have been ed­
ited, perhaps to spare his family em­
barrassment.

Indeed, the library’s official his­
tory of the tapes says: “We cannot 
know if the present inventory 
matches the body of material as it 
existed on November 22, 1963. ... 
That at least some items were re­
moved cannot be doubted. The very 
first dictabelt [of telephone conver­
sations] is absent."

Says Mr Damore, who' is writing 
a book on the Georgetown murder of 
Mary Pinchot Meyer, a reputed mis­
tress of President Kennedy’s: 
"There is a hell of a tale there. JFK 
did as much taping as Nixon ever 
did. I’d love to hear his conversations 
with Marilyn Monroe.”

The man most likely to know 
about those recorded conversations, 
scholars say, is Mr. Dalton, who after 
leaving the Navy owned two gas sta­
tions in the District and is now the 
owner of a convenience store in 
South Florida. He won’t talk.

Why the tapes were given to Mr. 
Dalton is something of a puzzle, too. 
His handling of them revealed him 
to be neither historian nor scholar — 
or even someone who meticulously 
cared for the tapes, which historians 
consider an invaluable resource.

Scholars are curious why Mr. Dal­
ton was asked to transcribe the tapes 

would frequently take material from 
the file, library staffers say. No one 
employed at the library had access 
to the material at that time.

By the time the library staff took 
possession of the tapes in August 
1975, the tapes had been examined 
extensively but not necessarily 
treated with the care professional 
historians would have liked, say ar­
chivists.

The material on the tapes is “epi­
sodic” — recording some meetings 
held by President Kennedy but not 
all encounters involving the presi­
dent, Mr. Moss says.

When the archivists received the 
tapes, each reel was numbered. Ac­
cording to the official list of tapes, 
four of the numbered reels were 
never received by the archivists.

“The tapes were manually acti­
vated,” Mr. Moss says, noting that on 
one tape President Kennedy can be 
heard telling someone, “press that 
button," and the recording stops.

“The tapes are selective, entirely 
whimsical, at [President Kennedy’s] 
discretion as far as I know.”

Archivists estimate that as much 
as 75 percent of the material they 
took possession of “requires na­
tional security protection” and that 
“probably less than 1 percent of the 
material is going to require protec­
tion on grounds of personal privacy.”

Mr. Moss says of the tapes: “Ken­
nedy’s were not as complete as Nix­
on’s.”

Asked if he was certain Mr. Dalton 
turned over all the tapes — or if Mr. 
Dalton ever had the entire set, Mr. 
Moss says: “I simply can’t answer 
that. I don’t know.”



INFORMATION

MEMORANDUM FOR WILLIAM H. ITOH

FROM: ALAN J. KRECZKO

SUBJECT: Armstrong v. EOP

Specifically, the Court of Appeals:

1.

2.

3 .

The Court
We

The Court of Appeals reversed the District Court's 
determination that it could not review guidance on what 
constitute presidential records, and said that the 
definition of federal (or "agency") records trumps that of

Remanded to the District Court to determine whether NSC and 
OSTP guidelines inaccurately classify some documents as
presidential rather than federal records.

NATIONAL SECURITY COUNCIL
WASHINGTON. D.C. 20506

August 16, 1993

33AUGI6 P8: JO

Affirmed the District Court's decision that the EOP and NSC 
electronic records management guidance violate the Federal
Records Act, for two principle reasons:

NSC and EOP staff recordkeeping practices are not supervised 
or audited by knowledgeable records management personnel.

Reversed the District Court's contempt finding.

The Court of Appeals found we could not be in contempt for 
failure to issue new, corrective guidance since the District 
Court had not ordered the preparation of new guidance.

The Court of Appeals asked the District Court to consider 
whether failure to preserve back-up tapes by itself 
justifies a finding of contempt in light of NARA's current 
efforts to preserve the tapes.

20903

Guidance required that E-mail containing record material be 
printed out. However, such print-outs did not capture all 
material in the computer, such as the names of all senders 
and recipients.

The Court of Appeals for the D.C. Circuit ruled Friday against 
the EOP (including the NSC) on most the substantive records- 
keeping issues under litigation in Armstrong v. EOP. 
of Appeals did however vacate Judge Richey's contempt order, 
have 45 days to decide whether to seek a rehearing. We are 
consulting with Justice on the implications of the decision and 
next steps.
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We are meeting with Justice this week to review the opinion and
discuss next steps.

cc:

The second part of the order is helpful, insofar as it lifts the 
contempt finding against us.

John Podesta 
Anthony Lake

If we do not 
our

presidential records. In passing the court noted that the 
NSC appears to have conceded over years of FOIA litigation 
that it is an agency subject to FOIA.

While the decision does not eliminate the possibility of 
settlement, which we will pursue, it certainly puts us in a 
weaker position.

Subject to the significant caveat that the Court of Appeals order 
is subject to interpretation by Judge Richey, the first finding 
should not be problematic for the NSC. The finding was based on 
the old guidance and practice of the NSC. We now require that 
all material about "who sent a message, who received it, and when 
that person received it" be captured if E-mail is printed out. 
Moreover, we are moving to an electronic filing system which will 
capture all created material. We also have in the works new 
guidance, coordinated with NARA, on monitoring E-mail records 
practices.

The third part of the order is most problematic for us, as it 
invites the courts into the difficult area of what part of the 
NSC's work is presidential and what part is federal. The court 
left open (slightly) the possibility that we are entirely 
presidential. This is an argument we will want to evaluate, but 
which has not previously been advanced by the NSC.
advance it, we will have to think through very carefully 
distinction between federal and presidential records.
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TO:

FROM: NEAL WOLIN

For your information.
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July 29, 1993

ACTION

THROUGH:

FROM:

SUBJECT: Settlement Discussions in Armstrong v EOP

Our office, together with Department of Justice (DOJI attnrnpvq

defendants in the case (NSC, OA, OSTP, NARA, etc.), DOJ has
3 settie"ient offer that is being discussed within the

recordkeeping

and presidential records generated by e-mail would have to be

ATTORNEY-CLIENT
WORK PRODUCT

The view of all
Kreczko and John

NATIONAL SECURITY COUNCIL 
WASHINGTON, D.C. 20506

trans-
, etc.).

MEMORANDUM FOR WILLIAM H. ITOH

ALAN KRECZKO^

NEAL WOLIN^^U

White House and between the White House and E 
involved, based on conversations between Alan

to be an unfavorable Court of Appeals ruling has not yet been ' 
issued, is that now is a relatively propitious time for us to be 
attempting to settle this case.

The draft settlement being discussed internally would make 
concessions to the plaintiffs in the area of our recordkeeping 
responsibilities in exchange for concessions by the plaintiffs in 
the extremely burdensome Freedom of Information Act (FOIA) 
aspects of the case. Absent a settlement, we face the real 
prospect of the courts ordering the National Archives to return 
Bush and Reagan Administration NSC backup tapes to us for 
processing under FOIA. Through settlement we might be able to 
narrow this extremely burdensome task.

DOJ.

likely 
not yet been

accessible and searchable format (such as in ASCII filesand 
e - ma 1 1 tPYt « unn Id -I ______ -• _ □ a • . , - ' ' allu
mission data (i.e..

We seek your concurrence in this basic approach and two basic 
elements of it: commitments to (1) electronic recordkeeping for 
e-mail and (2) periodic monitoring of electronic mail record 
status designations.

Electronic.recordkeepi ng. The draft settlement contemplates a 
commitment by all defendant EOP agencies to moving to an 
electronic recordkeeping system for e-mail. This is our main 
carrot in the proposed settlement. Under the settlement, federal 
and presidential records generated by e-mail would have to be 
segregated on-line, federal records generated by e-mail would 
have to be stored electronically either on-line or in a readily

e-mail texts would have to be associated with relevant tl 
^=4-- ~ z time of message creation, addressees^
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John

Arrington

to monitor staff e-mail. 1
does John Podesta nor DOJ). 
monitoring before it began, 
periodic basis. Moreover,
systems are to be used for official business only.
Concurrences by: N^fe^/tylenan, Davi

(In addition, the draft settlement proposes interim measures to 
be taken by the NSC and other EOP agencies. As drafted, the 
interim measures proposed for the NSC would require us in the 
short term to institute procedures for the electronic filing, 
storage and retrieval of all federal and Presidential records ' 
generated by the NSC's e-mail system. The Systems & Technical 
Planning and Information Management staffs inform us that this 
can be done with little modification to the current system 
(approximately one week's work) and at relatively small cost 
(approximately $10,000). This would be an important element of a 
settlement offer because it would be one of the few concrete 
steps we would propose taking in the short term.)

Periodic monitoring of electronic mail. The draft settlement 
also proposes that the NSC (and other EOP agencies) commit to 
periodically monitoring a sample of all electronic mail messages 
created by NSC staff, for the purpose of identifying any problems 
in interpreting official guidance on distinguishing between 
record and nonrecord materials and between federal and 
presidential records. Although NSC Information Management staff 
would presumably be responsible for any monitoring, details as to 
how it would be done, and how often, would have to be worked out.

It is important to point out that whether we include monitoring 
as part of our settlement offer. Judge Richey has already 
required the NSC and other defendant agencies to undertake some 
sort of periodic review of staff decisions about the record 
status of e-mail messages. Although he has not specifically 
ordered monitoring as such, he may do so in the future.

We understand that some in OA have privacy concerns about a plan 
to monitor staff e-mail. We do not share these concerns (neither 

NSC staff would be notified of any
Monitoring would be on a limited and 

the NSC's electronic communications 
•usiness only.
terinaton

The only escape clause to these requirements contained in the 
proposed settlement is the absence of sufficient funding with 
which to implement such commitments. We understand from the NSC 
Systems and Technical Planning staff that sufficient computer 
funds are already budgeted for the NSC. The draft settlement, 
therefore, would commit the NSC to an electronic recordkeeping 
system for its e-mail records even if we later decided that a 
paper system better suited our needs (though we would not be 
precluded from maintaining electronic and paper systems). John 
Podesta has focused explicitly on this issue and is willing to 
give this kind of commitment.
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RECOMMENDATION

approximately $10,000 for the interim measures, (2) the 
commitment to file and store electronically all NSC federal

Approve Disapprove 

and
to implement apresidential e-mail records and (3) the commitment 

system of periodic monitoring of NSC staff e-mail.

That you approve the Legal Adviser's office going forward with 
settlement discussions in the Armstrong case as generally 
outlined above, including specifically (1) the expenditure of



20836

MEMORANDUM FOR JOHN PODESTA

FROM: ALAN KRECZKO/NEA'

SUBJECT: NSC Settlement IssuesArmstrong v. EOP

Proposed Interim Solution

DETERMINED TO BE AN ADMINISTRATIVE

MARKING INITIALS:. DATE:

This memorandum is to inform you about various issues concerning 
the settlement of the Armstrong case and NSC's electronic mail 
that arose during yesterday's meeting.

The one matter that would be difficult to offer (and is not in 
the proposed settlement and Scott Armstrong at least claims he is 
not seeking) is the automatic creation, retention and association 
of "read receipts" with each e-mail message determined at the 
time of its creation to be record material. Although the NSC 
electronic communications software could be modified to 
automatically create such "read receipts" with relative ease (and 
approximately $10,000 cost), the association of such receipts 
with their original messages would be technically much more 
challenging. Moreover, NSC computer staff suggest that such a 
modification would substantially slow the already slow NSC e-mail

The NSC computer systems and Information Management staffs inform 
us that the proposed interim measure contained in paragraph 4(b) 
of the draft settlement document (e.g. "... 'on-line' 
segregation of all federal and presidential records generated by 
use of the All-in-One communications system, to be maintained in 
separate electronic files set up on as consistent a basis as 
feasible with the existing indexing scheme . . ..") can be done
in a short period of time, perhaps as little as a week, and at 
relatively small cost.

As we mentioned yesterday, the NSC already has on-line all
Clinton Administration e-mail messages designated by NSC staff as 
record material at the time they were created. The database 
constituting these messages can be searched by keywords. NSC 
Information Management staff could segregate presidential and 
federal record e-mail messages into electronic folders without 
any modifications of the current system. NSC computer staff 
estimate that it would take approximately a week and between 
$5,000 and $10,000 to modify the system so that these segregated 
records could be stored on disks in ASCII format (which also is 
searchable). When stored in ASCII format, however, the e-mail 
messages will not retain all of their original formatting (i.e., 
underlining and bolding will not appear).

A6 LIN

ATTORNEY-CLIENT WORK PRODUCT
PRIVILEGED AND ■CONFIDENTIAL

NATIONAL SECURITY COUNCIL
WASHINGTON. D.C. 20506

July 29, 1993

33JIL30 p|:22
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The NSC's Longer Term Computer Plans

Monitoring

co:

system as well as produce a tremendous burden on Information 
Management staff charged with segregating them between federal 
and presidential records.

Steve Neuwirth
Nancy Menan
David Herrington

As you requested, attached is draft e-mail guidance developed by 
NSC Information Management staff that contains a brief discussion 
of monitoring record status designations. The guidance is being 
held in abeyance pending settlement discussions.

Attachment
Tab I Draft E-Mail Guidance for NSC Staff

As we mentioned, the NSC currently has contractors studying our 
hardware and software needs with a view toward recommending 
options for the next generation of NSC computer systems. The 
current plan is that within the next two months the contractors 
will report on what they think the NSC's computer needs are, the 
NSC computer staff and the contractors will discuss how best to 
fulfill those needs and the NSC will make decisions. NSC 
computer staff plan to begin implementing those decisions within 
six months and hope to finish within a year. The NSC already has 
funding for this project. The NSC computer people have been, and 
will continue to be, in touch with their counterparts in OA and 
elsewhere in the EOP on their plans for NSC's computers.

As part of the long-term computer arrangements, the NSC computer 
staff plan for the NSC to stop using our current electronic 
communications system, All-in-One, and move to some other off- 
the-shelf e-mail system. We have made the computer people aware 
of the possibility of an EOP-wide task force being created, in 
connection with the settlement of the Armstrong case. They 
believe that any e-mail system chosen will satisfy the basic 
elements identified as part of the long-term technical 
specifications in the proposed settlement.



TAB I
Divider Title: 

This is not a presidential record. This is used as an administrative 
marker by the William J. Clinton Presidential Library Staff.

This marker identifies the place of a tabbed divider. Given our 
digitization capabilities, we are sometimes unable to adequately 

scan such dividers. The title from the original document is 
indicated below.

Clinton Presidential Records 
Digital Records Marker



DRAFT

June 9, 1993

action

WILLIAM H. ITOH

SUBJECT: Electronic Conununications Systems (Electronic
Mail)

All National Security Council employees
rocnnn o -i ki 1 -J 4- 4   _

maintain.
unexr activities pursuant to the Federal Records Act
Chapters 29 31, and 33) and the Presldentla? Records Act 

for'?iifn^^n?K2201'u?07)- This memorandum provides gu 
on efec^oi^’ “?i}??hions as they applyPto record
on electronic communications systems.

of the

or WHCA.

federal records,

and II) that provide detailedaguidancetin°distinguishingaamonQS 1 

these categories of documentary materials. The followina 9
'o^rpe^onare?™^!11^:^^^^: ?St at

The chart at

MEMORANDUM FOR NSC STAFF

FROM:

and
Within the

have ongoing 
andpreserve records of

U.S c Presidential Records'Act (44 

guidance
created

responsibilities to create, 
their activities ----------- • •

smCCasClC?™-3 has,de(ined electronic communications

comparable systems wit^similCTiaT^capabiliUe^^thi

applies 1?o tCniti°"1 (ana thB 5uidance in this memorandum? “ 

the 6-mall and calendar functions of the VAX All-in

as —d“ s;
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incorporating them

maCSC? SI fnt^SoSS

disnosi1-1 nn m -7-----------Z Fxopejr maintenance andRec^SmCSwHsSoS^ PerfOr,"ed by the 3ta«
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th6 daYjLtojLday.activities ot the

Nonrecord or Personal Materials

Monitoring Record Status Designations

__--^Pgointments^
Routine ofiice procedures, such as requests for supplies^ 
Telephone messages (unless the message contains substantive

Staff work and leave schedules (which are officially 
documented elsewhere)

Reminders about meetings and appointments

Information rises to the level of a record when it provides 
unique substantive documention of official NSC activities and 
responsibilities. Some documentary materials do not need to be 
filed and preserved because of their transient nature, or because 
they are duplicated in official files, or because they are 
exclusively personal in nature. Examples of electronic mail 
documents that are nonrecord or personal materials are those 
related to the following:

information)
Preliminary drafts of official, logged records (unless the 

draft reflects policy development)
Exclusively personal matters, such as private political or 

professional activities

No copies of electronic maildocuments_J^ither_electronicor 
paper) may be removed from the NSC unless they are determ^n^i__t<^ 
be exclusively personal materials. If a departing staff member 
wisji^s^to^etair^s^icl^^ocumentT^^^n^^^^S^^^^^Z^^^SZ^E^EEZ^*
Management and Disclosure c
authorizing their removal.

To assist the NSC staff in making proper record status 
determinations, the staff of Records Management will periodically 
examine a sample of all electronic mail messages, including those 
designated as nonrecords. The purpose of the examination is to 
identify any problems in interpreting the official guidance for 
distinguishing between record and nonrecord materials. The first 
of these sample inspections will take place within the next 
month. The staff of Records Management will report their 
findings to me and recommend any needed changes in current 
guidance or procedures.

_________ information
ore

Federal or Presidential Records. NSC federal records are those 
that relate to certain statutorily mandated functions of the NSC, 
which include managing the interagency process as described in 
PDD 2 and oyerseeinq intelligence activities, as well as those 
related to lawsuits or investigations involving the and 

7  T. Electronic
mail documents that contain unique, substantive information about 
these activities are federal records. Presidential records 
consist of materials that are created or received by or for the 
President, the APNSA, the DAPNSA, the White House office, or any 
NSC employee in advising or assisting the President, and that are 
not federal records.

Tab III provides the statutory definitions and examples of 
federal and Presidential records within the NSd, r
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PRESERVING ELECTRONIC MAIL MESSAGES

regarding the sender, addressee(s), transmission, and receipt of 
a document. Whenever vou desianate a a 

Calendars created on the NSC's e-mail systems (except those of 
ttie_APNSA, DAPNSA, bcar£ 3ecre£arv, Execiitivp

To facilitate the preservation of e-mail messages that are 
records, you are asked to indicate whether a message is Record 
(R) or Nonrecord (N) each time you create thA message. You 
should make that determination by following the guidelines in 
this memorandum and in the memoranda at Tabs I and II for 
identifying federal records, Presidential records, nonrecord 
™aterials, and personal materials (a personal message should be 
labeled nonrecord (N)). when in doubt, designate a message as a

Additionally, if you request "read receipts" for a message 
designated as a record, you must print them out. You should 

read receiPts whenever it is important to confirm that 
the addressee(s) has read a message by a certain time. The 
printed read receipts also must be associated by paper clip, 
staple, or other means with a printed copy of the originating 
e-mail message. The originating message and attached read 
receipts should be forwarded to Records Management for 
incorporation into the appropriate records system.

PRESERVING CALENDARS

All electronic mail messages contain certain "transmission data" 
regarding the sender, addressee(s), transmission, and receipt of 
a document. Whenever you designate a message as a record, it is 
necessary to capture and preserve all available transmission data 
and associate it with the appropriate message. All e-mail 
messages routed to Records Management as records will be printed 
with the following transmission data included: the full name of 
the sender and all recipients and the date and time of 
transmission.

If you designate a message as a record, a copy will automatically 
be routed to Records Management for printing, segregating federal 
from Presidential records, indexing, and incorporation into the 
appropriate records system. All messages will be purged from the 
All-m-One system after one month, .with the exception of extra 
copies placed in your "personal folder" because"they need to be

Transmission Data

.Deputy Executive Secretary) are eithp.r npr.gnnai mAtP'ri^i'c nr 
temporary federal records. In either case, they do not need to 
be printed and filed, and they should be deleted from your e-mail 
environment when no longer needed. In no case should the e-mail 
calendar function be used to record substantive unique 
information about the official activities of the NSC.

Calendars are personal materials when they are shared only with a 
secretary. They are temporary federal records when they are 
shared more widely with other members of the NSC staff. In 
accordance with the provisions of General Records Schedule 23, 
Item 5a, the e-mail calendars that are temporary federal records 
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* * *

1993 memo

i

Tab I
Tab II
Tab III

Attachments
Memorandum on Federal Records
Memorandum on Presidential Records 
Chart on NSC Records Systems

should be deleted when no longer needed. The electronic 
calendars of the APNSA, the DAPNSA, and the Staff Secretary, 
which are created on PROFS, must be printed out and preserved as 
Presidential records. The electronic calendars of the Executive 
Secretary and the Deputy Executive Secretary (also created on 
PROFS) will be retained in accordance with a schedule approved by 
the National Archives.

This memorandum supersedes all previous guidance on electronic 
mail issued prior to January 6, 1993, as well as the instructions. 
on_2Electronic Federal Records" on page 6 of the May 8^ 
on "Federal Records" I cannot emphasize too strongly
the importance of staff compliance with this guidance in order to 
ensure that the NSC fulfills its legal obligations regarding the 
creation and preservation of federal and Presidential records. 
If you have any questions about this guidance, please contact the 
Records Management Staff (7356) or the Office of the Legal 
Adviser (6538).
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Armstrong v. Executive Office of the PresidentRe:

Dear Steve:

Very truly yours,

Enclosures

DETERMINED TO BE AN ADMINISTRATIVE

MARKING INITIALS: PB
DATE:

ATTORNEY CLIENT COMMUNICATION 
PRIVILEGED AND-eONFIDENTIL

After you and John Podesta have had an opportunity to review 
this material, I suggest we have an early meeting to discuss it. 
At that time, we should also put on the agenda the related 
subjects of my letter to you of June 9, 1993 and Robert Kopp's 
July 19 note to John Rogovin, a copy of which was forwarded to 
you by John. In particular, we have concerns that work which was 
in progress toward developing interim guidance for the existing 
e-mail systems used by NSC and other EOP agency components has 
been effectively suspended pending our discussions about what to 
offer in settlement.

DAVID J. ANDERSON
Director

Federal Programs Branch
Civil Division

U.S. Department of Justice

Civil Division

I am enclosing copies of a new and more comprehensive draft 
of a settlement proposal in Armstrong. The draft includes 
provisions in Part II for resolution of how materials on the 
preserved backup tapes will be processed pursuant both to the 
Federal Records Act as well as plaintiffs' outstanding FOIA 
claim. In addition to the proposed commitments on the part of 
the White House, you should also take careful note of the 
provisions relating to the Archives because they will impose 
additional obligations on White House agencies as well.

Stephen R. Neuwirth, Esq.
Associate Counsel to the President
Old Executive Office Building, Room 128
Washington, D.C. 20503
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Washington. D C. 20530Deputy Assistant Attorney General

July 21, 1993

TO:

John RogovinFROM:

ArmstrongRE:

Thank you.

Attachment

s
U.S. Department of Justice

Civil Division

I■1

I

David Anderson
Director
Federal Programs Branch
Civil Division

I

i
!

\ 
X 

X

Stephen Neuwirth
Associate White House Counsel

I am sure you both share Bob Kopp's 
sentiments (see attached) re the Armstrong 

matter.



U.S. Department of Justice

REK:FLipstein:jw

Wishington. D C 20530

July 19, 1993

MEMORANDUM:

TO:

FROM:

RE: Armstrong v. Executive Office of the President 
D.C. Circuit Nos. 93-5002. 93-5048, 93-5156

John Rogovin
Deputy Assistant Attorney General
Civil Division

As we have previously discussed, the Administration has made 
several commitments on the public record concerning its 
intentions with respect to issues in this litigation.
Specifically, it has, in public declarations and in open court, 
1) committed to instituting an electronic record-keeping system 
that will permit it to preserve more information in a format that 
permits electronic searching; 2) stated that it intends to have 
this new system in place within 6-8 months; 3) stated that it 
intends to issue additional recordkeeping guidelines with respect 
to electronic records; and 4) stated that the Archivist intends 
to continue preservation copying of all backup tapes from the 
Bush and Reagan administrations that were transferred to
Archives. These representations played a significant role in the 
court of appeals' stay of the district court's contempt order. As 
we discussed, it is critical that efforts to accomplish these 
goals be sustained and that the Division be kept apprised of the 
Administration's progress.

J

xT--

Robert E. Kopp
Director, Appellate Staff
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FRI 7/23/93 DRAFT

SCOTT ARMSTRONG, et al

Plaintiffs,

v.

P.A • 9

Defendants.

JOINT STIPULATION AND FINAL ORDER

WHEREAS this litigation raises questions about the record­

keeping obligations of defendants under the Federal Records Act and

plaintiffs .seek to compel changes in the recordkeeping practices of

and

WHEREAS the present Administration is in the process of

developing a technologically advanced computer system for use in

defendant EOP agencies, including the National Security Council

("NSC"), which will permit a significantly larger amount of

than has ever been preserved in the

past; and

WHEREAS, as part of its plans, the present Administration

)
)
)
)
)
)
)
)
)
)
)

the defendant Executive Office of the President ("EOP") agencies 

with respect to their electronic communications systems;

IN THE UNITED STATES DISTRICT COURT 
'FOR THE DISTRICT OF COLUMBIA

electronic material to be permanently stored and segregated, in 

retrievable electronic form,

Civil Action No.
89-0142 (CRR)

EXECUTIVE OFFICE OF THE PRESIDENT, 
et al. ,

intends to implement new technology which will automatically make 

it possible to associate transmittal information with particular e- 

mail messages; and

ATTORNEY WORK PRODUCT
ATTORNEY-CLIENTLCOMMUNICATION

PRIVILEGED AND CONFIDENTIAL
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WHEREAS, given the condition of the current technology in the

the development of an enhanced system that will properlyEOP,

achieve the goals of this Administration is a process that requires 

necessary funding, and the appropriate testing and implementation 

of an enhanced system; and

WHEREAS, not all EOP agencies have available to them or have

yet developed a technological means for segregating electronic

presidential records from other material and for connecting

information relating to sending, receipt and content of particular

e-mail information; and

the parties recognize,WHEREAS, that continuation of the

adjudication of the merits of the claims currently pending before 

THEREFORE,

the litigation:

I. Federal Record Management Procedures & Guidelines

Commitment to A New Electronic Recordkeeping SystemA.

Within [120?] days of the Court's approval of the Joint1.

Stipulation,

("Review"), of electronic systems management in the defendant EOP

agencies, for the purpose of implementing a electronicnew

Act, will involve substantial additional resources and expenses to 

both sides, and is therefore not in the public interest;

both the Court of Appeals and the District Court, including pending 

claims under the Federal Records Act and the Freedom of Information

without admission of liability on the part of 

defendants, the parties hereby stipulate and agree to the following 

terms and conditions in full satisfaction of all pending claims in 

a careful redesign of the current system, the acquisition of 

defendants shall conduct a comprehensive review



recordkeeping system for "e-mail” communications. Under that

be preserved in electronic form; will be made accessible to

government personnel for the conduct of ongoing official business;

and will be publicly accessible when required by applicable law.

A task force ("Task Force") consisting of members from [list

offices] to be appointed by [the Staff Secretary to the President]

will conduct the Review. Plaintiffs or their representatives may

make written submissions to the Task Force.

At the conclusion of the [120] day period for conducting2.

the Review, the Task Force will make a written report to the [Staff

Secretary to the President] on the feasibility of proceeding with

full implementation of one or more new electronic recordkeeping

systems for use in the Executive Office of the President (including

The Report will include recom-

including technical specifications as appropriate,

provide, to the extent feasible, that:

(a) federal and presidential records generated on the

electronic communications system(s) will be segregated both "on­

line" and in all other formats;

(b) the electronic communications system(s) will have the

capacity to store electronic messages constituting federal records

in a readily accessible form (e.q in an ASCII file);JL /

(c) electronic message "texts" will be associated with

- 3

DETERMINED TO BE AN ADMINISTRATIVE

MARKING INITL\LS:P6 DATE:

ATTORNEY WORK PRODUCT
ATTORNEY CLIENT COMMUNICATION
PRIVILEGED AND—CONFIDENTIAL .

the National Security Council).

system, "e-mail" communications constituting federal records will

mendations,
i

concerning acquisition of proper software and hardware which will
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appropriate transmission data;

(d) other dataany electronic

communications system(s) which may constitute federal records

 certain calendars,user directories, logs or indices of

data, log-on etc.) ,

The Task Force Report will also contain a recommendation

regarding a implementation of the new

electronic recordkeeping system as envisioned, which in all events

shall not exceed months from the date of filing of the

Report.

3.

plaintiffs.

Interim Measures: NSC Electronic RecordkeepingB.

Within 4.

records.1

These procedures will include, but not be limited to:

a.

4

staff using the present All-in-One 

electronic communications system which constitute federal

days of the Court’s approval of the Joint 

Stipulation, defendant NSC will institute procedures to provide for 

ongoing preservation, in electronic form, of the text of messages 

sent or received by NSC

message whether the message constitutes 

a "record" under the Federal Records Act or Presidential Records 

Act, with automatic routing of all "record" messages to NSC Records

NSC staff continuing to designate at the time of 

creation of an All-in-One

1 [need to include cc:Mail (WHSR)?]

ATTORNEY WORK PRODUCT
ATTORNEY CLIENT COMMUNICATION
PRIVILEGED AND CONFIDENTIAL

is preserved in an

timetable for final

residing on the

appropriate, accessible format.

will be made available toThe Task Force Report

and log-off times.
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Management Staff;

b. NSC Records Management Staff instituting procedures

for "on-line" segregation of all federal and presidential records

generated by use of the All-in-One communications system, to be

maintained in separate electronic files set up on as consistent a

basis as is feasible with the existing indexing scheme maintained

for paper records;

NSC initiating a formal disposition schedule for thec.

Records

Management Staff, through development of an SF-115 (Request for

Records Disposition Authority), under applicable NARA regulations.

Within 5. days [(U 4) + 30 days] of the Court's

approval of the Joint Stipulation, NSC will implement a periodic

All-in-One

NSC Records Management staff periodically examininga.

and as between federal and presidential records;

b. NSC Records Management staff providing a report to

the NSC Executive Secretary no later than , 1993,

containing

5 -

the purpose of identifying any problems in interpreting official 

guidance for distinguishing between record and nonrecord materials.

a sample of all electronic mail messages of NSC staff.

ATTORNEY WORK PRODUCT
ATTORNEY CLIENT COMMUNICATION
PRIVILEGED AND ■ OONFIDENTLAL-

including

those designated as presidential records as well as nonrecords, for

any needed changes

guidance or procedures in light of the periodic review conducted

in currentrecommendations on

All-in-One federal electronic records routed to NSC

review process of the records generated on the 

communications system, including but not limited to:



through that date;

NSC Records Management staff providing for "close-c.

includeout" procedures for departing employees.

examination of materials residing on the All-in-One communications

system in the same manner as examination is afforded materials

generated and/or maintained by departing employees in paper form;

In addition to preserving electronic messages in the6.

NSC will preserve "record" informationmanner set forth above.

generated by or on NSC’s present electronic communications systems.

pursuant to any applicable disposition schedule, consisting of:

"Read receipts" (also known as "acknowledgements ofa.

receipt"), when necessary for complete and accurate documentation

of agency activities;

any electronic calendars

staff members (beyond individual secretaries), excluding calendars
4

maintained by the Assistant to the President for National Security

Affairs (APNSA), the Deputy Assistant to the President for National

Security Affairs (DAPNSA), or the Staff Secretary [which constitute

presidential records];

to bec.

preserved in paper form in files maintained by the NSC Records

Management Staff, with instructions to computer operators and NSC 

staff to print out whenever modified, with the electronic versions 

subject to disposition under authority of GRS 23, item 9.

6 -

b.
■>

maintained by any NSC staff members which are shared with other

ATTORNEY WORK PRODUCT
ATTORNEY CLIENT COMMUNICATION
PRIVILEGED AND DENTIAIr-

On a monthly basis,

User directories and distribution lists,

which will



d.

authority of GRS 20, Electronic Records, item 1c.

7. Defendant will issueNSC

[same period as (1 4)] days of the Court's5/

8.

or in separate guidance to all NSC

9.

may

communications system.

B.

- 7 -

st^ff, defendant NSC will issue further guidance which defines the 

categories of materials created by NSC staff which are subject to 

the Presidential Records Act and the Federal Records Act.

ATTORNEY WORK PRODUCT
ATTORNEY CLIENT COMMUNICATION
PRIVILEGED AND eGNPPBENTTAL

approval of the Joint Stipulation, which will supersede all prior 

recordkeeping guidance on the subject of records generated on NSC's 

electronic communications systems, including but not limited to the

Interim Measures For Other EOP Agency Components

(i) OSTP

additional recordkeeping

instructions to NSC staff to implement the above-guidance in 4,

6] within 

guidance on electronic federal records contained in the Itoh/ 

Kreczko NSC memorandum entitled "Federal Records," dated May 8, 

1993 (at page 6).

Either as part of the above-referenced additional 

recordkeeping instructions.

User-set up functions of the All-in-One system, 

including changes in passwords, calendar authorizations, and log- 

in/log-out data, all of which may be updated or deleted under

Defendant NSC agrees that its obligations to preserve 

federal record material generated on the All-in—One system will 

remain applicable to any electronic communications system which

be utilized by NSC staff as a replacement for the current



Within 10. days of the Court's approval of the Joint

Stipulation, the Office of Science and Technology Policy ("OSTP"),

an agency component of the EOP, will institute procedures to enable

ongoing preservation, in electronic form, of the text of messages

sent or received by OSTP staff using the cc:mail electronic

communications system, which constitute federal records. These

procedures will include, but not be limited to:

OSTP staff designating at the time of creation of aa.

cc:Mail message whether the message constitutes a "record" under

the Federal Records Act or Presidential Records Act, with automatic

routing of all "record" messages to the OSTP Records Management

officer;

b. The OSTP Records Management Officer instituting

maintained for paper records;

OSTP initiating a formal disposition schedule for thec.

All-in-One federal electronic records routed to the OSTP Records

Management officer. under

applicable NARA regulations.

OSTP will issue additional recordkeeping guidance11.

covering the obligation to periodically review electronic mail 

messages created by OSTP staff on existing communications systems;

- 8 -

procedures to provide that "on-line" segregation of all federal and 
■»

presidential records generated by use of the cc:Mail communications

ATTORNEY WORK PRODUCT
ATTORNEY CLIENT COMMUNICATION
PRIVILEGED AND-6OMEIDENTPAIr—

through development of an SF-115

system, to be maintained in separate electronic files set up on as 

consistent a basis as is feasible with the existing indexing scheme



and to otherwise conform such additional guidance to the provisions 

of general guidance to be issued by the Office of Administration,

as set out below in 13.

12.

recordkeeping instructions, or in separate guidance to all OSTP 

staff, OSTP will issue further guidance which clearly defines the 

categories of materials created by OSTP staff which are subject to

the Presidential Records Act and the Federal Records Act.

(ii) OA

Within 13. days of the Court's approval of the Joint

Stipulation, defendant Office of Administration (OA) , which is

responsible for the

electronic communications system used by staff of various EOP

These instructions will include but

not be limited to providing for the following additional actions to

be taken by all users of the All-in-One system in components of the

EOP which do not solely advise and assist the President:

All-in-One messages (as well as any attachments toa.

will be

preserved in paper form in official files of each EOP agency

component, where the printed copy shows the full name of the

sender, full names of all receipients, and the date and time the

message was sent on both the sender's and recipient's copies;

b. "Read receipts" which are necessary for complete and

9 -
ATTORNEY WORK PRODUCT
ATTORNEY CLIENT COMMUNICATION
PRIVILEGED AND CONFIDENTIAL—

Either as part of the above-referenced additional

maintenance of the existing All-in-One

components, including the White House Office, will issue additional 
}

recordkeeping instructions.

messages), which are determined to be federal records,



accurate documentation of agency activities, will be preserved in

paper form in official files of each EOP agency component. and

associated with the corresponding out

message(s);

All-in-One calendars maintained by policy-levelc.

officials, as designated by the heads of each EOP agency component,

will be preserved in paper form on a monthly basis, and preserved

in official files of each EOP agency component;

User directories and distribution lists will bed.

preserved in paper form in official files maintained by the each

EOP agency component, with instructions to computer operators and

agency staff to print out whenever modified, with the electronic

versions subject to disposition under authority of GRS 23, item

9.

User-set up functions of the All-in-One system,

including changes in passwords, calendar authorizations, and log-

in/log-out data. all of which may be updated or deleted under

Provision for the identification of individualf.

messages which constitute federal records. by means of either

manual or automated "tagging" at time of creation, for the purpose

of enabling agency components to implement periodic review of the

All-in-One

communications system.

The parties further agree that any remaining information 

- 10 -
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text of the printed

record designations of messages created on the

e.

authority of GRS 20, Electronic Records, item 1c.



generated by or maintained on the All-in-One communication system 

maintained by EOP is either presidential or nonrecord material, not 

subject to the Court's orders.

For the purpose of implementing 13, defendant OA will14.

issue additional recordkeeping instructions for the use of all EOP 

agency components which create federal records (other than NSC) ,

within [same period as U 4] days of the Court's approval

Joint Stipulation, which will supersede all prior

recordkeeping guidance on the subject of records generated on the

All-in-One electronic communications system, including but not

limited to the guidance on electronic federal records contained in

the Watkins/Overton memorandum entitled "Federal Records," dated

May 5, 1993 (at pages 6-7).

Other EOP Components

15.

communications systems

identified herein, and which are presently in use, will be left to

the discretion of the agency heads of each EOP agency component

pursuant to the Federal Records Act. [either this or we have to

address USTR, Internet, OMB's suspended systems, etc.]

C. NARA

Within 16.

Administration ("NARA") will perform an audit of defendant NSC's

11 -

days of the Court's approval of the 

parties' Joint Stipulation, defendant National Archives and Records

(iii)

The recordkeeping practices of agency components of EOP

(other than NSC) with respect to federal records generated on 

electronic

of the

ATTORNEY WORK PRODUCT
ATTORNEY CLIENT COMMUNICATION
PRIVILEGED AND 'CuNFiJENtxAL —

not otherwise specifically



All-in-One electronic communications system, as well as the All-in-

One system maintained by defendant OA, under applicable NARA

NARA will prepare a

summary report of the findings of the audit, to be made publicly

available upon request.

II.

Preservation of Electronic Federal RecordsA.

NARA shall carry out the provisions of the Preservation17.

Plan ("Preservation Plan") approved by the Acting Archivist on

April 16, 1993 with respect to those materials transferred to its

custody in January 1993 as identified at Attachment A.

With respect to the materials identified at Attachment A,18.

NARA may exclude from processing any computer backup tape which

contains the following types of non-record systems information:

devices such as printers; "sort files" which hold data temporarily

during the execution of a program; which

contain information which allows systems managers to monitor the

usage and state of the system and to report operational problems.

19. Upon restoration of the backup tapes identified in

Attachment A in accordance with the provisions of Item No. 6 of the

Preservation Plan, NARA shall establish procedures setting forth 

the method by which it will make its initial determination as to

what may constitute Federal records on the tapes. These procedures

12 -

commercial operating and applications software; "spool files" which 

computer systems create to provide an orderly flow of data to

Preservation of Electronic Federal Records on Backup 
And Resolution of FOIA Claim
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regulations set out at 36 C.F.R. §§ 1220.50.

and "systems files"



shall include the application by NARA of the definition of a

In addition, NARAFederal record set forth in 44 U.S.C. § 3301.

may consult with the EOP agencies which originated the information.

Upon the completion of the segregation process, NARA20.

shall place information it has initially determined to be federal 

record information on separate computer tapes and transmit such 

tapes to the responsible originating agency within the Executive

Office of the President. Subject to 51 21, below, the agency head

of the responsible originating agency within the EOP shall make a 

information the tapesFederal Records on

constitutes Federal records subject to preservation. and which

record and non-record information shall be disposed of. NARA will

21.

special procedures shall apply with respect to making federal

record determinations concering materials contained on the NSC

backup tapes in the custody of NARA:

With respect to Reagan Administration NSC backup(a)

tapes identified on Attachment A, Categories (a) , (b) , and (c) ,

NSC backup tapes

identified on Attachment A, Categories (e) and (f),] both NARA and

NSC shall consider all information contained on these tapes to be

covered within the scope of the Federal Records Act, subject to

NSC's final determination with respect to the record or nonrecord

13
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Act as

then appraise the record material to determine its disposition. 
>
Defendants NARA and NSC stipulate that the following

to which

[OPTIONAL: as well as Bush Administration

final determination in accordance with the provisions of the



status of particular information pursuant to 20.

Duplicate copies of all information ultimately(b)

determined to be federal records will be forwarded to the Reagan

Presidential library. [necessary to spell out?]

(c) With respect to Bush Administration NSC backup tapes

identified on Attachment A, Categories (e) and (f), NARA and NSC

shall be obligated solely to identify and segregate federal record

material constituting:

(i) electronic mail created and transmitted prior

to May 13, 1992, the date on which NSC instituted procedures for

its staff identifying the "record" nature of e-mail at time of

creation; and

read receipts)

22.

material constitutes federal records will be made contemporaneously

with the processing of the FOIA claim, under the timetable

established in 28, below.

Presidential information on the tapes which remain at23.

NARA shall be disposed of in accordance with the direction of the

applicable former President.

[Upon transmitting to the responsible originating agency24.

within the EOP computer tapes containing information which NARA has

initially determined to be federal records, all tapes and materials

that remain in NARA'S custody may be disposed of as nonrecord

14 -
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(ii) transmittal information (i.e..

associated with all electronic mail contained on the backup tapes.

The parties agree that final determinations of what



information.]

The parties agree that the remaining backup tapes in the25.

current custody of defendants in this action other than NARA, which

have been preserved pursuant to the second temporary restraining

order of November 20, 1992 and subsequent court orders, will be

subject to disposition at the discretion of each responsible EOP

[applies to ONDCP PROFS tapes Nov 92 - present; Clintonagency.

Administration NSC/WHSSS/WHSR/WHCA, OA/OASIS, USTR, OSTP, OMB, NSpC

tapes] [alternative formulation: separate Attachment with selected

dates for subset of tapes to be preserved, and FRA determinations

made by agencies]

Alternative proposal for Bush & Clinton materials:

records would lead

remaining backup tapes only for categories of records identified;

NARA and EOP would hold on to backup tapes until determination of

possible permanent record status made.

Processing of FOIA ClaimB.

26. For the purpose of resolving the FOIA Count in this

action, the parties agree that defendants will shall conduct a FOIA

search for materials on selected backup tapes in the current

possesion of NARA. The exact parameters of the agreed-upon search

are as set out at Attachment B. [duplicates only]

In the sole discretion of defendants.27. either NARA,

- 15 -

information on selected tapes; any 'record' information identified 

as permanent
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** NARA and EOP agencies agree to conduct 'sample' of

to more extended search of



I

components of the EOP shall be tasked to perform the actual FOIA

search.

28 . Once a search has been completed for responsive

materials, and subject to 29, below, defendants shall make their 

best efforts to complete final determinations for declassification

Stipulation by the Court.

a quarterly basis, release materials and give plaintiffs notice of 

any final decisions to withhold particular materials pursuant to

the FOIA.

29. Defendants shall promptly forward recovered PROFS

materials in defendants' possession that need to be referred to

entities of the United States government outside the EOP for 

possible declassification and release; however, such materials will 

not be subject to the [ 4 year ] deadline for processing set out in

1 28.

30.

final decision to withhold a record

- 16

provide a Vaughn index to substantiate the basis for asserting 

that the material is not subject to release under the

Within one month of receiving materials released by 

defendants in redacted form, or upon receiving written notice of a 

in its entirety, plaintiffs 

will give notice to defendants identifying any redactions or 

withheld materials for which plaintiffs request that defendants 

and release of all PROFS materials recovered from the backup tapes 

within [ 4 years ] of the date of the approval of this Joint

During this period, defendants shall, on

ATTORNEY WORK PRODUCT
ATTORNEY CLIENT COMMUNICATION
PRIVILEGED AND COKPlDENTlAL"

defendant White House Communications Agency, or one or more 



FOIA.

Defendants agree to provide the Court every six months31.

[quarterly?] with a status report describing: the number of

materials which have been processed and released, in full or in

part; the number of materials involved in interagency coordination

or referral; the agencies to which referral has been made; and the

dates of referral.

The parties agree that on or before the date due under32 .

51 31 for defendants' second status report, the parties will enter

into good faith negotiations regarding a schedule for preparation

provided, however, that

the parties agree that defendants shall have a minimum of two

months after the second status report to finalize preparation of

any Vaughn index with respect to all redacted or withheld materials

Nothing in this agreement shall preclude the defendants33 .

from asserting any defense or exemption for withholding a document

permitted under the FOIA.

III. MISCELLANEOUS PROVISIONS

DefinitionsA.

"Defendants" include the Acting Archivist of the United34.

States (in an official capacity), the National Security Council,

Whitethe CommunicationsHouse Agency, the EOP

Administration, as well as remaining agency components of the

Executive Office of the President in existence at the time of the

- 17 -

•»
pursuant to 5] 28.
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of partial Vaughn indices, as necessary;

Office of



*

approval of this Joint Stipulation, excluding any components the

staff of which solely advise and assist the President. (OHB,

ONDCP, OSTP, USTR, CEQ}

"Electronic communications systems" as used herein means35.

electronic mail systems ("e-mail"),

computer systems with similar electronic mail capabilities, which

are used for communications solely among staff of the defendant EOP

agencies.2 The term does not include file transfer utilities

(software that transmits files between users but does not retain

any transmission data; or data systems that are used primarily to

collect and process data which have been organized into data files

or databases on either personal computers or mainframe computers.

Savings ClausesB.

36.

budgetary appropriations available to them throughout the duration

of this agreement. Nothing in this Joint Stipulation shall be

construed to bind defendants to implementing new

electronic communications systems, or taking interim measures with

respect to existing electronic communications systems. in the

absence of appropriate levels of funding for accomplishing the

terms of the Joint Stipulation. Moreover, nothing in this Joint

2 Meant to exclude Internet, etc.

- 18 -

Stipulation shall be construed to bind defendants in continuing to 

maintain any or all existing electronic communications systems 

one or more
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Defendants shall make their best efforts to implement the 
•»

provisions of this Joint Stipulation based on the fiscal and 

electronic conferences, and



which are presently utilized throughout the defendant EOP agencies.

Defendants shall at all times have complete discretion with respect 

to whether to create new electronic communications systems for use 

by staff within the EOP agencies.

Upon the Court's approval of the terms of the Joint37.

Stipulation, the terms of Parts I and III of the Joint Stipulation 

shall be binding upon the parties for a period not to exceed [ 3

years ].

Attorneys1 FeesC.

The parties agree that plaintiffs specifically retain38.

their claim to attorneys fees, and nothing in this stipulation

shall constitute a waiver or settlement of that claim.

[alternative: Plaintiffs specifically retain their claim to

attorneys fees, with the proviso that the parties agree that no

fees shall be claimed for work performed in connection with [subset

of. issues in suit: work related to PRA issues in lawsuit.

including in connection with Armstrong I appeal; discovery issues

govt won; NSC presidential/federal issue; etc.]

Dismissal of ClaimsD.

The Court's approval of this Joint Stipulation shall39.

constitute a full settlement of the claims pending in this action

before the Court of Appeals. Upon the Court' s approval of the

Joint Stipulation, the parties shall jointly notify the Court of

Appeals that the pending appeals (Nos. 93-5002, 93-5048, 93-5156),

withdrawn. Additionally, Jointare

19 -
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upon approval of the



Stipulation, this Court shall issue an order vacating the prior

Orders entered in this action of January 6, 1993, January 11, 1993 ,

and May 21, The parties further agree that defendants'1993.

pending motion for summary judgment (filed July 2, 1992) shall be 

withdrawn as moot.

[E. Jurisdiction]

The parties agree that the District Court for the[40.

District of Columbia shall retain jurisdiction of this cause for 

the purpose of enabling the parties to apply at any time for such 

furthers orders or directions as may be necessary or appropriate to 

enforce the provisions of this Joint Stipulation.]

[Plaintiffs' signatures]

N.W.

- 20
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ALAN B. MORRISON
DAVID C. VLADECK 
MICHAEL E. TANKERSLEY 
Public Citizen Litigation Group
2000 P Street,
Washington, D.C. 20008
(202) 833-3000 
Attorneys for Plaintiffs



other eopNARA, NSC, WHCA, OA, OSTP?

- 21

CHARLES R. RICHEY
UNITED STATES DISTRICT JUDGE

J. RAMSEY JOHNSON
United States Attorney
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STUART E. SCHIFFER
DAVID J. ANDERSON
ELIZABETH A. PUGH
JASON R. BARON
(D.C. Bar # 366663)

ANTHONY J. COPPOLINO
PETER D. COFFMAN
PAMELA A. MOREAU
Attorneys, Department of

Justice
Civil Division, Room 1040 
901 E Street, N.W.
Washington, D.C. 20530
(202) 514-4336
Attorneys for Defendants

•

day of 

[Defendants' signatures: 
components? White House?]

SO ORDERED, this , 1993



Copies to:

N.W.
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Kate Martin, Esq.
American Civil Liberties Union

Foundation
122 Maryland Ave., N.E. 
Washington, D.C. 20002
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Jason R. Baron
Anthony J. Coppolino
Peter D. Coffman
Pamela A. Moreau
Attorneys, Department of Justice
Civil Division
Room 1040
901 E Street, N.W.
Washington, D.C. 20530
(202) 514-4336

Michael E. Tankersley, Esq. 
David C. Viadeck, Esq.
Public Citizen Litigation Group
Suite 700
2000 P Street,
Washington, D.C. 20036
(202) 833-3000



ATTACHMENT A

The National Archives and Records Administration shall carry 

out the provisions of the Preservation Plan approved by the Acting

Archivist on April 16, 1993 with respect to the following materials

transferred to its custody in January 1993:

(a)

revised FOIA15, 1992

(b)

[subset of 65 tapes to be determined]

(c)

(d)

(e)

, 1992 [earliest date for a complete

23 -

[See Pls. 
request]

Letter of June 
[approx 165 tapes]

NSC-WHSSS Backup Tapes of NSC All-In-One electronic 
mail messages for the following dates:

NSC-WHSSS Backup Tapes of NSC All-In-One electronic 
mail messages from the Reagan Administration for 
the following dates:

ATTORNEY WORK PRODUCT
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» 
r-

(i) all dates in 1986;
(ii) February 15, 21, and 28, 1987
(iii) October 15, 1988
(iv) January 7 and 20, 1989
(v) ten additional tapes for which dates are

undetermined which contain PROFS data

NSC-WHCA Backup Tapes of NSC PROFS electronic mail 
messages from the Reagan Administration for the 
following dates:

(i) November , 1992 [earliest date for a complete 
set of tapes preserved under second TRO of 11/20/92]

OA Backup Tapes of PROFS electronic mail messages 
from the Reagan Administration for the following 
dates:

(i) January 7, 1989
(ii) January 20, 1989

NSC-WHCA Backup Tapes of NSC All-In-One electronic 
mail messages from the Reagan Administration 
[4 tapes] [include at all?]



OTHER POSSIBLE DATES:

(f)

(i)

OTHER POSSIBLE DATES:

(g)

, 1992 [earliest date for a complete

- 24 -

NSC-WHCA Backup Tapes of NSC PROFS electronic mail 
messages for the following dates:

OA Backup Tapes of OASIS/All-in-One electronic mail 
messages for the following dates:

r
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(ii) November 20, 1992 (date of second TRO)
(iii) December 10, 1992 (date second TRO expired)
(iv) January 19, 1993 (last day of Bush Admin.)

(ii) November 20, 1992 (date of second TRO)
(iii) December 10, 1992 (date second TRO expired)
(iv) January 19, 1993 (last day of Bush Admin.)

(ii) November 20, 1992 (date of second TRO)
(iii) December 10, 1992 (date second TRO expired)
(iv) January 19, 1993 (last day of Bush Admin.)

(i) November , 1992 [earliest date for a complete 
set of tapes preserved under second TRO of 11/20/92]

OTHER POSSIBLE DATES:

November , 1992 [earliest date for a complete 
set of tapes preserved under second TRO of 11/20/92]



ATTACHMENT B

in thisThe parties agree that the scope of the FOIA claim 

action shall be limited as follows:

[TO BE FILLED IN]

Note:

1.

2 .

3.

- 25
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r
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—Would at a minimum offer up doing equivalent search to 
search performed in Dec. 1992 for Weinberger's attorneys [which 
resulted in 457 notelogs (each containing dozens/hundreds of notes) 
and approx 1,000 other documents (cable summaries) being turned 
over by NSC without copies in paper form being kept]

maximum 
current

Duplicate copies of each backup tape subject to search 
(not originals)

•>

Plaintiffs agree to allow defendants to develop computer 
program which eliminates duplicate information on tapes.

Feb 21, 1992 and June 15, 1992 letters form
universe—can attempt to winnow categories down from 
estimate of 220,000 total pages to be dumped out from backup tapes 
and processed for FOIA exemptions

—(e.g., no HEX Dump material; smaller list of
individuals at NSC whose notelogs would be 
retrieved, etc.)


