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Armstrong v. Executive Office of the PresidentRe:

Dear Mark:

Mark I. Levy
Deputy Assistant Attorney General
Department of Justice
Civil Division
10th & Constitution Ave., N.W.
Washington, D.C.

In the past, we have raised inquiries about why certain types 
of records should be Presidential and not Federal Records. That is 
again our question, but this time with respect to the enclosed NSC 
documents that were released under the Freedom of Information Act. 
The information contained in these records is generally factual in 
nature, is no longer (if it ever was) properly classified, and all 
of it appears to be the kind of information that should be released 
in the ordinary course under the FOIA. However, as we understand 
your proposed definition of Presidential records, in particular the 
’’relating to” language that we discussed, all of these records 
would b£ labelled Presidential records and, hence, not available 
^ahder FOIA and subject only to the Presidential Records Act.

Following up our most recent meeting at which we discussed the 
dividing lines between Presidential and Federal records at the 
National Security Council, Mike and I have been working with our 
clients to try to find some possible middle ground on this issue. 
Our major stumbling block at this time involves the issues 
presented in this letter. In particular, we simply do not know how 
we can accept a settlement that would result in fewer records being 
treated as Federal records than was the case under the old 
guidelines, particularly given the factual nature of the documents 
that could be withheld and their substantial distance from the 
presidential advisory process. If you can give us an explanation 
for the NSC’s treatment of such materials as Presidential records, 
we might be better able to understand your position, but we need 
some further assistance from you.

For the purposes of these settlement discussions, we put aside 
any questions about whether the NSC could reconcile its new

Public Citizen litigation Group
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Sincerely,

Alan B. Morrison

Instead, we present these documents as concrete examples of 
the types of records that will be subject to whatever dividing line 
is established for Presidential and Federal records, and we woul 
like to know what valid interests the NSC believes are served by 
classifying the records as Presidential so that we can see if 
plaintiffs can propose a way to accommodate those interests without 
sacrificing our own. We understand your interest in protecting 
advice from the Assistants to the President for National Security 
Affairs to the President, but none of the enclosed material falls 
into that category. We simply do not understand why, as a matter 
of policy, leaving aside questions of law, these records should be 
treated as Presidential and hence outside the FOIA and FRAr 
entirely.

We have some possible alternatives that we are considering to 
address the issue of distinguishing Presidential and Federal 
records, but wish to present them in a package. Therefore, it is 
essential that you get back to us as soon as possible with your 
response to this letter. If you can do so by the end of this week, 
we will attempt to formulate our position internally and respond to 
defendants early in the week of November 8, but until we have a^ 
response from you, the ball is in defendants' court.

proposal with the previous release of these materials under the 
FOIA. We probably disagree on that question, but it is irrelevant 
to our efforts to try to find a mutually agreeable standard that 
will govern categorization of the materials in the future.
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April 11, 1990

ACTION

FOR WILLIAM SITTMANNMEMORANDUM

Si.RICHARD N. HAASSTHROUGH:

FROM:

SUBJECT:

RECOMMENDATION

That you sign the memorandum at Tab I.

I
L

OADR

Attached is a 
NSC/Deputies '

Attachments
Tab I Memo to Counterparts

Tab A Agenda

<•

7.v j •.S' •’
?n

NATIONAL SECURITY COUNCIL
WASHINGTON O C 20506

memorandum for agencies announcing the April 16 
Committee meeting, and providing a proposed agenda.

L , L A

z^_§A^DRA CHARLES (

NSC/Deputies Committee Meeting on Iraq



SECRET 23458

CLASSIFIED

April 12, 1990

4rticipants (principal

(U)

Andy Card 'cc:
‘Please note change in time

6 ADR

SUBJECT:

There will be a meeting of

agenda --- ---

Please notify my office of your agency^s 

plus one) for this meeting. (U)

Director of Executive Secretariat 

Department of Commerce

BGEN THOMAS E. WHITE, JR.  .

national security council
WASHINGTON DC 20506

Attachment
Tab A Agenda

William F. Sittmann
Acting Executive Secretary

Executive Assistant to the Chairman 

Joint Chiefs of Staff

H. LAWRENCE SANDALL

Zap

-r-c EX

r, 5 Var S*£-:r<

Inri! 16 at 3-00 P m* in the White House Situation Room to 
discuss6!) S policy options for Iraq based on recommendations 
from ?he Aplil 12 policy Coordinating Committee meeting. An 

aqenda for the meeting is attached. (S)

encyTs p/articipan

MR. STAPLETON ROY 
Executive Secretary 
Department of State

MS. EMILY L. WALKER 
Executive Secretary 
Department of Treasury

COL GEORGE P. COLE, JR. 

Executive Secretary 
Department of Defense

MR. JOSEPH S. CASPER

MR.
Executive Secretary
Central Intelligence Agency

NSC/Deputies Committee Meeting on Iraq (S)

the NSC/Deputies Committee on Monday,

MEMORANDUM FOR MR. CARNES LORD
Assistant to the Vice President

for National Security Affairs
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IRAQ

Agenda

CIAIntelligence UpdateI.

II.
State

Robert Gates
SummaryIII.

UNCLASSIFIED
OADRnp<~] ass i f v on :

DATE:
LOCATION: 

TIME:

Review of U.S.-Iraqi Programs and 

Policy Options 

L.nJt. 0’ L

’.i’ • ?

THE NSC/DEPUTIES COMMITTEE MEETING_
April 16, 1990
White House Situation Room 
4:00 - 5:00 p.m.
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DISCUSSION PAPER FOR IRAQ PCC:

PROBLEMS AND SOLUTIONSIRAQ:

r

61-458

ir" I 
n
*

77\
*’ J:

Summary: This paper summarizes the current problem with Iraq
and current export controls. It then presents a proposal for a 
package of new export controls built on the work of other 
nations. In essence, the idea.is to create a Country Group X 
for countries that have used or threatened to use chemical or 
biological weapons since (date to be determined). Iraq would 
be the first nation on the list. The export controls in 
Country Group X would be targeted on the chemical industry and 
are narrow in scope, but have a basis for international support. 

•
Also in the paper is a plan of action asking the PCC to task 
the CBW Licensing Working Group (Chaired by State/EB) to 
develop a final draft of the proposal within 14 days.

JaIIIUI.IJILJIII
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Action is Possu-hat Further

itleto expand focei^n Policy Controls on Iraq

•targeted package,*
If we th; chemicrfindustry, the specific problem sector;

controls should be effective. not

cho"Hohisr ^nt^^kirSitiTpiP "‘“ST

Suggested Option:

Expand chemical controls along the following lines:

Create a

Iraq

(b)
;-^:!^;yu;l^u"i^l^i;::sar::ii.rtj.’«t;;;iist o£ the
Australian Group.

the export of chemical manufacturing(c) Require a license for the export of cnemica 
technical data, using German concepts as models.

will be used for

r— t ' I a «

« *
V A

floppy disks, etc) to
too broad (due to foreign

control items is probably 
foreign availability and

<•
• • <■

le?

Further, existing
i 6 if the President

had been a breach of the peace.

L:

It is possi 
through use 
contracts <_

citizen to engage in activities 
when there is a reasonable

chemica1

Considerations:

expand controls, theyjhould^be^a

aimed at t----- -----

As much as possible, the 
simply symbolic;

chemical manufacturing facilities;

I"’! export of chemical manufacturing 
existing lists from Germany and Canada as

too
its effect on

Denial of all products (pyc PiP«/ 
the chemical industry is ttc 
availability)

(d) Make it unlawful for a OS 
with Iraqi chemical industries

J^n^^io^of^nternl^onat'sup^rt;

-- Denial of all national security 
broad and ineffective (due to 

innocent sectors).

expectation that the enterprise 

warfare;

* *t4-1 VY

c of Section 6 of the EAA. 
could be severed under Section 

determined there I —

- -- n country Group X for countries that have used or^ 
threatened to use chemical or biological weapons since (date 
b« determined). Ir.q would be the first netion on the list, 

perhaps also Libya, Iran, Syria.

(a) Require a license for national security controlled 

equipment to '------------

Require a license for the
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Pros and Cons

oltiai t ~ -

6 1-45-8

535

• •

i • Ct O . |

— The target of these controls is very narrow, hence 
inpact on US industry will be slight;

-- Other manufacturing nations do not control this 
equipment, so foreign availability is still a problem;

I

— . The Australia Group has already agreed that equipment 
sales are a problem and thus agreed on voluntary guidelines 
(warning lists) for such sales; t

**

' 1 •- / • X.* I t

Japan, Italy and the Netherlands and other nations 
regularly consult with their industry on equipment controls 
and in certain cases have warning lists. This move may 
encourage them to extend their efforts to control lists, 
at least to nations who actually threaten or use chemical 
weapons.

i-. J

-- Germany and Canada are major suppliers of equipment, so 
using their controls 'as models’will mean our controls are 

not purely symbolic; but will have international support;

Some of the equipment being proposed for control may be 
quite general to civil manufacturing, so for the controls 
to be effective, the producers of this equipment should be 
as much as possible limited to the western industrial 
powers.

Note: Some countries may be reluctant to impose export
licensing regulations; however, may be willing to use tt. 
good offices with industry to inhibit such sales.

developing our own list of what needs to be 
controlled; but before amending the regulations, approach the 

. Australian Group members and encourage them to expand their 
existing equipment controls or warning lists so as to require 
licenses to countries who have threatened or used chemical 
weapons within the given time frame.

J / ' V

Af
led;
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7�e PCC snould ·taH t!'le Ctlernlcal-aiological Licensir.g
fto:(ing Gcoup (�WG) (C�aiced by State/Ea> to set up an 
:n�e:agency tec!'lnical task force that will recommend to the 
PCC S?ecifically what controls should be imposed. (T�e LWG 
:-ior�al!y :erects to· the PCC on Non-Proliferation on us 
do�estic C3� export controls.) 

:he LWG should be as� d to complete its work in two 
weeks. 

Once the PCC has rec�ived the recommendations o! the 
L�G and decided on what controls ought to be, the 
Australian Group members (and other appropriate nations) 
should be approached with a view towards gaining their 
su�port along the same lines. (note: these co�trols vould 
only effect exports to nations listed in Country Group X) 

After completion of the bilateral effort, the USG 
would take into account the reactions of the other 
governments and then take whatever appropriate regulatory 
action is needed 

!�structions to the LWG

31 .l.pril 27: 

Craft a list of chemical industry equipment and technology 
that is useful in the production of chemical warfare 
age�ts. (the equipment need not be li�ited to CW 
production); · · 

As much as is practical, choose items already under control 
by other governments, especially members of the �ustralia 
Group; (Canadian and German lists �ay be useful) 

Except when a compelling reason can be presented, do not 
recoaunend for control equipment or technology that is so 
widely available that export controls would be meaningless, 
except as a symbol. 

Cite what regulations or laws would have to amended or 
created. 

Suggest arguments to be used with friendly governments in 
order to convince them to take similar measures. 

61-453

,
. 
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02/02/37 09:42:2b

IO: KStLL
---- Cr'JiNSLFB

j:

3 asked about inviting OMB’and Powell saxd not to-
as that was

oTzwe? <<
— C50A

ON SOI iND ASMS CONTROL ISSOES

I MOHI'BO TB11 I WOOLD GEt BACK TO 100 ICDAI SITE 1 RBCC3BIOAIIM CH BOH 
J TO P^C?ED OH BOTH TBE SDi AHI iEBS C0HI101 ISSOIS. 1 AH CCBTIHOIKG TO

IS H08 I WOULD LIKE TO PRESS FORWARD.

WHICH LAIS OUT THL ISSUES ASSOCIATED

EEDUCIIOH: BW' IE I TO BIKE BOBB IB OH 3DI HZTB KUKH.
■ V • .

AND GN THE PROPER PBESEiilATIOK OF
Oj

FROM ABRABIMSCN CN THS

E TO DISCUSS COST EFFECTIVENESS CRITERIA uND

S

EST TO PROCEED ON BOTH T_ 
EFINE THIS PLAN, BUT HEBE

01724/87 13:46:02 
Colin 1. Powell

_£ j Bo invitation to -OOL, othe
UNODIE CB will leave the list as it is^

)TE FROM: William Tobey
JBJECT: Attendence

ie front office nas invited 

>
jultz

ip
ites
?gan .
Ltze
jvny

3
I

RUSSIA aND M 
2::rzz2 — -jation issue.

GATES (CIA) AND ROWNEI A3E BRIEFED

aCT^LCG W

bdihes et al

PEELE AS PLANNED.
5 JAN — ON MONDAY WE 

ROOM 208. 
TO KEEP THE

—CPUA
NSWEP

LI 2L WERE BRIEFED TODAY BY ABRAHAMSON AND | 

GOT A DEBRIEF ON THE SESSION FROM OSD.
___________________Z7'“ * '*I & " | 

------------------ i THE EXPEET LEVEL OF THE £ISTE!j.5||

ENSUING DISCUSSICN “OBJECTIVEIN

— WE WILL ALSO REVIEW
( m M _ _____________ >

AND WARNER TO BRIEF TEEM ON NUCLEAR RISK

SG FROM: NSWT
NSREL
HSSE5

THE ISSUES.
’7 JAN —= WILL '----- ----

!?
- V-

aitier proviins of ED. 12356 -C7 */
by N. M«wi. ftafcna) S^uty ColtkE z

-CPUA TO: NSWT
--CPUA Colin 1. Powell

DTE FROM: ROBERT E. LINHARD 
JBJECT: THOUGHTS ON HOW TO PROCEED 

ENEBAL

msgs

BY COB WEDNESDAY.
28 Ji N —IF MAX EEIUENS FROM GENEVA, I

DISCUSS BO^H SDI AND ARMS CONTROL WITH ME OK^THUR-DAY.

(I BELIEVE) THE KEY INFLUENCE ON SHULTZ ON 1..^ ’ T QF
RTTze AND PERLE uttt ivivp TOWN FOR WERKUNDE IN MUNICH AND BE 0

-CPUA 

--"PUA 

—CPUA

5, e.g.' -Baker and ifeese’. 
ie instruction from Powell.

( Attendence
SG FROM: NSREL 
□; NSGSG

WITH THE SDI~BEIEFING FOE THE PRESIDENT’S WEEKEND READING AS

PLANNED.
— SHULTZ, NITZE,

HLD. HE GOT A DEBRIEF ON THE HEHHAun rr.ou
■' WILL Have THE REGULAR SDI MAFIA MEEUNG^AT^
I WILL TRY TO ENCOURAGE CZ_ .." 1

ENSUING DISCUSSION “OBJECTIVE'' IN ALL AGEKcld-.
z =--------- ; STATUS OF THE SDI ARMS CONTROL IMPACT

STATEMENT AND THE SDI -
6 Ji,i ~ tEDUCIIOHE’,BDITIrZDTe BIKE S03E 1H ItOKDS OH SDI WITH XOBH.

• - I ALSO MM. io SIT DOHH «ITB BICBADD JWM C» MrSMl Sb, jF

WE AGREE GN THE STATE OF PL^Y ------ ------

SSuES.
TRY IO GIT A MORE COHPLETE BSEIFING

SURVIVABILITY ISSUEe
ktii HPFT WT’TH NITZE ______________
SMOKE OUT HIS VIEWS ON THE LEGALLY CORRECT IHTERPBEL

— WE HAVE ASKED OSD TO ENSURE THAT '.'"'V

WILL TRY TO HAVE HIM COME IN AND 
;-j H2 WILL BE

------------ “1 THESE ISSUES (NOT 5ITZE[.

PERLE WILL LEAVE TOWN FOR WERKUNDE IN 1.---------- -

WHITE Wife

DI:
3 JAN — WE DID SUBMIT TODAY A PAPER
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WILL
2N'. LS-Fl JF GKIP 02 ?A = E3 9ISTLTEOIEE BY CCB THURSDAY. 
Fll.L WC.-KJ. SG LSaF ? CF

IS ~Ur;-5 
xG-.ZZSL’S’’:

1U
2.
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HICATIOHS AGENCY

??■ 

.*

POCKET ONTIL TUESDAY 3 FEB.
29 JAN — ASSUMING AN NSPG ON 3 FEB, WE WILL SUBMIT THE STANDABD PEESIDENTiIl' 

meeting memo BY CCB FEiraY. =i>,
— SAVE ENCOURAGED OSD TO HAVE CAP ME2T WITH MAX KAMPELMAN GN FBIDAIIf 

POSSIBLE BOTH TO GET A DFBEIEF FROM MAX AND TO LOBBY MAX ON OSD’S S 
VTCUC! AB 'THP cr.T Tccnr

. ' • ■ — • .«> •

■

3-

«

VIEWS OF IBP SDI ISSUEU
30 JAN — SHULTZ WILL ME3T AGAIN WITH OSD STAFF TO EECEIVE THE ANSWERS TO A 

SEEIES OF QUESTIONS TEAT HP ASKED THIS SAIUEDAYo
— WE WILL SUBMIT THE SUGGESTED TA1KE3S FOB FCC AND THE PBESIDENT’S USE 

AT THE 3 FEE NSPG. -7
F.E3 — WOULD ENCOURAGE A PRIVATE BREAKFAST OE LUNCH WITH FCC, CAP, SHULTZ 

AND PERHAPS CBOWE ON MONDAY. PURPOSE WOULD BE IO HAVE ONE FINAL 
DISCUSSION OF THE ISSUES ON THE 3 FEB NSPG AGENDA PBIOB TO TUESDAY.

— WE WOULD SUBMIT A DECISION PACKAGE FOB FCC’S REVIEW AND USE AFTER 
THE HSFG GN TUESDAY. THIS WOULD INCLUDE;

A MEMO TO THE PRES
. A DRAFT NSDD

A PLAN FOR THE SCHEDULE OF THE NEXT FEW WEEKS (LEADING TO THE 
SUBMISSION GF THE EEFCBT TO CONGRESS ON 15 FEB) WHICH ADDRESSES 
ALLIED CONSULTATION AND PUBLIC ANNOUNCEMENTS.

NSPG FRAMED TO ADDRESS THE SDI ISSUES — BUT ALSO THE RELATED ISSUE 
OF THE SOVIET (AND SHULTZ) PROPOSAL FOE ADDRESSING THE DEFENSE AND 
SPACE ISSUE IN GENEVA.
AFTER THE NSPG, FCC SENDS THE DECISION PACKAGE TO THE PRESIDENT. 

FEB — WE RECEIVE THE PRESIDENT'S DECISGN AND EXECUTE THE PLAN FOR IMPLE­
MENTATION.

6 JAN — ACSG WILL 3?ET TO BLESS GRIP 01 AND APPROVE IT FOR SUBMISSION TO
TH.’-I CABINET LEVEL FOR THEIR INFORMATIONAL READING. IT WILL ALSO 
BEGIN DRAFTING OF GRIP 02. THIS PAPER WILL BE INTENDED TO EVALUATE 
HOW TH.5 US SHOULD REACT 10 THE POSSIBILITIES IMD OUT IN GRIP 01. 

. TN
1.

REALITY, IT WILL FOCUS ON TWO MAIN ISSUES; 
kN ASSESSMENT OF THE DEFENSE AND SPACE FEOPOSAL STATE SENT TO 
THE PRESIDENT THIS WEIK, AND

ASSESSMENT OF THE POTENTIAL PITFALLS ASSOCIATED WITH THE 
ARMS CONTROL FATH W? ARE NOW ON (T.E. , PAPERS BEING DRAFTED IN 

LEADING TO A FOREIGN MINISTERS' MEETING AT WHICH IRE 
DISCUSSED, WITH AN EYE ON A SUMMIT AT WHICH AN 

Ill PRINCIPL5 COULD EE HIJCHID). *♦ THIS IS A
CELTILLLY NS’DED ASSFSSMBNT! ♦♦

1ST FOIL DR^.FT OF GRIP 02 CIECuLAIFD IO ACSG FOR CRITICAL REVIEW. 
WI^L DISCUSS GRIP 02 PAP.'R WITH RICHARD PIRIE AND PAUL NITZE. 
ACSG TO DISCUSS GRIP 02 AND PREPARE FOB 2ND DRAFT.

DISCUSS G2I? 02 P'.PER WITH MAX.

GcJP_02 DEVELOPED AND

RMS CONTROL:
:3 JAN — CIA HAS NOW PROVIDED THE FINAL DRAFT OF THE "GRIP 01” PAPER WHICH 

DESCRIBES THZ INTEL COMMUNITIES VIEWS OF WHAT TO EXPECT IN SUBSTANCE 
FROM THS SOVIETS FOR THE 8EXI FEW MONTHS.
THf GRIP 01 PAPER WILL BE CIRCULATED IHE THE ARMS CONTROL SUPPORT 
GROUP (ACSG) FOE THEIR FINAL REVIEW.
STATE-IS DRAFTING 1 3-4 PAGE PRESENTATION OF THEIR DEFENSE AND 
SPAC7? PROPOSAL, THE EVALUATION OF WHICH WILL BE ONE OF THE TWO 
MAIN PUF.FC52S OF GRIP 02.
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30 JAN

SITH FC2 P£1CL xC 3 fLB NS?G*>- DISCUSSION Of GEIP 02 8I1HZN2 FEB
AFPBOPRIAIE,

1. SDI Oi.

z.

3O

«»

— CFUA

)€CLfVS5lFY0A>‘ Otoii rwwfrw

b - .*CM- M

—CI0A 
— CPU-

CPU A 
—CFUA 

CPUA

— FINAL DELFI OF GI-ilF 02 PAF^i'DISIP.1BUI;3D SO ACSG 10 BE PSOVlDiD TO

WEEKrKB READING (PF.IC? TO THE HSPG ON

—CFUA 
“«CPUL

cc: NSSES
NSDAfi
NSFSE
NSW!
NSGSG
bTHOUGHTE ON HON SO PEOCEED ON SDI AND ABHS CON1F.CL ISSUES

ESSFK
NSLFB
NS SAC 
NSinL
NSNar

WHILE INTEF.EELAIZD, BE WOULD USE OSD BnlEFIKGS AND INFORMAL COHTACI5 TO SET 
THE STAGE FOE AN NSFG ON 3 FEB ON ISSUE 1, WHILE USING IHE ARES CONISOL SUPPORT 
GROUP TC WORK 2 AND 3 SO THAT 1HEI 100 ARE READY ABOUT THE SAME TIME. WE 
CAN THEN CHOOSI IF W“ WANT IC TRY TO Kill Al LEAST ISSUES 1 AND 2 AT THE 
SAME NSPG (THE ISSUES ABE DIRECTLY RELATED), OB USE THE 3 FEB NSFG TO WORK 
ISSUE 1 DIRECTLY AND SET US UP FOR A SECOND NSPG SHC2ZLY THEREAFTER ON 

ISSUES 2 AND 3O

NSC WITH Fez ?E10L TO 3 rr43 NSPG. IF 
WF CAN WEAVE THE EVALUATION OF iHE SLATE DEFENSE AND 

SPACE PROPOSAL INTO THE FLOW OF THL 3 FEB NSPG DISCUSSION. IF 
NOT READY FOr. DISCUSSION BY THAT POINT, HE CAN REQUEST A SEPARATE 

HEE1ING ON THIS SUBJECT.

—CPUA 
—-CPUL

SORRY FOR THE LENGTH OF THIS. WOULD LIKE YOUR FEEDBACK. Li THEY SAY IN THE 
NAVY UNODIR (UNLESS OTHERWISE DIRECTED) I Will PLOCEEE ALONG THE PATH DDILINFD 

ABOVE.

CABINET PBINCIP'.LS FOB THilF
3 FEB).

*
* • if *

IN SHORT, I BELIEVE.THAI WE FACE THR^E MAJOR ISSUES OVER THZ KBIT TRO WEEKS:
• AND ESPECIALLY TBS DECISION TO RESTRUCTURE THE SDI PROGRAM TO 

THE UGLILY CCEF.aCI INTERPRETATION OF TEE ABM TEEAIY; 
DEFENSE AND SPACE — THE TIMELY EVALUATION BY ALL AGENCIES GF THL NziW 

PROPOSAL IN THE DEFENSE AilD SPACE ABBA SUBMITTED BY SECSIAIE TO 
THE PBEEIDENT THIS WEEK (AND AN IDEA THE SOVIETS WILL PUSH IN 
THF NEXT FEW WEEKS FFCM THEIF DIRECTION); AND

PROCESS — MAKING i CONSCIOUS DECISION WH2THBE WE WANT TO ALLOW THE 
ARMS CCNTSuI PROCESS THAT WE ARE LOW CM (I.B. , PAPERS IN GENEVA 
TO FOREIGN MINISTERS’ MEETING IN MOSCOW TO SUMMIT IN DC) TO 
PROCEED ALONG THE CUF.3EKT PATH -« OR PROVIDE SOME ADDITIONAL 
GUIDELINES TO MINIMIZE OUR RISKS ON THAI PATH.
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control issaes and was told tnat none had*
. . .S 1___ __ . . T » A- 1 V-> /> _ ••ueen in tne loop and knew little about it.

public speaking on kdainistration
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In my 5 1/2 years here, I have seen inspiring acts of loyalty to one or toe

continue here and elsewnere.Your example will be in my mind as I

*♦*
JOHN fl. POINDbll.Y

•o:
4

n«v. p.o?i:
-JCI

, The Joint Staff
can naintain deterrence in a

In this regard, he noted that "the security 
‘ ‘ : and Ducn~»ore pervasive

 ,He noted that he bad hrs
Join kellering,‘at’^eykjavik and that "unprecedented

with foresight, 
support.

Your action is the 
that those that are the most loyal, the

Yet, perhaps it is not anazing

—CPU'A 11/25/86 11 :04

JOHN 8. POINDEXTSh NSfcnP

Presidents this country has ever elected. 

___ It aitazes »e 1------------------------------------- ---- ------ 
most dedicated always seem to take the hit. 

because the most : 
above self.

NO- LOG W

•7?UA TO: N3JMP
JOHN POINDflXW.

in; liJJtlF *--■'? ’J K 
, rorur.'XX.l

• illiam 1. Cockdl --------

v ; .mCZ '"estimony ...
rrowe’s testimony this morning was statesmanlike ana responsinle, 

,o surprises.

■•'.G rrcrt: i-w:

cc: NSPB'I —rJUA
CJC3 Testimony

.^SG FKOfl: HSWr.P 
°o: N5J.1F

accolades from members for his
Nunn’s interventions, 2 , --- 
tnem tnat has characterized much of his 

policy over the last month or so.

HOT?. FrCX: FOR 2^‘hSCN
Subject: designation 
♦♦* Forwarding note from NSETC 
to: NEmBK —CPU? Oil" I-
hQ?d FrOM: EI/'HJ.t.L’ I. CHILDF.SSS 
SUBJECT: Resignation

o^u’r^i^/^n^eykj^ik/he^DUcipaterthrmosrco^tentious issues in
statement \uicb Xndicatea ba^teen foil,

;he pre"meetrng preparations. . 
;onsultative mechanisms in the government are richer

__ ___  • ____ _______J . *■ „ r- ; T, *• k n metis'1 Hp n

: a significant and nistonc step rorwaru a 7/COn the zero ballistic missiles option, ne noted that needs to be looked 
at very carefully, and tnere are some potential problems.

is conuucting a tnorougn study to ensure we <----- — a4.
10 year draw down to zero ballistics. Sam Nunn and John Warner were at 
the nearing, in addition to tspin and several other House members. 
Warner recalled that the DOC reorganization let made provision for direct 
access to the President by any JCS member who feels strongiy about an issue.

He asked whether any ot the Chiefs had wanted to see tne
- - ■ J On Iran, he noted he nad not

_./t the conclusion Bill received 
; frankness and the quality or his testimony, 

incidentally, had the same sort of shrillness to

• —'?o». :
—' fm JOHN fl.

greatest
most inspiring yet.

loyal put the protection of the country and the President

she pre-meeting preparations.

: znan are often given credit for in the "e/ia*
• ^9ress»“ariadr?he«‘ir««o;iD?di£terenceS D«»een the sides.

;, "but to seize
The whole arms control dialog “has taken
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ALTOH G. KEEL
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^SC-002000
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NSBBH 
NSDBH
NSVHC
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X» A. x —

)
JhEBe'iS A BENDING CBISINAL CASE IK HHB SOOTHEBN

11/10/B6 12:34:53
JGuii B. POIND

lUKSL^E IS DEE’.HLIHG CEE 
.0 CLAIM THIS GBOUP HAS

)0I3G.
»0J WILL BE OFFICALLI ASKING FOB

—CPU A
JOHE PCIEDE1T5E NSWrt'

—CIOA 
---- CIOA
— CFOA

’IL if ? = SsT^lss.1818

NSOLN
NSHBP 
N^K^D 
NSP9T

iHZSRXITXOSZl PS0CUBBHBS1 1HD “bMo™11'

n __________,/ KICC HINABOS/ ALFBED FLEAEEOT,
/ “ll’h KoPKt. Sins bibb, ibis bbbs list is lo«c but i.cwdbs 

HISSTLF.S, BADABS/GONS, HELICCPTEB5 ETC.

—CFOA
— CPU A 
—CPUA 
---- CFOA

BEAHAH BAI-; fl (FC3fiEE ISRAELI 

•F.BMAN MOLL, ■
.IEPL..NES, 1  .

<CG FBOM: NSDGM. .---- CPOA
o: NSE3E -• —CrUi • -I-----
O^r FBOM: David Ba jot
OBJECT: ABBS SALES TO ZEA*

?«8Ic:i2/s2SI!TOBl iSZS'cMLi ioSSlBU SPILL OPBB IC IBB ISSOB iBLLIXBG 

0 COH HKPOPTF.D CONTACTS WITH IHAN AND ASMS SELLS.DOJ * ISBAELI
r-IZ*PS AKn 6 AMF-IOHS HAVE BEEN CHA&GED/FGLLOWING 1 CUSTOMS INVESTIGAIIOK 
;~B *0«snLcl DOl'iRG SBE PBBIOD 9/B5-B/86 IO SHIP LESS PBOB ISBLBLI IO IBLB. 
wk'LuS BBSS SMPPZD TC XSS1B1 PBOM IBB 031 BIIB IBB PBOTISIOB 1BBI HOI

v "■-iNCHtspnn FROM ISHAZL HIIHODT US 1PPB0VAL.
OF THE SUBJECTS AND PLANS IO SUBPOENA BOD AND OLLIE

DOING NOTHING BOBE IHAN HHAI IBB WHITE HOUSE BAS

NCTHLOG H
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3object: Retaliation^
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UKCLASSm
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NSKAG

^OTJ? F=GJ: David Sajor
JUBJCCT: SZdO SOL ?CC FEO*! DGI,

.’CiFCZ

ZP. IZFiCh'Gr•nuz:? Lc:;.r: -iJ,
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Zvll-ZY IdFLZCAIIONS:’H>
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NSWE2
NSKED

—CPU A 
-----CPUA
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01/15/87 12:30:22

ALTON G. KEEL

Retaliation
i.’G FBOif: NSDGII 
?o:
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“-CPUA 
-“CPiJL

:2S3

Parte*:/ Da&saiei'Rdised on _ _____ _
un&f previsions of LO. 12358 (FlZ^l 

by K. Men?n, fc&na! SKwity Cojne'J

NEED SOONEST TOD A Y—I0E.: SEC3ET 
?lease tpye for tee oeeting with Gates tonight, thanks

cc: WiiRBH 
dSPBT 
NSDGH

i;2»-;r. AirSZ5
io.-.g

:.' » •JOwrlNULD

' i. ..... :•;.'

LC>;Gix.-?h HIS BEEH 1S23ST HI THE NAVLL 
wZTH HSING A KGB 1GINI WHILE A HAHINt; 

fSB FOLLOWING IS AN ASSESS3ENT OF SHAJ S3 KNOB

.• «.<• -

IT SINUS I" 
t'iE IC
;d cj 
.*3 ’”ir.-"-.

WiiO

’’’ ‘ w * —
,0 WO EK -Oa 13• KGS wH iN Hr WAS IRAN FISHED FhCH dOSCCB IN 

Pedei 198c VZ/hH.-. H- COMTCSUtE 10 Hr.tK ICE THE KGB WEILS IN V'ENNi, Q3II1
UNG WCiH THn KGB j.N VIENNA on 12/1^/86.

Z'S.\ -ND

5 I*:'1 will F?. rlt-. SGI
:NV':.*’T-Gr’.-hV l S sLV-C.'i -N ) HLjGZS 

Ju? -‘I I N .1C .110 W ? " 0 v I : U N -• > 
.BvDK ’.-HZ 8 *<.• •■.j

?TLE: FSBGN

k<*

>

’H:-] -ttjUBI OF fz:r.GE SC 4.’. ZICN-I -iECUP-ITY HP DID IS STILL BEING EVALUATED 
.1’ 1TJZHUS I" ’’S 8*7:1013 301 '.OULD E2 VEcY DAMAGING 6UT NOT ANY BH3EE
O'!--. ft* ;!•;- CiflUG’-D Of 13E WALK33 Or. PELION CAEY. OUR CURRENT ASS3SSB5HT

?’-;:n • i «H ’ WH< H..S CDNFHSSiD ’□
;taLL Lli’S THAN IHE DAMAGED HE COULDI -li 

:e.
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~n:d COULD HAVE CO’IPBOCISZD THE COEEDNICATIOUCEEIZB ON A EEGULAix HASIS*

* u

•t

I

it.

it
*

as

•'•7

<•.

'■■■US HAD TH£ OPPCEIOLITY to ST3A1 BUEH BAGS CCNTAIHIBG STATE DEPASTgENT 
CLAS3IFED DOCUMENTS ON ALMOST A DAIIY BASIS IK HOSCON AND VIEBNA.||ggg|

OTH^A ~'.Sr£ Wi HAVE SP.rN IN THE PAST THE KG3 CCNTINOED
IPPC3IUNIII TO DEFECT OPENLY, WHICH MAY IKDICAIE 

SOVIETS IN MOSCOW THE KGB

LOliGTEEE'S EZCRDITMFNT
HZ WAS SOT SLACKMAILEDvIN 9/85 BE MET A 26 1TTHACTIVE FEMALE SOVIET BATIONS ME 
WOF.KED IK THE CUSTOMS SZCTICUS 0? THE EMBASSY IN MOSCOW. THIS WAS FACILITATED 
Bl'CAUSE THE F5MALE SOVIET NATIONS HER2 INVITED TO MABINE PASTIES HELD IN THE 
EMBASSY. THEY BIG.: N A SECF.ET SEXUAL SEIATICNSSHIP WITH HEH IN JAHUALY 1986 USI5 
HEE ArAflTM?NTu (A NUMBYE OF THE OTHER MARINES KNEW OP THIS BUT DID NOT EEPOBT 
IT,DESPITE THE FACT IT WaSA VIOLATION OF REGULATIONS). IN JANUASY 1986 SHE 
IKTBODUCZD BIM TO HEBE "UNCLE" IN A SAFEHOUSE. DUEING THE SECOND MEETING 
WITH THE UNCLE SASHA (EITHER A CC-CPTED OB OFFICES OF THE KGB/SCD) HE WAS 
ASKCD FOR CLASSIiD INFORMATION WHICH LONGTEEE PROVIDED. THS FEMALE
PARTICIPATED IN THESE HERTING WITH THE KGB IN MOSCOW. (SHE WAS FIBED BI 
THX EMBASSY IN 12/85 FOB FOOR WORK PERFORMANCE, AND IS REPORTED TO BE 
CURRENTLY WCLKI21GF0E IH7J IRISH EMBASSY IN MOSCOW). ICNGTREE WAS HOT 
BLACKMAILED IN ANY MANNER. WHEN HE WAS TBANSFRRED TO VIENNA, SASHA 
•'OHTIIIUEE TO MEET LCJGThzlh IN VIENNA F2CM JUNE 1986 0NTILDECEHBER 1*1,19 66. 
th;:y HLD NUMB.-JRCUS. MEETING during which period lcngiree admits receiving 
$3500.

,
-HP. PERIODICALLY GUARDED A WAREHOUSE OUTSIDE THE EMBASSY COMPOUND IN MOSCOW 
THAT CONTAINED ITEMS PLACED IN THE EMBASSY SECURE AREAS AND HE MAY HAVE 
ALLOWED KGB ^bCHNICLL TEAMS TO PLACE DEVISED IN THESE ITEMS (DESK, CHAIRS, ETC

MOTIVATION
LONGTSZ.E al^ITS CO DOING THIS BxC'.USB HE LIKED THE INTRIGUE, WAS FLATTERED 
?Hd KGB WAS IV’CaESTED IN HIM, AND FOB 2EV.CNGE AGAINST THE OS BECAUSE OF 
INJUSTICES COMMITIED tGLINSI THE INDIANS IN THE PAST 100 YEARS (HE IS AN 
AMERICAN IN LIAN) 

•IWI3T
unlik-
•rO Cr-^Rr-.D LJNGT^LE TB~.
en H.- C KiJOWL-DSi C” DOING SOMETHING FOii THI

!sr’n ^e^irn

A NUMBiE Or F5N WOBKLNCi Lfi THE EMBASSY .
-BE ADMITS MAKING A SU2B0PTETI0SENT3I INTO THE COMMUNICATION ROOM IN VrBNWl^£ 

AND STEALING 3 TOP SECRET DOCUMENTS (THESE HAVE HOT BEEN IDENTIFED TO DATE) Se^- 

-HE ADMITS STEALING ON BURN BAG CONTAINING ABOUT 120 SECRET DOCUMENTS RELATIHt 
TO M3FR (THESE HAVE NOT BrEN IDENTIFIED TO DATE)
-HE ADMITS TO BEING TASKED TO IMPLANT LISTENING DEVICES IN THE AMBASSADORS  ̂

OFFICES IN MOSCOW AND VIENNA BUT DENIES HAVING DONE SC. (^6)^
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NlSaZD TO PROTECT. HE W2S SCHEDU1ED TO TEAVEL TO M0SCC8 BLACK IN JAJ .1987*^ 
for further training^ ‘ :';'-J
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T^Dcclcs^fed/JWWMrf cn

under proZe'ir.s of E.C-3 0f E.O. 12Z5S (W3

UNC_ASSi=!=D

nsc meeting on confHance (cabinet room)11-12:•-tuesday, 12/20,

nspg meeting on iran-irag (room 208)11-12:--thursday, 12/22,

11-12:

-'FOL:c:

12/19/83 08:95:19— CT 0ATO: NSPC33 A

the week’s meeting schedule is as follows:

nsc meeting on coufliance (cabinet room)—tuesday, 12/20, 11-12:

nspg meeting on iran-irag (room 208)11-12:

nspg meeting on central america (sitrm).11-12:12/23,

—r?UA

“eeting times

1/6/84, 
with an

■ toward developing an nsdd following the meetings, 
second compliance nsc meeting for 1/9/34.

,CG FfcOM: N5R.3K
— CPU'

meeting times
Fv<3: X'r.lK

T-’

?o: KSHC3

A

- ‘•''PIT
f. G
"o:

BHITF HC03E COHKU57.CL.TIONS .-.GFhCY

r^O?:: Robert N. Kinaitt
>U?.JV.'2: meeting times 

:he iran-irag nspg is on thursday, rather than Wednesday as i reported this 

jorning. the week's meeting schedule is as follows:

:c:

friday, 12/23, 11-12: nspg meeting on central aaerica (sitrs).

/e are also planning a second nspg on central america on friday, 1/6/84, 
hp samp day tuat the kissinger coaniissioj) reports to the president, with an 

^ye toward developing an nsdd following the meetings. we are also reguestmg 

i second compliance nsc meeting for 1/9/34.

FisO“: Robert rt. Kimmitt _______
-UoJF.CI: meeting times I /

UNCL^SSt~!ED J
:ne iran-irag nspg is on thursday, rather than Wednesday as i reported this 

oorning. the week's meeting schedule is as follows:

-thursday, 12/22,

NO^HLOG W

• friday,

are also planning a second nspg on central aaerica on friday, 
■he same day that tne kissinger conmission reports to the president, 
;ye toward developing an nsdd following the meetings. we are also requesting 

1 second compliance nsc meeting for 1/9/34.

ur.fcr prev.: i“3 of t.'J. 12-cb tr 
fl. S^riJiity Cour.cil
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IO: BFDBK —CPOA

r

02/18/87 09:13:09—’CPUA

MIISIEf.

— CPUANSJAd---- CPUA

Just a reminder that your paper your paper for the Gates meeting is due to the 
Executive Secretary’s Office by 1500 today. Thanks.

6-W <
Rlllli* Mo

Eeminder

MSG F3OM: NSPSS
To: SSDBK

cc: NSC1H
H EemindcC

—CPUA 
‘’-CPUA

NOTE FrOM:
SUBJECT:

sal:
NOTE PEON: Paul S. Stevens
SUBJECT: Gates Confirmation Hearings =,

We sad get an update today on what coanitaents, if any. Gates sakes 
on notification to Congress of covert actions. This issue undoubtedly 
will arise in connection with SSCI retreat and Carlucci should be 
prepared to respond. I am not comfortable with DCI-noainee being put 
in position of naking a unilateral commitment, as suggested by press 
accounts, because the issue is one of the President’s prerogatives under 
Constitution and laws. Those prerogatives cannot and shd not be bartered 

by nominee
in confirmation process. If President makes such a commitment, that’s 
another guestion. Do you know whether that’s being contemplated in 
connection with Gates hearings? If so, we shd get a crack at it.

Gates Confirmation Hearings
M3G F9OE: NSEMM —CPUA TO: NSD3K
To: N3DBK —CPUA

02/17/87 11:04r44
, - - <■
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12/19/cb 18:53:31—CPU!-. -’CTUA
—CP01

NSH3F

4-^

NSJH3 =>-CFU£cc: NSP8H -ZPUL

ccz HSJT —CrUA

---- CPOA

■feZJ

NSWsP Colin 1. Powell

ALTOS G. KZZ1

... »-w^
iM. i?i,
12/31/86 1 1:20:04

Pirtaly Dsciasstfted/Relttsad on 
under provisJonj of E.0.12356 

by N Menan, Natfonal Seoiritv Count:

?-

MSG FEO fl: HSKi.P
To: NS^GK

12/19/36 15:24
— CFOA

To: NSGSG 
NOTE FEOM:

(tMYb) p«- 
FBI

-gnp sp-BXVfsrsiiiiviJreitBD ohiy
SUBJECT: Serious Espionage Case at Embassy Moscow
CIA has just informed us about a serious espionage case that occurred at 

Embassy Moscow.

In recent days a Marine security guard assigned to American Embassy Vienna

TC: USAGE
ALIOX G. KEEL

•XLE: iiCAGK

f6l

(C.} ( bYd r 
FBI I'Ali^a

NOTE FEOM: 303 rEAESCN
Subject: Serious Espionage Case at Embassy Moscow 
♦♦♦ Forwarding note froa ESKED "“CPUA 12/30/86 18:56

--CPUA Colin Lo Powell NSW5P —CPUA
Ken DeGraffenreid

if you get my drift. After internal 
US gov’t consultations are complete, we will speak to 
Colombian Pres Barco anout this-^-and are considering 
a pre-eaptive public disclosure of this developtent in 
an attenpt to keep the narcos from going public with it 
first. I have not gotten a read out from the Whitehead 
Gates lunch, it’s very bizarre stuff, and in light of 
current events, potentially damaging. Tncught you should 
know about it.

NOTE FhOM: BOB PBAESON
Subject: CHAZY GOING CHS IX COLOBEIA 
♦♦♦ Forwarding note froa NSJT
To: NSFBM —*CPUX ALTON G.
NOTE FEOM: Jackie Tillnan
SUBJECT: CEAZY GCIEG CFS IN COLOMBIA
I was over at State late this aorning and learned of 
a development about wnich you should be aware. Ey 
information is still sketchy—well-respected, 
was in Medellin, Colombia and met with top narco Mafia 
family members—the Ochoa brothers, Leder, etc<, Be

—CPOA
KEEL

I CEAZY GOING CNS IK COLCMBIi
MSG FEOM: NSR3P ---- CPUA IC: USAGE
To: NSLGK —CPUA ALTON G. KEEL

Colombia found out anout tnis xast nigut and sent in a NbOIS 
requesting that it be stopped., AHA asked Whitehead tc raise 
with Gates at their luncheon today. whitenead was also to 
speak to Meese about ito 0

*
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Regards Ken

f
-CFUA« >

••

-V.

CI.’, believes this to be a very serious espionage case*,

□ecooraend you discreetly alert the President to the basic fact of ■“

■ >

.FILE: NSAGK

■jecoaraend you discreetly alert the President to the basic fact of w because 
HPSCI and SSCI are to be briefed tomorrow, and they usually leak matters of 

this kind.

— ferious Espionage Case at Embassy Moscow

CL&j>s(Fi£h kf souem

on-'

nccelcg h

cc: N 3 w G H

Partaly DecfessfflKVRBJws  ̂on 4>

under prwiskMS of E.O. 12355<p72-^^) 

by N Menan, National Security Count: '

voluncarily cnnfnssed while stationed at Embassy/Moscow a;
the result of a sexual relationship with a female Soviet FSB he had been 
recruited by her “uncle.” The Soviets continued to sect him clandestinely in 
Vienna following his Moscow tour and it appears that he providedTop Secret 
documents, burn tags, and may have assisted the Soviets in planting audio 

devices within sensitive parts of the Embassy. *

Hsurveilled a 
^eetbetwee^vneoov?^^^dthe Marine, and haT^neen able to rdent if y the 

Soviet who also may be handling another American citizen spy. No further 

details on this aspect. . .

The Marine in guestion is an American Indian by the name of Lonetree. He is ai 
alcholic and is under military arrest in London. The Navy, who has fought 
bitterly with the Justice Department over recent espionage cases, plans to 
handle the criminal aspects as a court martial.
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Secretary Gorbachev lashed

a)
iOMAS’Ta-LIB Y^- j£:

Libyan territory.

lanking

caaps

I

countries..

CS

iXg

J .

5CEiPI/vr
I

did
Soviet-

L 3«E0^:
extent or dauaje and lose or lire unknown 

attack which

&

by K. Mcxn. S^^X',/6X

>•

I. *

Swisn federal Council decision to

-----------j of Federal 
Swiss officials 

--a---------------3erQ 1SQ3

'J35?.- OS-LIBY.'.: 
“neoglobalisa" 
particular. ..ofrered 
not link 3S .
aerican relations in general.

in general and policy toward Libya in 
rered 7-''-- - ------------- ••

actions toward Libya to the suanit or tc

No projress aaae m latest talks between Israel. 

------> over Cana and resumption or 
lormalized relations oefween the two countries., fBTf,' Ihhu
ind '•’gypt on issue or arnitration

Tsra=li jets today struck two Palestinian 
near -. idon.,.,., extent or datoage and lose or lire unkno■n.-u retalia- 
tion ror earlier Lebanese cross border rocket

First injuries -from cross-border 
responsibility for 

I •

>•

w

Ct>j6} ■<■

&)

«E

8B

N'JLaT/rOJ..H J Gal

(b)(l) *

(bX<) j- 
0X0

mjurea four Israeli civilians., f - -
ittacx in over three years. xrafat claimed 
rocket attack, ”312 0516, 0516, 14^12; fcIT 3IS, 27 March

+ _T.T... . , , . •ioaanian statement supports Libyan
tc-.rritorxdl claims m <>ulx or Sidra, and condemns "attacks 
carried out by the American Sixth fleet against oojectives on 
Libyan t?rrifnrv •• rsci ^ticnar-^r-. ■'.nin

aito (jo
Partt:; OeclasittaWeased on 3

under p-Twyaii ot EO. 12356

-VS

Sucnarest 2143

yz:\r.L'jii.-.-hiiipf ;■ •
freeze Barcos • assets replaced by orficial directive 

ommission that carrias same effect...‘ 
now wonder wnetner Of contemplates similar freezej

out at American
. - -  i n
x-mya nc more than political support;

Moscow 5229
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TO: See Below

Subject: Payoff for the OSSB'S Debt Strategy

co««ercial banks begun reducing their exposure in
Latin ^aerica.

Coaaerzbank) reportedly

■ore certain.

0.1. Hconoaist Jan Vanous

is also on the decline.

«*ill erode the economic and politicaltability of the high-debt LDCs.

confer upon the 03SB to expand its influence
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Debt Strategy

interoffice
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bile boosting their lending to the USSR?

As a result of the

rovide. A severe k ’ •tfae. economic benefits wnicn their governments can
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more certain. Commerzbank, for example,
borrowing needs by soon floating a
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to most nigh-debt LECs has all h -oiuacary commercial tank len
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surplus capital^ 
influence over the foreign’policies'of

Gorta^^v . ^xunaage re.-rprocal visits. In Peru, President Garcia
locked hiarelt into a posture of confrontation with the IMF and the cow.ercial 
banks. Th<= Soviets way be able to expand their influence
assistance. There is so.e evidence that the Soviets tack Peru in preference 
to Nicaragua as the host for the next NAM weetino. This would tie in wIC the

dO So’iets 9ain broadening their financial 
relationships ties with Western Europe and Japan?
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cowpete against the OS in the developnent of strategic defenses.

rellSons^Ith I^ic^aMd^e^^ Jo^thffU€ iD

diploaatic relations in 1924, a Soviet foreign ainis^er^as paid^nOfficial°f 

visit to Mexico. Although Shevardnadze seens to have achieved little of

----------- 1 and Genera) So^r^t-ar-v 
cxcaange reciprocal visits. T"-------------------------------------
----- 1 a posture of confrontation with the IMF and
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There is sowe evidence that the Soviets

-— —next NAM aeeting.
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NOTE F=pM Bon E- nCD-'Nlil
Subject: Denarcne fro« Ant Klestil

??
♦♦* Forwarding note fro« NSTC
7o: HSLBH

f-rzr «y ”'-<- 

♦ ** Forwarding note fros USbE.m 
To: NSOLN —CPUA

. '■ ■■ ... .

by C0*aK-

if (Ku4-tI?L£

information had POT been coaoiuaicated at ail to the Austrian

2. Jack and I have checked this out, and, unfortunately, it is true. The 
information was made public as part of our release last night following 
President’s speech, and was distributed by Emtassy Vienna.

This into was not shared with the GOA, through any channel.

■

NOTE FiiOr.: OLIVEE NORIB
Subject: Denarche fron lab Klestil 
please print this

3.

note from:

. Austrian Ambassador Tom Klestil called late this morning to express serious

^zEOEis't incident io Vienna ApjriX i
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Introduction

time,

ing, Mid disposing of Federal records that are created or received on an e-mail system.

Electronic Records (1992), and General Records

previously issued.]

[NARA] this guidance also recognizes the need for flexibility in the

recordkeeping requirements.

I
1

Because
records in the same way

guidance is specifi^lly addressed to e-mail systems and supplements the guidance

Proposed change*:
New words - bold In brackata October 14, 1W3
Deleted words - strikeout

managing federal records on electronic mail systems 
in the executive office of the president

rme Federal Renards Act (44 U S.C. Chapters 2», “^i’^X^d^e

SS 'S Nadona! Archives and R^ords Adudnishadon

(NARA) is required to issue records management guidanceto aU
2904 and 2905) ' "

and I

all media UtciZg ^rnZm^ges, that are deUnnlned to be Federe 1 records under the

“S u^rthave conXv^

components are i . 
are records.

records managers, and olher users of e-mail in the EOP on the proper means of 
maintaining, aid disposing of Federal records that are created or received on an e-mail system.

INARA has Issued regulations on electronic records (3d CFR 1234) and guidance on 
Tronic recordkeeping, Mangini EUctronic Records (1»2), and General Records

mail (e-^^'^T^e-Offire of thePresident (EOP1.J E-™iKystems 

increasingly used as a i

it may not be technologically feasible for all EOP components to manage e-mail 
recorus m »<u.iv w«y, [NARA] this guidance also recognizes the need for flexibility m the 
development of records management policies and practices. Also, under special c^cu^ ’̂ 
EOP components may need to vary from certain provisions of this guidance for reasons of 
efficiency W adequacy of documentation. In such circumstances, the EOP• components) may 
in consultation with NARA, modify their records management practices to meet their

10/14/93 17:07 -Q-

documentary materials created or transmitted by electronic
---------- a.... ref tSo Pr^iripnt (F.OP1.I E-mail systems are

> lu luc —------------------------ . -
------- -----  „„ means of communication within and among offices m the Executive Office 
of the Priidem. Because it is used in place of telephone conversations or 
e mail can significantly increase the efficiency of conducting Government business. At the same 

e-mail [often) nwy provides substantive documentation of

EOP
responsible for training employees on how to determine which e-mail messages
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Some

Pkw-ti-nnic Mail System, as useo m uiis — -rr
used to crcate or transmit messages mtd other .documents cmutad. efertromc[*

into data files or data bases on either personal computers or mainframe

[*

★

2

the message. 
[New]]

Electronic Record "u*ie

■“xxx« “ -: - - a x--. 

[36 CFR 1234.1)

records. PrasidentU. -^d^Jd«^ma^^^  ̂ .

i. Documents created on an e-mail system including brief 
------formal or substantive narrative documents, and any

a continuing obligation to identify and separately 

records.

=; ssrss?jas

computers. 
[New]]

E-mail messages.

The
convenience. ---------
Definitions that are new are so indicated.

Mail System. As used in this guidance, a computer application

CTurerenc®, and create calendars that can be accessed by multiple staff 
members. Excluded from this definition are file transfer utdiUes
that transmits files between users but does not retain ary- transmission data) 
and data systems used to collect and process data that have been orga^niwd

Definitions
following definitions for terms used in this guidance are included for danty and 
i. Most of these definitions are included in existing NARA guidance or regulation .



Federal '★

disposition schedule approved by NARA (Standard Form 115, Request for 
 - — • • . • A - \

A

* definition of records (44 U.S.C. 3301), i.e., they either do not relate to

are extra copies of documents kept only for' reference, stocks of publications <md

[*

3

maierials, or other documentary materials, regardless of physical form or 

law or^in^conncction with the transaction of public business and preserved or

* Temporary Record. Any record which has been determined by the Archivist of 
the United States to have insufficient value (on the basis of current standards) to 
warrant its preservation by the National Archives and Records Administration.

other activities of the Government or because of the informational value of data 

in them. (Emphasis added.) 
[4 U.S.C. 3301]

October 14, 1993

i. [A]ll books, papers, maps, photographs, machine readable 
ut other documentar*' materials, regardless of physical form or 

characteristics, made or received by an agency of the United States^under

appropriate for preservation by that agency or its legitimate successor as evidence 
of the organization, functions, policies, decisions, procedures, operarons, or

IQ.'H/sa ir:u» w

the United States to have insufficient value (on the basis^of cujrrc^tjs^and^d^^°

This determination may take the form of:
(a) A series of records designated as disposable in an agency records 

disposition schedule approved by NARA (Standard Form 115, Request for 

Records Disposition Authority); or
(b) A series of records designated as disposable in a General Records

Schedule.
[36 CFR 1220.14]

Permanent Record. Any Federal record that has been determined by NARA to 
have sufficient value to warrant its preservation in the National Archives. 

[36 CFR 1220.14]

Nonrecord Material. Informational materials that do not meet the statutory 
definition of records (44 U.S.C. 3301), i.e., they either do not relate to 
Government business, w are not "appropriate for preservation," or that have been 
are specifically excluded from coverage by the definition. Excluded materials 
are extra copies of documents kept only for reference, stocks of publications and 
processed documents, and library or museum materials intended solely for 

reference or exhibit.
[36 CFR 1220.14, 1222.34(d)]

Rpcnrds Management. The planning, controlling, directing, organizing, 
training, promoting, and other managerial activities involved with respect to 
records creation, records maintenance and use, and records disposition in 
order to achieve adequate and proper documentation of the policies and 
transactions of the Federal Government and effective and economical 

management of agency operations.
[36 CFR 1220.14]
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I

*

been approved by NARA to authorize the disposition of Federal records; 
(b) A G^ral Records Schedule (GRS) Issued by NARA; or

★

*

*

*

*

>

4
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Records Schedule. A document describing and providing instructions for the 
disposition of Federal records. It consists of one of the following:

(a) An SF 115, Request for Records Disposition Authority, that has

(c) A printed agency manual or directive containing the records 
descriptions and disposition instructions approved by NARA on one or more SF 

115s or issued by NARA in the GRS.
p6 CFR 1220.14]

General Records Schedule. Schedules authorizing the disposal, after the lapse 
of specified periods of time, of records of a specified form or character common 
to several or all agencies if such records will not, at the end of the periods 
specified, have sufficient administrative, legal, research, or other value to warrant 
their further preservation by the United States Government.
[44 U.S.C. 3303a(d)]

Recordkeeping System. Records in any media organized and maintained by an 
agency under a formal scheme for retrieval purposes and to meet the agency’s 

recordkeeping requirements.
[New]

Transmission and Receipt Data.
(a) Transmission Data. Information in e-mail systems regarding the identities of 
sender and addressee(s), and the date and time messages were sent.
(b) Receipt Data. Information in e-mail systems regarding date and time of 
receipt of a message, and acknowledgement of receipt and/or access by address­

ees).
[New]

System Backups. Copies on off-line storage media of software and data stored 
on direct access storage devices in a computer system to provide a means of 
recreating a system and its data in the event of unintentional loss of data or 

software.
[New]

Security Backups. Copies of records in any media that are created to provide a 
means of ensuring retention and access in the event the original records are 
deleted or corrupted on the recordkeeping system.
[New]
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records, andcement ^ponsiblUHes th.. i-Jude cn^; andi nuin^unj; a=ria«

copy record messages on

their recordkeeping requirements.

What Are Federal Records?

Federal records, though each may have

tests: (1) they are made or

5

Further guidance on 
of E-mail Messages below.

Under the statutory definition, Federal records are documentary materials that meet wo 
- - • received by agency personnel as part of their official dunes in a

^rdVconlUg adnate and pro^ documentori of the organiza^^ 

eclsions, procedures, and essential transactions of the ag y • • • • media
[However the Federal Records Act does not require maintenance of records on the media 
™ Zwch’ Sev wert created. For example, agencies may convert paper records to 

microform in accordance with NARA regulations (36 CFR 1230). Similarly, agencies may

i AC,] i

FDP comoonents [must apply their recordkeeping requirements to e-mail documentrthM 
meet the definition of Federal records.] shetdd-^eefperate pfovt^na re-lntwg-te-e-ffiari t

The disposition of records is also addressed in the statute (44 U.S.C. Chapter 33). 
scheduling the disposition of records is in the section entitled Disposition

As quoted in the nhnver The Federal Records Act (provides]
S^d^^ of that definition deserve fwther

 Smation The phrase "regardless of physical form or character)sues means that die records 
ZX orty other physical type or fonn; and that the method u«d «, r«£

SmaSmay be manual, mechanical, pholoeraphic, electronic, or any combmatton of the e 
or other technologies In other words, the medium used to create the document does not 
^X"Us. on rad, when Fede™! records ortginahy created m one medtum

arc copied to another medium, both versions are 
a different retention period.]

Records Management Responsibilities

...=ssiS’
As more and more Government business is bong conducted electronically , agaaes must 
recognize that records will, in many instances, be created or received on e-mail systems. (The 
Federal Records Act provisions apply to electronic records. Including e-mail, just as they 

apply to records created or received in any other media.

the e-mail system for maintenance in hard copy or in another

Agenciw are legally obligated to ensure creation and maintenance, for ^W^naU 
. . f. □ and nmner documentation of the organization, functions,

penod, of --------
policies, decisions, procedures
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ai

tests or the statute, J.c., uity ------------- -- --- .lnn thrv nrn rctnintd
anb [in the Judgment of the agency they are appropriate for
because they document the agency’s [organization functions, Pobci^^nSJ 
operations, or other activities] essential tnmsactions or contain information of value to the 
aSncv. Since e-mail systems [may] are often [be] used to

6

activities or other
of the EOP component and its governmental role, ano 

* ■ • • • • X* A M«« w^rt A,

records when they make

matters basic to an understanding

criteria to their e-mail messages that they apply to their paper

President ut^Tg «t his h^onl To a greater extent than in many other Gov— 
draft? notes calendars, background materials or working papers in those EOP 

wmponwts will’ document policy development, significant decisions, majoi
mattent basic to an understanding of the HOP component and its S0«™™enta J™ 

therefore should be considered Federal records. HOP
criteria to their e-mail messages that they apply to their paper J— makiAp these
determinations of record status (see 36 CFR 1222.34). For further information on making

Personal Papers of Executive Branch Officials: A Management Guide,

transmit insubstantial information 
use or future research] required-fer 

7 not all messages on an e-mail system

document the "organization, functions, policies, decisions, proce ures» h
n^Xtions of the agency” (44 U.S.C. 3101). Documentary materials become records if the 

agency decides they should be filed, stored, or otherwise ,T“,
the evidence of agency activities or informauon they contain (36 CFR 1222.12).

Documentary materials, whether in paper or electronic form, are Federal records^when 
thev meet bo± tests EOP components [shall] eheuid use these general entena to develop 
specific guidelines on how to determine which documents created or received on e-mail syste

distinctions, see
published by NARA in 1992.

Record Status of E-Mail Messages

Documents produced by using an e-mail system are Federal records when they meet the 
rsamdSt ^aXply to docr^ents hr any other media, as] speerfied m the stamtory 

definition As indicated above, Federal records are documentary materials that meet both of the 
SSX they ak made or renewed in the course of conducting ^cy busmess.

10/14 93 17:10 ©

they meet both tests. EOP components [shall] aheuW

should be considered Federal records.

The activities of some EOP components are heavily policy-oriented and jupport the

use these general criteria to develop

agency.------ . ,
that is not [appropriate for presen ation for agency

",ey rclate Gov‘;r"mea’

business].

m the EOP e-mail sys.ems„s^

^sers undOTtand the concept of Federal records and that agencies agency guidance provide



Disposition of E-mail Records).

«« by MCh component. Exam^ot each • - =e

Nonrecord Materials

records regardless of the medium on which they were recorded.

insubstantial [that it is not appropriate for preservation] as to not warrant retention.

7

Nonrecord materials are not needed to fulfill the EOP component's responsib.l.ty to document 
adequately and properly its organization, functions, programs, tor] and major transactions.
mail messages, therefore, that are nonrecord are not subject to the statutory provisions governing 
the disposition of Federal records and need not be retained.

[The EOP components should provide examples of record and nonrecord messages 
to staff to ensure accurate and consistent application of this guidance. The EO 

sbZlte* MudrfVtte'cmpoMta'dtacHvcs to staff on the use of the e-mail system.]

certain transmission and receipt data available to users. The data may include the identity of 

sender, UlC luaiuvy va ftuvisoovs,VJ/ —J------- .11
and time of receipt, and acknowledgement of receipt and/or access by

10'14'93 17:11 U

Transmission and Receipt Data [and Related Documents]

In addition to the message itself, most EOP e-mail systems include features that make
suiaiuiauwaa «*«. * ' » ____ -_______ inC^UCle ldeIltlty

the identity of addressee(s) (including any recipients of copies), date and time sent date 
ana umc vi and acknowledgement of receipt and/or access by addressee(s). Not all
systems provide all of these features, and different systems record and display all or part of this 
information in different ways. In some systems, transmission and receipt data are part of the 
message, and in others users may need to take additional steps to access the data.

October 14, 1993

sufficient Information for users to distinguish Federal records from nonrecord materials. It 
is also important for users to know that there is a difference between records that only have to 
be kept for a brief period of time and those that have long-term value to the Government.

The first determination [that] must be [made Is] whether a message is a record «-«« 
If a message is dctcreuned to be a record, the second step [U] for the appropriate agency 
officials or records management personnel is to determine if it is a temporary or 
record according to a records schedule approved by NARA (see the section in this guidance on
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are created, require

with the EOF components in developing this specific guidance.]

Receipt Data

Some e-mail systems also provide the

Mtafab « For example, blds on eootraets, appneadoos for

8

- r-_ Farh version of the lists or directories linking names of e-mail users and 

system codes is a record and must be kept.

EOP components should provide guidance [for] as they do for paper records.

unaersiauuauiCj im vuvuum'-*—*F

adequate documentation of the particular transaction.]

WTien the necessary transmission data is not part of the message itself, EOP components 
must ensure that the record messages and necessary transmission data eueh-^dtstobuuon listo, 
are both maintained in designated recordkeeping systems either electronicaBy or in h^d copy.

Transmission Data

Messages that arc records, regardless of the media on which they

a message was sent; 
UDderstandabier 1

- ------is [nQrmaiiy] sufficient transmission data for the e-mail

Mli; while this is usually not necessary for a message to be complete and 
in some circumstances the component may consider it to be necessary for

ad w of usages. Depending on system capability,this Wmay be 
maintained electronically or in hard copy and, like a telephone directory, may be maintained as 
a record separate from the e-mail message. ,^*1^ 

be updated frequently.----- ------------

Vy 0^*1 yic llCvvojtuY u(mauutw*v4» — g--------—-------- — e *L

must ensure that the record messages and necessary

for ’the’ same retention period (see section entitled Maintenance op Federal Records 
Created by an E-Mail System below). For example, in some e-mail systems users are 
assigned identificadon names or codes. For systems that use such shorthand names or codes, 
a record linking the codes with the names of users should be retained to facilitate identrficatio

10/14 93 17:11 XT

of transmitting the information that does provide a mechanism for 
documenting receipt. As EOP components may eonsider-^e^^ipte fef ee^in types-ef

addressee In most cases these would not oe necessary ivr ewqusiu, -------------- -  -
of agency activities, just as return receipts are rarely necessary for letters sent by regular mail, 

employment, and documents submitted to a Federal court may require a precise due date 
and time. In similar situations when strict deadlines must be met, e-mail users should 
request receipts. If receipts are not available under *e e-mail system, “di^uak must use 

another means
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or acknowledgements and follow aje^ey procedures for maintenance in official recordkeeping 
___  .-.u* .1____ Anv opn^ted for recordkeeoing Durposes must

manyZ ’̂il systems, however, indexes, lists, or lop arc only transitory displays of data 
• « ___l—l_____ rvr* ♦’Vi tvCfPTTl

components should instruct employees ou how calendars are to be maintained. For other
. * v . • . _ I a _ v___ _______ ^*.1 nv«» rlicnnta ri 1*>

9

if they meet record status criteria specified in the law. Calendars, whether individual or 

shared, i

[Caiendag]

[An e-mail system may provide calendars and task lists for users. EOP components 
should advise users that calendars, indexes of events, and task lists may be Federal records 
if they meet record status criteria specified in the law. Calendars, whether individual or 
shared, regardless of the level of the individual to whom they relate, may be Federal 
records or they may be personal. The NARA publication Personal Papers of Executive 
Officials; A Management Guide provides specific guidance on record status of calendars. 
For high-level officials (as determined by respective EOP components), calendars 
determined to be Federal records should be maintained in the appropriate recordkeeping 
system, and scheduled for disposition to permit NARA appraisal of their value. The 
components should instruct employees on how calendars are to be maintained. For other 
staff, calendars and related documents determined to be Federal records are disposable 
under General Records Schedule 23, Records Common to Most Offices, item 5, Schedules 
of Daily Activities. Calendars determined to be nonrecord may be deleted when no longer 

needed.]

October 14, 1993

fewrd io be iteeooMfy, they-^Hri44s»e EOP guidance for e-mail users [should
specify] eoncemwvg when to request receipts or acknowledgements for recordkeeping purposes, 
[and,] when appropriate under [those] agency guidelines, therefw users should request receipts 
or acknowledgements and follow ageney procedures for maintenance m official recordkeeping 
systems, either electronic or paper. Any receipt generated for recordkeeping purposes must 
should be accessible along with the related message and kept for the same period of nme.

Other Documents Pete

Many e-mail systems have a variety of additional features that may be used to generate 
Federal records. Indexes, lists, or logs of messages that [reside on an] are part of [e-mad] 
electronic communication system [as distinct documents, tables, or files] may or may not be 
Federal records, depending on the nature of the information they contain and their potential uses  
[Indexes, lists, logs, and similar materials may be useful, particularly if the message itself 
docs not contain sufficient transmission data. EOP components should consider the 
usefulness of this information as part of the assessment of the Federal record status of’such 
materials.] EOP componenio should separately assess the Federal rooovd omtua of 
efMhese-mtcms in accordance with existing records schedules or ones to be developed- In 
many e-mail systems, however, indexes, lists, or logs arc only transitory displays of data 
gathered from various sources, not documents, tables, or files stored on the system.
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Agencies must

EOP components must implement mechanisms and procedures to

in hard copy files until expiration of their authorized retention periods.

the e-mail system aud any copies made for
meets their needs. [Both the message on

Regardless of the medium used to mamtain e-mad records the ^yftbe

StS2aforS'SSulednretSdoPn EOP steuM

 rwnrd5 are maintained in a way that allows for retrieval and use for agencyensure that records are maintained in a way

♦

10

Maintenance of Federal Records Created by an E-mail System

manage all Federal records, including those created using an c-mail

Because e- 
and nonrecord messages

system £7^ oanaging electronic records, NARA has Usued W,
Hearoafc Reconfs to supplement the regulations on ^r“nlc

of electronic records in Central Records Schedules 20, felectroptfi

mail systems can be used to create and record such a wide variety of record 
nrewiu EOP components must implement mechanisms and procedures to

ensure that all Federal records are identified, their status as temporary or permanent records is 
clearly indicated, and that they are kept in official agency recordkeeptng systems E-mad 
messages that are Federal records may be retained in electronic format or printed and maintained

-fdiere ^mi^ations. or to impose sigruEcant burdens or. users of these 
commurications. At the same time, the EOP components need to ensure that Federal ecor^ 

being ermte^fseot o ■ _ __ ___ d.i. I ar. I w available under the

component.]

the specific coverage
Records, and 23, Records Common to Most Offices.

10 14/93 17:13 O

are being taken to capture whatever transmission [and receipt) data [are) is available under the 

protocols used for these systems.

External Communications Systems

NARA recognizes that there are electronic communications systems external to the 

government, such as Internet, that are being accessed by
agencies, including the EOP components. These communications systems have established 
^otocols for their use. This guidance is not intended to suggest a cnange in those protocols.
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copy

11

records to be retrieved and read [36 CFR 1234.28].

Tapes generated for system backups [are not suitable as recordkeeping systems because 

ic onthe disksttemselves. They are meant to provide only a means of recreating a system and

systems are 
"delete" features

to an official recordkeeping system 
messages :
solely on the e-mail system.

Maintenance in an Electronic Recordkeeping System

copy all but tne most snon-ierm mwwta on y
recordkeeping system. The electronic recordkeeping system should be designed to allow 
segregation of permanent and temporary records and [must] sheuld be adequate to maintain 
projected volumes of records for their authorized retention periods, including appr^naite 
retention periods for various types of temporary records, as well as permanent records [(36 CF
1234.10)]. If a component decides to maintain e-mail records off-line, it must store them on a 
reliable medium under appropriate conditions, and with adequate documentation to allow the

Some agencies may have sufficient resources and technological capability to maintain e- 
mail records in an electronic storage format other than on the on-line e-mail system. s 

The electronic version may be more easily searched and manipulated 
“ t the same time than records in hard

? The electronic media may provide a more efficient method to store records. [Storing

purposes. Permanent records [must] should be maintained in a system that not only allows 
agency use, but permits efficient transfer to the National Archives.

Maintenance on the E-Mail System

E-mail systems are generally designed for convenient and efficient internal agency 
communications and not as a system for the storage of agency records. In order to maintain 
instantaneous communications capability without increasing hardware capacity, these systems 
tend to limit the number of messages that can accumulate on the system j COTS^iwndh most

Because e-mail systems usually do not anticipate maintaining messages tor 
4 • --------------j »---------------------- or niOved

for maintenance and disposition, and only nonrecord

bLA. (For more information on transferring permanent electronic 
36 CFR 1228.188.) [In extraordinary circumstances, if e-mail

affords certain advantages. The electronic version may be more casuy swiv.™ 
and is more easily accessible to multiple staff members at the same time than records in hard 
copy. The electronic media may provide a more efficient method to store records. [Storing 
e-mail messages electronically should become more feasible as technology develops).

Agencies that decide to maintain the record messages in electronic form should move or 
copy all but the most short-term messages to an electronic system that is ihated 

segregation of permanent and temporary records and [must] should be adequate-------- --

they] are merely mirrors of storage disks with data and documents scattered throughout as they 
arc on the disks themselves. They are meant to provide only a means of recreating a system and 
its data in the event of an emergency. EOP components, therefore, should not rely on system 
backups as their official recordkeeping system because their format and design do not allow ease 
of access or retrievability. In addition, system backups are not acceptable as a means to transfer 
permanent records to NARA. (For more information on transferring permanent electronic 

records to NARA, see 25  .

10 14'93 17:13 W

E-mail systems are , In order to maintain 
ms^^wuVcommuni^ons'^pability without increasing hardware capacity, these systems

designed to maintain messages for a short period of time, and may have automatic 

retention periods generally approved for records, record messages should be,copied
(Ashould be reuined
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described in this guidance.) EOP compenenri must

Maintenance in Hard Copy

uXPS lu^7related transmission and receipt data will] the^ be 
same procedures used for other paper records. Advantages ot his 

arXX of segregation of permanent and temporary messages for separate filing 

in appropriate records series, and the opportunity to file e-maii

documents creattrf hy other

[Some] EOP components may decide to
[form] until a satisfactory electronic recordkeeping system is

approvalTnhe National Archives and Records Administration (44 USC 
authorizes records disposition through two mechanisms: the General Records Sched^le5 
deXS byNAKA toXule records common to most or all Federal agencies,

of schedules developed by agencies for records unique to the agency. To ral.^s PP ’ 
Xi«TSmh to NARA rXds schedules that describe and propose the disposition (retention 
neriod) of each series of records they create or acquire. The authorization process employed 
b^RA involves records appraisal, i.e., determination of the future research 

of the records. Most Federal records are appraised as temporary' and authorised
of the records

placed in an

121

4

maintain e-mail [In] eft paper 
developed.

expiration ofZ= in «.e dirpo^on

pwperteo of Federal records is appraised as permanent b^-se diep 
icant e^dential information about the agency's programs and accomphshments because they 
contain information of continuing value for histoneal or other research. ,JTneeds of
records are scheduled for transfer to the National Archives after they have served the needs of

the creating agency.

E-mail records will have varying retention periods, based on their content, use, 
and level of the creating staff member. NARA will appraise the retards after they have been 

official recordkeeping system and will determine how long they must be r

— as specified in this -guidance, te protect e

Rather than maintain records electronically, an EOP component may decide that hard 
coov relation b^t m«ts its operational needs. In this case the component [shall] >heuM 

instruct e-mail users to print messages that are Federal «0^. «*« "*vp™ £

October 14, 1993

messages exist only on system W. Ute^y Aovlduke steps to copy th^to. 

recordkeeping system as
suitable record ■horage f
a O A V

10 14'93 17:14 U

Disposition of E-Mail Records

Materials that are Federal records under the law may not be destroyed without the
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or in hard copy, wnen e-maii records nave dcch uansicucu r
system, the [records] documenta that remain on the e-mail system may be deleted in accordance

13

17:15 U

Monitoring Implementation of Recordkeeping Guidance for the ErMail System

EOP components have the responsibility for reviewing the implementation of guidance 
concerning records to ensure that e-mail users are accurately identifying record messages and

by the EOP. The appraisal will be done whether the records are being maintained electronically 
or in hard copy. When e-mail records have been transferred to an official paper recordkeeping 
system, the [records] documenta that remain on the e-mail system may be deleted in accordance 
with General Records Schedule 23, item 2. If e-mail records have not been printed on paper 
and appropriately maintained, or if they have been copied to an electronic recordkeeping system, 
they may not be deleted from the on-line e-mail system until a schedule has been approved by 

NARA authorizing their disposal.

[As the e-mail system may not be appropriate for maintenance of record messages 
for the length of their retention period, in most cases agencies will copy the message to a 
recordkeeping system. In that situation, when the same information is stored on more than 
one medium, agencies must treat both versions as records and schedule the disposition of 

both copies.]

Training Employees

Because Federal records may be created using an e-mail system, each agency using e- 
mail must ensure that all employees are familiar with the legal requirements for creation, 
maintenance, and disposition of Federal records. EOP components must provide training and 
guidance to employees using e-mail so that messages are accurately categorized.

NARA will provide guidance and assistance to agencies in preparing training for staff 

members.

Integrity of E-Mail Records

Agencies should take adequate measures to protect records in e-mail systems [(36 CFR 
1234.26)]. Protective measures should ensure that Federal records are not altered er deleted 

ti**messag« stored on-line to off-line media in order to guard against system failures or 

inadvertent erasures, i
[security] backups.

[only] except in accordance with authorized records schedules. Agencies should regularly back

Normally, Federal records should not be maintained exclusively on
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retained with the message or in a way that can be associated with (he message

[Record] messages are only deleted in accordance with a schedule approved by 
NARA, after the-rccord mossageo have been-copied to an electroruo or paper

are no longer required by4he-ageneyv

14

and any receipt data determined to be needed for adequate documentation. 

EOP components can ensure that the above measures are implemented if they:

iau Monitoring consists of (reviewing a specified percentage of
regular basis.] EOP components should ako^conductiftg penodic^taff

d^tronic o7 paper recordkeeping systems to ensure that proper determinations of record status
and internal records manajement evaluation, (36

are being made, that receipts are requested when appropriate, that record messages are g 
properly maintained, that permanent and temporary messages are being kept separately, and that 
temporary records are disposed of according to approved schedules, and nonrecord messages are 

deleted.

Nonrecord messages are deleted.

[Users have] access is provided to messages and to associated transmission data

10 14 93 17:15 fj

Summary of Guidance

In summary, regardless of the medium in which the records are maintained, for^°p 
components [to properly manage records created or received on e-mail systems and] to 
satisfy statutory and regulatory requirements for records creation, maintenance, and disposition 
pertaining to e-mail, the components must ensure that:

Users properly identify messages that are Federal records.

Record messages are copied or moved to an official recordkeeping system.

The identities of message originators and all addressees, and the date sent, are 
retained with the message or in a way that can be associated with (he message 

either in electronic or paper form.

Receipts or acknowledgements are maintained when they are considered necessary 
for adequate documentation of the transaction and when the system has this

October 14, 1993

following guidance concerning preservation of transmission and “

maintenance of e-mail records
all messages on a i 
interviews
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components. However, the EOP components [must] shwki take [the nec^2

disposition of Federal records.

15

Establish policies and procedures concerning maintenance and disposition of e- 
mail messages that are records, including ensuring that messages are maintained 
in a system that continues their availability until the expiration of the approved

17:10 -er

documentation of agency activities, when the system has this fenturer [or to use 
an alternative method for transmitting the document if the e-mail system docs 

not provide receipts.]

Monitor staff compliance with the guidance and instructions for identifying and 

maintaining e-mail records.

E-mail systems provide unprecedented communications convenience for the EOP

prccflutiofts to ensure that there is no diminution of [their] the records of on agency resulting 
from the use of e-mail. E-mail systems in many EOP components have become important tools 
for the transmission of substantive information; they now are used to create Federal r®a’[ds- 
Consequently, EOP components must take special care that employees understand their 
responsibilities when using e-mail to ensure the adequate creation, maintenance, and proper

Advise message originators to request a receipt or acknowledgement for Federal 
records when receipt information is necessary for complete and accurate 
j____n/'HvitiAc whAA-fha <v$tom has thi9 feature, [or to use

October 14, 1993

Provide guidance and training to all staff concerning determination of record 

status of e-mail messages.

mail messages that are records, including ensuring that messages are

retention period or transfer to the National Archives.
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a
SCOTT ARMSTRONG, et al.,

Plaintiffs,

v.

Defendants.

DECLARATION OF JOHN PODESTA

I, JOHN PODESTA, declare and state as follows:

Since January 20,1. I have been Assistant to the1993,

President and Staff Secretary in the White House

President William J. Clinton. In these positions, I am responsible

for overseeing White House personnel with records management

responsibilities. I have also participated in the development of

Clinton Administration guidance, practices and policy pertaining to 

the creation and preservation of federal and presidential records 

in the Executive Office of the President and the National Security

Council. I submit this declaration in support of defendants I

motion for a stay, pending appeal, of the District Court's order

dated May 21, 1993.

Prior to arriving at the White House on January 20,2. 1993,

I was familiar with the proceedings in this case, and was aware

that on January 6 and 11, the District Court had entered1993,

whichorders held the Bush Administration guidance

maintenance and preservation of electronic records to be arbitrary

and capricious. On or about January 21, 1993, I also became aware

that on the eve of the termination of the Bush Administration,

IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA

) 
)
)
)
)
)
) 
) 
)
)
)

Office of

Civil Action No.

89-0142 (CRR)
EXECUTIVE OFFICE OF THE PRESIDENT, 

et al.,

for the



President Bush and the former Archivist of the United States, Don

Wilson, had entered into an agreement governing the disposition of

back-up tapes of Bush Administration electronic materials.

3. I and other members of the White House staff are firmly

committed to full implementation of the Federal Records Act and the

Presidential Records Act. In order to understand what steps that

commitment entailed, I and other members of the staff first had to 

become familiar with the records management processes of the White

House and the various agencies in the Executive Office of the

President. We also had to become familiar with the computer

systems and networks in the White House and other components of the

EOP; to learn what, if any, steps had been taken by the Bush

Administration to develop new procedures for the creation and

computer technologies might be introduced tonew facilitate

internal and external communications by EOP staff.

It is our goal to develop a technologically advanced4 .

computer system in the Executive Office of the President which will

permit a significantly larger amount of electronic material to be

permanently stored and segregated, in retrievable form, than has

ever been preserved in the past. We would anticipate that with

more sophisticated computer technology, the burden of record­

keeping for employees could be reduced, and it would become

documenting the business of government in an electronic format.

it is our goal to implement new technology which willMoreover,

2

maintenance of electronic information; and to assess what, if any,

feasible to save a significantly greater range of material



automatically make it possible to associate "who knew what when"

information with particular e-mail messages.

5.

develop a computer system which effectively provides for improved

record keeping and improves the performance of the work of the

Executive Office of the President is not a simple process. For

instance, in the EOP the Administration inherited an OASIS "All-in-

One" computer system which did not provide for the computerized

segregation of federal and presidential records. Moreover, under

the OASIS system, "read receipts" could be used to obtain the "who

knew what when" information, but if the read receipts are requested

performance. See Sixth Declaration of James B. Wright, paragraph

We also inherited a situation where prior administrations had9.

not implemented any long range plan for developing and implementing

a technological capacity to segregate, store, and retrieve e-mail

information in a computer system.

further below in the accompanying affidavits,and

a careful redesign of the current system, the acquisition of

funding, andnecessary then the appropriate testing and

implementation of an enhanced system. That is not a process that

3

on only 10% of the messages, the system will slow to the point 

where it would be unable to provide a satisfactory level of

President, the development of an enhanced system that will properly 

achieve the goals of this Administration is a process that requires

given the

condition of the current technology in the Executive Office of the

In short, and as detailed

However, given the current state of the technology in the

Executive Office of the President, to achieve these goals and



can be completed in anywhere close to the timeframe contemplated by

the district court.

Our introduction to EOP computer systems was interrupted,6.

during the first week of the Administration, by the subpoena of all

White House Office computer hard disk drives by the special

prosecutor investigating possible wrongdoing by Bush Administration

officials in connection with a review of then Governor Clinton's

passport files. All existing White House Office hard disk drives

were removed from individual computer stations, and were replaced

by new hard disk drives several days later.

During the first three months of the new Administration,7.

White House staff and new employees in the EOP agencies worked

diligently to address a wide variety

and presidential records. The White House determined that it would

be appropriate to issue comprehensive new guidance that would,

other things, emphasizeamong the

preservation; clarify as much as possible the distinctions between

federal and presidential records; clearly state reguirements

governing the creation, maintenance and preservation of records;

and set forth specific new guidelines addressing the creation, 

maintenance and preservation of electronic systems material.

8. I am aware that since mid-January, all EOP offices and

the NSC had been preserving on computer back-up tape all electronic 

information identified in the District Court's orders as "record" 

material. In order to implement new procedures to preserve

4

of urgent priorities, 

including the development of new guidance for EOP staff on federal

importance of records



electronic systems information, however, the White House staff

sought to understand not only pending court orders governing 

electronic systems, but also the technology requirements that would 

recordkeeping needs, and the costs of such technology.

With respect to the preservation of electronic systems9.

EOP a variety of complicatedthat

technical issues in connection with the

implementation of the court's orders. Those issues are addressed

in the Declaration of Arnold Shore and the Sixth Declaration of

James B. Wright which are also being filed in support of the motion

for a stay pending appeal. For instance, the EOP agencies have not

yet developed a technological means for segregating electronic

presidential records for connectingand

information relating to sending, receipt and content of particular

e-mail information. The OASIS All-in-One system does not have the

capacity to accommodate "read receipt" information for all e-mail

messages.

10. As set forth more fully in the declaration of Arnold

Shore, the EOP and the Office of Administration are developing new

e-mail systems for the EOP component offices. I have sought to

ensure that any such new e-mail systems be designed to ensure that

presidential and federal records be easily segregated and be able

maintainand "read receipt"

particular e-mail messages. I have insisted that in developing

5

to accommodate

information, I have been informed by members of the staff of the

must be addressed

be necessary to accommodate the court's orders and the agencies'

information for

from other material

Office of Administration



such e-mail systems, or in making plans to connect those systems

with external e-mail networks, the fullest consideration be made to 

the requirements of the Federal Records Act and the Presidential

Records Act.

Substantial11. associated withcosts also theare

establishment of new procedures to preserve electronic systems

material, particularly in connection with EOP electronic mail

systems. These costs include fiscal expenditures described in Mr.

Wright's Sixth Declaration (5[7) and the Declaration of William H.

Itoh (5[10), as well as significant diversion of other resources

from ongoing projects as explained in the Declaration of Arnold

Shore («[10) .

12. Aware of the technological requirements and costs of

adapting the various electronic communications systems, the White

House initiated a series of meetings with representatives of the

White House Counsel's Office; the White House Staff Secretary's

Office; the White House Records Management Office; the EOP Office

of Administration;

Administration; the National Security Council Records Management

Office; and the Legal Adviser to the National Security Council.

These meetings were also regularly attended by Trudy Peterson, the

Acting Archivist; other members of the NARA staff; and Justice

Department attorneys familiar with the orders of the District Court

in this action.

13 . In these meetings, it was my goal not only to ensure

compliance with the District Court's orders, but also to ensure

6

the General Counsel of the EOP Office of



that the Clinton Administration provided to staff of the NSC and

other EOP components the most comprehensive possible guidance on

the creation, disposition and maintenance of federal records. The

comprehensive nature of the guidance necessitated an equally

comprehensive drafting and review process that lasted several

weeks. From personal participation in the meetings, I can confirm

the careful effort that was made to review the requirements of the

District Court's orders, and to assess the accuracy and clarity of

the proposed guidance on a line-by-line — even word-for-word

basis. Care was also taken to ensure that guidance for the

National Security Council Staff addressed any issues that arose

uniquely in the context of that entity. proposed guidanceThe

under review was far more comprehensive than any previous guidance 

of which I am aware; indeed, the federal and presidential records

guidance distributed totaled eighteen single-spaced, typed pages.

14 . Because the district court

guidance issued by the previous administration was invalid, I

decided that it was necessary promptly to issue the new guidance to

the EOP staff on recordkeeping. The process of preparing federal

and presidential records guidance included careful attention to the

procedures for preserving electronic material.

already in place of preserving all

electronic mail ("e-mail") material on back-up tape; and the EOP 

and NSC guidance on both federal and presidential records was

carefully drafted to ensure continuation of this practice. See

7

We agreed that 

until a long-term solution had been developed, it was important to 

continue the practice

had determined that the



Attachment to Defts. Supplemental Exhibits 23 and 24, filed May

The final records guidance for all EOP staff (other than15.

NSC staff) was completed on May 5, 1993 and distributed to all EOP

staff beginning May 6. The package distributed including (a) a

memorandum from myself and Stephen Neuwirth of the Counsel's

Office, concerning presidential records; and (b) a memorandum from

David Watkins, Assistant to the President for Management and

General Counsel of the EOP

To ensure

that EOP staff members would carefully review these memoranda, we

also took the extraordinary step of attaching a cover memorandum

from Thomas F. McLarty, White House Chief of Staff, whichIII,

expressly instructed all personnel in the White House and other 

offices in the Executive Office of the President to review these

memoranda carefully and to comply with the guidance set forth

therein. See Defts. Supp. Ex. 23. Similar guidance was issued for

NSC staff. See Defts. Supp.

16.

technologically advanced recordkeeping systems, and would issue

additional guidance as we are able to acquire and implement those

systems. and has been Clintonthe

Administration to conduct a comprehensive review of electronic 

systems management in the Executive Office of the President and to 

develop policies and practices for the Clinton administration as a 

whole that will ensure that all electronic systems material is

8

intent of theIt is

Ex. 24.

Office of Administration, concerning federal records.

12, 1993.

This Administration is considering developing more

Administration, and Bruce Overton,



preserved in usable form. The development of such policies and

practices will, of course, need to occur in conjunction with the 

development of appropriate technical solutions for the various

the computer thatsystems thenew

Administration is already considering (see Declaration of Arnold

Shore,

external e-mail capabilities of the White House and other Executive

Office of the President components. Upgrading these technological

capabilities is a high priority of this administration, and we have 

created an interagency task force to assess and propose potential

advancements in this area.

17. I expect that the Clinton Administration, after it

conducts its comprehensive policy and technology review, will be

able to dramatically upgrade the quality of its computer systems.

withthat sophisticated computermore

technology, the burden of record keeping for employees will be

reduced, and it will become feasible to save a greater range of

material documenting the business of government in an electronic

format. Moreover, as previously noted, it is our goal to implement

technology which will automatically makenew it possible to

associate "who knew what when" information with particular e-mail

However, I do not believe it is possible by June 21 —messages.

the deadline set by the district court -- to develop, in a coherent

a comprehensivemanner, system for segregating electronicnew

presidential and federal records; for maintaining "read receipt"

9

We would anticipate

Office of

computer systems in the Executive Office of the President agencies, 

including

TflO.e) to improve the technological and internal and



information for e-mail messages; or for connecting the sending,

receipt and content information for particular e-mail information.

As discussed above, the development of such a system requires the 

solution to several complicated and expensive technical problems.

Existing appropriations to the Executive Office of the President

for the current fiscal insufficient to support theyear are

immediate implementation of a new system for preserving electronic

information.

I believe that a stay of the District Court's May 2118.

order is critical, not only because it would not be possible to

comply fully with what this court intended in the January 6 and 11

orders by June 21, but also because the May 21 order would require

the Executive inordinate

attempting Thisthat date.

Administration is firmly committed to full compliance with the

federal and presidential records statutes. But staff and resources

would importantfrom other equally

Administration initiatives were the process of developing a new

system for preserving electronic information to be subject to a

June 21 deadline. Moreover, because individuals in components of

the Executive Office of the President not subject to the court's

including the White Houseorders also use the Office of

Administration's OASIS All-in-One communications system,

significant down-time of the All-in-One system to implement interim 

software "fixes" to the system, until comprehensive review of the

electronic systems management is complete, will interfere with

10

resources to

need to be diverted

President to devoteOffice of the

to comply by



White House operations.

11

I declare under penalty of perjury that the foregoing is true 

and correct to the best of my knowledge.

JOHN PODESTA
-Ji

DATE
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June 9, 1993

TO:

Steve NeuwirthFROM:

Let1 s discuss the attached at your 
earliest convenience.

John Podesta
Bruce Overton

The Court of Appeals issued an order 
today holding our motion for a stay 
"in abeyance" until the oral argument 
on June 15.
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348Id »

Armstrong v. Executive Office of the PresidentRe:

Dear Steve & Alan:

A.

and otherwise unsuitably vague with respect to what actions 
defendants need take to purge the contempt finding. Nevertheless, 
absent a stay of the Court's Order from an appellate court, we have 
been ordered to provide the Court with a written status report of 
the "remedial efforts" taken by defendants by 4 p.m, on June 21,

1
DETERMINED TO BE AN ADMINISTRATIVE

DATE: J?MARKING INITIALS: ,£&

91 G3M £6-6 -MP60'd

U.S. Department of Justice

Civil Division

EAP:jrb
145-1-2062

Telephone:
(202) 514-4336

Alan J. Kreczko
Legal Adviser
National Security Council
Old Executive Office Building, Rm
Washington, D.C. 20506

ATTORNEY CLIENT COMMUNICATION
PRIVILEGED AND OONP

Stephen R. Neuwirth
Associate Counsel to the President 
Old Executive Office Building, Rm. 128 
Washington, D.C. 20503

This letter is intended to follow-up on prior conversations 
among yourselves and various attorneys in Federal Programs Branch, 
during which it has been suggested that it would be helpful to have 
an overview of the most important pending matters involved in the 
Armstrong litigation, as well as our recommendations concerning 
further actions defendants need to be taking to comply with the 
Court's orders (to the extent they are presently known and can be 
anticipated). In what follows, we first assess the issues involved 
in the Court's May 21, 1993 order finding defendants in civil 
contempt; we then proceed to discussing other "action items" 
remaining to be resolved in the litigation.

Actions To Be Contemplated within Scope of May 21 Order

As you are aware, in an order dated June 8, 1993, the district 
court denied defendants' request for a stay of the Court's order of 
May 21, 1993 — despite the fact that we told the district court 
that its order was impossible or unduly burdensome to comply with.



(a) defendants issuing ’’new, appropriate and pro
guidelines for the management of electronic federal records"

that contemplated by OA for all other EOP staff. It would be 
helpful, however, in terms of the litigation, if NSC's 
recordkeeping training planning take concrete shape prior to June
21.

I

2 -
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proper
' to 
1993

(b) defendants "taking all necessary steps" to preserve the 
transferred backup tapes, including "all necessary preservation 
copying and the repair and enhancement of any damaged tapes"; and

(c) defendants "demonstrating . . . that the materials are 
being stored under conditions that will ensure their preservation 
and future access."

First, consistent with the intent expressed in the May 5 
Watkins/Overton Federal Records Act (FRA) memorandum, all 
components of EOP should now move forward on training agency staffs 
with respect to FRA recordkeeping obligations. To this end, we 
understand that staff in the Office of Administration, working with 
staff of the National Archives and Records Administration (NARA), 
have been heading up efforts to begin a round of oral training 
sessions on the Watkins/Overton recordkeeping guidance. These 
sessions are scheduled to begin June 10 and 11 for OMB employees, 
and to continue on June 17 and 18 for all remaining employees of 
EOP agency components (except for NSC staff). While we understand 
that the training will have a more general focus than merely 
electronic recordkeeping issues within the scope of Armstrong, we 
believe it would be prudent to make sure that appropriate 
references to Armstrong-related concerns are made. We have made 
our concerns known to OA and NARA and are working with them on the 
training agenda. It would also be useful to have your 
participation and input in these ongoing efforts. Also, NSC has 
expressed the desire to conduct more individualized training than

1993, which, at a minimum, involve actions in the three broad areas 
the Court outlined in its order:

Certainly with respect to (b), we would expect to emphasize in the 
report to the Court the actions the Acting Archivist has taken in 
undertaking all necessary preservation copying of the transferred 
Reagan and Bush backup tapes. However, with respect to conditions 
(a) and (c) , it is obviously prudent for the defendant agency 
components of the Executive office of the President (EOP) to 
demonstrate having taken substantial action within the 30 day time 
frame. Notwithstanding our stay request, and irrespective of 
whether the January 6 and 11 Orders compelled such actions on their 
own force, we therefore recommend that several further courses of 
action be pursued.

replace guidelines struck down in the January 6 and 11, 
orders;
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Prior to the May 21 Order, we took the position that the 
ongoing retention of backup tapes — while defendants developed 
alternative recordkeeping procedures — mooted out the need for an 
active program of monitoring on the part of agency staffs. Given 
the contempt finding, however, defendants continue to act at their 
peril if they do not make good faith efforts to apply the Court's 
pronouncements in this area to present practices.

2 Our stay papers reflect a divergence of views as to whether 
"read receipts" are required to be generated as well as preserved 
in all cases of e-mail constituting federal records. Plaintiffs 
have now seemingly gone on record against a more expansive 
interpretation; however, while the district court has stated in its 
latest opinion that "nowhere has the Court required the Defendants 
to make any changes to its electronic communications systems," June 
8 slip op. at 9, this aspect of the Opinion is difficult to 
reconcile with the Court’s prior orders to the effect that "who 
knew what when" information must be saved. See January 6 slip op 
a^V;?10 F- Supp- at 342’ If further clarification is not 
obtained, components of EOP will be forced to confront the 
implications of the broader legal position we have taken in our 
stay papers, and must be prepared to issue appropriate instructions 
consistent therewith — even if this means that "read receipt"

Third, components of EOP need to issue further recordkeeping 
guidance to staff (even apart from the controversial issue of 
requiring "read receipts," as discussed infra. n.2).2 This would

Second, apart from the training described above, and 
consistent with the intentions expressed in the May 5 memorandum, 
it is important that we show that the records management staffs of 
agency components of EOP are moving forward with a program for the 
"monitoring" of the implementation of recordkeeping guidance. 
While the exact parameters of what the Court had in mind in its 
January 6 Opinion are far from clear, the Court has apparently 
required that recordkeeping staff institute an ongoing program for 
reviewing the decisions of EOP staff with respect to e-mail record 
designations. See January 6 slip op. at 15-18; 810 F. Supp. at 
342-43. The Court further stated in its January 6 opinion that 
"the Archivist and the Defendants must institute immediate 
provisions for periodic review to ensure the adequacy, effective­
ness and efficiency of the recordkeeping program," citing to 44 
U.S.C. § 3102, 3105; 36 C.F.R. §§ 1220.54, 1220.10, 1222.20, 
1222.32, 1222.50.x Whether such a "monitoring" program necessarily 
includes plaintiffs’ expressed desire to have records officers 
actually sample individual e-mail accounts to test whether records 
are appropriately being designated is an open question in the 
litigation; however, we are certainly willing to work with whomever 
is designated in each agency component to ensure that all policy 
options are considered, and that "proper and appropriate" 
guidelines are issued covering this area.
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requests being generated will overload the OASIS/All-in-One system 
and/or otherwise unduly burden the staffs of various EOP 
components, including NSC.

3 By memorandum dated June 2, 1993, from Robert Damus, re 
"Electronic Mail Systems in OMB," OMB has acted to shut down the 
two e-mail systems presently in use within subcomponents of OMB, 
and has directed staff in turn to utilize All-in-One instead.

We also have been coordinating with NSC and OA on 
implementing further guidance which has come back from NARA with 
respect to a variety of computer systems maintained by those 
components. For example, we understand that NSC either has or is 
about to issue additional instructions to WHCA, WHSSS, and WHSR, 
which, among other things, allows for WHCA's resumption of normal 
backup procedures (including the recycling of post-January 20 
backup tapes), for one computer system (the WHCA VAX) which is not 
used for e-mail communications. Similarly, draft OA guidance 
exists which will allow for the resumption of normal backup/ 
recycling procedures for the IBM mainframe computer (which also 
does not involve e-mail.) .

constitute a follow-up to the NARA guidance titled "Electronic 
Communications Systems and Federal Records Within the Executive 
Office of the President," transmitted by letters to OA and NSC 
dated May 7, 1993, and in turn sent by OA to all EOP components. 
As reflected in NARA’s cover notes to this guidance, it was NARA's 
intent to work with EOP components in tailoring more specific 
guidance aimed at each specific feature of the various "e-mail" 
communication systems in use within EOP (e.g., calendars, calendar 
authorizations, "logs" or "indexes" of e-mail notes, user 
directories, distribution lists, log-on/log-off times, as well as 
a myriad of special features found on OASIS/All-in-One, as well as 
the separate systems utilized by OSTP, USTR, and NSC/WHSSS/WHSR) .’ 
Attorneys assigned to the case in Federal Programs have been in 
contact with various components within EOP regarding the issuance 
of additional guidance, including at a general meeting held on May 
25, 1993 (attended by representatives of all agency components
except CEQ) . We are actively working with OA and NARA in 
considering policy options for retaining "record" material on these 
systems, and would welcome your input into this process.4

Fourth, as a corollary to issuing new guidance, and even if 
not strictly required by any prior order of the Court, we recommend 
that NSC and OA, as well as any other agency component which has 
existing recordkeeping guidance, take steps to expressly rescind 
any portions of manuals or instructions still in effect which are 
inconsistent with any orders of the Court. This may be done 
independently of issuing whatever new guidance is appropriate. 
For example, the Court has struck at least a portion of a 1991 OA 
Directive as insufficiently vague, on the basis that it informed 
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tax© immediate actions to ensure that backup tapes in their custody

C.F.R.

tody of NSC/WHSSS/WHSR, WHCA, OA, ONDCP, USTR, OMB, and 
Included within these tapes are Bush Administration PROFS

to ? phone conversation of January 28, 1993 among 
transition team member Roslyn Mazer, NSpC lawyer Gerald Hussar 
and Jason Baron of Federal Programs, Ms. Mazer requested that 
ongomg efforts to finalize an agreement regarding the NSpC tapes 
(between NARA and NSpC) be halted until Shite House Counsel’s 

office further consider what actions to take with resnect tn

1993 among

take with respect to these
separate tapes.

5
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S5^f£-tha1t the-y have comPlie<3 with the FRA without the need for 
additional action (in the form of printing out an e-mail message) 

2 substance of the e-mail message already has been incorpor- 
into a memorandum. Portions of any outstanding NSC trans­

mittals, as well as other EOP components’ guidance should be 
reviewed for consistency with the Court’s prior orders.

Fifth, consistent with (c), supra, all EOP components should 
take immediate actions to ensure that backup tapes in their custody 
which are properly included within the scope of the Court's January 
orders — including tapes created prior to as well as after January 
20, 1993 — are being preserved in accordance with NARA regulations 
on the proper handling and storage of electronic records, gee 36 
C.F.R. § 1234.28 (g), (h) , and that adequate instructions on the
procedures to be followed for the care and handling of those tapes 
exist. There are a variety of backup tapes within the scope of the 
litigation in the custody of EOP components (as well as whca, which 
provides services to the NSC), which fall within the scope of the 
Court's commands, including but not limited to tapes presently in 
the custody of NSC/WHSSS/WHSR, WHCA, OA, ONDCP, USTR, OMB, and 
OSTP. Included within these tapes are Bush Administration PROFS 
tapes created for ONDCP which contain only non-presidential 
materials, not transfered to the Archivist prior to January 20, 
1993. There also exist four National Space Council (NSpC) tapes 
from the Bush Administration which contain a mix of presidential 
and non-presidential materials, for which an agreement with the 
Archivist was never finalized.5 Attorneys from Federal Programs 
informed representatives of EOp components at the May 25 meeting 
that they should review the storage conditions for all such 
materials; however, we are certain that staff at NARA could also be 
enlisted to assist in the effort to ensure that NARA regulations 
are followed with respect to these tapes, and would suggest that a 
call from you to NARA is in order to facilitate this process.

sixth, it may be possible to initiate further actions prior to 
June 21, with respect to segregating federal record material which 
has come into existence after January 20, 1993, and which is
presently maintained either on-line or in the form of backup tapes 
For example, we are informed that, while the PROFS system is no 
longer utilized within ONDCP as of June 1993, there exist e-mail 
communications which came into existence between January 20, 1993 
and the present, which may still be retrievable "on-line." If that 
is the case, an opportunity exists for records management staff to
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with defendants' stay papers on May 29, 1993, we understand that 
such a reconfiguration is a condition precedent to defendants'

which
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record
In this

This 
ensure

reconfiguration will cost $50,000 in new hardv
previously stated (in his Third Wright Declaration, dated Dec. 4, 
1992, If 6), that it would take two paid consultants working full

segregate out from these materials whatever federal records exist 
(with their corresponding transmission data), for placement in 
official agency files. Similar opportunities to "make a record" 
may exist for other e-mail systems within EOP. The more difficult 
matter of taking action to segregate federal records on the post­
January 20 backup tapes should also be considered, at least on a 
preliminary basis.

1992, J 6), 1 
time for three weeks to implement on a prospective basis, 
commitment to segregation of the "live" system would in turn  
the creation of separate sets of backup tapes which contain solely 
presidential and solely federal materials, respectively. Given 
that we understand there to be over 12,000 backup tapes from the 
OASIS/All-in-one system which have been created since January 20, 
1993 , and which are not so segregated, and given the serious 
possibility that defendants will be ordered to proceed forthwith in 
committing the fiscal resources to segregating information off 
these tapes (at an undetermined but huge cost) , it would seem 
fiscally and otherwise prudent to now take steps to prospectively 
reconfigure the OASIS system as soon as possible.

Our office also needs assurances from you that there are no 
new components of the EOP which create federal records, and no new 
electronic communications systems which have been put into place 
since January 20, which potentially contain federal 
materials within the scope of the Armstrong orders.6

Additional Specific Actions Required

In addition to the above actions, serious consideration should 
be given to going forward with segregating presidential and federal 
materials accounts on the OASIS/All-in-One system. Consistent with 
the statements made in the Sixth Wright Declaration, f 7, filed

..-r 4. ®xamPle/.We were informed during the past week that the
elec‘tron^c comrflUnications system is being used by staff 

of OSTP and possibly other eop agency components, in a manner which 
potentially generates federal records within the scope of the 
court s.injunction. OSTP has drafted proposed interim guidance 
addressing saving Internet communications which are federal 
records which is expected to be issued imminently. other 

need to issue additional guidance with 
respect to Internet as well, depending on their utilization of the

' 6 -

making further technological "fixes" to implement the Court's prior 
Orders for the OASIS/All-in-One system. We also understand that 
this matter has been under discussion with the office of 
Administration since January. Jim Wright states that such a

J“ new hardware, and has



systems of various types are on the drawing board, which invc 
tie-ins between White House Office and EOP agency personnel,
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connection, we need to discuss further the matter of NSC staff 
working on the newly created National Economic Council (NEC) — the 
latter of which we understand is considered a component which 
solely advises and assists the President — in light of the fact 
that we have been led to understand that at least some "dual" 
NSC/NEC staff members use the NSC's existing A-l communications 
system in furtherance of work performed for the NEC. We further 
need to be kept informed of all changes within the EOP structure 
with implications regarding the creation of federal records. 
Additionally, if any local area networks or intra-EOP communiations 
systems of various types are on the drawing board, which involve 
tie-ins between White House Office and EOP agency personnel, we 
need to be kept apprised. It may also be prudent to keep us 
apprised of the activities of the Computer Task Force, especially 
regarding recommendations for changes in electronic communications 
software or hardware which affect EOP agency components.

Finally, we should be kept informed of any plans to eliminate 
or physically remove any existing computer hardware system which 
has the present capability of reading the Reagan PROFS tapes 
subject to plaintiffs’ pending FOIA request (as generally discussed 
below). We wrote to WHCA on May 14, 1993 apprising them of our 
concerns in this regard; however, NSC/WHSSS staff as well as OA 
also need to be vigilant in ensuring that, should the Court rule 
adversely to defendants’ position on the FOIA portion of this case, 
defendant components of EOP have the capability of immediately 
beginning a search pursuant to Court order — notwithstanding the 
fact that NARA is the current custodian of these tapes.

C- issues Remaining To Be Litigated

The Court has yet to rule on a number of pending motions in 
this case, including defendants’ main motion for summary judgment 
on plaintiffs’ amended FOIA request, filed July 2, 1992, as well as 
defendant NSC's secondary motion for partial summary judgment on 
the printed PROFS notes (filed March 1993). In the 1992'motion, 
the government argued that plaintiffs’ amended request for 
materials from the Reagan PROFS tapes was unreasonable under the 
FOTA, 5 U.S.c. § 552(b)(3), both as a matter of law, as well as due 
to the unreasonble burden it imposed on the staffs of WHCA, NSC and 
OA. Among other things, defendants made a threshhold argument in 
these papers that, on the assumption that no federal record 
materials were involved,7 the PROFS backup tapes could not be said 
to be either agency "files" or an agency "database'' for which a 
reasonable search could ever be conducted. Our further argument on 
the burden to staff was based on estimates of a need to spend 120

Internet system.

7 Bub cjLi. Court's Opinion of January 6, 1993, holding to the 
conti'airy»
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backup tapes conducted pursuant to subpoena.
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certain
I to

- PROFS

As I believe you are both aware, plaintiffs made various 
settlement overtures in 1992, which were discussed in-house and 
ultimately went nowhere. We understand that the Acting Archivist 
is interested in pursuing settlement, and that various plaintiffs 
(outside the presence of their counsel) recently have approached 
one of you as well as other government officials in the interest of 
exploring settlement further. Once the dust settles after the

days of computer personnel time to print out approximately 220,000 
pages of printed materials, which in turn would take some 26 staff 
years to sort through for the purpose of classification and 
release. We have informed the Court that defendants desire it to 
hold in abeyance further consideration of the FOIA issues related 
to the PROFS backup tapes, until resolution of the pending appeal 
on the Federal Records Act issues (but that the court should 
proceed to decide the "garden variety" FOIA classification issues 
involved in the separate motion by defendant NSC on the printed 
PROFS materials); plaintiffs, however, have urged the Court to 
proceed immediately in ruling on defendants' 1992 motion.

Plaintiffs recently filed a supplemental statement with the 
Court, arguing (based on documents obtained in discovery) that a 
search of NSC PROFS backup tapes in December 1992, conducted 
pursuant to a subpoena from former Secretary Weinberger, 
constitutes rebuttal evidence to our arguments on the burden 
imposed by plaintiffs' amended request, while we have a thorough 
response to plaintiffs' filing, it would be useful to have your 
overall views on this aspect of this suit before we go forward with 
filing a response. Our draft memorandum along with prior relevant 
filings are attached for your review and comment.

On other matters, we are continuing to await the Court's 
ruling on plaintiffs' notion for release of documents withheld on 
deliberative process grounds, as well as for the Court's ruling on 
plaintiffs' motion to compel a Vaughn index on those remaining 
printed PROFS notes currently in circulation from NSC to other 
agencies for a security classification review.3 We would also 
anticipate litigating the need for appointment of a special master 
to enforce the Court's orders, as well as in connection with any 
further action the Court wishes to take on the matter of criminal 
contempt.

i 4.*. * separate matter, we previously have reminded NSC (bv 

raised °in nlaint?,9/V they ”'ay Wish to revlsit th® issues 

ii?lntif-S' dhemar“1 that "Sdiately1

^74i.ono?h
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Whet?l®5 these overtures are serious and whether

David/J. Anderson

Enclosures
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Sersh"uldP’™i°i.bS^^? th®.pending appeal

4-htat- y5,twVthstandin.g the /^^th of this letter, we do not pretend 
that the above-mentioned items constitute an exhaustive list of the 
concerns which may yet arise, based on further actions of the 
EiJint^Sva^ Cou5t' In any event, we welcome the chance to

k b°^ Of you further °n these and all remaining issues in
this difficult and complex lawsuit.

i



P. 01

U.S. Department of Justice

■fit-e

Htuhingtxm, DC 2Q5M

CIVIL DIVISION

FEDERAL PROGRAMS BRANCH

FAX TRANSMITTAL COVER STREET

DATE:

J k l/e. K/ 1/ lx I -BaTO:

/ivyFAX NUMBER:

FROM:

3o PAGES INCLUDING THIS COVER PAGE INTHERE ARE A TOTAL OF 
THIS TRANSMITTAL

MAY-21-93 FRI 14:26
T 1

FAX NUMBER(S) 
COMMERCIAL:
CONFIRMATION NO. :

ROOM 1000
202-616-8470

202-616-8474



P. 02

I

FILED
MAY 2 1 1993

V. Civil Action Wo. 89-142 (CRR)

OPINION OF CHARLES R, RICHEY

Appearances

Plaintiffs;

Defendants;

Justice, civil Division, Washington,
D.C, were on the briefs.

I.

Before the Court

Court's orders of January 6 and 11, 1993. The Court held a hearing

• * • »•

> as to whether they should be 

failure to comply with this

submissions, the

case and the underlying

8COTT ARMSTRONG, et al

Plaintiffs,

on this matter on May 17, 1993.

After careful consideration of the parties' 

arguments of counsel, the record in the

MAY-21-93 FRI 14:27
> I

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA

CLERK, U S. DISTRiCi COURT 
D'STRiCT OF COlUMEhA

EXECUTIVE OFFICE OF THE 
PRESIDENT, Et-AU,

Defendants.

INTRODUCTION

are the Defendants' and the Plaintiffs' 

responses to this Court's order of April 6, 1993, where this Court 

ordered the Defendants to show cause

held in civil contempt for their ;

AUnl^£"ajteS

Jason R. Baron, Anthony J. Coppolino, Peter D Coffman 
d tMvft S^teT^ep^n-i
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3301-3324,

5 U.S.C, s 701 efc More specifically,
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law, the Court finds that the

Court's Orders of January 6 and 11, 

to promulgate new, appropriate, 

preservation of electronic

Records Act and because the 

backup tapes which store the

Court has ordered to be preserved, 

this Court's findings of fact

that they are entitled tc> certain informs??^1 Complaint 

tapes under the Freedom of InformationOn comPuter 
552. The court has not yet 6 V-8-'- S

Defendants are in contempt of this

1993, because they have failed 

and proper guidelines for the

federal records under the Federal 

Defendants have damaged some of the 

electronic federal records that this

The following shall constitute

and conclusions of law.

II* BACKgROONp

The Plaintiffs brought this suit alleging that the Executive 

Office of the President ("BOP"), the National Security Council 

("NSC"), and the Archivist of the United States,’ Inter alia, were 

violating the Federal Records Act ("Fra"), 44 U.S.C. SS 2101-2118, 

2901-2910, 3101-3107, and 3301-3324, and the Administrative 

Procedures Act ("APA1'),

the Plaintiffs alleged that the recordkeeping practices of the 

Defendant federal agencies violated the FRA and were arbitrary and 

capricious under the ARA. Furthernore, the Plaintiffs alleged that 

the Archivist of the united States failed to fulfill his statutory 

duties under the FRA.2 

is head of the National
Administration (“NARA”), 44 U.S.C. $ 2102.

2 The Plaintiffs also alleged in Count
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the President,. 810

spirit and letter of this Court's Orders pursuant

preserve the valuable

’ The court issued its original Opinion

taken appropriate and 

this Court.
failed to

fra to replace those struck

Furthermore, the Court

damaged the backup tapes which

Court has ordered to be 

Thus, the Defendants

6, 1993. 5n January 11, itT grant’ d theVlU^tlffl°VanUary 
the January 6, 1993 order to clarlfv t-hl aintiffs motion to amend 
responsibilities. clarify the scope of the Defendants'

the parties. Armstrong vt_ Executive Office of

F. Supp. 335 (D.D.C. 1993).

The question before the Court is whether the Defendants have 

proper action to comply with the Orders of

The Court finds that the Defendants have

promulgate new guidelines under the

down over four months ago by this Court.

finds that the Defendants have

stores electronic federal records that this

preserved for the duration of this lawsuit.

have violated the

to the FRA and the APA that require them to 

Orders of this court, and the stipulations and representations of

3

on January S and 11, i,S3(. thl. Court granted th> plalntKf 

sugary Judgment as to Counts u and in of their Third tended 

Complaint and held, Intsr sila, that the guidelines Issued by and 

at the direction of the Defendant Agencies were arbitrary and 

capricious and contrary to law because, inter alia, they permitted 

the destruction of records contrary to the FRA. m its January 6 

and 11, 1993 Orders, the Court granted the Plaintiffs declaratory 

and injunctive relief and required the Defendants to take all 

necessary steps to preserve, without erasure, all electronic 

federal records generated by the Defendant Agencies pursuant to the
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storad on these backup tapes.
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the Order ae long ee the injunction reneine in effect.

is within the

Spallone v.

v.

McComb v.

A civil

party to take or not take certain action;

are not

power to enforce

contempt.

of that Order, the court must issue 

recalcitrant

MAY-21-93 PR I 14:29
II
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to impose a

the recalcitrant party complies with 

set forth in a "purgation order;" and 3) 

penalty if the conditions

4

historical information that is

Sea SEC v,
Blyersified growth CorPx, 595 f. supp. 1159, 1170 (d.d.c. isse) (it 

court's civil contempt power to coerce obedience to 

a lawful Order). a court has the Inherent

compliance of an injunction through civil

gnlted States, 493 o.s. 265/ 276 (1990J . shlllitanl y

Smss, 384 U.S. 364, 370 (1966). Whare a„ injunction imposes 

"duty to obey specified provisions

abide by the injunction

cksonv

a 

of [a] statute," failure to 

constitutes contempt.

336 U.S. 187, 191-92 (1949),

Civil contempt 1, . remedia! sanction used to obtain 

compliance with a Court Order or to compensate for damage sustained 

as a result of noncompliance. tlWB v. Blevins Poocom, . 6E9 

r.2d 1173, 1184 (O.c. Cir. 1981). A civil contempt proceeding is 

a three stage process: i) a court must issue an order directing a

2) following disobedience 

a conditional Order finding the 

party in contempt and threatening

specified penalty unless

prescribed conditions

execution of the threatened

It is an established principle of law that once a court issues 

an injunction, those persons subject to it must obey the terms of
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fulfilled.

a proceeding for civil contempt, the moving party has

of proving by clear and

IV.

A.
IN THIS CASE,

TSAT THE PENDANTS ARE REQUIRED 
*°* THE

some four years ago, that they might be obligated

5

NLRB v, Blevirtp Popcorn

proper procedures to identify and

records on their electronic communications 

agrees with the Plaintiffs and finds

failed to comply with this Court's Orders.

Court finds that the Defendants have 

PRESERVATION OF ELECTRONIC FEDERAL RECORDS.

on notice since the beginning of thisThe Defendants have been 

lawsuit in 1989,

PEF^NDANTS ARE TN rTVIL CONTEMPT FOR FATLTwg TO
PROMULGATE ..NfW ..REGU.DATIONS FOR THE^ PRMFRVATTON 
ELECTRONIC FEDERAL RECORnsV "^^KJ^RyA£ION_OF

The Plaintiffs allege that the Defendants have not implemented 

convincing evidence that the 

the court's Order, id. at 1183. 

contempt, the Plaintiffs have made 

the Defendants' violations

The Court shall address each of these

1981). In

the burden

alleged contemptor has violated

In requesting an Order of < 

several specific allegations regarding 

of this Court's Orders.

allegations separately.

v z°owRcorresponden?e

preserve electronic federal

systems. The Court 

that the Defendants have

More specifically, the 

substantially complied

have failed to issue

appropriate and proper new guidelines for the preservation of 

electronic federal records to replace those struck down by this 

Court.

not

with this court's Orders because they

» ■GPj., 659 F.2d 1173 (D.C. Cir.
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«efe«b?tt/9encies are a™

contrary to law in that

Court's

Executive

that regard, 

specifically

In addition,

held that:

develop proper

XfiL. slip op. at 3. 

and Judges Sentelie and

Court of Appeals for the District of

communications systems

aware since then that they might 

new and proper regulations in

1993, this Court

to prai.rve oat.rl.l, on th.lr .J.ctronic

pur.uant to the fra, and have bGen

be required to develop

on January 6 and n,

gXfi.se of the Fr^ddejt, S1O F.

By striking down the Defendsnts'

D^en^^Xier^ °' the
are arbitrary and capriciou^St™? reasonable and

“ zs-.'uy.-j ‘f.*!;:

Armstrong v. Executive

350 (D.D.C. 1993).

inadequate and ordering the preservation

proper new guidelines, 

requested a stay of this

was denied. Armstrong v,

89-142, slip Op. (D.D.c. January 14,

Motion for a stay Pending 

are still bound by this Court's

11, 1993. in denying the Motion for a 

was careful to point out that the Defendants must 

on their electronic communication systems 

and the Defendant agencies

as to comply with the law.”

Furthermore, chief Judge Mikva

Williams of the United States

Supp. 335,

guidelines as

of all electronic records, 

the Court has made it clear that the Defendants are required, under 

the FRA, to promulgate appropriate and

Moreover, the Defendants

Orders pending appeal, which

O£fX£e_pf_the President. No.

1993) (Order denying the Defendants'

Appeal). Therefore, the Defendants

Orders of January 6 and

Stay, this Court

not delete materials

"until the Archivist

guidelines so
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Therefor., under theee circumstances,

own

wrote

thlt6 7„+°rd-erS the Armstrong case contemplate
Piaci ‘’cXonVnVa" ^e"

guidance in

defendants from 'removing, deleting, or 
on ^heir electronic communications

- W /n 15,
appellants' emergency' fflotloi toi st;; pending appeal! defendant

-? ^SSSISof electronic federal records.

correspondence and

that they are aware of their 

For example, James W.

for Records Administration,

In addition, the Defendants'

submissions to this Court confirm 

responsibility to promulgate new guidelines.

Moore, the Assistant Archivist

that:

Stay p.ndhingCaUppt«alfonly!al“ the Defendants' Motion for a

insofar as [the district court's orders] enioinfl 
defendants from 'removing, deleting, or alterinl 

°n their electronic communications systems.? 
Amended Order at 1-2. Defendants may remove delete or 

they see fit, so long as 'the 

dJs^iUon o? ^^ra^eai? identical ending the

7

Coluabla al.o r.tu.ed to .tay thi. court's order, pending appeal.' 

the Court concludes that its 

Orders were specific enough to -'create a predicate for contempt,-- 

mcp, Jeffer«on_cguntY Branch y. pro^, 61, F. Supp. 84S, 849 

(D.D.C. 1,85) (guoting terp Corp, y. Department of the Naw. 55s P. 

Supp. 404, 413 (D.D.C. 1,83)). beoause the ter]B8 of the 

clearly spelled out what actions the Defendants were enjoined from 

taking and what actions the Defendants were required to take, 

li.
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claim that by preserving all the electronic communications

NAACP. Jefferson

BY THE 
I OP

MAY-21-93 FRI 14:31
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8

conformance with the requirements of the court's order.

are required by

Dew guidelines for the

material

on tape, they are preserving the status quo in this action along 

with all of the Plaintiffs' rights to this material ana thus 

satisfying this court's Orders. However, such a claim is 

misplaced. It ignores the fact that the Defendants

this Court's Orders to promulgate

preservation of electronic computer records.

B.

Letter from James W. Moore, dated May 7, Exhlblt 22A/ 

Defendants- Supplemental Exhibits, filed on May 12, 1993.

However, the Defendants claim that they had in place the means 

to comply with this Court's Orders before the Orders were issued 

because they had been saving onto backup tapes all electronic 

communications that might contain federal records. The Defendants

THE RECORDKEEPING INSTRUCTIONS ISSUED BY

N0T the Requirements
THIS COURT'S ORDER.

Once a predicate for contempt has been established, a court 

must consider whether a party can be held in civil contempt in 

light of the evidence before it and any mitigating factors.

Jefferson County Branch v. Brock. 619 F.

1985). A violation need not be willful

intent of the party is irrelevant in

HLBB V. Sieving Popcorn Co..

This Circuit has considered .

party's inability to comply with

HAaqpx

Supp. 846, 849 (D.D.C. 

or intentional because the 

a civil contempt proceeding.

659 F.2d 1173, H84 (D.C. Cir. 1981). 

good faith compliance efforts or a 

a court's Orders as defenses which 

call for mitigation of contempt sanctions.
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9

and

35.

of the

Defendants'

They

no clear

sets of 

were all issued by the 

requested that the Defendants be

Defendants'

Motions, filed April

County Branch v, BrnnV,

The Defendants contend they have 

compliance with the orders of this 

instructions regarding the 

electronic federal records,

and Conclusions of Law, filed May 12,

Memorandum in Opposition to the Plaintiffs'

19, 1993, at 59.

The court does not agree. The three nev sets of instructions 

to which the Defendants refer do not support their claim that they 

have "substantially" complied with this Court's Orders. None of 

these instructions were issued to the staff at the Defendant 

agencies." Moreover, the Court is particularly skeptical 

effort# to comply because the three

recordkeeping instructions referred to

Defendants after the Plaintiffs

619 F. Supp. 846 (D.D.C. 1985).

demonstrated "substantial

Court" by promulgating some new 

management and preservation of 

Defendants' Proposed Findings of Fact

1993, at 27-28,

also contend that they are not in contempt because » 

deadlines were imposed by the Court for compliance."

The three sets of instructions that ' ■ *
memoranda between the NARA and the EOP or NSC 

letter from the NARA • oc»
explicitly states that “*di^^^^^tron^ BOptlshta«tmedrI?UrnCIsiSb
you in anticipation that we will being provided to

Opposition^filed on^ -Wk

the Defendants rely on

Vi ’ thesr * instructions

I for
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934 F.2d 703, 708 (6th

4nt«rd.‘n must be incorporated 

OUVUJ.U ce Quieted unless it has been (ai T .ZZ
" <b> Proved Ir an

The guidelines go on to

Finding of Fa=t and ^nJiu^ro^
1993, at 27-

a finding of

The Defendants also admitted
- XMf?. ?.!. they had

3 to replace

failed to issue

down by this Court.

1993, Exhibit 22A of the Defendants'

only one set of new instructions 

staff. However, these

P.flqe of _text.

appropriate electronic system.

Plaintiffs' Show Cause Motion, Exhibit 64. 

state that:

shows that

were provided to EOp and NSC 

"new guidelines" consist of less than one

The guidelines provided to the EOP and NSC staff 

state simply that:

activity on the heals of the plainti?faVi^l^With the.£?urt °t 
contempt.» Slam, 934 F. 2d at 708. Confer

28, 35.

d.£.nL^CX^M^

s defendants

that they have 

new guidelines to replace those guidelines struck 

fiee Letter from James W. Moore, dated May 7, 

Supplemental Exhibits, filed

on May 12, 1993.1 In fact, the record before this court

10

held in contempt.* fi^e filover v, Johnson.

cir. 1991).7

In addition, the Defendants themselves admit

“ X° .wbV*b«lral?h«fDV.1ndw^^^
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Pursuant to

transmittal information: and 
2« EOF staff rnsmbar i

Xd.j_ The Plaintiffs argue, and the Court agrees,
that this guidance

falls short of what is required by this Court's Orders.

and stipulations in this

electronic

communications
The backup

on the

agencies will

not

This

electronic

of their
proper

case, the

management

the status of 
of the court's

fully comply with the 

and the Orders of the Court, 

no effort to separate federal

to integrate the

from their

systems onto backup tapes for some time, 

preserve the information from the electronic 

ensure that any federal records on

preserved pending the resolution of this lawsuit.

on May 7 and 8, 1993 to EOP 

all the information created

systems at the Defendant

Pursuant to Orders

Defendants have been storing information

tapes are designed to

communication systems and to

these systems are

Similarly, the interim guidance issued

and NSC staff ensures that

electronic communication

also be preserved on backup tapes.

However, the interim guidance does

statutory command of the FRA

interiB guidance wakes u. 6epar„e tetJeral

other naterial or to integrate the Defendants-

recordkeeping syetens and their recordkeeping guidance. Thus, this

Interim guidance is Incomplete and does not absolve the Defendants 

responsibility to promulgate appropriate and

that generate federal records: -----------------

back up tape or other comparable medium and

juilenee on federal records (includlaf 

order'33 t0 easure consistent application
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2904.

v

1992); see

own

does °f these interim instruction.
The first cart nfVhA" ?"g?ageJ. import with this Court's Orders 
should not^bVd^le^d^ui?:^1^: * fedem

on an appropriate electronic svst^ ’enMS^inte<3 out or Prese^ved 
January 6, 1993 Opinion and orde^^Sl However, as this Court's 

print out electronic federal.instructing staff to

interim instructions

t-i? — 
eystem unless it has beei reta??^!* ieotronic commu

Ot Appeals because^lt ensures“tha’t^n. /“Z 9r?nted by o 
.‘il ^e inrormat “n

to promulgate
proper guidelines to replace

requirements ot &peanTh £°ra dOes -»«•£ 
contain all the inrormati1“ contain^ P?per Copy ------------? 

Armstrong v. Executive office or the f?Jr2nl5

while A. . intomatlon contained therein 

thisc—this Court's Orders, i
to promulgate new appropriate and 
those struck down by^Xc^rt.

??peF c°py dc>es not
r. ■ .—. '—— — records,

osx—»z (D.D.C. 1993). In other voHr^h5810 F‘ SuPP- 335, 
Wh° *hat_*nd when theyhknew it!' id! PBPer copies do not show

which provides that 

communication

na>.4.4at t ormation is consistent
Jt ???1«®«tAiLg5fnt®d.by our Court 

. - - -. record,
will be preserved.

■truck down by this Court.*

before this Court shows 

passage of over four months time since this 

still have not put together

new guidelines for their staff designed to 

fifie 44 U.S.C. §S 3102, 3105, 

it cannot be said that the

guidelines to replace those

Therefore, the undisputed evidence

that, despite the

Court's Orders, the Defendants

appropriate and proper

preserve electronic federal records.

In light of these circumstances.

Defendants have taken -all reasonable steps within their power to 

insure compliance- with the Court's Orders.” stone

Caunty-gf-gaa. Francisco, see F.d eso, sss oth cir. 

Eeppers v, pprja;, 873 F.2d 967( 969 (6th cir 1989). Giover v 

iahnaaa, 934 r.2d 703, 70S (6th cir. ISSI) (upholding a finding of 

contempt where the defendants -neglected to marshall their 

resources, assert their high authority, and demand the results

electronic federal 

contain all the'"inf*o^ti^

19«)
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contempt for their failure to promulgate new appropriate and proper

V. MERE FACT TH^T TJIE JP.EFENPANTS TRANSFERS Fn THE BACKUO

gQNTEHPT QyJyHTS COURT'S ORDERS BECAnfiR trb
AgY£K8£LY_AFFECTED _£HB_COKDlTlbN QR THE TiPBa ivif SSr!

Throughout this lawsuit, the backup tapes that have

p.m. on January 19, 1993

13

needed from subordinate persons and agencies in order to effectuate

the course of action required.1’)

Therefore, the Court finds that the Plaintiffs have proved by 

clear and convincing evidence that the Defendants are in civil

regulation for the preservation of electronic federal records. The 

Court shall order the Defendant agencies to promulgate

IE.PERAI; RECORD INFORMATIOkT STORED ON

been 
created by the Defendant agencies have also been stored by the 

individual Defendant agencies who created the tapes, on January 

19, 1993, the Defendant agencies transferred approximately 5,839 of 

these backup tapes to the Archivist^e Archives General Plan

untilW5 ^nSf€J °ccurred ^om 10:30 

until 5 p.m. the next day.

new 
guidelines by June 21, 1993 or they shell be subject to sanctions.

The Court is very concerned with respect to the delay In 

complying with its Orders, and is considering the possibility of 

appointing a Special Master, pursuant to Federal Rule of Civil 

Procedure 53, to oversee the task of develping nev and proper 

regulations to carry out not only this court's Orders but for the 

purposes of complying with the fra m order that the valuable 

lessons of our recent history will not be lost.
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1993.

A.

Bush

14

for Preservation at 2, Defendants* Exhibit ISA,

The Court finds that the transfer has 

backup tapes and has impaired the Defendants' 

the information on these tapes.

PREVENTING THE
TAPES TO THE 

TRANSFER DOES NOT 
----------. ON THESE 

THE PLAINTIFFS*

THERE IS NO LEGAL PROHIBITION
TRANSFER OF THESE BACKUP
ARCHIVIST AS LONG AS THE I--- -
DAMAGE THE FEDERAL RECORD MATERIAL 
TAPES AND ADVERSELY AFFECT
RIGHTS.

pursuant

President Bush, the NSC, and 

(“the Agreement••). Defendants * 

conclusions of Law, filed May 12,

The Agreement provides that former President

filed April 19,

damaged some of the

ability to preserve

Therefore, the Court finds that

the Defendants are in contempt because they

Court's Orders that require these backup tapes

The Court notes that the Plaintiffs

preserve the documentary history of the United

already been shown that backup

valuable historical information.

used during the Iran-Contra investigations,

recently been subpoenaed by Independent counsel

for his investigation of

documents for information

Defendants' Exhibits

have violated this 

to be preserved, 

are historians seeking to

States. It has

tapes in this lawsuit contain 

In addition to previously being 

these tapes have just

Joseph E. diGenova

a preelection search of state Department 

on President Clinton.

in Opposition, filed April

Therefore, it is clear that by failing to

Defendants are failing to

learned from it.

Exhibit 9,

19, 1993.

preserve these tapes, the

preserve history and the lessons to be

These backup tapes were transferred to the Archivist 

to an agreement between the Archivist,

the EOP's Office of Administration

Proposed Findings of Fact and

1993, at 13-14.
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providing another party access to any non-presidential information

pursuant

 such

presidentialmaterials’' as:

was created

d.

MAY-21-93 FRI 14:35
<*

------ to the

with that of

segregate all

on the tapes before

right to exclusive legal custody of any presidential records stored 

on those tapes.11 The Plaintifts complain that the transfer

contained on the tapes, id

The Defendants maintain that the transfer 

to the Agreement is consistent with former

conducted pursuant

President Bush's legal

15

retains exclusive "legal control" 

on the backup tapes transferred to the

Agreement at 2, Plaintiffs'

Agreement also provides

1993. The

S-t® ..it,±niA10n_ is. . consistent with that of a

SS 2201 st sec,  Records Act, 44 u.s.c.

over all presidential information

Archivist, Memorandum of

Exhibit 24, filed April 1,

that the Archivist

presidential from non-presidential information

that there is no

Records Act ("PRA"), 44 U.S.C. 

x-Bush, 924 F.2d 282, 288-89 (D.C. 

Therefore, the Court has no authority to address the 

records created pursuant to that statute or 

for the maintenance

to the
Archivist is a contempt of this Court's Orders because it Illegally 

limits access to the tapes in the Archivist's possession.

Unfortunately, our Court of Appeals has held

judicial review of the Presidential

SS 22 01 £t se_q. See Armstrong v

Cir. 1991).

fate of

President.
Id. at 5. ■_

ialJ?%f°Urt n°teS that the A9re^ent defines " 

information, contained on the materials, that was

any

or custody of

created

arrangements made
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here

tapes were created, and continue to be created,

to

In

to

on

already

not persuaded that any of the prior

presidential records, 

contained only presidential

of circumstances, there 

transfer of tapes to 

presidential material

federal record material

Plaintiffs* rights.

MAY-21-93 FRI 14:36
* *

If the transferred tapes at issue

records, this Court might have no

jurisdiction to address the legality of this transfer.

However, it is undisputed that these

presidential and federal records.

Conclusions of Law, filed May 12,

tapes contain both

Defendants' Findings of Fact and

1993, at 13. Furthermore, these 

in order to save

electronic federal records pursuant to the Orders of this Court and 

the Stipulations entered into by the parties. Thus, under this set 

is no legal prohibition preventing this 

preserve President Bush's rights

so long as the transfer does not damage the 

on these tapes and adversely affect 

Of course,

the Archivist with former President

result of this lawsuit should

a third party who is not subject

the FRA claims in this lawsuit are resolved

investigation of the Independent 

addition, such

the 

notwithstanding any agreements by 

Bush, the tapes preserved as a 

not be transferred to the custody of 

to this suit until such time as 

and the pending 

counsel has been completed, 

an agreement also does not provide a defense 

undue delay 1„ segregating federal and presidential materials 

these tapes or further delaying the resolution of this 

protracted lawsuit.12
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B.

1.

the Defendants to

without

and the

No.

1993,

on exactly how to comply with the FRA. Id, Therefore as Iona as 
the Defendants are acting to ensure the oreservatian
electronic federal record? on these tapes, ^h? Courtwin So? 
proscribe exactly how the Defendants must achieve thiPobjectiS?!

records saved on

Armstrong y_. Executive Office of the President -

MAY-21-93 FRi 14:36

THE CODRT TINDfl THE DEFENDANTS IN CONTEMPT 
BECAUSE THE TRANSFER OF THE TAPES TO THE 
ARCHIVIST HAS JEOPARDIZED THE FEDERAL RECORD 
MATERIAL CONTAINED THEREIN.

This Court's Orders clearly required 

•’preserve,

While the transfer, per se, does not run afoul of this Court's 

Orders, the Court finds the Defendants in contempt of this Court's 

Orders because the method of transferring of these tapes has 

adversely affected the condition of the tapes and the information 

stored on them. As such, the Defendants' actions are contrary to 

this Court's Orders to preserve the tapes and federal records 

contained on them.

This Court's Orders clearly required the 
Defendants to preserve the electronic 
federal record material that is stored on 
the backup tapes in the custody of the 
Archivist.

erasure, all electronic

generated at the defendant agencies” and ’’to prevent

destruction of federal records, including those

backup tapes.”

•°f this c°urt prohibit this transfer. These orders 
and stipulations were designed to preserve electronic federal
Pl?intif??'bFRAU/i?-ape4S P®"din9 a decision by this Court on the 
Plaintiffs FRA claim in this case, in its Opinion and Orders of 
January 6 and 11, 1993, the Court acted to preserve the?! 

electronic federal records by ordering the Archivist to take 
appropriate action. tostr^q y. Executive Office of ?h?

, . As the court noted 
no implied right of action under 

1 Defendants

BXSlldent, 810 F. Supp. 335, 348 (D.D.C. 1993).

i3?»ear}\er Vision, there is no implied right of a 
Is not cost's place to inst?uct the

federal records
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89-142, Amended Order at 1-2 (D.D.C. January 11, 1993).

However, at the seme tine that the Defendants contend that 

Information on those tapes.

2-

The medium on which these tapes are recorded is very sensitive 

and certain measures must be taken to safeguard that information on 

the average life span of one of these tapes is ten years and.

therefore, care must be taken to copy tapes before they become too

old.

The record shows that a number of3.

they are complying with this court's Orders by producing such 

backup tapes, they are also acting in a way to jeopardize the

P. 19
3002

Tha record shows that as many as sod 
of these tapes must ba copied 
immediately ia order to ensure their 
preservation but that the Defendants 
have no immediate plans to copy 
them.

u It is also uncontroverted that the Defendants transferred 
such tapes from the agencies, that had the means to copy these 
tapes, to the Archivist, who-currently does not have the capacity 
to do so.

The record here shows that as many as 3 00 tapes nay require 

immediats copying because they have either exceeded their life span 

or there are other indications that they have deteriorated. 

Deposition of Kenneth Thibodeau at 88:5-89:1, Plaintiffs' Reply, 

Exhibit 59, filed May 12, 1993. However, the Archivist has taken 

no action to begin such preservation copying nor ie there any 

immediate plan to do so. Id. at 52:5-53; 15.13

the tapes is prasarved. sea 36 C.F.R. S 1228.188(a) ("Computer 

magnetic tape is a fragile medium, highly susceptible to the 

generation of error by improper cars and handling.") . For example.

MAY-21-93 FRI 14:37
09/21/03 14:14
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at 122.

4.

M. < V -

P.20
®ouj

MAY-21-93 PR I 14:38
03/21/BJ 14:15

14 At the Hearing before the court, the Defendants contended 
that these tapes nay have been damaged before the transfer and that 
the damage vas only discovered when the tapes were moved. Even 
assuming that this is true, the fact remains that many of these 
tapes have been damaged and that the Defendants have an obligation 
to ensure that they are repaired before the federal, .rscprd 
information stored en them is lost.

these tapes have boen physically 
damaged but tha Defendants have no 
immediate plans to repair these 

tapes.

Tho record before the Court Shows that a number of these tapes 

were physically damaged in the process of being moved to- the

Archives-14 Id- at 43:9-44:8. while the Defendants contend that 

these tapes can be repaired, they have not yet attempted to do so.

Id. at 52:5-53:15. Furthermore, at the hearing before this Court, 

the Defendants admitted that they would not know if it is possible 

to fully repair the tapas until they try to repair them. In 

addition, it is unclear whether such damage may become worse over 

time. Id. at 122. Therefore, the court cannot rely on the

Defendants' representations as to the well-being of the tapes, 

especially given the sensitive nature of the mediura.

The Preservation Plan approved by 
the Archivist is inadequate because 
it does not call for any immediate 
action to preserve these backup 

tapes.

The Court does acknowledge that the Archivist has finally 

announced a "plan" to ensure preservation of these tapes and their 

contents (over three months after being Ordered to do so).

Preservation Plan, Exhibit 19A, Defendants' Exhibits in Opposition, 

filed April 19, 1993. The Preservation Plan provides, inter alja.
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16, 1993. Defendants•

However, the Court

substantial compliance with this Court's Orders. The Court notes

1993 .

20,

l 1

Id. The Acting Archivist approved the Plan on April

Deposition of Kenneth Thibodeau at 2,

for the proper etorage of these tapes, preservation copying, and 

maintenance.

Exhibits in Opposition, filed April 19, 1993.

concludes that the so-called Preservation Plan does not constitute

Court when the Defendants would begin to take action under the

Preservation Plan would take effect. Thus, there is no guarantee 

that any of the actions under the "Plan" will take place anytime 

soon or, for that matter, ever. The Court finds that, because of 

the delay in putting together and carrying out this "Preservation 

Plan," many of these tapes may be irreparably damaged.

Based on this record, the Court finds that this behavior and 

lack of action does not comply with this Court's Order to "preserve 

without erasure all electronic federal records generated at the 

defendant agencies" and to prevent the destruction of federal 

records, including those records saved on backup tapes." Armstrong

The Archivist acquired custody of these tapes on January 
1993; the Preservation Plan was approved by the Acting 

Archivist on April 16, 1993. Id,

that it has taken the better part of three months to come up with 

a detailed "plan" to preserve these tapes,15 More importantly, the 

Defendants acknowledge that no action has been taken to preserve 

these tapes under this Plan and that the natter of funding for the 

Plan has not yet been resolved. Deposition of Kenneth Thibodeau at

24:22-25:22, Plaintiffs' Reply, Exhibit 59, filed May 12,

Furthermore, at the hearing, the Defendants could not tell the
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v. Executive Office of the President. No. 89-142, Amended Order at

While the Defendants nay not have1-2 (D.D.C. January 11, 1993) .

they are stillintended the transfer to damage these tapes, 

•'Even where the

there is 'an obligation to provide full and prompt compliance' by 

United States v. Greyhoundwhatever means is felt appropriate”

its desired end.” Id^., at 559.

Therefore, the Court finds the Defendants in contempt for 

their failure to take proper care of these tapes during and after

the transfer to the Archivist. The Court shall order the

Defendants to take all necessary steps by June 21, 1993 to preserve

these tapes, including preservation copying. Furthermore, the

Court shall order the Defendants to demonstrate that the materials

are being stored under conditions that will ensure their

preservation. As mentioned previously, the Court is considering

VI.

responsible for the results of their actions.

court does not command a certain method of compliance, nevertheless 

appointing a Special Master to ensure that the Defendants comply 

with the Court's Orders and the FRA and preserve history.

363 F. Supp. 525, 557 (N.D. Ill. 1973), supplemented by 370

F. Supp. 881 (N.D. Ill. 1974), aff'd 508 F.2d 529 (7th Cir. 1974). 

’•Having chosen a course of action, [the defendant] must bear the 

responsibility for the failure of that course of action to achieve 

THE DEFENDANTS' ERASURE OF SIX BACKPF TAPES AND ANY DELAY 
IN COMPLYING WITH THE ORDERS OF THIS COURT ARE MATTERS 
THAT MAY_MORE PROPERLY BE THE SUBJECT OF A CRIMINAL 
CONTEMPT PROCEEDING, WHICH THE COURT RESERVES THE RIGHT 
TO INITIATE AT A LATER DATE.



P. 23

22

at this time.

instances where the court

t

• 0

contempt proceeding.

rectified is a matter of criminal contempt, which is designed to

16 The Plaintiffs allege that the Defendant agencies did not 
take any steps for 9 days after this Court's January 6, 1993 
Memorandum and Order to instruct individuals that they should not 
erase or delete information from the electronic communications 
systems used by the agencies. In addition, the Plaintiffs complain 
that the Defendant agencies also took over a week to disable 
programs that permit users to delete information (known as the 
"empty wastebasket'1 function) and other programs that automatically 
delete messages (known as "purging"). They also contend that the 
instructions that were given to staff at that point were not 
adequate because they still allow staff to delete certain materials 
subject to the Order (such as distribution lists).

Similarly, the Plaintiffs contend that the Archivist failed to 
take any steps to make sure that electronic records were not erased 
during the final days of the Bush administration, contrary to the 
January 6th Order's explicit directions. No instructions were 
issued by the Archivist until January 15, 1993. According to the 
Plaintiffs, these letters did not reach the heads of EOP components 
until January 28 and 29, 1993 and still did not instruct the 
agencies properly.

Again, these matters may very well ca?-! for the appointment of 
a Special Master by the Court to see that the requirements of the 
law are met and carried out without further delay.

MAY-21-93 FRI 14:40
l

In their Motion for an Order to show Cause, the Plaintiffs 

complain that the Defendants erased six backup tapes from the NSC 

and thus destroyed tapes that this Court had ordered preserved in 

this lawsuit. The Plaintiffs also complain that the Defendants 

unreasonably delayed complying with this Court's Orders in a 

variety of ways.14

It is inappropriate for the Court to address these contentions

Civil contempt proceedings are reserved for these 

acts to ensure compliance by a

As these allegation concerning pastrecalcitrant party.

destruction of tapes and delay on the part of the Defendants cannot 

be remedied at this time, they are not appropriate in a civil

Malfeasance of this sort that cannot be
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punish the offending party. Roa v. Operation-Rescue, 919 F.2d 857,

Once a court finds a party to be in civil contempt, it must

The penalty imposed maydecide what sanctions are appropriate.

Doucrlas v.

First National Realty Coro.. 543 F.2d 894 (D.C.

monetary sanction can be imposed so long as it is designed to

coerce the offending party to comply with the court's Orders or to

compensate the injured party. In re Maowood. 785 F.2d 1077 (D.C.

Cir. 1986). If a sanction is compensatory, it is payable to the

injured party and must be based proof of actual loss. See in re

Chase & Sanborn Corp. If a

sanction in bringing about the result desired." United States v■

consist of either a monetary fine or imprisonment.

Cir. 1976).11 A

872 F.2d 397, 400 (11th Cir. 1989).

sanction is coercive, it is paid into the court registry and is 

based on "the character and magnitude of the harm threatened by 

continued contumacy and the probable effectiveness of any suggested

VII. HAVING FOUND THE DEFENDANTS IN CIVIL CONTEMPT, THE COURT 
SHALL IMPOSE A MONETARY SANCTION UNLESS THEY COMPLY BY 
JUNE 15, 1993,

MAY-21-93 FRI 14:40 
l

868-69 (3d Cir. 1990). However, the Court reserves the right to

bring such a criminal contempt proceeding in the future.17

17 The Court notes that in the Motion for an Order to Show 
Cause, the Plaintiffs stated that "much of the harm caused by the 
defendants' delay in implementing the requirements of the 
injunction is irreparable. The only remedy available for the 
deliberate delay in complying with the Court's order during the 
final weeks of the Bush administration is criminal contempt." 
Plaintiffs' Memorandum in Support, dated April 1, 1993, at 24.

w Some courts have commented that "[iImprisonment should be 
a sanction of last resort." Securities and Exchange Comm'n v. 
Diversified Growth Corp..., 595 F. Supp. 1159, 1172 (D.D.C. 1984).
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of coercive fines.

Several courts have held that the doctrine of sovereign

immunity applies to prevent a court from imposing compensatory 

fines against a government entity in a civil contempt proceeding. 

See Coleman v. Espy. 986 F.2d 1184 (Sth Cir. 1993); McBride v, 

Coleman. 955 F.2d 571 (8th Cir. 1992); Barry v. Bowen. 884 F.2d 442

. • ■

United Mine Workers of America. 330 U.S. 258, 304 (1947).

In the instant case, the Plaintiffs have not argued that the 

Defendants' failure to comply with this Court's Orders has resulted 

in any monetary damage, moreover, the Court finds that any injury 

suffered could not be adequately measured so as to permit the 

imposition of a compensatory fine. Therefore, the Court concludes 

that imposition of any compensatory sanctions is not appropriate. 

However, the Court's finding that the Defendants are in contempt 

nonetheless demands some remedial action, and the Court shall 

impose coercive sanctions in order to ensure future compliance with 

its Orders.

The Court concludes that it has the power to impose coercive 

sanctions on the federal agency Defendants in this case. The Court 

is aware that imposition of monetary sanctions against the federal 

government often is barred by the doctrine of sovereign immunity. 

However, the Defendants have not raised a defense of sovereign 

immunity in their papers or arguments before this Court and, in any 

event, the Court finds the doctrine inapplicable to the imposition

(Sth Cir. 1989). The rational for applying the doctrine of 

sovereign immunity in such cases is to prevent a claimant from
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McBride. 955 F.2d at 576.

as in the instant case, imposes

C.J.

action arises under thewhen thedamages,

instant case does.Administrative Procedures Act (APA), as the

gee 5 U.S.C.

dissenting in part).

In any case, the Court finds that the doctrine of sovereign

Court's Orders.

ensure that "the executive branch of government [does not] treat 

with impunity the valid orders of the judicial branch.” Nelson v.

Steiner. 279 F.2d 944, 948 (7th Cir. 1960).

Under these circumstances, where public interest favors the

being "positioned to recover an unlimited amount of compensatory 

damages from the United States without being bound by the 

strictures of the Tucker Act or the Federal Tort Claims Act."

immunity does not prevent the imposition of coercive sanctions 

against the federal agency Defendants for their contempt of this

In fact, such coercive sanctions are necessary to

Congress has expressly waived all sovereign immunity.

§ 702; McBride. 884 F.2d 580-82 (Lay, C.J. concurring In part and 

82 (Lay, C.J. concurring in part and dissenting in part).

Furthermore, it has been argued that when imposing any type of fine 

not granting money

However, when a court,

coercive fines upon a government agency in a contempt proceeding, 

these fines are deposited into the court registry and thus, do not 

allow a party to recover any damages and thereby circumvent 

Congress* express waivers of sovereign immunity under the Tucker 

Act or the Federal Tort Claims Act. See McBride. 884 F.2d at 580-

in a civil contempt proceeding, a court is

and therefore,

MAY-21-93 FRI 14:42
1 1 •
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CONCLUSION

Defendants failed to

with this Court's Orders of January 6

specifically, the Court finds that the

promulgate new appropriate and proper regulations for the 

preservation of electronic federal records and that the transfer of 

5,839 backup tapes to the Archivist adversely affected the 

condition of these tapes and the information contained therein. As 

the Court has made clear throughout the duration of this 

longstanding suit, the statutes in this case and the interests of 

this democratic society mandate that the federal record material in 

this suit be preserved for historical purposes. Thus, the Court

MAY-21-93 FRI 14:42

VIII •

For the reasons explained above, the Court finds that the 

Defendants are in civil contempt for their failure to fully comply 

and 11, 1993. More

26

preservation of the historical material on these tapes, the Court 

will order the Defendants to take action within 30 days of this 

Order. Failure by the Defendants to take appropriate action by 4:00 

pm. on June 21, 1993, will result in a fine of $50,000 a day for 

the first week of noncompliance. This fine will double every week 

thereafter, resulting in fines of $100,000 every day during the 

second week of noncompliance, $200,000 a day during the third week 

of noncompliance, with increases in such sanctions reserved 

thereafter for any further non-compliance with the Orders of the 

Court. The Court may use such sanctions to pay the expenses of a 

Special Master appointed to ensure compliance with this Court's 

Orders and the Order of the Court of Appeals.
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the historians of tomorrow.

Pres ident.

The Court shall issue an Order of even

accordance with this Memorandum Opinion.

/

May 21, 1593

X
z

7 /

810 F. Supp. 33, 341-42 (D.D.C. 1993).

date herewith in

must act today to ensure that these records will be available for

Armstrong v. Executive Office of the

&
CHARLES R. RICHEY’’ T"

UNITED STATES DISTRICT JUDG

MAY-21-93 FRI 14:43. 1 > .
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FILED
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Plaintiff*,

Civil Action No. 89-142 (CRR)
V.

Defendants.

ORDER

and the Plaintiffs'

1993.

and the Order of the United States Court of Appeals for the

District of Columbia dated January 15, 1993.

shall be, and hereby is, GRANTED; and it is

FURTHER ORDERED that the Court finds, by clear and convincing

Orders of January 6 and 11, 1993, and the Order of United states 

Court of Appeals for District of Columbia dated January 15, 1993,

EXECUTIVE OFPICE OP THE 
PRESIDENT, et al.*

Before the Court are the Defendants'

responses to this Court's Order of April 6, 1993, which ordered the 

Defendants to show cause whether they should be held in civil

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA

MAY-21-93 FRI 14:43

LViCk U.S DiSTR.Cl COURT
iD-STRiC* OF COLUMBIA

contempt for failure to comply with this Court's Orders of January

After careful consideration of the parties'

Accordingly, it is, by the Court, this 21st day of May, 1993,

ORDERED that the Plaintiffs' Motion to Enforce valid Court

6 and 11,

submissions, the arguments of counsel, the record in the case and 

the underlying law, and for the reasons articulated in this Court's 

Opinion of even date herewith, the Court finds that the Defendants 

are in contempt of this Court's Orders of January 6 and 11, 1993,

=ta=ss= ..... ... 11" "

SCOTT ARMSTRONG, et al...
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and

2

evidence, that the Defendants are in Civil Contempt for failing to 

MAY-21-93 FRI 14:44
r 1 ’ ►

promulgate new, appropriate, and proper recordkeeping regulations 

for electronic federal records to replace those regulations struck 

down by this Court on January 6, 1993. See Armstrong y. Executive 

Office of the President. 610 F. Supp. 335 (D.D.C. 1993); and it is

FURTHER ORDERED that the Court finds the Defendants in Civil 

Contempt because the transfer of 5,839 tapes from the Defendant 

agencies to the Archivist has adversely affected the condition of 

the tapes and the information stored therein. As such, the 

Defendants' actions are contrary to this Court's Orders to preserve 

the tapes and federal records contained on them; and it is

FURTHER ORDERED, that in order to purge themselves of this 

finding of Civil Contempt, that Defendants shall take appropriate 

action by 4:00 p.m. on June 21, 1993. Such actions shall include, 

but are not limited to:

- The Defendants promulgating new, appropriate,

proper guidelines for the management of electronic 

federal records in the Defendant agencies to replace 

those guidelines struck down by this court's Orders of 

January 6 and 11, 1993;

- The Defendants taking all necessary steps days to 

preserve the tapes transferred to the Archivist. These 

steps shall include all necessary preservation copying 

and the repair and enhancement of any damaged tapes;

- The Defendants demonstrating to the Court that the 

materials are being stored under conditions that will



P.31

3

FURTHER

/

CHARLES R. RICHLY
UNITED STATES DISTRICT

is

FURTHER ORDERED that, in the event that the Defendants do not 

purge themselves of this finding of Civil Contempt, the appropriate 

fine shall be paid to the Registry of this Court, and, as 

indicated, the Court will give serious consideration to appointing 

a Special Master, pursuant to Rule 53 of the Federal Rules of Civil 

Procedure, to assist the Court in seeing that its Orders are 

carried out without further delay.

and it is

FURTHER ORDERED that, in order to purge itself of this Civil 

Contempt finding, the Defendants shall notify the Court of their 

remedial efforts in a written status report, which shall be filed 

with this Court by 4:00 pm. on June 21, 1993.

ORDERED that failure by the Defendants to take the

above-mentioned remedial steps by 4:00 p.m. on June 21, 1993, shall 

lead to the imposition of a fine of $50,000 a day for the first 

week of noncompliance. This fine will double every week 

thereafter, resulting in fines of $100,000 every day during the 

second week of noncompliance, $200,000 a day during the third week 

of noncompliance, and with increases in such sanctions reserved 

thereafter for any further noncompliance with Court Orders; and it 

MAY-21-93 PR I 14:44

ensure their preservation and future access;
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SCOTT ARMSTRONG, et al.,

Plaintiffs,

v.

Defendants.

DECLARATION OF JOHN PODESTA

I, JOHN PODESTA, declare and state as follows:

1. I have been Assistant to the

President and Staff Secretary in the White House

President William J. Clinton. In these positions, I am responsible

for overseeing White House personnel with records management

responsibilities. I have also participated in the development of

Clinton Administration guidance, practices and policy pertaining to

the creation and preservation of federal and presidential records

in the Executive Office of the President and the National Security

Council. I submit this declaration in support of defendants'

dated May 21, 1993 .

Prior to arriving at the White House on January 20, 1993,2.

I was familiar with the proceedings in this case, and was aware

that on January 6 and 11, the District Court had entered1993 ,

orders which held the Bush Administration guidance

maintenance and preservation of electronic records to be arbitrary

and capricious. On or about January 21, 1993, I also became aware 

that on the eve of the termination of the Bush Administration,

) 
) 
)
) 
) 
)
)
)
) 
)
)

IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA

Office of

Civil Action No.
89-0142 (CRR)

EXECUTIVE OFFICE OF THE PRESIDENT, 
et al.

motion for a stay, pending appeal, of the District Court's order

for the

Since January 20, 1993,



Don

3.

Presidential Records Act.

become familiar with the records management processes of the White

House and the various agencies in the Executive Office of the

President.

to learn what, if any,

computer technologies might be introduced tonew facilitate

internal and external communications by EOP staff.

4 .

computer system in the Executive Office of the President which will 

permit a significantly larger amount of electronic material to be

permanently stored and segregated, in retrievable form, than has 

ever been preserved in the past.

the burden of record-

it would becomeand

Moreover, it is our goal to implement new technology which will

2

President Bush and the former Archivist of the United States,

Wilson, had entered into an agreement governing the disposition of 

back-up tapes of Bush Administration electronic materials.

In order to understand what steps that

commitment entailed, I and other members of the staff first had to

steps had been taken by the Bush

Administration to develop new procedures for the creation and

I and other members of the White House staff are firmly

committed to full implementation of the Federal Records Act and the

We would anticipate that with

more sophisticated computer technology,

keeping for employees could be reduced,

We also had to become familiar with the computer 

systems and networks in the White House and other components of the 

EOP;

It is our goal to develop a technologically advanced

maintenance of electronic information; and to assess what, if any.

feasible to save a significantly greater range of material 

documenting the business of government in an electronic format.



automatically make it possible to associate "who knew what when"

information with particular e-mail messages.

5.

record keeping and improves the performance of the work of the

For

One" computer system which did not provide for the computerized

segregation of federal and presidential records. Moreover, under

the OASIS system, "read receipts" could be used to obtain the "who

knew what when" information, but if the read receipts are requested

where

performance.

9.

not implemented any long range plan for developing and implementing

a technological capacity to segregate, store, and retrieve e-mail

information in a computer system.

further below

a careful redesign of the current system, the acquisition of

funding, andnecessary then appropriatethe testing and

implementation of an enhanced system. That is not a process that

3

on only 10% of the messages, the system will slow to the point 

it would be unable to provide a satisfactory level of

President, the development of an enhanced system that will properly 

achieve the goals of this Administration is a process that requires

See Sixth Declaration of James B. Wright, paragraph

We also inherited a situation where prior administrations had

In short, and as detailed

accompanying affidavits, given the

condition of the current technology in the Executive Office of the

Executive Office of the President is not a simple process, 

instance, in the EOP the Administration inherited an OASIS "All-in-

and in the

However, given the current state of the technology in the

Executive Office of the President, to achieve these goals and 

develop a computer system which effectively provides for improved



can be completed in anywhere close to the timeframe contemplated by

the district court.

Our introduction to EOP computer systems was interrupted,6.

during the first week of the Administration, by the subpoena of all

White House Office computer hard disk drives by the special

prosecutor investigating possible wrongdoing by Bush Administration

officials in connection with a review of then Governor Clinton's

passport files. All existing White House Office hard disk drives

were removed from individual computer stations, and were replaced

by new hard disk drives several days later.

During the first three months of the new Administration,7.

White House staff and new employees in the EOP agencies worked

diligently to address a wide variety of urgent priorities.

including the development of new guidance for EOP staff on federal

and presidential records. The White House determined that it would

be appropriate to issue comprehensive new guidance that would,

other things, emphasizeamong the

preservation; clarify as much as possible the distinctions between

federal and presidential records; clearly state reguirements

governing the creation, maintenance and preservation of records;

and set forth specific new guidelines addressing the creation, 

maintenance and preservation of electronic systems material.

8. I am aware that since mid-January, all EOP offices and

the NSC had been preserving on computer back-up tape all electronic 

information identified in the District Court's orders as "record" 

material. In order to implement new procedures to preserve

4

importance of records



electronic systems information,

sought to understand not only pending court orders governing 

electronic systems, but also the technology requirements that would 

recordkeeping needs, and the costs of such technology.

With respect to the preservation of electronic systems9.

a variety of complicatedthat

technical issues with the

implementation of the court's orders. Those issues are addressed

in the Declaration of Arnold Shore and the Sixth Declaration of

James B. Wright which are also being filed in support of the motion

for a stay pending appeal. For instance, the EOP agencies have not

yet developed a technological means for segregating electronic

presidential records from other material and for connecting

information relating to sending, receipt and content of particular

e-mail information. The OASIS All-in-One system does not have the

capacity to accommodate "read receipt" information for all e-mail

messages.

10. As set forth more fully in the declaration of Arnold

Shore, the EOP and the Office of Administration are developing new

e-mail systems for the EOP component offices. I have sought to

ensure that any such new e-mail systems be designed to ensure that

presidential and federal records be easily segregated and be able

maintain receipt""read

particular e-mail messages. I have insisted that in developing

5

be necessary to accommodate the court's orders and the agencies'

must be addressed

information, I have been informed by members of the staff of the

information forto accommodate and

in connection

however, the White House staff

EOP Office of Administration



such e-mail systems, or in making plans to connect those systems

with external e-mail networks, the fullest consideration be made to 

the requirements of the Federal Records Act and the Presidential

Records Act.

Substantial11. associated withcosts also theare

establishment of new procedures to preserve electronic systems

material, particularly in connection with EOP electronic mail

systems. These costs include fiscal expenditures described in Mr.

Wright's Sixth Declaration (^7) and the Declaration of William H.

Itoh (^[10) , as well as significant diversion of other resources

from ongoing projects as explained in the Declaration of Arnold

Shore (^10).

12. Aware of the technological requirements and costs of

adapting the various electronic communications systems, the White

House initiated a series of meetings with representatives of the

White House Counsel's Office; the White House Staff Secretary's

Office; the White House Records Management Office; the EOP Office

of the EOP Office of

Administration; the National Security Council Records Management

Office; and the Legal Adviser to the National Security Council.

These meetings were also regularly attended by Trudy Peterson, the

Acting Archivist; other members of the NARA staff; and Justice

Department attorneys familiar with the orders of the District Court

in this action.

13. In these meetings, it was my goal not only to ensure

compliance with the District Court's orders. but also to ensure

6

of Administration; the General Counsel



that the Clinton Administration provided to staff of the NSC and

The

comprehensive nature of the guidance necessitated

weeks. From personal participation in the meetings, I can confirm

the careful effort that was made to review the requirements of the

District Court's orders, and to assess the accuracy and clarity of

the proposed guidance on a line-by-line — even word-for-word

basis. Care was also taken to ensure that guidance for the

issues that arose

uniquely in the context of that entity. proposed guidanceThe

under review was far more comprehensive than any previous guidance

of which I am aware; indeed, the federal and presidential records

guidance distributed totaled eighteen single-spaced, typed pages.

14 . Because the district court had determined that the

guidance issued by the previous administration was

decided that it was necessary promptly to issue the new guidance to

the EOP staff on recordkeeping. The process of preparing federal

and presidential records guidance included careful attention to the

procedures for preserving electronic material. We agreed that

until a long-term solution had been developed, it was important to

continue the practice already in place of preserving all

electronic mail ("e-mail") material on back-up tape; and the EOP 

was

carefully drafted to ensure continuation of this practice. See

7

other EOP components the most comprehensive possible guidance on 

the creation, disposition and maintenance of federal records.

an equally 

comprehensive drafting and review process that lasted several

invalid, I

and NSC guidance on both federal and presidential records 

National Security Council Staff addressed any



Attachment to Defts.

12, 1993.

The final records guidance for all EOP staff (other than15.

NSC staff) was completed on May 5, 1993 and distributed to all EOP

staff beginning May 6. The package distributed including (a) a

memorandum from myself and Stephen Neuwirth of the Counsel’s

Office, concerning presidential records; and (b) a memorandum from

David Watkins, Assistant to the President for Management and

General Counsel of the EOP

Office of Administration, concerning federal records. To ensure

that EOP staff members would carefully review these memoranda, we

also took the extraordinary step of attaching a cover memorandum

from Thomas F. White House Chief of Staff,McLarty, whichIII,

expressly instructed all personnel in the White House and other 

offices in the Executive Office of the President to review these

memoranda carefully and to comply with the guidance set forth

therein. See Defts. Supp. Ex. 23. Similar guidance was issued for

NSC staff. See Defts. Supp. Ex. 24 .

This Administration16. is considering developing more

technologically advanced recordkeeping systems, and would issue

additional guidance as we are able to acquire and implement those

systems. and has been Clintonthe

Administration to conduct a comprehensive review of electronic 

systems management in the Executive Office of the President and to 

whole that will ensure that all electronic systems material is 

8

intent of theIt is

Supplemental Exhibits 23 and 24, filed May

develop policies and practices for the Clinton administration as a 

Administration, and Bruce Overton,



preserved in usable form. The development of such policies and

development of appropriate technical solutions for the various

the computer systems that thenew

Administration is already considering (see Declaration of Arnold

Shore, ^lO.e) to improve the technological

external e-mail capabilities of the White House and other Executive

Office of the President components. Upgrading these technological

capabilities is a high priority of this administration, and we have 

created an interagency task force to assess and propose potential

advancements in this area.

17. I expect that the Clinton Administration, after it

conducts its comprehensive policy and technology review, will be

able to dramatically upgrade the quality of its computer systems.

that with sophisticated computermore

technology, the burden of record keeping for employees will be 

reduced, and it will become feasible to save a greater range of

material documenting the business of government in an electronic

format. Moreover, as previously noted, it is our goal to implement

technology which will automatically makenew it possible to

associate "who knew what when" information with particular e-mail

However, I do not believe it is possible by June 21 --messages.

the deadline set by the district court -- to develop, in a coherent

a comprehensivemanner, system for segregating electronicnew

presidential and federal records; for maintaining "read receipt"

9

We would anticipate

Office of

computer systems in the Executive Office of the President agencies, 

including

and internal and

practices will, of course, need to occur in conjunction with the



information for e-mail messages; or for connecting the sending,

receipt and content information for particular e-mail information.

As discussed above, the development of such a system requires the 

solution to several complicated and expensive technical problems.

Existing appropriations to the Executive Office of the President

for the current fiscal year are insufficient to support the

immediate implementation of a new system for preserving electronic

information.

I believe that a stay of the District Court's May 21 18.

order is critical, not only because it would not be possible to

comply fully with what this court intended in the January 6 and 11

orders by June 21, but also because the May 21 order would require

the Executive inordinate

attempting to comply date. This

Administration is firmly committed to full compliance with the

federal and presidential records statutes. But staff and resources

would from other equally important

Administration initiatives were the process of developing a new

system for preserving electronic information to be subject to a

June 21 deadline. Moreover, because individuals in components of

the Executive Office of the President not subject to the court's

including the White Houseorders also use the Office of

Administration's All-in-OneOASIS communications system,

significant down-time of the All-in-One system to implement interim 

software "fixes" to the system, until comprehensive review of the

electronic systems management is complete, will interfere with

10

resources to

need to be diverted

President to devoteOffice of the

by that



White House operations.

V

11

I declare under penalty of perjury that the foregoing is true 

and correct to the best of my knowledge.

JOyf/ PODESTA-Ji
DATE
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.Assistant to the President and

Staff Secretary
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Plaintiffs,

v.

EXECUTIVE OFFICE OF THE PRESIDENT,
et al.,

Defendants.

DECLARATION OF JOHN PODESTA

declare and state as follows:

I have been Assistant to theSince January 20, 1993 ,1.

WhiteinPresident and Staff Secretary the House

In these positions, I am responsiblePresident William J. Clinton.

.for overseeing White House personnel with records management

I have also participated in the development ofresponsibilities.

Clinton Administration guidance, practices and policy pertaining to

the creation and preservation of federal and presidential records

in the Executive Office of the President and the National Security

II submit this declaration in support of defendantsCouncil.

motion for a stay, pending appeal, of the District Court's order

dated May 21, 1993 .

Prior to arriving at the White House on January 20, 19932 . f

aware

the District Court had enteredthat on January 6 and 11, 1993 ,

Bush Administration guidance for thewhich held theorders

maintenance and preservation of electronic records to be arbitrary

and capricious. On or about January 21, 1993, I also became aware 

that on the eve of the termination of the Bush Administration,

) 
) 
) 
) 
) 
) 
) 
) 
)
)

.)

IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA

Civil Action No.
89-0142 (CRR)

Office of

I was familiar with the proceedings in this case, and was

I, JOHN PODESTA,



President Bush and the former Archivist of the United States, Don

Wilson, had entered into an agreement governing the disposition of 

back-up tapes of Bush Administration electronic materials.

I and other members of the White House staff are firmly3.

committed to full implementation of the Federal Records Act and the

In order to understand what steps thatPresidential Records Act.

commitment entailed, I and other members of the staff first had to 

become familiar with the records management processes of the White

House and the various agencies in the Executive Office of the

also had to become familiar with the computerPresident. We

systems and networks in the White House and other components of the

steps had been taken by the Bushif any,to learn what,EOP;

Administration to develop new procedures for the creation and

if any,maintenance of electronic information; and to assess what, 

new computer technologies might be 

internal and external communications by EOP staff.

It is our goal to develop a technologically advanced4 .

computer system in the Executive Office of the President which will 

permit a significantly larger amount of electronic material to be

permanently stored and segregated, in retrievable form, than has

We would anticipate that withever been preserved in the past.

the burden of record-sophisticated computer technology,more

it would becomekeeping for employees could be reduced, and

a significantly greater

documenting the business of government in an electronic format.

it is our goal to implement new technology which willMoreover,

2

range of materialfeasible to save

introduced to facilitate



automatically make it possible to associate "who knew what when"

information with particular e-mail messages.

However, given the current state of the technology in the5.

Executive Office of the President, to achieve these goals and

develop a computer system which effectively provides for improved

record keeping and improves the performance of the work of the

One" computer system which did not provide for the computerized

segregation of federal and presidential records. Moreover, under

the OASIS system, "read receipts" could be used to obtain the "who

knew what when" information, but if the read receipts are requested

on only 10% of the messages, the system will slow to the point

where it would be unable to provide a satisfactory level of

See Sixth Declaration of James B. Wright, paragraphperformance.

We also inherited a situation where prior administrations had9.

not implemented any long range plan for developing and implementing

and retrieve e-maila technological capacity to segregate, store,

information in a computer system.

given theaccompanying affidavits,below andfurther

condition of the current technology in the Executive Office of the

President, the development of an enhanced system that will properly 

achieve the goals of this Administration is a process that requires

the acquisition ofa careful redesign of the current system,

appropriate testing andfunding, and then thenecessary

implementation of an enhanced system. That is not a process that

3

Executive Office of the President is not a simple process. For

in the

instance, in the EOP the Administration inherited an OASIS "All-in-

In short, and as detailed



can be completed in anywhere close to the timeframe contemplated by

the district court.

Our introduction to EOP computer systems was interrupted,6.

during the first week of the Administration, by the subpoena of all

White House Office computer hard disk drives by the special

prosecutor investigating possible wrongdoing by Bush Administration

officials in connection with a review of then Governor Clinton's

All existing White House Office hard disk drivespassport files.

were removed from individual computer stations, and were replaced

by new hard disk drives several days later.

During the first three months of the new Administration,7.

White House staff and new employees in the EOP agencies worked

a wide variety of urgent priorities,diligently to address

including the development of new guidance for EOP staff on federal

The White House determined that it wouldand presidential records.

be appropriate to issue comprehensive new guidance that would,

emphasizethings, theotheramong

preservation; clarify as much as possible the distinctions between

clearly state requirementsand presidential records;federal

governing the creation, maintenance and preservation of records;

and set forth specific new guidelines addressing the creation, 

maintenance and preservation of electronic systems material.

I am aware that since mid-January, all EOP offices and8.

the NSC had been preserving on computer back-up tape all electronic 

information identified in the District Court's orders as "record"

material.

4

importance of records

In order to implement new procedures to preserve



electronic systems information, the White House staffhowever,

sought to understand not only pending court orders governing 

electronic systems, but also the technology requirements that would 

recordkeeping needs, and the costs of such technology.

With respect to the preservation of electronic systems9.

information, I have been informed by members of the staff of the

a variety of complicatedthat

withconnection theissues intechnical

Those issues are addressedimplementation of the court's orders.

in the Declaration of Arnold Shore and the Sixth Declaration of

James B. Wright which are also being filed in support of the motion

For instance, the EOP agencies have notfor a stay pending appeal.

yet developed a technological means for segregating electronic

for connectingother material andpresidential records from

information relating to sending, receipt and content of particular

The OASIS All-in-One system does not have thee-mail information.

capacity to accommodate "read receipt" information for all e-mail

messages.

As set forth more fully in the declaration of Arnold10.

Shore, the EOP and the Office of Administration are developing new

e-mail systems for the EOP component offices. I have sought to

ensure that any such new e-mail systems be designed to ensure that

presidential and federal records be easily segregated and be able

informationmaintain receipt" for"readaccommodate andto

I have insisted that in developingparticular e-mail messages.

5

EOP Office of Administration

must be addressed

be necessary to accommodate the court's orders and the agencies' 



such e-mail systems, or in making plans to connect those systems

with external e-mail networks, the fullest consideration be made to 

the requirements of the Federal Records Act and the Presidential

Records Act.

withassociated theSubstantial alsocosts11. are

establishment of new procedures to preserve electronic systems

particularly in connection with EOP electronic mailmaterial,

These costs include fiscal expenditures described in Mr.systems.

Wright's Sixth Declaration (V) and the Declaration of William H.

from ongoing projects as explained in the Declaration of Arnold

Shore (![10) .

Aware of the technological requirements and costs of12.

adapting the various electronic communications systems, the White

House initiated a series of meetings with representatives of the

the White House Staff Secretary'sWhite House Counsel's Office;

Office; the White House Records Management Office; the EOP Office

of Administration;

the National Security Council Records ManagementAdministration;

Office; and the Legal Adviser to the National Security Council.

and Justiceother members of the NARA staff;Acting Archivist;

Department attorneys familiar with the orders of the District Court

in this action.

it was my goal not only to ensureIn these meetings,13 .

compliance with the District Court's orders, but also to ensure

6

the General Counsel of the EOP Office of

Itoh (^10), as well as significant diversion of other resources

These meetings were also regularly attended by Trudy Peterson, the



that the Clinton Administration provided to staff of the NSC and

other EOP components the most comprehensive possible guidance on

the creation, disposition and maintenance of federal records. The

comprehensive nature of the guidance necessitated an equally 

comprehensive drafting and review process that lasted several

From personal participation in the meetings, I can confirm weeks.

the careful effort that was made to review the requirements of the

District Court's orders, and to assess the accuracy and clarity of

the proposed guidance on a line-by-line — even word-for-word

guidance for thebasis.

issues that aroseNational Security Council Staff addressed any

proposed guidanceuniquely in the context of that entity. The

under review was far more comprehensive than any previous guidance 

of which I am aware; indeed, the federal and presidential records

guidance distributed totaled eighteen single-spaced, typed pages.

the14 . Because

guidance issued by the previous administration was invalid, I

decided that it was necessary promptly to issue the new guidance to

The process of preparing federalthe EOP staff on recordkeeping.

and presidential records guidance included careful attention to the 

procedures for preserving electronic material. We agreed that

until a long-term solution had been developed, it was important to

of preserving allalready in placecontinue the practice

electronic mail ("e-mail") material on back-up tape; and the EOP 

was

carefully drafted to ensure continuation of this practice. See

7

Care was also taken to ensure that

and NSC guidance on both federal and presidential records 

district court had determined that the



Attachment to Defts.

The final records guidance for all EOP staff (other than15.

NSC staff) was completed on May 5, 1993 and distributed to all EOP

The package distributed including (a) astaff beginning May 6.

memorandum from myself and Stephen Neuwirth of the Counsel's

concerning presidential records; and (b) a memorandum fromOffice,

Assistant to the President for Management andDavid Watkins,

General Counsel of the EOP

To ensure

that EOP staff members would carefully review these memoranda, we

also took the extraordinary step of attaching a cover memorandum

whichWhite House Chief of Staff,McLarty, III,from Thomas F.

expressly instructed all personnel in the White House and other 

offices in the Executive Office of the President to review these

memoranda carefully and to comply with the guidance set forth

Similar guidance was issued fortherein. See Defts. Supp. Ex. 23.

24 .NSC staff. See Defts. Supp. Ex.

This Administration is considering developing more16.

and would issuetechnologically advanced recordkeeping systems, 

additional guidance as we are able to acquire and implement those

Clintonhas been theItsystems.

Administration to conduct a comprehensive review of electronic 

systems management in the Executive Office of the President and to 

develop policies and practices for the Clinton administration as a 

whole that will ensure that all electronic systems material is 

8

intent of the

Office of Administration, concerning federal records.

is and

Supplemental Exhibits 23 and 24, filed May

12, 1993.

Administration, and Bruce Overton,



preserved in usable form. The development of such policies and

practices will, of course, need to occur in conjunction with the 

development of appropriate technical solutions for the various

computer systems in the Executive Office of the President agencies,

including the thecomputer systems thatnew

Administration is already considering (see Declaration of Arnold

andShore,

external e-mail capabilities of the White House and other Executive

Upgrading these technologicalOffice of the President components.

capabilities is a high priority of this administration, and we have 

created an interagency task force to assess and propose potential

advancements in this area.

I expect that the Clinton Administration, after it17.

conducts its comprehensive policy and technology review, will be

able to dramatically upgrade the quality of its computer systems.

sophisticated computeranticipate withthat more

technology, the burden of record keeping for employees will be

and it will become feasible to save a greater range ofreduced,

material documenting the business of government in an electronic

Moreover, as previously noted, it is our goal to implementformat.

it possible totechnology which will automatically makenew

associate "who knew what when" information with particular e-mail

I do not believe it is possible by June 21 --However,messages.

the deadline set by the district court -- to develop, in a coherent

a comprehensive new system for segregating electronicmanner,

for maintaining "read receipt"presidential and federal records;

9

Office of

We would

5[10. e) to improve the technological and internal



or for connecting the sending,information for e-mail messages;

receipt and content information for particular e-mail information.

As discussed above, the development of such a system requires the 

solution to several complicated and expensive technical problems.

Existing appropriations to the Executive Office of the President

insufficient to support thefiscalfor the current year are

immediate implementation of a new system for preserving electronic 

information.

I believe that a stay of the District Court's May 21 18.

order is critical, not only because it would not be possible to 

comply fully with what this court intended in the January 6 and 11

orders by June 21, but also because the May 21 order would require

inordinateExecutivethe

Thisdate.attempting comply by thatto

firmly committed to full compliance with theAdministration is

federal and presidential records statutes. But staff and resources

importantother equallyfromwould

Administration initiatives were the process of developing a new 

system for preserving electronic information to be subject to a

Moreover, because individuals in components ofJune 21 deadline.

the Executive Office of the President not subject to the court's

also use the Office ofincluding the White Houseorders

communicationsAdministration's All-in-One system,OASIS

significant down-time of the All-in-One system to implement interim 

software "fixes" to the system, until comprehensive review of the

will interfere withelectronic systems management is complete,

10

resources to

be divertedneed to

Office of the President to devote



*

White House operations.

I declare under penalty of perjury that the foregoing is true 

and correct to the best of my knowledge.

jo: PODESTA
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BACKGROUND

Three "Models" of E-mail Recordkeeping Practice

Model A: Defendants' Prior Litigation Position (1989-1992)

o

o

o

o

o

o

o

2

ATTORNEY-CLIENT PRIVILEGED AND^WHOTLAt

non ee-is-NflfVO ‘N

request 
search burden 

(220,000 pages; 
days computer

No legal impediments exist to recycling backup tapes 
containing nonrecord presidential and federal 
materials

What remains on the 'live’ system are extra copies of 
records, along with other nonrecord material (as 
well as a mix of nonrecord presidential materials)

when e-mail is created which rises to the level of 
a record, defendants' instructions require that the 
message be printed out and placed in official files

PROFS and other E-mail networks such as All-in-1 are 
communication systems not intended to be used for 
the creation of federal records; hence, no general 
recordkeeping requirements exist with respect 
to these systems

NSC (and OSTP) are free to have staff create and 
maintain dual systems of presidential and federal 
records (on email as well as on paper); no judicial 
review exists of decisions regarding creation and 
maintenance of presidential records (per Armstrong
1)

Archivists’ actions in oversight role have been 
adequate given nature of EOP's E-mail systems

FQIA: Plaintiffs' amended request for all notelogs
and other PROFS materials created by a large number 
of NSC and other individuals (from a subset of the 
Reagan PROFS tapes) is per s£ unreasonable, since 
the backup tapes are neither federal records under 
the FRA, nor agency files or an agency database 
under the FOIA; moreover, the request is 
unreasonable based on the huge
required to respond to the request
26 staff years to review; 66
programming time)



Model B: Plaintiffs’ Continuing Litigation Position

o

o

o

o

o

o

I

3 -

ATTORNEY-CLIENT PRIVILEGED AN& CONriDENflAL

NOU ee-is-NOfqn 'rl

Backup tapes are federal records subject to an 
appropriate disposition schedule

Archivist should have aggressively acted to ensure 
destruction of E-mail records was stopped

Plaintiffs’ amended FOIA request calls for a search 
of PROFS backup tapes not unlike prior searches 
conducted pursuant to Iran-Contra etc.; defendants 
estimates of burden are exaggerated

Since NSC (and OSTP) are ’’agencies," they may not 
create presidential records; in any event, existing 
guidance allowing for categorization of records 
into presidential and federal record material is 
subject to judicial review.

PROFS and other E-mail networks are recordkeeping 
systems which must be maintained in accordance with 
all applicable NARA regulations (including the 
requirement of segregation of federal 
record materials; the duty to periodically 
audit such systems for misclassification of 
records; and the need for a disposition schedule 
for all materials residing on each system)

Existing guidance on the printing out of federal 
record material is insufficient, given that not 
all federal record material is required to be 
printed out



Model C:

o

o

o

o

o

o

- 4

ATTORNEY-CLIENT PRIVILEGED AND-eWtBEttWr

Zt7:£l NOW £6-l2-Nnran -4

Armstrong Opinion of January 6, 1993 (and 
Orders of January 5 and 11, 1993)

Court also stated that NARA considers that each 
version of federal record material (paper and 
electronic form) must be separately scheduled 
for disposition (but unclear if this is a holding)

Defendants’ must ensure that records officers 
supervise designations of ’’records” on E-mail 
systems and otherwise periodically review systems 
in accordance with NARA regulations

Enjoined EOP agency components to preserve E-mail 
federal record information ’’until such time as 
the Archivist takes action"

Held that judicial review was precluded over NSC 
distinctions between presidential and federal 
records

Did not reach FOIA issues, but clear Implication 
of opinion is that backup tapes contain 
federal record material — which by extension 
sub silentig overrules defendants’ argument 
that backup tapes do not function as an 
agency file or agency database.

Defendants’ prior written guidance is arbitary and 
capricious in not requiring that "who knew what 
when" information is retained when substance of 
E-mail message texts are printed out
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TOPICS FOR DISCUSSION

Prospective Recordkeeping Duties For EOP Agency ComponentsI.

Key Topics Feit Discussion:

Sub-Topics:

A.

B.

C.

D.

- 5
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What form of "supervision” by records officers is 
appropriate with respect to E-mail?

(Plaintiffs' position: 
large % of E-mail is record material;
e.g., read receipt info; logs; calendars, 
user directories)

What materials on E-mail systems do EOP agency 
components consider worthy of preservation as 
federal records?

(Plaintiffs' Position: 
E-mail is created on-line and should 
be preserved on-line on an indefinite 
basis -- rather than in 'official' paper 
files)

How would EOP agency components choose to preserve 
federal record material generated on E-mail 
communication systems?

Are records disposition schedules needed for material 
residing on various EOP E-mail systems, and 
what form would they take?

(Plaintiffs' Position: 
optimum supervision accomplished by 
sampling individual E-mail accounts on 
periodic basis)

How Far Apart Are The Parties' Positions Given 
This Administration's Expressed Intent To 
Develop The Technological Means For Preserving 
A Greater Amount of Electronic Records In 
Electronic Format?

what Would Constitute Adequate Recordkeeping 
Guidance Sufficient To Allow For The End Of
The Current "interim" Solution of Preserving Federal 
Record Material in the Form of Backup Tapes (Under 
the January 6 & 11 Opinion and Orders)?

ATTORNEY-CLIENT PRIVILEGED AND-GONFlffiNTIAL
LO'd



I

E.

F.

II.

Key Topics For Discussion:

III.

Key Topic for Discussion:

Sub-Topics:

- 6
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For "dual” hat agencies; What additional guidance is 
appropriate on the matter of distinguishing between 
presidential and federal record creation?

What Options Exist in the Near-Term Future For 
Segregation of Federal Record Material?

how will they be treated (i.e, . 
nonrecord material)?

Should preservation copying be extended to the 
remainder of the materials in NARA's custody?

Obligations With Respect To E-mail Preserved To Date 
Since January 20, 1993 (Mostly.on Backup Tapes)

Obligations With Respect to Reagan and Bush Tapes Transferred 
to Archivist

(Plaintiffs7 Position:
anticipated that plaintiffs will 
press for segregation of federal 
records from all backup tapes 
created to date, including related 
“transmission" data)

(Plaintiffs7 Position: 
backup tapes are federal records? eop 
should work with NARA in creating 
disposition schedule for tapes, 
presumably allowing for the lodging of 
FOIA requests where appropriate)

(Plaintiffs7 Position:
yes — and disposition period could be
longer for 7on-line' records than for 
paper copies)

What further actions, if any, beyond preservation 
copying, does NARA believe to be appropriate 
irrespective of January 6 Order?

What Actions Do The Agencies Believe Are Now 
Possible To Take (Irrespective of January 6 
Opinion)?

will backup tapes of E-Mail continue to be made, and 
how will they be treated (i.e, . as record or

ATTORNEY-CLIENT PRIVILEGED AND CONFtDENTIAL 
an
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FOIA Position in Lawsuit To Be ReexaminedIV.

Key Topics For Discussion

*- 7
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VNEl NOW E6-ia-Nnr80'd

Are defendants willing and/or able to process 
plaintiffs1 amended FOIA request, at least 
in part, if not in whole?

(Plaintiffs' Position:
if no damage to tapes in process,
all federal record material should be 
segregated and preserved)

Should NARA devote the staff and budgetary resources 
to undertake segregation of the Presidential and 
potential Federal record information on all (or only 
some) of the tapes? If so, what consultations are 
necessary with former Presidents?

If so, which component(s) of government would be 
assigned to this task? (NARA, NSC, WHCA,
OA)

Should NARA devote the staff and budgetary resources 
to fully carry out the Preservation Plan for all 
(or only some) materials, including the restoration 
of logical files to hard disks and recopying files 
to a generic format?

Should plaintiffs be required to specify 
specifically which information on the backup tapes 
be preserved and segregated as Federal records?


