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ACTION

MEMORANDUM FOR NSC STAFF

FROM: WILLIAM H. ITOH

SUBJECT:

maintain,; and preserve records, of .

Electronic Communications Systems (Electronic
Mail)

All National Security Council employees have ongoing 
. responsibilities to-create, i '
their activities pursuant to the Federal Records Act (44 U.S.C’, 
Chapters 29, 31, and 33) or the Presidential Records Act 
(44 U.S.C., sections 2201-2207). This memorandum provides 
guidance for fulfilling these obligations as they apply to 
records created on electronic communications systems.

The National Archives has defined electronic communications 
systems as electronic mail systems, electronic conferences, and 
comparable systems with similar e-mail capabilities. Within the 
NSC, this definition (and the guidance in this memorandum) 
applies to the e-mail and calendar functions of the VAX All-in- 
One and cc:Mail systems (which includes All-in-1 word processing 
documents sent via e-mail) as well as the calendar function of 
the PROFS (Officevision) system.

Successful implementation of this policy requires each NSC 
employee to do three things: (1) determine the record/nonrecord 
status of any e-mail message at the time of creation (or, for 
word processing documents, at the time of transmission), and
(2) request read receipts whenever it is important to confirm the 
receipt of a message by a certain time, arid (3) for the time 

being, ensure that read receipts are preserved by printing them, 
attaching them to the originating message, and sending them to 
Records Management for filing. All other tasks associated with 
the proper maintenance and disposition of e-mail records will be 
performed by the staff of Records Management and WHSSS or WHCA.

The staff of the NSC create records electronically, including by 
the use of electronic communications systems. The NSC preserves 
electronic mail messages that are records by filing them 
electronically and transferring them to magnetic tape in a 
software-independent format for long term preservation. The NSC 
also preserves essential transmission data for these records 
electronically, including the name of the sender and each 
addressee, plus the date and exact time of transmission, which 
are recorded with the text of each message. "Read receipts" that 
identify when a message is "opened" by each addressee also are 
preserved whenever requested.



DETERMINING RECORD STATUS

Federal‘or Presidential Records.

The Federal Records Act defines federal records as:

2

All books, papers, maps, photographs, machine readable 
materials, or other documentary materials, regardless of 
physical form or characteristics, made or received by an 
agency of the United States under federal law or in 
connection with the transaction of public business and 
preserved or appropriate for preservation by that agency or 
its legitimate successor as evidence of the organization, 
functions, policies, decisions, procedures, operations, or 
other activities of the Government or because of the 
informational value of data in them. (44 U.S.C. 3301)

Under this definition, federal records are documentary materials 
that satisfy two tests. First, the materials must have been 
created or received by agency personnel in connection with their 
official duties. Second, they must be appropriate for
preservation as evidence of the agency's activities or because 
they contain information of value. Federal records may be in any 
physical form, including paper, film, and disk. The method used 
to record information may be manual, mechanical, photographic, 
electronic, or any combination of these or other technologies.

Electronic mail documents in the NSC (like all other documentary 
materials) fall into one of two categories: records or nonrecord 
materials (which includes personal materials). The only records 
management judgment that NSC staff must make when using e-mail is 
to determine whether a message is record or nonrecord in nature. 
Traditionally, the NSC also has distinguished federal from
Presidential records and filed them separately. The proper scope 
of that distinction is now in litigation. Until that question is 
resolved, we will retain copies of all record messages in a way 
that permits appropriate designation and filing of them at a 
later time by the staff of Records Management.

The Presidential Records Act defines Presidential records as:

documentary materials, or any reasonably segregable portion 
thereof, created or received by the President, his immediate 
staff, or a unit or individual in the Executive Office of 
the President whose function is to advise and assist the 
President, in the course of conducting activities which 
relate to or have an effect upon thej) carrying out of the 
constitutional, statutory, or other official or ceremonial 
duties of the President. (44 U.S.C. 2201(2))

Under this definition, Presidential records are documentary 
materials that meet three tests. First, the materials must have 
been created or received by the President, his immediate staff,



Nonrecord or Personal Materials.

some electronic messages do not need to be.

Monitoring Record Status Designations
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or a unit or individuals in the EOP whose function it is to 
advise and assist the President. Second, the materials must 
relate to or have an effect upon the carrying out of the
President's constitutional, statutory, or other official or 
ceremonial duties. Third, they must not be federal records, 
which are specifically excluded from coverage by the Presidential 
Records Act.

Reminders about leave plans (which are officially documented 
elsewhere)

Reminders about meetings and appointments
Routine office procedures, such as requests to clerical 

staff to order supplies
Telephone messages (unless the message contains substantive 

information)
Social or ceremonial functions during office hours
Preliminary drafts of official, logged records sent to a
secretary for final preparation (unless the draft reflects 
policy development)

Exclusively personal matters, such as private political or 
professional activities

Certain types of documentary materials created within the NSC are 
considered "nonrecord" because they are not "appropriate for 
preservation" as defined in the Federal Records Act or because 
they are excluded from the.coverage of the Presidential Records 

. Act- For this .reason, ..
filed and preserved because they are so insubstantial that they 
do not warrant retention, or because they are duplicative, or 
because they are exclusively personal in nature. Examples of 
electronic mail documents that are nonrecord or personal 
materials are those related to the following:

To assist the NSC staff in making proper record status 
determinations, the staff of Records Management will periodically 
examine a sample of all electronic mail messages, including those 
designated as nonrecords. The purpose of the examination is to 
identify any problems in interpreting the official guidance for 
distinguishing between record and nonrecord materials. The first 
of these sample inspections will take place within the next 
month. The staff of Records Management will report their 
findings to me and recommend any needed changes in current 
guidance or procedures. 0

v
No copies of electronic mail documents (either electronic or 
paper) may be removed from the NSC unless they are determined to 
be exclusively personal materials. If a departing staff member 
wishes to retain such documents, the staff of the Information
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Management and Disclosure Office must review the documents before 
authorizing their removal.

Additionally, you must request a read receipt for record messages 
whenever such information is necessary for adequate and proper 
documentation of NSC activities. Yom should request read 
receipts whenever it is necessary to confirm that the
addressee(s) has read a message by a certain time, such as when 
you assign tasks with a deadline or need concurrence by a 
definite time. To the extent feasible, WHSSS will reprogram All- 
in- 1 to capture such read receipts electronically. However, 
until further notice, all users should continue to follow the 
instructions in Will Itoh's 5/27/93 memorandum for printing out 
read receipts whenever requested, attaching them to the 
originating message, and forwarding such iftaterials to Records 
Management for filing.

To facilitate the preservation of e-mail messages that are 
records, you are asked to indicate whether the message is Record 
(R) or Nonrecord (N) each time you create a message. (For All- 
in- 1 word processing documents, you must indicate (R) or (N) when 
you send the document.) You should make that determination by 
following the guidelines in this memorandum for identifying 
federal records, Presidential records, nonrecord materials, and 
personal materials (a personal message should be labeled 
nonrdcord (N)). When in doubt, designate a message as a record.

If you designate a message as a record, a copy automatically will 
be routed to Records Management for incorporation: into the 
appropriate records system. All messages in individual e-mail 
accounts will be purged from the All-in-One and cc:Mail systems 
after one month, with the exception of extra copies placed in 
your "personal folder" because they need to be retained more than 
one month for personal convenience.

All electronic mail messages contain certain "transmission data" 
regarding the sender, addressee(s), and transmission (date and 
exact time) of a document. Whenever you designate a message as a 
record, it is necessary to capture and preserve such transmission 
data and associate it with the appropriate message. All e-mail 
messages routed to Records Management as records will be filed 
electronically with the following transmission data included: the 
name of the sender and all recipients and the date and time of 
transmission.
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This memorandum supersedes all previous guidance on electronic 
mail issued prior to January 6, 1993, as well as the instructions 
on Electronic Federal Records on page 6 of the May 8, 1993 memo 
on "Federal Records." I cannot emphasize too strongly the 
importance of staff compliance with this guidance in order to 
ensure that the NSC fulfills its legal obligations regarding the 
creation and preservation of federal and/or Presidential records. 
If you have any questions about this guidance, please contact the 
Records Management Staff (7356) or the Office of the Legal 
Adviser ( 3854).

* *

Calendars created on the NSC's e-mail systems (except those of 
the APNSA, DAPNSA, Staff Secretary, Executive Secretary, and 
Deputy Executive Secretary) are either personal materials or 
temporary records. Calendars are personal materials when they 
are shared only with a secretary. They are temporary records 
when they are shared more widely with other members of the NSC 
staff.

Personal calendars and shared calendars that contain no 
substantive information about NSC activities do not need to be 
printed, and filed, and they should be deleted from your e-mail 
environment when no longer needed.. Shared calendars that/do

• ' contain substantive infQfmation ..about NSC activities must be.- 
printed out monthly, retained for two years, and then destroyed; 
The electronic calendars of the APNSA, the DAPNSA, the Staff 
Director, the Executive Secretary and the Deputy Executive
Secretary, which are created on PROFS, must be printed out 
monthly and forwarded to Records Management for preservation.
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ACTION

MEMORANDUM FOR [WHSSS]

FROM: WILLIAM H. ITOH

SUBJECT:

■'o VC -

J

By [a specific date] you should begin to implement all procedures  
necessary to preserve all record e-mail messages on the NSC's 
electronic mail systems (All-in-1 and cc:Mail) electronicallv

set will be ’stored and maintained for-.'transfer to NARA according 
the provisions•of an approved records -schedule.

necessary to preserve all record e-mail messages on the NSC's 
electronic mail systems (All-in-1 and cc:Mail) electronically 
Since all record e-mail messages for the Clinton Administration 
have been retained online, I assume that these procedures can be 
implemented within a few days, with one exception. I understand 
that capturing read receipts electronically in association with

TO.
! : > Z V r

Electronic Mail Modifications

the originating.message may require several months of additional ’ 
reprogr^pimiilg. •.------...__________________________________

a11 e-mail users •will coutinue to designate-messages (including ‘

tapes.
associated with the messages as described below in No. 4 

‘they must- conform to the requirements' of -NARA regulation 
•EFT? r22R IRS. m-T.' T. - - 'Tir-

All-in-1 word processing documents) as records (R) or nonrecords 
(N), and all messages designated as records will continue to be 
routed electronically to Records Management.; Any such data 
determined to be federal records will be proposed for permanent 
retention by the National Archives. Any such data determined to 
be Presidential records will be preserved permanently at the 
.appropriate Presidential Library. To preserve the record 
messages and related data electronically, we need to accomplish 
the following for All-in-1 and cc:Mail:

J--. . Enable Records Management staff to designate the record 
•messages-’as either federal- or Presidential.

2. Retain-EASY access' to the sorted-federal or Presidential 
messages in Information Management and Disclosure only, until the 
end of an administration. This access may be a chi rvpri by 
retaining the data online, dr on easily useable optical disks,' 
whichever is more practicable for you.- In either case, it is my 
understanding that Records Management 'staff -will-lie able to 
conduct keyword searches of ‘ all record-messages. -

Z . 3- the end of an administration-transfer the sorted
record messages to separate' magnetic tapes for federal or 
Presidential records and make one duplicate set of the federal 

. .tapes. These magnetic tapes must contain all transmission data 
..associated with the messages as described below in No. 4, and 

‘they must- conform to the requirements' of -NARA regulations at 36 
GFR 1228.188•• (copy:’attached-at Tab' I)-L ^Orie-’set of the federal 
tapes will be retained for -the NSC's administrative use and one
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For the cable traffic on All-in-1, Records Management
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8. For the cable traffic on All-in-1, Records Management 
has drafted a records schedule provision that would authorize the 
permanent retention of all cables directed to the attention of a 
specified NSC staffer. The draft schedule also would authorize 
the deletion "when no longer needed" of the remaining cable 
traffic in GESCAN. The newswires in GESCAN that are purchased 
from a commercial vendor constitute a nonrecord reference 
library, which should be deleted when no longer needed. Until 
NARA has approved our draft schedule, you should continue 
retaining a complete backup of all cable traffic s£nt to 
All-in-1.

6. All e-mail messages that are not routed to Records 
Management should be deleted after one month, with the exception 
of any messages filed in an individual user's "Personal" folder. 
These latter messages, which are nonrecord copies maintained 
solely for personal convenience, should be deleted whenever the 
staffer departs the NSC.

7. For the calendar function, you should delete all data 
whenever the staffer departs the NSC. For any such data 
determined to be federal records, their deletion is authorized by 
the provisions of GRS 23, Item 5.

4. Each record message must include the name of the sender 
and all addresses, plus the date and exact time of transmission. 
Additionally, for All-in-1 and any future e-mail system, we must 
develop a plan for preserving read receipt data electronically 
whenever it is requested by the sender. This read receipt data 
must be preserved in a way that easily associates the receipt 
information with the appropriate originating message. cc:Mail 
users will continue to print read receipts when requested as 
instructed in Will Itoh's 5/27/93 memorandum, since that system 
cannot be reconfigured to associate such data with the 
originating message electronically. All-in-1 users also will 
continue to follow those instructions until we implement 
procedures for capturing such read receipt data electronically.

with each record message for All-in-1, including the name of"the 
sender and all addressees, the date and time of transmission, and 
read receipt data whenever requested, it is not necessary to 
preserve user directories, distribution lists, or logs of 
messages on the magnetic tapes. Records Management has drafted a 
records schedule provision that would authorize the deletion when 
no longer needed of any such data determined to be federal 
records. Since cc:Mail does not always print all addressee names 
on a distribution list, for that system you also must preserve 
all distribution lists so that the name of all addressees for 
record messages will be readily available.
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If you have any questions, please contact Neal Wolin in the Legal 
Adviser's office at 3854.

Attachment
Tab I NARA Regulations

9. User Set-Up Functions, which include changes in 
passwords, work locations, work hours, lock keyboard data, 
calendar and date formats, and log-in/log-out data, should be 
deleted when no longer needed for system administration. To the 
extent that any such data are determined to be federal records, 
their deletion is authorized by the provisions of GRS 20, Item

Records Management has drafted a records schedule for submission 
to the National Archives that would, for all data determined to 
be federal records, authorize the deletion of (1) data in 
individual e-mail accounts after one month or, in the case of 
data retained in personal folders, when the staffer departs the 
NSC;. (2) user directpries, distribution lists (for All-in-l
only), and logs pf messages; and .(.3.) .calendar data: However, 
until we have a .final determination about which NSC records are 
federal, you must continue the current practice of preserving 
backup tapes of the entire system.
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V. •

a.

Disposition. Destroy when no longer needed.

(Proposed records schedule to be submitted to NARA regarding any 
records determined to be federal)

Disposition. Permanent. Retain in an accessible electronic 
format until the end of an administration, then copy to tape. 
Transfer tapes to the National Archives 20 years after the 
end of the administration that created them.

b. Processing Files. Backup tapes and other extra copies of 
all data on the e-mail system, including substantive and 
nonrecord messages; user directories, distribution lists 
(except for cc:Mail), and logs of messages; and user set-up 
functions authorized for disposal under GRS 20, Item Ic.

1 - Electronic Mail, 1993--. 
the NSC staff electronically.

2. Electronic Cables and Newswires, 1989--. An electronic 
library of daily newswires and cables related to world events. The 
newswires consist of a standard commercial package furnished by 
AP, UPI, and Reuters, which constitutes a nonrecord reference 
library. No information is recorded about who looks at these 
newswires or when. The incoming cables originate with the 
Department of State, DoD, the CIA and the NSA. They are sent to 
the Situation Room for the attention of either (1) the President 
and his assistants in the West Wing, or (2) the NSC staff 
generally. Those created and received by 'the President, the 
APNSA, and the DAPNSA are retained permanently as Presidential 
records. The dispositions listed below apply to the remaining 
incoming cables that are sent electronically to All-in-1 for 
subsequent electronic distribution to the NSC staff and to the 
outgoing cables sent in the name of a member of the NSC staff.

Messages created and exchanged by
The content of the messages ranges 

from the routine and personal to substantive exchanges about 
policy matters. The NSC e-mail systems require the user to 
designate messages that are records before sending a message, 
messages designated as records are automatically routed to the 
Office of Records Management with, related transmittal data for 
segregation, into one. of two categories:’ permanent federal .records 
or permanent presidential records:’ .. • . ..■ • . • ■ y. •' v.

Substantive Messages. Messages, and related transmittal 
data, providing substantive information about agency 
activities such as the development of policy papers, 
interagency meetings, internal administrative matters, and 
legal cases. (For CC-Mail only, the related transmittal data 
must include all distribution lists, and updates, which 
provide the names of all addressees of record messages.)
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GESCAN Cables. Those cables .not designated for an

Disposition. Destroy when no longer needed.

3

2

Disposition. Permanent. Retain in an accessible 
electronic format until the end of an administration, 
then copy to tape. Transfer to the National Archives 20 
years after the end of the administration that created
them. . . ■■■ ■ .■■

a- Cables Sent to or From Specified Staff. A certain 
percentage of all incoming cable traffic is sent 
electronically to designated NSC staff according to 
predetermined subject criteria, and a small number of 
cables are sent from the Situation Room in the name of 
an NSC staff member. All such cables identify the 
sender and recipient(s) and the date of electronic 
submission.

b. GESCAN Cables. Those cables .not designated for an 
individual staffer, plus copies of the cables sent to a 
specified staffer (with the exception of a few highly 
sensitive cables) are stored in a database (GESCAN) that 
may be accessed by anyone on the NSC staff. No 
information is recorded about who looks at what data or 
when.
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ACTION

MEMORANDUM FOR WILLIAM H. LEARY

FROM: WILLIAM H. ITOH

Monitoring Electronic MailSUBJECT:

following plan for monitoring a sample of electronic mail... .

1.

3 . The selected staff should be notified prior to beginning 
the inspection that you will examine a sample of their previously 
created e-mail stored on the backup tapes.

In order to identify and correct any’problems in the NSC staff's 
identification of e-mail records, you should institute the . ’ .

The staff of Records Management should examine a sample 
once annually. The first examination should be completed within 
one month following the issuance of written guidance to all 
staff.

5. Records Management should tabulate the total number of 
messages examined in each account, the number of incorrect record 
designations, and the reasons for the incorrect designations. 
Records Management should prepare a report for the Executive 
Secretary summarizing and analyzing the findings and recommending 
any needed modifications in the guidance to staff. That report 
should be submitted to me within six weeks after issuance of 
written guidance to all staff.

2. The initial sample and the size of the subsequent 
samples should be determined by the Director of Records 
Management.

4. WHSSS should print out the designated messages to 
facilitate the review by Records Management.
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D i s t i n cru i s hlng B e tween Federal and Presidential Rec ords

" fh-teragency ■Wof3Cin~<PGinUp"Mdttings (-IWG y—

NSC -S taf ^'Correspondence '

related- to policy directives)1 ;

Presidential Trip Preparations (Briefing Books)

i

Presidential Speeches
Correspondence With the President, the APNSA, and the DAPNSA

i

i

i
i

i
i

The NSC will treat as federal records the formal statements of an 
Adni nistration's national security policy; meeting notices, lists 
of attendees, agendas, options papers, summaries of conclusions, 
and minutes of interagency meetings (NSC, PC, DC, and IWG); and 
records that are sent or received from outside the White House. 
In addition, the NSC will treat as federal records those 
materials exchanged between NSC staff (not including those 
exchanged with the APNSA or DAPNSA) relating to such matters 
other than policy directives and meetings files. NSC federal 
records (including electronic records) include the following

■ .types of records:

Presidential Decision Directives (PDD)
Presidential Review Directives (PRD)
Presidential Determinations (PD) and Executive Orders (EO)
National Security Council Meetings (NSC)
Principals Meetings (PC)
Deputies Committee Meetings (DC)
lifteragency”Wofka.‘Egr~Gfou:p"Mdmngs (-IWGy— —.. _

: Documents OOri’glnating Outside the White House'Related to 
Sensitive InteHigence*dr Counterintelligence Activities

Office of Management and Budget (OMB) Referrals
Presidential Messages and Proclamations
Aircraft Requests
Agrements.
Foreign Travel Requests
Approvals of Significant Military Exercises
NSC Staff-Speaking/Appointment Requests

, the -NSC$y -- . • '
Requests for Access to Documents

X.i :

I

•if

The NSC will’ treat as Presidential records-those documentary 
materials created or received by or -for the’ President, the APNSA, 
and the DAPNSA-, and any related materials that are exchanged 
between NSC staff. NSC Presidential'-records (including
electronic records) include the following types of records:

Memoranda- and Other Documents for of .'from the President, the 
.APNSA, dr the DAPNSA (including all intra-staff documents 
related- to policy directives)1 :’-1 * ’ --

Memoranda and Talking Points for‘the President, the APNSA, 
and the DAPNSA for Use in Meetings (including all intra- 
staff documents related to NSC, PC, DC, and IWG meetings)

Presidential Memos of Conversation ’-(MEMCONS)
Presidential Memos of‘Telephone Corywefsatidns (TELCONS)
Heads-of "State Visits (Briefing Books)’’ 1 -:e .

NSC Staff’-Speaking/Appointment Requests -- -
Documents Related to Lawsuits.and Investigations Involving 

thp -wqrt<. .if-- ■'. ’ ■ c .
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PROPOSED OA ELECTRONICS RECORDS MANAGEMENT SYSTEM 
FOR RECORDS CREATED USING

ELECTRONIC MAIL

Some of the messages presently created using the OASIS ALL-IN-1 
e-mail facility are Federal records as defined by the statutes 
and regulations; others are either Presidential records or 
nonrecord materials. To facilitate records management within 
EOP, the current practice is for users to print out messages that 
need to be preserved and file them with other related paper 
records in their file stations. These paper records are 
maintained and disposed of according to records retention 
schedules prescribed and approved by the National Archives and 
Records Administration (NARA) . At the Scjme time, the EOP Data 
Center saves backup tapes of all data residing on its direct 
access storage devices for use in recovering from*system or drive 
failures. This latter medium, while it contains all messages, is 
not readily or easily searchable. Thus, the paper files are the 

This document describes the proposed electronic records 
management system that the Executive Office of the President 
(EOP) will implement to maintain an electronic repository of 
messages created using the electronic communications capability 
of the OASIS ALL-IN-1 system. It discusses general system 
concepts and delineates the steps that EOP will undertake until . 
the final system implementation occurs. It:further demonstrates 
the intent of the EOP to capture the content of electronic mail 
communications through changes proposed for the current OASIS 
ALL-IN-1 system and through the phased development of a separate 
electronic records management system that will facilitate 
preservation and retrieval of Federal records materials.

Background. The OASIS ALL-IN-1 system is an electronic messaging 
(e-mail) system that facilitates communication among the staff of 
the EOP. It was not designed by the vendor as a text search and 
retrieval system or for reporting against information requests. 
Rather, the e-mail system was designed to facilitate 
communications and to hold messages for brief periods to provide 
ready response to users with minimal degradation in system 
service. Therefore, it is not a records management system.
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central repository against which requests for information are 
processed at this time.

- Type of records - Messages will be identified by record type 
code (record or nonrecord), with thq default being record. 
The selection will be made by the creator of the message 
within the OASIS ALL-IN-1 system at the time*the record is 

created. Only if the message is tagged as nonrecord, when 
the addressees read the message, they will have the

OA is currently undertaking a project to develop an electronic 
records management system to manage documents created using the 
OASIS ALL-IN-1 system. Once the new system becomes operational, 
records management and disposition will be performed for that 
system in accordance with directions provided from and approved 
by NARA. The following sections describe the general 
capabilities of the proposed electronic records management system 
and discuss the plan by which OA will implement it.

The primary purpose of the electronic records management system 
being designed by OA is to provide an electronic medium to manage 
messages created or captured using the OASIS ALL-IN-1 system that 
constitute Federal or Presidential records. The new system will 
support effective and proper documentation of the policies and 
transactions of the EOP and will assist management in operating 
effectively and economically. The electronic records management 
system will address a number of functional requirements 

including:

Content of Messages - The system will contain the text of 
messages and incorporated text attachments. For both 
Federal and Presidential records, it will capture
transmission and receipt information including creator of 
the message, date and time of creation, addressees, and date 
and time each addressee received and accessed the message, 
when this information is available. The records will be 
stored in standard ASCII code to facilitate information 
search and retrieval.
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EOP will use a standard, industry-wide system life-cycle 
methodology to develop this system. This process is composed of 
several stages including analysis, design, coding, testing and 

implementation.

Category of record - Depending on the identity of the 
creator and the recipient/s of the record in the OASIS 
ALL-IN-1 system, the record will be tagged as either a
Presidential or Federal record. Users could have the option 
of specifying the category and overriding the selection made 
automatically through the e-mail application...

- Retention of Records - The system will be devised to store 
e-mail messages until the records management staff can 
assess the nature of Federal records contained within the 
system and develop records retention schedules for review 
and approval by NARA. No records will be deleted from the 
system unless an approved schedule has been received from

- Searchability of Records - The records will be stored in a 
fashion to permit retrieval by text search software. 
Ideally a commercial, off-the-shelf package can accomplish 
this function and will be fully integrated into the system. 
Thus a request by date, name, search string, keywords or 
phrases may be prepared and executed. The output media 
(paper or electronic) will be determined by the volume of 
data produced in response to the request.

opportunity to tag the communication as record. Nonrecord 
selections may be retained and periodically deleted as 
determined by previously established procedures.

The analysis stage is presently under way. As a first step, a 
document describing the functional and technical requirements for 
the system will be produced. The next step will be to examine 
alternative technical solutions that will meet the functional 
requirements, prepare a cost/benefit analysis for each of the
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alternatives, develop an estimate of cost and time to complete 
each alternative and suggest a solution.

■ •• will be identified in the final' deliverable report and cannot be 
identified at this time because the feasibility of possible 
solutions and the availability of resources are uncertain.

Interim Procedures. Currently, draft guidance exists that 
describes how users shall print records created using the e-mail 
system and file them in paper form within their file stations. 
This is contained in a directive entitled. The OASIS ALL-IN-1 
Electronic Communication System and Federal Records Procedures.

Prior to the electronic records management system being fully 
implemented, the contents of the interim system will be reviewed 
by the records management staff through a separate procedure and 
system capability. This will permit the ^assessment and assurance 
that the e-mail communications are being properly tagged for 
future disposition schedules. This review will also indicate 
what concepts need reinforcement for future training of users in 
records management concepts.

The current OASIS ALL-IN-1 system is being modified at this time 
to permit the tagging of record type and record category on e- 
mail. This function will be implemented on a phased basis during 
the first quarter of 1994 so that performance impact on the e- 
mail system can be monitored to ensure the quality of system 
response to users. At the same time, the first-phase of a record 
management system will be ready for testing the acceptance of 
tagged e-mail communications. All available data related to e- 
mail communications will be incorporated into the complete 
electronic records management system when the new system is 
implemented.

During the first quarter of 1994, the recommended solution will 
be further expanded to include a schedule for completion showing 
tasks, milestones, time and cost estimates to completion. This 
will also include specific hardware and software configurations 
as well as functional design information for each software module 

Design, coding, testing and implementation stages will
follow. Target dates for the completion of each of these stages
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The initial implementation of the records management system will 
include the electronic mail from OASIS, other internal mail 
systems, and external mail received by OASIS. Subsequent phases 
of this project will address additional data from other ALL-IN-1 
features, including calendars and phone messaging, as
appropriate.
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FUTURE DISPOSITION OF RECORDS MANAGED VIA
THE OA ELECTRONIC RECORDS MANAGEMENT SYSTEM:

In creating the new system and developing the supporting guidance 
and training for its use, OA acknowledges NARA as the 
authoritative source for oversight and guidance in records 
management and disposition. NARA appraises, evaluates, and 
approves disposition of federal records, provides assistance in 
records management program development, and acts as final care­
taker of permanent records. The methodology described below for 
determining the disposition of records managed using the new 
records management system is based on the statutes, the 
implementing regulations; and the NARA publications. Managing 
Electronic Records and Disposition of Federal Records: A Records 

Management Handbook.

October 26, 1993 - Draft 1.0

The Office of Administration (OA) of the Executive Office of the 
President (EOP) recognizes the importance and necessity of 
professional management of federal records. Thus, OA.is 
developing.an electronic records management.system for messages 
created using an electronic messaging (e-mail) system. The life 
cycle of a record, as defined by National Archives and Records 
Administration (NARA), is being used in the system design process 
to make sure that the considerations made for disposition of 
records are appropriate. This involvement reflects good 
management practice, and is supported by Office of Management and 
Budget (OMB) Circular A-130.

From a management perspective, there are many similarities 
between paper-based records and documents managed using an 
electronic records management system. For documents created or 
stored in either medium, OA and other EO^ agencies need to follow 
standard, prescribed practices. Systematic definitions of 
records series or groupings must be established. These 
definitions are based on the functional activities of the agency 
as well as its recordkeeping practices. Where both an
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In support of this, OA will follow the processes and procedures 
established by NARA to manage the life cycle of all records 
within its scope of control, including OA records managed using 
the new electronic records management system.

electronic records management system and a paper-based file 
system exist, the relationships between the same or similar 
information stored in each separate system must be identified and 
acknowledged.1

When the review process has been completed, the actual scheduling 
process will begin. Recommendations for retention and 
disposition of electronic mail messages stored in the records 
management system will be drafted by the component agency, based 
on the results of the preceding activities. Prior to forwarding 
to NARA, these proposals will be reviewed, organized and cleared 
internally within the component agency to be sure that agency 
information needs are being met. The recommendations will then 

"The management concept- that -records pass through :three 
stages: creation, maintenance and use, and disposition."2

As with a computer-based system, both NARA and OMB have declared 
that a record has a life cycle. NARA defines this as:

Within this process, disposition plays a key role. It includes a 
review of the business functions and recordkeeping requirements 
of OA components. Once these have been defined, a review of OA 
records to identify and define the purpose of the various record 
series or groupings can be performed.

1 Disposition of Federal Records: A Records Management 
Handbook, National Archives and Records Administration
(Washington, D.C.), 1992, p.III-3. A

II

2 A Federal Records Management Glossary igg^. 2nd Ed. 
National Archives and Records Administration, Office of Records 
Administration, Agency Services Division. Washington, D.C.,
1993, p.19.
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be sent to NARA for evaluation and approval. Only after 
agreement from NARA will either the General Records Schedules 
(GRS) be applied or Request for Records Disposition Authority 
(SF 115) be prepared. Prior to application of the GRS or 
submission of draft SF 115s to NARA, internal approval must be 
obtained from the appropriate records liaisons within each 
component agency. In certain specified cases, approval from an 
external source, such as GAO will also be sought at this stage.3 
NARA will review, appraise, comment or provide guidance where 
necessary and approve all SF 115s before OA implements its 
disposition schedule..

3 Disposition of Federal Records: _____ _______
Handbook, National Archives and Records Administration
(Washington, D.C.), 1992, p. V-15.

For OA, implementation of the disposition schedules will include 
updating the OA directive entitled "The OASIS All-In-1 Electronic 
Communications System and Federal Records Procedures." At that 
time, the directive will be revised to address procedures for the 
transfer and management of records created using the e-mail 
system to the new records management system. This distribution 
of information will occur either concurrently or be immediately 
followed by employee training, primarily for records liaisons and 
others responsible for custody of files in component agencies. 
OA management and staff also will be briefed on the new 
procedures and disposition rules. Subsequent to training, the 
program for disposition of records stored and managed using the 
new records management system will begin. Within the first year, 
this implementation will be periodically reviewed to assure that 
the program is being properly executed. Thereafter, records 
schedules and the program will be reviewed annually by both OA 
and NARA.
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OFFICE OF ADMINISTRATION DIRECTIVE

SUBJECT:

Introduction

1.

2.

3.

31, and 33; 36 CFR4.

Information Management DivisionOriginator.5.

6.

[Director of the Office of Administration signature and date]

3

1

Authority.
Parts 1220,

The OASIS ALL-IN-1 Electronic Communication System and 
Federal Records Procedures

44 U.S.C. Chapters 21, 29,
1222, 1228, and 1234.

Directive or Bulletin Cancelled. None; paragraph 7.b of 
LISD Directive .04-0, "Records Management Program," is 
replaced by this Directive.

Review. Annually, whenever substantive modifications to the 
ALL-IN-1 system are contemplated, before any new electronic 
communications systems are accessed by EOP agency users, and 
any new electronic records management systems are 
implemented.

Purpose. To establish records management objectives and 
responsibilities for the creation, maintenance, use, and 
disposition of Federal records on the OASIS ALL-IN-1.system.

Personnel Concerned. All OASIS ALL-IN-1 users with federal 
records responsibilities.
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1. Purpose.

2. Definitions.

a.

b.

i. This t 
produces.

c.

2

To establish policy, responsibilities, guidelines, requirements, 
and procedures for the preservation of Federal records created 
and transmitted on the OASIS ALL-IN-1 system within the federal 
agencies of the Executive Office of the President.

This directive, supersedes previous records management 
instructions on Federal records on electrorlic communications, 
te-mail) systems, in accordance with recent court opinions and 
orders.

The following guidance does not apply to Presidential records. 
Each EOP component that creates Presidential records has a 
continuing obligation to identify and separately maintain 
Presidential and Federal records. Memoranda providing guidance 
on Presidential records and Federal records were issued to White 
House and EOP staff by the White House on May 5, 1993.

Electronic Records. This term includes numeric, 
graphics, and text information, which may be recorded 
on any medium capable of being read by a computer and 
which satisfies the definition of a Federal record in 
44 U.S.C. 3301. This includes, but is not limited to, 
magnetic media, such as tapes and disks, and optical 
disks. (36 CFR 1234.1)

Electronic Records System. This term means any 
information system that produces, manipulates, or 
stores Federal records by using a computer. 
(36 CFR 1234)

Basic records management terms are defined in OA Directive 
LISD.04-0 (44 U.S.C. 3301). The definitions listed below are 
specific to the purpose of this directive.

Electronic Mail. The process or result of sending and 
receiving messages in electronic form via remote 
computer terminals. (Federal Records Management 
Glossary, 1993, 2nd ed.)
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Documentary materials, or anye.

/

3

(1) They are made or received by an agency of the 
United States Government under Federal law or in 
connection with the transaction of agency 
business; and

Federal records are documentary materials when they meet 
both of the following conditions:

The phrase "regardless of physical form or characteristics" 
means that the records may be paper, film, disk, or any 
other physical type or form; and that the method used to 
record information may be manual, mechanical, photographic, 
electronic, or any combination of these or other 
technologies.

[A] 11 books, papers, maps, photographs, 
machine readable materials, or other 
documentary materials, regardless of physical 
form or characteristics, made or received by 
an agency of the United States under Federal 
law or in connection with the transaction of 
public business and preserved or appropriate 
for preservation by that agency or its 
legitimate successor as evidence of the 
orfcfaniEation,-.functions, policies, decisions, . 
procedures, operations, or other activities of 
the Government or because of the informational 
value of data in them.

Federal Records. As defined in the law (44 U.S.C. 
3301), Federal records are:

Presidential Records.
reasonably segregable portion thereof, created or 
received by the President, his immediate staff, or a 
unit or individual of the EOP whose function is to 
advise and assist the President, in the course of 
conducting activities which relate to or have an effect 
upon the carrying out of the constitutional, statutory, 
or other official or ceremonial';, duties of the 
President. (44 USC 2201)

(2) They are preserved or are appropriate for 
preservation as evidence of agency organization 
and activities or because of the value of the 
information they contain. (36 CFR 1222.34)
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f.

(1)

General Records Schedule. (36 CFR 1220.14)

g-

h.

(1)

(2)

(3)

i.

4

Library and museum materials made or acquired and 
preserved solely for reference or exhibition 
purposes.

Extra copies of documents preserved only for 
convenience of reference.

Stocks of publications and of processed documents. 
However, each agency must create and maintain 
records sets of processed documents and 
publications, including annual and special 
reports, directives, special studies, brochures, 
pamphlets, books, handbooks, manuals, and posters.

Nonrecord Material. U.S. Government-owned documentary 
materials, other than Presidential records, that do not 
meet the statutory definition of Federal records (44 
U.S.C. 3301), or that have been excluded from coverage 
by the definition. Excluded materials are:

Permanent Record. Any Federal record that has been 
determined by NARA to have sufficient value to warrant 
its preservation in the National Archives. (36 CFR 
1220.14)

A series of records designated as disposable in an 
agency records disposition schedule approved by 
NARA (Standard Form 115, Request for Records 
Disposition Authority); or

(2j A. series, of- records designated as disposable in a

Records Management. The planning, controlling, 
directing, organizing, training, promoting, and other 
managerial activities involved with respect to records 
creation, records maintenance and use, and records 
disposition in order to achieve^ adequate and proper 
documentation of the policies and transactions of the 
Federal Government and effective and economical 
management of agency operation. (36 CFR 1220.14)

Temporary Record. Any record which has been determined 
by the archivist of the United States to have 
insufficient value (on basis of current standards) to 
warrant its preservation by the National Archives and 
Records Administration. This determination may take 
the form of:
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consists of one of the following:

(1)

(2)

(3)

(36 CFR

k.

1.

Transmission and Receipt Data.m.

(1)

n.

5

A General Records Schedule (GRS) issued by NARA; 
or

An SF 115, Request for Records Disposition 
Authority, that has been approved by NARA to 
authorize the disposition of Federal records;

Electronic Records System. Any information that is 
recorded in a form that only a computer can process and 
that satisfies the definition of a Federal Record as 
defined above in d.

Transmission Data. Information in e-mail systems 
regarding- the identities of sender and 
addressee(s), date and time messages were sent.

Records Schedule. A document describing and providing 
instructions for the disposition of Federal records. 
Its

(2) Receipt Data. Information in e-mail systems 
regarding date and time of receipt of a message, 
and acknowledgement of receipt and/or access by 
addressee(s) .

System Backups. Copies on off-line media of software 
or data stored on direct access storage devices in a 
computer system to provide a means of recreating a 
system and its data in the event of unintentional loss 
of data or software.

A printed agency manual or directive containing 
the records descriptions and disposition.'-.. - 
instructions approved by NARA on one or more 
SF-115s or issued by NARA in the GRS.
1220.14)

General Records Schedules. Schedules authorizing the 
disposal, after the lapse of specified periods of time, 
of records of a specified form or character common to 
several or all agencies if such records will not, at 
the end of the periods specified, have sufficient 
administrative, legal, research, or other value to 
warrant their further preservation by the United States 
Government. (44 U.S.C. 3303a(d))
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O.

THE ELECTRONIC MESSAGING (E-MAIL) SYSTEM

3. Policy.

Identifying E-Mail Documents That Are Federal Records.4.

o

o

The copy

6

The Office of Administration is developing an electronic records 
management system for storage, retrieval and disposition of 
electronic messages that are determined to be Federal records. 
However, until certain programming, policy, and procedural 
matters are resolved, all users should follow the steps listed 
below to ensure that all e-mail documents that meet the 
definition of Federal records are printed according to these 
instructions and incorporated into official paper files.

Records Liaison. Individual designated to oversee 
records management procedures for the agency.

E-mail messages (and attachments) are Federal records 
when they meet two conditions. They are made or 
received by an agency of the United States Government 
under Federal law or in connection with the transaction 
of agency business; and, they are preserved or are 
appropriate for preservation as evidence of agency 
organization and activities or because of the value of 
the information they contain. (36 CFR 1222.34)

The official medium for maintaining Federal records created on. 
OASIS ALL-IN-1 system in EOP agencies is hardcopy (paper). The 
ALL-IN-1 system at the present can not be used to store Federal 
records. The Electronic -Messaging •• (EM) function on the All-IN-1 
system is not designed to replace agencies’ existing paper files* 
Consequently, e-mail users of the ALL-IN-1 system must follow the 
procedures specified below.

When determining whether e-mail messages are Federal 
records, keep in mind that multiple copies of documents 
may all be records if they are used for different 
purposes in the conduct of official business or filed 
in different files. More than one office may take 
action or otherwise use copiesaof a document, 
would be a record in each of those offices.
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5. Preserving E-Mail Documents That Are Federal Records.

o

o

o

o

Examples of messages that are Federal records on e-mail are:

o

o

7

Personal e-mail messages should be kept 
from copies of agency e-mail records.

Budget-related messages summarizing agency 
expenditures;

If the sender requested a "read receipt," he/she will 
either print the receipt and attach it to the printed 
message or annotate the printed message with the date 
and time each recipient accessed the message. Read 
receipts should be requested when adequate 
documentation is needed to verify that the message was 
accessed by the recipient.

Forward the printed message or file copy of the 
document that was FAXED to the appropriate individual 
for inclusion in the EOP agency's system of official 
files.

Print the successful FAX confirmation message and 
attach it to the official file copy of the document 
that was sent. Annotate the confirmation message with 
the names of recipients.

When the user determines that an incoming or outgoing e-mail 
message or FAX transmitted by the OASIS ALL-IN-1 system meets the 
criteria for Federal records, the user will:

Print the message and all attachments. The printed 
message shows the identity of the sender and the 
addressee(s), and the date and time the message was 
sent. The identity of remote addressees that are not 
otherwise evident (outside of OASIS) should be 
identified by annotating the message or attaching a 

•••■• list of-addressees^ • ‘ ■■ ■

Notices concerning the use of Leave, procurement of 
supplies, or personnel practices;

These actions must be taken even if the user chooses to copy or 
move messages for inclusion in personal paper or electronic 
files.

-X

The folders feature in the e-mail system may only be used for the 
storage of personal materials, including convenience copies of 
Federal records.
separate
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O

o

o

6.

•All nonrecord '

Examples of nonrecord messages on e-mail include:

Reminders of appointments and staff meetings;o

Visitor appointment requests;o

Dynamically changing online indices of messages titles;o

o

o

OASIS ALL-IN-1 FEATURES

7. Calendars.

8

Employees' copies of administrative notices such as 
those relating to blood drives, savings bond purchases, 
or the Combined Federal Campaign.

Announcements of an employee's departure or retirement; 
invitations to office social functions;

Calendars and task lists created using this system may be Federal 
records if they meet the criteria explained in paragraphs 2d and 
4 of this directive.

Messages that document policy development or 
significant decisions;

Substantive minutes or notes on the proceedings of 
meetings.

Messages relating to workers' compensation claims, 
contracts, or working conditions;

Nonrecord e-mail messages. Messages created on the e-mail 
system may contain transitory dr nonsubstantive information that 
is not needed to provide a full account of agency policies, 
procedures, functions, and major activities. AIL. nonrecord • 
messages may be deleted by the users when no longer needed.

The ALL-IN-1 system offers a calendar option to users as part of 
the Desk Management function. The calendar function allows users 
to schedule meetings with other users including recurring 
meetings, as well as to maintain their own official record of 
meetings, events, and other activities. Calendars may be 
displayed and printed by the day, week, or month. This function 
also provides users with the capability of maintaining a task or 
"to do" list. ft
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9.

Management 
.a ensure t

9

•• •

If the calendars contain substantive information 
relating to official activities, the substance of 
which has not been incorporated into official 
files, they must be kept for two years.

Calendars that are used only as personal schedules may 
not be records, even if some of the entries listed are 
events or meetings that relate to officials duties. If 
the calendar was created solely for the personal 
convenience of the official (and is not shared with 
anyone beyond one’s secretary or assistant) and his or 
her important meetings or scheduled activities are 
recorded elsewhere, the ALL-IN-1 calendar may be 
considered nonrecord, and may be updated, changed or 
deleted at the individual.'s discretion.

If the calendars document routine activities or 
any substantive information in them is also 
included in organized files, the user may change 
or delete information when it is no longer needed. 
(GRS 23, item 5)

Desk Management provides access to a calculator and displays 
the current time at locations throughout the world (World-Wide 
Time). This information is nonrecord reference material.

8.
cut 
message, 
contains names of individuals, 
room number, and telephone numbers.

NARA has- authorized disposal of all other individual. ’ 
and shared calendars determined by the creating agency 
to be Federal records according to the following 
conditions:

Personnel Directories. The user directory provides a short- 
for entering the recipient's name on the "TO" line of the 

In addition, users have access to an EOP Directory that 
their organization affiliation. 

There is also a separate 
feature that allows users to create their own personal 
address/telephone lists for ready reference and not for 
circulation. These directories are nonrecord.

10. Telephone messaging and paging are available to users through 
either the electronic messaging or Desk Management menus. Just 
as with paper message slips, users should ensure that they 
produce official records documenting the substancg of important 
messages or conversations for inclusion in agency files. The 
messages themselves are ordinarily not Federal Records.
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12.

23,

14.

RESPONSIBILITIES 

16. The head of each EOP agency will:

o

o

o

10

Designate those high-level^officials whose OASIS 
ALL-IN-1 calendars may be Federal records. Direct 
those designated high-level officials to ensure that 
their OASIS ALL-IN-1 calendars are printed at the end 
of each month and sent to the records liaison for 
inclusion in the agency’s official file system.

15. System backup tapes can only be recycled with specific 
authorization from NARA. Any Federal records that remain on the 
OASIS ALL-IN-1 system, after the records and appropriate 
transmission data have been printed for filing in official 
recordkeeping systems, are subject to the disposition 
instructions in GRS 23, item 2.

The User Set-Up functions of the OASIS ALL-IN-1 system which 
include changes in passwords, work locations, work hours, and 
calendar and date formats, as well as the log-in/log-out data and 
lock keyboard data, may be deleted under GRS 20, item 1(c).

The Bulletin Board broadcasts special announcements to OASIS 
users, such as a schedule of classroom training, blood donation 
drives, and health insurance open seasons. The Suggestion Box 
allows users to recommend changes that would better meet user 
needs. This is nonrecord material and may be deleted under GRS 

item 1.

Ensure that each agency employee receives training in 
Federal record responsibilities^.

Direct thefir division directors or equivalent) head of 
each agency component to instruct all users of the 
OASIS ALL-IN-1 system with Federal records
responsibilities to:

11. Information Management displays commercial and other non­
agency informational materials such as the news and weather. 
This information is nonrecord reference material.

13. The interactive training routines available on the system 
are not Federal records*. -
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17. The Information Management component of OA will:

o

o

o

11

Provide guidance and training to educate OASIS ALL-IN-1 
users on records management procedures.

Notify their office records liaison when employees 
need further training to fulfill their Federal 
records responsibilities.

Conduct departure interviews with employees to 
assess whether they have properly printed out all 
Federal records for inclusion in official files.

Follow procedures in paragraph 5 of this directive 
when the e-mail message or FAX has been determined 
to be a Federal record.

Consult with agency records officers whenever 
substantive modifications to the electronic 
communications system are contemplated.

Instruct staff that it is not acceptable to 
transfer Federal records to their personal ALL-IN- 
1 folders until after they have printed out and 
filed the record copy along with its associated 
read receipt, if any.

Backup the OASIS ALL-IN-1 system as necessary. Recycle 
such back-up tapes according to authorized disposition 
schedules.

Ensure that staff are properly preserving all 
incoming and outgoing e-mail messages, as well as 
any read receipts requested. . ...

Request a representative segment of agency staff 
to print out samples of messages from their OASIS 
ALL-IN-1 files for review to determine if proper 
designations of record and nonrecord status have 
been made. This review should occur within the 
first 60 days of this directive and annually 
thereafter.
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i
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”(3) Whenever an employee requests a "read receipt”, pursuant to 
b(2), for an electronic message that the employee has 
createdt the employee shall print onto paper the "read 
receipt" that is received from each addressee. The paper 
copy of each "read receipt" shall be kept together (by 
staple, paper clip, or otherwise) with the paper copy of the 
electronic message (and any attachments thereto) that is 
printed out pursuant to b(l).

’ u- »

i

i

i
!

' T r ‘

"(4) The paper copy of the electronic message (and any 
attachments thereto) and any associated "read receipts", 
which are printed out pursuant to b(l) and b(3), shall be 
handled and disposed of appropriately, using the same 
procedures and standards that apply generally to the 
handling and disposition of federal records in paper format. 
Thepe.procedures anduLtandards^are set forth in-Sectioxv-JUO— 

■‘-’•’f ~"20 ;
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request road-receipts ter Xcteonlc
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“<■ '■'“v® ot"2uch
Jtallar situations who?,
employees shall

. messages:.

for adequate and
or is j

—ier's 
the full
__ _  I

message ^nZtit^XrZ *** electronic
Section 540-2.a) under the^tanfl^a defined in •
540. if the emplo?S dSorSn^ ^8et f°rth ln Section' -i 
electronic nessaqe is a that ^greated or received
shall J>rint Shch^created th6 employee
all attachments thereto) onto i ^sage (knd
and addressee's coniZ« On 1x51:11 sender'^

request a

— preparation', review, 
a product, r ■ 

strict deadlines must be met.

‘vheS1?:^ flr

S k-
«hen an electronic neeeage has SXoST

neces^a^ to^re^SXS011 activities,
or to protect the financial leaSl deadlines
Federal government. S? examoll bi5?. Other rightts 
applications for emplovaent fi?/rJbid P contracts, 
court or admin istrati d°cunientG submitted
later than a precise date and btm tO delivered no
just as certified mail or ?Uoh situations,
delivery of the fiS to confi^
read-receipt to document th^reZeiZt Z? Z°U^ feque6t a 7 
electronic messages relating f fxPt f PrellBliparY 
clearanr-o .I9, ■ Olatin^ to the preparation , neviow

identlt?eor?h! coPleo- tte printed iesJa^howZ 

established nanc0 <>”1

aoooraasoe^ith^uljeno. to £ io“?a 
y KXOP Office of Administratior )

section 540-5.b. ol the ohb Manual is „nonded to read as fouls-

l“nfo^“?ni<: "11- to convey "official

M(1) eni>1?yee -creates or rpco?ypO
' bbL??P2oyee«11®11 determSe^
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—uauxianea distribution lishnl I Z on, message was sent fthSM {tip™-™ li ? the date and time the 
"tranlmissioZ dZta”? info^tion is often referred to ak

i

determine whether to ask fir

electronic message.

ls

“_^e£O-aro instances in which it is critical to know 

-- f^-lob'it ir^iti^ tS^jS-eX^olic 

► Accordingly, jWhenever anemployee creates
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MEMORANDUM

To: All Staff

From: JohnH. Gibbons

Subject:

••• •

and 2) preserve a historical record of the actions of this agency Content (he..

documentation of the organization, functions, policies}, decision, procedures and essential

!4.

J

I

the National Archives and Records Administration (attached) on which it i5 based supersede

I

!

I

» I

1

J

i

transactions of OS TP), not form (i.c., hard copy 

something is a Federal record.

i
I

Presidential records (attached) that shall serve as OSTP's general guidance. In addition,

OSTP has a records management manual (attached) that provides instruction on creation and 

maintenance of filing systems. Please see OSTP’s records management officials if you have 

questions about any of these documents; the May 1993 guidance will take precedence in the

I 
I

»

I

:
I

:bmputer file), determines whetherV. Cl

i

I
In May 1993, jthe White House issued guidance on management of Federal and

i

OSTP's Records Management Program

all previously issued guidance with regard to e-mail and online calendars.
I

case of conflicting guidance. Please note, huwever. tliat this memo and the guidance fiom

Our status as employees of the United States Government obligates us to maintain 
■ j •_ • ' ■■■ ’ k. ' -■.. c:..-; -■

records that I) protect the legal rights of the Government and those affected by its actions:
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'J .• • •

CCrMail • r

Before transmitting a message on Cc:Mail, determine whether it i
it is a

record (see attachments for definitions; note that in addition to the
text.

Cc:Mail messages contain "transmission data”
— e.g.» name of sender, names

of recipients, date and time of transmission - that arc considered f art of a

!

you

t

used to

f

t

i r

. !

• •:

messages for telephone or
v
I

i

S* . .

v .

Records Mailbox as a recipient (“addressee"

mailbox will be reviewed and managed by OSTP’s records 

officials, who will assume

;•

V
I

te

mailbox. Once the message has been transmitted to the Records Mailbox, 

may determine whether to store or delete it from your own mailbol

The Return Receipt feature of our Cc:Mail software can^be 

great advantage, particularly as we substitute c-mafl

As wc integrate e-mail and online calendars into our workplace, we must take care to 

preserve the Federal records transmitted through these systems. Please adhere to the

following procedures when using e-mail or online calendars:

record). If a Cc:Mail message constitutes record material, include the
1 )

or "cc"). Messages in this 

management

responsibility for segregating Federal and 

Presidential records, for determining the temporary or permanent status of 

records, and for conducting all searches for records to his
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t ■

a records management official).

i i

i

records management official to view the contents of their e-mail boxes.
i

will occur on an annual basis.

)

(

j !

I

t
I

I
I

supplement information preserved in messages sent to the Records Mailbox.

Staff may also request copies of the lists to supplement information preserved 

m messages printed to hardcopy and filed in the records management system.

)

<

receipt of a CCiMail message (e.g., when you assign certain tasks with 

deadlines; when you give technical direction to a contractor), select the

J. "Return Receipt" option. When the receipt is returned, forward the receipt to 

the Records Mailbox (where it will be associated with

I

with this guidance. I expect all 

from a

If you create distribution lists to transmit Cc:Mail, print a hardcopy of 

each list when created or updated and send it to OSljP's records management 

official. The records management official will use these hardcopy lists to.

, ; .r • . • “ . / • ' - >: •] •

itjh the original message by

of OSTP’s LAN to cooperate with requests

which

!
I
I

-3-'

facc to-facc cOTmmmication. When it is important to the functions of OSTP to 

ensure

I
Guidance from the National Archives and Records Administration requires

OSTP’s records management officials to review traffic on the system for compliance 

users 
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Administration for that system.

OSTP Internet users should continue to! foil-

that system on June 11, 1993, until farther notice.

i

.Online Okudaia

• ?-

I

I

•n’s

I"

Director’s or the Division’s Official Pile Station (see OSTP’s records 

I

gement officials if you arc uncertain of this individuars identity). A list

convenience of an individual

other staff are considered

personal records. On the other hand, online calendars maintained by or for

Director or the Associate Directors of OSTP and widely accessible to

I

s LAN.

e-mail system cannot be forwarded

low the interim guidance issued for 

«;

M
'4
V

individuals wthin OSTP am agency records. These calendars should be 

printed on a monthly basis and forwarded to the irafividual in charge of the

L

I

t

)

Online calendars maintained by or for the 

employee of OSTP and not widely accessible

Note that this guidance applies only to use of Cc:Mail on OSTP'

Records created or transmitted on the OASIS

directly to OSW’s Records Mailbox. y^ print message

. : receive or send that is a record, and associated rrarKrnksion data, to hmdeopy. a 

■whiclr point it should be entered into your Division’s reeords.strcam for hardcopy. 

OSTP OASIS users should adhere to the guidance issued by the Office of

* ' A’-'

i

J

I
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of the individuals with authority to make
changes to a calendar during the

month immediately preceding the printout should be attached to the printout

Any questions about records 

• •: •

. ..

me.

anc

problems cDcuuntered in complying with OSTP’s

■

s.
z

ion, and with the Office of

icords management program compliant with the law

soheit your suggestions for improvements in

I also expect each user of OSTP’s LAN to attend all traini

I

records management guidance, and to

the records management program.

------- ining sessions offered by the records ! i

or the National Archives and Records

as "user-friendly" as possible. They win be in touch with OSTP staff - individually and

 collectively - throughout the year to htfonn you of training opportunities, to identify any

t

 staff Of 

AdministrarioiL

«uy quesuons about records management in general or this guidance in particular

.should be directed to pSTl-s rorords management officials (Barbara Ferdon and VicB ? ' 1

 
Spears) or to O3TP"s General Counsel (Holly Gwin). These individuals ^ill work with

with the National Archives and Records Administratii 

Administration to ensure we have a rei
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MEMORANDUM

To:

co:

From: John H. Gibbons

Subject: Management of records created or received in OSTP’s Cc:Mail syste.

a new

Under guidance

:n established, and now

Administration (NARA), procedures for:
status

to you by system users
staff

compliance with the guidance.

io consult with NARA and with the BOP's Office of Administration

Barbara Ferguson
Vicki Spears

Holly Gwin
David Hodge

• •.

m

J

'i

■se procedures as quickly as 
possible and by no later than [4 weeks bom issuance of guiice to all staff]. You will need

✓

as well as other OSTP

I would like for you to develop a preliminary draft of the:

------------m response to staff 

requests; 5) associating distribution ("group") lists provided 

with e-mail records stored in the system; and 6) monitoring

As OSTP’s records management officials, you know OSTP has introduced 

element in its records keeping system _ online storage of e_mail recon]s 

issued today, OSTP staff are required to send e-mail records to a mailbox that will be 

centrally managed by you for the entire agency. The mailbox has beei 

you wift need to develop, in consultation with the National Archives and Records

1) determining the temporary or permanent. 

of e-mail records; 2) proper disposition of temporary records; 3) proper transmittal of 

permanent records to NARA; 4) conducting searches for e-ntail records i ■

or Freedom of Information Act
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any messages from the Records

In addition to developing these pmcednrett, I would l,ke for yml t0 Ugin

1

as well over the next few

months.

helping to develop the guidance for records management

i

staff. Until the procedures are in place, do not delete 

Mailbox.

informed of their recordkeeping responsibilities; and 2) detennine the feasibility of moving

■ toward mom online preservation of records. Clearly the prtxxdmes for managing e-mail take 

top priority, but I would like your attention to these other tasks

I appreciate your efforts in

of e-tmtl. and omine cmendars. I have confidence in your ability to develop records 

management procedures that wiU make oor first efforts in electronic recordkeeping a positive 

experience for the OSTP staff.

a review of
OSTP's records management guidance and systems to: 1) ensure staff are adequately

If

r
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MEMORANDUM

To: AB Staff

From; John H. Gibbons

Subject: Creation and Maintenance of Presidential Records

As you know, I hold two commissions in the White House:

not

maintained for my use as Assistant to the President.

agency

rather than
Presidential, records.

Any records filed in OSTP's record keeping £ysKm wilI

------------ in which they originated. OSIP treats all e-mail records 

or received through the cc:Mail software loaded on our LAN as federal.

I
I

records, regardless of the context i; 

created

Any documemary materials you receive or create in fulfilling such a task should 

be filed in OSTP's record keeping system. The materials should be provided to my 

Confidential Assistant, who will segregate any records in the Presidential Records system

Access to these records will be 

controlled by my Confidential Assistant and my Special Assistant, who win be instructed to 

make the records available only for Presidential, rather than agency, purposes.

one as Director, OSTP; 
the other as Assistant to the President for Scietke and Technology. At times , act strictly in 

my capacity as Assistant to the President You may occasionaUy be tasked w assist me in 

that capacity. These instances win likely be tare - the prinuuy function of OSTP staff is to 

carry out the statutory obligations of the agency - and notification of a Presidential task will 

be specific.
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digitization capabilities, we are sometimes unable to adequately 

scan such dividers. The title from the original document is 
indicated below.

Clinton Presidential Records 
Digital Records Marker

This is not a presidential record. This is used as an administrative 
marker by the William J. Clinton Presidential Library Staff.
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FROM: <

SUBJECT:

1)

2)

d

1.
the

i
2.

are
Un dll

That means that documentation concerning the 

essential'transactions’of^USTR (the content) are federal records

ion
s, 
es

Content,
» . - ■ f-L~ - - -L-r - J--» — — —• —   -  

organization, functions, policies, decisions, procedures and 
essential transactions of USTR (the content) are federal records 
whether they are created or transmitted in paper copy or comp iter 

file (the form).

This memo sets forth USTR's policy for maintaining Federal 
records created electronically- USTR is committed to developing 
an electronic recordkeeping system for storage, retrieval and 
disposition of electronic messages that are determined to be 
Federal records. However at this time the system cannot be vsed 
to store Federal records so the official medium for maintaining 
Federal records created on e-mail or on-line calendars is 
hardcopy.

As soon as certain programming, policy and procedural matters 
resolved, USTR will implement electronic record-keeping. U. • 
that time all users should follow the steps listed below to 
ensure that all e-mail documents that meet the definition of 
Federal records are printed according to these instructions <nd 
incorporated into official paper files. Please note that th|s 
memo supersedes any earlier guidance with regard to e-mail ar 
on-line calendars.

Identifying E-Mail Documents That are Federal Records

E-mail messages (and attachments) are Federal records when tl ey 
meet two conditions:

They are made or received by an agency of the U.S. 
Government under Federal law or in connection with 
transaction of agency business; and

They are preserved or are appropriate for preserve 
as evidence of the organization, functions, polici 
decisions, procedures, operations or other activit 
of the agency or because of the value of the

MEMORANDUM TO ALL STAFF

USTR's Records Management Program

Our status as employees of the United States Government oblig ites 
us to maintain records that:

protect the legal rights of the Government and thos : 
affected by its actions; and

preserve an historical record of the actions of UST I. 

not form, determines whether something i? a federal
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information they contain.

>rds

Preserving E-Mail Documents that are Federal Records

r

Print the message and all attachments.

are

hd

in UST s/s

I.

the

Examples of messages that are Federal records on e-mail are:

or

Requests for appointments.

INon-record e-mail messages include:

Reminders of appointments and staff meetings;

Announcements of an employee's departure or retired ent;

When you determine that an incoming or outgoing e-mail messag : 
meets the criteria for Federal records, you should:

Messages that document policy developments or 
significant decisions;

or jiov » 
files.

Notices concerning the use of leave, procurement of 
supplies or personnel practices;

File the printed message and all attachments 
existing official files.

Messages relaying substantive minutes or notes on t le 
proceedings of meetings;

Messages conveying substantive comments on decisior 
information memos; and

These actions must be taken even if you choose to copy 
messages for inclusion in personal paper or electronic
The folders feature in the e-mail system may only be used for 
storage of personal materials (or copies of Federal records).

If you check to see if the e-mail message is receiv 
and read (for instance, when you set a deadline for 
response), then you should also print the screen wi :h 
the information.

When determining whether e-mail messages are Federal records, 
keep in mind that multiple copies of documents may all be rec 
if they are used for different purposes in the conduct of 
official business or filed in different files. More than one 
office may take action or otherwise use copies of a document. 
The copy would be a record in each of those offices.

Print the message and all attachments. If the prin :ed 
message does not show all the addresses by name, thsh 
you should attach a list of addressees or annotate :he 
message with the names of all addressees. Attached 
instructions on how to print e-mail.
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invitations to official social functions; or

On-line Calendars

;•

• authority, to maJce . changes to a calendar during the month
•• •

Monitorinc Guidance

LO

Of

Additional Guidance

you

I

I
I

immediately preceding the printout should be attached to the 
printout.

On-line calendars maintained by or for the convenience of an 
individual employee of USTR and not widely accessible to othe 
staff are considered personal records. On the other hand, on 
line calendars maintained by or for the USTR or DUSTRs and wr lely

Thefce
the 

senior officials' other files. A list of.the individuals wit i

— Employee's copies of administrative notices such as 
elevator repairs, the Combined Federal Campaign or 
computer down time.

USTR will establish a program to monitor staff use of e-mail 
determine if proper designations of record and nonrecord states 
have been made and records preserved. On an annual basis, a 
random sample of employees will be asked to print out samples 
e-mail messages for review by the Records Management Officer.

accessible to individual within USTR are agency records, 
calendars should be printed on a monthly basis and filed with

<•

Any questions about records management in general or this 
guidance in particular should be directed to USTR's records 
management official (Cathy Hofgren) or to USTR's Office of 
General Counsel (Laurie Sherman). We will be working with ths 
National Archives and Records Administration and the EOP's Office 
of Administration to ensure that we have a records management 
program that complies with the law and is as "user-friendly" as 
possible. USTR's records management official will be in touci 
with USTR staff — individually and collectively — to inform ;— 
of training opportunities, identify any problems encountered in 
complying with USTR's records management guidance and solicit 
your suggestions for improvements in the records management 
program.



If you arc not already witinn itAccess you E-mailSTEP 1:

STEP 2: ?.Vrei8 TABlrey

Accesses print optionsSHEET + F7STEPS:

Sends message to printerSTEP 6: Select 1 Print

'l'-

Select 4 Information*STEP 7:

by the recipient.

STEPS: SHUT + F7•• I-*

Select 1 Print

i appropriate subject file.

?< 'r i.

r
i -

DRAFT ■ r

. L

After determining that an E-mail message you have sent is a 
Federal Record:

J »

X

•I

-I

STEP 3: Highlight message

STEP 4: Press 1 Read

STEPS TO PRESERVE FEDERAL RECORDS E-MAIL ALONG 
WITH ASSOCIATED TRANSMISSION DATA

FEDERAL RECORDS INSTRUCTIONS 
ON 

PRINTING E-MAIL

STEPS:

Selects desired outgoing message 
'•* ■— ir

Opens message to be read

Accesses print options
ix

? This movesyou from the inboSTto, \ 
the outbox

STEP 10: Select F7

STEP 11: Pick up printed copy from the printer and file it in the

’•.T.

.'J ;

To exit E-mail
Z . . c

Accesses transmission and receipt 
information

. ..-sc . r . . r.
' *At the end of each day, or as necessary, when adequate 
documentation is needed to verify that the message was accessed



A Project of the Fund for Peace

October 29, 1993

taft Office of the PresidentTO: John Pod<

Sheryl W.FROM: r/, General Counsel

RE:

Attachments: Sample NSC declassified documents.
Printout of NSC documents in the collections 

of the National Security Archive.

Armstrong v. Executive Office of the President 
Examples of NSC documents currently available 
under the FOIA

1755 Massachusetts Avenue, NW

Suite 500
Washington, DC 20036

202-797-0882

Fax 202-387-6315

If you would like copies of any of the documents on the 
printout or additional information, please don't hesitate to 
give me a call.

I have also prepared a printout of NSC documents in the 
Archive's collections to demonstrate the wide range of NSC 
materials now treated as federal records, many of which 
would, under the NSC's proposal presented to the plaintiffs 
earlier this week, be swept into the scope of presidential 
records. Please note that the printout deliberately 
excludes documents related to the Cuban missile crisis and 
Iran-contra, for which we have many additional declassified 
NSC documents. Starting on page of the printout, the NSC 
documents listed are from the Carter and later 
administrations. If these materials had been considered 
presidential records, the 12 year period provided under the 
Presidential Records Act before documents are eligible for 
public release would not have expired for the Carter-era 
documents until last year, and Reagan and Bush NSC documents 
would still be secret.

To assist in our discussion at this afternoon's 
meeting, I have assembled a sampling of National Security 
Council documents that are currently categorized as federal 
records and publicly available under the Freedom of 
Information Act. The PROFS notes in this sample have all 
been provided to plaintiffs under this case, and most, if 
not all, do not pertain to Iran-contra. The sample includes 
documents from NSC meetings and staff communications on a 
wide range of policy issues.

The National Security Archive
Documenting U.S. Foreign Policy
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11-12:-tuesday, 12/20,

nspg meeting on ixan-iraq (room 208)11-12:-thursday, 12/

11-12:friday, 12/23,

-'FOLN'.JHF:c:

12/19/83 08:45: IS—CPOATO: NSPC33 A

the week's meeting schedule is as follows:lorning.

use meeting on confliance (cabinet room)11-12:-tuesday, 12/20,

nspg meeting on iran-iraq (room 208)-thursday, 12/22, 11-12:

nspg meeting on central america (sitrm).• friday. 12/23, 11-12:

—rp-jA

“eeting times

rather than Wednesday as i reported thio 
the week's meeting schedule is as follows:

^rDcclasslfied/fim—t cn 
urJcr pre.r/:

ae iran-iraq nspg is on thursday, 
lorning.

nspg meeting on central anerica (sitra).

on friday, 1/6/84, 
the president, with an 

we are also requesting

A
■=jC?Ur

meeting times
FTT/J: X.'r.iK 
K'll.T-'

.he iran-iraq nspg is on thursday, rather than Wednesday as i reported this

n«-.-v FaOM: hobert rt. Kimmitt 
UoJP.CI: meeting tiaes

z2.

fl G 
o:

are also planning a second nspg on central america on friday, 1/6/84, 
ae same day that the kissinger commission reports to the president, with an 

ye toward developing an nsdd following the meetings. i

second compliance asc meeting for 1/9/84.

nsc meeting on conpliance (cabinet room)

o: h’SHCd

c: “''J MP

FrO?:: hobert m. Kiaaitt 
meeting tines

ie are also planning a second nspg on central america 
.he same day taat the kissinger coamissioju reports to 
*ye toward developing an nsdd following the aeetings. 
i second compliance nsc meeting for 1/9/34.

NO^FLOG W

*= are also planning a second nspg on central america on friday.

we are also requesting
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Just a reminder that your paper your paper for the Gates meeting is due to the 
Executive Secretary’s Office by 1500 today. Thanks.

RL?.INE Ha
Reminder

MSG F2OM: NSPSS
To: SSDBK

—CPUA
°~c?ua

—CPUi
Reminder

NOTE FrOE: 
SUBJECT:

NOTE FEON: Paul S. Stevens
SUBJECT: Gates Confirmation Hearings

We shd get an update today on what commitments, if any. Gates makes 
on notification to Congress of covert actions. This issue undoubtedly 
will arise in connection with SSCI retreat and Carlucci should be 
prepared to respond., I am not comfortable with DCI-nominee being put 
in position of making a unilateral commitment, as suggested by press 
accounts, because the issue is one of the President’s prerogatives under 
Constitution and laws. Those prerogatives cannot and shd not be bartered 
by nominee
in confirmation process. If President makes such a commitment, that’s 
another question,, Do you know whether that’s being contemplated in 
connection with Gates hearings? If so, we shd get a crack at it.

Gates Confirmation Hearings
MSG FROM: NSEMH —CPUA TO:
To: N3DBK

02/17/87 11:04r44

—CPU A 
—CPUA
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BiaSHEDALIGN GTo: NSuGK

—CP DA
KEV.L

f 6 p^T iTMl

C-ZI-'

Inought you sheaid

cc: HSPSH -CPUA NSJH3 =~CPUA

cc: NSJT -CPUS

-CPDL i- 5 • 1^Z3
csjtr:

NSWfiP

.rm c

In recent days a Marine security guard assigned to Anerican Bn^assy Vienna

i ptr

12/31/86 11:20:04

♦ **
ALTON G. KEEL

MSG FEOM: HSKi.P 
—CPUA

MSG FEOM: HSWSP
To: NSLGK

CEAZY GOING CNS IK COLCM3I1,
----CPOA IC: N3AGK

ALTON Gu KEEL

(bY'iYW 

F6I

iFifcb M:

if you get my drift. After internal 
DS gov’t consultations are complete, we will speak to 
Colombian Pres Barco anout this—-and are considering 
a pre-emptive public disclosure of this development in 
an attempt to keep the narcos from going public with it 
first. I have not gotten a read out from the Whitehead 
Gates lunch. It's very bizarre stuff, and in light of 
current events, potentially damaging, 
know about it.

Our Amb in 
sent in a UCOIS 

AHA asked Whitehead tc raise 
Whitenead was also to

TC: NSAGK
KEEL

(bYnYb)t^
ffil

Colombia found out anout this xast nigat an 
requesting that it he stopped.,
with Gates at their luncheon today. 
speak to Meese about itu 0bviously,

NOTE FEOM: BOB PhAESON
Subject: CEaZY GOING CHS IN C010BEIA. 
♦♦* Forwarding note from NSJT
To: h’SEBM — CPI’A ALTON G.
NOTE FEOM: Jackie Tillman
SUBJECT: CEAZY GOING CNS IN COLOMBIA
I was over at State late this morning and learned of 
a development about wnich you should be aware. My 
information is still sketchy—well-respected, 
was in Medellin, Colombia and met with top narco Mafia 
family members— the Qchoa_brothers, Leder, etc<, fie 
returned to the US ■ BRBHRKRR89HRHHHIRRSSH

( bYd
F6i

12/19/36 15:24
NSW3P —CEDA

Partaly Dectessified/Reteasod on 
under provisions ot E.0.12358 

by N Menan, National Secirtv CouncZ

<r~l~nYV^-i;nitzTU,-jii!J oi.il
SUBJECT: Serious Espionage Case at Embassy Moscow
CIA has just informed us about a serious espionage case that occurred at 
Embassy Moscow.

NOTE FEOM: 303 PEAESCN
Subject: Serious Espionage Case at Embassy Moscow

Forwarding note from NSKED “»CPUA 12/30/86 18:56 ♦♦♦
To: NSGSG —CPUA Colin Lu Powell NSWfiP —CPUA Colin 1. Powell
NOTE FEOM: Ken DeGraffenreid



SHITE HOOSE COBMONICITIOHS AGEHCZ-FILE: NSAGK

handle the criminal aspects as a court martial*

CI?, .believes this to be a very serious espionage case* 

P.3, concerning my own future,

CbY^Regards - Ken

CFUL

■?w--NCTSLCG 8

— Perious ?spronage Case at Embassy Moscow 

CLfcsSlFtefi ty: fttutTlPie SouXtei 

li&u.fcssiFS oN:

cc: NoiiGH

lecommend you discreetly alert the President to the basic fact of - because 
HPSCT and SSCI are to be briefed tomorrow, and they usually leak matters of 
this kind.

voluntarily confessed *•"a•»• while stationed at Embassy/Hoscow a;
the result of a sexual relationsnip with a female Soviet FSN he had been /.v- 
recruited by her ■-ancle.’' The Soviets continued to meet him clandestinely in 
Vienna following his Moscow tour and it appears that he providedTop Secret 
documents, burn tags, and may have assisted the Soviets in planting audio 
devices within sensitive parts of the Embassy.

^surveilled a
Harine, and h^^neen able to rd entify the 

Soviet who also may be handling another American citizen spy. No further 
details on this aspect.

y
Partaty Dedassffled/Reteased on ~ 2^-93 

under provisions of E.0. 
by N Menan, National Secnrity Come."

The Marine in question is an American Indian by the name of Lonetree. He is at 
aicholic and is under military arrest in London. The Navy, who has fought 
bitterly with tne Justice Department over recent espionage cases, plans to
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retaliation
*3G ?sOU: NSDG3 
;?o: N2KAG

IC <•. riCS-L JECUPIII HB did IS s’iiil being evaluated 
S^EIOJS BUI ’.OULD EE V^SY DAMAGING 6UT NOT ANY WHERE

Of IHE WALKER Or. PE11CN CASE. OUR CURRENT ASS3S3HSNT

—CPU?. 
—CPU A

* ■'•Gx:

5GT LCNG’ix^Ji HIS EEEH 1SI2S5 31 THE NAV1L 
■:HA2GE5 SIIH BEING A KGE AGEN1 WHILE A HiEIXe 

‘-HE FOLLOWING IS AN ASSESSMENT 0? ZHU 82 INOB 
•ND W POLICY IMPLICATIONS:
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\LO8i.VgLLT8’ ,li ■ CO.*!?s.OHIr >0 B.^StC ON LONGTREE1

NOTE FEG3: David Major
JUBJCCT: HEMO FOL 3CC FROM DGM, SEED SOONEST TODAY-TOE! SECRET 
please tpye for tcc meeting with Gates tonight, thanks

ftjtE’-i/DaiassM'Rdjasedon Zy
under provisions of EO. 123X(F^l2^l 

by N. Menn KSona! Sacu'ity Cojnc’J
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cbteXAWOE ST CASE EIM/GB ICHGTSZE COOLi) HAVE DCHB 
6

J
AV2 C0MPS0CIS2D THZ C0ZHUNICATI0iICEliIZ2 CH A EEGUIAE HASIS.-HZ CO'JID

HEE IFAETMTN".

HAS FLATT23ED

100 TEARS(HE IS AH

DG’iiG SCSrrHJNG FOR THS
nnm ?1

i k-a uX*

I a
-HE PEEIODICALLY GOiSDED k HABEHOUSE OUTSIDE THE EMBASSY COMPOUND IN MOSCOH 
THAT CONTAINED ITEMS PIACED IN THE EMBASSY SECUEE 1E3AS AND HE MAY HAVE 
ALLOWED KGB TECHNICAL TEAMS TO PLACE DEVISED IN THESE ITEMS (DESK, CHAIES, BTC

'■»HS HAD THE OPPOEIUEITY TO STEAL BUEN BAGS CCNTAINING STATE DEPARTMENT 
CLAS3IFED DOCUMENTS ON ALMOST A DAILY BASIS IN MOSCOH AND VIENNA.fl^^ 

MOTIVATION 
lougts/.x ADMITS

KGB HAS

W- .■

•CliT-

LONGTEEEfS EZCRUIIMENT
HE HAS SOT BLACKMAILED.IN 9/85 HE MET A 26 ATTRACTIVE FEMALE SOVIET NATIONS HE 
WOE KEO IK THE CUSTOMS SZCTICKS OF THE EMBASSY IN MOSCOH. THIS HAS FACILITATED 
BECAUSE THE F5MALE SOVIET NATIONS UZE3 INVITED TO MABINE PASTIES HELD IN THE 
EMBASSY. THEY BEGAN A SECRET SEXUAL SZIATICNSSHIP HUH HEH IN JANUARY 1986 OSIN 

(A NUM3FH OF THE OTHER MARINES KNEW OF THIS BUT DID NOT EEPOHT
IT,DESPITE THE FACT IT HziSA VIOLATION OF REGULATIONS). IN JANUARY 1986 SHE 
INTRODUCED AIM TO HERE "UNCLE” IN A SAFEHOUSE. DURING THE SZCOND MEETING 
WITH THE UNCLE SASHA (EZIHER A CO-OPTED OR OFFICER OF THE KGB/SCD) HE WAS 
1SKSD FOR CLASCIED INFORMATION WHICH LONGTHEE PROVIDED. THE FEMALE
PARTICIPATED ZN THESE MEETING HUH THE KGB IN MOSCOH. (SHE WiS FIRED BY 
THE EMBASSY IN 12/85 FOR POOR WORK PERFORMANCE, AND IS REPORTED TO BE 
CURRENTLY WCRKINGFuE IHrJ IRISH EMBASSY IN MOSCOW). LCNGTREE HAS HOT 
BLACKMAILED IN ANY MANNER. WHEN HE WAS TRANSFERED TO VIENNA, SASHA
CONTINUED i’O MJExT LC'JGThHE IN VIENNA FRCM JUNE 1986 QETILDECEMBER 1*1, 1986. 
THEY HLD NUMBESCUS MEETING DURING WHICH PERIOD LCNGTREE ADMITS RECEIVING 
$3500.

FILE:,.-NSPWtt

DO DOING TH"S BECAUSE HE LIKED THE INTRIGUE,
IN HIM, AND FOR RSV.GNGE AGAINST THE US BECAUSE OF

INJUSTICES COMiIIHED •kGAIHST IHh INDIANS IN THE PAST
AMERICAN ENDIAN)

^WI3T
UNLIK’ OTHFR Wt HAVE SEEN IN THE PAST THE KGB CONTINUED -
,rO ?r?.^5K0 LJJiGTALE THE OPPOIUNIIY DO DEFECT OPENLY, WHICH May INDICATE
H ’’ H? C KMOW.L-‘DS> Or DOING ZCME'CHING FOii THS SOVIETS IN MOSCOW THE KGS

-■jS

.fii. NCIELOG
'X ■, a- rtvA’Z

A NUMBER OF FSN WORKING IN THE EMBASSY
ADMITS MAKING A SURB0PTETI0SENT3Y INTC THE COMMUNICATION ROOM IN VIENNA'^ 

AND STEALING 3 TOP SECRET DOCUMENTS (THESE HAVE HOT BEEN IDENTIFED TO DATE) 
= HE ADMITS STEALING ON BURN BAG CONTAINING ABOUT 120 SECRET DOCUMENTS RELATIli< 
TO MBFR (THESE HAVE. NOT BEEN IDENTIFIED TO DATE)
= HE ADMITS TO BEING TASKED TO IMPLANT LISTENING DEVICES IN THE AMBASSADORS^ 

OFFICES IN MOSCOW AND VIENNA BUT DENIES HAVING DONE SC. -

wax-Lx auuox. tunauhiuanuai Auxiai-i
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5?m
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SECRET

J

ILE: ,HSWT

No invitation to -HOL, othe 
list as it is, as that was

5

WOULD GET BACK TO YOU TODAY WITH A RECOMMENDATION ON HOW
3EST TO PROCEED ON BOTH THE SDI ANE ARMS CCNILOL ISSUES.
1EFINE THIS PLAN, BUT HERE IS HOW I WOULD LIKE TO PRESS FORWARD.

The front office nas invited
VP
Shultz
Cap
Gates
Regan
Nitze
Rowny

OlTyV 87 18:46:02
Colin L. Powell

—CPUA
NSWEP

MSG FROM: NSWT
To: NSREL

USSES

NOTE FROM: William Tobey 
SUBJECT: Attendence

-CPUA 
— "PUA 
—CPUA

5DI:
23 JAN — WE DID SUBMIT TODAY A PAPER WHICH LAYS OUT THE ISSUES ASSOCIATED 

WITH THE SDT BRIEFING FOE THE PRESIDENT’S WEEKEND BEADING AS
PLANNEE. t

— SHULTZ, NITZE, HOLMES ET AL WERE BRIEFED TODAY BY ABRAHAMSON AND fl 
PERLE AS PLANNED. WE GOT A DEBRIEF ON THE SESSION FROM OSD. ?= eft

'Ji 
|I 
IS

-CPUA TO: NSWT
Colin 1. Powell

LINHARD
HOW TO PROCEED ON SD1 AND ARMS CONTROL ISSUES

MCTHLOG W

ROOM 208. :
TO KEEP THE ENSUING DISCUSSION "OBJECTIVE" IN ALL AGENCIES.

— WE WILL ALSO REVIEW THE STATUS OF THE SDI ARMS CONTROL IMPACT 
STATEMENT AND THE SDI REPORT TO CCNGBESS.

26 JAN — I WTLL MEEI WITH NUNN AND WARNER TO BRIEF TEEM ON NUCLEAR RISK
REDUCTION, BUI TEY TO MAKE SOME IN JOABS ON SDI WITH NUNN. * «

— I ALSO PLAN TO SIT DOWN WITH RICHARD PERLE ON TUESDAY AND SEE IF 
WE AGREE ON THE STATE OF PLAY AND GN THE PROPER PRESENTATION OF 
THE ISSUES.

27 JAN — WILL TRY IO GET A MORE COMPLETE BREIFING FROM ABRAHAMSON CN THE
SURVIVABILITY ISSUE.

— WILL MEET WITH NITZE TO DISCUSS COST EFFECTIVENESS CRITERIA nND

NSLFB

uixSKXJCf, Z, -3^-? b
under prov&ens of £.0. 12356 6^92 </

by N. Me-nan, Na&xiaJ Sssurfty Couace z

CB asked about inviting OMB'and Powell saxd not to. 
rs, e.g. 5aker and fteese. UNODIE CB will leave the 
the instruction from Powell.

( Attendence
MSG FROM: NSF.EL
Do: NSGSG ““CPUA
NOTE FROM: ROBERT E.
SUBJECT: THOUGHTS ON
GENERAL,

I PROMISED THAT I

WE GOT A DEBRIEF ON THE SESSION FROM OSD.
25 JAN — ON MONDAY WE WILL HaVE THE REGULAR SDI MAFIA MEETING AT 2PE IN

I WILL TEY IO ENCOURAGE THE EXPERT LEVEL OF THE SYSTEMS------------------- ------------ -------------- _

• 1’

Uu

1

----- WXX1X1 no-u ----- ----------------------------------------- 
SMOKE OUT HIS VIEWS ON THE LEGALLY COuBECI IUTERPBEIATION ISSUE. \2> 

— WE HAVE ASKED OSD TO ENSURE THAT GATES (CIA) aND ROWNEY ARE BRIEFED 
BY COB WEDNESDAY.

28 JAN — IF MAX REIUFHS FROM GENEVA, I WILL TRY TO HAVE HIM COME IN ABD 
DISCUSS BOTE SDI AND ARMS CONTROL WITH ME ON THURSDAY. HE WILL BE 
(I BELIEVE) THE KEY INFLUENCE ON SHULTZ OH THESE ISSUES (NOT NITZE). 

— NITZE AND PEELE WILL LEAVE TOWN FOR WERKUNDE IN MUNICH AND BE OUT OF

WHITE 4^
-If
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THE
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AaflS CCNTECL SUPPOET

• ■»'

■6 JAN

SELLICY,
\1J

2.

7 J - u pun d

8 JAN -- -A •

029 J. AUE
2:r 
r .2

1u
2.
3O

BY CCB THURSDAY,
DEVELOPID AHE CIRCUIT 110.

THEIS DEFENSE AND 
BE ONE OF THE CWO

A.CSG FOR CRITICAL REVIEW.
PIRIE AliD PAUL NITZE.
2ND DRAFT.

■ -'S’

PRIVATE BREAKFAST OE LUNCH WITH FCC, CAP, SHULTZ i 
ON MONDAY., PURPOSE WOULD BE IO HAVE ONE FINAL 
ISSUES OU THE 3 FEB NSPG 1GENDA P2I0R TO TUESDAY. 
DECISION PACKAGE FOE FCC’S HE VIEW AND USE AFTER

THIS WOULD INCLUDE:

MAIN PURPOSES OF GRIP 02.
BL3SS GRIP 01 AND APPROVE IT FOfi SUBMISSION TO 
FOR THEIR INFORMATIONAL READING. IT WILL ALSO 
GRIP 02o THIS PAPER HILL BE INTENDED TO EVALUATE 
REACT IC THE POSSIBILITIES LMD OUT IN GRIP 01.

IN
1.

ARMS
GFUEVA,
ISCUr.S DTSCUSSLO, WITH aN EYE ON A
-xG-EIMEST LN PF.INCIP15 2CULD Eh REACHED). 
CE2TILLLY NODDED ASSESSMENT’ ♦*

FT OF GRIP 02 CIRCULATED IC

am

1ST
WIj.L DISCUSS

EG
WILL

ACSG WILL M7EI TO
TH.’-l CABINET LEVEL
B’GIN DRAFTING OF
HOW THS US SHOULD

IT WILL FOCUS ON TWO MAIN ISSUES:
ASSESSMENT OF THE DEFENSE AND SPACE PROPOSAL STATE SENT IO 

THE PRESIDENT THIS WEEK, AND
;N 7SSES3MCNT OF THE POTENTIAL PITFALLS ASSOCIATED WITH THE 

CONTROL PATH WE ARE NOU ON (Tog. , PAPERS BEING DRAFTED IN 
LE.'DING LU A FORx-IGU MINISIERS’ MEETING AT WHICH IHE

SUMMIT AT WHICH AN 
♦* THIS IS A

CC CICCUJ2 GRIP
DISCO?3 GRIP

2 I* FT
L WCDKISG

GRIP 02 PAP.'R WITH RICHA5D 
02 AND PREPARE FOR 

02 P'PrK WITH MAX. 
OF GRIP 0 2 PAPER DISTRI BUILD 

JR/Fi? OF G^- 0 2 ?r-.P

POCKET UNTIL TUESDAY 3 FEB.
29 JIN — ASSUMING AN NSPG ON 3 FEB, WE WILL SUBMIT THE STANDARD PRESIDENTIAL

MEETING MEMO BY CCB FRILLY.
— HAVE ENCOURAGED OSD TO HAVE CAP MEET WITH MAX KAMPELMAN CN FRIDAY IF 

POSSIBLE BOTH TO GET I. DEBRIEF FROM MAX AND TO LOBBY MAX CN OSD’S 
VIEWS OF THP SDI ISSUE. '

30 JAN — SHULTZ WILL MEET AGAIN WITH OSD STAFF TO RECEIVE THE ANSWERS TO A
SERIFS OF QUESTIONS THAT HP ASKED THIS SATURDAY.

— WE WILL SUBMIT THE SUGGESTED TALKERS FOR FCC AND THE PRESIDENT'S USE 
AT THE 3 FEB NSPG.

FEB — WOULD ENCOURAGE A
AND PERHAPS CROWE
DISCUSSION OF THE

— WE WOULD SUBMIT A
NSPG CN TUESDAY.
A MEMO TO THE PRES
A DRAFT NSDD
A PLAN FOR THE SCHEDULE OF THE NEXT FEW WEEKS (LEADING TO THE 
SUBMISSION CF THE hEFCET TO CONGRESS ON 15 FEB) WHICH ADDRESSES 
ALLIED CONSULTATION AND PUBLIC ANNOUNCEMENTS.

FES = •■ NSPG FRAMED IO ADDRESS THE SDI ISSUES — EDI ALSO THE RELATED ISSUE 
OF THE SOVIET (AND SHULTZ) PROPOSAL FOE ADDRESSING THE DEFENSE AND 
SPACE ISSUE IN GENEVA.

-- AFTER THE NSPG, FCC SENDS THE DECISION PACKAGE TO THE PRESIDENT. 
FEB — WE RECEIVE THE PRESIDENT'S DECISCN AND EXECUTE THE PLAN FOR IMPLE­

MENTATION.

.RMS CONTROL:
23 JAN — CIA HAS NOW PROVIDED THE FINAL DRAFT OF THE "GRIP 01” PAPER WHICH 

DESCRIBES THZ INTEL COMMUNITIES VIEWS OF WHAT TO EXPECT IN SUBSTANCE 
FROM THE SOVIETS FOR THE SEXI FEW MONTHS.

25 JiN — THE GRIP 01 PAPER WILL BE CIRCULATED IHE THI
GROUP (ACSG) FOE THEIR FINAL REVIEW.
STATE-IS DRAFTING A 3-4 PAGE PRESENTATION OF
SPAC^ PROPOSAL, THE EVALUATION OF WHICH WILL
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HJiEKiKD FTiDISG (PEZCr 70 THr HSPG ON
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SOI o:.-
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WHILE IHTExaEiLAIZD, IE WOULE OSE OSE BhlEFIKGS AND IliFOEHAL
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-‘-CPUL

towVCSiFYoA): 0AM

:n

-“CEUA 
—CFUA 
“-CEUa

cc: HSSES 
NSDAK 
NSFWE 
NSW!
NSGSG

AFPEOPRIAIE,
SPICE Pi.OPOSM INTO THE FLOR OF THI 3 FEB NSPG

ywwwy

;ft

_ UittUL’J
30 JAN — FINAL DELFI OF GHIF 02 PAFZB DISTEIBUISD TO £CSG_IC BE raOVIEEE TO

IN SHOET, I BELIEVE.THAI WE FACE THREE MAJO3 ISSOESOVEE THZ NEXT TWO WEEKS:
1.

_- _il -- Z“-J WOULD LIKE YCUE FEEDBACK. IE THEX SAY IK THE 
(UNLESS OTHERWISE DI3BCTED) I WILL FEOCcEI ALONG THE PATH GDILIHED

■ ‘r

— CPU’ 
—CPU A

CPUA 
—CPUA

ftCTLLCG W

SOKEY FOB THE LENGTH OF THIS,
NAVI UNODIK I
ABOVE.

—CPUA 
““CPUA 

bTHOUGHTE ON HOW TO PROCEED ON SDI AND ASMS C0N1F.CL ISSUES

KSSFK*
NSLFB
NS RAC
NSaEL
HSWaP

WHILE INTEF-alslAIZD, WI WOULD USE OSD BRIEFINGS AND IliFOEMAL CONTACTS TO SET 
'rHE STAGE FOE AN NSPG ON 3 FEE ON ISSUE 1, WHILE USING IHE ARES CONISOL SUPPDaT 
GROUP "C WOaK 2 AND 3 SO THAT THEY TOO ABE BEADY ABOUT THE SAME LIME. WE 
CAN THEN CHOOS! IF WE WANT IO IHI TO KILL Al LEAST ISSUES 1 AND 2 AT IHE 
SAME NSPG (THE ISSUES ABE DIRECTLY BELATED), OB USE THE 3 FEB NSPG TO WC£K 
ISSUE 1 DIBF.CTLY AND SET US UP FOB I SECOND NSPG SHCBZLY THFREAFIEF. ON 
ISSUES 2 AND 3U

WHITE HCUfja*

CABINET PB’KCIP'.LS FOP THEZF

3 FS3)«
DISCUSSION GF GDI? 02 WITHIN NSC WITH prz PE1GL TO 3 FEB NSPG. IF 

WF CAN WEAVE THE EVALUATION OF 1HE SLATE DEFENSE AND 
- - - DISCUSSION. IF

NOT B^DY FOB DISCUSSION BY THAT PCINI, WE CAN REQULST A SEPARATE 

H3BIING ON IBIS SUBJECT.

?ND ESPECIALLY TBS DECISION TO RESIBUCTUBE THE SDI PEGGEDM TO 
THE UGLILY CCRrECI INTEBPaEMION OF TEE ABM TEPJ.IY;

DEFENSE AND SPACE — THE TIMELY EVALUATION BY ALL AGENCIES OF THE NEW 
PROPOSAL IN THE DEFENSE AND SPACE IDEA SUBMITTED BY SECSTATE TO 
r;HL PRESIDENT THIS WEEK (AND AN IDEA THE SOVIETS WILL PUSH IN 
THF NEXT FEW WEEKS FECM THEIS DIaECIICN); AND

CROCF.CS — MAKING A CONSCIOUS DECISION WHSIHEE WE WANT TO ALLOW THE 
ARMS C0NI5GL P5CCESS THAT WE ABF LOW ON (I.K., PAPERS IN GaNTVA 
TO FOREIGN MINISTERS' MEETING IN MOSCOW TO SUMMIT IN DC) TO 
PROCEED ALONG THE CUE3ENT PATH On PROVIDE SOME ADDITIONAL 
GUIDELINES TO MINIMIZE OUE RISKS ON THAI PATH.
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Prime Minister Lange to visit New Zealand.
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^ssstiea/Hc.casea on ~'^c> 3Attendence

No invitation to DOE, oti

_’he front office has invited 
VP
Jhultz
Cap

Gates
z-.egan
Nitze
Aowny

dSG FfiCM: N3WT 
fo: NSEEL

N3SES

3CT3 FEOM: William Tobey

<3 asxed about inviting CHd and Powell said not 
rs, e„ gu Baker and Seese.. I....... ... ’
the instruction from Powell.

( Attendence

to. No invitation to DOE, oti
UN’ODIB CB will leave the list as it is, as that war
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1 1/25/&O

p£♦>• me*?tin’j dehpdcations.

differences Between the sides.was wade there in narrowing
‘:’rXtd to t".i “To*Hi UMea, he counted that tue President has

! - d-Lr-cpaten

ballistic missiles option.n the zero

3 conuacting a tnoroagn study to ensure we can

reorganization ict made provision for direct
issue.ccess to tte President ny any JCS .ewber who feels strongly about an rssu 

e aJked «h«tn« any or the riiers nad wanted to see tne President cn a .. 
ontrol issues and was told tnat none had,. On Iran, he noted he nad no 
sei “of and knew little about it.’t the conclusion Bill received

fro, members for his frankness and the quality ol his testimony.
incidentally, had the same sort of shrillness to

public speaking on Administration

— Cl UliNSfGK
c:

11/25/86 13:56:28— 7? 01

K-c S7\N3JMP

FOINDilT’iP.

tne

attempted will oe recognized as bold and done^

:!1 o r i mi no

o
):

4 ♦♦
JOHN a.

i •■> v. F. "»a : 
jbj-.c-: .

■SG
’o:

The Joint Staff 
maintain deterrence in a 

 Sam Nunn and John Warner were at

i spin and several other House members,,

13:60:-2

n i n d s i g h t, 
tores!^ht.

'four example

r o : ii 3 J 0 F 
, rcjiurvxi dll

; j i nave seen inspiring acts of loyalty to one^Ox.
Presidents this country has ever elected.

It amazes me that those
i to take the hit.

loyal put tne protection of

"TONS ziGINCY

*

—CrU f.

Ycur action is tne 
that are the most loyal, the 
let, perhaps it is not amazing 
tne country and the President

) ->v. F. 'ul: "illiam Cockell 
‘JCS restin)ony

11 'Towe's testimony this morning was

, r < • .1: r ’H ’
NSJMP —'Pl-

ccolades from members for
unn's interventions, 1----- ..
nem that has characterized much of his 

olicy over the last month or so.

“‘-CPU'A 11/25/86 11:0h
POINDBXTEi. NFWnP —CfOA

... -pij e :
JOHN 3,

; statesmanlike ano responsible, witn 
he anticipated the most contentious issues in 

wnich indicated the J-.3 had been fully involved in 
__1, he noted that "the security
are richer and mucn more pervasive

credit tor in the media."

Ithough not involved with the Tran project, 
'••lieve in Hindsight, wnat was <
•:tn Lore.xi i.t t personally will miss you,

will be in my mind as

> surprises. On -eykjavik,

opening statement, '■--------
pre-• meeting preparations. In this regard, 

□nsultative mechanisms in the government u_  

nan are often given
apresontative,
rogress" 1

■u my 5 1/2 years here, 
) neatest 1  
aost inspiring yetu 
nost dedicated always seem 
•ecause the most j
move self.

0 year draw down to zero ballistics, 

he nearing, in addition to 
arner recalled that the DOv 

ccess to

He noted that he had his
jonn doellering/at^eykjavik and that "unprecedented

!OTi! ?i-G.v: FOB pvtasca 
'ubject: designation

Forwarding note from NS ETC 
o: NSrB.1 —CPB» JOHN Mo

.O:'.? FFOK: EI/'HM.D T. CHILOfdSS 
'OBJECT: Resignation

143? BM -- -- -CPUA

CJC3 Testimony
FFOM: NSWr.P

your calm, wise counsel and your 
I continue nere and elsewhere.

n en« z.ei-O nainsric ne __ _
t very carefully, and tnere are some potential problems, 
t, J, maintain

■77U.A 10: N3JMF
JOHN POINDEXIBh

ALTON G. K£'.L

I read you rJSJ piece and I
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To: NSOLN "-CPUA
Subject: Pa/off for the USSB's Debt Strategy
digital

interoffice MEMOfilNDUfl

6919

TO: See Below

Subject: Payoff for the OSSB’s Debt Strategy

confer upon the U5SB to expand its influence

Cept:
Tel No;

Date:
Froa;

Why have West Geraan
Latin America,

9-Cct—1986 01:51p EDT
Scott Sullivan
SULLIVAN

z
/MOTE fpom: oliveb nobih

Subject: Payoff for the USSB’s Debt Strategy
♦ »* forwarding note froa SULLIVAN—VA XA 10/ 9/86 15:21

FILE: NOTE OFSLOGfl DO

4/ h. Maran, toons! Sfctunty Cosi

ountries will h^l \ surTival.of de'°^acy in Latin American
A severe rni-h t°.the economic benefits wnicn their governaents can 

cutback in the flow of ccaaercial tank lending and foreign
Lability of the high-debt’iDcSf wiii etodG tfce economic and political

What opportunities does this
n Latin America at US expense?

In the broadest terns, 
. - *

covide.
• ■ ----------—------ — x. xw w W 1. W U H
trect investment from developed nations will

:.i27~7- 7^ X 1 *-

whil^ h„ commercial banks begun reducing their exposure in 
while boosting their lending to the USSR?

major West^ermaf »reCenJ debt refinancing agreement with Hexico, the three
"om^erzba^k) recort^i dl tdnkS <Oeutsche Dresdner Bank, and
time, they Ire tu^ni^o^^ *“ unce',drdin* future in the LLCs. At the same 

more certain Conmerzha G1£ attention to Eastern Europe where returns are 
borrowinq needs hv fOC exaaPle* plans to cash in on the USSH’s huge
Oil. Economist Jal VaniJ1041^9 * ■ajor loan package of between 1.5 and 2.0 
the world,s laroesi- c predicts that the USSR is likely to become one of

WOFld s Ingest sovereign borrowers by 1990, adding anywhere from 120 to 

gross debt. Conversely, voluntary commercial tank lendingS30 billion to its
:o most nigh-debt LLCs has all

.s also on the decline.
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USSR's international econonic strategy, since Peru could provide

PAGE 00207

debt repudiation campaign.

Distribution:

cc: NSCPC ---- CPUA
I

JPayoff for the USSR's Debt Strategy
F

( SIMARTIN ) 
( THOHAS ) 
( HARVEY IHCBAS )

( DANZANSKY ) 
( EOEGHAKLI ) 
( COBB ) 
( EODMAH ) 
( ROETH )

TO:
TO:
TO:
70:
TO:

CC:
CC:
CC:

Stephen Canzansky
Rayaond Burghardt 
•Cyrus Cobb
Peter Fodnan 
Oliver North

Bon St. Sartin 
Alan Thoraas
Thomas N. Harvey 

banks.
assistance.
to Nicaragua as the host for the next NAfl \eeting?

effective leadership than either Nicaragua

FILE: NOTH OFSLOGfl DO

dO Soviets gain by broadening their financial 
relationships ties with Western Europe and Japan?

and close OS allies. The QSSR is

^ucoPe and Japan# an the other hand, generally lack

Tf_trade• the OSSB is able"to“gain'greater" 

. , ~ if our allies, and is better able to
compete against the OS in the development of strategic defenses.
influence over the foreign policies of

relXns’^^ aTLco^’: that their oPPO«"»ities lie i. i.fCo.ing
diJloiaJic xeJaUois i« J01 £Ust ti,e 3inc€ tb<i establisbieot of

tn SJT™ 1 a Soviet foreign minister has paid an official
visit to rtexico. Althougn Shevardnadze seems to have achieved little of 

su-s-ance, it was agrees that President de la fladrid and General a —

banks. The Soviets may be able to expand their influence with citers of 
assistance. There is some evidence that the Soviets tack Peru in preference

. This would tie in with the 

s more 
or Cuba for the Soviet-sponsored 

WHITE HOOSE CCMHONICATIONS AGENCY
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NOTH F’.'Ol: OI.IVKfl WOFTH

ForwaLuluj bute Lroa NSHfT
—CPUA

FILE: NOTE CFSLOGfl DO WHITE HOOSE COMMONICATIONS AGENCI
PAGE 00141

NS*F ? — CP’J A DON.iLD F0NT1ER

(sYnYi')

?" oo iHya. oil(

—CFUt
NSJSS — CPU!—CPUt

iopact ot
F

Li:L «• «'•* |^| b

£k).’ Oh'bR

i
IL

cc: NSV«c
NSOLN

o J *> X»> .a

To: NSHBN
KOTS Ft-O.l:
SOBJECT’: iapact ofB
i spoiiH with bob <jates

FOR1IPB

Cs^bYO
ibUit. ; i.b JateS Ce *»’lriis °£ ecooo.ic i.pact ot 
ability of lityans to offset e
bob coaaented that whitebead had
to eiamne out ability to l___

soaeeutopeans

be instruct’d to refuse
ports to do :k in <-----------
carry oil f on litya to

—CPUS DONALD
Howard Teicher

(sY.bVi)
ClteSiFIgJ 8f. /WuxriPU Sbu-^s

04/2'3/86 'i8:'ij *»♦

subject: iopact ofSSS
For yr ire. WWIWB**« C°000284 .

.’liriUby Dectessfied/Refeased on 7-/y-vj5 x 

under provteions at E.0.12356 /TV-?- 7 
by K. Menan, ‘Wonai Security Gown

- iresffi
fs) (iYij

- - - -i and
iaF°cts/exports/foreiyn exchange earnings. 
h;d called earlier in the day to ask tbea 

■onitor tanker traffic froa libya to european 
3 s“?9ested to whitebead last week that 

j european port authorities 
permssion for tankers that call in libyan 

ropean ports, at the Boiient, 2-5 tankers per day
.ill try to hove it .id.^u*'”" f°CtS- °° bob

Io: NS--LE



•rc: nsfuTo: NSFH — -CPUA-CPUA 04/07/66 10:58:07

NS Jflp

r

■eeting on overseas

PAGE 00^07

over a Platt/Poindexter, 
pnf- _________ r

•as Cabinet agreeaent to

please pass to hia. Thanks.
— CPUA

F

today, if possible. Shultz* TPs will

i work with State

.'-xease print for
Forwarding note froa 
“r._J —rPUA

State aemovill also ask 

—’ aeetinq. 
an NSDD or foraal SIG to be

B-uiJCT:

NOT”

Shultz ua overseas
staffing

0V07/86 09:34

Understand Craig is working on this - 

cc: BShBM

fCTJ- FEOrt: BOB PEABSON 

. Pc per for jmp for

OFSLOGfl DO

terrorise threat
for Pesidential dropby |
State S/S said would not be a request for 
convened. Told then that those

C0GCC279

4 ... . .
thslass:teilfflAasdc.l27“»

• Paper for JMP for 4/9 Shu It-, 
-----  7 5llult2 ■eeting on overseas staffing

Shultz ...vxuy un overseas staffing 

WHITE HOUSE COBHUNICATIONS AGENCI

HOTE FBOrt: 0LI7EF NORTH
Subject: Paper for JH? for Usq <-■ -

NsJlNrdi"-r-“^e NS°aprai--CPUA

leadership^to aPP°int * SGnior o^^iaZTo . ‘
--t (VP?s IF fienoEt? ^"/r"3635 staffi"9 levels in lig^ ^f 

‘""h* (chanrnq4 d G5d“a/«uan. State aeao will\ie° 

-t hreat) durrUTthe

groups to be'set^p to^ea^with^ub^0113 "iyh* be ask€d' including working 
proceed. State is UnottOci:tnigMaitphr:sU^:::iU:f'dei^ êrGa’'aS Cabi-tyagWreCeienn 

leadership on the issue of overseas stafH„„ J f10", ^cn.ent giving it 
responsibility in foreign affairs. taffln9' bat relying on SecState’s



‘to: <—CPUSNrx.pc

00000586HCfE F»-OM: OIIVFR N3FTH
Subject; Anericans dissapeared in Cyprus in 7U 
vi* Farvardinn nnt-o wcnnc ___ r-r>rt. An

09/29/86 08:96 ***—CP9A

WHITE HOOSE C03M0NICATI0NS
AGENCY .

PAGE 00199
Nicosia and State, stafn j,-.
and the Turkish-Cypriot a^hnJ?^ ^Presentations to toth the Turkish govt 
Torush-Cpriot laS‘ 10 d^s OenktasJ,’u"

. believes tbe leetinj MJt'reasojhl?  ̂1 f heI:e in "ebbin^ton. state
Denktash’s offer to *€1Lbut the boys father refused

them for political

cc: NSOLN —CFOA
NSWFf — CF(JA

cc: NSKLE —CPUA

Americans dissapeared iin Cyprus in 79
F

Denktash’s offerto 
all evidence points 
roa Denktash to 
ontact I
—like the OTAs

suggested that
- gota conaitment f

OecussJa^J-ae^c.? 1w S.,? ,z >
vf E<-. ;x333 z — -•

by hl. MeriZ!, Nztixal Security CoffC

' Forwarding note froto NSPHS 
To: NSr.B« —CPUA

• . auuut. xr until tne other day when a group ot Greek-Aaericans
raised it with Peter Bodaan. 7" ’ * ■ £
events, as you note* The Greek-Cypriot fanily, who apparently live
Cyprus and lichigan,ref use to accept that there son isdead.

•’/ J/ « u . J V - «-J

Heply to note of 09/27/86 15:96
hOTr FhOH: Peter Scniei
Subject: Americans dissapeared in Cyprus in 79
I didn’t know about it until the other day when
raised it with Peter Podaan. It is an old case dating to the1979 Cyprus

! both in
No body has ever*. ---- -  — — — au AJ U kJ j UdO vs V

been recovered^I he faaily has been in frequent contact with our Entassy in

FILE: NOTE CFSLOGfl 00

to his
ktash to again review all xu
BLaoafipiHtn a11 the evidence
oioonrield to ensure that he has d' 

and .Tissing in Argentina—

dive him a ----- -- iue noy’s father refused
report which would have suggested that 

son^being dead. Instead the father c ■_

tend to go on and on. And there 
purpose. t

arethose who exploit



10: NSJki' —cfu;To: NS Jr 7 05/05/86 22:J7:j1•• •>»

CC000<32
19:26

j.' 
.1

is have the Soviets expand

a

OLFVFf NCS’H ii.?

stateaent on terrorisa
u-,-1 .We “ay Wd,,t to do instead 

capability in Libya.

----- -- on terrorisa

—CPOA
•:pua

NOTE Fr.OM:
Subject: Tokyo sunnit r‘ ■

Though what

3
Da'l.ix7fi-ri/Rh.C£1{<-V-

f.SG FUOM: NSOLN

Fine with me.
their reactor 

Tokyo submit stateaent

♦♦* ‘’eply to note of 05/05/86



To- NSFH / — CPUA

C000C2S5WS0
hv N Mpn-'’ Security CoufA •byN ^’p

—-CPU A

nCD? Mil

— CPUA
— CPUA

PAGE 00114
file: note OFSLOGfl DO WHITE house commonicatioks agency

NOTE FROM:

fr) CiX 1}
infornatioD had NOT been coiounicated at all to the Austrian GoTernaent.

3. This into was not shared with the GCA, through any channel.

a Yd

Sf: 0UxlT(?L£
<5AJ:

'•

KUS

NOTE FiOM: OLIVE£ NORIH
Subject: Demarche Iron A.ab Klestil 
please print this tr.r ray
*** Forwa.:ding note from USaEM 
To: NSOLN —CPUA

. W

Tyrus Cotb
SUBJECT: Deuarche £ron> Amt Klestil
1. Austrian Ambassador Ton Klestil called late thxs ■arnxng to express serious 
concern over an unclassified report issued by our Eibassy indicating that^^^e 
LPB in Vienna planned to stage a terrorist incident in Vienna April 17. 1"‘^" 

0 <4/ 15/ 3 6 14:07 ♦**

04/15/86 13:26

2. Jack and I have checked this out, and, unfortunately, it is true. The 
information was made public as part of our release lart night following the 
President’s speech, and was distributed by Embassy Vienna.

NOTE FEOM tvjD E.
Subject: Demarcoe from Amt Klestil 
??

Forwarding note from NSTC
To: N3EBM

tefilOaS**45’"



I

6)
5.

6. Re can u^nd

report of ad iapendin terrorist attack in Vienna
Interior ttinistr

(5)d>YdHowever, if this

a full report later todaj.

DONALD fobiihr
froa i,b Klestil DONALD

F'~

FOHTIER
F

NSPRS
NSOLN
NSWEP

--- CFUA
OfUA 

—OF DA

J vest on 
intelligence

was not relayed to the

j

I

-- CPHA 
—CPUA 
—CPUA 

De march ;

-’c: NSJFM
NSKED 
NSRBH

?

«
ft.,-”'a

I

As anyone in the rolitTeai* Shdte it* ther why are “e releasing it 
these things? Sok coordinating

inpending j”? ifornatio. close to the

... .  - ■ % te?;J?:rrfr “ “ .ie=s ci,.r .h,

■

BUSSiffl

info was sc sensxtivTu^ 

publicly? Is anyone in "

r
■ __________________________'
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SPECIAL COORDINATION COMMITTEE MEETING:

DATE: SUBJECT: PARTICIPANTS:

1/2/80 Iran

*

n

* 
I

The Vice President's Office: 
Mr. A. Denis Clift
State:
Secretary Cyrus Vance
Dep Sec Warren Christopher
Mr. David Newsom
OSD:
Secretary Harold Brown
Dep Sec W. Graham Claytor, Jr. 
PCI:
Mr. Frank Carlucci
JCS:
Admiral Thomas Hayward
Lt General John Pustay
White House:
Dr. Zbigniew Brzezinski
NSC:
Captain Gary Sick
Colonel William Odom
Mr. Marshall Brement

Dtcl’si^ed.'Releaseii or.'
 p;ov<s;cns ol F.O. 

by S T.:iey. Nafonai Secuihy Councs!

CQliriBgWTTAL
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MEMO FOR DR. BRZEZINSKI«

1/FROM:• :‘.‘- GARY SICKX

SUBJECT: SCC Checklist

1

1. Diplotnatic/Economic Options

UN Sanctions.
• * .

Drawdown of Foreign Personnel in Tehran.

Boycott of Iranian Prodnets.
■ •».

Break Relations.

l'-1

Afghanistan Review

1. Warren Christopher Report

2.

- r

s
i'

Fan:'.

« <
<

%»

£

’ •’SI

NATIONAL SECURITY COUNCIL

January 2, 1980

- .1

;z

y ■

• /» 
■.»

IM
S85te»

Pakistan Arms Supply. T".
is a State letter for the President 

a prior decision about the Symington

Iran Review (separate memo to you) S s££n

f 
/■

- -

3. 
there 
which requires
Amendment.

««■

"4

it

•r
* -■]

*• •_

Jr/Z-Z?
r.O I?'.’!.'

Do we take the issue to the UN?

Tom Thornton says 
--------- j to Zia

4

. Vr •.
.< •.« a’-l .* •.<>£ • .

•Zh:''’

. * 
V •

- i .

fewIII
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I

SECRE

April 11, 1990

ACTION

MEMORANDUM FOR WILLIAM SITTMANN

SIGNEDRICHARD N. HAASSTHROUGH:

FROM:

SUBJECT:

RECOMMENDATION

That you sign the memorandum at Tab I.

Tab A

c » A

< 
•s

z''

OADR

61-458

z^AflDRA CHARLES (

NSC/Deputies Committee Meeting on Iraq

Attachments
Tab I Memo to Counterparts

Agenda

national security council
WASHINGTON. D C 20506

Attached is a memorandum for agencies announcing the April 16 
NSC/Deputies Committee meeting, and providing a proposed agenda.

>. c V?'’ I-/



SECRET 23458

UNCLASSIFIED

April 12, 1990

MR.
Director of Executive Secretariat

MR.

SUBJECT:

InriT 16 at 3-00 p m * in the White House Situation Room to 
April 16, at 3.UU p.m. in l recommendatio

articipants (principal

(U)

Andy Card -cc:
‘please note change in time

6 1 - r o

Attachment
Tab A Agenda

NATIONAL SECURITY COUNCIL
WASHINGTON DC 20506

MS. EMILY L. WALKER 
Executive Secretary 
Department of Treasury

COL GEORGE P. COLE, JR. 

Executive Secretary
Department of Defense

JOSEPH S. CASPER

MR. STAPLETON ROY 
Executive Secretary
Department of State

Dt; i's l — 
•'n.

j,- < Var

William F. Sittmann
Acting Executive Secretary

Executive Assistant to the Chairman 

Joint Chiefs of Staff

ci/-

MEMORANDUM FOR MR. CARNES LORD
Assistant to the Vice President

for National Security Affairs

H. LAWRENCE SANDALL

Executive Secretary
Central Intelligence Agency

NSC/Deputies Committee Meeting on Iraq (S)

There will be a meeting of the.NSC/Oeputies^ommittee^n Monday,

dis^ssVU r policy "options for Iraq based on recommendations 
Lm the April 12 Policy Coordinating Committee meeting. An 

agenda for the meeting is attached. (S)

Please notify my office of your agencyZs
plus one) for this meeting. (U) 1 ./ /

Department of Commerce

BGEN THOMAS E. WHITE, JR.
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Summary: This paper summarizes the current problem with Iraq
and current export controls. It then presents a proposal for a 
package of new export controls built on the work of other 
nations. In essence, the idea.is to create a Country Group X 
for countries that have used or threatened to use chemical or 
biological weapons since (date to be determined). Iraq would 
be the first nation on the list. The export controls in 
Country Group X would be targeted on the chemical industry and 
are narrow in scope, but have a basis for international support. 

•
Also in the paper is a plan of action asking the PCC to task 
the CBW Licensing Working Group (Chaired by State/EB) to 
develop a final draft of the proposal within 14 days.
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e?Act ion is Possfurther
expand Foreign Policy Controls on Iraq
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Considerations:

expand controls, they should be a
the chemical industry.

foreign availability and

(a)

(b) from Germany and Canada as

(c)

wake it unlawful for a US citizen to engage in 
Iraqi chemical industries when there is * 
•ration that the enterprise will be used for chemical

A

i-- national security controlled
chemical manufacturing facilities;

license for the export of chemical manufacturing 
«in<j exisciuM 11-^ frora Germany and Canada as

th. »«<:» mt o£

^ronliUJhliiL
-3-

. Suggested Option:

controls along the following lines;

for countries that have used or 
chemical or biological weapons .

Iraq would be I— —

• , 'A 
. A3 A

through use 
contracts <_

Further, existing
i 6 if the President 

breach of the peace.

I f we 
aimed at

As much as possible, the
simply symbolic;

<
• I

- SEB3 — "
national security control items a. probably

; • - 

?<

(d) 1

with 
expectation
warfare;

1,. export of chemical manufacturing
German concepts as models.

-- citizen to engage in activities

floppy disks, etc) to 
broad (due to foreign

1

;■ ■ l "targeted package," 
the specific problem sector;

controls should be effective, not

Denial of all 
too I---------
its effect on

Denial of all products (pvc pipes, 
the chemical industry is too b-------

availability)

what

t^rough°use of Section 6 of the EAA. 

contracts could ba severed under Section 
determined there had been a L------

broad and ineffective (due to 
innocent sectors).

Expand chemical

hrst nation on the list.

perhaps also Libya, Iran, Syria.

Require a lic«n’ef°c

equipment to

Require a
equipment, using existing lists

preliminary <--------------
Australian Group.

Require a license for the
technical data, using C--------
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Pros and Cons
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Other manufacturing nations do not control this 
equipment, so foreign availability is still a problem;

— . The Australia Group has already agreed that equipment 
sales are a problem and thus agreed on voluntary guidelines 
(warning lists) for such sales; %

— The target of these controls is very narrow, hence 
impact on US industry will be slight;

• , t
• ■w-1 i ii,'

» <■

-- Germany and Canada are major suppliers of equipment, so 
using their controls as models‘will mean our controls are 
not purely symbolic; but will have international support;

Japan, Italy and the Netherlands and other nations 
regularly consult with their industry on equipment controls 
and in certain cases have warning lists. This move may 
encourage them to extend their efforts to control lists, 
at least to nations who actually threaten or use chemical 
weapons.

— Some of the equipment being proposed for control may be 
quite general to civil manufacturing, so for the controls 
to be effective, the producers of this equipment should be 
as much as possible limited to the western industrial 
powers.

Note: Some countries may be reluctant to impose export
licensing regulations; however, may be willing to use their 
good offices with industry to inhibit such sales.

I ; <

(e) After developing our own list of wr.at needs to be 
controlled; but before amending the regulations, approach the 
Australian Group members and encourage them to expand their 
existing equipment controls or warning lists so as to require 
licenses to countries who have threatened or used chemical 
weapons within the given time frame.
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The PCC snould tas� the Chem1cal-a:ological L:cens1ng 
;.,: o :- ,r; : n g Gr o u p ( :. WG ) ( C1 a i r e d by St a t e IE a > to s e t up a n 
:nte:-agency technical task force that will recommend to the 
PCC S?ecifically what controls should be imposed. (The L�G 
�or�al:y :-erorts to the PCC on Non-Proliferation on us 
do�estic C3� export controls.) 

7he LWG should be as� d to complete its vork in two 
weeks. 

Once the PCC has rec�ived the recommendations o! the 
L�G and decided on what controls ought to be, the 
Australian Group members (and other appropriate nations) 
should be approached with a view towards gaining their 
su�port along the same lines. (note: these co�trols vould 
only effect exports to nations listed in Country Croup X) 

After completion of the bilateral effort, the OSG 
would take into account the reactions of the other 
governments and then take whatever appropriate regulatory 
action is needed 

!�structions to the LWG

3y April 27: 

Craft a list of chemical industry equipment and technology 
that is useful in the production of chemical warfare 
agents. (the equipment need not be li�ited to CW 
production); 

As much as is practical, choose items already under control 
by other governments, especially members of the Australia 
Group; (Canadian and German lists �ay be useful) 

Except when a compelling reason can be presented, do not 
recoaunend for control equipment or technology that is so 
widely available that export controls would be meaningless, 
except as a symbol. 

Cite what regulations or laws would have to amended or 
created. 

Suggest arguments to be used with friendly governments in 
order to convince them to take similar =easures. 

-:. 

61-453 '- .
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PCC has ?==?a=ed a� OFcicns pape= on Iraq (Tab Al, lis�ir.q all 
U.S. ecor.c�.:.c and �oli�.:.cal prog=ams'that �iqht ce used to 
resFond to =ecent !ra�i ac:ions and staterne�ts. cased on you= 
cons�ce=ation of t�e o�tions outlined in t�e PCC pace=, I wculc 
like to have ycu= asency's position on -options fo= chose prcg=a�s 

.--e:---�
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inutes of the 234th Meet in 
1/27/1955; Heavily L..

et: Nuclear Non-Proliferation Fiche No.: NP00195 
op Secret Memorandum 3 page(s)
oratorium on Further Nuclear Weapons Tests

Soviet Flashpoints Fiche No.: Unpublished
Memorandum 1 page(s)

Economic Defense Policy With Respect to Trade with the Communist Bloc [Missing 
attachment of JCS views on Interim Report]

Nuclear Non-Proliferation Fiche No.: NP00203
10 page(s)

;ion of Charts Used in Presentation of May 26, 1955:
’roposed Policy of the U.S. on the Question of Disarmament

Soviet Flashpoints Fiche No. : Unpublished
------ t Minutes 5 page(s)

of the National Security Council [Meeting Held on

Nuclear Non-Proliferation Fiche No.: NP00202
36 page(s)

. .. Progress Report—Proposed Policy of the United States on the Question 
>f Disarmament

et: Soviet Flashpoints Fiche No.: Unpublished
secret Report 12 page(s)
conomic Defense policy With Respect to Trade with the Communist Bloc [Preceded 
iy Memos from Joseph Dodge and James Lay]

Objectives and Policies with Respect to the
ear East by the Operations Coordinating Board [Cover, Transmittal Memorandum, 
nd Progress Report on NSC 5420 Covering Period from July 1, 1954 through April 
, 1955]
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Jt: 1955/06/23

:y on Control of firmaments [Volume IV, Progress Report on Proposed 
the United States on the Question of Disarmament and Cover Sheetilicy of 

:tacnedl

1955/06/28

1
1955/07/01

3, 1955

1955/09/23

1955/09/30

nd OCB Meetings on 08/10/1955 ans 09/21/19551

1955/10/07

Unpublished 1955/10/10

rogress Repo: 
olicies with

9553

1955/10/11

Nuclear Non-Proliferation Fiche No.: NP00206 
:>p Secret Report 15 page(s)
S. Polic " ... - -

et: 
op Secret

page(s)
fictions Relating to the Near East (NSC 5428) from

pril 17, 1955 through October 7, 1955 [Transmittal Memorandum and OCB Draft 
ubject Paper]

3 pant
Soviet E

"The Planning Coordination Group Requests that the Chairman of the Operations 
oordinating Board Recommend to the National Security Council that the NSC 
lanning Board Review NSC 174 and NSC 5505/1 in the Light of and Subseqi 
evision of NSC 5505/1"; Memos from Elmer B. Staats to James S. Lay and 
ay to the National Security Council Attached; Refers to NSC fiction 1349-c, 
etter of 03/23/1955 from the Chairman of the Operations Coordtinating Board,

?t: Nuclear Non-Proliferation Fiche No.: NP00209
op Secret Memorandum 13 page(s)
iscussion at the 253rd Meeting of the National Security Council, Thursday, June

Nuclear Non-Proliferation Fiche No.: NP00214
, Memorandum 6 page(s)

iscussion at the 260th Meeting of the National Security Council, Thursday, 
ctober 6, 1955

et: Persian Gulf Fiche No.
op Secret

3t: Nuclear Non-Proliferation Fiche No.: NP00208
Secret Memorandum 1 page(s)
Policy on Control of firmaments [Attached JCS Comments Withheld!

: Un p
Report 10 page(s)
iort on the Near East (NSC 5428): "United States Objectives and 
.1 Respect to the Near East" [Draft of NSC Progress Report Includes 

eport and Financial Annex Covering Period from April 7, 1955 to October 7,

at: Soviet Flashpoints Fiche No.: Unpublished
op Secret Memorandum 3 page(s)
aview of NSC Policy on Soviet European Satellites (NSC 174 and NSC 5505/1)

et: Persian Gulf Fiche No.: Unpublished
op Secret Memorandum 17
etailed Development of Major
pril 17- 1—~ ■■ ■ - ■ ■

at: Nuclear Non-Proliferation Fiche No.: NP00213
acret Memorandum 1 page(s)
ZBerylium Purchase Contract with the Government of India!

y Cou
Light of and Subsequent to

I James S.
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1355/10/14

1355/11/01at:

Proposed Policy of the United States 
m 1413) [Attachments Not Included]

on the Question of Disarmament

1355/11/02

otifying NSC Members of President’s Approval 
□ 1 icy; Cover Memo Only, Materials Mentioned

pp lenient ary 
>r Attached]

1355/11/02at: Unpublished

1355 to

1355/12/23

1355/12/28Intelligence Policy Fiche No.: 
cret Directive 5412/2 6 pa

1356/01/13

«

et; 1356/01/13

at: 
op Secret

t 1355/12/28
1 page(s)

et: Nuclear Non-Proliferation Fiche No.: NP00227
op Secret Memorandum 6 page(s)
iscussion at the 271st Meeting of the National Security Council, Thursday, 
ecember 22, 1355

et: Nuclear Non-Proliferation Fiche No.: Unpublished
op Secret Memorandum 5 page(s)
iscussion at the 272nd Meeting of the National Security Council, Thursday, 
anuary 12, 1356

Persian Gulf Fiche No 
op Secret Report 14 
rogress Report on United

1
nited States Objectives and

Nuclear Non-Proliferation Fiche No.: NP00232
op Secret Report 15 page(s)

‘reposed Policy of the U.S. on the Question of Disarmament (NSC Action 1413) 
Cover Sheet and Attachments Included]

et: Intelligence Policy Fiche No.: IP00656
op Secret Directive 5412/2 6 page(s)
overt Operations [Elimination of CIA Operations Coordinating Board Role in 
oordinaiing or Receiving Prior Notice of Covert Operations]

Nuclear Non-Proliferation Fiche No. : NP00216
Memorandum 8 page(s)

iscussion at 261st Meeting of the National Security Council, Thursday, October 
J, 1355

Nuclear Non-Proliferation Fiche No.: NP00218 
op Secret Report 13 page(s)
jlume V: Proposed
MSC Action

Persian Gulf Fiche No. : Unpublished
Memorandum 1 page(s)

Policies with Respect to the Near East [Memorandum
of Supplementary Statement of

Are Noi

et: Intelligence Policy Fiche No.: IP00653
op Secret Action Memorandum 1437 1 , 
bolition of the Planning Coordination Group

i. : Unpi
page(s)
States Objectives and Policies with Respect to the 

ear East by the Operations Coordinating Board [Cover, Control Form, Transmittal 
emo, and Report with Financial Annex Covering Period from April 7, 1355 to 
ovember 2, 1355]

et: 
?p Secret

1355
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1956/01/20

NP00244 1956/02/09

et: 1956/02/17
jp Secret I 
CMernorandurii ioyne to Andrew J. Goodpaster regarding Their

1956/03/16

INSC Agenda for 280th Meeting, March 22, 1956; Discussion of U.S. I 
oviet Satellites and Exploitation of Soviet and European Satellite

Discussion of U.S. Policy Toward

ulnerabi1 it iesl

1956/03/19

the Soviet Satellites in Eastern Europe AND

ci ci o v u1 ihuu x { “ j i i j aiiu ridiiU i •-•i I r1-* iii lacL'.iv i vc ucLi even i

ubject: "Review of NSC Policy on Soviet European Satellites," Dated 10/20/19551

1956/03/19

Attend the National Security Council’s 280th Meeting
n 03/22/1956;

1956/03/20

xploitation of Soviet and European Satellite Vulnerabilities [Draft NSC Action; 
efers to NSC 174, NSC 5505/1, and Memo for NSC from Executive Secretary,C • C- I —> v I X vjl—r 1 t i , I XvJU-r Ct f IUJ I IC 111*—1 I • I I MuJI—z I ! '—'Hi U ACL '.t v 1 \ UCL I tC v O, I j ■

ubject: "Review of NSC Policy on Soviet European Satellites," Dated 10/20/1955; 
Cover Memorandum by James S. Lay Attached!

1956/02/09
page(s)

2 page(s)
icy toward the Soviet Satellites in Eastern Europe AND

xploitation of Soviet and European Satellite Vulnerabilities [Draft NSC Action; 
efers to NSC 174, NSC 5505/1, and Memo for NSC from Executive Secretary^

0 pagi
of the National Security Council, 4

* ; 2 panels)
nited States Policy toward the Soviet Satellites in Eastern Europe AND

et: Soviet Flashpoints Fiche No.: Unpublished 
op Secret

Intelligence Policy Fiche No.: Unpublished 
Memorandum 1 page(s)

i from J. Patrick Coyne t
revi ous Conversation!

et: Nuclear Non-Proliferation Fiche No.: 
op Secret Memorandum 10 page(s) 
emorandum of 275th Meeting u.
.m.—Tuesday—February 7, 1956

at: Iran Revolution Fiche No.: IR00336
op Secret Memorandum of Conversation 
emorandum of Discussion at NSC Meeting

et: Soviet Flashpoints Fiche No.: Unpublished 
op Secret 2
nited States Policy

at: Intelligence Policy Fiche No.: Unpublished
op Secret Memorandum 2 page(s)
aport of the Hoover Commission Task Force on Intelligence Activities [Outline 
f National Security Council Analysis of Comments from Agencies and Departments 
ffected by the Hoover Commission Report 1

et: Soviet Flashpoints Fiche No.: Unpublished
ecret Letter 1 page(s)
[Letter of Invitation to At

Attached Agenda of Meeting (Missing) is NSA2 R 624391

et: Soviet Flashpoints Fiche No.: Unpublished 
ecret Agenda 4 page(s)
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Soviet Flashpoints Fiche No.: Unpublished 1956/03/22

3/22/19561

1956/03/23

et: 1956/04/12

ENSC Agenda for 282nd Meeting, April 19, 1956; Discussion of Trade with Soviet
nion and Eastern Europe!

1956/04/18
26 paq
ril 18regress Report (April 18, 1956) on United States Policy 

efectors (NSC 86/1) [Memorandum for James S. Lay from E

1956/04/26

1956/05/02

1956/05/17

Policy toward Berlin (NSC 5404/1) by the

:et: 1956/05/17

•regress Report on United States Policy to 
iigned Signed by Elmer B. Staats Attached!

toward Berlin (NSC 5404/1) [Cover Letter

1956/05/17

[Cover,

et: 
ecret

et: !
op Secret

Baghdad Pact [Cover Memorandum and Draft 
, with Text of Baghdad Pact

on Sov i et and Sat e11i t e 
1 nier B. Staats Attached!

Soviet Flashpoints Fiche No.: Unpublished 
ecret Agenda 7 page(s)
[NSC Agenda for 282nd ft ' ‘ ‘ " -------

Soviet Flashpoints Fiche No. : Unpublished 
Memorandum 15 page(s)

of the National Securit 
j Toward the Soviet

.trope: NSC 174, USSR 20th Party Congress!

Persian Gulf Fiche No.: Unpublished
Memorand urn 8

et: !
ecret Report

op Secret He pi
•rogress Report (May 17. 1956) on United States Objectives and Policies with 
lespect to the Near East (NSC 5428) by the Operations Coordinating Board [Co

Berlin Crisis Fiche No. : Unpublished 
op Secret Memorandum 7 page(s)

et: Berlin Crisis Fiche No. : BC00021 
op Secret Report
•rogress Repor
iperat ions Coo

at: !
jp Secret Minutes 3 page(s)
inutes of the 280th Meeting of the National Security Council [Meeting Held on

et:
□p Secret
iscussion at the 280th Meeting of tl 
arch 22, 1956 [United_States Policy

Soviet Flashpoints Fiche No. : Unpublished 
Minutes 5 page(s)

y Council, Thursday, 
Satellites in Eastern

; Minutes 5 page(s)
inutes of the 282nd Meeting of the National Security Council [Meeting Held on 
4/26/19561

port 9 page(s) 
t on United States 

iperations Coordinating Board

page(s)
mmediate U.S. Adherence to the Baghdad Pact [Cove 
itatement Regarding Adherence to the Baghdad Pact, 
ncludedl

Soviet Flashpoints Fiche No. : Unpublished 
■; 26 page(s)

let: Persian Gulf Fiche No.: Unpublished 
'op Secret Report _15 page(s)



'om November 3, 1955 to May il, 1956]

1956/05/17
11 page(s) 
ed States •olicy Relating

Staars]
to East Germany (NSC 174)

at: 1956/05/17

aport of OCB Special Working Group on Stalinism [Three Attachments to Report 
acorded Separately; Contained in P Paper 77]

1956/05/18

iscussion at the 285th Meeting of the National Security Council, 
7, 1956 [United States Policy on Soviet and Satellite Defectors:

May

Soviet Flashpoints Fiche No. : Unpublished 1956/05/25

gainst Stalin"; Contained in P Paper 77]

points Fiche No. : Unpublished 
Memorand urn 1 pa g e(s)

1956/05/25
1 page(s 

(NSC 174)

1956/05/28
page(s)
Actions Taken to Exploit the Anti-Stalin Campaign

a Report by OCB on the Subject "to Coordinate Actions Taken to Exploit 
it Soviet Campaign against Stalin"; Contained in P Paper 77]

1956/06/01

1956/06/07
page(s)
Satel1ites

5
card Meeting on 03/19/1956]

Soviet Flashpoints Fiche No.: Unpublished 
ecret Report 5 page(s)

OCB on
Campaign

et: Soviet Flash
op Secret Cover
rogress Report on East Germany

SELECTED NSC DOCUMENTS FROM NSA2 Page: 14
antrol Form, Transmittal Memo, and Report with Financial Annex Covering Period

et:
ecret Memorandum" 1 page(s)
eport of OCB Special Working Group on Stalinism [Mentions a Report by 
he Subject "to Coordinate Actions Taken to Exploit the Current Soviet

et: Soviet Flashpoints Fiche No.: Unpublished
ecret Memorandum 1
.S. Policy Guidance and
Mentions <
he Current

et: Soviet Flashpoints Fiche No.: Unpublished 
op Secret Memorandum 24 page(s)

et: Soviet Flashpoints Fiche No.: Unpublished
op Secret Memorandum 9 page(s)
iscussion at the 286th Meeting of the National Security Council, Thursday, May 
1, 1956 [Regarding 20th Party Congress]

Thursday,
NSC 86/11

in Eastern Europe [Draft 
' by James S. Lay to the NSC Planning Board
Action 1530-b, and the Record of the Planning

et: Soviet Flashpoints Fiche No.: Unpublished 
op Secret Statement of Policy 15
nited States Policy toward the Soviet 
tatement of Policy; Cover Letter b-
ttached; Refers to NSC 174, NSC

?t: Soviet Flashpoints Fiche No.: Unpublished 
jp Secret Report 11 page(s)
-ogress Report on united States Polic ~ •
Includes Cover Letter from Elmer !
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1956/06/12

1956/06/14
4 page(s)

U.S. Policy toward Berlin,

1956/06/18

J une

1956/06/22

26161

et: 1956/06/27

urope [Cover

Soviet Flashpoints Fiche No. : Unpublishedet: 1956/07/09
ecret Agenda 1 paqe(s)
[NSC Agenda for 290th Meeting, July 12, 1956: Concerns U.S. Policy Towa 
oviet Satellites; NSC 5608 and Annex; NSC Action No 1530-b; NSC 5505/11

Toward the

et: 1956/07/12
ecret Minutes 3 page 
iinutes of the 290th Meet!

icy
NSC

1956/07/13

iscussion at the 290th Meeting of the National Security 
2, 1956 [US Policy Toward the Soviet Satellites in East

Thursday July 
i: NSC 56081

Council, 
ern Europe

Soviet Flashpoints Fiche No.: Unpublished 
48 page(s)

Berlin Crisis Fiche No.: NP00263; BC00022
Memorandum 4 page(s)

op Secret Report
SC Staff Study on United States Policy toward the Soviet Satellites in Eastern 

Letter from James S. Lay to the NSC Planning Board Attached!

at:
ecret

Nuclear Non-Proliferation Fiche No.: NP00261
Memorandurn  2 page(s)

et: !
op Secret

.S. Policy toward the Federal Republic of Germany, U.S. Pwlluy LuwarU Get 
'id U.S. Policy toward East Germany [Joint Chiefs of Staff Views Enclosed!

Soviet Flashpoints Fiche No. : Unpublished
e (s)

 — — ing of the National Security Council held in the
abinet Room of the White House on Thursday, July 12, 1956, at 9:00 a.m. 
Concerns U.S. Polic
let ion No 1530-b; L_

et: !
op Secret
.s. r ■ < __ r
olicy; Cover Letter by James S. Lay to the NSC Planning Board Attached; 
efers to NSC 174, NSC Action 1530-b, Planning Board Memo on 06/07/1956, 
ecord of Meeting of Planning Board on 06/18/1956; I

------ ------------- - -------- - jday, July 12, 1956, at 9:00 a.m. 
Toward the Soviet Satellites; NSC 5608 and Annex; NSC 
5505/11

et: Nuclear Non-Proliferation Fiche No.: NP00265
jp Secret Memorandum 22 page(s)
iscussion at the 288th Meeting of the National Security Council, Friday, 
5, 1956

Soviet Flashpoints Fiche No. : Unpublished 
Memorandum 1 page(s)

et:
en-C1ass i f i ed ,  =
ekyo Press Conference of Brookhaven Scientists [Progress of Asian Countries in 
romic Energy Programs; New York Times Clipping Attached!

Soviet Flashpoints Fiche No.: Unpublished
—Statement of Policy 14 page(s)
Policy Toward the Soviet Satellites in Eastern Europe [Draft Statement of

ridliu Utl X and
Updated Version of NSA2 R
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1356/07/27

1956/08/07
jp Secret Background Paper 
S. Policy Covering the Sue

2 page(s) 
uation LE[Extracts from NSC Policy Papers;

at: 1956/08/31
scret Agenda 1 page(s)
LNSC Agenda for 296th Meeting,
ast Germany]

1956/08/31
4 page(s) 
eeting, S

1956/10/05
7 pagi
f NSC

1956/10/08

ty Council Agenda [300th Meeting Postponed until October 12, 
Memo; Subjects include "The Suez Canal Situation"]

1656

1956/10/10

raft Briefing Note for October 12 Council Meeting [Relates Specifically to NSC 
ction 1550, which the President Approved on 05/08/1956]

1956/10/12

1956/10/15

et: 
ecret

: ! 
ic 1 ass i f i ed

Soviet Flashpoints Fiche No. : Unpublished
______ Minutes 2 page(s)

linutes of the 300th Meeting of the National Security Council [Meeting Held on

et: ! 
op Secret 
[NSC 
ast Germany]

Soviet Flashpoints Fiche No. : Unpublished

September 6, 1956; Concerns U.S. Policy Toward

Soviet Flashpoints Fiche No.: Unpublished
Minutes 4 page(s)

Agenda for 296th Meeting, September 6, 1956; Concerns U.S. Policy Toward

et: Soviet Flashpoints Fiche No.: Unpublished
ecret Operation Guidelines 7 page(s)
uidance for the Implementation of NSC Action 1550 [Cover Sheet by James S. Lay 
ttached]

et: Soviet Flashpoints Fiche No.: Unpublished
nclassified Report 2 page(s)
ivergent Satellite Attitudes Toward the USSR

Soviet Flashpoints Fiche No.: Unpublished 
Memorandum page(s)

orking Groups That Have Not Met in Last Two Months

Soviet Flashpoints Fiche No. : Unpublished 
Agenda 1 page(s)

ational Securit " ’ "
er 10/10/1956 I

et: Soviet Flashpoints Fiche No.: Unpublished 
nclassified Briefing Memorandum 1 page(s)

-t: Soviet Flashpoints Fiche No.: Unpublished 
up Secret Background Paper 2
.S. Policy Covering the Suez Situa 
-'epared by Bromley Smith]

2 page(s)

Discussion of the "Suez Canal Situation"]

et: }
op Secret

ctober 12, 1956;
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1956/10/22
igerida 1 page(s)
Security Council Agenda [For Meeting 301 on 10/26/19561

Soviet Flashpoints Fiche No. : Unpublished 1956/10/26

ctober 26, 19561

1956/10/26

v i/iit? neevxny ui lhct nau luriax ufLiu luy Luuriuii, rr iuciy,

1956 [Events in Hungary and Middle East, Review of US Aid Programs]

1956/10/29

1956/11/01

1956;

1956/11/01

et:

Sheet Attached!

Soviet Flashpoints Fiche No.: Unpublished 1956/11/06

icy 
NSCA

fpect to
Relates

1956/11/06Set:

et: !
op Secret

Berlin Crisis Fiche No.: Unpublished 
or Official Use Only Memorandum F 
iutline Plan of Operations for Germany E—

et: 
ecret

Soviet Flashpoints Fiche No.: Unpublished 
Confidential Information Memorandum 1 page(s) 
id Hoc Meeting on Disaster Relief to Hungary

Soviet Flashpoints Fiche No. : Unpublished 
Agenda ...

ational I

isuuasxun viie vjt'u-riu riceviny «_«i uiit? naviunai ucuiu ivy uuunuiij

ovember 1, 1956 [Brief Analysis of Hungarian Situation, Detailed Discussion on 
liddle East Crisis!

at: Soviet Flashpoints Fiche No.: Unpublished
ecret Agenda 1 page(s)
ational Security Council Agenda [For 302nd Meeting on November 1, 19561

1956/11/02
2 page(s) 

[Cover S' ' ‘

et: !
ap Secret Minutes 3 page(s)
inutes of the 301st Meeting of the National Security Council [For Meeting on

Soviet Flashpoints Fiche No.: Unpublished
Memorandum 15 page(s)

iscussion at the 302nd Meeting of the National Security Council, Thursday 
ovember 1. - ---------- ?_ ------------.... ----------

st: Soviet Flashpoints Fiche No.: Unpublished
op Secret Memorandum 1 page(s)
iscussion at the 301st Meeting of the National Security Council, Friday 
ctober 26, I"' " ' "  - ' " - . .c . . 

et: Soviet Flashpoints Fiche No.: Unpublished
op Secret Minutes 2 page(s)
inutes of the 302nd Meeting of the National Security Council [For 302nd Meeting 
n November 1, 1956; Mentions NSC 56161

Set: !
op Secret Memorandum 1 page(s)
i. S. Policy with Respect to the Hostilities in the Near East [Refers to NSC 
<428 and NSCA 1627; Relates to NSC Meeting 3021
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1956/11/09

iscussion at the 303rd Meeting of the National Security Council, Thursday, 
A'ernber 8, 1956 [Excised Summary of Meeting Regarding Oil and Suez Crisis!

1956/11/09

.scussion at the 303rd Meeting of the National Security Council, Thursday 
jvember 8, 1956 [Developments in Hungary, Middle East; European Oil Supply!

Soviet Flashpoints Fiche No. : Unpublished 1956/11/13

1956/11/15

1956/11/16

iscussion at the 304th Meeting of the National Security Council, Thursday, 
ovember 15, 1956 [US Policy Toward Developments in Poland and Hungary: NSC
516, Developments in Middle East and Eastern Europe]

1956/11/18
page(s)
Fights

1956/11/21

eet ing 
f NucI

1956/11/21
y Memora 
Increased U.S

et: 1956/11/21
ecret Minutes page(s)
[Extract From OCB Minutes Regarding

?t: 
acret

?t: I
■ p Secret

et: ! 
jp Secret

Persian Gulf Fiche No.: Unpublished
Memorandum 18 page(s)

et: ! 
ap Secret

2 page(s)
' t [Refers to NSC 5616/1]

et: 1
nc1ass i f i ed Memorand urn 1
pecial Film Showing: "Hungary 
2:15 PM

Soviet Flashpoints Fiche No. : Unpublished
Memorandum 19 page(s)

Agenda ‘ 2 pagi 
ational Security Agenda

et: !
jp Secret
inutes of the 304th Meeting"of the National Security Council [Refers to NSC

Memorandum "1 pan 
. Quota of

et: Nuclear Non-Proliferation Fiche No.: NP00280
op Secret Memorandum 3 page(s)

with the President on the Presentation of a Report on the Human Effects 
ear Weapons Development

Soviet Flashpoints Fiche No. : Unpublished
Memorandum IB page(s)

et: Soviet Flashpoints Fiche No.: Unpublished
or Official Use Only Memorandum 1 page(s)
onsideration of an Increased U.S. Quota of Hungarian Refugees

Soviet Flashpoints Fiche No.: Unpublished

I Hungarian Refugee Problem]

Soviet Flashpoints Fiche No.: Unpublished

for Freedom" Wednesday, November 21 -

Soviet Flashpoints Fiche No. : Unpublished
Minutes 4 page(s)

516/1; Key Lines Excised]
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Soviet Flashpoints Fiche No.: Unpublished 1356/11/21

jordinatorl

1956/11/27

1956/11/28

(NSC 5608/1

1956/11/30

et: Soviet Flashpoints Fiche No. : Unpublished
Minutes 3 page(s)

1956/11/30

1956/11/30
op Secret

1956/12/28

rogress Report on the Near East (NSC 5428), Covering the Period 
956 through December 22, 1956, Attached]

1957/01/09

Assistance to

1957/01/11

et: I 
op Secret

?t: !
acret Minutes 1 page(s)
[Extract from OCB Minutes Re. Hungarian Refugees, Creation of Refugee

et: !
op Secret Memorandum
iscussion at the 309th Meeting of the National Security Council, Friday, 
anuary 11, 1957 [Ballistic Misiles and Balance of Power]

et: Soviet Flashpoints Fiche No.: Unpublished 
enf i dent i a1 Memorand urn
.tmmary of a^Briefing of the

etivitiesj State"Department.

et: Soviet Flashpoints Fiche No.: Unpublished
, " Memorandum 13 page(s)

iscussion at the 305th Meeting of the National Security Council, Friday, 
ovember 30, 1956

et: Persian Gulf Fiche No.: Unpublished
op Secret Memorandum 25 page(s)
rogress Report on the Near East (NSC 5428) [Cover Memo; December 22, 1956

from May 18

et: Soviet Flashpoints Fiche No.: Unpublished
ecret Minutes 1 page(s)
ther Business [Extract from OCB Minutes re. Hungarian Refugees, 
ustria]

ecret Minutes 3 page(s)
[Minutes of Operations Control Board Meeting of November 28, 19561

Persian Gulf Fiche No. : Unpublished
Memorandum 13 page(s)

iscussion at the 305th Meeting of the National Security Council, Friday, 
ovember 30, 1956 [Meeting Focuses Primarily on Oil and Suez]

et: Soviet Flashpoints Fiche No.: Unpublished 
ecret Minutes 1 page(s)
astern Europe and the USSR (NSC 5608/1, 5506/1, 5502/1)

2 page(s)
OCB IInterdepartmental Escapee Committee on 27

ovember by Mr. Tyler Thompson, Coordinator of Hungarian Refugee Policies and

Soviet Flashpoints Fiche No. : Unpublished
11 page(s)

1957 [Ballistic Misiles and Balance of Power]
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1357/01/24

y Counci1, Thursday, 
East Issues]

1957/01/24

V vwc vJ I u I I riccvmy >_• i ujict v i ui i ucllu x v y x x , iiiui =>ucxy,
1957 [United States Objectives and Policies With Respect to the Near 
8, Brief Mentions of Hungarian "terror" and Polish Elections]ast:NSC 5428,

at: 1957/01/25
5 page(s) 
. Jacob D

Intelligence Policy Fiche No.: Unpublished 1957/02/22
4 page(s)

et: 1957/02/22

olicy Toward Certain Contingencies in Poland: NSC 5616/2, U.S. Policy On 
efectors, Escapees, and Refugees from Communist Areas: NSC 86/1]

1957/02/27

1957/03/07

iscussion at the 315th Meeting of the National Security Council, Wednesday, 
arch 6, 1957 [U.S. Policy on Defectors: NSC 86/1, U.S. Economic Security]

1957/03/15

1957/04/04

Soviet Flashpoints Fiche No. : Unpublished
op Secret Memorandum 15 page(s)
iscussion at the 313th Meeting of the National Security Council, Thursday [U.S.

et: 1
op Secret Memorandum , 
iscussion at the 313th Meeting of the National Security Council, Thursday, 
ebruary 21, 1957 [Situation in Poland]

et: Nuclear Non-Proliferation Fiche No.: NP00290
ecret Outline 6 page(s)
utline Plan of Operations with Respect to India and Nepal

et: !
op Secret Memorandum
iscussion at the 316th Meeting of the National Security Council, Thursday, 
'arch 24, 1957 [Includes Brief Discussion of situation in Hungary and Poland]
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inutes for Meeting of Special Group (CI) 2 p. m. ,

X-.. 
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National Security Decision Documents Fiche No.: Unpublished 
ential National Security fiction Memorandum No. 106 1 pa

: National Security Decision Documents Fiche No. : Unp 
ret National Security fiction Memorandum 1 page(s)

Unpublished 1S6E/0S/E8

. r.

at: Nuclear History Fiche No Unpublished 1962/11/14No. : Unp
2 page(s'

National Security Decision Documents Fiche No.: Unpublished
National Security fiction Memorandum 1 page(s)

1962/12/14

et: 1963/01/05

1963/01/12

1963/01/16

1963/05/20

1963/05/25

’•A-

et: 
ecret

Low-Intensity Conflict Fiche No.: Unpublished
Memorand urn

tcurity
Yugoslavia

et: I
ecret
.S. Policy toward

Memorandum 2 page(s)
on McNamara’s Defense Budget Memorandum and Recommends Delay in

I 1962/09/17
1 page(s)

et:
ecret Memorandum' 4 paqe(s)
uture Role of the Special Group (Counterinsurgency)

et: Intelligence Policy Fiche No.: IP00026
ecret List 8 page(s)
ational Intelligence Estimates [List of National Intelligence Estimates 
ublished from January I960 through 19623

at: I
anfidential
auntries under the Cognizance'of the Special Group (CI)

at:
acret National Security Action Memorandum 
residential Meeting on Laos, September 28, 1962

at: 1
anfidential 
SOM No. 194

et: Low-Intensity Conflict Fiche No.: Unpublished 
ecret Memorandum 2 page(s)
pecial Group (CI) [update of morning meeting]

National Security Decision Documents Fiche No.: Unpublished 1962/10/05 
Memorandum 1 page(s)

Low-Intensity Conflict Fiche No.: Unpublished
Memorandum 6 page(s)

pecial Group for Counterinsurgency [Memorandum attached]

Soviet Flashpoints Fiche No.: Unpublished
ecret Memorandum 5 page(s)
ational Security Pact ion Memorandum No. 212 Includes reports on Effects of 
enial of MFN Benefits to Yugoslavia and Poland; and Trade Information: Poland 
nd Yugoslavia

:>p Secret
[Comments 
iriuteman Buildup]
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et:

1963/07/17

st: National Security Decision Documents Fiche No.: Unpublished 1963/07/18

South Africa Fiche No.: SR00051et:

1963/09/04
1 paqe(s)
Ban Treaty is "Guilty...of Over-Simplification"]

1963/09/12

i?.

Nuclear History Fiche No.: Unpublished 1963/09/12

1963/08/16
2 page(s)

1963/07/13
1 page(s)

South Africa Fiche No. : SA00034 
lassification Unknown Memorandum 1 
issile Tracking Station in South Africa

et:
ecret
CJCS Memo on the Test

Nuclear History Fiche No. : Unpublished
Memorandum 1 page<s)

et: South Africa Fiche No.: SA00081
ecret Memorandum 12 page(s)
[Memorandum Recommended for President’s Weekend Reading Entitled "U.S. and 
outh African Economic Leverage on Each Other" Is Included]

et: South Africa Fiche No.: SA00073
lassification Unknown Memorandum
emorandum for Mr. Bundy [Outstanding African Items: Secondary Boycott Move 
gainst South Africa]

et: Military Use of Space Fiche No.: MS00541 
lassification Unknown Memorandum 1 page(s) 
[Work, of the Special Committee Set Up under NSAM 156]

et: Nuclear History Fiche No.: Unpublished 1963/09/12
op Secret Memorandum of Conversation 12 page(s)
ummary Record of National Security Council Meeting, September 12, 1963, 11:00 
M — Report of the Net Evaluation Subcommittee [Transcript of discussion 
ttached] 

ecret Memorandum 1 page(s)
ational Security Action Memorandum 254 [Request for an Assessment of Soviet 
dvancement in the Area of Anti-Ballistic Missile Defense]

et: I
nclassified List 1 pane(s)
ttemdance List for the 517th Meeting Held on Thursday, September 12, 1963, at 
1:00 A.M. In the Cabinet Room of the White House

1963/08/02
lassification Unknown Memorandum 1 paqe(s)
emo fol' the President [Draft Guidance for Governor Stevenson on U.S. Position 
n the South African Issue in the U.N. Security Council]
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1363/10/23

Issues in the U.N. Securitjurity Council
Entitled "African

at:

at: 1963/11/26

1963/11/26

inarding Proposal to Hold NSC Standing Group Meeting 
h Africa and the Portuguese African Territories]

to Review U.S. Policy on

1963/11/29

warding NSC Standing Group Meeting to Review U.S. Policy 
Portuguese African Territories]

on South Africa and

1963/12/05

rriu a oujectiuii viie rivmcriu •i ljxi

as a Desk Officer for South West Africa and the High

Unpublished 1964/03/10

1964/03/10
fing Paper 
Study—Deci

page(s)
Act ionont ingency 

assembly to

;■ •;v ..v J;.•• • -vs*--

et:
ecret
[Rei 
he Portuguese

et: 
ecret

South Africa Fiche No. : Unpublished
Briefin

South Africa F.iche No. ; SA00099 
acret Memorandum ... ' '
[South African’Issues
□t ions]

South Africa Fiche No.: Unpublished
Memorandum page(s)

1963/11/01
2 page(s)

StuBy—becisive Action in the 17th Session of the UN General 
Enforce Respect for the Mandate of South West Africa

et: South Africa Fiche No.: SA00117
onfidential Memorandum 2 page(s)
[South African Government’s Objection to the Appointment of Ulrich Haynes, a

et: South Africa Fiche No.: Unpublished
ecret Memorandum 2 page(s) 
[Re “ ........................ ..................
out!

at: South Africa Fiche No.: SA00102 
lassification Unknown Memorandum 
ostow’s South Africa Study

South Africa Fiche No.: Unpublished
onfidential Memorandum 2 page(s)
outh Africa in the Security Council [Discussion concerning the African U. N. 
embers Proposal for an Oil Embargo against South Africa]

1963/10/29
. ..-4 ■ panels-) . . •/ • . ■ • . ■
?s in the U.N. Secunity Council and United'States Policy

South Africa Fiche No.: SA00096
onfidential Memorandum 6 page(s)
[South African and Portuguese-African
.iring November 1963; Central Intelligence Agency Memorandum  
eact ions to U.S. Positions and Security Council Debates on Portuguese 
erritories and South Africa" Is Attached]

et: South Africa Fiche No.: Unpi
ecret Memorandum 54 page(s)
riefing to NSC Standing Group: South Africa and South West Africa.

oung African American, 
ommission Terr i t or i es]
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1964/03/13
4 page 
nd DOD

rica (Attachment)

Nuclear History Fiche No. : Unpublished 1964/03/14Unp
ie (s)

9t: 1964/04/16

1964/06/02

in Dealing

1964/07/23

South Africa Fiche No.: SA00190at: 1964/07/29
ecret Memorandum 2 paqe(s) 
riefing Memorandum—Lewis Douglas on South Africa

et: 1964/08/17

1964/09/18
! pag
to Si

1964/09/22

et: 1964/09/23
ecret Memorandum 1 page 
urther to the Lockheed-South

at:
acret ,  ... . r.-.=_
outh Africa [U.S. Set in Motion Steps to Increase Its Flexibilit

South Africa Fiche No. : Unpublished
Briefing Paper 4 page(s)

to Reduce Dependence on Republic of South

. ;v in Deal mg
ith South Africa While at the same time Persuading South Africa to Comply with 
3J Decision!

South Africa Fiche No.: NP00989: SA00198
onfidential Memorandum 1 page(s)
[U.S. Nuclear Cooperation with South Africa; Purchase of an Allis-Chalmers 
xperimental Reactor by South Africa!

at: !
acret Briefing Paper ‘
;eps to be Taken by NASA and 
Fv* ■i .—v -J f +■

South Africa Fiche No. : SA00214
|6 (S)

i Africa Problem

South Africa Fiche No.: Unpublished
Memorandum 1 page(s)

et: South Africa Fiche No.: SA00213 
ecret Memorandum 6 page(s) 
roposed Lockheed Sale to South Africa

at: Nuclear Non-Proliferation Fiche No.: NP00985
acret Memorandum 1 page(s)
otes on the National Security Council Meeting, June 16, 1964

et: South Africa Fiche No.: SA00208 
ecret Memorandum 1 page(s) 
ockheed Aircraft Sales to South Africa

South Africa Fiche No.: Unpublished 
Memorandum 4 page(s)

[South African Revoma Trial!

?t:  ..  
op Secret Memorandum 1 pagetsY
elease Procedures for. Nuclear weapons Assigned-.(Excised)
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2t: 1964/09/28

1964/09/29

2 page(s)

1964/11/20

igmead Taylor Taswell as Ambassador Extraordinary and 
Lth Africa to the United States!

1964/12/07
page(s)

Proliferation

. m.

1964/12/10
page(s) 
ites on

et: 1965/01/21

South Africa Fiche No.: SA00249et: 1965/03/04
onfidential Memorandum 1 page(s)
[Regarding a Request for a Meeting with McGeorge Bundy by Georg 
merican Committee on Africa to Discuss the Coming National ConF

1965/03/12
1 page(s)

Satterfhwaite’s Views on South Affrica!

- ? ' *: < ...-L .S-

. ••.

et: !
Memorandum 1

[Regarding Harold  
lenipotent iary of Sou:

et: South Africa Fiche No.: SA00251
onfidential Letter
[Regarding Ambassador

. Je Houser of the
merican Committee on Africa to Discuss the Coming National Conference "South 
frican Crisis and American Action" to Be Held in Washington, March 21-23, 1965!

et: Tactical Nuclear Forces in Europe Fiche No.: NP01073
on-Classified Memorandum 4 page(s)
LG’s [Roswell L. Gilpatric’s! Notes on 12/9/64 Discussion with Messrs. Dean and 
cCloy on Problems of Europe and NATO [Cover Sheet Attached!

South Africa Fiche No. : SA00217 
onfidential Memorandum 2 page(s) 
ockheed Sale to South Africa

South Africa Fiche No. : Unpublished 
1 page(s)
d Langmea '

t?r et v luri, Minutes of Discussion, First
Room 303, Executive Office Building, 10:00 a. m. -6:20

Nuclear Non-Proliferation Fiche No. : NP01104
ecret Report 22 page(s)
Report to the President by the Committee on Nuclear Proliferation [Supporting 

apers for the Task Force and Major Issues Relating to the Discussion of Nuclear 
roliteration Attached!

at: South Africa Fiche No.: Unpublished
imited Official Use Memorandum 1 page(s)
emorandum For The President: Harry Oppenheimer [Meeting with Oppenheimer!

et: South Africa Fiche No.: SA00219 1964/10701
imited Official Use Memorandum of Conversation 2 page(s)
ockheed Sale to South Africa [MemCon between Vernon A. Johnson, Vice President, 
astern Region, Lockheed Aircraft Corporation and William H. Brubeck, White 
ousel

et: Nuclear Non-Proliferation Fiche No.: NP01064 
ecret Minutes 5
ommittee on Nuclear I
eeting—December 1, 1964,


