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'ason R. Baron

Enclosures

MARKING INITIALS: .DATE;

U.S. Department of Justice

Civil Division

Please let me know if I can be of further assistance on this 
matter.

I would ask that the you please substitute the attached 
analysis of the Declaration of John Podesta for the prior version 
provided on January 18, 1995. Based on further discussions with 
staff of OA, I've made revisions to several of the texts in'the 
right-hand column to account for the fact that OA has programmed 
the ARMS system to include certain "read” information, corre­
sponding to when particular E-mail messages have been read by one 
or more recipients. "Read receipt" information for other EOP 
components' E-mail systems is not, however, currently being 
automatically . , electronically) associated with texts of
messages.

Re: Podesta Declaration filed in Armstrong v. 
Executive Office of the President (D.D.C.) 
(Substitute Copy)

determined to be an administrative
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PRIVILEGED and confidential.

was

1993, was filed in 
--------; court's

DETERMINED TO BE AN ADMINISTRATIVE

MARKING INITIALS: Ofc DATE: 

What follows is a comparison in table form of the key 
representations made in the Podesta Declaration, and the actual 
accomplishments of the Administration to date with remaining 
issues to be worked out as noted in bold. Note: the attached 
prepared based on facts known to DOJ at this time.

S?!“5tf..?a??rs on stay "’O£i°n;

additional declarations 

stay

BACKGROUND

sSpp^t^Fdefend^s^

sta^in^an'ord ^rict^ourt^nied^

Of 8' 1993• The declaration was refiled
Cou-t f appellate papers on the same stay motion; the
Court of Appeals granted the stay on June 15,
referenced in the Podesta Declaration, ueoiaraci
from the Office of Administration in support of defendants' 
motion were filed by Arnold Shore and James Wright.
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REVISED: JANUARY 31, 1995

Text of Podesta Declaration Actual Accomplishments
4- Issues Remaining

OA fully instituted 
the first phase of the 
Automtic Records
Management System 
("ARMS") in July 1994. 
A large quantity of E- 
mail is being captured 
as "records" in ARMS 
and is being stored in 
electronic form.
(Other components also 
are maintaining E-mail 
recordkeeping data­
bases in electronic 
form: NSC, OSTP, USTR)

Still to be worked 
out:
(a) true easy 
searching capabilities 
for using ARMS to 
respond to FOIA and/or 
other requests
(current Phase I 
operation is cumber­
some due to necessity 
to load tapes)
(b) E-mail in ARMS is 
not "segregated" by 
records disposition 
category, just by 
component "buckets" 
OA is working on a 
"proof of concept" to 
test segregability.

"It is our goal to develop a 
technologically advanced 
computer system in the 
Executive Office of the 
President which will permit a 
significantly larger amount of 
electronic material to be 
permanently stored and 
segregated, in retrievable
form, than has ever been 
preserved in the past."
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Other E-mail systems 
operated by NSC, OSTP, 
and USTR do not have 
the present capability 
of automatically 
linking "read" or 
"read receipt” info 
with the originating 
outgoing messages.

"Moreover, it is our goal to 
implement new technology which 
will automatically make it 
possible to associate "who knew 
what when" information with 
particular e-mail messages."

However, saving word 
processing drafts and 
final documents 
generally in 
electronic form is 
beyond scope of ARMS.

ARMS is capturing "who 
knew what when" trans­
mission and receipt 
information (including 
full names of senders 
and all recipients, 
including on 
distribution lists, as 
well as time messages 
are being sent and 
when they have been 
read).

U "We would anticipate that with 
more sophisticated computer 
technology, the burden of 
recordkeeping for employees 
could be reduced, and it would 
become feasible to save a 
significantly greater range of 
material documenting the 
business of government in an 
electronic format."

The "Y/N" prompt on 
the OASIS/All-in-1 
system reduces 
recordkeeping burdens 
associated with E-mail 
to a minimum.
Moreover, to the 
extent word processing 
documents are sent 
over E-mail, they are 
being captured in
ARMS.
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"...the development of an 
enhanced system that will 
properly achieve the goals of

As stated above, ARMS 
is capturing informa­
tion as to when 
messages are read.

funding, and then the 
appropriate testing and 
implementation of an enhanced 
system."

The ARMS system 
constitutes a 
successful means of 
segregating
presidential record 
and federal record 
materials. The issue 
of long term 
preservation of back 
up tapes (containing 
both presidential and 
federal materials)
disposition authority 
for recycling still 
needs to be worked out 
between OA and NARA.

this Administration is a 
process that requires a careful 
redesign of the current system, 
the acquisition of necessary

As stated above, the 
technological means 
for connecting receipt 
information with other 
E-mail information has 
not been worked out 
for E-mail systems 
other than ARMS.

"... a variety of complicated 
technical issues must be 
addressed in connection with 
the implementation of the 
court's orders . . . For 
instance, the EOP agencies have 
not yet developed a
technological means for 
segregating electronic 
presidential records from other 
material and for connecting 
information relating to 
sending, receipt and content of 
particular e-mail information."

OA secured
appropriations in 
early 1994 for 
improvements to the 
current OASIS/All-in-1 
communications system 
(including development 
of Phase I and II of 
ARMS). Phase I of 
ARMS has been 
completed.

"The OASIS All-in-One system 
does not have the capacity to 
accommodate "read receipt" 
information for all e-mail 
messages."



P. 07• JP.N-31-95 TUE 18:10

10

io

See above for read 
receipt information.

Open issues exist 
concerning long-term 
recordkeeping of X.400 
and Internet E-mail 
traffic, as well as 
recordkeeping issues 
associated with new E- 
mail systems (like the 
X-Change network) and 
new applications 
(bulletin boards, web 
servers, etc.)

OA/EOP did institute 
the new ARMS system, 
which segregates 
presidential and 
federal records.

Recordkeeping guidance 
acquiesced in by 
plaintiffs was issued 
July 14, 1994, 
covering both in-house 
and external E-mail.

"...(Tjhe EOP and the Office of 
Administration are developing 
new e-mail systems for the EOP 
component offices. I have 
sought to ensure that any such 
new e-mail systems be designed 
to ensure that presidential and 
federal records be easily

I segregated and be able to 
| accomodate and maintain "read 
receipt" information for 
particular e-mail messages."

"I have insisted that in 
developing such e-mail systems, 
or in making plans to connect 
those systems with external e- 
mail networks, the fullest 
consideration be made to the 
requirements of the Federal 
Records Act and the
Presidential Records Act."
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Implementation of ARMS 
system has accom­
plished electronic 
recordkeeping for E-
mail.

when' information with 
particular e-mail messages."

What additional 
efforts at a
"comprehensive review" 
have been undertaken 
by a special 
interagency task force 
or otherwise are 
unknown;
use of term "all 
electronic systems 
material" is unclear 
with respect to the 
universe of computer 
applications (from 
word processing to 
dynamic databases) the 
declaration expects 
would be studied

"This Administration is 
considering developing more 
technologically advanced 
recordkeeping systems, and 
would issue additional guidance 
as we are able to acquire and 
implement those systems. It is 
and has been the intent of the 
Clinton Administration to 
conduct a comprehensive review 
of electronic systems 
management in the [EOP] and to 
develop policies and practices 
for the Clinton administration 
as a whole that will ensure 
that all electronic systems 
material is preserved in usable 
form . . . Upgrading these 
technological capabilities is a 
high priority of this 
administration, and we have 
created an interagency task 
force to assess and propose 
potential advancements in this 
area."

"I expect that the Clinton 
Administration, after it 
conducts its comprehensive 
policy and technology review, 
will be able to dramatically 
upgrade the quality of its 
computer systems. . . . [I]t is 
our goal to implement new 
technology which will 
automatically make it possible 
to associate 'who knew what

ARMS system has been 
implemented in part. 
Additional guidance 
issued on July 14,
1994, for OASIS/A11- 
in-1 and ARMS.
Arguably, a form of 
"comprehensive review" 
was conducted for E- 
mail in connection 
with implementation of 
new recordkeeping 
applications for 
systems used by NSC, 
OSTP, USTR as well as
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SCOTT ARMSTRONG, et al..

Plaintiffs,

v. Civil Action No. 89-142 (CRR)

FILED
Defendants.

FEB 14 1995c

E

APPEARANCES

EXECUTIVE OFFICE OF THE
PRESIDENT, et

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA

Anthony J. Coppolino and Jason R. Baron, 
_ , Civil Division,

With them on

FOR THE PLAINTIFFS: Michael E. Tankersley, attorney for Public 
Citizen Litigation Group, Washington, D.C. argued the case for the 
Plaintiffs. With him on the briefs was Alan B. Morrison attorney 
for Public Citizen Litigation Group, Washington, D.C.

FOR THE DEFENDANTS: 7 ‘  ‘
attorneys. United States Department‘of Justice,
Washington, D.C., -argued the case for the Defendants, 
the briefs were Frank W. Hunger, Assistant United States Attorney 
General, United States Department of Justice, Washington, D.C.; 
Eric H. Holder, United States Attorney for the District of 
Columbia; David J. Anderson, Elizabeth A. Pugh, Peter D. Coffman, 
and Carol Federighi, attorneys, United States Department of 
Justice, Civil Division, Washington, D.C.

CLERK. U.S. DISTRICT COURT
MEMORANDUM OPINION OF CHARLES R, RICHEY DISTRICT OF COLUMBIA

UNITED STATES DISTRICT C
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INTRODUCTION

Despite a long history of acting as an "agency," and after 

Council suddenly changed course in 1994 declaring that the National

Security Council is not an agency and thus not subject to the

(Copies of the declarations are attachedFederal Records Act.

Mem. of Presidenthereto and made a part hereof as Exhibit A,

1995, andClinton on "Access to NSC Records" dated March 24,

National Security Councilof William H.

National Security Council and Revised Disclosure and Disposition

Policy" dated March 25, 1994).

ignore the facts that the National Security Council ("NSC") 

performs rulemaking and adjudication and functions independently of 

agency, subject to the Freedom of Information Act, which requires 

that it must maintain and preserve its records in accordance with 

the Federal Records Act.

In particular, the Defendants contend that the NSC it not an 

agency, because its sole function is to advise and assist the

The Court finds, however, that this contention isPresident.

incorrect because the NSC performs traditional agency functions and 

In doing this on March 24 and 25, 
*

1994, (See Exhibits A and B), the Defendants would have the Court 

processing records pursuant to the Freedom of Information Act, the 

President and the Executive Secretary of the National Security

Exhibit B, Mem. of William H. Itoh,

Executive Secretary, on "Instructions on Presidential Status of the

admitting it was an agency, and thus subject to the Federal Records 

Act in this litigation, and notwithstanding a long practice of 

the President in many areas. Moreover, the NSC has operated as an 
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In this case, the Plaintiffs claim that the Defendants are 

1991) ; Armstrong v. Executive Office of the President. 1 F.3d 1274

(D.C. Cir. 1993). In addition, the NSC has stated that:

areas.

relate to sensitive national security matters.

Upon a careful consideration of the facts of this case, the

The Plaintiffs also claim that the NSC is an agency because 

the NSC is an establishment in the Executive Branch that exercises

Court concludes that the NSC is an agency, subject to the FOIA, and 

that it must maintain and preserve its records in accordance with

authority independently of the President by performing adjudicatory 

and "rulemaking functions and by performing duties in many key

Last, the Plaintiffs assert that a finding by the Court

that the NSC is an agency does not raise any constitutional 

concerns because the FOIA exempts from disclosure documents that 

The NSC does . . . acknowledge that documents received or 
created pursuant to the inter-agency process of the NSC are 
agency records for the purposes of the FOIA ....

(Joint Statement of Facts 1 171 (December 8, 1992)).

operates independently of the President in many areas. Moreover, 

their contention that this decision will intrude on the exercise of 

Presidential powers and responsibilities is also wrong because 

Congress, in enacting the Freedom of Information Act ("FOIA"), 

specifically provided that material relating to national security 

shall not be disclosed.

barred from asserting that the NSC is not an agency, because the 

Defendants conceded that it is an agency in the two prior Court of 

Appeals' opinions. See Armstrong v. Bush. 924 F.2d 282 (D.C. Cir.
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there

That same year, this Court held as a preliminary matter that 

the President's and the NSC's compliance with the Federal Records 

Act and the Presidential Records Act was judicially reviewable.

PROCEDURAL HISTORY

This case was filed in 1989 at the close of President Reagan's 

Administration by journalist Scott Armstrong, the National Security 

Archive and several other individuals and organizations claiming, 

inter alia# that the President, the Archivist, and the NSC's 

recordkeeping practices failed to comply with the Federal Records 

Act and the Presidential Records Act.

1 Although the guidelines have also been labeled as 
"guidance," the Defendants offer no definitive explanation that 
there is a difference between the terms "guidelines" and 
"guidance." (Tr. of Motions Hearing at 66 U 15-25 (November 16, 
1994)). Therefore, the Court shall refer to them as "guidelines" 
having the force of law.

the Federal Records Act, except when high level officials of the 

NSC are acting solely in their capacity to advise and assist the 

President. Consequently, the Court shall declare the NSC's 

recently changed guidelines1, classifying its records as 

■Presidential" Records, contrary to history, past practice and the 

law. (A copy of the old guidelines that were revoked by the March 

25, 1994 declaration is attached hereto and made1a part hereof as 

Exhibit B). Moreover, the Archivist shall be directed to perform 

her obligations with respect to NSC records under the Federal 

Records Act and to do so without any "further delay as this case is 

important to the nation and the very credibility of this and future 

administrations.
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Armstrong v.
1989) . However, since

there were

Defendants' compliance with those
this

(D.D.C. 1989).

and

Cir. 1991).
a further

s electronic

President. 810

f5^® Court's ruling on remand,
“* "• Complaint dropped the President

,—-- ------ - — of ths
(Sfifi Third Amended Compl. 13-15).

NSC's recordkeeping

between Federal

pursuant to the

Bush. 924 F.2d 282, 291-93 (D.C. 

However, the Court of Appeals remanded for

development of the record to determine whether the NSC'

recordkeeping guidelines were consistent with law. id,

This Court on remand2 ruled on January 6, 1993, inter alia, 

that the Executive Office of the President's management of their 

electronic records violated the law because 

information from the electronic

not all the pertinent

records was being saved on hard

copy or paper. Armstrong v. Executive Office of the

F. Supp. 335, 341-42 (D.D.C. 1993).

t

, or in 
the alternative for Summary Judgment, and allowed the parties to 

proceed with discovery. AimgJtrong v. Bush. 721 F. Supp. 343

At that stage in the litigation, the Court did not

address the substantive question of whether the

guidelines appropriately distinguished

Presidential Records.

On appeal, the Court of Appeals for this Circuit affirmed this 

Court's ruling by agreeing that the adequacy of the NSC's 

recordkeeping guidelines was judicially reviewable

Federal Records Act. Armstrong v.

-PUSh, 721 F. Supp. 343 (D.D.C.

some unresolved factual issues with respect to the 

recordkeeping statutes,

Court denied the Defendants' Motion to Dismiss the Complaint

2 r '
amended their Complaint.

President as a Defendant.

the Defendants

Sr.t^nda"t a2ded- aUS' Executive Office
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Thereafter, another appeal was taken in which the Court of

Presidential Record were judicially reviewable and, accordingly,

Records rather than Federal Records.1 Armstrong v. Executive

Office of the President. 1 F.3d 1274, 1278, 1296 (D.C. Cir. 1993).

After the Court of Appeals' remand, President Clinton stated

Also in response to this litigation, the National Archives and 
Records Administration ("NARA") finally proposed new regulations 
applicable to all Federal agencies. 59 Fed. Reg. 13906 (March 24, 
1994) (A copy of the proposed regulations is attached hereto and 
made a part hereof as Exhibit D). The NARA's proposed regulations 
prescribe the management of "Federal records created or received on 
an E-mail system." Id. Moreover, the proposed regulations apply 
to "all Federal government agencies." Id. (emphasis added).

The Court notes that the recent guidelines of the Executive 
Office of the President with respect to the Office of 
Administration, the Office of the United States Trade 
Representative, the Office of Science and Technology Policy, the 
Office of Management and Budget, the Office of National Drug 
Control Policy and the Council on Environmental Quality, and those 
of the NARA that were developed as a result of this litigation, are 
not now in dispute. (See, e.g.. Stipulation and Order of January 
27, 1994 at 13-14; Order of June 22, 1994).

remanded to this Court to determine whether the NSC's recordkeeping 

guidelines inappropriately classify some documents as Presidential

Appeals for this Circuit held that the NSC's guidelines that 

initially categorize its records as either a Federal Record or a

1 In response to this Court's decisions and the Court of 
Appeals' affirmance, new recordkeeping guidelines were issued for 
the major components of the Executive Office of the President. (A 
copy of the guidelines is attached hereto and made a part hereof as 
Exhibit C; see also Letter from Jason R. Baron, Attorney, United 
States Department of Justice, to Michael E. Tankersley, Attorney, 
Public Citizen Litigation Group, dated July 15, 1994). These new 
guidelines cover the following major components of the Executive 
Office of the President: (1) the Office of Administration; (2) the 
Office of the United States Trade Representative; (3) the Office of 
Science and Technology Policy; (4) the Office of Management and 
Budget; (5) tha Office of National Drug Control Policy; and (6) the 
Council on Environmental Quality. (Exhibit C).
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in a March 24, 1994 memorandum to Anthony Lake and William Itoh

that he was advised of this case and the Government's legal

position herein. (Exhibit A) . Further, President Clinton's

memorandum directed, inter alia, that the NSC:

the next day, 1994, NSC ExecutiveHowever, on March 25,

Secretary William Itoh issued a written memorandum, which was not 

wholly consistent with what the President himself stated above.

(Joint Statement of Facts 1 53; Exhibit B). Mr. Itoh stated that

the NSC is not an "agency" and that all of its records are

Presidential Records, and thus not subject to the FOIA. 1SL.

Accordingly, the Defendants' memorandum asserts that the NSC may 

classify all of its records solely under the Presidential Records

Act. Id,

STA^ f OF THE QUESTION PRES

Whether a government entity, namely the NSC, which has

historically treated itself as an agency, and has engaged in a 

multitude of functions independently of "advising and assisting the

President," just like other components of the Executive Office of

"agencies" subject towhich admittedly arethe President, the

Freedom of Information Act® and the Federal Records Act, can

A) .

the 
act 

inconsistently with what the Court holds in this case. (See Exhibit

Establish procedures for access by the public to appropriate 
NSC records of the current Administration.*

* The Court observes that from a plain reading of 
President's own words, the President did not, in reality,

1 From 1975 until March 25, 1994, the NSC subjected itself 
to the Freedom of Information Act. (See Exhibit B; and pages 31, 
33, infra).
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a reasoned

Act.

f£C, 444 F.2d 841, 852 (D.C. Cir. 1971), cert, denied. 403 U.S. 923 

(1971) .

Accordingly, the Archivist would be 

required to fulfill her duties as prescribed by the Federal Records

"agency," the NSC's documents would be subject to the FOIA and it 

would have to maintain and preserve its records in accordance with 

the Federal Records Act.

This case is not a political question but one of statutory 

construction, and it is one requiring deference to a longstanding 

practice of an agency. It involves, inter alia, a sudden change in 

position that is not only contrary to law but without any reasoned 

explanation for the change. See Greater Boston Television Corp, v.

unilaterally after many years of treating itself as an agency, 

suddenly change its designation without offering

explanation for the sudden change, and thus declare that it is no 

longer an "agency?"*

Count I is a claim under the Freedom of Information Act. 
Pursuant to prior stipulations and Court orders, (see, e.g. 
■Stipulation and Order" dated January 27, 1994), the Defendants are 
currently processing materials pertinent to the Freedom of 
Information Act claim. Thus, the Plaintiffs' claim under count I 
is not before the Court at this time.

If the NSC's declaration that it is not an "agency" is true, 

then it may classify all of its records solely as Presidential 

Records. On the other hand, if the Court finds that the NSC is an

* The resolution of the status of the National Security 
Council will resolve counts II and III of the Plaintiffs' three 
count Complaint, wherein they assert that the Defendants' record­
keeping guidelines violate the Federal Records Act, and that the 
Archivist has failed to carry-out her duties under the Federal 
Records Act. (See Third Amended Compl. at H 40-47).
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the

his

However,

or,

this is a country of laws and not of 

persons and no one including the President is above the law as set 

forth in the Constitution and laws of the States. This is also why 

we have independent Courts with the power of Judicial Review going 

back to Marbury v, Madison. 5 U.S. 137 (1803).

* The Defendants also filed, on October 7, 1994, a Motion 
to Withdraw and Amend Prior Responses to Requests for Admissions 
wherein the National Security Council previously characterized some 
of its functions as that of an "agency," and asserted that the 
National Security Council is subject to both the Federal Records 
Act and the Freedom of Information of Act.

To settle the matter in accordance with the Court of Appeals' 

remand, the parties filed the instant Cross-Motions to Dismiss, 

in the Alternative, for Summary Judgment,’ Oppositions, and Replies 

thereto, which are now before the Court.* In light of the papers

Although the parties' briefs exceed the page limitations 
prescribed in the Local Rules, the parties filed along with their 
briefs, Motions to exceed the page limitations. To allow the 
parties an opportunity to fully brief their positions in this case, 
and in the interests of justice, the Court shall grant the Motions.

, Moreover, the Court shall treat the parties' Motions as those 
for Summary Judgment for two reasons. First, the parties' Motions 
refer to matters outside the scope of the pleadings. According to 
Rule 12 of the Federal Rules of Civil Procedure, whenever "matters 
outside the pleading are presented . . . the motion shall be 
treated as one for summary judgment." Fed. R. Civ. Pro. 12(b) (6) . 
Second, as required by Local Rule 108(h), the parties have filed 
statements of material facts as to which there is no genuine issue.

This Judge has the highest regard for the other two co­

ordinate Branches of the Government and would not knowingly intrude 

on their power and the exercise of their constitutional duty, 

same is true of this Court's respect for the institution of 

Presidency including our current Commander-in-Chief and 

predecessors.
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filed by the parties, the underlying law, the entire record herein, 

and oral argument, the Court shall grant the Plaintiffs' Motion for

Summary Judgment, and deny the Defendants' Motion.

files and documents.

policy, procedural. andfunctional,organizational,contain

When employing these

electronic systems,

Records."Federal"distinguish between

operational information regarding the NSC.

NSC staff members are not instructed to

Since the early 1980's, the NSC has used electronic mail

(Joint Statement of Facts at 1 42).systems to manage information.

All NSC staff members have access to these systems, which allow 

"Presidential" and

With respect to admissions, Rule 36(b) of the Federal Rules of 
Civil Procedure provides that:

[T]he court may permit withdrawal or amendment [of admissions] 
when the presentation of the merits of the action will be 
subserved thereby and the party who obtained the admission 
fails to satisfy the court that withdrawal or amendment will 
prejudice that party in maintaining the action or defense on 
the merits.

In the exercise of its discretion and in the interests of 
justice, the Court shall deny the Motion because the Defendants 
filed this Motion after discovery was completed, after the 
Plaintiffs filed their pleadings relying on the admissions, and 
after the parties entered into a joint statement of undisputed 
facts referring to the admissions. Also, to allow withdrawal of 
these admissions now would result in prejudice because discovery 
would have to be reopened to allow the Plaintiffs an opportunity to 
obtain evidence on the matters covered in the responses.

users electronically to transmit mail, generate calendars of 

appointments and meetings, create and edit memoranda, and transfer

These electronic communications systems

Fed. R. Civ. Pro. 36(b). According to the Rule, permission to 
withdraw is committed to the discretion of the Court. See Id,
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(Responses of NSC to Plaintiffs' Requests for Admissions, RFA 1-11

Copies of the information from these electronicat 61 (1994)).

systems are regularly copied onto "backup tapes," which contain

information and Clintoncreated during Bush,the Reagan,

(See Joint Statement of Facts 5 46 (October 3,administrations.

Currently, the "backup tapes" are being retained by the1994)).

Defendants in accordance with previous Court-ordered injunctions.

According to the NSC, since it is not an "agency" as defined in the

Federal Records Act or the FOIA, the records created on these

electronic systems are not agency records that would be subject to

(Exhibit B).the Federal Records Act.

Notwithstanding the NSC's current declaration that it is not

an agency, in previous pleadings filed with the Court, the NSC has 

stated that it performs the dual functions of advising and

and performs independent functions.assisting the President,

(Joint Statement of Facts 1 171 (December 8, 1992); see Exhibit B) .

previously acknowledged thatDefendants havetheMoreover,

■documents received or created pursuant to the inter-agency process 

of the NSC are agency records for the purposes of the FOIA. . . n

(Joint Statement of Facts 1 172 (December 8, 1992) (citing

924 F.2d 282, 286 n.2 (D.C. Cir. 1991))).

The Recordkeeping StatutesA.

Prior to the NSC's March 25, 1994 declaration that it is not

an agency, the NSC's recordkeeping guidelines distinguished between

Federal and Presidential Records. Bush. 924Armstrong v

F.2d 282 (D.C. Cir. 1991). The Federal Records Act ("FRA") governs

Armstrong v. Bush.
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a federal agency's duties with respect to managing Federal Records.

According to the FRA, the head of each agency is to:

44 U.S.C. § 3101. Moreover, agency heads are to "establish and

efficient [records] management," and "establish safeguards against 

the removal or loss of records [the agency head] determines to be

necessary and required by regulations of the Archivist." Id, at

Records that are subject to the Federal Records Act3102, 3105.

are immediately subject to the FOIA. See 5 U.S.C. § 552. Further,

recordkeeping guidelines promulgated under the FRA are subject to

judicial review.

Cir. 1991).

duty to determine if a record is suitable for destruction by

deciding if the record has

research, or other value to warrant [its] continued preservation."

44 U.S.C. § 3303(a).

their management and disposal.

In contrast to Federal Records, the President has greater 

control over documents generated during his term of office that 

Consequently, documents that qualify as a

Federal Record are subject to specific guidelines and procedures in 

[M]ake and preserve records containing adequate and proper 
documentation of the organization, functions, policies, 
decisions, procedures, and essential transactions of the 
agency and designed to furnish the information necessary to 
protect the legal and financial rights of the Government and 
of persons directly affected by the agency's activities.

To dispose of a Federal Record, an agency must first gamer 

the approval of the Archivist. The Archivist is vested with the 

924 F.2d 282, 292-92 (D.C.

"sufficient administrative, legal.

maintain an active, continuing program for . . . economical and 

qualify as a Presidential record. See 44 U.S.C. § 2204. Under the

Armstrong v. Bush.
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Presidential Records Act ("PRA"):

44 U.S.C. § 2203 (emphasis added).

writing, of the Archivist concerning the proposed disposal of such

Presidential Records," and the Archivist consults with Senate and

House Committees "with respect to any proposed disposal of

Presidential Records." Id.

the PRA

provides that:

Id. In addition, before the conclusion of his term of office, the

President is to specify a duration, "not to exceed twelve years,

for which access shall be restricted with respect to information.

The restriction on

Presidential Record material applies to certain categories of

in a Presidential Record." access to

[T]he Archivist of the United States shall assume 
responsibility for the custody, control, and preservation of, 
and access to, the Presidential records of that President. 
The Archivist shall have an affirmative duty to make such 
records available to the public as rapidly and completely as 
possible consistent with the provisions of this Act. . . .

[Moreover,] [t]he Archivist is authorized to dispose of 
such Presidential records which he has appraised and 
determined to have insufficient administrative, historical, 
informational, or evidentiary value to warrant their continued 
preservation. Notice of such disposal shall be published in 
the Federal Register at least 60 days in advance of the 
proposed disposal date. Publication of such notice shall 
constitute a final agency action for purposes of review under 
chapter 7 of title 5, United States Code.

[T]he President shall take all such steps as may be necessary 
to assure that the activities, deliberations, decisions, and 
policies that reflect the performance of his constitutional, 
statutory, or other official or ceremonial duties are 
adequately documented and that such records are maintained as 
Presidential records. . . .

In addition, after the President leaves office, 

The PRA further provides that the President may only dispose 

of his Presidential Records after he "obtains the views, in 
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information contained in a Presidential Record, such as personnel 

and medical files, the disclosure of which would clearly constitute

an unwarranted invasion of personal privacy, or information

involving confidential advice between the President and his

advisors, etc. 44 U.S.C. § 2204.

The Structure Off The National Security CouncilB.

The National Security Act of 1947 established the NSC. 50

Pursuant to the Reorganization Piaui No. 4 of 1949,U.S.C. § 402.

the NSC was transferred to the Executive Office of the President

As an entity within the EOP, the NSC has a separate("EOP").

budget and staff, and a firm structure.

From fiscal years 1983 to 1995, the NSC's budget has rauiged

from approximately $4,000,000 to $7,000,000. (See Budget of the

United States Government (1985); Mem. from J. Robert Manzanares,

Director of Administration, to Robert S. Dotson, Chief, Air Force

Branch of National Security Division Office of Management and

Budget, entitled "FY 1995 Submission" (1993)). In fact, last week

President Clinton transmitted his budget to Congress requesting

(Fiscal Year 1996 Budget$6,648,000 for the operation of the NSC.

Submission (February, 1995)).

Pursuant to the National Security Act of 1947, the NSC has its

consisting of approximately one hundred fiftystaff.own

individuals drawn from various executive departments and agencies,

(Defs.' Resp. and Supplementaland from outside the government.

Internal documents created before March,Resp. to Inter. No. 2).

state that the NSC staff acts as members of an agency.1994,
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(Letter from Stephen J. Rademaker, NSC Deputy Legal Adviser, to

Mark M. Richard, Deputy Assistant Attorney General, United States

Department of Justice (August 26, 1992); NSC Mem. on "United States 

of America v. Caspar Weinberger" (1992)).

committees or groups consisting of: (1) a principals' committee;

(2) a deputies' committee; and (3) interagency working groups.

Various regulations, Executive Orders andstatutes,

Directives prescribe the functions

and

adjudication, and its role in specific policy areas. g.g. >

National Security Act of 1947 §§ 102, et seq.Exec. Order No.

46 Fed. Reg. 59942 (1981); National Security Decision12,333,

Directive 65 (1982).

DISCUSSION

This case comes before the Court on Cross-Motions for Summary

Summary judgment shall be rendered upon a showing that

moving party is entitled to judgment as a matter of law. Fed. R.

Civ. P. 56(c); Matsushita Elec

Liberty Lobby, Inc.. 477475 U.S. 574, 585-87 (1986); Anderson v

255 (1986); Celotex Corp,242,U.S. v.

(1986); Frito-Lay, Inc, v, Willougby. 863 F.2d 1029, 1032 (D.C.

Cir. 1988). For the reasons set forth below, the Court shall grant

Summary Judgment in favor of the Plaintiffs.

With respect to its structure, the NSC, pursuant to various

Presidential Directives, is divided into a three-tiered system of

Indus. Co. v. Zenith Radio Corp..

Judgment.

there is no genuine issue as to any material fact and that the

that the NSC performs

independently of the President, such as rulemaking

Catrett. 477 U.S. 317
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The "law of the case" doctrine states that:

Palmer v, Kelly, 17 F.3d 1490, 1494 (D.C. Cir. 1994); Williamsburg

Wax Museum v. Historic Figures, Inc.. 810 F.2d 243, 250 (D.C. Cir.

1987) (internal citation omitted). However, if an issue has not

previously been decided, the "law of the case" doctrine does not

apply.

the Earth v, Reilly.

Contrary to the Plaintiffs' arguments, the Court finds that since 

not apply to the instant case, and therefore, this Court is not

precluded from deciding the issue.

The first appeal.

PXfiSident, 924 F.2d 282 (D.C. Cir. 1991), did not decide the issue

Quern v, Jordan. 440 U.S. 332, 347 n.18 (1979) (citing In 

re Sanford Fork & Tool Co.. 160 U.S. 247 (1895)); see Friends of

the issue of the NSC's status has not been decided in the two prior 

Court of Appeals' decisions, the "law of the case" doctrine does 

I. THE "LAW OF THE CASE" DOCTRINE DOES NOT BAR THE COURT FROM 
DECIDING THE STATUS OF THE NSC BECAUSE THE ISSUE HAS NOT BEEN 
PREVIOUSLY DECIDED.

[A] legal decision made at- one stage of litigation, 
unchallenged in a subsequent appeal when the opportunity to do 
so existed, becomes the law of the case . . . and the parties 
are deemed to have waived the right to challenge that decision 
at a later time.

Before the Court can address the gravamen of this dispute, to 

wit, whether the NSC is an agency, it must first respond to the 

Plaintiffs' contention that since the NSC has not previously 

challenged the two prior Court of Appeals' cases allegedly 

acknowledging that the NSC is an agency, this Court is now barred 

from deciding the issue under the "law of the case" doctrine.

Armstrong v. Executive Office of the

966 F.2d 690, 696 n.7 (D.C. Cir. 1992).
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because the question of whether the NSC is an "agency," subject to

the FOIA, first arose only after the Court of Appeals' decision.

Mot. for Summ. J. at 50-56 (July 6,

1992)) .

Likewise, the Court of Appeals in Armstrong v Executive

Office pf-the President, i F.3d 1274 (d.c. cir. 1993), the second 

appeal, did not decide the issue either. In remanding back to this

Court, the Court of Appeals in that case specifically stated that

the issue of the NSC's status as an agency "has never been

definitely resolved." Id, at 1296.

Since the NSC's has never been

previously decided, the Court finds that the "law of the case"

doctrine does not bar this Court's determination of the issue.

The Court shall now turn to the merits of the instant dispute.

II.

To be an agency. an entity must satisfy a two pronged

analysis.

executive branch." 5 U.S.C. § 552(f). Second, the entity must

exercise "substantial independent authority" to the extent that its 

role is not limited solely to giving advice and assistance to the

President. Soucie v, David, 448 F.2d 1067 (D.C. Cir. 1970); see 5

U.S.C. § 551(1) and 552(f).

In the instant case, the Court finds that both prongs of the 

agency test are met as applied to the NSC.

THE COURT FINDS THAT THE NSC IS AN AGENCY BECAUSE THE NSC IS 
AN ESTABLISHMENT IN THE EXECUTIVE BRANCH AND EXERCISES 
SUBSTANTIAL INDEPENDENT AUTHORITY SUCH THAT IT DOES NOT SOLELY 
RENDER ADVICE AND ASSISTANCE TO THE PRESIDENT.

(See Pls.' Opp'n to Defs.'

First, an entity must be an "establishment in the

status as an "agency"
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JL.

executive branch" and, therefore, meets the first prong of the

agency test.

Cir. - 1993) . In examining the nature of the NSC, the Court

First, the NSC by statute was provided with a separate staff.

50 U.S.C. § 402(c) (the NSC "shall have a staff"). In fact, during

the past three Presidential administrations, there have been

Second, the NSC has a firm structure.

National Security Council." 50 U.S.C. § 402(a). In its current

In

(See Budget of the United States

The NSC was created by 

the issuance of an affirmative statutory mandate when Congress 

stated that "it]here is established a council to be known as the

set-up, the NSC has twenty-five separate interagency working groups 

operating within its structure and, as indicated by the NSC's 

organizational chart, the NSC staff is organized into separate 

offices responsible for particular regions or functions.

approximately one hundred fifty individuals on the NSC staff. 

(Defs.' Resp. and Supplemental Resp. to Inter. No. 2).

The NSC Meets The First Prong Of The Agency Test Because 
It Is An Establishment In The Executive Branch That Has 
A Separate Staff And A Firm Structure.

According to the law of this Circuit, an entity that has a 

separate staff and a firm structure is an "establishment in the

concludes that since the NSC has a separate staff and a firm 

structure, it is an establishment in the executive branch.

Finally, 

the Court notes that the NSC has a separate budget, which now 

totals in excess of $6,000,000.

addition, the NSC contains multiple "interagency working groups" 

that report to the NSC. (Joint Statement of Facts 1 23) .

Mever v. Bush. 981 F.2d 1288, 1293, 1295-96 (D.C.
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Government (1985);

National Security Division Office of Management and Budget,

entitled "FY 1995 Submission" (1993)).

indicated by the foregoing facts, the Court concludes that the NSC

satisfies the first prong of the agency test.

B.

The second prong of the agency test was established by this

448 F.2d 1067 (D.C. Cir. 1970). In

that case, the Court of Appeals had to decide whether the Office of

Science and Technology ("OST") is an agency subject to the FOIA.

See Id. at 1070-71. The Court held that despite the fact that the

OST advised and assisted the President, it is an agency because it

performed additional independent functions. at 1074.

In finding the OST to be an agency, the Court of Appeals

developed what has become known as the "sole function" test.

entity that exercises substantial independent authority aside from

advising and assisting the President is an agency. Soucie v

DSYid, 448 F.2d 1067 (D.C. Cir. 1970); £££ 5 U.S.C. 552(f) (citing

5 U.S.C. 551(1)).

It is undisputed that the "sole function" test applies to the

Since the NSC has a separate staff and a firm structure, as

The NSC Meets The Second Prong Of The Agency Test Because 
It Exercises Substantial Independent Authority Through 
The Performance Of The Traditional Aoencv Tasks Of 
Rulemaking And Adjudication, And Because It Performs Many 
Functions Independently Of The President.

Administration, to

According to this test, the second prong of the agency test, an

Robert S. Dotson, Chief, Air Force Branch of

Mem. from J. Robert Manzanares, Director of

is an "establishment in the executive branch" and, therefore,

Circuit in Soucie v. David.
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instant case. (Defs.' Mot. for Summ. J. at 33-34). The Defendants 

contend, however, that under that test, the NSC's sole function is 

that the Defendants are simply incorrect.

1.

satisfies the sole function test. Under the Administrative

Procedure Act ("APA"), entities that perform rulemaking and

adjudicatory functions are considered agencies. Sse 5 u.s.c. §§

A close examination of the facts of this case554.

indicates that the NSC performs the same

its regulations in the Code of Federal

Regulations, the NSC has performed rulemaking.

Regulations are considered agency documents that have "legal

effect.■ 44 U.S.C. § 1510(a). Consequently, regulations that

of Federal Regulations are

presumptively deemed rules of an agency. See Brock v. Cathedral

Bluffs Shale Oil Co., 796 F.2d 533, 539 (D.C. Cir. 1986) (Scalia,

J.); accord American Mining Congress v. Mine Safety & Health

Admin., 995 F.2d 1106, 1109, 1112 (D.C. Cir. 1993). In this case,

in the

the NSC has performed rulemaking by issuing many regulations that 

have been subsequently published

become published in the Code

Code of Federal

In publishing

adjudicatory and

rulemaking functions that are indicative of a classic "agency" 

under the APA.

By statute, only 

the regulations that become published in the Code of Federal

551, 553,

The NSC Performs The Traditional Agency Functions 
Of Rulemaking And Adjudication.

First, because the NSC performs rulemaking and adjudication, 

it exercises authority independently of the President, the NSC

to advise and assist the President. Id. at 40-53. The Court finds 
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Regulations.

£££ 47 C.F.R.

the NSC also

With respect to the

C.F.R. In accordance with this 

authority, the NSC staff adjudicate approximately 1,500 FOIA and 

mandatory review requests each year. (Dep. of David Van Tassel, 

NSC Director of Access Management at 23-24, 51 19-18). In 

addition, the NSC staff has primary and authoritative review 

responsibility regarding FOIA requests for material classified and

The NSC has, several times, issued regulations governing 

procedures for requesting information that were published in the 

Code of Federal Regulations. See generally. 32 C.F.R. §§ 2101- 

2103. Moreover, in conjunction with the Office of Science and 

Technology Policy, the NSC has issued regulations, published in the 

Code of Federal Regulations, governing national security and 

emergency preparedness. 47 C.F.R. §§ 201-216. Last, pursuant to 

an Executive Order, the NSC has issued a circular prescribing the 

procedures for handling telecommunications systems, which has also 

been published in the Code of Federal Regulations.

§ 213.1(b) .

In addition to numerous rulemaking functions,

performs various adjudicatory functions.

declassification of national security information, the NSC is 

empowered to review and overturn declassification decisions made by 

other agencies. Exec. Order No. 12,356, 47 Fed. Reg. 14879 (1982); 

22 C.F.R. § 9.16. With respect to the FOIA, the FOIA regulations 

of other agencies require that requests for NSC or White House 

documents be referred to the NSC for review and determination. 32 

§§ 286.7; 518.26; 701.8(i).
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32 C.F.R. § 2101.41(a)(1).

Sfig 32 C.F.R. § 2003.20; 48 Fed. 40849.

See 56 Fed. Reg. 6701.

As the above facts indicate, the NSC performs the classic

agency functions of rulemaking and adjudication. In performing

such functions, the NSC exercises authority independently of the

President and thereby satisfies the sole function test.

2.

In addition to satisfying the sole function test by performing

the traditional agency functions of rulemaking and adjudication.

the NSC also satisfies the test by virtue of its role in many

different policy areas. As required by the sole function test, the

NSC in each of these areas operates independently of the President.

Ithe NSC is the head of the CentralBy statute,

Intelligence Agency ("CIA"). National Security Act of 1947, ch.

343, Pub. L. 253 (1947) . According to the statute, the CIA is "to

perform such . . . functions and duties .

the NSC is "the highest Executive Branch entity that provides

First, the NSC plays a role in Intelligence independent of the 

President.

maintained by the NSC, by the President, or by his staff where 

there is an NSC interest.

Reg.

Moreover, the NSC makes decisions on export license applications 

that raise nuclear non-proliferation or national- security issues.

With respect

to government security agreements, the NSC reviews and approves the 

language used in the agreements in order to protect classified 

information.

The NSC Exercises Substantial Authority 
Independently Of The President In Key Policy Areas.

. . affecting the

national security as the National Security Council may from time to 

time direct." Id, More importantly, pursuant to Executive Order,
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review, guidance and direction to the conduct of all national 

foreign intelligence, counterintelligence, special activities, and 

Reg. 59942 (1981).

Second, the NSC plays a role in protecting National Security

security program

responsibilities of federal agencies with respect to classifying,

safeguarding sensitive national securitydeclassifying, and

information. Exec. Order No. 12,356, 47 Fed. Reg. 14881 (1982).

The NSC is charged with providing "overall policy direction" for

the NSC is responsible forthis program. Furthermore,

providing overall policy direction for a National Industrial

which controls the release of classifiedSecurity Program,

information to contractors.

reviews regulations governing other agencies' security practices.

and conducts nearly 1,000 mandatory declassification reviews. See

Id, : (Dep. of David Van Tassel, NSC Director of Access Management,

at 23-24, 11 19-18).

in Telecommunicationsthe NSC plays a roleMoreover,

In 1963, the President establishedindependent of the President.

a National Communications System to link the communication 

facilities of the federal agencies and to conduct planning 

necessary to provide communications in national emergencies.

"Memorandum to the Heads of Executive(President Kennedy's

governs thesecurity, an information

Exec. Order No. 12,829. Also, the NSC

attendant policies and programs." Exec. Order No. 12,333, 46 Fed.

Departments and Agencies" (1963)) . Pursuant to an Executive Order,

Information independent of the President. In the area of national
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the NSC was given the responsibility for directing, coordinating 

and developing policies and programs of the National Communications 

System. Exec. Order No. 12,046. By virtue of a 1990 Directive, an 

NSC committee is responsible for federal policies with

the security of telecommunications systems.

Directive (1990) .

Furthermore, an Executive Order and various Directives have 

vested the NSC with overall responsibility for a national security 

emergency preparedness policy. See Exec. Order No. 12,656; 

National Security Decision Directive 47 (1982); National Security 

Decision Directive 314 (1988).

In addition, the NSC plays a role in Arms Control Verification 

independent of the President. Under President Reagan, the NSC was 

responsible for monitoring arms control compliance and overseeing 

START and INF verification programs. National Security Decision 

Directive 65 (1982). Under President Bush, NSC committees were to 

provide guidance to United States' inspection teams and to 

■coordinate verification research and development efforts."

Mem. on "Verification Technology Working Group" (1990)).

The NSC also plays a role in Nonproliferation independent of 

the President. An NSC sub-group is responsible for reviewing any 

export licenses that propose to export items that potentially 

involve nuclear explosives. 42 U.S.C. § 2139a(c). Interagency 

disputes over such licenses are resolved through the use of NSC 

procedures. 56 Fed. Reg. 6701 § 5.a(ii) (1991). Further, pursuant 

to a National Security Directive, the NSC reviews export licenses
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another

of the President.

(1985)) .

CIRCUIT'S PREC:

See, e.g.. Sierra

581 F.2d 895 (D.C. Cir. rev'd on othpr

such as

was an

111 • ^—COURT'S FINDING THAT THE NSC IS AN AGENCY FOLLOWS THIS 
—— —------- - 4

As the above facts indicate, the NSC exercises substantial 

authority independently of the President.

1978),

grounds, 442 U.S. 347 (1979); Pacific Legal Found, v. Council on

Envtl. Quality. 636 F.2d 1259 (D.C. Cir. 1980).

In Sierra .Club, the Court of Appeals held that although the 

Office of Management and Budget assists the President, it is an 

agency because it performs additional tasks as well, 

preparing the Budget for Congress. Sierra Club. 581 F.2d at 902.

Two years later, in Pacific Legal Foundation, the Court of 

Appeals held that the Council on Environmental Quality

Accordingly, under the 

sole function test, the Court finds that the NSC is an agency.

concerning nonproliferation policy when requested by

agency. National Security Directive 53.

Finally, the NSC plays a role in Public Diplomacy independent

The NSC coordinates and directs international

broadcasting and public affairs to generate support for national 

security objectives. (NSC Mem. on "NSDD-77 on Public Diplomacy" 

In addition, the NSC provides "aid, training and

organizational support for foreign governments and private groups." 

IsLu

This Circuit has, several times, applied the Soucie v. David 

sole function test to other entities within the Executive Office of 

the President and found them to be agencies.

Club v, Andrus.
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agency. F.2d at 1263.

it

one

and assistance to the President. In fact, this case is even easier

be agencies on the basis of just one or more additional functions 

areas.

an agency, but rather an "alter ego" of the President, in view of 

beyond advising and assisting the President, the NSC, in this case, 

exercises authority independently of the President in numerous 

Nevertheless, despite the facts of this case and the legal 

precedent of this Circuit, the Defendants argue that the NSC is not 

Pacific Legal Found.. 636

Council advised the President,

Although the

was found to be an agency 

because, pursuant to Executive Orders, it had additional authority 

to evaluate federal programs. Id,

As indicated by £oucie. Sierra Club and Pacific Legal 

Foundation* the Court need only find that an entity perform

additional role beyond rendering advice and assistance to the 

President in order to declare that an entity is an "agency." In 

this case, it is obvious that the NSC does more than render advice 

However, Rushforth is clearly inapplicable to the instant case 
because the Council in Rushforth was found not to be an agency, in 
part, because of its inability to issue regulations, id, at 1043. 
In contrast, the NSC, in performing its rulemaking functions, 
described supra, has issued regulations. Therefore, the instant

to decide than the aforementioned Court of Appeals' decisions.

Where those prior Court decisions found entities within the EOP to 

such cases as Meyer v. Bush. 981 F.2d 1288 (D.C. Cir. 1993).’ In

* The Defendants also argue, incorrectly, that Rushforth v. 
Council of Economic Advisers. 762 F.2d 1038 (D.C. Cir. 1985), is 
controlling. In that case, the Court of Appeals held, in applying 
the sole function test, that the Council of Economic Advisers was 
not an agency. Id, at 1040, 1041-43.
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particular, the Court noted that because the Task Force did not

was not

expected to resolve disputes, and lacked a separate staff, it was

not an independent entity. Id. at 1292-95.

However, this case is readily distinguishable from Meyer for

First, the Task Force in Meyer was established byseveral reasons.

the President acting alone. Id, at 1289. The NSC, however, was

created by statute. 50 U.S.C. § 402(a). Thus, the President has

no authority to eliminate, sua sponte. the NSC. Second, crucial to

the Meyer Court's decision was a finding that the Task Force did

not have a separate staff. Meyer. 981 F.2d at 1295. In contrast,

the NSC, by statute, was provided with a separate staff. 50 U.S.C.

§ 402 (c) . More importantly, the Task Force in Meyer was also found

resolve disputes without presenting the disputes to the President

As indicated supra, the NSC

adjudicates in many areas such as declassification determinations,

export licensing, and FOIA requests without the participation of

the President.

Because the NSC was created by statute, has a separate staff.

’ and exercises independent adjudicatory power, the NSC is unlike the

Task Force in Never and, instead, is like the entities in Sierra

case is distinguishable from Rushforth.

directly. Meyer. 981 F.2d at 1294.

*
independent adjudicatory powers.

Meyex, the Court found that then-President Reagan's Task Force on

Regulatory Relief was not an agency because of various factors. In

not to be an agency, in part, because it was not expected to

direct anyone, did not have substantial independence,

However, the NSC has
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IV.

PRA.10

1950 with the Federal Records Act, ch. 849, 64 Stat. 583.

Subsequently, these acts were amended by the Government Records

320, the Federal Records

Management Amendments of 1976, 90 Stat. 2723, and the National

Archives and Records Administration Act of 1984, 98 Stat. 2280.

See Armstrong v, 'Bush.

(citing 44 U.S.C. §§ 2101 et seq.. 2901 et sea 3101 et sea.. 3301

et seq.) Subsequent to the original passage of the FRA, the PRA 

The Court observes that the issue of whether the NSC may

The FRA consists of a series of statutes, starting in 1943

with the Disposal of Records Act, ch. 192, 57 Stat. 380, and in

Club and Pacific Legal Foundation that were found to be agencies.

Thus, according to this prior precedent, the NSC is an agency.

In deciding this case, the Court finds that in holding that 

the NSC is an agency, it must give affect to both the FRA and the

10 r- - - ...   .

maintain records under both the FRA and the PRA was left open by 
the Court of Appeals in remanding this case to the Court. See 
Armstrong v. Executive Office of the President. 1 F.3d 1274 (D.C. 
Cir. 1993) . On the one hand, the Court of Appeals suggested that 
it had previously rejected the argument that certain records may 
not be subject to the FOIA when the NSC is acting in its capacity 
as an advisor to the President. See Id. at 1295 (citing Ryan v. 
Department of Justice. 617 F.2d 781 (D.C. Cir. 1980) . On the other 
hand, the Court of Appeals also stated that this Court was to 
decide if the NSC's guidelines "inaccurately classify some 
documents as presidential records." Id. at 1296-97 (emphasis 
added) . Accordingly, this Court may now decide whether the NSC 
should classify its records under both the FRA and the PRA.

Disposal Amendments of 1970, 84 Stat.

IN FINDING THAT THE NSC IS AN AGENCY. SUBJECT TO THE FOIA, 
COURT HOLDS THAT THE NSC MUST MAINTAIN AND PRESERVE ITS 
RECORDS IN ACCORDANCE WITH THE FEDERAL RECORDS ACT, EXCEPT 

 OFFICIALS OF THE NSC ACT SOLELY TO ADVISE AND 
ASSIST THE PRESIDENT. IN THAT LIMITED CIRCUMSTANCE, THE PRA,
RATHER THAN THE FRA SHALL APPLY.

924 F.2d 282, 284 n.l (D.C. Cir. 1991)
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was enacted in 1978.

475 U.S. 1045 (1986).

Accordingly, a court is to give affect to both statutes, unless the 

statutes conflict or Congress specifically indicates otherwise.

Morton. 417 U.S. at 551 (1974); see, e.g.. Mail Order Ass'n

of America v United States Postal Serv.. 986 F.2d 509, 515 (D.C.

Cir. 1993). In examining both statues, the Court finds that in

holding that the NSC is an agency, the Court must recognize both 

statutes as applied to the NSC.

First, the operation of the PRA and the FRA does not conflict 

because the statutes deal with different categories of records.

Under the FRA, records that are subject to the Act are defined as:

44 U.S.C. § 3301. In contrast, records subject to the PRA are

defined as:

44 U.S.C. § 2201(2). Moreover, the PRA does not apply to "any

44 U.S.C. § 2201 et sea.

When faced with two statutes, the general rule is that a 

repeal by implication is dis-favored. E.q.. Morton v, Mancari. 417 

U.S. 535, 549-50 (1974); United States v, Hansen. 772 F.2d 940, 944 

(D.C. Cir. 1985) (Scalia, J.), cert

[D] ocumentary materials . . . made or received by an agency of 
the United States Government under federal law or in 
connection with the transaction of public business and 
preserved or appropriate for preservation ... as evidence of 
the . . . activities of the Government or because of the
informational value of data in them.

[D] ocumentary materials . . . created or received by the 
President, his immediate staff, or a unit or individual of the 
Executive Office of the President whose function is to advise 
and assist the President, in the course of conducting 
activities which relate to or have an effect upon the carrying 
out of the constitutional, statutory, or other official or 
ceremonial duties of the President.

documentary materials that are . . . official records of an
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Uk at § 2201(2) (B) (i) . Since the PRA applies to non­agency. "

agency records, while the FRA applies to agency records, the

statutes have distinct applications and do not conflict.

Furthermore, Congress has not indicated that the passage of

Although

the PRA was promulgated after the FRA, neither the legislative 

history nor the language of the PRA indicate any Congressional

Id. Because the PRA did not repealintent to overturn the FRA.

and the statutes apply to differentthe FRA in its passage,

categories of records, the Court, under the settled law of the

Circuit, must recognize the operation of both statutes as applied

the PRA shall apply to the NSC in certainThus,to the NSC.

circumstances, in addition to the FRA.

Due to its unique duties, high level officials of the NSC 

sometimes act not as members of an agency but, solely as advisors

See, e.g.. Exec. Order No. 12,333, 46 Fed. Reg.

59942 (1981).

since the PRAPresidential and Federal. (Exhibit B) . Thus,

applies to documents that are created by an individual whose 

"function is to advise and assist the President," 44 U.S.C. § 

2201(2), the PRA must apply to NSC officials whenever they act

solely to advise and assist the President. In all other

circumstances the FRA shall apply to the NSC because it is an 

agency.

Accordingly, under the settled law of this Circuit and the

to the President.

In fact, the NSC's previous recordkeeping guidelines

recognized this distinction when they segregated records as

the PRA repealed the FRA. See 44 U.S.C. § 2201 et sea 
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actual practice of the NSC, the Court holds that the NSC is an

agency, subject to the FOIA, that must maintain and preserve its

records in accordance with the FRA.

shall apply.

V.

Even if the NSC did not perform rulemaking and adjudication,

and otherwise exercise substantial authority independently of the

declaration it isthat and

capricious.

Whenever an agency changes its position or policy, the general

rule is that the agency must "supply a reasoned analysis indicating

that prior policies and standards are being deliberately changed.

not casually ignored . . " Greater Boston Television Coro, v

FCC. 444 F.2d 841, 852 (D.C. Cir. 1971), cert, denied. 403 U.S. 923

(1971) . The rule espoused by Greater Boston has been repeatedly

applied in this Circuit.

329 (D.C. Cir. 1991) (internalInc v.

citations omitted). Thus, although an agency is free to alter its

policies, it must give a satisfactory explanation as to why it has

done so. Motor Vehicle Mfrs Ass'n v State Farm Mut Auto Ins.

Co.. 463 U.S. 29, 57 (1983); National Audubon Soc'y v Hester. 801

F.2d 405, 408 (D.C. Cir. 1986); see International Fabricare Inst

THE NSC BAS FAILED TO PROVIDE A REASONABLE EXPLANATION AS TO 
WHY IT HAS SUDDENLY DECLARED THAT IT IS NOT AN AGENCY.

not an agency as arbitrary

circumstance in which a high level official of the NSC acts solely 

to advise and assist the President, the PRA, rather than the FRA

See, e.g.. Cross-Sound Ferry Services

President, the Court would still have to set aside the agency's

However, in the limited

I.C.C, . 934 F.2d 327,
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thisfinds

records to be FOIA accessible.

an agency

under the Presidential Records Act.

V. EPA. 972 F.2d 384, 389 (D.C. Cir. 1992); Federal Election Comm'n 

v. Rose. 806 F.2d 1081, 1089 (D.C. Cir. 1986).

while the aforementioned ruleThe Court observes that,

concerns judicial review of an agency's change in policy, the 

seminal issue in this case is whether the NSC is an agency at all. 

Nevertheless, the Court finds this basic principle of 

administrative law applicable to the instant case as the NSC has 

admitted to being, and has operated as, an agency prior to its 

declaration. In turn, the Court finds that the NSC has failed to 

give a satisfactory or reasoned explanation as to why it has 

altered its position regarding its recordkeeping practices by 

declaring that it is not an agency.

Since 1975, the NSC has operated as an agency by allowing its

(Exhibit B). Since that time, the

NSC has processed hundreds of FOIA requests. (See Dep. of David 

Van Tassel, NSC Director of Access Management at 23-24, 11 19-18). 

Moreover, the NSC has previously acknowledged that it is an agency. 

(Letter from Stephen J. Rademaker, NSC Deputy Legal Adviser, to 

Mark M. Richard, Deputy Assistant Attorney General, United States 

Department of Justice (August 26, 1992); NSC Mem. on "United States 

of America v. Caspar Weinberger" (1992); Joint Statement of

Facts 1 171 (December 8, 1992)).

Nevertheless, regardless of the NSC's prior admissions and 

past practice, on March 25, 1994, the NSC declared that it was not

and, therefore, could maintain all of its records solely 

(Exhibit A, B). According to
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this declaration,

Id, However, nowhere in the March 25, 1994

Sfifi Xd_u Under the settled law of this

shift.

is not an agency must be set aside as arbitrary and capricious. 5

State Farm Mut

VI.

The Defendants' final argument is that the Court can not find 

the NSC to be an agency subject to the FOIA, because such a finding 

would constitute an unconstitutional intrusion into the powers of 

the President over foreign and military affairs by causing undue

disclosure of documents relating to national security. (Defs.'

Mot to Dismiss, or, in the alternative for Summ. J. at 58 (1994)).

This is simply incorrect.

It is true that, in construing a statute, a court should avoid 

a construction that raises constitutional problems. Public Citizen

v. Department of Justice. 491 U.S. 440, 466 (1989).

construing the statute establishing the NSC, a finding that the NSC 

is an agency subject to the FOIA would not result in an 

unconstitutional intrusion into the powers of the President for 

several reasons.

all of the NSC's records would no longer be

subject to the FOIA.

U.S.C. § 706(2)(A); Motor Vehicle Mfrs, Ass'n v 
«

Ins<-XQJ.> 463 U.S. 29, 39 (1983).

declaration is there a reasoned explanation as to the NSC's abrupt 

change in position.

Circuit, the NSC must provide a reasoned explanation for this

Since the NSC has not done so here, its declaration that it

However, in

THE COURT'S FINDING THAT THE NSC IS AN AGENCY DOES NOT 
UNCONSTITUTIONALLY INTRUDE ON THE POWERS OF THE PRESIDENT, 
BECAUSE APPLYING THE FOIA TO THE NSC WOULD NOT CAUSE 
DISCLOSURE OF SENSITIVE NATIONAL SECURITY DOCUMENTS.
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Thus,

the Defendants' argument, that there are constitutional concerns in 

finding that the NSC is an agency, when the NSC has previously

admitted to being an agency, is disingenuous, at best.

FOIA requests

notwithstanding their current claim that subjecting the NSC to the

FOIA would raise constitutional conflicts. In 1966, Congress

enacted the FOIA. Since 1975 until the March 25,5 U.S.C. § 552.

1994 declaration, the NSC has subjected itself to the FOIA.

(Exhibit B (citing 32 C.F.R. § 2101.1, 40 Fed. Reg. 7316 (1975))).

During those nineteen years, the NSC never asserted that subjecting

itself to the FOIA creates constitutional problems.

More importantly, the FOIA itself prevents disclosure of

sensitive national security documents, thereby protecting the

President from any undue infringement on his authority over

national security matters. In enacting the FOIA, Congress

specifically provided for nine categories of information that would

be exempt from disclosure. In particular, the FOIA exempts from

information fallingdisclosure into

material that is exempted by another federal statute; (4) trade

(5) inter and intra agency memoranda; (6) personalsecrets;

privacy; (7) law enforcement records; (8) records of financial 

institutions; and (9) geological or geophysical information. 5

U.S.C. § 552(b)(1)-(9). With respect to the instant case, the FOIA

any of the following

Second, the NSC has processed many

First, the NSC has previously admitted to being an agency. 

(See, e.g.. Joint Statement of Material Facts 1 158 (1992)).

categories: (1) national security; (2) internal agency rules; (3) 
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specifically exempts from disclosure documents that relate to

sensitive national security issues. 5 U.S.C. § 552(b)(1), (5) .

Indeed, counsel for the NSC has been unable to name a single 

instance in which sensitive national security material was released 

that materials relating to national security affairs shall not be 

disclosed, the holding of this Court that the NSC is an agency will 

not interfere with the President's powers over foreign and military 

matters.

CONCLUSION

Based on the foregoing, the Court finds that the NSC is an 

agency subject to the FOIA, and is obligated to preserve all of its 

records in accordance with the Federal Records Act, except when 

high level officials of the NSC are acting solely in their capacity

The Court further finds thatto advise and assist the President.

to the extent the NSC's current guidelines allow all of its records 

The NSC and the Archivist must adopt newcontrary to law.

preserved under the Federal Records Act and not destroyed under the 

Presidential

under the FOIA after an agency's invocation of one of the FOIA 

exemptions. Therefore, because Congress has specifically provided 

guidelines for the NSC in place of those vacated and nullified on

March 25, 1994, so as to ensure that non-Presidential Records are 

guise of the Presidential Records Act.

Obviously, the Court, in issuing this Opinion, does not intend

written orto require Records or documents,

electronic, that are designed solely to advise and assist the

to be classified as "Presidential" records, the guidelines are
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President to be preserved except as required by the Presidential 

Records Act. Nevertheless, the Archivist and records personnel in 

the NSC have a duty to adopt guidelines ensuring that records under 

the Federal Records Act are preserved. The Court observes that 

since other components of the EOP have already adopted 

guidelines, this will not impose any undue burden. Accordingly, 

the Archivist is hereby directed forthwith to perform her 

obligations under the Federal Records Act with respect to the NSC's 

records. The Court shall issue an Order of even date herewith in 

accordance with this Memorandum Opinion.



SCOTT ARMSTRONG, et al..

Plaintiffs,

Civil Action No. 89-142 (CRR)v.

FILED
Defendants.

FEB 1 4 W5

ORDER

Upon careful consideration of the parties' submissions, the

arguments of Counsel, the record in the case and the underlying

law, and for the reasons articulated in the Opinion of the Court of

even date herewith, it is, by the Court, this 

1995,

ORDERED that the parties' Motion to exceed page limitations

shall be, and hereby is, GRANTED; and it is

FURTHER ORDERED that Defendants' Motion to withdraw and amend

prior responses to Requests for Admissions shall be, and hereby is,

DENIED; and it is

FURTHER ORDERED that Plaintiffs' Motion for Summary Judgment

shall be, and hereby is, GRANTED; and it is

FURTHER ORDERED that Defendants' Motion for Summary Judgment

shall be, and hereby is, DENIED; and it is

FURTHER ORDERED that the Court hereby declares that to the

extent the NSC's current recordkeeping guidelines classify all of

its records as "Presidential," those guidelines are contrary to law

EXECUTIVE OFFICE OF THE
PRESIDENT, et aK,

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA

of February



1994, in

2.
T

FURTHER ORDERED that on or before 4:00 p.m. on February 27,

1995, the Executive Office of the President and the Archivist shall

FURTHER ORDERED that Counsel for the parties shall appear 

before the Court at 2:00 p.m. on February 21, 1995, for a Rule 16

forthwith adopt new guidelines for the National Security Council, 

in place of those vacated and nullified on March 25, 

and the Archivist is hereby directed to perform her obligations 

under the Federal Records Act; and it is

accordance with the Court's Opinion issued on even date herewith; 

and it is

FURTHER ORDERED that the Court hereby declares that the NSC is 

an agency subject to the FOIA, within the meaning of the Federal 

Records Act, with the limited exception mentioned in the Court's 

Opinion of even date herewith, and the records created and received 

on the NSC's electronic communications systems shall be maintained 

and preserved in accordance with the Federal Records Act; and it is

k /

status conference to discuss any and all remaining aspects of this 

case that need Judicial resolution.

'CHARGES R. RICHEY
UNITED STATES DISTRICT JUDG:

Z Z
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Exhibit A-l

March 24, 1994

SUBJECT: Access to NSC Records

1.

2.

MEMORANDUM FOR ANTHONY LAKE
WILLIAM H. ITOH

Establish procedures for access by the public to
appropriate NSC records of the current Administration.

Notwithstanding this legal conclusion, I strongly support the 
policy of past Administrations of permitting public access to 
certain NSC records, and of leaving certain NSC records to the 
incoming Administration in order to ensure a smooth transition on 
national security matters. Therefore, to provide for continued 
access to NSC records and their appropriate disposition at the 
end of my Administration, I direct you to take the following 
steps:

Establish procedures for continued access by the public 
to those NSC records previously transferred by one Administration 
to another for transition and continuity purposes.

I understand that the status of the National Security Council 
(NSC) under the Freedom of Information Act (FOIA)-and the 
Presidential Records Act will be the subject of further 
litigation in the case of Armstrong v. Executive Office of the 
President. I further understand our position is that the NSC is 
an entity within the Executive Office of the President that 
exists solely to advise and assist me in the discharge of my 
constitutionally based responsibilitie's over the national 
security affairs of the United States. If this legal position 
prevails, I understand that one consequence is that NSC records 
would not, as a matter of law, be subject to disclosure under the 
Freedom of Information Act.

the white house

WASHINGTON

3. Develop a plan to provide copies of appropriate NSC 
records to the next Administration in order to provide for smooth 
transition and continuity of essential foreign policy and 
national security matters.
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Exhibit B-l

March 25, 1994

FROM:

SUBJECT:

FOIA. However, the NSC's new voluntary . 
provide that the NSC will continue to process pending FOIA 
r .... . • ______Irwctrnnn V EOP

B.

NATIONAL SECURITY COUNCIL 

WASHINGTON DC 20506

A. Summary

The purpose of this memo is to direct you to revoke the National 
Security Council's existing FOIA guidelines, 32 C.F.R. § 2101 and 

' simultaneously to issue voluntary disclosure guidelines 
consistent with President Clinton's memorandum to me and Tony 
Lake, dated March 24, 1994. The President's memorandum sets 
forth his instruction to provide for continued public access to 
NSC records that were left at the NSC by prior Administrations, 
to provide for public access to appropriate records of this NSC, 
and to transfer copies of appropriate NSC recoros to the next 

Administration.

This memo reflects that the NSC is an entity within the Executive 
Office of the President that solely advises and assists the 
President and therefore is not subject as a matter of law to the 
FOIA. However, the NSC's new voluntary disclosure policy is to 
provide that the NSC will continue to process pending FOIA 
requests, including during the pendency of the Armstrong 
litigation, and will receive and process future document 

requests.

Prior NSC FOIA and Recordkeeping Practices

Since its inception, each administration has left behind certain 
records for the purpose of promoting continuity in national 
security matters. In recent years, such records have been filed 
and maintained separately. Previously, they were referred to as 
•institutional’ records and, over time, they came to be searched 
in response to FOIA requests. In addition, such records have 
been disposed of according to the Federal Records Act, 44 U.S.C. 

§ 3301.

Most NSC records have hot been searched by NSC in response to 
FOIA requests. These Presidential records have been transferred 
to the Presidential Library of the respective President upon 
completion of his term in office. Under the Presidential Records 
Act ("PRA"), which went into effect on January 20, 1981, 
Presidential records are ultimately subject to the FOIA, though 
not until at least five years after the end of an administration.

MTI.QN

MEMORANDUM FOR WILLIAM H. LEARY

WILLIAM H. ITOH/vL

Instruction on Presidential Status of 
the National Security Council and 
Revised Disclosure and Disposition 

Policy

forth his instruction to provide for continued public access

to provide for public access to appropriate records of this NSC,

' simultaneously to issue voluntary disclosure guidelines 
___ i n 1 < n't- ' c Tnpmnrandum to me an

1994 .



issued regulations intended to guide NSC staff in response to 
■*■ Z. . . . . . _ •_ u Fraorlnm r>T

in part that NSC's recordkeeping guidelines defining what are 
• r. . . < ____•_____ • _ tavipu ArmstTO

inappropriately classify as presidential records ■’•terials that ’

intrudes upon the definition of an agency record subject to the

are subject to the FOIA.

D.

50 U.S.C. 402.

FOIA, the court said that the inquiry is whether the entity at 
issue which maintains the records is an ’agency whoserecords 
ox. rci:.. Armstrong v. EOP, 1 F.3d at 1294.
Relying on Supreme Court and D.C. Circuit case law, the court 
noted that "only entities 'whose sole function is to advise and

as that term is 
. Armstrong v._

Accordingly, the court found that the

excludes any documentary materials ^^n^"agency 
defined under the FOIA. - - -
EOP, 1 F.3d 1274, 1290.

outside"thescope of the FOIA because they are not agency 

records. .Id. at 1292.

In analyzing whether the definition of a Presidential record

assist the President' are not separate agencies subject to the 

FOIA." Id. at 1295.

NSC Status as a Presidential Entity

The NSC was created by Congress in the National Security Act of 
1947, 50 U.S.C. 402. By statute, the National Security Council 
includes the President, the Vice President, and the Secretaries 
of State and Defense. Id. Other high-ranking officials may be 
designated by the President as Council members, or to attend 
Council meetings. The 1947 Act sets forth the NSC's statutory 
functions. Subsection (a) of the Act provides, in part that th 
’function of the Council shall be to advise the President with 
respect to the integration of domestic, foreign, and military 
policies relating to the national security so as to enable the 
military services and the other departments and agencies of tne 
Government to cooperate mote effectively in matters involving 

national security.’ 50 U.S.C. § 402(a).

• .. . Exhibit B-2

On February 19, 1975, the National Security Council

requests for classified material under the amended Freedom of 
information Act ("FOIA’), 5 U.S.C. § 552, to the extent that Act 
is applicable to the National Security Council. See 32 C.F.R. § 
2101.1; 40 Fed. Reg. 7316 (February 19, 1975). Since that time, 
the NSC has responded to FOIA requests for those institutional 
records mentioned above, although the specific question of its 
legal obligation to do so has not been ultimately resolved.

C. Armstrong v. EOP Litigation '. • •

In the pending Armstrong v. EOP litigation, NSC's record-keeping 
and FOIA practices of treating distinct categories of records 
have been challenged. On August 13, 1993, the Court of Appeals 
for the District of Columbia' Circuit issued adecision^whichjieid

Presidential records are subject to judicial review. Armstrong 
V, EOP, 1 F.3d 1274, 1290 (D.C. Cir. 1993). The court of appeals 
ordered that the case be remanded to the district court for 
further proceedings ’to determine whether NSC s Sidelines

would otherwise be subject to the FOIA.’ Id. at 1296.

In reaching its decision, the court of appeals noted that the 
definition of a Presidential record in the PRA specifically

Armstrong v. EOP, 1 F.3d at 1294.

44 U.S.C. 2201(2)(B)(i).

Presidential Records Act would apply only to records that iaii



Security Affairs ("APNSA") and the Deputy Assistant to the

basis -- notwithstanding the NSC's status as a Presidential

Accordingly, you should develop a plan to provide for identifying

provide for'the release of appropriate NSC records of the ^rrent 
■’ • Therefore, the NSC will continue to respond to

document requests regarding appropriate Clinton administration

f
procedures should be prepared for my signature and subsequent

Taking into account the historical and current functions and 
purposes of the NSC, the NSC is an entity within the 
Office of the President that exists solely to advise and assist

Tony Lake directing us to provide for continued publi . ■
 records that have previously been left to an incoming

■ ' > continuity in national security 

r^sclos^e^^icr^dê ihicr^oeeduje/wiirbe

bnisOPeTh«em«cord“evhichrpJevious’y wuld have been searched 

by NSC in response to FOIA requests, shall continue to be

continuity in national security
Presidential memorandum, the NSC shall 

records*available on a discretionary

the FOIA. A statement of the NSC's new disclosure policy and

publication in the Federal Register.

toHthe^next^dministration^opiesHo^appropriate NSC recSs^r 

order to provide for a smooth transition and continuity o 
important foreign policy and national securitymatters. 

and transferring copies of such records.

developed to make these
basis.
by NSC m response no fvia

entity within the EOP.

In addition, the President's

Atoinistzati^n' "ihZrefoK/Se'HSc'will continue to respond to

Ullice qx cue ricbiueui. unau T . ••

^rd^hnn:o^ih«=SH:;“«i“s o the onited

shall maintain
its records in accordance with the Presidential Record ,
the NSC's existing FOIA guidelines should be revoxea.

E. New Disclosure and Disposition Policy

On March 24, 1994, President Clinton sent^ajnemorandum ^ae^and

those NSC
administration to promote

.. Exhibit B-3

Security Affairs (’APNSA") and the Deputy Assistant to the 
president for National Security Affairs (’DAPNSA ).
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Exhibit B-4
May 8, 1993■r -

FROM:

Recordkeeping GuidanceSUBJECT:

>

*

Memorandum on Federal Records
Memorandum on Presidential Records

Attachments
Tab A 
Tab B

Cf'-i.

t

NATIONAL SECURrTY COUNCIL
WAS^*CTON D.C. 2O5O^gg

.,s«

exhibit am J

All NSC staff should review carefully and comply with the 
guidance in these memoranda.

Because the NSC both advises and assists the President and is an 
agency, the issue of which NSC records are presidential and which 
are federal is an important one. The Office of the Legal Adviser 
and the Information Management staff will be providing shortly 
additional training to assist all NSC staff in implementing the 
attached guidance.

Pursuant to the Presidential Records Act, the Federal Records 
Act, and pending court orders, all staff within the Executive 
Office of the President are obligated to create, maintain, and 
preserve records of their activities. The attached memoranda 
reflect the general guidance being provided to all EOP staff.

MEMORANDUM FOR NATIONAL SECURITY COUNCIL STAFF

WILLIAM H. ITOHIX^

ALAN J. KRECZKO r -

Arwtront.

Opposing on the NSC
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MEMORANDUM for all national security council staff

FROM:

SUBJECT: Federal Records

INTEWUCTIQN

WILLIAM ITOH
ALAN KRECZKO1

I

NATIONAL SECURFTY COUNCIL 

WAS^eCTON. o c. aosoe

The offices within the Executive Office of the President generate 
two categories of records: "Presidential Records" and "Federal 
Records. •

It i»the purpose of this memorandum to discuss the 
idergfication, maintenance and disposition of "federal" records. 
MataUls are "federal records" if (1) the materials have been 
creari or received by agency personnel in connection with their 
offAl duties in a federal agency, and (2) the materials are 
app^iate for preservation as evidence of the agency's

Records are "Presidential" if they are "created or received by 
the Resident, his immediate staff, or a unit or individual of 
the Btecutive Office of the President whose function is to advise 
and arsist the President, in the course of conducting activities 
which relate to or have an effect upon the carrying out of the 
constitutional, statutory or other official or ceremonial duties 
of the president." Such Presidential records are subject to the 
prcvirions of the Presidential Records Act, 44 U.S.C. § 2201. 
Presidential records remain in the custody and control of the 
President during his term of office and are not accessible to the 
puttie until five years after the end of the Administration, at 
theeasliest. The treatment of Presidential records will be 
addreaed in a separate memorandum.

Ill"records of the White House Office, the Office of Policy 
Dettpment, the National Economic Council, the Council of 
Eaeic Advisers, the President's Intelligence Oversight Board 
ajh±e President's Foreign Intelligence Advisory Board are 
Itejientia] records.

actfcies or because they contain information of value. Federal 
reafe arf ’subject to the provisions of the Federal Records Act, 
44BLC. Chapters 29, 31 and 33. Unlike Presidential records, 
feafal records are accessible to the public during the 
Adntstration's term, unless exempt from disclosure under the 
pigeons «‘f the Freedom of Information Act.1
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The records of the Office of the Vice President are treated 
in the same manner as Presidential records under the Presidential 
Records Act. The records of the Office of the Vice President are 
not federal records.

It is critical that staff members in offices, such as the 
National Security Council, that create or receive both federal 
and Presidential records, file those records separately in 
clearly designated files. Documents subject to the Federal 
Records Act may be subject to public disclosure under the Freedom 
of Information Act. Presidential records, by contrast, are not 
subject to the Federal Records Act and are not subject to the 
provisions of the Freedom of Information Act during the 
President's term of office. Personal records (defined and 
discussed below) also should be segregated, and filed separately, 
from official records.

The Federal Records Act imposes certain legal obligations with
• respect to the creation and receipt, custody and maintenance, and 
disposition of federal records. The responsibilities apply 
regardless of whether the records are generated in paper form or 
by automated systems.

The guidance that follows will assist EOP staff in complying with 
the Federal Records Act,-which is designed to ensure that 
documentation of official activities is adequately created and 
preserved. £ge. 44 U.S.C. § 3101. As explained below, not every 
document that you create or receive will be subject to the 
Federal Records Act, and it is therefore important to review this 
guidance to understand when federal records act obligations do 
apply. In preparing this guidance, we have consulted with 
officials of the National Archives and Records Administration.

Records of the Office of Management and Budget, the Office 
of the United States Trade Representative, the Council on 
Environmental Quality, and the Office of Administration are 
federal, not Presidential records.

I

Records of the National Security Council staff are 
Presidential Records if they were received or created by or for 
the President, the Assistant to the President for National 
Security Affairs, the Deputy Assistant to the President for 
National Security Affairs, the White House office, or a unit or 
an individual within the NSC in advising or assisting the
President, and are not official records of the NSC.

Records produced or received, by the Director of the Office 
of Science and Technology Policy in his role as Science Advisor 
to the President are Presidential records and should be 
segregated as such. Other records of the OSTP are federal 
records.
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rEFJNTTJON OF FEDERAL RECORDS

The Federal Records Act defines federal records as:

[A]11 books, papers, maps, photographs, machine readable 
materials, or other documentary materials, regardless of 
physical form or characteristics, made or received by an 
agency of the United States under Federal law or in 
connection with the transaction of public business and 
preserved or appropriate for preservations by that agency or 
its legitimate successor as evidence of the organization, 
functions, policies, decisions, procedures, operations, or 

‘ other activities of the Government or because of the 
informational value of data in them.

-- 44 U.S.C. § 3301.

Under this definition, federal records are documentary materials 
that meet two tests. First, the materials must have been created 

■ or received by agency personnel in connection with their official 
duties in a federal agency. Second, the materials must be 
appropriate for preservation as evidence of the agency's 
activities or because they contain information of value. Federal 
records may be in any physical form, including paper, film and 
disk. The method used to record information may be manual, 
mechanical, photographic, electronic, or any combination of these 
or other technologies.

A document created in any agency normally becomes a federal 
record once it is circulated to others in the course of 
conducting agency business, or once it is placed in files 
accessible to others. Moreover, even documents that are not 
circulated can become federal records if, in the judgment of the 
agency, those documents are needed to conduct agency business -- 
and whether or not those documents are accommodated by current 
filing systems employed by the agency.

Materials received by agency personnel are federal records when 
they are received in the course of official business. Materials 
received can become federal records whether they have been 
transmitted in person, by messenger, by mail, by electronic 
communication, or by any other means.

At the same time, certain types of documentary materials are £ot 
subject to the Federal Records Act. The Act specifically 
excludes (1) library and museum materials created, or acquired 
and preserved, solely for reference or exhibit purposes; (2) 
extra copies of documents kept only for convenience of reference; 
and (3) stocks of publications and processed documents. These 
and other types of transitory or duplicate records are considered 
•nonrecord" because they are not "appropriate for preservation" 
as defined in the Act. Such materials are not needed to provide
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Personal photographs.

Preliminary drafts, that are not circulated to any other 
individual, of correspondence, reports, and studies.

Preliminary drafts, work sheets and informal notes that 
contain information reflected in final documents and that do 
not document policy development or execution.

Tickler, follow-up or suspense copies of correspondence, 
provided there are copies of documents in the official 
files.

Newspaper clippings or news summaries, particularly if they 

are not annotated.

Copies of printed or processed agency materials, such as 
operating and procedural manuals, directives, and notices, 
distributed for the information or use of agency employees.

Shorthand and other notes that have' been transcribed or 
converted to formal documents that have been verified for 
accuracy and completeness.

Catalogs, trade journals, and other publications that are 
received from other government agencies, commercial firms, 
or private institutions and that are maintained for 
reference purposes.

In addition, certain "personal papers" fall outside the scope.of 
the Federal Records Act. Personal papers are documentary 
materials that are not used in the transaction of agency 
business. Examples include:

-- Papers and other materials accumulated by a staff member 
before joining government service.'

Materials that relate to a staff member's private affairs, 
such as personal financial records, insurance forms, and 
materials relating to an individual's professional 
activities and outside business and political pursuits.-

full and accurate documentation of tin agency's policies, 
decisions, procedures, and program activities. These materials 
need not be maintained in official files, and,, unlike federal 
records, may be destroyed when no longer needed and without prior 
approval of the National Archives and Records Administration.

Other examples of "nonrecord" materials not covered by the 
Federal Records Act may include:

5
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RECORDS CREATION AND MAINTENANCE REQUIREMENTS

understand these functions.

*

e
•sa

Exhibit B-9

When acting in their capacity as employees of a federal agency, 
such agency employees are responsible for complying with the 
Federal Records Act and related regulations.

When it is difficult to determine whether documents or other 
records should be treated as federal records, you should 
tentatively treat them as federal records and contact the 
appropriate EOP agency records management office for a final 
determination. Legal questions will be referred by the records 
management office to appropriate counsel.

■ f1

f
Materials that may refer to official duties but are not 
directly used to carry out those duties. These include 
diaries, personal calendars, journals, and notes intended 
for an individual's personal use (memory aids and personal 
observations on work-related matters).’

In order to ensure that agency records contain an adequate and 
proper account of policy development, implementation and 
decision-making, each employee must document those discussions, 
meetings and telephone conversations that are necessary to 
understand these functions. Where appropriate, in formal

It is important to remember, however, that certain informal 
. documents may be federal records. In the Executive Office of the 
President, to a greater extent than in many other government 
offices, drafts, notes, background materials or working papers 
can be considered federal records because they document policy 
development, significant decisions, major activities, or other 
matters basic to an understanding of the office and its role in 
government operations. Such records should be treated as federal 
records and maintained in official files if they were circulated 
for review or clearance, and if they have been modified 
substantively.

The law requires that adequate and proper records be created and 
preserved to document the organization, functions, policies, 
decisions, procedures and essential transactions of the agency. 
The law also specifically requires that records be kept for 
appropriate periods if they can be used to protect the legal and 
financial rights of the Government or individuals directly 
affected by the agency's activities.

■

’For further information on personal papers, consult 
Personal Papers of Executive Branch Officials: A Management 
Guide, published by the National Archives and Records

• Administration. Copies are available in the EOP Office of 
Administration; If
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ELECTRONIC FEDERAL RECORDS

1.

2.

settings, minutes or notes should be taken for the purpose of 
including them in official files.

All staff members are responsible for complying with procedures 
that result in adequate and proper records creation and 
maintenance. All materials meeting federal records criteria must 
be incorporated into appropriate agency files dr records systems. 
EOP staff members should consult with the appropriate EOP agency 
records management office to address any questions concerning the 
creation and maintenance of federal records.

f

Increasingly, federal records may be created electronically. 
Records may be generated on word processing, or electronic mail 
(■e-mail"), systems, or other computer applications.

Records generated electronically must be incorporated into an 
official recordkeeping system. Thus, no word processing or e- 
mail document that is a federal record should be deleted unless 
it has been (a) printed and placed in an appropriate file, or (b) 
preserved in an appropriate electronic system.

On January 6 and 11, 1993, in the case of Armstrong v. Executive 
Office of the President, United States District Judge Charles R. 
Richey directed the National Archives and Records Administration 
to work with components of the EOP to develop further 
recordkeeping guidance both for e-mail communications in the.EOP 
and for disposition of EOP electronic federal records generally. 
Pursuant to these orders, and until further instructions from the 
Counsel's office, the following special rules should be observed 
by components of the EOP that generate federal records:

Material may not be deleted from any e-mail file unless 
(a) the material has been retained in full on a back-up 
tape or other comparable medium, and (b) the retained 
version includes both full text and all available 
transmittal information; and

EOP staff members with records management 
responsibility must monitor the implementation of 
guidance on federal records (including the status of 
records) to ensure consistent application of the 
court's order. •• ’•

Questions concerning the status of electronic records, or the 
application of these rules to particular computer systems, should 
be directed to the appropriate EOP agency records management z 
office. That office will periodically monitor electronic records 
systems to ensure that correct records status determinations have 
been made. ..
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pESTF.DCTIQN OR REMOVAL OF FEDERAL RECORDS

Federal tecords, as defined by the Federal Eecords Act, may not 
2>e destroyed, or permanently removed from appropriate official 
files, without the prior approval of the National Archives and 
Secords Administration.

Federal records should be maintained In organized files and may 
not be damaged or altered by any staff member, except where 
required by statute or regulation. Nor may federal records be 
temporarily removed from official files except for official 
purposes, and only if returned to the official files upon 
completion of that official function.

Policies and procedures governing the disposition of federal 
records are prescribed by the National Archives and Becords 

stration and are incorporated-into the EOP records 
management program. Further information concerning these 
policies and procedures should be obtained from the appropriate 

EOP records management office.

REMOVAL OF NONRECORD AND PERSONAL MATERIALS

Purely personal, unclassified materials may be removed from the 
office by staff members at any time, subject to any agency 
procedures regulating such removal.

Unclassified nonrecord materials, with the exception of copies of 
records, may be removed with the prior approval of the agency 
official with records management responsibility.

Except where expressly authorized by appropriate agency 
officials, copies of federal records, regardless of the reason 
for which they have been duplicated, may not be taken by staff 
members for any purpose other than an official purpose related to 

■ the staff members' official duties and responsibilities. .

No classified materials teay be removed from the office at any
time, without compliance with the rules applicable to such 

materials.

TRAINING

EOP agency records management offices and other appropriate 
personnel will be providing records management training for all 
employees who generate or receive federal records.

h

4
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July 15, 1994

Armstrong v. Executive Office of the PresidentRe:X Dear Michael:

Sincerely yours.

(JJASON R. BAR01

Enclosures

JJu

Telephone’:
(202) 514-4336

EAP:jrb
145-1-2062

(JJASON R. BARON 
Trial Attorney

Federal Programs Branch 
Civil Division

U.S. Department (

Civil Division

BY MESSENGER
Michael E. Tankersley, Esq.
Public Citizen Litigation Group
Suite 700
2000 P Street, N.W.
Washington, D.C. 20036

Enclosed please find recordkeeping guidance issued on 
July 14, 1994, by the Office of Administration (OA), the Office 
of the U.S. Trade Representative (USTR), the Office of Science 
and Technology Policy (OSTP), as well as cover transmittals based 
on OA's Directive from the Office of Management and Budget (OMB). 
the Office of National Drug Control Policy (ONDCP), and the 
Council on Environmental Quality (CEQ) (see Tabs A-F).

With respect to designations of "high-level officials" for 
purpose of electronic calendar recordkeeping requirements 
pursuant to the above guidance, I can confirm that OA, USTR, 
OSTP, OMB, and CEQ have designated their "high-level officials" 
in accordance with the listing produced by defendants in the 
attachment to our settlement correspondence of March 24, 1994. A 
complete listing of "high-level officials" for the purpose 
described above is attached at Tab G. ONDCP also confirms their 
prior designations, as modified due to changes in their 
organization subsequent to the March 24 correspondence. See id.
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July 14, 1994

FROM:

Lnagement of electronicSUBJECT:

Attachment 

PATSY L. THOMASS 
DIRECTOR /
OFFICE OF ADKIHI

MEMORANDUM FOR OASIS ALL-IN-1 USERS WITH FEDERAL RECORD 
RESPONSIBILITIES

! . Exhibit C-2

EXECLTHT OFFICE OF THE PRESIDENT
OFFICE OF ADMINISTRATION

Washington, D.G 2D503

DIRECTIVE ON RECORDS 
COMMUNICATIONS

The attached directive is a very important document that 
describes what each OASIS ALL-IN-1 user must do to ensure that 
records of our business processes are made. This directive 
applies to all EOP agencies with Federal records responsibilities 
that use OA’s electronic communication system. Officials of 
subscriber agencies have concurred in the contents of this 
directive.

This directive is being distributed in several ways. First, each 
OASIS subscriber with Federal records responsibilities will 
receive an electronic version. New users will receive a copy 
when their account is activated. A permanent copy of the latest 
directive will be stored on the Bulletin Board of OASIS for easy 
reference for all users. Also, a supply of paper copies will be 
distributed to administrative contacts within the next two weeks 
for reference copies in the administrative offices. Finally, 
additional copies may be obtained from the Office of General 
Counsel by calling extension 52273.

If you should have questions about the material contained within 
this directive, you 'should first contact your agency records 
liaison staff. If questions still remain, please contact the OA 
Records Management Office at extension 56471.

cc: J. Cressman, OA
G. .Weaver, OA
S. Aitken, OMB
E. Blaug, CEQ
C. Cerf, OA
H. Gwin, OSTP
E. Jurith, ONDCP 
M. Krislov, WH
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OFFICE OF ADMINISTRATION DTRF.CTTVR 1ST.01-0

SUBJECT:

Introduction

1.

2.

3.

4. 29, 31, and 33; 36 CFR

5.

6.

The following diractive is hereby issued.

of Administration

The OASIS ALL-IN-1 Electronic Cocmunication System and 
Federal Records Procedures

Purpose. To establish records management objectives and 
responsibilities for the creation, maintenance, use, and 
disposition of Federal records on the OASIS ALL-IN-1 system.

Personnel Concerned. All OASIS ALL-IN-1 users with Federal 
records responsibilities.

Originator. Information Management Division

Review. Annually; whenever substantive modifications to the 
OASIS ALL-IN-1 system are contemplated; before any new 
electronic mail systems are implemented by EOP agency users; 
and any new electronic records*management systems are 
implemented.

Authority. 44 U.S.C. Chanters 21, 
Parts 1220, 1222, 1228, suid 1234.

Mte ' •

Directive or Bulletin Cancelled. None; paragraph 7.b of 
Directive LISD.04-0, "Records Management Program," is 
replaced by this Directive.
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• Definitions.

The definitions listed below are

a.

b.

(NARA

d.

07/14/94 Page 1

c.
*

Electronic Mail System. As used in this directive, the 
application available on OASIS ALL-IN-1 that is used to 
create, receive and transmit messages and other 
documents or create calendars that can be used by 
multiple staff members. Excluded from this definition 
are file transfer utilities (software that transmits 
files between users but does not retain any 
transmission data), data systems used to collect and 
process data that have been organized into data files 
or data bases on either personal computers or mainframe

44 U.S.C. 3301. This includes, but is not limited to, 
magnetic media, such as tapes and disks, and optical 

disks. (36 CFR 1234.1)

Recordkeeping System. A system for collecting, 
organizing, and storing records in order to facilitate 
their preservation, retrieval, use, and disposition and 
to fulfill recordkeeping requirements. (NARA 
definition)

1. Purpose.

To establish policy, responsibilities, guidelines, requirements, 
and procedures for the preservation of Federal records created 
and transmitted on the OASIS ALL-IN-1 system among the agencies 
of the Executive Office of the President.

This directive supersedes previous records management 
instructions on Federal records on electronic mail (e-mail) 

systems.

2.

Basic records management terms are defined in OA Directive 
LRS.04-0 (44 U.S.C. 3301). The definitions listed below are 
specific to the purpose of this directive.

Electronic Mail. A document created or received on an 
e-mail system including brief notes, more formal or 
substantive narrative documents, and any attachments, 
such as word processing documents, which.may be 
transmitted with the message. (NARA definition)

Electronic Records. This term includes numeric, 
graphic, and text information, which may be recorded on 
any medium capable of being read by a computer and 
which satisfies the definition of a Federal record in 
44 U.S.C. 3301. This includes, but is not limited to.
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computers, and word processing documents not 
transmitted on an e-mail system.

Federal Records. As defined in the law (44 U.S.C. 
3301), Federal records are:

[A]11 books, papers, maps, photographs, machine 
readable materials, or other documentary materials, 
regardless of physical form or characteristics, 
made or received by an agency of the United States 
under Federal law or in connection with the trans­
action of public business and preserved or appro­
priate for preservation by that agency or Its 
legitimate successor as evidence of the 
organization, functions, policies, decisions, 
procedures, operations, or other activities of the 
Government or because of the informational value of 
data in them.

The phrase "regardless of physical form or characteristics" 
means that the records may be paper, film, disk, or any 
other physical type or form; and that the method used to 
record information may be manual, mechanical, photographic, 
electronic, or any combination of these or other technolo­
gies.

Documentary materials are Federal records when they meet 
both of the following conditions:

(1) They are made or received by an agency of the United 
States Government under Federal law or in connection 
with the transaction of agency business; and

(2) They are preserved or are appropriate for preservation 
as evidence of agency organization and activities or 
because of the value of the information they contain. 
(36 CER 1222.34)

In this context, the term "preserved" means the record is 
deliberately filed, stored, or otherwise systematically 
maintained for future use, including being stored in 
electronic files, folders, or logs.

The phrase "appropriate for preservation" means documentary 
materials made or received which in the judgment of the 
agency should be filed, stored, or otherwise systematically 
maintained by the agency because of the evidence of agency 
activities or information they contain, even though the 
materials may not by covered by its current filing or 
maintenance procedures. (36 CFR 1222.12)

07/14/94 Page 2
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(1)

(2)

(3)

i.

Nonrecord Material. U.S. Government-owned documentary 
materials, other than Presidential records, that do not 
meet the statutory definition of Federal records (44 
U.S.C. 3301), or that have been excluded from coverage 
by the definition. Excluded materials are:

Extra copies of documents preserved only for 
convenience of reference.

Stocks of publications and of processed documents. 
However, each agency must create and maintain 
records sets of processed documents and 
publications, including annual and special 
reports, directives, special studies, brochures, 
pamphlets, books, handbooks, manuals, and posters.

Library and museum materials made or acquired and 
preserved solely for reference or exhibition 
purposes.

(1) A series of records designated as disposable in an 
agency records disposition schedule approved by 
NARA (Standard Form 115, Request for Records 
Disposition Authority); or

(2) A series of records designated as disposable in a 
General Records Schedule. (36 CFR 1220.14)

Appendix 1 of this document contains a list of typical 
temporary Federal records.

Permanent Record. Any Federal record that has been 
• determined by NARA to have sufficient value to warrant 

its creservation in the National A-rchives. (36 CFR 
1220‘.14)

Records Management. The planning, controlling, 
directing, organizing, training, promoting, and other 
managerial activities involved with respect to records 
creation, records maintenance and use, and records 
disposition in order to achieve adequate and proper 
documentation of the policies and transactions of the

07/14/94 Page 3

Temporary Record. Any record which has been determined 
by the Archivist of the United States to have 
insufficient value (on basis of current standards) to 
warrant its preservation in the National Archives of 
the United States. This determination may take the 
form of:
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An SF 115/ Request for Records Disposition
Authority, that has been approved by KARA to 
authorize the disposition of Federal records;

(2)

(3)

(36 CFR

k.

1.

a.

n.

07/14/94 Page 4

Records Liaison. Individual designated to oversee 
records management procedures for the agency.

A General Records Schedule (GRS) issued by NARA; 

or

- A printed agency manual or directive containing 
the records descriptions and disposition 
instructions approved by NARA on one or more SF- 
115s or issued by NARA in the GRS. (36 CFR 
1220.14)

General Records Schedules. Schedules authorizing the 
disposal, after the lapse of specified periods of time, 
of records of a specified form or character common to 
several or all agencies if such records will not, at 
the end of the periods specified, have sufficient 
administrative, legal, research, or other value to 
warrant their further- preservation by the United States 
Government. (44 U.S.C. 3303a(d))

Transmission and Receipt Data.

(1) Transmission Data. Information in e-mail systems 
regarding the identities of sender and 
addressee (s), date and time messages were sent.

■ (2) Receipt Data. Information in e-mail systems
regarding date and time of receipt of a message, 
and/or acknowledgement of receipt or access by 
addressee(s).

System Backups. Copies on off-line media of software 
and data stored on direct access storage devices in a 
computer system to provide a means of recreating a 
system and its data in the event of unintentional loss 
of data or software.

Federal Government and effective and economical 
management of agency operation. (36 CFR 1220.14)

Records Schedule. A document describing and 
providing instructions for the disposition of 
Federal records. It consists of one of the 
following: . .

(1)
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THE ELECTRONIC MESSAGING (E-MAIL) SYSTEM

3.

4.

o

07/14/94 Page 5

Users may create Federal records by using the following OASIS 
ALL-IN-1 features:

High-level officials. Heads of independent agencies; 
their deputies and assistants; the heads of program 
offices and staff offices; staff assistants to those 
aforementioned officials, such as special assistants, 
confidential assistants, and administrative assistants; 
and career Federal employees, political appointees, and 
officers of the Armed Forces serving in equivalent or 
comparable positions. (GRS 23, item 5.a., as applied to 
positions within the EOP)

E-mail messages (internal as well as external 
communications through FAX, X.400 and Internet), with 
or without word processing documents, spreadsheets or 
other attachments

Policy.

The Office of Administration is developing a records management 
system which will support electronic storage, retrieval and 
disposition of OASIS ALL-IN-1 electronic messages that are 
determined to be Federal records. In addition it will segregate 
Presidential materials from Federal records. This system is 
currently being implemented in stages, the first of which is 
allowing a user to determine record status (i.e., record or 
nonrecord) of an e-mail message. Paragraph 5 below shows how 
this is being implemented. From time to time, new stages of the 
recordkeeping system will be implemented at which time 
appropriate guidance will be provided to users.

In the interim, users should know that other materials created 
within OASIS ALL-IN-1 and/or sent to other ALL-IN-1 users will be 
automatically tagged as record material in both sending and 
receiving components. This means that users do not need to print 
materials from OASIS only unless either of the following 
conditions’ applies: tne materials are Federal record calendars 
of high-level officials (see Paragraph 16 below); or it is 
required for other documentary purposes.

Identifying E-Mail Communications That Are Federal Records.

The features of OASIS ALL-IN-1 are discussed below. This 
discussion includes a description of the feature, user records 
management responsibilities and the proposed disposition of 
record material.
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o

o

Task entrieso

o

o

“win be tagged adored

received by an agency of

of Federal record)

record^ keep inWhen determining whether e-mail material is a record/ keep in 
Mnd that multiple copies of messages or messages J^orporated 
into other electronic messages may all be records if t y 
used for different purposes in the concuct of o^cial busin 
nr filed in different files. More than one office may take

The copy would be a

Federal records on the

o
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o
The OASIS ALL-IN-1 e-aail application automatically

Executive word processing

Calendar entries (meetings or appointments)

’ saves all
in^Presidential components (e.g.-.-

Phone messages

WAVES Appointments

Pager Requests

communications created by users in Presidential compoueu..
White House, Office of Policy Development and the Office or tne 
^eepresid«t>. ^Materials created in Pre.idential^comgonent..

J^Sdl'ShenMc^rb/lhe-Sd-eiai-JSmponentls).that are sent to
as Federal 1-------

In general/ the above materials are Federalrecordswhenthey. 
Beet two conditions. They are sade °r^co^ctiSn 
thn united States Government under Federal law or in conn ion

or filed in different files. -— (
action or otherwise use copies of aJmess®9e* mara-
record in each of those offices/ and would be subject to KARA 

approved disposition schedules.

Examples of e-mail communications that are

e-mail system are:

o Messages and any attachments containing information 
developed in preparing position papers/ reports and 

studies;

Messages and any attachments reflecting official 
actions taken in the course of conducting agency 

business;

the United States Government under Federai iuw ux d

sas”.?.
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o

o

o

o

Users should also be aware that preliminary drafts of 
documents, rough notes and similar materials, as well as update

paper copy while minor changes oo not ueeu w -----
substantive updates should identify the author, recipient(s), and
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Messages and any attachments conveying information on 
programs, policies, decisions, and essential 

transactions;

Messages and any attachments concerning statements of 
policy or the rationale for official decisions or 

actions;

Messages and any attachments documenting oral 
exchanges, such as meetings or telephone conversations, 
during which policy was discussed or formulated or 
other agency activities were planned, discussed, or 

transacted;

Messages and any attachments documenting the use of 
leave, agency procurement activities, personnel 
actions, or official agency financial actions.

to drafts, notes or similar materials, must be maintained for 
purposes of adequate and proper documentation if

(1) they contain unique information, such as
annotations or comments, that helps explain the 
formulation and execution of basic policies, decisions, 
actions or responsibilities; and

(2) they were circulated or made available to employees 
other than the creator for the purpose of
comment, action or to keep staff informed about agency 

business.

The aibove guidance about determining the record status of drafts 
transmitted via e-mail also applies to word processing documents 
shared on a network. Because drafts of such shared documents may 
be records, their record status must be reevaluated as changes 
are made. Substantive updates to such drafts that constitute 
records must be preserved by printing and filing with the final 
paper copy while minor changes do^not^need^to ke^preserved.

date "of "the draft^as well as similar data documenting 

substantive updates.

Users should also be aware that documents created Jn any word 
processing application that are transmitted through OASIS
1 may also be records. When an attached document is transmitted 
to any user, it is automatically captured by the electronic 
recordkeeping system and tagged as record or nonrecord according 

to the users' determination.
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o

o

o

o

o

o

Invitations to unofficial social functions.o

If users
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choose to retain nonrecord business material and 
’ personal material in the OASIS ALL-IN-1 system, they should not 
be commingled; that is, they must be filed in separate OASIS 
folders. Refer to the OASIS Reference Manual, refile document 

* (rfd) command, for more information on how to transfer documents 
to separate folders.

For additional guidance on personal papers employees should refer 
to the NARA Guide on Personal Paoers of Executive Branch 
Officials. •

Nonrecord e-mail communications. Messages created on the e-mail 
system may contain information that either fails to meet the 
general conditions of record status or is covered by one of the 
three exemptions in the statutory definition of records.

Examples of nonrecord messages on e-mail typically include:

Reminders of meeting and appointments that contain no 
information of value about such events;

Telephone messages (unless the message contains 
information of value);

Duplicate copies of records retained elsewhere in 
electronic format, if the copies are saved only for 
personal convenience of reference;

Preliminary drafts of correspondence, reports or 
studies that were not circulated to any other 
individual;

Preliminary drafts, work sheets and informal notes that 
contain the same information as in the final document 
provided that they do not contain substantive 
annotations or comments that add to a proper 
understanding the agency’s formulation and execution of 
basic policies, decisions, actions or responsibilities. 
36 CFR 1222.34]

Personal notes that relate solely to an individual’s 
personal-and private affairs or are used exclusively 
for that individual's convenience;
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OASIS ALL-IN-1 FEATURES

E-mail Messages5.

Preserving e-mail messages electronically

— I

Enter the names of people to receive copies:

I

Message Header
I

Enter the name of one or more addressees:

In the Record field above, it will be necessary for the entry to 
be either T or N before the user can continue with creating a 
message. If creating record material, the user may leave the 
entry as Y, the default value this field takes on when the screen 
first appears. If the message will be nonrecord, the user should 
enter N as the correct value in this field. Before preparing the 
message itself, the user may tab back to the field and change its 
value if. necessary. Once a message is created, but before it is 
sent, the user may also modify this field through the use of the

07/14/94 Page 9

The actual e-mail screen includes an entry to tag the message and 
appears like the screen below:

TO:
TO:
TO:
TO:
TO:
TO:

CC:
CC: 
CC: 
CC: 
CC: 
CC: 
Record: T [Y/N] 
Subject: “

Within the OASIS ALL-IN-1 system. E-mail messages are 
communications between a sender and some number of recipients, 
generally containing textual material and optionally containing 
attachments of word processing documents, spreadsheets or the
like. They are created under the EM function within OASIS ALL- 
IN-1.

Priority: FIRST_CLASS Delivery Receipt: NO Read Receipt: NO 

Enter information and press ENTER, to GOLD-M for menu
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approval is obtained- according to agency 
approval is obtained, the materials will

o

Indices to folders, such as the inbox and outbox, are dynamically 
changing lists and will be scheduled for disposition with NARA. 
Users do not need to take steps to save any index.

Users should be aware that drafts may be records on shared word 
processing systems as well as in e-mail. Record status should be 
evaluated in accordance with the definitions of records and 
preserved as follows:

Print the document. If not included with the document, 
annotate it or attach a separate sheet that includes

07/14/94 Page 10

modify beader (mh) command. See the OASIS Reference Manual or 
OASIS Quick Reference Guide for specifics dftHis command.“

A similar process will occur when the user creates a response to 
.a message. After issuing the send command, the question, "Is the 
docuinent you are sending a Record? [Y/N]" will appear. As above, 
only one of the two responses will be accepted.

In either case, the message is kept electronically for later 
. monitoring by the component’s records liaison or records 

management staff. Thus, there is no requirement to print the 
message and any word processing attachments if it was designated 
as a record and prepared in either WordPerfect or the OASIS 
internal word processing application.

By way of a reminder, users may also request a read or a delivery 
- receipt for the message by entering "YES" in the corresponding 

field(s) on the screen. Read receipts should be requested when 
it. is necessary to confirm that an addressee has read a message 
by a certain time, such as when you assign tasks with a deadline 
or need concurrence by a definite time.

A special note: Users need to be aware of recordkeeping 
requirements for attachments that are not viewable within OASIS 
(e.*g., spreadsheets, graphics, binary data, and the like); these 
attachments may be records and should be managed as part of the 
application under which they are viewed or processed.

If the user wishes to save messages for personal reference, the 
material contained in electronic personal folders is no longer 
treated as Federal records for future agency use. However, users 
are reminded that the contents of the folders (paper or 
electronic) may not be taken when terminating employment, unless 
approval is obtained- according to agency procedures. Once 
approval is obtained, the materials will be reviewed by the 
records liaison to ensure that incorrectly designated nonrecord 
material is properly designated and filed and only approved 
materials are removed.
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The following guidance on
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6. Calendars

The ALL-IN-1 system offers a calendar option to users as part of 
the Desk Management function. The calendar function allows users 
to schedule meetings with other users, as well as to maintain 
their own record of meetings, events, and other appointments.

IST-01-0

information on the author name, recipients, and date of 
’ creation or other such information documenting 

substantive updates.

o Forward the document to the appropriate individual for 
inclusion in the agency's system of official files.

maintaining a task or "to do" list. The following guidance on 
calendars applies only to the calendar option of the desk 
management function of the ALL-IN-1 system:

Calendars and task lists created using this system may be Federal 
records if they meet the criteria explained in paragraphs 2e and 

4 of this directive.

Calendars and task lists that contain only personal business are 
personal records and thus are not Federal records. Personal 
calendars do not need to be scheduled and may be updated, changed 
or deleted at the discretion of the individual user.

Calendars and task lists that contain information about 
government business are Federal records when they are circulated 
to or shared with others or are placed in files that allow others 
in the EOP to access and view the calendars in connection with 

official business.

Calendars may be shared with others for ease of communication. 
’ This is accomplished on the OASIS ALL-IN-1 system by using the 

Change Access Management command (cam) on the Time Management 
menu; refer to the OASIS Reference Manual for further details.

Shared calendar entries (including meeting and appointment 
notices and task list entries) are subject to sampling and 

monitoring.
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c.

7.

room number, and telephone numbers. These dxre 
subject to NARA-approved disposition schedules.

8.

Paging reguests and appointment requests are temporary and can be 

deleted when no longer needed.

10.

••
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Information Management displays commercial and other non- 
Egpnr-y jnforTnational materials such as the news and weather. 
This information is nonrecord reference material. ••

Calendars that are Federal records shall be managed in the 

following ways:

a. Calendars, entries in calendars and associated data regarding 
authorized access may not be deleted or destroyed unless the

■ calendar information has previously been saved by Systems 
Management staff or printed and filed as a record.

b. Preserving Federal record calendar entries electronically

Calendar entries are saved electronically when the calendar is 
shared with any other user. They will be disposed of after _wo 
years in accordance with GRS 23, item 5a.

Preserving Federal record calendars of hi_gh-leveljDfficials

Calendars and task lists relating to the schedule of high-level 
officials will be preserved by printing and filing according to 
the instructions in paragraph 16.a below. These calendars are 

saved permanently.

7. Personnel Directories. The user directory provides a short­
cut for entering the recipient's name on the "TO line .
message. In addition, users have access to an EOP Directory that 
contains names of individuals, their organization affiliation, 
room number, and telephone numbers. These directories will be 
subject to NARA-approved disposition schedules. There is also a 
separate feature that allows users to create their own personal 
address/telephone lists for ready reference and not for 
circulation. These personal directories are nonrecord.

8. Desk Management provides access to a calculator and displays 
the current time at locations throughout the world (World-Kide 
Tim*). This information is nonrecord reference material.

9. Telephone messaging, paging and WAVES appointments are
avai 1'able* to users through the Desk Management menu. Telephone 
messages that contain substantive information on agency 
activities must be documented and incorporated into the agency s 
official files and, thereafter, can be deleted when they are no 
longer needed. Telephone messages that do not document agency 
activities or contain information of value need not be preserved.
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11.

13.

14.

MONITORING RECORDS DISPOSTTI ON 

15. The purpose of monitoring is to identify systemic problems 
with record classification by users of the OASIS ALL-IN-1 system. 
Based on the review of samples, the monitor will assess the 
extent to which problems exist and may recommend modifications to 
remedial training courses or the issuance of notices to users 
that reinforce record classification principles such as those 
stated in this directive. Remedial steps would also include 
supplemental guidance and training which would be targeted to 
specific offices as necessary based on review of the samples.

For those OASIS features that are functioning under the 
electronic recordkeeping system, agencies will have the 
capability to electronically sample and review the records for 
conformance to this guidance; OA will assist agencies in using 
this feature. Other features may not be operating in an 
electronic mode and will require the agency to perform monitoring 
of paper samples until that feature’s records are retained in 
electronic form.

New employees will receive records training as part of initial 
training required by the agency in order to use the OASIS system. 
In addition, employees will be notified during training that some 
of their electronic communications will be sampled for review on 
a periodic basis by records management personnel.

07/14/94 Page 13
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The Bulletin Board broadcasts special announcements to ’OASIS 
users, such as a" schedule of classroom training, blood donation 
drives, and health insurance open seasons. The Suggestion Box 
allows users to recommend changes that would better meet user 
needs. The Information Management Division of OA is responsible 
for preserving or disposing of materials placed on the Bulletin 
Board and the Suggestion Box in accordance with NARA-approved 
disposition schedules.

12. The interactive training routines available on the system 
are not Federal recorHs^

The User Set-Up functions of the OASIS ALL-IN-1 system which 
include changes in passwords, work locations, work hours, and 
calendar and date formats, as well as the log-in/log-out data and 
lock keyboard data, may be deleted under GRS 20, item 1(c).

System backup taoes can only be recycled with specific 
authorization from NARA. Any Federal records that remain on the 
OASIS ALL-IN-1 system, after the records and appropriate 
transmission data have been stored in official recordkeeping 
systems, are subject to NARA-approved disposition schedules.
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RESPONSIBILITIES •

a.
the purpose of recordkeeping obligations 
ndars. Direct those designated high-
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A

Monitoring records in the electronic repository

Monitoring will occur on at least a monthly basis or more often 
if capacity on the online system will not accommodate a month's 
materials. The electronic repository of designated materials for 
the EOP component will be randomly sampled in a manner to ensure 
a high likelihood that a sample from every user is obtained for 
examination.

The monitor, usually the records liaison within the EOP component 
agency, will correct incorrectly designated materials in the 
sample and redeposit the corrected record into the repository. 
At this point in the process, the samples will not identify 
sender and recipient(s) names. However, this information will be 
available to the monitor if a nonrecord designation was corrected 
and the monitor must determine if specific users are consistently 
deficient in designating record status.

The monitor will maintain statistics on the number of entries 
changed during the examination and note patterns of errors with 
the objective of developing specific recommendations for 
training. The monitor will prepare an annual report to the . 
agency head (or a designated agency official). The report will 
indicate the sample population count and how the sample was 
derived from the electronic repository, the number of entries 
incorrectly designated and corrections made. In addition, it 
shall include any recommendations for process improvements and 
suggested training refinements. The first report shall be 
submitted within three months after this directive is 
incorporated into other component's guidance.

The records liaison for each agency is also responsible for 
including in this report a statement regarding the printing and 
filing of the calendars of high-level officials. Reports shall 
be submitted to the acency head (or a designated agency 
official).

16. Each EOP agency will:

Designate those agency personnel who are high-level 
officials for the purpose of recordkeeping obligations 
for OASIS calendars. Direct those designated high- 
level officials to ensure that OASIS ALL-IN-1 calendars 
relating to their activities are printed at the end of 
each month if they are Federal records as described in 
paragraph 6 above. The calendar should be annotated 
with the list of individuals who had access to the
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b.

c.

(3)

(4)

(5)

a.

b.

c.

• d.

07/14/94 Page 15

calendar and sent to the agency records liaison for 
inclusion in the agency’s official file system.

Ensure that each agency employee receives training in 
Federal record responsibilities.

Direct the head of each agency component (division 
directors or equivalent) to instruct all users of the 
OASIS ALL-IN-1 system with Federal records
responsibilities to:

(1) Follow procedures of this directive to determine 
when the e-mail message or FAX is a Federal 
record.

(2) Be aware that all other electronic communications 
are automatically stored as record material until 
the record prompt can be integrated into ALL-IN-1 

features.

Devise a plan to monitor the records as described 
in paragraph 15.

Notify their office records liaison when employees 
need further training to fulfill their Federal 
records responsibilities.

Conduct pre-departure interviews and review of 
electronic files with employees to assess whether 
they have properly preserved all Federal records 
for inclusion in official files.

17. The Information Management Division of OA will:

Back up the OASIS ALL-IN-1 system as necessary. 
Recycle such back-up tapes according to authorized 
disposition schedules.

Consult with agency records officers whenever 
substantive modifications to the electronic
communications system are contemplated.

Provide guidance and training to educate OASIS ALL-IN-1 
users on records management procedures.

Manage materials placed on the OASIS Bulletin Board and 
the Suggestion Box in accordance with NARA-approved 
disposition schedules.
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APPENDIX 1

i
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TEMPORARY RECORDS ON ELECTRONIC COMMUNICATION SYSTEMS

1.

Reports, Equal 
ig. Standards o

certification, occupational injury 
health benefits claims. Federal Wo:

2. Time and attendance
source and input, leave, taxes. Combined Federal Campaign • 
and other allotment authorizations,. Thrift Savings Plan,

EXECDTIVZ OFFICE OF THE PRESIDENT 
OFFICE OF ADMINISTRATION

INFORMATION SYSTEMS AND TECHNOLOGY DIVISION 
OFFICE OF RECORDS MANAGEMENT

Direct Deposit Sign-up, levy and garnishment, payroll change 
and payroll correspondence, and retirement.

Administrative Records: Messages and any attachments documenting 
agency administrative activities both internal and external. The 
agency program material may include documentation about the 
following administrative subjects: .

Personnel: Official Personnel Folders (OPF}, Service Record 
Cards, personnel correspondence, offers of employment, 
certificate of eligibles. Employee Record Cards, position 
classification, position descriptions, interview records. 
Performance Rating Review Board cases, temporary individual 
employee records in OPF, position identification strips, 
employee, departmental, and incentive awards, notifications 
of personnel actions, employment applications, operations 
statistical reports, operating correspondence and forms, 
supervisors’ personnel files and duplicate OPF 
documentation, individual non-occupational health, Health 
Unit Employee Medical Folder (EMF), statistical summaries, 
employee performance. Financial Disclosure Reports, Equal 
Employment Opportunity, personnel counseling. Standards of 
Conduct, Labor Management Relations, training, 
administrative grievance, disciplinary and adverse action, 
personal injury, merit promotion, examining and 
certification, occupational injury and illness, denied 
health benefits claims. Federal Workplace drug testing 
program, donated leave, wage survey, and retirement 
assistance, security clearances.

Payrolling and Pay Administration:
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OTHER TEMPORARY RECORDS

1.

2.

3.

4.

5.

2

Administrative Databases: Databases that support 
administrative or housekeeping functions/ containing 
information derived from hard copy records.

Electronic Spreadsheets: Spreadsheets that are recorded on 
electronic media such as hard disks or floppy diskettes.

Schedules of Daily Activities: Calendars/ appointments/ 
schedules, logs, diaries, and other records documenting 
meetings, appointments, telephone calls, trips, visits, and 
^er activities by Federal employees while serving in an 
official capacity, created and maintained in hard copy or 
electronic form, EXCLUDING materials determined to be 
personal.

Records Common to Most Offices Within Agencies: These records 
include administrative subject files; facilitative records such 
as suspense files, tracking and control records, calendars, and 
indexes; and transitory documents; as well as certain types of 
records created in electronic form and stand-alone or networked 
micro- and mini-computers.

?f^c?_,Ad?inistrative Files: Records accumulated by 
individual offices that relate to the internal 
aomimstration .or housekeeping activities of the office 
rather than the functions for which the office exists. In 
general, these records relate to the office organization, 
staffing, procedures, and communications; the expenditure of 
funds, including budget records; day-to-day administration 
of office personnel including training and travel; supplies 
and office services and equipment requests and receipts; and 
the use of office space and utilities. They may also 
include copies of internal activity and workload reports 

. (including work progress, statistical, and narrative reports 
prepared in the office and forwarded to higher levels) and 
other materials that do not serve as unioue documentation of 
the programs of the office.

PERMANENT AGENCY RECORDS: Organizational charts, functional 
statements, and related records that document the essential 
organization, staffing, and procedures of the office.

Word Processing files. Documents such as letters, messages, 
memoranda, reports, handbooks, directives, and manuals 
recorded on electronic media such as hard disks or floppy 
diskettes.
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6.

7.

action, no policy decision, and no special 
research for reply; originating office copies

8.

9.

*

3

Transitory Files: Documents of short-term interest which 
have no documentary or evidential value and normally not be 
kept more than 90 days. Examples of transitory 
correspondence are: Routine requests for information or 
publications and copies of replies which require no 
administrative action, no policy decision, and no special 
compilation or research for reply; originating office copies 
of letters of transmittal that do not add any information to 
that contained in the transmitted material, and receiving 
office copy if filed separately from transmitted material; 
quasi-official notices including memoranda and other records 
that do not serve as notices of holidays or charity and 
welfare fund appeals, bond campaigns, and similar records.

Tracking and Control Records: Longs, registers, and other 
records in hard copy of electronic form used to control or 

’ document the status of correspondence, reports, or other 
records.

. Finding Aids (or Indexes): Indexes, lists, registers, and 
other finding aids in hard copy or electronic form used only 
to provide access to records, EXCLUDING records containing 
abstracts or other information that can be used as an 
information source apart from the related records.

Suspense Files: Documents arranged in chronological order 
as a reminder that an action is required on a given date or 
that a reply to action is expected and, if not received, 
should be traced on a given date.

OTHER TEMPORARY RECORDS (CONTINUED)
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MEMORANDUM FOR INFORMATION SYSTEMS AND TECHNOLOGY MANAGERS

• FROM:

Electronic Recordkeeping Application RecruirementsSUBJECT:

1.

2.

3.

Systems Management staff should ensure that each EOP 
agency's records will be identified by agency code to allow 
for searchability of record material by agency* It has been 
agreed among all EOP components that only Federal or only 
Presidential records will be created or stored by an agency 
in the OASIS ALL-IN-1 e-mail system. Systems management 
staff should also ensure that all materials created in 
Presidential components that have been sent to Federal 
components will be tagged and stored as Federal records.

GWENDOLYN N.’ WEAVER /).

DEPUTY ASSISTANT DIRECTOR
INFORMATION MANAGEMENT DIVISION

The Systems Management staff should ensure that E-mail 
communications created in ALL-IN-1 are labelled with author, 
recipient(s), transmission data, available receipt data, 
subject, identity of the originating office and record

An electronic recordkeeping application must overcome the 
inherent deficiencies in the OASIS ALL-IN-1 e-mail system, an 
application designed to facilitate communications among users 
without retaining the materials for extended periods. This 
document outlines general system requirements for an electronic 
recordkeeping system and places responsibility on the various 

■technical staffs within the division, in coordination with OA and 
DOJ legal counsels, to deliver products that meet these
requirements. This document further serves as OA's commitment to 
provide the basic capabilities that capture the content of 
electronic nail communications within OASIS ALL-IN-1 and preserve 
and maintain the Federal record materials from OASIS ALL-IN-1 in 
the Automated Records Management System (ARMS) for official use.

Within OASIS ALL-IN-1, the following must occur:

Systems Management staff should ensure that E-mail 
communications screens (including e-mail, calendar entries, 
and other nail-enabled transactions) will be displayed such 
that the user will label the material with a record or 
nonrecord tag. The record status code may be set to a 
default value of "Y" or "YES” (indicating a record) to ease 
the data entry burden on users until the prompt is displayed 

• on the screen for user entry. • ■

I

EXECUTIVE OFFICE OF THE PRESIDENT 
OFFICE OF ADMINISTRATION 

Washington, D.C. 20503

July 14, 1994
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4.

The data shall minimally include the

5.

6.

7.

8.

NARK.

Data Center Operations should ensure that janitor functions 
continue on the OASIS ALL-IN-1 accounts. This currently 
provides that messages from Inbox folders are transferred to 
a user's Wastebasket folder after 28 days in an unread 
status; that messages are transferred to Wastebasket from 
the Read, Created and Outbox folders after 14 days. 
Materials should continue to be deleted from the Wastebasket 
on the following Saturday. No messages should be deleted 
from users' personal folders.

System administration staff should delete material (such as 
messages, documents, calendars, user set-up functions, 
distribution lists and the like) from the individual e-mail 
accounts of departed staff since all record/nonrecord 
communications and associated information have been captured 
by the ARMS system and its backup tapes and have been saved 
on the OASIS system backup tapes.

Systems Management staff shall ensure that all electronic 
communications, including associated text and information 
described in item 3. above, shall be streamed into the ARMS 
as soon as reasonably possible after transmission from or 
entry into OASIS ALL-IN-l. Ideally this should take place 
in a realtime mode; or alternatively may occur overnight in 
a batch process.

Records management staff have prepared a disposition plan to 
delete user indices of messages and distribution lists from 
ALL-IN-1 when no longer needed. To the extent that these 
materials are determined to be federal records, their 
deletion is authorized by the provisions of GRS 20, item 1c.

The Data Center Operations staff shall continue the current 
practice of preserving VAX and OASIS ALL-IN-1 backup tapes 
until final approval of their disposition is received from

On a periodic basis. Systems Management staff shall save all 
calendars designated as record calendars (i.e., shared with 
one or more users), Inclusive of all record and nonrecord 
entries, covering the period from the last capture of 
calendar information.  ‘ 
Information in the print/display calendar function as 
circulated within ALL-IN-1. The e-mail communications for 
the meeting entries within the calendar shall be managed 
separately as record/nonrecord entries as described in item 
3 above.

status code. External e-mail communications will be 
retained with as much of this information as possible; 
however, the recipient should be able to tag the material as 
record or nonrecord after reading the communication.
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9.

10.

11.

Until

12.

Within the ARMS application, the following oust be accomplished:

Systems Management staff should implement an automated 
monitoring process that allows only authorized records 
liaison staff from each agency to monitor a statistically 
valid sample of messages and change the record status tag on 

‘ improperly designated materials. In the operational phase, 
after monitoring, Records Management staff should ensure 
that nonrecord material is deleted from the sample and 
record material is merged with previously saved record 
material that has been placed on a medium that facilitates 
later search and retrieval.

System Management staff should implement a search and 
retrieval ability to include keyword or text string 
searching on record material retained in ARMS. Only 
authorized staff may request searches on the following 
fields: author, originating agency, recipient, date/time of 
creation, record status code, subject and text (including 
attachments, if any).

System Management should develop a technical procedure that 
facilitates the Record Management staffs' review and 
disposition of the Federal records in the ARMS application 
according to the NARA-approved disposition schedule. Until 
such a procedure is developed all record material will be 
saved indefinitely.

System Management should develop a technical procedure that 
streams Federal record materials (including associated 
transmission and receipt data) onto tapes for delivery 
through the Records Management staff to NARA in a format 
‘conforming.to 36 CFR 1228.188; and develop a similar 
technical procedure that streams Presidential materials 
(including associated transmission and receipt data) onto 
requested output media, in a format suitable to the White 
House Office of Records Management, for transfer to the 
appropriate Presidential library. To the extent required by 
law, materials shall be transferred under NARA-approved 
disposition schedules.

Questions on any of the above points should be addressed to me at 
extension 57323.
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July 14, 1994

MEMORANDUM FOR USTR STAFF

FROM:

SUBJECT:

OFFICE OF THE UNITED STATES 
’ TRADE REPRESENTATIVE 

EXECUTIVE OFFICE OF THE PRESIDENT 
WASHINGTON

20506

All USTR employees have ongoing responsibilities to create, 
maintain, and preserve records of their activities pursuant to 
the Federal Records Act (44 U.S.C., Chapters 29, 31, and 33). 
Traditionally, USTR.has treated its records as federal and filec 

• them in paper format.

This memorandum provides guidance for fulfilling USTR's legal 
obligations as they apply to federal records that are created on 
electronic communications systems. The guidance applies to the 
e-mail and calendar functions on the Local Area Network (LAN) 
(which includes WordPerfect Office e-mail) and the calendar 
function of WordPerfect Office, as well as subsequent revisions 
of WordPerfect Office software for e-mail, word processing, and 

calendar functions to be introduced in 1995.

The staff of USTR creates records electronically, including by 
the use of electronic communications systems. USTR has preserved 
electronic mail messages that are records by filing paper copies 
of these documents. We are proposing to begin July 14 to file e- 
mail electronically and transfer such e-mail to magnetic tape for 
long term preservation. USTR also preserves essential 
transmission data for these records electronically, including the 
name of the sender and each addressee, plus the date and exact 
time of transmission, which are recorded with the text of each 
message. "Read receipts” that identify when a message is 
"opened" by each addressee also are preserved‘whenever requested.

Successful implementation of this policy requires each USTR 
employee to do five things: (1) determine the record/nonrecord 
status of any e-mail message at the time of creation:
(2) request read receipts whenever it is important to confirm the 
receipt of a message by a certain time; (3) for the time being,

THOMAS R. NIDLS/y

Electronic Communications Systems (Electronic

Mail)
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papers, naps, photographs, inacnine reaaawic 
or other documentary materials, regardless of

two tests are federal records. First, the data must have been 
created or received by agency personnel in connection with the

2

ensure that read receipts are preserved by electronically 
forwarding all receipts along with a copy of the federal records 
mail message to the federal records post office box; (4) print 
and file designated calendars and calendar authorization files 
monthly; and (5) print and file draft word processing documents 
that qualify as records.

transaction of public business. Second, they must be preserved 
or appropriate for preservation as evidence of the agency's 
activities or because they contain information of value. 
"Preserved” in the context of the USTR's e-mail systems means 
that the data are deliberately filed, stored, or otherwise 
systematically maintained for future, use, including being stored 
in electronic files, folders, or logs.

Numeric, graphic, or text data that satisfy either of these two 
definitions are records, regardless of the medium on which they 
are recorded or the type of computer system on which the data are 
recorded or transmitted. Thus, electronic messages or documents 
that satisfy the definition of federal records are records. This 

includes:

- messages or documents containing information developed in 
preparing position papers, reports and studies;

- messages or documents reflecting official actions taken 
in the course of conducting USTR business;

DETERMINING RECORD STATUS

Electronic nail documents in DSTR (like all other documentary 
materials) fall into one of two categories: records or nonrecor.. 
materials (which includes personal materials). The only records 
management judgment that USTR staff must make when using e-nax_ 
is to determine whether a message is record or nonrecord xn 

nature.

The Federal Records Act defines federal records as:

All books, papers, naps, photographs, machine readable 
materials, or other documentary materials, regardless of 
physical form or characteristics, made or received by an 
agency of the United States under federal law or be in 
connection with the transaction of public business and 
preserved or appropriate for preservation by that agency or 
its legitimate successor as evidence of the organization, 
functions, policies, decisions, procedures, operations, or 
other activities of the Government or because of the 
informational value of data in them. (44 D.S.C. 3301)

Under this definition, electronically recorded data that satisfy 
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both oocunents may be records. Moreover, multiple copies of th 
sane^docwuent may* all’be records if they are used for different

3

Nonrecord or Personal Materials.

Certain types of documentary materials created within USTR.are 
considered ‘’nonrecord’’ because they do not meet the conditions of 
record status as explained above or because they are excluded 
from the status of records by statute. This includes:

- reminders about meetings and appointments that contain no 
information of value about such events;

messages or documents conveying information on USTR 
programs, policies, decisions, and essential 
transactions;

- messages or documents that convey statements of policy 
or the rationale for official decisions or actions;

- messages or documents memorializing oral exchanges, such 
as meetings or telephone conversations, during which 
policy was discussed or formulated or other activities of 
the USTR were planned, discussed, or transacted.

Preliminary drafts of final documents, rough notes, and similar 
materials must be maintained for purposes of adequate and proper 
documentation if: (1) they contain unique information, such as 
annotations or comments, that help explain the formulation and 
execution of basic policies, decisions, actions, or 
responsibilities, and (2) they were circulated or made available 
to employees other than the creator for the purpose of approval, 
comment, action, or to keep staff informed about USTR business.

This guidance about determining the record status of preliminary 
drafts transmitted via e-mail also applies to word processing 
documents shared on a network. Because drafts of such shared 
documents may be records, their record status must be reevaluated 
as changes are made. Substantive updates to such drafts that, 
constitute records must be preserved by printing and filing with 
the final paper copy while minor changes do not need to be 
preserved. Such substantive updates should identify the author, 
recipient(s) , and date of the draft.

When the same information appears in two different documents, 
both documents may be records. Moreover, multiple copies of the 
same ^document may* all’be records if they are used for different 
purposes in the conduct of official business or filed in 
different files. More than one office may take action on, or 
otherwise use, copies of a document, and in such cases each copy 
of the document is a record.
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(unless the message contains

social functions curing office

meiDoranda, reports,- preliminary drafts cf correspondence,
and studies that are not circulated to any otner

individual;

, vorX sheets, informal notes and

office Box

To electronically send federal records • 
box, users should designate (R) as an e-mail »^”s”*uld 
nonrecord e-mail to the nonrecorcs mail bo
designate (N) as an aouressee. All mail »es g 
on USIR's local area network rust have either the (N) or

Jec^t Amstrono v. Eg Court Order. To assist the vain »v.. 
nmnar rpeard status ceterminations, tne st

promptly as possible.

saved for the purpose
-•

4

the records mail 
To send

- information 
-3 and that do not document 

execution;

E-mail will be monitored and readin

making proper record status determ

Office of < 
of all electronic mail messages

telephone messages
information of value);

invitations to unofficial 

hours;

with the Federal Records Act (44 U.S.C.,

33).

Monitorinc Record Status DesicnapifiD&

order to comply with the
- assist'the USTR staff xn

Materials designated as nonrecord that are saved for
of monitoring do not become fede“l «c°r« fice o£
are retained for that purpose. Koweyer, if the orr iew
computer Operations, in the course of ‘the

determines that the content ° . . message or document is
nonrecord designation of a particular me g rd The staff
incorrect, the staff shall redesignate it as a record.

that are sent
either the (N) or (R) 

Order and
Chapters 29, 31, and

- preliminary drafts, ---
similar materials that contain the^s“®
reflected in final documents j_.._
policy development cr execution;

- notes about exclusively personal matters, such as private 

political or professional activities.

Forwarding Federal Records Ken Beg£Isa_Ea££

?^pu«? Operations will ^e-

-wctronic mail messages and <Jocu»ent» ?he

mail, including those designated as problems in
purpose of the examination « t^ getween rec

nonrecord^materials. The selected

examined monthly in order to correct improper designation

interpreting. thisguidjnceforjistinguishing^between^record^nd^

i as
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When you designate a message as a record, a copy automatically 
will be routed to records management post office box on the Local 
Area Network (LAN) for incorporation into the appropriate records 
system. Also, any response to a record message automatically 
will be labeled a record.

t
Transmission and Peceint Data

of the Office of Computer Operations will report their findings 
to me at least once annually and recommend any needed changes in 
current guidance or procedures.

No copies of electronic mail documents (either electronic or 
paper) nay be removed from USTR unless they are determined to be 
exclusively personal materials. If a departing staff member 
wishes to retain such documents, the staff of the Office of 
Computer Operations and the ADSTR for Administration must review 
the documents before authorizing their removal.

PRESERVING ELECTRONIC FAIL MESSAGES

All electronic nail messages contain.certain "transmission data" 
regarding the sender, addressee(s), and transmission (date and 
exact tine) of a document. The transmission information 
associated with an electronic rail message that is designated a 
record also must be preserved as a record. Consequently, all 
e-mail messages routed to records management post office box as 
records will be filed electronically with the following 
transmission data included: the name of the sender and all 
recipients and the date and time of transmission.

Additionally, if you request a read receipt for an electronic 
nail record, the read receipt is also a record and must be 
preserved with the message. You should request read receipts 
whenever it is necessary to confirm that an addressee has read a 
message by a certain time, such as when you assign tasks with a 
deadline or need concurrence by a definite time. All users 
should forward the originating federal records e-mail message and 
the read receipt (as an attachment) to the federal records mail 
box by designating R as an e-mail addressee.

•To facilitate the preservation of e-mail miessages that are 
records, you are required to indicate whether the message is 
Record (R) or Nonrecord (N) each time you create a message. You 
should make that determination by following the guidelines in

• this memorandum for identifying records, nonrecord materials, and 
personal materials (a personal message should be labeled 
nonrecord (N)). WordPerfect Office mail users should make the 
same determination for any message broadcast on the Bulletin 
Board function. When in doubt, designate a message as a record 
(R).
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This memorandum supersedes all previous guidance on electronic
mail. I cannot emphasize too strongly the importance of staff 
compliance with this Guidance in order to ensure that USTR

• fulfills its legal obligations regarding the creation and 
preservation of federal records. If you have any questions about 
this guidance, please contact Dr. Joan Steyaert, Office of 
Computer Operations (55140) or Ms. Laura Sherman, Office of 

General Counsel (53150).

PRESERVING CALEyDARS

Calendars created on USTR's electronic mail systems that contain 
information about government business may also be records. 
Calendars and task’lists that contain information about 
government business are federal records when they are circulated 
or shared with others' or are placed in files that allow others m 
the EOP to access and viiew the calendars in connection with 
official business. Calendars that are not circulated to others, 
and are not made accessible to others, do not need to be 
preserved, and they may be updated, changed, or deleted at the 
individual's discretion. DSTR manages calendars on these systems 

that are records as follows:

1. If electronic calendars relating to the activities 
of the USTR, Chief of Staff, DUSTRs, AUSTRs, General 
Counsel, Deputy General Counsel, Chief Textile 
Negotiator, Counselor, and Special Counsel are shared 
with USTR employees, the shared calendars must be 
treated as records. They should be either printed out 
monthly and filed for permanent preservation or 
forwarded to the federal records post office box on the 
Local Area Network (LAN) as an attachment to a e-mail 
message. Entries in these calendars may^ngt be deleted 
or destroyed prior to printing or. forwarding to the
rc.-urds management post office box. When printing 
calendars for preservation, also print and file a list 
of the individuals who had authorized access to the 
calendar for the previous month.

2. Calendars of other employees that contain 
information about USTR activities will be retained on 
the computer system for two years. Entries in the 
calendars, and associated data regarding authorized 
access, nay not be deleted or destroyed during those 
two years unless the calendar has been previously 
printed and forwarded to Records Management officials.
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July K, 1594

SUBJECT:

Ti C Vi iiy to the federal records post office. (WordPerfect 
< >.Vu‘cj5 ®n “ ^vision of the current Office e-nail software to 
zorce X designation for e-sail sassages that do not have a R/N 
Jit katioa^ sucb determined to be federal record*
itZv- Pr°5>o«d for permanent retention by the National

F? preserve the record messages and related data

capturing read receipts electronically in association with the 
originating _nessage and forcing the R/N designation for response* 

i oay require substantial additional

OFFICE OF THE UNITED STATES 
TRADE REPRESENTATIVE

EXECUTIVE OFFICE OF THE PRESIDENT 
WASHINGTON

20506

to nonrecord messages may require substantial additional 
reprograxning and that developing the search function in 
„ lT^€^£ect C,ffice Mail may reguire work with the software vendor 
WordPerfect. Consequently, these two changes should be 
inplenented^in5!!?̂ 6 °f th* modified e-mail system that will be

All e-ttiil user* will designate messages as records (R) or 
2?nflcor^s {IP* KftSS®ges designated as records will be routed 

caUy to the federal records post office. (WordPerfect 
< >.Vu‘cj5 ®n “ revision of tha current Office e-mail software to 
desH* R . S15neti°n fos* e-mail messages that do not have a R/N

By July 1, 1994, you should begin to implement all procedures 
neceasary to preserve all record e-mail massages on USTR's 
electronic mail systems (WordPerfect Office Mail) electronically. 
Since all record e-mail messages for the Clinton Administration 
have been retained, I assume that these procedures can be 
iJSE,Z?3?nt®'1 PrO3Ptly, with two exceptions. I understand that

Transmit the messages to separate online racords
• US (or *osz (U *11 r*cort massages

a?7 nonrtcord messages. A statistical sample will ba 
ki-waekly from each account for monitoring purpose*. 

The nonrecord message* should be deleted as soon as Office of
Informs Administration that they have

MEKORANDUX FOR JEFF VERBZJBN
Joax^Jaert

Electronic Mail Modification*

« £-----«* ‘l-ti V A- tF L. x V-C1X wCLAQwXv w A^1-weekly from each account for monitoring purpo:
The nonrecord message* should be deleted as soon as Offici

action^^ examination and taken necessary corrective
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5. Transfer to NASA a user listing of all unclassified and 
_ claasfied sassages and a copy sn magnetic tape of record, sassages

aystens when no longer needed, and the deletion of distribution 
lists frca WordPerfect Office when no longer needed. If this

incorrectly designated nonrecord and to ensure that only personal 
materials are resoved. The aessages in the user's e-aail account

schedule is approved, it will no longer be necessary to preserve 
these naterials.

should be deleted after the records nanageaent staff inforas you 
that they have completed their review.

5. Before a key nanager departs, lead clerical staff should 
check federal records files to datenaine whether calendars have 
been printed and appropriately filed for records retention 
purposes. if calendars have not bean filed, the lead secretary 
should print a copy of the calendar and file it in the federal

2. Monitor onlJrie accc-unt in records aanugesent for a 
•ocple Of ell record and nonrecord eessages as instructed in uy 
neoo to Tea Hides. The saxpled nonrecord messages should be 
deleted as soon as Office of Coaputer Operations informs you that 
they have completed their exaaiaation and verified the ' 
statistical sanple.

3. Enable Records Management staff within Office of 
Coiuputar Operations to designate the record messages as federal.

4. Retain EAST access to the sorted federal record messages 
in records and access sanageaent only. This access nay be 
achieved by retaining the data online, or on easily useable 
optical disks, whichever is aore practicable for you. In either 
case, it is my understanding that records and access management 
staff will be able to conduct keyword searches of all record 
messages, for federal records, this access must remain available 
until transferred to the Rational Archives.

8. When a departing staffer asks to remove electronic or 
paper copies of e-mail messages, they must first be reviewed by 
the records management staff to identify and file any "records*

and transmission data associated with each message.

8. Each record message must include the name of the sender 
and all addressees, the subject and the date and exact time of 
creation and transmission. Work with users to ensure that read 
receipts along with the original mall message are forwarded to 
the federal records post office box.

7. The Office of Commuter Operations has drafted a records 
schedule that would authorise the deletion of user directories 
and logs (indices) cf messages from the WordPerfect Office 
systems when no lonoer needed, and the deletion of distribution



I

would provide for the permanent retwition (in printed fomat) of 
all cables directed to the attention of a specified USTR staffer.

3
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The draft schedule also would authorise the deletion •when no 
longer needed’ of the regaining cable traffic in WordPerfect. 
The newswires on the IAN that are purchased froa a conaercial 
vendor constitute a nonrecord reference library, which should be 
deleted when no longer needed. Until KARA has approved our draft, 
schedule, you should continue retaining a coaplete backup of all 
cable traffic on the IAN.

11. User Set-Up Functions, which include changes in 
passwords, work locations, work hours, lock keyboard data, 
calendar and date foraats, and log-in/log-out data, should be 
deleted when no longer needed for systen administration. To ths 
extent that any such data are deterainad to be federal records, 
their deletion is authorised by the provisions of GRS 20, Item 
lc.

records filea of that section for traafer to NARA. Once a copy 
has been retained the electronic data should be deleted.

For cable traffic on USTR'a Local Axsa Network 
(LA*), OCO staff have drafted a records schedule provision that

OCO staff have drafted a records schedule for submission to the 
National Archives that would, for all data determined to be 
federal records, authorize the deletion of (i) copies of nessages 
in individual e-mail accounts after one month or, in the case of 
data retained in personal folders, when the staffer departs the 
USTR; (2) user directories, distribution lists (for WordPerfect 
office), and logs of nessages; and (3) calendar data. However, 
until we have a final determination froa NARA about the 
disposition of USTR federal records e-mail, you must continue the 
current practice of preserving backup tapes of the entire system.

If you have any questions, please let me know.



!

July 14, 19»4

2££[21I

SUBJICTs Monitoring Electronic Mail

1.

-•

••

The staff of Technical Services Group in the Office of
Corputar Operations (OCO) should exanine a sarnie of e-mail 

issuance of written
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accounts on a monthly basis following the 
guidance to all staff. Improper designations of sarpled 
naterisls win be corrected and deposited in the correct

OFFICE OF THE UNITED STATES 
TRADE REPRESENTATIVE

EXECUTIVE OFFICE OF THE PRESIDENT 
WASHINGTON

20505

__________ I deposited xn tae correct 
electronic file. Whenever OCO Administration, USTR detects a 
pattern of mistakes in Interpreting the guidance, consultations 
with individual staff should be undertaken and ©edifications of 
the general guidance should be considered. Materials designated 
nonrecord that fit into the pattern of mistakes, but were not 
included in the nbr.itoring sample, should be reviewed to correct 
improper designations before such materials are deleted.

In order to identify and renedy any problems in USTR's staff's 
identification of e-mail records, USTR should institute the 
following plan for monitoring a sample of electronic mail 
messages and documents transmitted via e-mail.

MEHOjRXNDUH ?0R TOM KID2S fl, /

TRDHi jSŝ HOP^Js^AKD JUAN

2. The sampling should consist of a statistically valid 
random sample of record and nonrecord messages and'documents. 
The sanple should be designed to ensure a high probability of 
selecting record and nonrecord messages and documents of each 
user.

3. The monitoring system should retain the names of the 
creator and recipient(s) to enable redesignation of improper 
designations and retention of all transmission data for records, 
as well as consultations with individual staff as necessary.
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guidance to staff or training, 
the adequacy of current schedu

5. When the staff of OCO Administration review
that departing staff seek to remove from USTR, Technical Services

4. The monitoring should Include an annual report 
documenting the type of sampling conducted, number of materials 
reviewed, the number of materials incorrectly designated
nohrecord and redesignated record, explanations of the incorrect

fci of the QUidancee ma

j

reviewed, the number of materials incorrectly des 19^^e»

designations, and interim modification(s) of th* suidance. — 
report should include recommendations for
guidance to staff or training. • Cxe report also should evaluu a 
the adequacy of current schedule descriptions and retention 
periods for messages or other data on the e-mail ^ft*®** ,?5fca 
recoroaend needed changes. The first of these reports •*> 
submitted within three months after the issuance of writt'sn 

guidance to all staff.

5. when the staff of oco Administration

Croup should ensure that any records incorrectly designated 
nonrecord are redesignated and deposited in the correct 
electronic file.
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•SUBJECT:

I

4

X

• EXECUTIVE OFFICE OF THE PRE^L/cnH 
. OFRCE OF SCIENCE AMD TECHNOLOGY POUCY

WASHINGTON. B.C 20600

whenever requested.
• * . •• •

Successful Implementation of this policy requires each OSTF employe to do three 
things: (1) determine the record/ndnrecord status of any e-mail message at the time of 
creation and identify nonrecord messages by placing the word "nonrecord" in the 
message subject field; (2)* request read receipts whenever it Is important to coaTirra lie 
receipt of a message by a certain tfrne; and 3) print and file draft word processing 
documents that qualify as records. Calendars relating to the schedules of high-Ieve! 
officials must also be printed along with accompanying authorization files. All other 
tasks ass-xi&ted with the proper nuintf.ru nee and disposition'of e-mail records will be 
perforined by OSTPs Records Management staff.

July 14, 1W

MEMORANDUM FOR OSTF STAFF

. • FROM: BARBARA FERGUSON

ELECTRONIC COMMUNICATIONS SYSTEMS <Efec£roiiic Mall)

All Office of Science and Technology Policy (OSTP) employees have’ ongoing• ail umce oc Science and Technology Policy (OSTP) employees have ongoing 
responsibilities to create, mainain, and preserve records of their activities pnrrotxu .□ iiic 
Federal Records Art (44 UJ.Q, Chapter 29, 31. and 33). This memorandum provides. 

. guidance for fulfilling these obligations as diey ^ply to records created on dertrunic 
cqmnnmications systems. • ...

The National Archives has defined elcctronfc commnnicatioiis gycteme u electronic 
mail systems, electronic conferences, and comparable systems with similar e-mail capability-^ 
that retain transmission data. Within OSTP, this definition (and the guidance in this 
memonndum) applies to the e-mail fin«ion (CC:MAIL) and to the calerxiar function 

- <0NTIME) of our LAN. The definitions apply as well to the All-m-One system operated by 
the Office of Administration (OA), and you are instrurted to follow OA’s guidance regarding 
that system. In addition, the defimtions-apply to the e-mail fuoefion of Inferoet (a system in 
which OSTP cuireoLly.stores all incoming and outgoing messages).

•The staff of OSTP create records electronicany, inefuding by the use of elecirvitk. 
communications systems. Records created by OSTP staff on e-mail will be treated as Federal 
records. OSTP preserves electronic mall messages that are records by filing them 
electronically and transferring them to magnetic tape in a software -independent format for 

. long term preservation. OST? also preserves essential transmission data for these records, 
incJudmg the name of the sender and each addressee, plus the date and exact time of 
transmission, which are recorded within the text of each message "Read receipts* tirt 
identify when a message that is a record is * opened" by each addressee'also are preserved
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by in igency of the Unital Sates Go

includin’ being stored In electronic files, folders, or
. • logi. The phrase •;

2

Rrnmininr RrrnnfJfataj ’ 
• •

Elsctrouic man dr

nutouU. er other 
received „ of physical form or characteristics, made or
transactof

R^oeswr *s evidence of the orgnizafira, poHaes

<“ TT!? ««* or othe^ise

or

Nun^ric, graphic, m ten information that

in dhTEmot files.
“*«•««. rtewwwouW terttJrtfaS^^ot^
KARA-approved .disposition schedules.

contain, even thoonh the Of ag£Dcy “ infonriaiion they'
. procednrcs. ’ mat-nal* may not be covered by cur current filing or maiatoMcc

n^rdless of S ** ■

the data are recorded or v, « nxordc<3 OT type of conyuicr system on which 
-- - transnuocd. E-nufi messages Qaitnal messages and external X.400

I electronic
------ ?• They are made or rpeetved 

ivernmeni under Federal Jaw or in connection with foe

— — . ■ — .— ~ —»> *on as
------because of the value of the information they - •

. »
f

• I
\

Mpnror thu oHp “”“>• lte ODl’ IK0'*■ “b Vh“ '-1-’ w»«ta? . i.

Federal Records 
The Federal Record, Aa dctiM, fafc^j u. ' • _

Fe,Je£.n!coris- k«P in mind tha 
“=- ■sr asr=sssassssssa?

tnd would be subject to.

document  ̂nuterkb or other
--- .. ’ ^^ettofphysmalfbnn or characteristics, made or

decisions, proGolures, -
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if:

l

Ecctrooic message* and any attachmcais tranrrnitted via electronic mall that suisfy 
the defirdtion incluife:

• messages and any arachmenrs containiog Infonnation developed in preparing pasftioo
a

«uth events;

3

Nocrecord or Personal Materials

Certain types of documentary materials created within OSIP are considered 
’nonrecord’ because they do not meet the conditions of record status as explained above or • 

they are excluded from the status of records by statute. Typically, these include: 
• •

• reminders abewt meetings and appointmants that contain, no infomaticn of value about

.. Users shoidd also be aware that prcliminaxy drafts of final documents, rough notes. . 
and similar materials must be maintained for purposes of adequate and proper documentation

• they connm uruijiy information, such as annotations or comments, that helps explain
. the formulation and execution of. basic policies, decisions, actions, or responsibilhies;• 

and
• they were circulated or made available to employees other than the creator for the

purpose of approval, comment, action, or to keep staff informed about agency 
bnsiness. • •

papers, reports, and studies;
• . messages and any attachments rejecting official actiotu taken fri the course of

©ondnetfr^ agency business; '
• messages and any aiar.hTrmts conveying information on OSTP programs, policies, 

decisions, and essential trarmctionS;
• messages and any atiachmonts conaemr-n^ statements of policy or. the for

official decisions or actions; . • ’
• messages and any' attachments documenting on! exchanges, such as meating* or 

telephone conversations, during which policy was discussed or formulated or other 
activities of OSTP were plzuned, divryewj, or transacted;

• attacb®6Dts documenting the use of l$ave, agency procurement 
activities, personnel actions, or official agency financial actions.

• •" • ’ This guidance about determining the record status of preliminary drafts trarrmined via exnail 
also applies to word processing documents shared on a network. Because drafts of such 
shared documents may be records, their record status must be reevaluated as changes are 
made. Substantive updates to such drafts that constitute records must be preserved by 
printing and filing with the final paper copy while minor changes do not need to be 
preserved. Such substantive updates should identify, the author, recipientfs), and dare of the 
draft, as well as similar data documenting substantive updates.
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Mocxitorin^ Record Status Dcsig^diofis
•

To assist the OSTP staff in making proper record status detetminations, the Records 
Management staff wjH periodically examine a ample of all electronic mail messages and 
electronic calendars and tacfc lists, including foyre designated u nonrecord materials. The 
purpose of &e examiTation is to jdentify any problems in interpreting the official gujdance 
for distinguishing between record and nonrecord materials. The first of these sample 
insp. crions will take place within the next month. The Records Management staff will report 
their findings to ix and rcct mmend any needed changes in current guidance or procedures.

Preserving RIeefmnie Mail Mestapes

' • •, •
AH OSTP e-mail messages that are records win be preserved. To facilitate 

distinguishing between record and nonrecord messages, you are asked to identify all 
nonrecord messages by including the word •nonrecord’ in the message subject field. You 
should determine whether a message is record material by following the guidelines in this 
memorandum. Messages not marked u ’'nonrecord’ win be preserved as records. [Note 
that for the time being, all Internet messages are stored u records.] All record messages will 
be managed (e.g.,- preserved; searched for FOIA purposes) by OSTP's Records Management 

staff. . • •

Transmission and Receipt Data

AH electronic rail messages erm tain certain ’trxnsmissaon data’ regarding the. sender, 
addressee^), and transmission (date and exact time) of a document. All e-mail messages that 
are records will be filed electronically complete with aU transmission data. Individuals who 

transmit e-mail via user group psttim m^st forward hardcopy lists of the membership of each 
user group to the Records Managemere staff when a user group is created or updated.

• •• • •
If you request a read receipt for an electronic mall record, the read receipt is also a 

record and will be preserved with tie message. You should request read receipts whenever it 
fc necessary to 'confinn that an addressee has read a message by a certain time, such as when 
you assign tasks with a deadline or need concurrence by a definite time.

• • • •

•
telephone messages (unfr^s the message contains information of value); 
invitations to unofficial social fooctJons;
preluninary drafts of correspondence, memoraDda, reports, and studies that are not 
circulated to any other individual;
preliminary drafts, work sheets', informal notes, and similar materials that contain the. 
same information refiseted in final documents and that do not document policy • 
dcvcJopmcnt or execution; . '
notes about exclusively personal maticn, such as private political or professional 
activities. • • *
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Th?t memoraDduni supersedes ill guidance on electronic roai! issued prior to Januiry 
6, 1993, as well as the instructions oc Electronic Federal Records bn page 6 of the May 8, 
1993, memo on ‘Federal Records.' I cannot emphasixe too strongly the importance of staff 
camplianx with this guidance jn order to ensure, that OSTP fulfills its legal obligations 
regarding the creation and pteservaxion of Federal records. If you have any (juesdons about • 
this guidance, please contact me or Tanya Felder, the OSTP Records Management staff.

• • <

Frcierving Calendars' .

Calendars and task lists created in ONTIME arc' cither personal materials or Federal 
'records. and task lists t^t contain only personal business and arc .not shared arc
•personal records and'thus are not Federal records. Personal calendars and task Lists do not - 
need io be preserved or disposed of as records and may be updated, changed, or deleted at 
the rfiacrction of the individual user. Calendars and task lists that contain information about 

- government business are Federal records when they are circulated to or shared with ‘>&ecs or 
placed in files that allow others, in the EOP to access and view the calendars or task listS in 

connection with official business. . - •• •

Calendars and task lists of employees other than, high-level officials (see definVum and 

OSTP position listing attached) that contain substenlivr information relating to e
activities, the substance of which has not been incorporated into official files, will be retained, 
for two years in accordance with GRS 23, item 5a. Entries in the calendars and associated 

data regarding aulfaDrized access, may nd be deleted or destroyed daring those two years 
unless the calendar and authorized access data’has been printed and forwarded to the. agency ■■ 

records officials. . . , ' .

' Calendars and task lists of employees other than high-level officials that document 
routine activities and enntain no substantive information relating to official activities may be 
deleted when no longer needed in accordance with GRS 23, tern 5b; those with substantive 
information, the substance of which has been hcotpqrated into organized files, may also be . 

deleted when no longer needed.

Calendars and task lists relating to the schedules of high level offirials at OSTP must 
be printed monthly and forwarded to OSTP's records management officials for presemtiom 
When printing calendars for preservation, also print and file a list of the individuals who tad 
authoriznlion to enter ch? no ex to the calendar; it will be assumed that all OSIP staff bad 

• ‘read* access to a shared calendar.
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• JOHN H. GIBBON

SUBJECT: . MONITORING CC:MAIL AND ONTIME

1.

I

3.

4.

5.

J

iC

In order to idedify correct any problcau in OSTP staff’s identification of e-mail 
records, you should institute the following plan for monitoring a sample of e-mail;

The Management Information Specialist (MIS) should program Cc:Mail to forward 

each message a user creates to a mailbox •ALL.’

July 14, 1994
• • •

MEMORANDUM FOR BARBARA FERGUSON .

• FROM:'

i.

executive office of the president
OFFICE OF SGENCE AND TECHNOLOGY POLICY 

• WASHJN6TON. OXI 20500

2. The Records Management stiff should eramina a sample from the ’ALL’ box 
monthly following the issuance of written guidance to all staff. Improper designations 
cf sampled materials will be corrected and deposited in the correct electronic file. 
Whenever’you detect a pattern of mittates in interpreting the guidance, consuitatioris 
with individual staff should be urxtertalten and modifications of the general guidance 
should be considered. Materials designated nonrecord that fit into the pattern of 
mistakes, but were not included in the monitoring sample, should be reviewed to 
correct improper designations before such materials are deleted.

* • •

The sampling should consist of a statistically valid random sample of record and 
nonrecord messages and documents. The sample should be designed to ensure a high 
probability of selecting record and nonrecord messages and documents of each user. 

• •
The monitoring should include an annual report documenting the type of sampling 
conducted, number of materials reviewed, (be number of materials incorrectly 
designated nonrecord and redesignated record, explanations of the incorrect 
designations, and interim modification(5) of the guidance.. The report should include 
recommendations for modifications in guidance to staff or training. The report also 
should evaluate the adequacy of current schedule descr^tions and retention periods for 
messages or other data on the e-mail system*, and recommend needed changes. Tbe 
first of these reports should be submitted within 3 months after the issuance of written' 
'guidance to al! stiff.

• ••
When the Records Management staff reviews materials that departing staff seek to 
remove from QSTP,- the Records Management staff should ensure that any records 
incorrectly designated nonrecord are redesignated and deposited in the correct 
electronic file.
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FROM:

SUBJECT:

(x5'4728) .
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(
executive OFHCE OF THE PRESCfclN I

OFFCE OP U*NAG£U€MT AND BLOOET 

washuctton. ac. ao«a MEE

MEMORANDUM FOR OHB EMPLOYEES

Robert G. D&bus
General Counsel

Nev Recordkeeping Guidance
for the oasts All-in-One System

-In accordance with the court rulings in the ^rpFtr9n<7 Yjl 
EXOP litigation, the Office of Administration (OA) has issued a 
new recordkeeping directive for EXOP agencies using the OASIS 
All-in-One system. The OA directive is enclosed. The directive 
provides guidance on the records responsibilities of individual 
OASIS users with respect to their electronic mail (e-nail) 
conmunlcatlone. The OA directive also addresses the records 
responsibilities of EXOP agencies themselves with respect to the 
appropriate handling of OASIS calendars and of the training and 
monitoring of enployees using the OASIS system.

OMB employees, in their use of the e-mail system, are 
required to apply the recordkeeping guidance sot forth in the 
OA directive.

This guidance shall be used in place of the e-mail guidance 
contained in the OMB Manual at Section 540-5.b, which is 
rescinded.

i .
’ If you have any questions concerning this memorandum or the 

OA directive, please contact Steve Aitken of this office 
(x5'4726) .

• •

Enclosure
<

:
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July 14, 1994

KE:

1

< office of national drug control policy 
EXECUTIVE OFFICE OF THE PRESIDKKT 

W^Alaxfcw, DlQ MSN

MEMORANDUM FOR ONDCP STAFF

ED JUKI

“CORBKEEPINa GUIDANCE
roR 1115 cans. jMj<dBixe^_smEf

«O“rt rulings in the Anns trona v. Exo?

■ AU-Di-ONE Bvste^rxJ J? w?*0P ®5encles using the OASIS 
provides °A dir®ctlvB is attached. The directive
OASIS u^e?a with^^*^ fecf5ds ^spo^ibilitiaa of individual 

respoasibilitles Iprhb direc^lve addresses the records
s -

O*3^ ^ployees, in their use of the s-naii _ ___________________

SS ^SS5.“SL2 rec2rdfOfficer Nell SSi^ ni^c ^ntacfc “e or 0A Record Managanent 
*xtAnsicn 5S471? ^ * aMress DOERING_N, or call ha? on

, •.
Enclosures

S5?i?atlOa Division of OAand training to OASIS ----

5?«** ~ s^’asss;
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XU CBQ Itxfcto:

Xttam«y 1/
rrcoi

Bubj:

Data:

I
•idr1/ •^w7rT*5 ••

Recydfrd

l 
1 

I

EXECUTIVE OFFICE OF THE PRESIDENT 
COUNCIL ON ENVIRONMENTAL DUALITY 

WASXH3T0N, D.C. *0503

I
1

I

I
I

I

I

y«nr *«core-x»»plng Dlr«ctly» x»ra»4
By Office of Bdxl&iotrition (ox)

July 14, 18»4

Pursuant to the court rulings in Xrxurtrong v. Executive
Office ©f the Preeldent, CA has Issued a new recordkeeping 
directive for Executive Office of the President (BOP) personnel 
using the OASIS All-in-One systen. The directive, vhich is 
attached, provides guidance on the recordkeeping responsibilities 
of OASIS users regarding their use of electronic nail (E-nall) 
conanunications. The OA directive also addresses the 
recordkeeping responsibilities of BOP agencies institutionally 
regarding the appropriate handling .of OASIS calendars, and the 
training and monitoring of employees using the OASIS system.-

CZQ employees are required, in their use of the B-nail 
system, to apply the recordkeeping guidance sat forth in the OA 
directive. This guidance supersedes previous B-nail guidance.

Please rsviev the new directive, and contact me if you have 
any questions.

i
I
«i
i
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Office of National Drug Control Policy

♦

Office of Administration

Director
Assistant Director
Deputy Director for General Services 
Deputy Director for Information Management 
Deputy Director for Resources Management 
Director, Administrative Operations Division

Office of Management and Budget ’

Director
Deputy Director (DD)

. Deputy Director for Management (DDM) 
Executive Associate Director

. Special Assistants to the Director/DD/DDM 
General Counsel
Associate Directors
Deputy Associate Directors
Assistant Directors
Deputy Assistant Directors 
Controller
Deputy Controller
Administrator (OIRA, OFPP)
Deputy Administrators

DEFENDANTS' DESIGNATIONS OP "HIGH-LEVEL OFFICIALS"

The following individual positions shall be designated by 
respective EOP components to constitute "high-level officials" 
within the scope of GRS 23, #5, for the purpose of records 
management of electronic calendars on respective EOP electronic 
communications systems:

Director
Chief of Staff
Director of Public and Legislative Affairs
Director of the Office of Planning and Budget
Director, Counter-Drug Technology Assessment
General Counsel
Deputy Director for Demand Reduction
Deputy Director for Supply Reduction
Associate Director for State and Local Affairs

Note: (a) the prior positions of "Director of Public Affairs" and 
■Director of Congressional Relations" have been merged, into one 
position named "Director of Public and Legislative Affairs"; (b) 
the Director of Planning, Budget and Administration" is now titled 
Director of the Office of Planning and Budget".

Office of Science and Technology Policy
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(

Office of the United States Trade Representative

»

Chairman [including Acting Chairman] 
Confidential Assistant
General Counsel

Director
Executive Assistant
General Counsel
Assistant to the Director for Intergovernmental Affairs

[formerly "External Affairs"]
Associate Directors

United States Trade Representative 
Chief of Staff
Deputy U.S. Trade Representatives
General Counsel
Deputy General Counsel
Counselor
Special Counsels
Assistant U.S. Trade Representatives

& Deputy General Counsel 
Chief Textile Negotiator

Council for Environmental Quality
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encouraged to consider the benefits for
future use of electronically maintaining 
those records that are likely to be

prooowd rulemaking, 
trithdnwn.

C-W. Abrams,
Captain. U.S Coart Guard. Captain of the

»ms Atounistrauon (NARA) is N.AR.A has already issued regulatic
loping standards for management of on electronic recordkeeping (36 CFR 
!ral records created or received on nan 1254) .nd

lations

will include review and analysis of the

College Park, MD 20740-6001. •

. While NARA recognizes the practical 
considerations that may preclude

RJN3095-AA5S

Electronic Mail Systems

currently it is possible and desirable to 
maintain E-mail records electronically.

many users simultaneously, and 
Mb • a . * •

able to maintain E-

SUPPLEMENTARY ^FORMATION:

Background

NAR.A has been working with 
components of the Executive Office of

c
1 

■I •

disposition authority for some types of 
records created or received in electronic 
form. These proposed new E-mail 
standards will expand this general

Disposition Division, National Archives

ConXnts^ay be fa^dtofaoi) 713- may find that currently it is

6852 or (301) 713-6850. Comments also

When finalized, these general 
standards will be used by Federal 
agencies to develop specific 
r ”
requirements to fulfill their obligations 
under the statute and regulations. 
Agencies that already have specific E- 
mail recordkeeping policies, 
procedures, and requirements in place

NATIONAL ARCHIVES AND RECORDS
ADMINISTRATION

36 CFR Part 1234

June 22.1994.

ADDRESSES: Submit comments to 
Director. Records Appraisal and

standards will be published as an 
appendix to regulations on electronic 
records in 36 CFR part 1234 and will 
supplement the NARA instructional 
guide. Managing Electronic Records. 
-------------------would affect all Federal

reflect the text of this notice and the 
desire to withdraw the proposed rule. 

The Captain of the Port carefully 
considered all written and verbal 
comments and concluded that safety 
concerns expressed in the notice of’ 

■ proposed rulemaking had been

future operating conditions at the 
President Roads Anchorage and other 
Boston Harbor anchorages. In addition, 
the information clearinghouse 
sponsored by the Boston Pilots should 
minimiro any overcrowding st the 
President Roads Anchorage.

For the reasons rated above, the notice of 
CGm-90-202. is

Dated; March 7.1994.

electronic maintenance of E-mail 
records at this time, agendas are

management polices and procedures for availability of electronic records to 
terr E-jnarl records, pureuant to court simultaneously, and

ruhngs in e[5den’ ttora?e' Agencies that are not
0/the Pjesideni, 1 F.3d 1274 (D.C. Cir. oow technologically able to maintain I 

mail records electronically should

Part. Botton. Mafrochusetts.
IFR Doc 94-65:4 Filed 3-23-94: 8:45 ami 

. 9CUMG COOS er 4-M-M

NARA has drafted the following 
standards for all Federal government 
agencies on the proper means of 
identifying, maintaining, and disposing 
of Federal records created or received 
on an E-mail system. These standards 
reflect the legal definition of records in 
the Federal Records Act (44 U3.C. 
3301) and supplement NARA records

may be sent to the following Internet 
address: ooe6cumih.gov

FOR FURTHER MFORMATXX CONTACT: 

. Director. Records 
isposition Division.

guide. Managing
The standards w< 
agencies.
DATES: Comments must be submitted by guidance on managing elec&onic 
’ ----------- records.

In developing these standards NARA 
has recognized that agency E-mail 
systems have different characteristics

------------ -‘ping reouirements. Some 
nay find that currently it i

1923). Because nearly all Federal
agencies now use E-mail, NARA
recognizes that there also is the need for
Government-wide standards on ....

Administration.

action: Notice of proposed rulemaking.

SUMMARY: The National Archives and
Records Administration (NARA) is
develop  ‘ ‘ 

r^or'^Ft‘at^ w «cerved on pan 1234). and an instructional guide.
elec&omc mail^-mail) syriems. These Managing Electronic Records. In 

addition. General Records Schedules 20. Fede^ records^
Electronic Records, and 23, "Records
Common to Most Offices," provide

James J. Hastings, 
Appraisal and Dis 
(301) 713-7096.

permanently valuable. These benefits
the President to develop spedfic records SpdXVdeSrSSSrS^e 

r„r management pohces and procedures for ~.4.
adequately addressed by the present and E'^nail records' pursuant to court
future operating conditions at the •• r- nt~'-
President Roads Anchorage and other

the mformation clearinghouse consider electronic maintenance when 
updating or designing systems. This is 
particularly important for E-mail

permanent by NARA', rujh as' records of 
cabinet members or other high level 
officials. The recent decision of the 
Office of Administration of the 
Executive Office of the President to 
begin maintaining its E-mail records in 
an electronic recordkeeping system is an 
example of an agency updating a system 
that contains permanently valuable

agencies to consider the’value of 
electronic maintenance of E-mail 
records, and it will assist agencies in 
evaluating the desirability of an 
electronic format 

Agencies must also determine bow to 
manage under the Federal Records Act 
the transmission and receipt 
information in the E-mail system. The 
agency should decide how to maintain 
the transmission and receipt 

^«^stentuiffiffiese_g  ̂ «l^p^e

encouraged to submit their directives

for renew and comment.

36 CFR Chapter XU Subchapter B).
When finalized, these general

standards will be used by Federal

recordkeeping policies, procedures, and

- „ ------- >
under the statute and regulations^

•ping policies."
id requirements in place 

AGENCY: National Archives and Records sil0u]d new t^e“1 ensure that they information either as part of the E-mail

standards. In addition, agencies are linked to the communication. Because 

 . ----- --------j printouts may not contain necessary
implementing these standards to NARA transmission and receipt information. 

j . Court of Appeals in Armstrong held
that to comply with the Federal Records 
Act. certain transmission and receipt 
information must be preserved along 
with all E-mail messages that are

NARA wili work closely with the 

agencies in the implementation of the 
final standards and will review, upon 
request agency directives concerning E- 
mail records. In addition. NARA records 
management evaluations of agencies 
will include review and analysis of the 
management of E-mail records.

Commenta

In soliciting comments from Federal 
agencies and the public. NARA 
particularly requests that agencies 
address the practical effects of 
compliance with these standards. 

•?lhcr a^°es Specifically. NARA is interested in how
** ’v* • •• - agencies manage documents with

transmission and receipt information
and handle the other types of 
documents, such as calendars, that are 
frequently pyt of electronic 
communications systems. In addition.
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papers. m«ps.

received by *n igency of the United States

tranMOion of public busineu end preserved 
or appropriate for preservation by that agency 
or its legitimate successor as evidence of the

recordkeeping problems that may be 
assistance to other agencies in

♦ Racordx XSar.aftmenL The planning.

Appendix A to Part 1234—Managing 
Federal Records on Electronic Mail

preservation by the United States 
Government (44 U3-C 33038(d))

convenience of reference, stocks of

materials that have been dellberats.’y Sled,

far reference or exhibit. (36 CFR 1220.14, 
1222.34(d)) Noarecoro materials also include 
perscnal papers and materials.
♦ Permanent Rtcxd. Any Federal record 

that NA.R.\ has determined to have suinciest

physical form or
I---------:._J »_-------------_ r ______________

under Federal law or in connection with the

involved with respect to records creation, 
records maintenance and use, and records 
disposition In order to achieve adequate and 
proper documentation of the policies and 
transactions of the Federal Government and 
effective and •concenicaJ management of 
agency operations. (36 CFR 1220.14)
♦ Rrcords Schedule. A document 

describing, providing instructions for, and

Federal ricordi. It consists of one of the

specifically excludes from coversge extra
copies of documents kept oaiy for

- - T

bbrxy or musrum ma ents mtesced wrety Tempc.-nry Record. Any Federal rec

not. at the end of the periods specified, have 
sufficient administrative, legal, research, or 
other value to warrant their further

are file transfer utilities (software that 
transmits files between users but does not 
retain arty transmission data), data systems

the files or other storage rystem.
• Recant. All books, papers, maps, 

photographs, machine reedable materials, or 
other documentary materials, regardless of 

characteristics, made or

systems, and those temporarily removed from 
the files or other storege rystem.

1. The authority citation for part 1234 
continues to read as follows:

(a) An SF 115. Request for Records

end programs for these systems.

List of Subject* in 36 CFR Part 1234

Archives and records; Computer 
technology.

For the reasons set forth in the 
preamble. NARA proposes to amend 
part 1234 of chapter XU of the Code of 
Federal Regulations as follows:

PART 1234-^LECTRONlC RECORDS 
MANAGEMENT

♦ Ncnrtcord Material. Materials that do 
not meet the statutory definition of record* 
(44 UA.C. 3301), Le.. they were not created 
cr received under Federal lew or in 
connection with Government busioesa. cr 
they are not preserved or considered 
appropriate for preservation because they 
lack evidence of agency activrtie* or 
information of value, in addition, th* status

tert, and any other Information recorded on 
any medium that can b* reed by using a
computer and *atisfie» th* definition of a 
Federal record in 44 U.S.C. 3301. This
tncJudes, but i* not limited to. both on-line 
»tor»g* and off-line media such a* tapes,
disks, and optical disks. (36 CFR 1234.1)
♦ Electronic Mail Kiessage. A document

crested or received on an E-mail system
including brief notes, more formal*or
rubstantive narrative documents, and any 
attachments, such a* word processing 
document*, which may be transmitted with 

Authority: 44 U.S.C 2904, 3101, 3102, and th* message.
♦ General Records Scheddes. Schedules

authorizing th* disposal after the lapse of
• * a • » • - • « • *

 to several or ^1 agenoes if such records^will federal records;
_..v j .j . (g) a Ceneraj Records Schedule ICRS)

issued by NARA; or
(c) A printed agency manual or directive 

containing th* records description* and 
disposition instruction* approved by NARA 
on on* or more SF 115* or issued bv NARA 
in the GRS
(36 CFR 1220.14)
♦ Security Sackup. Copy of a reecrd in

any medium created to provide a means of 
ensuring retention and access in the event 
th* original record is destroyed, inaccessible, 
or corrupted.
♦ System Backup. Copy on off-line storage 

media of software and data stored on direct 
access storage device* in a computer system
u*ed to recreate a avstem and it* data i case

3105.

2. Appendix A is added to part 1234 
as follows:

Systems

1. Introduction
These standards cover documentary

material* created or received by electronic
mail (E-mail) system* in Federal agencies.
Because of the widespread use of E-mail for
conducting agency business, many E-mail
documents meet the definition of e "record”
under the Federal Records Act (44 U.S.C.
chapters 29, 31, and 33k

The definition of‘•record" in the Federal
Records Act encompasses documentary
materials in all media. The Act requires the
National Archive* and Records
Administration (NAR.1.) to issue records
manaxemf't standards for al! Federal
agendes (44 U.S.G 2094 and 2305). NARA
ha* issued records mazagemant regulation*
on electronic records (25 CFR part 1234),
guidance on electronic recordkeeping 
entitled Mar aging Electronic Records (•992), value to warrant It* continued preservation 
ar J General Records Schedules 20. by the National Archive* and Record*
Electronic Record*, and 23. Records Common Administration. (36 CFR 1220.14) 
to Most OtEce*. The standards being
proposed here expand the existing issuance*
and apply established records management
and archival princplet and techniques to
records crested or received on E-maJ
systems. They provide Instruction* to
proyam officials. inforT..bon specialists,
)------ :-------- z------- .... - ..

lie proper mean* of identifying, maintaining, documentary materials In a file ar other

■* Tempcnry Record. Any Federal record 
that th* Archivist of th* United State* has 
determined to h*v* insufficient value to 
warrant its preservation by th* National 
Archive* »nd Records Administration. (36 
CFR 1220.14)
♦ Trunmission and Receipt Data. 
(•) Tnnsmission Data, fofoncaticn In E- 

mail system* regarding the Identitie* of 
tender and addressee!*), and the dare and 
tin* mewages were tent

(b) Receipt Data. Inforxarion in E-mail 
systems regarding date and time of receipt of 
a message, aud/cr acknowledgment of receipt 
or access by addressees).

3. Records kfonogenum.’ Re»pansihill'des
Vader th* Federal Record* Act. agencies^

E-mail system for compliance with 
j- •’ • * *. ■
also encouraged to comment on any 
other aspect of this guidance, or to 
request further information or 
clarification. NARA encourages those 
submitting comments to include 
examples of solutions to electronic 

> of

by th* National Archive* and Records.... ---------- j

• Preserved Recxsrd. Documentary• • .• . * * * • •• • a.. •
stared, cr otherwis* systematicaily *
maintained as evidence of ±* erganiation, 
functions, policies, decision*, procedures,
operations, or other activities of th* 

,  . . Government or because of the informational
rec ord* manager*, and othet E-mail user* on value of the data in them. This applies to 
rhe proper mean* of identifying maintaining, documentary matariai* in » fil* ar other _

. and disposing of E-mail record*. storage r.-stem. including electronic file* and record* managemen.: respensibi’itiw include

approving toe diiposition of jpecified 
Federal record*. It consist* of one of the 
following:

(a) An SF 115, Request for Records
Deposition Authority, which NARA hss

controlling, directing, organizing, training, 
promoting, and other managerial activities 
involved with respect to records

NARA would like to learn 5om agencies 2. Definitions
if they intend to maintain E-mail The following definitions of terras u.ed in
records electronically now ar in the the** standards are included for clarity and
future, and how they would monitor the convenience. W* bav* provided citations to

2’ ‘ r_ J those that «re bated on definition* in th*
recordkeeping obligations. Accedes are Federal Record* Act or existing NARA

----  ■- c guidance or regulations.
♦ Electronic Mail System. A computer

application used to create, receiva, and
, transmit message* and other document* ar

create calender* that can b. used by multiple «,u wccesror M *v>u _.
itaff member*. Excluded from this dtfinition “-T^tion. function*, pobae*. decisions,

— ■ - procedure*, operations, or other activities of
th* Government or because of ti>*
informetinnsI valu* a' data in them (44
US.G3301)
♦ Recordkeeping System. A system for
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•gency*
and that igeadw provide eufficient

buRDCT*. h i» critical that agencie* take rteps iafexmation for uaen to diatinguiah Fede .-al roe-ssage Generally, receipt data is separate.

jSsSs
fanpleaent an agency-wide prognun for th. definiticx U the) a» made « waived »-• . ’‘ with .1! r.

ied with al! Eraonnission data is presen rd with 
mail records. Many E-mail ayrtems

external communtcauons syatems) must ne eanexy o; messages, net an c-mau i'.nv

ay -stems for the aame retention period. (See 
section entitled Maintenance of Federal

ceipts showing that an E-mail message 
■ached the mailbox or inbox of each

messages may all be records if they are used the.. refer 
for different purposes in the conduct of

into their current

documents are records, requiring usen 
taka additional steps to mark a documi

preparing position papers, reports, and

2. Rejecting official actions taken in the

•1 
;a

or acknowledgments. Users should request 
receipt data when it is needed for adequate

specially when it is necessary to 
en an addressee has received or

♦4 U.$.C 3101 (see previous section entitled 
Records Management Responsibilities).

5. Record Status of E-McU MesfOget 
It is critical that all E-mail users

be process of determining 
1ARA recommends that 

agencies consider designing into their curre: 
or future E-mail systems a feature that helps

automatically capture with an E-mail 
tnessage the identity of the sender and the 
addresseefs) and the date the message was 
Set Just aS with a paper record, this 
transmission data is necessary for an E-mail 
record to be complete and underetandable. 

i other E- 
for 

of adequacy of documentation.

transmission data are Federal records and 
must be maintained in recordkeeping

esganixation. functions, policies, decisions, 
procedures, and essentia! transactions of the 

• •."(44U.S C 3101). Because E- understand the concept of Federal records 
email is often used to conduct Government and that agencies provide sufficient

7. Droft Documents
Agencv staff may use the E-mail system to 

the E-mail system or a separate word 
processing or other system. Preliminary 
drafts must be maintained for purposes of 
adequate and proper documentation if (1) 
they contain unique information, such as 
annotations or comments, that helps explain 
the formulation or execution of agency­
policies. decisions, actions, or 
responsibilities, and (2) they were circulated 
or made available to employees other than 
the creator for the purpose of approval, 
comment, action, recommendation, follow­
up, or to keep staff informed about agency 
business.

Because drafts in electronic form may be 
Federal records, the record status of

official business or filed in different files. In
other words, if more than one office takes ,t
action or otherwise uses copies of a message, circulate"draft documents created on either

agency business, and they are preserved or 
* _ • 'J - i

of the "agency's organization, functions, 
policies, decisions, procedures, operations., 
oc other activities, or contain information of 
value Sinn E-mail systems transmit a 
variety of messages, not all E-mail documents

rr—ring and maintainingaitwiieU and 
proper Federal records, regardless of the
medium in which the records are created or 
received, and scheduling the disposition of
records no longer needed for conduct of „
Government business (44 U.S.C. Chapters 31 maintain records that adequately document 
and 33). Agencies are legal!)-obligated to
ensure creation and maintenance, for an

itary materials made or reaived by 
y which in its judgment should be 

maintained by the agency beause of the

order to prompt the user with a suggested 
categorization.

For further information on making these 
distinctions between records and nonrecord 
materials, see Personal Papers of Executive 

t  Branch Officials: A Management Guide, 
their policies, programs, and activities under published by NARA in 1OT2.

6 Tmnsmssion and Receipt Data
Besides the text of messages. E-mail 

systems may provide transmission end 
receipt data In same systems, transmission 
data is par. of the message. In other systems 
acme transmission data is in a separate 
----------Generally, receipt data is separate.

E^nagement of all Federal records created or under Federal law or in the conduct of 
received on electronic communications agency business, and they are preserved or
systems (36 CFR 1234.10(a)). All features of are appropriate for preservation as e-ndence 
E-mail systems (including messages. * *v
calendars, directories, distribution lists, 
attachments such as word processing 
documents, massages sent or reaived over 
external communications systems) must be

record information may be manual.
mechanical, photographic, electronic, or any information they contain may also be 
combination of these or other technologies.

Vhatever the medium, the statute 
establishes two conditions that must be met
for a document to be a record; (1) The 
document is made or reaived by egency 
personnel under Federal law or in 
connection with the transaction of public 
business, and (2) it is preserved or 
appropriate for presarvation. Documentary 
materials, in any physical form, are Federal
records when they meet both tests. The word
“preserved” means the deliberate act of 
filing.storing, or otherwise systematically
maintaining material as evidence of the
organization, functions, policies, decisions.
procedures, operations, or other activities of 
the Government or beause of the 
inforrnational value of the data in it 
“Appropriate foe preservation" means 
documentary materials made or reaived by
an agency which in its judgment should be 
filed, stored, os otherwise systematically 
maintained by the agency beause of the 
evidena of agency activities or information

not be covered by its cunent filing or
maintenance procedures (36 CFR 1222.12).

and proper documentation of agency 
activities, especially when it is necessary to 
confirm when tn addressee has reaived or 
viewed a message. Agencies should maintain 
such reaipts and acknowledgments 
associated with Federal records for the same 
period as the electronic message to which

appropriate period, of “records containing 
adequate and proper documentation of the 

functions, poI  
dtr

Agencies must apply carefully reasoned 
Judgment in deciding when E-mail 
documents are “appropriate for preservation" 
and in exercising this judgment, must 
consider their obligation to create and

Records Created by an E-mail System, 
below.)

E-mail systems may provide users with the 
ability to request acknowledgments or 
reaipts showing that an E-mail message 
reached the mailbox or inbox of each 
addressee. E-mail systems may also provide, 
upon request, information about or

which policy was i^sed or formulated or „ vieu^j b). addressee..

Agency instructions to E-mail system users 
should" specify when to request such receipts

users to identify- records. For example, 
agencies may want their systems to allow 
users to tag messages as record or nonrecord 
or to automatically defeuh to the 
determination that aystem-produad 

users to 
lent as 

they contain, even though the materials may nonrecord. Another option would be to 
develop a system that analyzes the contents 

. of a message according to specified rules in

'i

course of conducting agency business;
3. Conveying information on agency

programs, policies, decisions, and essential
transactions:

4. Conveying statements of policy or the
rationale for official decisions or actions;

5. Documenting oral exchanges, such as u 
meetings or telephone conversations, durmg ^o^edgments of E-mail messages that

characteristia’’ means that the records may other agency activities were planned.
discussed, or transacted.

E-mail messages are not considered
nonrecord materials merely beause the

available elsewhere on paper"or in electronic
files. Separate E-mail messages that contain 
the same information on Government
activities may differ in important respects
and. thus, are not automatically nonrecord
materials In addition, multiple copies of

copies would be records in each of those 
offices.

To assist in the
record status. N;__________________

should-------------------------------------------- ------------------------
mail system. The agency should also 1- Containing information developed in
incorporate proadures that ensure preparing position papers, reports, and
recordkeeping and disposition requirements studies; 
ere met before approving a new E-mail 
system or enhancements to an existing 
system (36 CFR 1234.10(d)).

4. UTiof Are Federal Records?
Tne definition of “records" in the Federal

Records Act specifies the criteria under 
which documentary materials are to be
considered Federal records. The phrase
“regardless of physical form or

be paper, film. disk, or any other physical 
type or form; and that the method used to
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permit transfer of permanent records to the 
National Archives and Records

procedures as other paper records.
Other agencies may have the technologicar

a system and its data in case of emergency. 
Agencies shouid have a separate system that

only on paper even though they han 
technology to maintain them electroi

period. If an E-mail system is not designed 
far or adaptable to use as a recordkeeping

moved to an appropriate recordkeeping

protocols that are not subject to agency 
modification. However, the use of exter e E-mail system and all copies that have 

forwarded to a redrdkaeping system.

b

J J. Maintenance of Federal Records Created 
by an E-Mail System

Agencies must ensure that all E-mail

i 
c

$•

that reasonable steps are taken to capture 
available transmission and receipt data

Federal record, those that are communicated 
to or received from persons outside the 
agency or Government should include the

ty must move or copy all
the electronic _____________

must ensure that Federal records sent or recordkeeping system. The recordkeeping NARA for temporary records common to
recen ed on these systems ye preserved and tj-stem must allow segregation of permanent most or al! Federal agencies, and approval cf

system. E-mail records must be copied or 
moved to an appropriate recordkeeping 
system for maintenance and disposition.
B. Maintenance in an Electronic
Recordkeeping System Other Than the E- 
Mail System

Some agencies store their E-mail records 
on an electronic system separate from the E- been 
mail system. Agencies that maintain their 
records in this way must move or copy all 
E-mail records to I

(36 CFR 1234-2Bfal). Factors to be considered 
in selecting a storage medium or converting 
from one medium to another are identified tn 
36 CFR 1234.28(bJ). Agencies msy use optica) 

permanent records whilelhe records remain 
in the agency’s legal custody, but NARA

records stored on optical dists. Permanent 
records stored on optical disk must be 
convened to a medium acceptable to NARA 
at the time of transfer to NARA’s legal 
custody, as specified in 36 CFR 1228 186. 

C Maintenance in Paper Recordkeeping

Federal records; drafts containing only minor systems must meet the following
-k ... . requirements: (1) Permit easy and timely _

j retrieval; (2} facilitate the distinction between currently does not accession permanent
should save a copy before the draft is deleted record and nonrecord materials (if such

distinctions were not made previously); (3)
retain the records in a usable format until 
their authorized disposition date; and (a)

An electronic system may be more easily 
searched and manipulated than records in 
pspy files. An electronic file may also be 
available foe simultaneous use by multiple 
staff members and may provide a more 
efficient method to store records. In addition, 
future use of permanently valuable E-mail 
records for agencies and for historical 
research could be enhanced by storing them 
electronically.

System backup tapes normally are not 
suitable for recordkeeping purposes because 
they are merely mirrors of storage disks with 
data and documents scattered throughout as 
they are on the disks themselves. They are 
meant to provide only a means of recreating

is appropriate for recordkeeping. In ell cases 
when records are maintained electronically, 
agencies should provide for regular backups 
to guard against system failures or loss 
through inadvertent erasures (35 CFR 
1234.30).
A Maintenance on the E-Mail System

E-mail systems are generally designed for 
convenient and efficient agency 
communications and not as a system for 
storing agency records for their entiro life 
cycle. To maintain instantaneous

. use. CRS^3 provides guidance on identifying increasing hardware capacity, these systems 
often limit the number of messages that can 
accumulate on the system and may 
automatically delete messages after a short

Federal Register / Vol. 59, No. 57 / Thursday, March 24. 1994 / Proposed Rules

capability to maintain E-mail records 
electronically but, nevertheless, determine 
that current agency use is best served by also 
printing them on to paper. While it is the 
agency's responsibility to determine whether 
its current needs are best served by one or 
both formats, an electronic format may be in 
the best interest of future use. Accordingly, 
agencies must schedule and NARA must 
appraise both formats before E-mail records 
are deleted from the electronic recordkeeping 
system. This ensures the opportunity for 
N.ARA to determine the best format for the 
preservation of records of potential hist or. cal 
or other research value. (See the section 
below for instructions on the disposition of 
records.)

Any agencies that maintain E-mail records 
only on paper even though they have the 
technology to maintain them electronically 
are strongly encouraged to consider the 
benefits of an electronic format NARA will 
assist such agencies in evaluating the 
advantages of maintaining E-mail records 
electronically.

Those agencies that have no plans for 
implementing an electronic recordkeeping 
system are also encouraged to consider this 
format when their current systems are 
redesigned or replaced.

12. Disposition of E-Mail Records
E-mail records may not be deleted or 

otherwise disposed of without prior 
disposition authority from NARA (44 U.S C. 
3303a). Thia applies to all versions of E-mail 
records, including the original record that is 
on the E-mail system and all copies that heve

Administration (we 36 CFR 1228.188, 36 
CFR 1234.28(a)).

Agencies should consider the advantages 
of maintaining their records electronically.

modification. However, the use of external 
communications systems which are neither 
owned nor contiolled by the agency does not 
alter in any way the agency's obligation 
under the Federal Records Act Agencies 

' must ensure that Federal records sent or

electronically created drafts that are
transmitted as part of, or as attachments to.
E-mail messages must be evaluated es
changes are made. Successive drafts
containing substantive revisions may be

changes are less likely to qualify as records.
If the draft qualifies as a record, the agency

a (• * • • • > ... *

or altered.

A Directories and Distribution Lists
Some electronic cosnmunication systems

identify users by codes or nicknames. Some
identify the recipients of a communication

. only by the name of a distribution list
Directories or distribution lists linking such
abortband names or codes with the names of
users must be retained to ensure
identification of the sender and addresseefs)
of messages that are records.

9. Calendars
An E-mail system may provide calendars

and task lists for users. Agencies that have
such features on their E-mail system should
advise users that calendars, indexes of
events, and task lists are Federal records if
they meet the criteria specified by law.
Calendars, whether individual or shared,
despite the level of the individual to whom
they relate, may be Federal records or they
may be personal materials. The NARA
publication Persona) Papers of Executive
Branch Officials: a Management Guide
provides guidance on the record status of
calendars. That publication notes that the
Freedom of Information Act case law
regarding "agency records" is the most
pertinent guidance for deciding whether
calendars are Federal records.

Most calendars and related documents that
are Federal records are disposable under
General Records Schedule 23, Item 5. Federal
record calendars that relate to the activities
of high-level officials, however, must be
specifically scheduled for disposition to _________________________
allow NARA to appraise their value for future communications capability without

higb-levd! officials. Users may delete
calendars that are nonrecord materials at
their discretion.

10. Ertemal Communications Systems
Some Government agencies use electronic

communications systems external to the
Government, such as the Internet or other
commercial network services. These
cammuni cations systems have established 

Systems

Agencies that do not have the 
technological capability to maintain E-mail 
records in an electronic recordkeeping 
system must print their E-mail records, tn 
such instances, agencies must also print 
related transmission and receipt data and - 
maintain it together with the printed 
communications according to the same

NARA authorizes records disposition 
through two mechanisms; issuanct of the 
General Records Schedules developed by

aid temporary record's aid have Efficient ““edules developed? a^ndes for^Hs 

capacity to store records for their authorized unique to the agency. The authorisation 
needed by the agency. As is the case with any retention periods (36 CFR 1234.10). process employed by NARA involves

Agencies may retain records from E-mail ■ appraisal, which is the determination of the 
- systems in an off-line electronic storege historical or other value of the records

format (such as optical disk or magnetic tape) including the most appropriate format for 
identity of the outside senders or addressees, that meets the requirements described above fature use when the same information is
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«yrtem rcust be sep&rstely icbeduled.i
Agencies must develop and submit to NARA 
schedules that ioentiS the categories o.'E-

another medium. iacJuding paper prim 
of electronically stored records. Inform?

NARA policy that agencies that maintain communications convenience. However, 
records :: piper and electronic formats must agencies must take the necessary measures to

disposition, of paper records with 
information. The disposition of all

determinations of the most approprii 
format for the preservation of perma:

that the records are preserved and the E-mai 1 so that agency personnel are familia 
system continues to operate efficiently. When agency’s specific recordkeeping reqt 
the necessa.-y steps have been taker to and can distinguish between record,
preserve the record by using the nonrecord materials on E-mail syste

may be useful for agencies to have designed 
into their E-mail systems a feature that helps

(USEPA) is proposing to disspp.-ovs a
February 7.1922. request by Serrlce

. Because E-mail records must be communications, conducting periodic
maintained for varying retention periods and. interviews, and interaal records manas

‘i
Federal Implementation Plan for ozcne
(Chicago FTP). If approved by USEPA, 
this restriction (which attempts to limit

be used to correct errors when they are 
found, and to evaluate, clarify, and upd.

1990.

I

*

ENVIRONMENTAL PROTECTION 
AGENCY

mail record; is their systems if they are 
maintained separately so that NARA can 
appraise the records and provide appropriate 
disposition anthority.

As indicated previously, it is established

This general authorization will apply only to
the E-mai! record on the "live" E-mail
system. There is no formal authorization at _ 
this time for agencies to delete E-mail records accurately identifjing records and properly

on the system itself or If they'have been 
j _ • . * •-
system The revised General Records ‘
Schedule will extend the authorization to
these categories of records.

B. Records in Recordkeeping Systems

CFR 1234.10(1)). Reports concerning the 
results of the reviews should be made 
available to NARA upon request and when it 
conducts evaluations of the agency's records 
management program.

16. Conclusion
E-mail systems provide unprecedented

I 
♦
! 

i

•t

40 CFR Part 52

PL 44-1-5441; FRL-4854-4]

Approval and Prcmulpation cf 
implementation Plans; Illinois

AGENCY; Environment*] ProterLcr 
Agency.
ACTION: Proposed rule.

Summary: The United Sates 
Environmental Protection Agency

emissions of volatile organic 
compounds (VOC] to less than 100 tons 
per year) would exempt Service Plastics, 
Inc. from the otherwise applicable 
emission limits in the Chicago FIP, as

ensure that there is no dimizutioc of their 
records resulting from the use of E-mail 
systems. E-mail systems have become 
important tools for the transmission of 
substantive information, and. therefore, they 
are used to create Federal records. Agencies 
must take special care that employees 
understand their responsibilities when using 
E-mail to ensure the adequate creation and 
proper maintenance and disposition of
Federal .records.

As specified in 44 L’-S-C. 31C2. NARA and • . ••• • .1

Implementation of NARA standards
Agencies should amend their recordkeeping 
policies and procedures where necessary to 
meet these standards. NARA will assist 
agencies in implementing these standards by- 
reviewing agency directives concerning E- 
mail and by participating in agency- 
cons ideretions of maintaining permanent E- 
mall records electronically. NARA and the 
agencies will work together to ensure that_

luirement* m*il recordsserve the needs of'the agencies 
------------------„ Is and 
nonrecord materials on E-mail systems (36 
CFR 1222.30).’Because Federal records may 
be created using an E-mai! system, each 
agency using an E-mail system should 
provide records management training and 
guidance for all employees which includes
criteria for determining which E-mail 

messages ere records. As indicated above, it

receive the approval of NARA before 
disposing of either formal This will ensure 
that future Use considerations enter into 

iate 
penmanent

records.

13. Security of S-MaH Becortls
Agencies must take adequate measures to

protect records in E-mail sy-stems (36 CFR
1234.26). Security measures must protect E-
mail records from unauthorized alterations or r--------------------  ---------
deletions. Agencies should regularly back up lbs agencies shall cooperate in jthe. 

• messages stored on-line to oS-line media to
guard against system failures or inadvertent
erasures.

users to identi^- Federal records.

J 5. Monitoring Irr.plemerrtation of 
Recordkeeping Guidance for the E-Mail

other hand, an agency has an E-mail system Agencies must ensure that aU-emplovees 
that cannot also serve as a recordkeeping are familiar with the legal requirements for 
system, users should be instructed to forward creation, maintenance, and disposition of 
.i,------- s. *------- r —n--------------- records on E-mail systems. The agency’s

directives must provide sufficient guidance 
iel are familiar with the

into a recordkeeping system that indu des 
records from other sources or systems must 
be managed in accordance with the records
schedule of the recordkeeping system in found, and to evaluate, clarify, and update '
which they are filed. Alternatively, those E- agency recordkeeping directives, disposition promulgated by USEPA on June 29.
mail records that are maintained as a separate schedules, and training for agency stafi (36 1990.

captured in records on different physical 
formats.

Electronic records must be scheduled even 
if the same infonnaticn is available in 
another medium, including paper printouts 
of electronically stored records. Information 
in electronic reaxds may have greater 
research utility than similar information 
stored on another medium because it is easier 
to access and manipulate. Also. It may be 
more efficient to capture transmission and 
receipt data in electronic systems. Thus, the 
disposition of electronic records may differ 
from the disposition of paper records with 
the same information. The disposition of all 
records, regardless of medium (paper, 
magnetic, microform, etc.) must be in 
•cxrordance with an approved schedule. 
A. Records on the E-Mail System 

. If an ageacj- has an E-mail system that is 
designed for or is adaptable for use u an

when appraised as permanent transferred to 
NARA, it is not appropriate for NARA to 
issue a Genera] Records Schedule that 
pertains to all E-mail records in 
recordkeeping systems.-Consequently, those 
E-mail records that have been incorporated

recordkeeping feature or by forwarding it to 
an appropriate recordkeeping system, the 
identical version that remains on the user's
screen or in the user's mailbox has no
continuing value to the agency or for future 
research. Therefore. NARA considen the
version of the record on the "live" E-mail 
system appropriate for deletion after it has 
been preserved on a recordkeeping system 
along with all appropriate transmission data.
NARA will revise General Records Schedule
23 to authorize deletion of the copy of the
record os the "live" E-mail system after the - -
necessary preservation steps 'have been taken.
This general authorization will apply only to Agencies are responsible for monitoring 
the E-mail record on the “live" E-mail the implementation of records management

guidance to ensure that E-mail users are

from the E-mail system if they are stored only maintaining them Each agency must ensure

transferred to an electronic recordkeeping

recordkeeping policies and programs for E-

and the needs of future researchers. ’
Dated: March 18.1994.

Trudy Huskamp Peterson.
Acting Anhivift of the Untied States. 
(FR Doc. 94-6939 Filed 3-23-94: 8:45 am) 
B1UJNG CODC 7S1S-W-*

agency recordkeeping system as well <s a 
co^nauiucstioQs tyiteni. users xuuft be
instructed cm the required steps to be taken
to ensure that the record on the user's screen 
or in his or bar mailbox is forwarded to the 
recordkeeping feature of the system. If, on the 14 Training Employees

  J Agencies must ensure that aD-emplov
that cannot also serve as a recordkeeping are familiar whh the legal requirements

all records from the E-mail system to an 
appropriate recordkeeping system to ensure

Plastics, Inc., to incorporate cerrain 
_ __ operating restrictions for its Elk Grove

evaluations. The purpose of these reviews is Village, Illinois, facility into the Chicago

determine record status

that the Implementation of directives • 
concerning records on its E-mail system is 
carried out by reviewing the systems 
periodically for conformance to established 
agency procedures. These reviews should 
consist of auditing or reviewing 
representttire samples of all electronic 

' ‘ : staff 
xauugezoent

to ensure that E-mail users properly 
and that record 

messages are being properly maintained.' 
These reviews would determine whether 
permanent and temporary records are 
segregable and schedules are being 
implemented properly. Such reviews should


