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THE WHITE HOUSE

WASHINGTON

March 31, 1994

Dear Audrey:

e

Sincerely,
A A (

Thank you for your recent letter asking about 
employment in my office. Presently, there 
are no openings. I will, however, keep your 
resume on file in the event a suitable 
position becomes available.

Audrey M. Rhodes 
Apartment 602
301 G Street, S.W. 
Washington, DC 20024

// ’
John/D. Podesta
Assistant to the President 

and Staff Secretary
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March 28, 1994

20500

Thank you for your consideration.

Si/icerely,

hodesrey M.

Mr. John D. Podesta
Assistant to the President

and Staff Secretary
The White House
Washington, DC

I am a life-long Democrat and I would like to be considered 
for a position commensurate with my background. One of my goals 
is to work under a Democratic Administration in the White House. 
(Enclosed is a copy of my resume.)

AUDREY M. RHODES
301 G STREET, S.W. 
APARTMENT NO. 602 

WASHINGTON, DC 20024 
(202) 646-0765 (h) 
(202) 224-9025 (w)

My name is Audrey Rhodes. I am currently working for 
Senator Arlen Specter (R-PA) as his Scheduling Secretary.

Dear Mr. Podesta:



VITA

EXPERIENCE SUMMARY:

1992 to Present

Office of Senator1990-1992

1985-1990

1983-1984

D.C. Public1981-1983

1980-1981

1978-1980

7/1978-9/1978

1977-1978

LEGISLATIVE SECRETARY — Office of 
Senator Arlen Specter (R-PA)

SCHEDULER — Office of Senator
Arlen Specter (R-PA) — Duties 
are: responsible for the Senator's 
schedule; receive all invitations 
and coordinate same with staff when 
the senator's schedule does not
permit; receive all appointment requests 
for meetings with the Senator and 
also coordinate same with staff when the 
senator's schedule does not permit; 
prepare weekly schedule; and, make 
travel arrangements.

LEGAL SECRETARY — Amtrak, Legal 
Department, Claims Office

SECRETARY — Department of Health, 
Education and Welfare, Office of the 
General Counsel, Age Discrimination
Task Force

LEGISLATIVE SECRETARY — Office of
Senator Pete Wilson (R-CA)

ASSISTANT OFFICE MANGER AND SUPERVISOR 
Johnson World Processing Center, Inc., 
Washington, DC

SUBSTITUTE TEACHER
Schools System

ASSISTANT SCHEDULER
Arlen Specter

Receptionist/CLERK-TYPIST — St.
Elizabeth's Hospital, Area D, Mental
Health Center (evening)

AUDREY M. RHODES
391 G Street, S.W., Apt. #602 

WASHINGTON, DC 20024
(h) 202-646-0765
(w) 202-224-9025



PAGE TWO

1974-1975

1969-1973

U.S. General1966-1969

SPECIAL SKILLS:

EDUCATION:
1977 B.S.

References upon request

D.C. Teachers College
Secondary Education

CLERK-TYPIST — Metropolitan Police
Department, Gun Control Office (evening)

SECRETARY — Metropolitan Police
Department, Special Operations Division,
Tactical Branch

EDITORIAL CLERK-TYPIST
Accounting Office

Typewriting 90 wpm
Dictaphone Machine Transcriber (Lanier,

Sony, Norelco)
IBM Selectric Correcting II Typewriter 
IBM #50 Executive Typewriter
IBM #60 Executive Typewriter (mini-word
Processor)

IBM Mag Card II Word Processor
IBM Memory Typewriter
Lexitron Word Processor
Xerox 800 Word Processor
Xerox 630 Memory Writer
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Mr. John D. Podesta
Assistant to the President

and Staff Secretary
The White House
Washington, DC

A.M. Rhodes
301 G Street, S.W 
Washington, DC IGHTS
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THE WHITE HOUSE

I
WASHINGTON

February 7, 1994

I

N.W.

Dear Darla:

!
Sincerely,

4

1

I

»

i *

John D. Podesta
Assistant to the President 

and Staff Secretary

Darla L. Pomeroy
Apartment 102
1851 Columbia Road,
Washington, DC 20009

/

1

I.
I

I

Thank you for your recent letter asking about 
employment in my office. Presently, there 
are no openings. I will, however, keep your 
resume on file in the event a suitable 
position becomes available.
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January 31, 1994

Dear Mr. Podesta:

Sincerely,

Darla L. Pomeroy

Enclosed is a copy of my updated resume. I appreciate your consideration and hope you 
will do me the favor of a prompt and positive reply to the address above or by phone 
at (202) 662-4509 at your earliest convenience.

Around this time last year, I wrote to you inquiring about employment opportunities 
in your office. Since the dust has (hopefully?) settled in your office, I am writing again 
to express my interest in working for you.

John Podesta
Staff Secretary 
The White House
1600 Pennsylvania Ave., N.W. 
Washington, D.C. 20500

Darla L. Pomeroy
1851 Columbia Road N.W. #102 
Washington, D.C. 20009



DARLA L. POMEROY

EXPERIENCE (summary):

EDUCATION:

Graduate:

Undergraduate:

TRAVEL: Europe, Southeast Asia, Mexico, Canada, 46 of the 50 United States

LANGUAGE: German, currently learning Spanish

New York Stock Exchange, New York, New York
Legal intern in the Arbitration Department. May 1991 to September 1991.

D.C. Corporation Code Revision Project, member 
Washington Council of Lawyers, board of directors 
Gifts for the Homeless, volunteer

permanent:
861 Obstruction Dr. 
Burlington, WA 98233 
(206)757-6851

Delaware Court of Chanceiy, Wilmington, Delaware
Clerk to Vice-Chancellor Carolyn Berger on court that hears the 
nation’s premier corporate shareholder derivative litigation. 
August 1991 to September 1992.

United States Senate, Washington, D.C.
Assistant to Chief Counsel and Staff Director of Committee on the 
Judiciary during three contentious Supreme Court nomination hearings. 
Edited or drafted all Committee reports, hearing records, correspondence, 
memoranda and executive session agendas; supervised preparation of 
Chairman’s briefing books; monitored private legislation. August 1987 to 
June 1988.

current:
1851 Columbia Rd. N.W. #102
Washington, D.C. 20009
(202)745-0560

PUBLICATIONS: Co-author with Vice-Chancellor Carolyn Berger, "Settlement Fever," 
Business Law Today. Sept./Oct. 1992.

Fulbright & Jaworski, L.L.P., Washington, D.C.
Attorney in Litigation Department of nation’s 7th largest law firm. 
September 1992 to present.

University of Washington, Seattle, Washington 
B.A. 1986
Major: Political Science
Yearly High Honors
Dean’s List
Mortar Board
Special Olympics Coach
Disabled Students Services, volunteer 
Pi Beta Phi Sorority, Vice President

Duke University Law School, Durham, N.C.
J.D. 1991
Judicial Extern to U.S. District Court Judge William Dwyer
Duke Primate Center, animal caretaker
Durham Community Kitchen, volunteer
Intramural Softball



Piper & Marbury
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March 17, 1994

Dear Bill:

Sincerel

nald t; Plesser

/

7

i

John is assistant to the President and has been very involved in section activities. 
I recommend him highly to the nominating committee.

In your nominating process, please consider John Podesta as a new member of the 
IR&R Council.

RLP/pq 
cc: John Podesta

Mr. William L. Robinson
Dean
District of Columbia School of Law
719 13th Street, N.W.
Washington, D.C. 20005

Ronald L. Plesser

2O2-S6I-3969

1200 NINETEENTH STREET. N.W.

Washington, D.C. 20036-2430

202 - 861 -3900

FAX 202-223-2085 

BALTIMORE

NEW YORK

PHILADELPHIA

LONDON

EASTON. MD

Y I' ■ q 4



•c <

n mar ©_

x

IIJ

F M

i '3zV\ 
' 6>

Piper & Marbury
1200 NINETEENTH STREET. N.W. 

Washington, D. C. 20036-2430
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Mr. John Podesta
Assistant to the President 
White House - WEst Wing
Old Executive Office Building
17th & Pennsylvania Avenue, N.W.
WASHINGTON, D.C. 20500

I BUCKLE UP —

... r



THE WHITE HOUSE

WASHINGTON

March 22, 1994

Dear Mr. Corley:

Sincerely,

A

John D. Podesta
Assistant to the President 

and Staff Secretary

Edward Clark Corley
3270 East Breese Road 
Lima, Ohio 45806

Thank you for your recent letter asking about 
employment in my office. Presently, there 
are no openings. I will, however, keep your 
resume on file in the event a suitable 
position becomes available.
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March 7, 1994

Dear Mr. Podesta:

Thank you for your consideration. Enclosed is a copy of my resume.

Sincerely,

Edward Clark Corley

Edward Clark Corley

3270 East Breese Road 

Lima, Ohio 45806 

(Work) (614) 644-2640 

(Home) (419) 221-3208

As an African American with an established commitment to public service, I applaud the 

new direction that the administration is planning for the nation. Hence, I would like to offer my 

services toward those endeavors. Such services include my experiences in law, government 

operations, management and communication.

During my tenure with the Ohio Department of Insurance, I was responsible for managing 

and/or performing a variety of high profile projects. These projects gave me experience in 

identifying and analyzing the needs and desires of diverse interest groups, in order to establish a 

consensus that would resolve the given matter. This tenure also furthered my experience in 

insurance, administrative law and public policy analysis. In addition, I obtained experience in 

working with the legislature and various lobbyists in drafting legislation and in promulgating 

administrative rules that would further the goals and objectives of the executive office.

Given my initial exposure to federal government activities as an office assistant to Senator 

Edward Kennedy, I feel confident that the above qualities would compliment the objectives of the 

administration.

John D. Podesta, Staff Secretary

The White House

1600 Pennsylvania Avenue, N.W.

Washington, D.C. 20500 5"

-- 708 p'



ATTORNEY EDWARD CLARK CORLEY (1983 - 1985)

ACTIVITIES:

BAR LICENSE:
EDUCATION:

A results oriented attorney with experience in government operations, insurance, 

management and corporate law. With demonstrated proficiencies in communication, 

organization and analysis.

EDWARD CLARK CORLEY
3208 EAST BREESE ROAD

LIMA, OHIO 45806

W (614) 644-2640 H (419) 221-3208

EXPERIENCE:
OHIO DEPARTMENT OF INSURANCE (Attorney, 1985 - present)

LEGISLA TIVE / ADMINISTRATIVE ACTIVITIES

Created and maintained effective networks of diverse public, industry and private individuals to obtain a 

consensus on specific legislative and administrative matters, in order to reduce the potential for opposition 
to given initiatives. Participated in drafting proposed legislation. Drafted and promulgated administrative 

rules and bulletins to further legislative and or executive intent. Provided speaking performances to 

industry, professional and public organizations.

Ohio State and U.S. District Court, Northern & Southern Districts, of Ohio 

OHIO NORTHERN UNIVERSITY, JD class of 1983

GEORGE WASHINGTON UNIVERSITY, BBA class of 1978

National Bar Association, Columbus Bar Association and former President, 

Black American Law Student Association.

INSURANCE ACTIVITIES
Provided legal advice to executive management and all divisions. Identified the need for and executed 

various life and health insurance projects concerning the need, availability and afford ability of such 

insurance. Developed and implemented the licensing review process for dental managed care systems. 

Managed and conducted various property and casualty insurance projects concerning liability issues, 

product legality, rating, and contract interpretation. Provided legal services to the newly formed office of 

market conduct, to assure its success in investigating the actions of insurance companies.

General practitioner in civil and criminal law, with experience in performing detailed 

discoveiy activities, dispute resolution and trial advocacy.

CORPORATE ACTIVITIES
Developed and implemented a more effective review process for investigating and deciding upon proposed 

corporate mergers and corporate restructuring arrangements, in order to more accurately judge the 

proposals. Enforced corporate compliance laws concerning shareholder rights and amendments to articles 

of incorporation, to assure proper corporate conduct. Investigated allegations of corporate executive 

mismanagement to determine the need for retaliatoiy action..

CAREER
SUMMARY:
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FELDESMAN, TUCKER, LEIFER, FIDELL & BANK
attorneys at LAW

AXFebruary, 1994

&

I want to tell you a bit about it.My new firm is very unusual:

with
family

IfYou will certainly understand why I am so pleased to be here. 
I can help you in any way, I hope you will be in touch.

2660 RIVA ROAD
ANNAPOLIS. MARYLAND 2IAO7 

(301)2618513 I

2001 L STREET, N.W. 

SUITE 300

WASHINGTON, DC 20036

(202)466 8960

TELEFAX (202) 293 8iO3

TDD (202) 973 0825

SATELLITE OFFICES

ONE CHURCH STREET 
SUITE 800

ROCKVILLE, MARYLAND 20850

(301)279 6770

2009 N. IATh STREET 
SUITE 610 

ARLINGTON, VIRGINIA 22201 

(703) 841 0847

• ALSO ADMITTED IN MARYLAND
* ALSO ADMITTED IN VIRGINIA

A ALSO ADMITTED IN NEW YORK 

° ALSO ADMITTED IN PENNSYLVANIA

A ADMITTED ONLY IN MARYLAND

□ ALSO ADMITTED IN MASSACHUSSETTS

As, we believe, the largest women-owned law firm in the country, 
Feldesman, Tucker has long been an advocate for women's, civil, and 
disability rights — a great match to my own background and special 
interests. Of course, we have a broad general practice, 
nationally-renown specialties in family law and nonprofit 
corporation representation, as well.

Feldesman, Tucker has its roots in the federal poverty programs of 
the 'VO's. As a result, we have substantial expertise in federal 
grant programs, particularly in the health and welfare arenas. We 
provide general and special representation to a number of health 
care providers nationwide, including community and migrant health 
centers, family planning and Head Start agencies, hospitals, state 
primary care organizations, and physician groups. Our practice 
embraces everyone from individual federal grantees to national 
advocacy organizations, from universities and community development 
corporations to state and local governments. With this backdrop, 
Feldesman, Tucker is right in the middle of federal and state 
health care reform and I have been asked, particularly, to help our 
clients adapt to market place realities.

JAMES L FELDESMAN* 

MARNA S TUCKER 

JACQUELINE C LEIFER 

EUGENE R FIDELL*A 

RITA M BANK* 

PAMELA B FORBES* 

MARY S PENCE* 

JONATHAN M DANA 

MARTHA JP MCQUADE’^ 

ROGER A SCHWARTZ* 

SANA F SHTASELC 

JOHN L LASTER* 

TANYA A HARVEY*’* 

MICHAEL 8 GLOMB*® 

MARY G HYNES* 

BETH GOODMAN 

JEFFREY E RUMMEL* 

EDWARD T WATERS'* 

STACY B SEIDEN* 

MARGARET M OHACONI* 

LISA V TERRY* 

deborak Clock0"

r ft



Sunday 2/27
JP:

Shelley

Dwight gave the okay on your letter. 
Put in mail on Sunday to Ms. Winston.



THE WHITE HOUSE

WASHINGTON

February 26, 1994

Winston:Dear Ms.

Very truly yours 

/John Podesta
Assistant to the President and
Staff Secretary

Ms. Rhonda Reid Winston
D.C. Public Defender Service
451 Indiana Avenue, NW 
Washington, D.C. 20001

In May 1993, Dwight was assigned to work for me full-time on a 
management review involving the dismissal of several White House 
employees. Dwight played a critical role on the four-person team 
that conducted the review and drafted the final report.

He did a superb job. The skills he manifested in his work on this 
project — in preparing witness interviews; questioning 
witnesses; assimilating a large body of facts while cutting 
straight to what was relevant; working quickly and well under 
pressure; writing well; and exercising sound judgment — are the 
hallmarks of an excellent litigator.

I have known Dwight since we both began work at the White House 
in January 1993. Dwight served as a Special Assistant to the 
Chief of Staff and frequently worked on projects in conjunction 
with me and my staff. On a wide range of projects, he 
demonstrated management skills, professionalism and judgment well 
beyond his years and experience.

I am writing to recommend Dwight Holton for a summer intern 
position with the Public Defender Service. Dwight would be an 
excellent addition to your office. He has the character, work 
ethic, analytic mind and judgment of a fine attorney. Moreover, 
he is a genuine self-starter, works effectively with people and 
thrives on taking responsibility. I give him my highest 
recommendation.

Dwight's ability and his commitment to public service would make 
him a valuable asset in your office. I recommend him without 
reservation. If you have any questions, please feel to call me 
at 456-2702.



THE WHITE HOUSE

WASHINGTON

OFFICE OF THE STAFF SECRETARY

Fax Transmittal Sheet

Dwight HoltonTO:

Phone Number:Fax Number: 804-296-1004

SUBJECT:Recommendation letter

DATE: 2/26/94

NUMBER OF PAGES (including cover sheet): 2

FROM: Shelley Walker
Office of Staff Secretary

MESSAGE:
Please let me know if letter is okay 

and will put in the mail to Ms. Winston.

If all pages are not received, please call 202/456-2702

The document accompanying this facsimile transmittal sheet is intended only for the use of the individual 
or entity tho whom it is addressed. This message contains information which may be privileged, 
confidential or exempt from disclosure under applicable law. If the reader of this message is not the 
intended recipient, or the employee or agent responsible for delivering the message to the intended 
recipient, you are hereby notified that any disclosure, dissemination, copying or distribution, or the 
taking of any action in reliance on the contents of this communication is strictly prohibited.
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February 15, 1994

Dear John:

The enclosures are FYI.

Best wishes,

Enclosures

f

Mary J. Culnan
Associate Professor

Mr. John D. Podesta
Secretary to the President 
West Wing
The White House
1600 Pennsylvania Avenue, NW 
Washington, D.C. 20500

School of Business 
Georgetown University

Washington, D.C. 20057-1008

I wanted to let you know that I cleared the first two (and the highest) hurdles in the 
"tenure steeplechase" with flying colors and to thank you for your help. I received a 
unanimous positive (20-0) vote from the faculty of the Business School, and the Dean said 
that I have his unequivocal support. I was told informally that the letters "from the White 
House and the Hill" about my outside policy activities were very influential. The Associate 
Dean also told me that with this kind of momentum, it should be smooth sailing through the 
rest of the process (the campus Rank & Tenure Committee, and then to the President, 
Father O’Donovan). I should get the final decision in May.



STATEMENT OF DR. MARY J. CULNAN

Associate Professor, School of Business

Georgetown University

Washington, D.C.

Legislative Hearing on

H.R. 3365

Driver’s Privacy Protection Act of 1993

Before the

United States House of Representatives

Committee on the Judiciary

Subcommittee on Civil and Constitutional Rights

Washington, D.C.

Thursday, February 3, 1994



Mr. Chairman and members of the Subcommittee, thank you for inviting me to testify 

before you today on H.R. 3365, the Driver’s Privacy Protection Act of 1993. My name is

Mary Culnan, and I am an associate professor in the School of Business at Georgetown

University. My area of expertise is the impact of information technology on consumer 

privacy. For the past several years, I have been conducting research on consumer attitudes 

toward privacy and direct marketing. I have been employed in the information systems field 

for more than twenty-five years, first as a systems analyst for a Fortune 500 company, and 

as a professor since earning my doctorate in 1980. This is the sixth time I have testified 

before Congress on information privacy issues.

I support H.R. 3365, the Driver’s Privacy Protection Act of 1993. Advances in 

computer and communications technology have redefined the public record. Public records 

formerly existed as "data puddles," manual record systems or small files or databases 

contained on standalone computer systems; privacy was often protected by the effort 

required to access these records. Today, the growth of national computer networks which 

serve as "electronic waterways," have promoted the merging of puddles into readily 

accessible lakes or even oceans of personal data1. The time has come to have a national 

discussion about the many ways public information are used in an information society, and 

to examine the current balance between the risks that these large databases pose to 

1 See Personal Privacy in an Information Society. The Report of the Privacy Protection 

Study Commission, 1977 and Willis H. Ware, "The New Faces of Privacy," The Information 
Society. Vol. 9, No. 3, 1994, pp. 195-212. Willis Ware was Vice Chairman of the PPSC and 
has recently argued for the need to revisit the privacy issues resulting from the automation 
and aggregation of public records. He stated that the PPSC never extended its dialogue to 
"stress the totality of public records" because public record laws and practice at that time 
did not reflect today’s high level of automation.



individual privacy versus the public interest.2 I commend the Subcommittee for beginning 

this important discussion with today’s hearing.

My testimony today primarily concerns the direct marketing provisions contained in

Sec. 2721 (b)(7) of H.R. 3365. My statement will address five issues: 1) how motor vehicle 

information is currently used by direct marketers, 2) privacy concerns raised by the use of 

motor vehicle information in marketing, 3) general principles for addressing privacy 

concerns involving personal information, 4) why H.R. 3365 is good public policy, and 5) 

implementation issues.

HOW MOTOR VEHICLE INFORMATION IS USED IN DIRECT MARKETING

Direct marketing is the use of targeting to deliver a message directly to a selected, 

identifiable group of customers or prospects. In direct marketing by definition, the identity 

of the consumer can always be linked to the details of any transaction or response that may 

result from the solicitation. Marketers select a specific group of consumers for targeting 

because the characteristics of this group are perceived to be a good match for the marketer’s 

offering; therefore these consumers are more likely to be interested in the marketer’s 

message than the consumers who were not selected. Personal information is usually the 

basis for identifying the market segment to be targeted; typically this involves the reuse or 

secondary use of personal information originally collected for another purpose. As the

Privacy Protection Study Commission (PPSC) wrote in its 1977 report, "to be on a mailing 

2

2 See for example, Michael W. Miller, "Debate Mounts Over Disclosure of Driver Data," 

Wall Street Journal. August 25, 1992, p. Bl.



list, an individual’s name must first find its way onto another list or into a record system that 

has been developed for some purpose other than mailing'3

The ways marketers may make secondary use of personal information can be 

conceptualized as having two dimensions: 1) the information processing activity (acquisition, 

use, or transfer) and 2) the relationship between the consumer and the firm utilizing the 

information (existing customer or prospective customer). Figure 1 represents these practices 

as a 3X3 grid. Marketers may reuse personal information on existing customers within the 

organization, may acquire personal information on its customers from third parties, or may 

acquire information on prospective customers from third parties.4

3

3 Personal Privacy in an Information Society. Report of the Privacy Protection Study 

Commission, 1977, p. 126.

4 See: Ed Burnett, The Complete Direct Mail List Handbook. Englewood Cliffs, NJ: 

Prentice-Hall, 1988, for a detailed description of direct marketing practices.



Acquire

Use

Transfer

Prospect

Relationship with Consumer

4

Customer 
(Internal Info)

Customer 
(External Info)

Information
Processing
Activity:

Figure 1
Dimensions of Secondary Information Use 

For Direct Marketing

NOTE: In addition to name and address, information transferred or acquired may include 
demographic information and/or transaction-specific information. Sources of third party 
data include database compilers such as R.L. Polk, Donnelly Marketing, or TRW.

5. Market research 
or cross-market 
own customers for 
new business.

5 See Mary J. Culnan, "How Did They Get My Name?: An Exploratory Investigation of 

Consumer Attitudes Toward Secondary Information Use," MIS Quarterly. Vol. 17, No. 3, 
September 1993, pp. 341-364.

7. Transfer
information about

own customers 
within 
organization

8. Transfer 
information about 

customers to a 
third party.

2. Acquire new 
information about 
existing customers 
from a third party.

3. Acquire information 
about prospective 
customers from a third 

party.

4. Target own 
customers for new 
or repeat business

1. Build profiles 
of own customers 
based on existing 
data

6. Target prospective 
customers for new 
business OR create 
mailing lists of 
prospects for third 
parties.

9. Transfer information 
about prospects to 
other third parties.



Marketers use both motor vehicle registration records and drivers license records to 

develop targeted mailing lists. First, similar to the telephone directory and other such 

sources, both types of motor vehicle records represent lists of names and addresses of 

people who reside in a particular geographic area. The information contained in motor 

vehicle registration records also provide marketers with the ability to draw inferences about 

our income and lifestyles, based upon the kind of car we drive. An executive with one of 

the large database compilers once said to me, "nothing says more about you than the car you 

drive." TRW’s marketing literature for its new motor vehicle list states, "Motor vehicle 

information is a key indicator of lifestyle..." A copy of this advertisement is appended to my 

testimony.

Access to drivers license records enables targeting of prospective customers based on 

an individual’s age, gender, height, weight or whether or not the individual has corrective 

vision. The move toward "smart" drivers licenses which include a digitized photograph 

combined with enhanced computer processing capabilities will make it feasible in the near 

future to target people based on their ethnicity or other physical characteristics inferred 

from scanning a digital photograph.

Where permitted by state law, motor vehicle information is used for direct marketing 

databases and then sell lists to other direct marketers, and firms that compile databases for 

use in prospect research by fundraisers. These three types of organizations may use motor 

vehicle information in the following ways:

5

by three types of organizations: individual companies, direct marketers who compile 



First, individual companies may acquire the file from the state and use this 

information to target consumers. For example, General Motors could acquire a file of 

individuals who own automobiles, and use the data to target anyone who has a Chevrolet 

which is more than five years old, or an optometrist could use the drivers license file to 

target senior citizens who wear glasses and live in a certain area.

Second, Database compilers such as InfoDirect, R.L. Polk, Donnelly Marketing Inc.,

TRW, InfoBase and others who compile mailing lists use DMV records as a major element 

in their marketing databases. These databases are typically used in two ways. A company 

may buy a list of prospective customers who meet a set of criteria from one of the 

compilers, or it may ask the compiler to match the names on its own customer list with the 

marketing database, and "enhance" its customer records with the new information from the 

compiler’s database.

The database compilers acquire other types of personal information in addition to

DMV information and as a result, are able to develop detailed profiles on millions of 

individuals. For example, the 1993 Polk TotaList catalog describes twenty-six sources of 

information totalling more than 1.8 billion records annually which are merged to compile 

this database. The Donnelly Consumer Database annually matches information from 

telephone directories and automobile registrations with information from over 700 million 

outside records to build profiles on 147 million individuals. InfoDirect sells a mailing list 

of "compact car owners." In addition to year, make and model of the car owned, those 

renting a list may select names and addresses based on gender, exact age, occupation.

whether the consumer is a member of a "mail responsive household," has a bank, retail or 

6



gas credit card, and is a veteran, farmer or an investor among other categories. Both TRW 

and Donnelly Marketing sell lists based height, weight, and corrective vision data obtained 

from drivers license record^ InfoBase resells information it has acquired from other 

database compilers such as R.L. Polk, TRW and others, and merged into a single database.

Samples of these mailing lists are appended to my statement.

Third, fundraisers turn to a special type of compiler which builds a database by 

merging public records and using these data to make inferences about an individual’s wealth 

based on the type of car and the other types of property they own. For example, 

organizations match their donor lists to AOH&M’s POW&R list to identify 

multimillionaires, millionaires or "prospective millionaires" who may only have made small 

contributions in the past, but are prospects to be targeted for larger contributions6 7. Bentz

Whaley Flessner of Minneapolis provides consulting services to fundraisers. Its marketing 

literature describes services which include matching an organization’s constituent file to

Polk’s TotaList, the Wealth Match and/or Invest/Net databases in order to identify wealthy 

prospects.

7

6See TRW’s Fall 1993 Datacard Catalog and Michael W. Miller, "Firms Peddle 

Information from Driver’s Licenses." Wall Street Journal. November 25, 1991.

7See William M. Bulkeley, "NonProfits Dig Into Databases for Big Donors." Wall Street 

Journal. September 8, 1992, p. Bl, and Larry Tye, "List-makers draw a bead on many," 
Boston Globe. September 6, 1993, p. 1.



PRIVACY ISSUES RAISED BY MARKETING USE OF DMV RECORDS

President Clinton captured the essence of privacy better than anyone, in my opinion, 

when he described privacy as "elbow room.'6 In addition to the "right to be left alone," 

privacy also exists when individuals are able to exercise control over the disclosure and 

subsequent use of their personal information. One way for individuals to avoid unwanted 

intrusions is to control who has access to their personal information, including their name, 

address and telephone number. Information privacy concerns primarily arise from secondary 

use of personal information: the use of information collected for one purpose for a 

different purpose without the knowledge or consent of the individual. Privacy concerns are 

especialy likely to arise when the reuse is not compatible with the original purpose for 

collecting the information. For example, one privacy expert was stated that when the use 

of information is not compatible with the purpose for which it was collected, "the prospect 

of misinterpretation or crass exploitation usually follows.'6

The secondary use of DMV information in direct marketing raises two different 

privacy concerns than are raised by the secondary uses marketers make of data based on 

commercial transactions in the private sector. These two issues are 1) incompatible 

secondary use of personal information, and 2) and required disclosure absent a compelling

public safety argument. * 9

8 Ml

8

I’m worried...about the general right to privacy which I think is very important. In a 
country like ours, you need that elbow room." Governor Bill Clinton to Bill Moyers, 
"Listening to America," PBS, air date July 7, 1992.

9 Ronald L. Plesser, General Counsel of the Privacy Protection Study Commission, 

quoted in Charles Piller, "Privacy in Peril," Macworld. July 1993, p. 8-14. The article is 
appended to my testimony.



The purposes for which DMV information are used by direct marketers often bear 

very little resemblance to the purpose for which the information was collected. Figure 2 

below conceptualizes this issue as having two dimensions: 1) whether or not the secondary 

use is compatible with the purpose for collecting the information, and 2) the number of 

people affected by this reuse. As was described above, DMV information is used to draw 

inferences about the wealth or lifestyles of licensees, and these inferences are then used in 

ways that are totally unrelated to driving or owning an automobile. For example,

InfoDirect, a marketing database compiler, offers mailing lists of automobile owners by type 

of automobile, such as "Compact Car Owners," "Import Vehicles," or "U.S. Standard Size

Vehicles." A copy of the descriptions for these lists from InfoDirect’s 1993-94 List Catalog 

is appended to my testimony. For example, the suggested uses for the "Compact Car

Owners" mailing list reads as follows:

9

These individuals spend their disposable income carefully, getting the most for 
their dollar...This large segment of the American population would be a prime 
target for lease-to-own offers, credit cards, loan and debt consolidation, do-it- 
yourself products, self-improvement and educational offers.



Figure 2

Compatible vs. Incompatible Reuse of Personal Information

Using DMV Information as an Example

Public opinion supports this distinction between compatible and incompatible uses.

The 1992 Harris-Equifax Consumer Privacy Survey asked how the public feels about 

individual consumer data being available in public records. The majority of public feels that 

private sector use of public record information is acceptable when public information is used 

for a compatible purpose, such as relevance to the individual’s application for employment 

or a consumer benefit. For example, 77% of the public feels it is "generally all right" for 

10

Compatible
Reuse

Reuse
Compatible with
Collection
Purpose?

Incompatible
Reuse

e.g. Insurance 
company checks 
driving record when 
individual applies 
for auto insurance

e.g. Private 
individual uses 
motor vehicle 
records to learn the 
address of a 
another individual 
(Proposed Remedy: 
prior consent of 
individual)

Number of People Affected

Individual Group

e.g. Insurance 
company checks 
driving record of 
existing policy- 
holders to offer 
safe driver 
discount at renewal 
to those who 
qualify

e.g. Direct 
marketer uses 
motor vehicle 
records to solicit 
prospective 
customers who 
meet certain 
criteria 
(Proposed Remedy: 
state as "list owner" 
offers "opt-out")



auto insurance companies to check the accident and driving record of a consumer applying 

to them for a policy. However, only 32% of the public feels it is "generally all right" for 

companies to obtain public record lists in order to mail people information about products 

and services, while only 19% feels it is "generally all right" for a private individual to obtain 

public record information about another person. The similarity in the percentages of people 

responding positively to these last two questions suggest that it is the practice itself, not the 

number of individuals affected by the targeting which is driving attitudes10. The responses 

for this question from the survey are appended to my testimony.

Second, DMV information is not collected voluntarily. Few people can survive 

without a drivers license or an automobile, and a condition of having either is to register 

with the state. By providing this information to marketers without providing an opt-out to 

its citizens, the state is essentially requiring people to participate in direct marketing absent 

any compelling public safety argument. This is in direct contrast to most of the other 

mailing lists based on private sector data, such as a list of subscribers to a particular 

magazine. The people on these lists have indicated an interest in participating in direct 

marketing because they have "raised their hands" in the marketplace by voluntarily 

11

101 performed a statistical analysis (factor analysis) of the seven responses to this survey 

question. All seven responses loaded unambiguously on two dimensions reflecting 
compatible versus incompatible use. The uses of public record information by private 
investigators, direct marketers, the media and a private individual all loaded on the same 
dimension.



responding to a commercial offer of some type. No such claim may be made for all licensed 

drivers and registered automobile owners11.

PRINCIPLES FOR ADDRESSING PRIVACY CONCERNS

Fair information practices provide the basis for developing public policy to address 

the concerns raised in the preceding section. Like fair trade and fair labor practices, fair 

information practices are procedural guarantees which balance individual concerns about 

privacy when these interests compete with commercial and societal interests. They represent 

consistent privacy principles which transcend changing technologies and contexts. These 

principles are the foundation for current U.S. privacy laws, and are also the basis for the

Direct Marketing Association’s ethical guidelines for personal information use. They are 

based on the following principles:

4) limitations on the length of time personal information may be kept; and 

12

1) fair collection of personal information including notice and limitations on 
the collection of unnecessary data;

2) the right of an individual to access personal information and correct any 

errors;

3) the right of an individual to prohibit reuse of personal information if the 
individual objects;

11 For example, many of the mailing lists based on DMV information include fields to 

indicate whether or not the individual a "mail order buyer" or lives in a "mail responsive 
household," suggesting that all individuals on the list are not necessarily interested in 
participating in direct marketing. The 1991 Harris-Equifax Consumer Privacy Survey found 
that 49% of the adult public shopped by mail during the prior year. A 1992 Simmons 
Market Research Bureau survey found that 55% of the adult public ordered a product or 
service by mail or phone; excluding catalogs, 10% of the population responded to an offer 
received in the mail. See 1993-94 DMA Statistical Fact Book, pp. 42-48.



Three central themes emerge from these principles: knowledge, notice and control.

informed about data collection practices, and/or are able to exercise control over the 

secondary use of personal information. These conditions are reflected in Figure 3 below;

only the first cell illustrates the use of fair information practices. The remaining three cells 

violate one or more of the conditions of knowledge, notice or control; they may be used to 

diagnose why a particular information practice raises privacy concerns, and to suggest how 

these concerns may be addressed.

13

5) the responsibility of the record-keeper to protect personal information 
through appropriate security measures.

People experience varying states of privacy depending upon whether or not they are 



Figure 3

Conditions of Privacy for Information Reuse 

"Knowledge, Notice & No"12

14

Knowledge:
Consumer Aware of 

Collection and Informed 
About Reuse of 

Personal Information

Lack of Knowledge: 
Consumer Not Aware of 
Collection and/or Not 
Informed About Reuse 
of Personal Information

Consumer Does Not 
Exercise Control Over 

Reuse

3. Organization will honor a 
request to restrict reuse, but 
since consumers are 
unaware that personal 
information is being 
collected and/or reused, 
those who do object do not 
realize there is a need to 
make such a request. 
("STEALTH OPT-OUT"; 
NOTICE NEEDED)

1. Consumers are aware of 
information collection and 
reuse, and are able to 
restrict reuse if they object. 
(PRIVACY EXISTS)

12 Rep. Edward J. Markey is believed to have coined the expression, "knowledge, notice 

and no."

Conditions of Information Privacy: 
Knowledge & Control

Consumer Exercises Control 
Over Reuse

2. Consumers are aware of 
reuse but are unable to 
restrict reuse if they object 
OR Consumers are aware 
of reuse and firm offers 
means to restrict reuse, 
but consumers do not 
know how make such a 
request. ("OPT-OUT' 
AND/OR NOTICE 
NEEDED)

4. Consumers are unaware 
of information collection 
and/or reuse and are 
therefore not in a position 
to restrict reuse if they 
object. (NOTICE & "OPT­
OUT NEEDED)



In the states where DMV records are sold for direct marketing, the practice falls in

Cell 1 only for those states which currently observe fair information practices by offering an 

opt-out. For the remaining states, practices may fall into any of the remaining three cells 

of Figure 3. For example, citizens may or may not be aware that their DMV information 

may be used for direct marketing. The large compilers such as R.L. Polk or Donnelly 

typically will honor an individual’s request to who have their name removed from any lists 

that are sold; however, the opt-out provided by these firms is really a "stealth opt-out" (Cell 

3), as consumers have no direct contact with these firms, and few individuals know that 

these organizations exist, even if they are aware that their information is being used for 

direct marketing13.

The implementation of fair information practices represented by Cell 1 above 

provides consumers with knowledge about information collection, notice about reuse, and 

practices, therefore, protect privacy by providing people choices: the ability of the individual 

to choose to whom personal information is disclosed, and to choose how that information 

will subsequently be used. In the words of William Safire, fair information practices allow 

each of us "to tell the world to mind its own business"14

While name and address which serve as the basis of direct marketing are generally 

not considered to be sensitive information, there is nonetheless evidence that people value

being able to choose to whom their name and address are disclosed, and when they are 

'Essay: Peeping Tom Lives," New York Times. January 4, 1993, p. A15.

15

an opportunity to prohibit reuse of the information if they object. Fair information 

13This issue was also recognized by the PPSC, see p. 144 of the 1977 PPSC Report.

14 ir



provided with choices about their name and address, they will exercise them. For example, 

the telephone white pages represent one of the most widely available "mailing lists." My 

local telephone company, Bell Atlantic, provides its customers a wide range of choices in 

how they will be listed in its directory. These choices include not being listed at all, listing 

only one’s name and phone number, not listing the first name, or listing full name, address 

and telephone number. Selecting any page at random from the local directory will yield a 

variety of different listings that reflect these individual preferences15 16.

WHY THE "OPT-OUT1 PROVISION IS GOOD PUBLIC POLICY

The direct marketing provision in H.R. 3365 is based on strong precedent. In its 

1977 final report, Personal Privacy in an Information Society, the Privacy Protection Study

Commission (PPSC) recommended:

added].’

In the nearly twenty years since the PPSC issued its final report, there is little evidence that 

this recommendation has been widely implemented. Today, 34 states make DMV records 

16

That each State review the direct-mail marketing and solicitation uses that are 
made of State agency records about individuals and for those that are used for 
such purposes, direct the State agency maintaining them to devise a procedure 
whereby an individual can inform the agency that he does not want a record 
pertaining to himself to be used for such purposes and have that fact noted 
in the record in a manner that will assure that the individual’s preference will 
be communicated to any user of the record for direct mail marketing or 
solicitation. Special attention should be paid to Department of Motor Vehicle 
records and the practices of agencies who prepare mailing lists for the 
express purpose of selling, renting or exchanging them with others [emphasis

151 am grateful to Marc Rotenberg, Director of the Washington Office of Computer 

Professionals for Social Responsibility, for this example.

16The Report of the Privacy Protection Study Commission, p. 153.



available for direct marketing, and only a handful of these states have implemented the 

negative option or "opt-out" procedures recommended by the PPSC17. H.R. 3365, then.

simply codifies the recommendations of the PPSC.

The approach proposed by the legislation is the negative option or "opt- out" which 

is consistent with both existing law and well-established industry practice18. The specific 

language in the bill allowing DMV information to be sold for marketing activities, if the 

motor vehicle department "has provided in a clear and conspicuous manner to the individual 

an opportunity to prohibit such disclosure," is taken from the Video Privacy Protection Act 

of 1988 (18 U.S.C. 2710). The Direct Marketing Association recently stated that this 

approach used in the Video Privacy Protection Act has become the model of how direct 

marketing is approaching legislation19.

The Direct Marketing Association also has a long-standing commitment to the 

principles that all list owners should disclose their list practices to consumers and offer 

consumers an opportunity to have their names removed from the list. Article 5 of the

DMA’s Guidelines for Personal Information Protection states:

17

19 See remarks of Richard Barton, Senior Vice President, Direct Marketing Association, 

at DM West ’93, San Diego, CA, August 1993, HCI audio tape 33-0349 DM.

...Every list owner who sells, exchanges or rents lists containing personal data 
should see to it that each individual on the list is informed of those practices 
(Self Disclosure), and should offer an option to have the individual’s name 
deleted.

17Research conducted by Rep. Jim Moran’s staff found that only five states have 

implemented an "opt out" for DMV records.

18 See for example Ronald L. Plesser and Emilio W. Cividanes. Privacy Protection in the 

United States. 1991.



This principle is restated in a number of other DMA publications.20 H.R. 3365, then,

simply codifies widely-adopted industry standards for ethical practice.

The legislation also reflects the long-standing tradition in this country to address 

privacy issues affecting the private sector on a sectoral basis.21 Rather than prescribe 

blanket restrictions for all public records, the legislation seeks to carefully balance the 

legitimate needs of government and business with the privacy interests of individuals for a 

specific type of record.

The legislation is also consistent with public opinion. The 1993 Equifax survey found 

that 80% of the public agrees with the statement, "consumers have lost all control over how 

personal information is circulated and used by companies," up from 76% the year before.

This survey also found that 71% of the public agrees with the statement, "if privacy is to be 

preserved, the use of computers must be sharply restricted in the future," up from 67% in 

1992. However, the 1990 Equifax Report on Consumers in the Information Age found that 

a majority of the public did not object to the use of their name and address for direct 

marketing provided they could choose to have their names excluded from mailing lists. Fair 

information practices, then, provide an appropriate method to address these concerns.

Finally, critics of the legislation have raised the constitutional question of state 

sovereignty. Congress has the power to regulate interstate commerce. Direct marketing is

clearly a large industry that crosses state lines. According to the January 1994 issue of

21 See Plesser & Cividanes, Privacy Pre

18

20See for example, "Fair Information Practices Checklist," 10/92; "Privacy: The Key 

Issue of the 90’s," 10/93; "The ’Direct’ Approach to Privacy Management: The Top 10 
Steps," 10/93.



Direct Marketing magazine, each year more than $1.3 billion is spent on mailing list rentals.

The large list compilers market their services to a national audience, often have sales offices 

in more than one state, and serve customers throughout the country.22 My own opinion 

is that these constitutional concerns reflect parochial self-interests, rather than a 

commitment to the principle of state sovereignty as the business community, including some 

of the same firms who have raised concerns about this legislation, is unanimously supporting 

the federal preemption amendment to the Fair Credit Reporting Act which is currently 

pending before the House Banking Committee23.

H.R. 3365 in fact does not preempt the states from placing additional restrictions on 

the marketing uses of DMV information if they choose. It does not override existing state 

law and require the sixteen states which currently do not make DMV information available 

for marketing to do so. Instead, it simply establishes a baseline: states which choose to 

make DMV information available for marketing uses must observe minimum fair 

information practices.

IMPLEMENTATION ISSUES

H.R. 3365 does not result in an unfunded mandate, and does not impose new costs 

on the states. States can price their motor vehicle files to fully recover any new costs they 

19

23 See for example, "FCRA Update." DMA Washington Update. November 23, 1993, p. 

3; and statement of Walter R. Kurth, President of Associated Credit Bureaus, Inc. before 
the House Committee on Banking, Finance and Urban Affairs, Subcommittee on Consumer 
Affairs and Coinage, October 24, 1991, Serial 102-79, p. 264.

22 For example, see advertisement for InfoFax "Datacards on Demand" offered by 

InfoDirect.



incur. The legislation allows each state to decide how to implement the opt- out capability.

The final language in the bill will provide an adequate timeline for implementation.

The experience of the states which have already implemented an opt-out capability 

suggests that the requirement does not present technical obstacles. Some states are in the 

process of developing systems to deliver their services to their constituents electronically.

For these states, the opt-out provision can be implemented in the course of developing these 

on-ramps to the information superhighway24.

While I do not have the expertise to address the specific programming requirements 

for implementing an opt-out, I can speak to the technical issues in a more general way. For 

states which have implemented a relational database system for its DMV records, the opt­

out is a matter of adding a "flag" to the record definitions, performing a one-time conversion 

to add the flag to the records in the database, and making a minor modification to the 

program(s) used to generate the files which are sold for marketing so that the names of 

those who have chosen to "opt-out" are excluded.

For states which maintain their DMV system as traditional files, the process is 

somewhat more complex. The DMA, however, has developed a compression utility for its 

own "opt-out" system, the Mail Preference Service (MPS). Small list brokers who need to 

run the 3-million name MPS file against their own lists face the same difficulties as many 

small states. This utility reduces the size of the file and the amount of computer processing 

time required to run the MPS file. According to the DMA, this "revolutionary new 

20

24 For example, see remarks of Art Sackler, Vice President, Time Warner Inc., before 

the Information Infrastructure Task Force, Information Policy Committee, Working Group 
on Privacy, Public meeting, January 26, 1994, Washington, D.C.



technology will make MPS less costly and more efficient for its users." The MPS

Compression Utility is in the final stages of development and will be released for use in the 

facilitate implementation of the opt-out requirement by the states and ensure that public 

record information will continue to flow freely to direct marketers.

In conclusion, I urge passage of this important legislation without significant change.

Thank you for giving me the opportunity to present my views to the Subcommittee. I will 

be pleased to work with you as H.R. 3365 moves forward to passage, and I am happy to 

answer any questions.

21

25 DMA Washington Update, January 24, 1994, p. 3. See also, Jonah Gitlitz, "1993 State 

of the Association Address" presented at the DMA 76th Annual Conference and Exhibition, 
October 25, 1993, p. 9.

spring.25 By making the MPS Compression Utility widely available, the DMA could 



TRW Target Marketing Services
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Extensive selects available to you!

cars.

For more information...

Coming soon! Detailed automobile information 
from unrestricted states

The motor vehicle data market is no longer a 
one-vendor show

TRW automobile data will be available for list rental, 
enhancement, statistics, model development and 
customer maintenance.

Combine the automobile selects with our other 
demographic, lifestyle, and unique selects for highly 
focused targeting. Motor vehicle information is a key 
indicator of lifestyle and can help you reach your best 
prospects.

This file is ideal for automotive marketers of all types. It 
can help car dealerships and service centers get new 
prospects behind the wheel for a test drive or into the 
garage for service. Auto accessory businesses will find 
this file especially helpful in reaching owners of specific 

I

TRW Target Marketing Services is now adding motor 
vehicle data to its 86 million household database. This 
means that by January 1994, you will have a choice when 
selecting vendors for automobile data. You can expect 
detailed, accurate motor vehicle information coupled with 
the depth and breadth of selections already available in 
the TRW PerformanceData Systemsm.

To learn more about how TRW automobile data can work 
for you, call your TRW account executive at

800.527.3933.

TRW’s new automobile data expands your 
targeting options

Our acquisition efforts will continue into 1994 until we 
have acquired all available motor vehicle data to meet 
your needs.

Just take a look at this partial list of data elements you 
can choose from:

Fuel type
Lease indicator
Country of origin 
Presence of motorcycle 
Presence of RV/boat 
Vehicle count
Highest HH vehicle value

MSRP/current value Aggregate HH vehicle value 
Registration date

Because you asked for it, TRW’s data acquisition team 
has been busy working with all the unrestricted states to 
acquire data from their Departments of Motor Vehicles. 
We will soon be providing you with detailed automobile 
data from these states:

Nebraska
New Hampshire 
New York 
Nevada
North Carolina 
North Dakota 
Ohio 
Oregon 
South Carolina 
South Dakota 
Tennessee 
Texas 
Utah
Vermont 
Washington, DC 
West Virginia 
Wisconsin

Year
Make 
Model 
Series 
Body style 
Price class 
Model class

Alaska
Arkansas
Colorado
Delaware 
Florida
Idaho 
Illinois 
Iowa 
Kentucky 
Louisiana
Maine 
Maryland 
Massachusetts
Michigan
Minnesota
Mississippi
Missouri
Montana

Sl|!
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85,000,000 U.S. Households

Donnelley Marketing Inc.

Active Bank Card Holder 
Age
Income
Mail Responsive
PC Owner
Pet Owner
Purchasing Power
Year of Birth

Area Code/Exchange
Census Demographics 
Dwelling Unit Type 
Length of Residence 
Presence of Children
Secondary Name
Title

East

70 Seaview Ave.. Stamford, CT 06902

800 433-5478 ■ 203 353-7000

West

2401 E. Katella Ave., Anaheim, CA 92806

800 223-2160 ■ 71 4 978-1122 

Central

1901 S. Meyers Rd., Oakbrook Terr., IL 60181

800 323-3685 ■ 708 495-1211

Detroit

25800 N. Western Hvsy., Southfield. Ml 48075

313 746-6030

Auto Data
Body Style
Cylinders
Fuel Type
Make
Market Value
Model
Multi-car Owner
Price Class
Purchased in Model Year
Year

Inquire for Pricing

Information from DOI2 is compiled from telephone directories, state motor 

vehicle registration records, birth records, lists of children's book buyers, 
student lists, drivers' licenses and voter registration lists. Share Force 
respondent names are appended to this file.

DQI2- 
Donnelley's 
National 
Residential 
Database
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Geographical Selection Factors:

Pricing: Consumer list pricing is as follows:

... Minimum order is 5,000 names per state.

.. .‘For Vehicle Registration Pricing-Please contact your Polk Representative.

•R.L. Polk is a non exclusive licensee of the U.S. Postal Service.

on

See opposite page for estimated metropolitan marketing area counts for the top 150 
markets in the country.

NOTE: For prices on larger quantities and/or multiple state selects please 
contact your Polk Representative.

Our Household List is the Most Accurate
Most Deliverable
Most Selective
and Largest Household List ever compiled.

This list is developed through the merging of 22 sources totalling more than 1.8 
billion records annually. These mergers take place in six complete updates per year. 
Households included in one update may be eliminated in the next one due to more 
recent information. The updates are important in confirming or changing the way 
households are described. This affects the selection factors that you will want at 
the time of your mailing.

Deliverability of Polk's Household List is further improved by applying to it the NCOA 
(National Change Of Address) system. Being an NCOA licensee,* Polk receives all the 
moves and address changes reported to the Postal Service. Each month the Polk file is 
passed against the NCOA file to apply address corrections.

Sex of Household Head 
Age of Household Head
Estimated Household Income 
Dwelling Type
Owner or Renter
Occupations
Telephone Number
Length of Residence
Families with Children 
‘Car Ownership 
‘Truck Ownership

...Under 15,000 names $40.00/M base price (for geographical or individual 
household selection surcharges please contact your Polk Representative).

‘Motorcycle Ownership 
•Recreational Vehicle Ownership 
‘New Car Owners
Mail Order Buyers
Mail Order Responders/Donors
Mail Order Contributors
Credit Card Users/Bank
Credit Card Users/Retail
Smokers

Nth Selection
Postal Carrier Route
Census Tract
Metropolitan Marketing Area

The Polk Household List of over 79 million households, offers you more individual 
selection factors than any other compiled list on the market today. Some of the most 
frequently requested household selection factors are:

Polk’s 
Household 
List 

■■■

State
County
Town/City
Sectional Center Facility (SCF)

* z A,,-. w ;



F^rrConsumer Database r

Description Demographic Selects Price

Contact

Vital Statistics Selects Price

Neighborhood Lifestyles Price

$80/M

Fall 19933

$10/M
$10/M 
$10/M

$23/M
$1OZM

$2.5O/M
$6.50/M

$1O/M 
$7.50/M

$13/M 
$7.75/M

ACORN™ (CACI)
PRIZM® (Claritas)

Updated
Monthly with CASS 
certified software

Total Count
154,397,580

Delivery
Next day
Same day service available!

Source
Public records

Base Price
$20/M

Minimum Order
$250 net
Includes all select charges. 
Unlimited usage, copies, tapes 
and freight are extra.

$2.50/M
$10/M

N/C 
$2.50/M

S3.50/M 
$2.50/M 

$10/M 
$5/M 
N/C 

$2/M 
$2/M

Corrective lenses
Height
Weight

Call for on-line counts and quantity discounts.

See reverse side for consumer market segment ideas. 
Format prices, commission and rental policies also available.

This file is composed of records on more than 154 million consumers 
in over 86 million households nationwide. You can demographically 
segment any portion of the list to reach the best prospects for your 
products or services. Target people by exact age, gender, estimated 
household income, marital stares, dwelling type, families with 
children, telephone numbers, family strucrere and a variety of other 
selections. The vast quantity of names on this database and its varied 
selection capabilities make this one of the largest and most flexible 
lists on the market today.

Exact age (110,999,401 names) 
Combined exact & inferred age 

. (ranges 0-35, 36-49, 50-64, 65+) 
Gender
Telephone numbers
Head of household 
Household status

(wife, elderly parent, young adult) 
Married
Presence of children
Homeowners
Families with children

by age and/or gender 
Estimated income (household)
Length of residence 
Ethnic markets 
Direct mail responder
Dwelling type
1990 census data
Geographic (state, ZIP, SCF, county,

MSA, Arbitron, census tract/BG)
Radius marketing (call for custom quote)

Information on this file is processed through National Change of 
Address1 biweekly and all names are ZIP + 4 coded and reported by 

two or more sources, assuring the most accurate and deliverable source 
of demographic information in the industry today.

TRW Target Marketing Services believes the information concerning 
these names to be accurate, but cannot guarantee their accuracy or the 
outcome of the mailing. Information on this file is updated monthly 
and the counts for particular elements are subject to change.

Maximum list charge

^TRW Inc. is a non-exclusive licensee of the United States 

Postal Service. Names and addresses owned by TRW are 
processed through the NCOS system. Matches to the NCOS 
file are included in TRW's Consumer Database.

TRW Target Marketing Services 800.527.3933
901 International Parkway 214.699.1271
Richardson, Texas 75081-2885 fax 214.437.1611



>15.00

i 10.00

>10.00

> 5.00

641 >10.00
• 75 +

>14.00

> 3.00

> 3.00

>12.00

> 8.00

628

> 3.00

> 5.00

InfoBase Premier

• 35-44
• 45-54

Price per M 
Matches

• 55-64
• 65-74

> 5.00 
4.00
3.00
2.00

• > 50,000 - > 74,999
• > 75,000 - > 99,999
• >100,000 >124,999
• >125,000 Plus

Price per M 
Matches

• Married
• Single

• Housewife
• Retired
• Fanner
• Military
• Religious

Selected Consumer InfoBase Data ...
Accuracy, Coverage and Value

InfoBase Premier includes data from R.L Polk, National 
Demographics & Lifestyles, American Data Resources, 
TransMark, TRW, and American Student List to guarantee that 
the most recent, most specific and most accurate data is 
provided for each Premier data element for every individual 
record. In short, this sophisticated system architecture assures 
you the highest quality and maximum coverage for each data 
element. You simply specify the individual Premier data 
elements desired, or choose Bundled Premier to get all 
Premier demographic data on every matched record. The 
system does the rest.

Individual data elements may be selected at the indicated 
prices or all elements included in the shaded area below are 
available at a special bundled price. See element 635 for 
bundled pricing.

600 Adult Age Ranges Present In Household >10.00 
Includes an indication of male, female or unknown 
gender.
• 18-24
• 25-34

610 Head of Household - Name, Gender

612 Second Individual - Name,
Gender and Relationship to Head of 
Household

609 Marital Status
• Inferred Married
• Inferred Single

622 Presence of Children
Indicates the known and inferred presence of 
children age 0-18 in the household.

Data
Element
No. Description

601 Children’s Age Range
Children’s age including indication of male, 
female or unknown gender, reported as:
• 0-6 • 7-12 • 13-18 • 19-22

604 Occupation of Head of Household
Expressed as:
• Professional/Technical
• Administrative/Managerial
• Sales/Service
• Clerical/White collar
• Craftsman/Blue collar
• Student
(Includes code indicating self-employed for 
any of the above.)

605 Occupation of the Spouse
(2nd Individual) Expressed as:
• Professional/Technical • Housewife

• Retired
• Farmer
• Military
• Religious

• Administrative/Managerial
• Sales/Service
• Clerical/White collar
• Craftsman/Blue collar
• Student
(Includes code indicating self-employed for 
any of the above.)

619 Working Woman
Working woman present in the household.

Estimated Income Code
Reported as one of the following:
• Less than > 15,000
• > 15,000-> 19,999
• > 20,000 - > 29,999
• > 30,000 - > 39,999
• > 40,000 - > 49,999

625 Address Confirmation
Confirms that your names and addresses exist 
on other outside lists.
• Under 500M input
• 500M - 1.9MM input
• 2.0MM • 4.0MM input
• More than 5.0MM

614 Verification Date
(Year and quarter of most recent address verification)
• Under 500M input > 5.00
• 500M - 1.9MM input 4.00
• 2.0MM - 4.9MM input 3.00
• 5.0MM Plus_______________________________Z00

160 Apartment Number > 2.00

647 Number of Vehicles Owned

648 Dominant Vehicle Lifestyle Indicator
This indicator distinguishes the classification of the 
primary vehicle registered to the household:
• Personal Luxury Car, e.g. Corvette, Audi 100, Infiniti
• Truck or Passenger Utility Vehicle, e.g., 

Jeep Cherokee, Toyota Previa, Lumina APV
• Station Wagon, e.g. Buick Roadmaster, 

Taurus Sution wagon
• Import, (standard or economy car), e.g. Toyota 

Camry, Nissan Stanza, Volkswagen Passat
• Regular, (mid-size or small car), e.g. Dodge Spirit
• Specialty, (mid-size or luxury car), e.g. Grand 

Marquis, Eagle, Mustang, Accord, Corolla, Saab
• Full Size, (standard or luxury car), e.g. Taurus, 

LeBaron, Continental, Cadillac

Data

Element
No. Description

616 Age Range in Two Year Increments - 
Head of Household
Categories extend from under 18 to 100 plus.

617 Age Range in Two Year Increments - >14.00
Spouse (2nd Individual)

626 Age Range in Two Year Increments of >14.00 
Individual Name Appearing on Customer’s File

627 Age Range in Two Year Increments of >14.00 
Individual Name Appearing on Customer’s 
File, with Default to Head of Household

649 Individual Name Appearing on > 3.00
Customer’s File Household Status Indicator
Reported as:
• Head of Household • Spouse
• 2nd Individual (not spouse)

Number of Adults > 8.00
Counts the number of adults in the household up 
to six or more.



Description
Source B

Children Yes Yes X

Yes112.00

»10.00

»12.00
SFDU

i 8.00

621

606 Home Owner/Renter I 5.00

608 Dwelling Size (Single or Multi-Family) » 5.00

613

Description
630

635

642

643

623 $20.00
644 » 5.00

645 » 5.00624

632

611

633
618 *20.00

number of data sources, specifying which data you would like

Bundled Premier Prices

Data
Element
No.

Dau 
Element 
No.

No

Blue Collar

27

X

X

X

213-473-9876 X

Price per M 
Matches

Price per M 
Matches

Price per M 
Matches

X

X

Blue Collar Farmer

X

X

<1 Year

X

213-473-1234 X

Includes all InfoBase Premier Date Elements 
listed above. Does not include the Additional 
Premier Date listed below.
• Under 1.0MM input
• 1.0MM - 1.9MM input
• 2.0MM - 3.9MM input
• 4.0MM ■ 4.9MM input
• More than 5.0MM

646 New Car Buyer
Indicates a history of new car buying.

165 Truck/Motorcycle/RV Owners

• Retail/Other
• BankCard
• Travel and 

Entertainment

615 Mail Order Buyer

620 Mail Responders

The example above is a typical InfoBase Premier Data 
record—describing this individual as blue collar, age 28-29 
with an income of 125,000-130,000, living in a single family 
home for less than a year, two children (one at 7-12 years 
and one under six years) and a history of having bought 
by mail.

Mass compiled source, address verified 6 months ago 

Verified 12 months ago, source from questionnaires

Phone survey, verified 4 months ago

Multi-source compilation, data verification date varies by 

data element

*20.00
• * 250,000 - *274,999
• * 275,000 - *299,999
• * 300,000 - *349,999
• i 350,000 - *399,999
• i 400,000 - *449,999
• » 450,000 - *499,999
• * 500,000 - *774,999
• * 775,000 - *999,999
• *1,000,000 Plus

*42.50
36.75
31.00
25.50
21.25

28-29

High Ticket

X

X

*20.00
18.00
16.00
14.00
12.00

194 Aggregate Value of Vehicles Owned * 12.00
The total value of all vehicles registered in the 
household based on blue book value.

Description

Area Code, Telephone, Time Zone
Includes time zones and area codes.
• Under 1.0MM input
• 1.0MM - 1.9MM input
• 2.0MM - 3.9MM input
• 4.0MM - 4.9MM input
• 5.0MM Plus_____________________

Element 613 purchased in conjunction with Bundled
Premier for an additional M0.00/M overall Premier 
matches.

Data 
Element
No.

Price per M 
Matches

You may also order demographic data from a specific InfoBase data source or a i 
first. Your InfoBase account representative will be happy to provide you with complete details

Home Market Value
• * 1,000 - * 24,999
• » 25,000 - * 49,999
• * 50,000 • * 74,999
• » 75,000 - * 99,999
• *100,000 *124,999
• *125,000 - *149,999
• *150,000-*174,999
• *175,000-*199,999
• *200,000 - *224,999
• *225,000 - *249,999

Purchase Date of Home * 10.00
Both year and month of purchase where available. 
Ranges from 1901 to 1993.

Year Home was Purchased
Years range from 1901 to 1993.

Month Home was Purchased
Ranges from 01 to 12.

Homeowner Date Package *25.00
Includes above elements: Home Market Value, Purchase 
Date, Year and Month. (642,643,644 and 645).

Element 632 purchased in conjunction with Bundled 
Premier for an additional * 10.00/M overall Premier 
matches.

1 (8 7 to 12

1 (a) under 6 

*25Kto 30K *25K to 30K X

X

X

28-29

Description

Date of Birth of Individual Name
Appearing on Customer’s File. Day and 
Month when Available

Date of Birth of Individual Name *20.00
Appearing on Customer’s File with Default to Head 
of Household. Day and Month when Available

Date of Birth of Head of Household. *20.00
Day and Month when Available

Date of Birth - Spouse (2nd Individual).
Day and Month when Available

Sample InfoBase Premier™ Record
Data Element Source A Source B Source C Source D

Credit Card Indicator *15.00
Indication of possession of one or more of the 
following types of credit cards.

• Premium (Gold Cards)
• Upscale Dept. Stores
• Credit Card Buyer 

(Unspecified Type)

607 Length of Residence Expressed in One * 3.00

Year Increments from Less than One to 15+ Years

Income

Home Owier 

Occupation

Mail Order Buyer Yes 

Length of Residence 3 Yean 

Dwelling Type

Telephone

Source A

Source B

Source C

Source D

Additional Premier Data
(Not included in the Bundled Premier Prices above)

Data
Element
No.
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Leased Vehicles
Total List $70.00/M 63,308 Total List $60.00/M

$70.00/M

I

7,754,328 $60.00/M

Total List

3,708,008

By using the make and model select available, you 

can target the specific type of individual your 

marketing campaign is designed to reach. Owners 

of the lower-priced models will generally be 

receptive to such offers as credit cards, financial 

planning and catalog merchandise. Owners of the 

higher-priced models appreciate quality and have 

the purchasing power to pay for it. Use these 

names for upscale magazines and catalogs, 

investments and collectibles.

Today's economy car owners are in need of basic 

transportation at a reasonable price. They do not 

look for fully-equipped cars. They are value­

conscious people concerned with reliable 

transportation, and enough credit established to 

purchase it.

Since the price of automobiles has risen so during 

the past decade, the option of leasing a vehicle 

has become a very popular new method of 

obtaining transportation. Instead of paying high 

interest rates on a vehicle and having its value 

decline every year, people are deciding to lease 

and pay a lower monthly payment and then at the 

end of the agreed time span return the vehicle to 

the dealer and obtain a new one to drive.

These individuals spend their disposable income 

carefully, getting the most for their dollar. Typically 

seeking to improve their lives and financial status, 

this large segment of the American population 

would be a prime target for lease-to-own offers, 

credit cards, loan & debt consolidation, do-it- 

yourself products, self-improvement and 

educational offers.

The owners of compact cars are interested in 

getting a reliable vehicle that provides great gas 

mileage. That is the appeal of smaller vehicles; 

they get you where you need to go without costing 

large sums of money.

Combined with other such selections available as 

income, occupation, homeowners or families with 

children, you can reach the exact market you want 

to target for your specific product or service.

These individuals are generally hard-workers with 

a desire to improve their position in life. Typically 

in need of a wide range of products and services, 

this would be an excellent file for banking & 

financial service offers, catalog merchandise, 

book, music and video clubs, educational items 

and lease-to-own offers.

These are credit-worthy individuals who are 

typically well-educated and have a fair amount of 

disposable income. They would be excellent 

candidates for offers of money management, 

travel & entertainment, magazines, gift & catalog 

merchandise.

Because being a motorcycle enthusiast is a way of 

life, this file will work for any type of product 

geared toward biking, such as parts, accessories 

& apparel catalogs, as well as car, motorcycle & 

travel magazines, sporting goods and fitness 

equipment.

These two-wheelers are owned by people who 

enjoy being outdoors. They are used for recre­

ational purposes as well as an inexpensive form of 

transportation. These individuals typically are 

mechanically inclined and enjoy working on their 

bikes, and most of them are owners of some other 

type of vehicle as well.

These names will work well for any campaign 

designed for the auto owner, such as insurance, 

repair & maintenance products and services, car, 

truck & RV magazines, car care kits, accessories, 

auto clubs and cellular phones.

A vehicle is almost essential in today's fast-paced 

world. This file contains the names of people who 

own or lease an automobile, truck, motorcycle or 

recreational vehicle, and many of these individuals 

own more than one vehicle.

These are vehicles either manufactured outside 

the United States or the parent company is in 

another country. They include automobiles like the 

Acura, Audi, BMW, Honda, Mazda, Mercedes- 

Benz, Nissan, Porsche, Toyota and Volvo. All of 

these import vehicle owners have special needs as 

far as repair and maintenance products and 

services.

Compact Cars
Total List

Automobile Owner File*
60,000,000

Motorcycle Owners
1,162,524 Total List $85.00/M

Economy Cars*
6,262,630 Total List

Import Vehicles
Total List $60.00/M

I
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U.S. Truck Owners*

17,971,250 Total List $70.00/M1,449,260

6,560,920 Total List $70.00/M

2,541,050 Total List $110.00/M

•

.. i a

I

Offers of insurance and financial services, home 

entertainment and improvement, travel & 

recreation, and clothing & merchandise catalogs 

will also work well for this file.

This file would work well for any product designed 

for the car, such as insurance, car care kits and 

accessories, cellular phones and car magazines, 

as well as offers of hotel discounts, vacation, 

recreation and adventure packages.

A mid-size automobile is considered a standard 

size vehicle. This classification includes such 

vehicles as the Bonneville, Crown Victoria, Delta 

88/Royale, Dynasty, Gran Fury, Grand Marquis and 

the LTD, to name a few.

In recent years there has been enormous growth 

in the number of individuals purchasing trucks. 

Americans have discovered the many favorable 

attributes of owning a pick-up, the most common 

of which is an easy way to move items that would 

not fit into a car.

Use this list to reach those individuals who have 

purchased a car in the past 12 months. These are 

people who are proven to be credit-worthy and 

possessing purchasing power. Many of them are in 

need of repair and maintenance products and 

services, and some of the more status-conscious 

individuals will be seeking to trade their auto in on 

a new vehicle in the near future.

These are the "hottest" names in the new car 

owner file. These are individuals who have 

purchased a new auto in the past 6 months, and 

they will be in need of acquiring many items for 

their new investment. They are obviously credit­

worthy, typically hard-working, and at least 

partially status-conscious individuals.

The profile of individuals who purchase this type of 

auto ranges from business men and women 

seeking status, to families with children in need of 

room, to older Americans concerned with comfort. 

This file will work well for health & fitness offers, 

gift & clothing catalogs, auto & travel clubs, as well 

as life & health insurance offers.

This file is a must for marketers whose products 

are designed specifically for the truck market, but 

should work equally well for offers of camping, 

hunting & sporting goods, health & fitness 

equipment, lawn & garden supplies, home 

improvement products and do-it-yourself items.

'fl ■
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U.S. Standard
Size Vehicles*

U.S. New Car Owners 
Past 12 Months*

U.S. New Car Owners
Past 6 Months*

Total List $110.00/M
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Harris-Equifax Consumer Privacy Survey 1992

Q.7 Table 14

Base: 1254

75 14 10 1

71 15 12 2

34 34 29 2

32 25 42 1

28 32 38 2

19 31 49 2

HOW THE PUBLIC FEELS ABOUT INDIVIDUAL
CONSUMER DATA BEING AVAILABLE IN PUBLIC RECORDS

Not
Sure

%

1Auto insurance companies checking the 
accident and driving record of a 
consumer applying to them for a policy

Employers checking for criminal 
convictions when a person applies for a 
job

Businesses checking bankruptcy and 
other financial records when a 
consumer applies to them for credit

Private investigators obtaining public 
record information on individuals for 
dienfs

Companies obtaining public record lists 
in order to mail people information 
about products and services

The media obtaining and publishing 
public record information about people 
in public life or in the news

A private individual obtaining public 
record infoimation about another 

person

Q. Many government records such as drivers' licenses, court records, and property tax information 
are legally treated as public information" and are open to anyone who wants to examine them. In 

the following situations, how do you feel about individual consumer data from these kinds of public 

records being available for the following - is it generally right, is it a cause of concern to you, or is 

it not all right?

Cause Of 
Concern

' %

12

Generally
AU Right

%

77

Not
AU Right

%

9
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Datacards On Demand!

• 24 HOURS A DAY

7 DAYS A WEEK

INFO365 DAYS A YEAR

■
T '•r«Tr

DIRECT

126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160 
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181 
182
183
184
185
186

. >

You will receive information regarding how 
InfoDirect will save you money. Our Wholesale 
Volume Purchase Plan and InfoDollar Discount 
Coupon will be sent to you. Also, information on our 
American Express® Gift Cheque Incentive Plan and 
our unprecedented "Lowest Price Guarantee 
Program" will be faxed to you.

InfoDirect's InfoFAX, making your job easier. 
Call anytime

InfoFAX Files
Affluent Individuals
Affluent Mail Order Buyers
Automobile Owner File
Big Business
Black Individuals
Blue Collar Workers
Boat Owners
Businesses by Employee Size
Businesses by Sales Volume
Businesses In Motion
College Students
Compact Cars
Contributors
Credit Card Holders
Dial Your Horoscope Callers 
Economy Cars
Environmental Contributors
Established Homeowners with Equity 
Ethnic Individuals
Executives at Home
Executives by Gender
Executives by Name
Families with Children
Female Heads of Household 
Financing Required
Frequent Business Travelers 
at Home Address
Gold Card Prospects
Health Contributors
High School Students
Hispanic Individuals
Homemakers
Homeowners
Households by Specific Income 
Import Vehicles
Individuals by Exact Age
Individuals by Occupation
InfoDirect's Mortgage Database 
Investors
The Legal Year
Live Psychic Line Callers
Magic 900# Sweepstakes Responders 
Mail Order Buyers
Mail Order Responders
Male Heads of Household 
Married Individuals
Motorcycle Owners
New Credit Card Issues Hotline 
New Homeowners
New Movers with Credit Card Hotline 
New Parents
Older Americans by Exact Age 
Opportunity Seekers
Political Contributors
Professionals at Home
Religious Contributors
Renters
Royal Blue Collar Workers
Resident Occupant File
Retired Individuals
The Retirement Year
Singles
Some College
Sweepstakes Responders
Teachers
Timeshare & Campground Owners 
Tour Group Travelers
Unique Names with Credit Cards 
Universal American Gold Card
Upscale Retail Credit Card Users 
U.S. Businesses
U.S. Consumers
U.S. Households
U.S. New Car Owners Past 6 Months
U.S. New Car Owners Past 12 Months 
U.S. Professionals at Work
U.S. Standard Size Vehicles
U.S. Truck Owners
U.S.A. Gold Card
Veterans
White Collar Workers
Working Mothers
Working Women
Young Credit Candidates
Young Families
Young Urban Professionals 
800# Live Psychic Line Inquiries
Promotional Box Registrants

This FAST, FREE and EASY system allows you to 
eceive datacards anytime its convenient for you! 
The directions are simple and the results are 
nstantaneous

Phone Codes 
100 
101 
102
103
104
105
106
107
108
109
110 
111 
112
113
114
115
116
117
118
119
120 
121 
122
123
124
125

P.S. If our managed files 
do not meet your needs, 
then please call our 
Brokerage Department at 
1-800-239-5478. We will 
be happy to research your 
requirements and make list 
recommendations for you.

InfoDirect, Your Premium List Resource, delivers 
list information around the world in minutes, no 
matter where you are. Presenting InfoDirect's new 
"InfoFAX" system. It's a user friendly "datacard on 
demand" service that enables you to access all 
of our managed files via a fax machine. Call 
1-800-249-4484 and follow the instructions to 
receive the datacards you want.

InfoFAX

gssarTsiva-..™
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say, if anyone had sued Roger Heinen, the former 
Apple vice president who defected to Microsoft in 
January, you had to laboriously check, in person, at 
various county courthouses. I spent about two min­
utes doing the same thing online.

“As technology becomes ever more penetrating 
and intrusive, it becomes possible to gather infor­
mation with laserlike specificity and spongelike 
absorbency,” says Gary T. Marx, a privacy expert 
who teaches at the University of Colorado. “Infor­
mation leakage becomes rampant; indeed, it is hem­
orrhaging. Barriers and boundaries—be they dis­
tance, darkness, time, walls, windows, even skin— 
that have been fundamental to our conceptions of 
privacy, liberty, and individuality give way. Actions, 
feelings, thoughts, acts, even futures are increasing­
ly visible.” Easy access has blurred the borders of 
private life.

The public views these developments with grow­
ing alarm. In a 1992 poll conducted by Louis Harris 
and Associates, 78 percent of Americans expressed 
concern about their personal privacy, up from about 
a third of those polled in 1970, and up from 64 per­
cent in 1978. Perceived threats to personal privacy 
from computers rose from 38 percent in 1974 to 
68 percent last year.

In a 1991 Thwe/CNN poll, 93 percent of respon­
dents asserted that companies that sell personal data 
should be required to ask permission from individu­
als in advance. The 1990 census showed the highest 
rates of noncooperation ever—the result of fears that 
participation could place personal information in 
jeopardy, contend some privacy advocates. And Cal­
ifornia’s Privacy Rights Clearinghouse—the first pri­
vacy hotline in the nation—logged more than 5400 
calls within three months of its inception last 
November.

What They Have on You
PUBLIC CONCERNS HAVE RISEN IN TANDEM WITH 
the prohferation of personal records kept by govern­
ment, corporations, and employers. New forms of 
data are coming online all the time. Nearly every 
quantifiable aspect of our lives—and many a judg­
ment call—finds its way into data banks where it is 
exchanged, sold, and resold, again and again.

The sheer volume of available data is stunning. 
In 1990, the U.S. General Accounting Office, an 
arm of Congress, conducted a survey of federal data 
banks that contain health, financial, Social Security, j 
and a wide range of other personal data. That incom­
plete tally included 910 major data banks with bil­
lions of individual records. Much of the information

In recent years, gathering and sharing personal infor­
mation has become a way of life for business and gov­
ernment. People have kept track of one another for 
millennia, of course. But the advent of telecommu­
nications, the growth of centralized government, and 
the rise of massive credit and insurance industries 
that manage vast computerized databases have turned 
the modest records of an insular society into a bazaar 
of data available to nearly anyone for a price.

The U.S. Constitution carries no explicit guar­
antee of personal privacy. But most Americans con­
sider the ability to conduct one’s personal affairs rel­
atively free from unwanted intrusions to be an 
inherent human right. A year-long Macworld investi­
gation shows that such a right stands little chance 
against new electronic technologies that make most 
people’s lives as clear as glass.

From a personal computer anywhere in the 
world, data can be gathered from limitlessly broad 
and diverse sources. The ability to capture, sort, and 
analyze that data is often nearly instantaneous. The 
force of such tools has overwhelmed the capacity of 
laws and social mores to protect privacy.

Until the last few years, if you wanted to find out,
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A Model Consumer-Privacy Code

10 July 1993 MACWORLD

Phone debit cards, such as this one from France, 

work like computer transit tickets. Each call’s cost is 

deducted from the prepaid card, obviating detailed 

billing records.
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Employers have a right to guard 
against ineptitude, criminality, and cor-

Feeling the sting of consumer anger at the deluge of direct-marketing solicitations and credit­

report problems, many companies have voluntarily established privacy codes of conduct. The 

following model code combines high points from corporate and trade-association policies with 

the views of privacy advocates. This model is based on reasonable expectations for business 

practices in today's world. Therefore, it does not address three ideas that could prove critical 

to protecting privacy in the long term:

• An opt-in system for direct marketing, in which the personal data would be collected only 

on consumers who request that their names be placed on marketing lists.

• Mandatory updates, audits, and correction of public records data.

• The option to replace credit cards that leave an electronic trail for every consumer transac­

tion with anonymous debit cards, as some nations now do (see photo below). But for now, 

the following measures would go a long way toward protecting consumer privacy in electronic 

transactions.

Data Collection

• Fully disclose to consumers the nature of the data collected.

• Collect only data necessary to your business purpose.

• Contact consumers yearly to disclose current and anticipated secondary uses of their per­

sonal data, and to offer an opt-out option.

Direct Marketing

• For small companies: Don’t sell detailed personal data that can be tracked to specific indi­

viduals. Do require customers to certify that list data will not be resold.

• For large companies: Don't sell personal data at all. Instead, charge customers to distribute 

marketing materials relevant to their interests.

Data Accuracy

• Conduct systematic and regular audits to catch data entry errors.

• Disclose the source of data on request from individual consumers.

• Provide easy and free methods for consumers to challenge records that concern them and 

if needed, to correct those records.

Data Security

• Limit access to personal data on a "need to know" basis—available only for legitimate busi­

ness purposes.

• Train employees to prevent unautho­

rized disclosure, and audit their compli­

ance at regular intervals.

Credit and Medical Data Bureaus

• Provide free yearly complete reports

to consumers.

• Create a speedy appeal process for

consumers to challenge their data.

Sunset Provisions

• Follow all laws in expunging incrimi­

nating records such as criminal convic­

tions or bankruptcies.

• Periodically check for and purge all

obsolete data.

from these computerized systems is open 
to other government agencies and corpo­
rations, or sold to thousands of commer­
cial data banks that trade on records about 
your home, possessions, stock transac­
tions, family characteristics, and buying 
habits.

And once created, a record rarely dis­
appears. “In our society, there is a ten­
dency to collect data without a clear pur­
pose. And it stays around for years,” says 
Alan Brill, head of the information-secu­
rity practice for Kroll Associates, the 
largest and most successful private-inves­
tigation firm in the country. “It’s like

in 1993?
The problems grow when the data is 

wrong. If data banks contain millions or their lives, 
billions of records, it’s hardly surprising 
that they sometimes slip a digit or two.

Consider the Big Three credit 
bureaus—TRW, Equifax, and Trans 
Union—which are among the largest and 
most closely monitored purveyors of per­
sonal data. These agencies compile and 
sell the records of key economic transac­
tions for a large majority of American 
consumers.

Early this year, TRW agreed to pay 
$1000 each to about 1200 residents of 
Norwich, Vermont, whom the company 
erroneously designated as deadbeats due 
to a coding error. A 1988 survey of 1500 
credit reports found that 43 percent con­
tained errors. And a 1991 survey by Con­
sumers Union found errors in 48 percent 
of reports requested from the Big Three, 
including 19 percent with inaccuracies 
that could cause a denial of credit, such as 
a delinquent debt. The Federal Trade 
Commission receives more complaints 
about credit bureaus than about any other 
industry.

Errors are not always the fault of the 
credit bureau—it might be from one of its 
sources. “In many cases the [credit 
bureaus’] responsibility to their customers 
is to give an accurate reflection of what’s 
in the public record, and that public 
record may itself be inaccurate,” explains 
Steve Metalitz, general counsel of the 
Information Industries Association, 
which represents about 500 companies 
that gather and resell data.

Regardless of the origin of such 
errors, there are no clear lines of respon­
sibility for correcting the record. Mean­
while, the victim’s life may descend into a 
Kafka-esque nightmare.

Values in Conflict
THE NEW STANDARDS OF ELECTRONIC 
intrusion upset the balance between two 
distinctly American values: an open and 
accountable society, and the right to be 
left alone.

There are many reasons to keep pub­
lic records open and easily accessible. 
Society has the responsibility, for exam­
ple, to monitor illegal activities, to cap­
ture criminals, and to preserve public 

ipire data. It rises up from the dead to safety. If electronic privacy rights were 
absolute, we would never have learned 
about Oliver North’s E-mail messages,

FRANCE TELECOM
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vamj
bite you,” he says.

Obsolete information can mislead. ____ ____________ _
Out of context, a single incriminating ele- which helped unravel the Iran-Contra
ment in someone’s personal history can scandal. And organized-crime kingpin 
become a defining characteristic. Suppose John Gotti might never have been con- 
you were guilty of possessing a small victed but for the tap on his phone, 
quantity of marijuana in 1985, but haven’t Yet data collection has a dark side. In
taken a toke since 1986. Should that con- the 1960s and 1970s, J. Edgar Hoover’s 
viction affect your employment prospects FBI gathered personal data by any means 

possible and often used it to blackmail 
innocent people, sometimes destroying
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insurance companies, corporate spies, and 
vindictive ex-spouses.

For data mining to be worthwhile, the 
information has to be difficult or imprac­
tical to obtain using conventional meth­
ods, but worth the cost of electronic 
extraction. It is.

Consider the results of an online 
experiment my colleague Galen Gruman 
and I conducted during research for this 
article. First we selected prominent indi­
viduals from the entertainment industry,

result in convictions, frequently are 
revealed to a wide range of qualified or 
merely determined and savvy requesters. 
These include private investigators, direct 
marketers, the press, FBI agents, lawyers,

* ^2

Information industry lawyer Ronald Plesser: 

"Is the use of information compatible with the pur­

pose for which it was collected?" If not. misinterpre­

tation or crass exploitation usually follows

Trade association spokesman Steve Metalitz: 

"In many cases, the [credit bureaus’] responsibility is 

to give an accurate reflection of what’s in the public 

record, and that record may itself be inaccurate ”

templated to opting out of the credit-data 
marketing business altogether. Early this 
year, TRW (but not Trans Union) fol­
lowed suit.

But the personal-information market 
hardly depends on Equifax or TRW. 
Thousands of other data resellers—Mac­
world among them—offer lists of likely 
buyers. This wealth of sources has 
spawned a sprawling information­
reselling industry. The Burwell Directo­
ry of Information Brokers describes 1253 
commercial services with names like Dis­
closure, Access Information, and Answer 
Associates.

Many of those services provide only 
data on companies, economic trends, or 
sociopolitical issues. But personal infor­
mation—address, marital, salary, driving, 
and employment history; corporate affil­
iations; who your neighbors are; vehicle 
and real estate holdings; civil and criminal 
court records—and much of the rest of 
the trail of bytes left by all of us is now 
available from scores of commercial 
sources. And to make their lives easier, die 
data-hungry turn to supermarkets of 
online information.

»■ ia

Beyond Junk Mail
THE ISSUE TRANSCENDS ELF.CTRONIC- 
list sales and the invasive micro-market­
ing tactics they stimulate. Personal data 
itself has become a commodity for sale 
on the open electronic market to anyone 
who owns a personal computer.

Take the case of Marketplace: House­
holds, an ill-fated joint venture of Lotus 
Development Corporation, a software 
developer, and the Equifax credit bureau. 
Marketplace would have placed the 
names, estimated incomes, purchasing 
habits, marital status, and other data on 
120 million consumers on a CD-ROM— 
the nation on a disc for only $700. Few 
consumers were persuaded by the pro­
ject’s privacy protections. And they let it 
be known: 30,000 angry letters killed 
Marketplace. Shortly thereafter, in the 
face of mounting consumer pressure, 
Equifax agreed to quit selling any con­
sumer credit data to direct-marketing 
vendors.

In the space of a year Equifax went 
from promoting one of the most far- 
reaching incursions into privacy ever con­

Privacy advocate Evan Hendricks: "To me, 

junk mail is not the most burning privacy issue, but I 

can see it annoys the hell out of a lot of people " He 

receives hundreds of letters that prove the point

Down in the Data Mines
SO-CALLED SUPERBUREAUS BUY ACCESS 
to the major credit bureaus, state and fed­
eral agencies, and just about any other 
private or public-record repository they 
can find. They provide one-stop shopping 
for online data. The data-reselling trade 
is the electronic equivalent of the gold 
rush—few legal restrictions apply, and 
there is lots of money to be made if you 
own the mine.

Standards vary widely, but some 
information brokers are less than scrupu­
lous in screening their clients. Even legal­
ly shielded data, such as credit and phone 
records, as well as arrests that do not 

porate spies. But should employers be free 
to search at will any and all employee 
computer files, E-mail, voice-mail, and 
data transmissions over a company’s local 
area network? (See “Bosses with X-Ray 
Eyes,” in this issue.)

Government investigators, members 
of the press, and the public at large may 
have a legitimate interest, for example, in 
knowing whether U.S. Transportation 
Secretary Federico Pena has ever been 
tagged for drunk driving. (We have no 
reason to believe he has.) But when the 
driving records of millions of people are 
sold to mass marketers of automobile 
insurance or alcohol-treatment programs, 
has the public trust been violated?
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Shattering the Illusion of Privacy

How easy is it to obtain someone's home address? Social Security number?

Hollywood celebrities, and sports figures. We primarily targeted residents of

cessible data available from four commercial and two governmental data

Richard M. Rosenberg

S

I

WHAT WE FOUND ■
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THE COAL

THE SUBJECTS

Joe Montana 
Football star

rW

A Question of Priorities
“TO ME, JUNK MAIL IS NOT THE MOST 
burning privacy issue,” says Evan Hen­
dricks, editor of the Privacy Times 
newsletter. “But I can see it annoys the

In addition to the pictured 
subjects, we obtained similar 
data on U.S. Attorney Gen­
eral Janet Reno, U.S. Repre­

sentative Robert K. Dornan, 
actor Clint Eastwood, Micro­
soft executive Roger Heinen, 
former U.S. Attorney General 
Edwin Meese III, restaurateur 
Wolfgang Puck, San Francisco 

Mayor Frank Jordan, and 
several others.

o
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business, politics, the Macintosh industry, 
and sports, including Hollywood produc­
er (and friend of President Bill Clinton) 
Harry Thomason, former San Francisco 
49ers quarterback Joe Montana, and Bank 
of America CEO Richard Rosenberg. 
Then we tried to find out everything we 
could on them, with the following restric­
tions: we did not seek legally protected 
data, and all the information had to be 
obtained online.

For this modest search we spent an 
average of only $112 and 75 minutes per 
subject. Even so, we unearthed the essen­
tial financial, legal, marital, and residen­
tial histories of nearly all of our subjects 
(see the chart “Shattering the Illusion of 
Privacy”). In short, we compiled elec-

• Includes physical characteristics. ' '$200 or greater contributions, federal offices only. ' "CEO or registered agent of a corporation. 

Macworld does not guarantee the completeness or accuracy of the records we obtained.
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hell out of a lot of people.” To illustrate 
the point, he pulled out a box of SOO 
recent letters from consumers apoplectic 
over a deluge of unwanted letters flowing 
into their mailboxes. Financial interests 
and personal sensibilities about electron­
ic privacy cover an enormously broad 
spectrum. This makes it hard to separate 
trivial problems from real invasions that 
damage people.

“You have to choose a certain bundle 
of records, prioritize those records, and 
create a trustee situation around them," 
argues Jerry Berman, Washington, D.C., 
director of the Electronic Frontier Foun­
dation, an advocacy group for computer 
users. “You cannot protect all data, bit by 
bit, byte by byte.”

tronic dossiers. And these were the efforts 
of data-mining neophytes.

As online services become increasing­
ly interconnected, affordable, and fast, the 
ability to build electronic dossiers mav 
quickly become the hottest privacy issue 
of the next century. Then again, there are 
so many pressing privacy issues and such 
widely divergent sensibilities about per­
sonal privacy, even professional privacy 
advocates have trouble deciding what’s 
most important.
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Birth date

Home address

Home phone 

Social Security number 

Neighbors' address/phone

Driver record"

Marriage record

Voter registration

Biography_______________

Tax liens

Campaign contributions"" 

Vehicles owned

Real estate owned 

Commercial loans/debts

Civil court filings 

Corporate ties*""

How easy is it to obtain someone’s home address? Social Security number? suppliers. We exhausted the systems' resources after spending about $112
Real estate holdings? Macworld investigated 18 business leaders, politicians, per subject. In addition to the records shown below, we searched public
Hollywood celebrities, and sports figures. We primarily targeted residents of records for criminal court filings; fictitious business names; and records of 
California, where most public records are online, and sought all legally ac- bankruptcies, insider trading transactions, trusts, deeds, powers of attorney, 

i and other legal matters.

Leon Panetta William R. Hearst III
Director, U.S. Office of Publisher, Richard M. Rosenberg “

Management/Budget San Francisco Examiner CEO. Bank of America o

George Lucas 
Movie producer
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Ronald Plesser, a lawyer who represents adviser, suggests using this test: “Is the kind of privacy board—staffed with spe- 
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our society

collects and stores data

without a clear purpose.
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hearings for a seat on the U.S. Supreme arguments that access and privacy rights

It's like vampire

data. It rises up from the

dead to bite you.

landlords. What’s missing is usually infor- ests—some people advocate the system as

ver

hasn’t been asked before: What is the

nicate data, voice, video, and other formson

use
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who wants to buy it? Privacy advocates 
call for a close look at online data mining

public’s interest in accessing this infor- reviews privacy issues comprehensively or tens of millions of Americans to commu- 

. . , , • r -------------- ------r——7’ On luwwk*. uuut, vv..v.v., vjuviz, anu vuici xuniis
driver s license be that you give up your the wide range of consumer, commercial, of media at many times the speed of cur-

Outcry over Credit Records
PUBLIC OUTCRY AND POLITICAL PRES- 
sure have already reformed the major

privacy issues—as a key to timely and

“The U.S. is an embarrassment to the 
privacy movement overseas,” says Simon 
Davies, director of the Australian Privacy 
Foundation. “The U.S. stands alone as 
an example of what a superpower should 

• • • -»

A U.S. data-protection board with

tion agencies to advise their governments 
on privacy policy, protect consumer 
rights, or regulate corporations. Most pri-

ical records are a top priority “due to the lection of unduly detailed electronic 
h J-*.- J ..1 1 1 r* V «

existing legislation to protect it,” says

the information industry and headed
r ■ ■
the Federal Communications Commis­
sion. Tighter privacy controls for bank­
ing, tax, and credit records are also near
the top of every privacy advocate’s list.

laughingstock among privacy experts

tape-rental records, but not medical on public-records data would give them 

individual video-rental records was make their jobs impossible. But Marc 

gled the details of Judge Robert Bork’s of Computer Professionals for Social 
viewinf

gress in 1991. Proponents believe that 
such a board could sort out the privacy 
implications of new services or technolo­
gies before they saturate the marketplace 
or are unnecessarily quashed by consumer 
outrage.

The developers of Lotus Marketplace 
might have averted years of fruitless 

7 a privacy board had

Network (NREN), promoted by the 
Clinton administration, would be a prime

vacy board. This multibillion-dollar “data

What should be in the bundle? Med- and they recommend limits on the col-

sensitivity of the data and the lack of any dossiers.
Plesser, the Clinton transition team vacy advocates in this country

. use of the information compatible with cialists equipped to evaluate emerging
PreMdent Clinton’s transition team for the purpose for which it was collected?”

When the answer is no, the prospect of
misinterpretation or crass exploitation
usually follows.

“Around the world, the U.S. is a Do Access and Privacy Conflict?
laughingstock among privacy experts MANY LAWYERS, DIRECT MARKETERS,
because we have a law protecting video- and reporters say that radical restrictions
tape-rental records, but not medical on public-records data would give them
records,” Hendricks adds. (The release of electronic migraines, and could even

—  , --------make their jobs impossible. But Marc
S^a5plL r^stri.<;tedrafter a reporter fina- Rotenberg, Washington, D.C., director

g habits during his confirmation Responsibility, warns against believing

Court two years ago.) are inherently incompatible. Such con­

flicts are often promoted by those who
stand to profit by expanding access to pri­
vate data, he argues.

, Take the case of caller ID. Such sys-
credit bureaus: all three bureaus now per- terns instantly reveal a caller’s number on
mit consumers to view and correct credit a display attached to the phone of the
reports, although the reports released to party receiving the call. Caller ID has
consumers may not be as detailed as those often been portrayed in the media as a
given to, say, prospective employers or simple case of competing consumer inter­
landlords. What’s missing is usually infor- ests—some people advocate the system as
mation like an assessment of the person’s a way to apprehend heavy breathers; oth-
credit risk. ers fear caller ID as an open invitation for

TRW makes reports available free to businesses to surreptitiously pad market- «□
individual consumers. Equifax has opened ing lists and for bullies to find battered effective regulation, 
a toll-free line (800/685-1111) to respond spouses hiding in shelters. — ----
to consumer questions. Bad publicity has But there is a third factor. “With the
prompted credit agencies—particularly advent of caller ID, the telephone com-
Equifax—to more strictly screen compa- panics stood at the fulcrum of this infor-
nies and information brokers who seek mation transfer and stood to benefit from 
access to credit reports. And in February, the proposed sale of personal telephone not do in privacy.” 
federal legislation was introduced that numbers,” Rotenberg says. How? They • — - ■
would force credit bureaus to correct can charge businesses for using the caller advisory powers was proposed in Con- 
errors within 30 days, and would hold ID service and then charge consumers for ‘ ~
banks and retailers accountable for the being listed or not listed, depending on 
quality of the information they turn over the local laws’ requirements.
to credit bureaus.

But credit records represent only a Managing Electronic Privacy
small fraction of online personal data. HOW SHOULD SUCH CONFLICTS BE
The far broader category of public- resolved? In the U.S., a wide range of fed-
records data—real estate ownership, eral and state agencies grapple with pri-
court records, tax liens, bankruptcy fil- vacy issues. Sometimes they have exem- development if a haU
ings, voter registration data, auto and dri- plary tools to work with, such as the offered feedback on the idea in advance

records, marriage records, and the Electronic Communications Privacy Act, The National Research and Education
like—should be on the table, argues Jan- which bans most electronic eavesdrop-
Lori Goldman of the American Civil Lib- ping over phone or data lines. <.u..u.>u>uauull wUUlu uc a prune
erties Union’s Privacy Project. More often, there is little or no legal candidate for advance evaluation by a pri-

We re now asking a question that protection of personal data. Part of the 1 / ' TUT...
hasn’t been asked before: What is the reason may be that no government agency superhighway” would theoretically allow 
pnnllf’c infprpcr in nrnocci'nrr >k«c> ««•>£■»«• ______I_______ ___ 1_ • i «• .««. . *

mation?” she says. Should the price of a tries to map a coherent overall policy

detailed personal description to anyone and workplace privacy issues. rent networks. Protecting personal infor-
Canada and many European nations mation on NREN is “the privacy issue of 
privacy commissions or data-protec- the twenty-first century,” says the Elec-
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Charles Hamel, a critic of the Alyeska 

Pipeline Service Company, which 

operates the trans-Alaska oil pipeline, 

was the subject of an elaborate spying 

operation initiated by the company. 

Alyeska, through a third-party investi­

gator, gained access to Hamel's credit 

and phone records, as well as person­

al financial data.

tronic Frontier Foundation’s Berman, yet 
so far the government has ignored the pri­
vacy implications of the project.

With powerful industry interests 
arrayed against it, privacy-board legisla­
tion has gone nowhere. “American con­
sumers have more choice than any other 
consumers in the world. Part of the rea­
son is that we are an open information

and complaint-resolution responsibilities 
that privacy advocates see as minimum 
requirements to safeguard consumer and 
worker rights.

For now at least, the privacy implica­
tions of new technologies are likely to be 
confronted by government on an ad hoc 
basis, and only after the public has cried 
out for relief.

society,” says Lorna Christi of the Direct 
Marketing Association, echoing the 
industry’s general fear of government 
regulation.“Self-regulation is working.”

John Baker, senior vice president of 
Equifax, supports the idea of a board that 
conducts research and gives confidential 
advice to industry. But he objects to giv­
ing a privacy board the very investigative 

11 Easy Ways to Safeguard Your 
Electronic Privacy

Other than a few hermits living on remote mountain

peaks, few of us can realistically give up insurance,

credit cards, and electronic banking. Sacrificing some

personal privacy is the price of admission to our con­

sumer society. But the following steps can curb some

of the worst invasions of privacy in the lives of today's

consumers.

Personal Identification

• Give only the minimum data required for commer­

cial transactions. Leave all Social Security, home phone,

driver's license, and credit card numbers off checks

whenever possible. And don't give such numbers for

credit card purchases; in most cases they are not need­

ed by merchants.

Credit

• Obtain your credit report yearly from one or more of

the big three credit bureaus (Equifax, Trans Union, and

TRW; to contact these companies check for an office in

your area), and try to correct any errors you detect.

• When rejected for credit, ask why; then verify the

accuracy of the data used to reject you.

Insurance

• Obtain a free copy of your medical record from the Medical Information Bureau (617/426- 

3660), an agency used by more than 750 insurance companies to calculate financial risk. If (in 

consultation with your doctor) you detect errors, contact the bureau and demand that the 

record be corrected promptly.

• When rejected for insurance, ask why; then verify the accuracy of the data used to reject 

your policy application.

Marketing

• When offered “free" premiums, rebates, or other incentives in return for giving personal 

data for a marketing list, find out who will use the data and for what purpose. Ask if you can 

participate by giving minimal information, such as name and address.

• When you return warranty cards, provide only information essential to the warranty service. 

Ignore personal questions used only for marketing.

• To pare back junk mail, calls, and faxes, check the “opt-out" box many companies offer on 

warranty forms and subscription cards. Ask solicitors to take your name off their lists, and get 

the Direct Marketing Association (212/689-4977, ext. 369) to remove your name from its 

members' lists.

• If you participate in marketing or public opinion surveys, verify that answers will be used 

only in conjunction with those of other respondents, and that no personal information can be 

traced back to you.

Telecommunications

• Some states allow caller ID services—a way to view a caller's phone number on a monitor 

attached to your phone before answering. In most such states, the phone company must pro­

vide callers with an option to block viewing of their number. Ask your phone company to set 

up that blocking ability.

Banking

• Ask your bank to agree in writing to disclose your personal financial records only to legally 

authorized requesters, and to notify you when such requests are granted.

The Role of Technology
PRIVACY ADVOCATES ARE FOND OF SAY- 
ing that the United States is “first in tech­
nology, last in privacy protection.” And 
while technology has made our personal 
lives more transparent, privacy and tech­
nology are not inherently antagonistic. 
In the absence of a privacy board, new 
technologies may prove one of the most 
potent forces driving what Privacy Times’s 
Hendricks calls “the right to informa­
tional self-determination.”

Technology has already alleviated 
many everyday intrusions: Airport X-ray 
units have made hand searches of luggage 
rare. With magnetic markers in books 
and clothing, searches of purses or brief­
cases in libraries and stores are quickly 
becoming obsolete. And encryption soft­
ware makes computer files infinitely more 
secure than paper documents in locked 
cabinets.

A California company has even devel­
oped a “video game” to replace drug test­
ing for truck drivers and other workers. 
Before each shift, employees go through 
a short hand-eye coordination exercise at 
a computer terminal. If they fail this sim­
ple test, they skip the shift or are moved 
to less demanding work that day. The 
technique not only screens out drug or 
alcohol intoxication, but also seems to 
identify workers who are excessively 
fatigued or preoccupied. One trucking 
company reports a dramatic decrease in 
accidents and worker errors after a year 
using the system.

Such stories are encouraging, but so 
far they are rare. Industry and society face 
a daunting challenge: to develop tech­
nologies that protect personal privacy 
faster than those that threaten privacy.

The stakes are high. “Privacy allows 
us to move freely between the public 
world and private world, to form smaller 
communities within the larger communi­
ty, to share our concerns, dreams, and 
beliefs with our close friends. To have 
secrets,” Rotenberg commented in an 
online forum sponsored last year by the 
Wall Street Journal. “There is a close tie 
between privacy and pluralism. . . . 
This is what I suspect is at risk in the cur­
rent rush to record and exchange person­
al data. Global Village in theory. Surveil­
lance State in practice.” m
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INTRODUCTION

DIRECT MARKETING & PRIVACY

Direct marketing is the use of targeting to deliver a message directly to a selected, 
identifiable group of customers or prospects. One goal of direct marketing is to generate 
a measurable response from an individual. This means that the identity of the consumer 
can always be linked to the details of the transaction. Privacy concerns typically arise from 
the secondary use of personal information, that is, the subsequent reuse of personal 
information for a different purpose than the purpose for which the individual originally 

provided the information. For the Nil, the greater threat to privacy is not unauthorized 
access by hackers, but reuse of personal information for direct marketing by third parties 
without the consumer’s knowledge or consent.

Digital home information services and other new interactive media promise to 
provide consumers with new opportunities, greater convenience and a wider array of choices 
than traditional direct marketing methods provide today. However, these new services also 
raise privacy concerns. Clearly some "rules of the road" -- standards of fair information use - 
- are needed to balance the consumer’s privacy interests with the commercial benefits 
provided by electronic direct marketing. This statement addresses four issues: 1) direct 
marketing practices that raise privacy concerns, 2) protecting privacy in electronic marketing 
through fair information practices, 3) new privacy issues raised by electronic marketing, and
4) my recommendations to the Working Group on Privacy.

^ee: Ed Burnett, The Complete Direct Mail List Handbook. Englewood Cliffs, NJ: 
Prentice-Hall, 1988, for a detailed description of direct marketing practices.

2See for example Mary J. Culnan, "How Did They Get My Name: An Exploratory 
Investigation of Consumer Attitudes Toward Secondary Information Use," MIS Quarterly.

In general, privacy concerns are less likely to arise when secondary information use 
is compatible with the original purpose for collecting the information, when the information 
is not perceived by the individual to be sensitive, and is used within the context of an 
ongoing customer relationship. Privacy concerns are more likely to arise as one moves to 
the right and/or down across the grid in Figure 1. However, research shows that for any 
given situation, it is unlikely that there will exist a 100% consensus as to whether or not a 
particular practice constitutes an invasion of privacy2

The ways marketers may make secondary use of personal information can be 
conceptualized as having two dimensions: 1) the information processing activity (acquisition, 
use, or transfer) and 2) the relationship between the consumer and the firm utilizing the 
information (existing customer or prospective customer). Figure 1 represents these practices 
as a 3X3 grid. Marketers may reuse personal information on existing customers within the 
organization, may acquire personal information on its customers from third parties, or may 
acquire information on prospective customers from third parties1.
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PROTECTING PRIVACY THROUGH FAIR INFORMATION PRACTICES

4) limitations on the length of time personal information may be kept; and

3

1) fair collection of personal information including notice and limitations on 
the collection of unnecessary data;

The Working Group on Privacy has already recognized the challenges involved in 
developing effective privacy policies for a moving target. To begin to meet this challenge, 
policy should be based on a set of principles which transcend changing technologies. Fair 
information practices represent consistent privacy principles and they should serve as the 
basis for designing "rules of the road" for direct marketing on the NH. Similar to fair trade 
and fair labor practices, fair information practices balance individual concerns about privacy 
when these interests compete with commercial and societal interests. These principles are 
the foundation for current U.S. privacy laws, and are also the basis for the Direct Marketing 
Association’s ethical guidelines for personal information use. Fair information practices are 
based on the following principles:

3) the right of an individual to prohibit reuse of personal information if the 
individual objects;

5) the responsibility of the record-keeper to protect personal information 
through appropriate security measures.

Three central themes emerge from these principles: knowledge, notice and control. 
People experience varying states of privacy depending upon whether or not they are 
informed about data collection practices, and/or are able to exercise control over the 
secondary use of personal information. These conditions of "knowledge, notice and no" are 
reflected in Figure 2; only the first cell illustrates the use of fair information practices. The 
remaining three cells violate one or more of the conditions of knowledge, notice or control; 
they may be used to diagnose why a particular direct marketing practice raises privacy 
concerns, and to suggest how these concerns may be addressed.

2) the right of an individual to access personal information and correct any 

errors;
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Figure 2
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Lack of Knowledge: 
Consumer Not Aware of 
Collection and/or Not 
Informed About Reuse 
of Personal Information

Knowledge:
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Collection and Informed 
About Reuse of 

Personal Information

Conditions of Privacy for Information Reuse 
"Knowledge, Notice & No"

3. Organization will honor a 
request to restrict reuse, but 
since consumers are 
unaware that personal 
information is being 
collected and/or reused, 
those who do object do not 
realize there is a need to 
make such a request. 
("STEALTH" OPT OUT; 
EDUCATION NEEDED)

1. Consumers are aware of 
information collection and 
reuse, and are able to 
restrict reuse if they object. 
(PRIVACY EXISTS)

The implementation of fair information practices represented by Cell 1 above 
provides consumers with knowledge about information collection, notice about reuse, and 
an opportunity to prohibit reuse of the information if they object. Fair information 
practices, therefore, protect privacy by providing people with a measure of "elbow room" 

Consumer Does Not 
Exercise Control Over 

Reuse

Conditions of Information Privacy: 
Knowledge & Control

Consumer Exercises Control 
Over Reuse

2. Consumers are aware of 
reuse but are unable to 
restrict reuse if they object 
OR Consumers are aware 
of reuse and firm offers 
means to restrict reuse, 
but consumers do not 
know how make such a 
request. (IMPROVED 
PRACTICES AND/OR 
EDUCATION NEEDED)

4. Consumers are unaware 
of information collection 
and/or reuse and are 
therefore not in a position 
to restrict reuse if they 
object. (IMPROVED 
PRACTICES NEEDED & 
EDUCATION NEEDED)



NEW PRIVACY CONCERNS RAISED BY ELECTRONIC MARKETING

5

Many of the privacy concerns that have already been raised about direct marketing 
will continue to be relevant to the NIL These concerns primarily involve the failure of all 
direct marketers to fully observe the principles of "knowledge, notice and no" from Figure 
2 in their dealings with consumers6. For example, the 1991 Equifax survey found that 52% 

3,Tm worried...about the general right to privacy, which I think is very important. In a 
country like ours, you need that elbow room." Governor Bill Clinton to Bill Moyers, 
"Listening to America," PBS, air date July 7, 1992.

4See Mary J. Culnan, "Consumer Attitudes Toward Mail and Telephone Solicitations, 
Privacy and Name Removal: Implications for Direct Marketing & Public Policy," 
unpublished working paper, October 1993. The paper is based on an analysis of the raw 
data from the 1991 Equifax survey.

5I am grateful to Marc Rotenberg, Director of the Washington Office of Computer 

Professionals for Social Responsibility, for this example.

6See for example the statement of Mary J. Culnan on telephone privacy before the U.S. 
House of Representatives Committee on Energy and Commerce, Subcommittee on 
Telecommunications and Finance, June 24, 1993, Serial No. 103-30, pp. 127-148.

There is other evidence that people value being able to choose to whom they disclose 
personal information, and provided with choices, will exercise them, even for their name and 
address which are generally not considered to be sensitive information. For example, the 
telephone white pages represent one of the most widely available "mailing lists." The local 
telephone company, C&P, allows its consumers a wide range of choices in how they will be 
listed in its directory. These choices include not being listed at all, Hsting only one’s name 
and phone number, not listing the first name, or listing full name, address and telephone 
number. Selecting any page at random from the local directory will yield a variety listings 
that reflect these individual preferences5.

through choice: the ability of the individual to choose to whom personal information is 
disclosed, and to choose how that information will subsequently be used3.

There is a variety of evidence which demonstrates that consumers value being able 
to make choices about the disclosure of personal information. My own research found that 
consumers with negative attitudes toward direct marketing were more concerned about the 
loss of control over the use of personal information than consumers with positive attitudes 
toward direct marketing4. The 1990 Equifax Report on Consumers in the Information Age 
found that a majority of the public did not object to the use of their name and address for 
direct marketing provided they could choose to have their names excluded from mailing 
lists.
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The NH will also deliver the capability to efficiently transmit and process images as 
well as text in the near future, and this raises potential privacy concerns about the secondary 
use of digitized photographs for direct marketing. For example, a number of states are 

The new interactive information services also raise two new types of concerns related 
to 1) the ability to collect new types of personal information, and 2) the ability to collect 
large amounts of transaction data, and to use these data to develop very detailed profiles 
on consumers. New rules of the road and consumer education will be needed to govern the 
collection and use of this information.

of the public was not aware of any procedures that allow them to remove their name from 
mailing lists, including 45% of those who shopped by mail during the previous year. Fair 
information practices were not observed in building a mailing list of the names and 
addresses of consumers who requested a sample of a product developed for older women 
from Johnson & Johnson. Johnson & Johnson stated that its failure to notify consumers 
that their names and addresses would be sold, and to offer them a chance to remove their 
names from the list "was consistent with current direct marketing industry practices."7

First, reading a catalog or other printed solicitation without placing an order is 
currently a private act. Our names end up on mailing lists only after we have "raised our 
hands" -- made a purchase from a catalog, ordered a magazine subscription, entered a 
sweepstakes, returned a warranty card, or called an 800- or 900-number. In the interactive 
age, however, consumers will browse with the remote control in their hands. Electronic 
catalogs and other interactive advertisements have the potential to transform what was 
formerly an anonymous or a passive, private act into a point-of-sale transaction8. One 

trade publication reported recently that marketers are already salivating to learn the channel 
surfing preferences of America’s couch potatoes. However, since many Americans are still 
not aware that there is no such thing as an anonymous telephone call to an 800- or 900- 
number, it is unlikely they will also understand that someone could be looking over their 
shoulder while they window shop in the electronic mall. While having detailed knowledge 
about the preferences of consumers can help firms serve us better, fair information practices 
need to govern the collection and use of this information.

7Letter of Ralph S. Larsen, Chairman and CEO of Johnson & Johnson, to 

Representative Edward J. Markey, July 7, 1993. The Johnson & Johnson Adult Health 
Product Responders list contains the names of more than 4 million names. See SRDS 
Direct Mail List Rates and Data. Vol. 3, No. 5, September 1993, p. 157 for a complete 
description of the list.

8For example, Time-Warner has demonstrated the capability to shop for a new car 

interactively. Consumers can request a customized display of a particular model of an 
automobile.
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implementing "smart" drivers licenses which include a digitized photograph and a digitized 
signature. Since motor vehicle records are generally considered public information and are 
not subject to fair information practices in a majority of states, consumers lack the ability 
to object to being targeted based on their ethnicity or other physical characteristics gleaned 
from scanning a digital photograph also raises privacy concerns. I believe the Working 
Group on Privacy should also address the privacy issues associated with the widespread 
availability of public records over the Nil9.

10Willis H. Ware, "The New Faces of Privacy," 

1993, p. 195-212.

nFor example, Donnelly Marketing Inc., TRW and InfoDirect sell mailing lists of 
consumers who have shopped by mail and are "direct mail responsive," but these lists do not 
reflect detailed transaction information on purchases.

Second, for more than two decades, we have seen a trend toward merging "data 
puddles," small databases of personal information contained on standalone systems, into 
lakes or even oceans of data. This trend is enabled by the growth of national computer 
networks which serve as electronic waterways, promoting these flows of data10. For 

example, a number of direct marketing firms have currently compiled large databases on 
millions of consumers by merging information acquired from a number of sources11. While 

the NH has the potential to put vast amounts of information at consumers’ fingertips, it also 
has the potential to put equally vast amounts of information about our use of this 
information at the fingertips of direct marketers. As consumers are ultimately likely to use 
the NH to shop, bank, entertain and educate themselves, and these systems evolve into "one 
stop living" services, the organization providing the gateway or the "video dialtone" to access 
these services has the potential to develop detailed personal profiles on its subscribers which 
will far surpass any of the existing databases in both size and scope. While there is clearly 
no problem using personal information to deliver and bill a service requested by the 
consumer, fair information practices must govern the reuse of this information by both the 
gateway service provider, and the individual firms, e.g. catalogers and other mail order firms, 
retailers, or banks, etc. using the gateway service to communicate with their current or 

prospective customers.

’Willis Ware, Vice Chair of the Privacy Protection Study Commission (PPSC) stated that 
the PPSC did not extend its discussions to address the impact of information technology on 
access to public records because at the time the PPSC issued its report, the majority of 
public records were not automated. He implies that it was understood that technology 
would replace manual processes, subsequently raising privacy concerns that were not 
addressed. See Willis H. Ware, "The New Faces of Privacy," The Information Society, Vol. 

9, No. 3, 1993, p. 208.
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RECOMMENDATIONS TO THE WORKING GROUP ON PRIVACY

13Report of the PPSC, page 149.

8

The 1990 Equifax survey polled industry executives as well as consumers and found 
that less than 25% of direct marketers want to be a pioneer in adopting company policies 
that provide new privacy protections, and only 21% of direct marketers have a high degree 
of trust in the ability of their fellow direct marketers to collect and use personal information 
responsibly. Further, 53% of direct marketers surveyed agree that consumers have lost all 
control over how personal information is circulated and used by companies; 85% agreed that 
consumers being asked to provide excessively personal information was a problem while 
73% agreed that the sharing of information by companies in the same industry was a 
problem.

In my opinion, the expectation of the PPSC that its recommendations would be 
adopted by all direct marketers, thus satisfying public concerns about privacy has proved 
unrealistic. The 1993 Equifax survey found that 80% of the public agrees with the 
statement, "consumers have lost all control over how personal information is circulated and 
used by companies," up from 76% the year before. The 1990 Equifax survey found that 64% 
of the public has a low degree of trust in the ability of direct marketers to collect and use 
personal information responsibly. Direct marketers received the lowest trust rating of ten 
information-intensive organizations.

12Personal Privacy in an Information Society. Report of the Privacy Protection Study 

Commission, 1977.

it will rent or exchange its mailing lists."13 

implementation of fair information practices.

Currently, the only rules which limit the use of most personal information by direct 
marketers are the rules which the marketers voluntarily choose to follow. This situation 
reflects the 1977 recommendations of the Privacy Protection Study Commission (PPSC).12 

In its assessment of direct marketing practices, the PPSC recognized the "especially delicate" 
nature of the balance that must be struck between the interests of individuals and the 
interests of direct marketers. While it recommended against legislation which would require 
an organization to remove an individual’s name from a mailing list upon request, it also 
recognized that individuals have a stake in how their personal information is used by 
organizations. The Commission condemned the common practice of some organizations 
with a direct relationship with consumers to allow their customers’ names and addresses to 
be used by others without even notifying these individuals that this was their practice. The 
PPSC stated that it "can find no overwhelming societal justification for such a state of affairs 
which, in effect, allows an organization complete discretion to decide whether and to whom

The PPSC recommended voluntary
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These findings suggest that legislation is needed to ensure that all direct marketing 
firms observe fair information practices. Some of the same problems that exist today with 
voluntary self-regulation were previously noted by Senator Proxmire who argued against 
voluntary self-regulation as a sound basis for protecting consumer interests when he 
introduced the Fair Credit Reporting Act in 1969:

14Floor statement of Senator William Proxmire. Congressional Record, January 31,1969, 

p. S2414.

Consumers should not only have the right to receive notice in writing as part of a 
service agreement with an interactive service provider, but they should also be able to access 
information about reuse practices online, and have the right to "opt out" of reuse 
interactively. For example, rules could be developed to require the companies providing the 
"video dialtone" to display a standard message whenever a consumer signs on to a service, 
in the same way that the copyright notice is displayed at the beginning of most videos today. 
The consumer would be notified that the information gathered during the course of the 
upcoming session may be shared with other companies. Consumers who did not want their

I recommend that the Working Group on Privacy propose legislation which reflects 
the principles of "knowledge, notice and no" outlined above. The Cable Communications 
Policy Act of 1984 may serve as a starting point for this process. The legislation should 
establish guidelines for information standards which incorporate the essential elements of 
fair information practices, and provide a means of effective private enforcement. As 
different practices carry with them different expectations of privacy and different levels of 
public awareness, the rules for implementing and enforcing the provisions of the legislation 
should be developed jointly by regulators, industry representatives and consumers, to ensure 
that these procedmes make sense for specific contexts.

Addressing the new privacy concerns raised by use of the NH for electronic marketing 
will require a mix of legislation, voluntary compliance and education. Obviously, direct 
marketers will be expected to adhere to existing laws, such as the Video Privacy Protection 
Act of 1988, where such laws apply to the business they conduct using the Nil. In my 
opinion, new legislation should reflect the view that individuals need to bear some 
responsibility for controlling how their personal information will be used by direct 
marketers. However, in order to be full partners in privacy protection, the public first needs 
to be aware that potential threats to their privacy exist. Consumer education, then, is a 
critical element in the privacy protection mix.

Voluntary guidelines are inherently unstable and to a large extent, unfair. If 
they have any degree of effectiveness, they impose extra costs on those who 
comply. Thus noncompliers are rewarded and are given an unfair competitive 
advantage over those who comply.14
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personal information reused in this way could press a key on the remote control to "opt

out.

10

15For example, AT&T has proposed that consumers be allowed to press a key on their 
telephones to attach a "privacy indicator" to a call to a 700, 800 or 900 number. The long 
distance carrier would pass this signal on to the call recipient to indicate that reuse of the 
caller’s personal information was restricted. Subscribers to 700, 800 or 900 number services 
would be required by contract or by law to honor the privacy request. See statement of 
William Bailey on telephone privacy, U.S. House of Representatives Committee on Energy 
and Commerce, Subcommittee on Telecommunications and Finance, June 24, 1993, Serial 

No. 103-30, p. 193-204.

16"Essay: Peeping Tom Lives," New York Times, January 4, 1993, P. A15.

Individual firms will also need to exercise conscience and common sense concerning 
their specific practices. For example, if a firm would suffer embarrassment if its 
information practices became the centerpiece of a congressional hearing or a front page 
Wall Street Journal story, such practices need to be reevaluated or possibly discontinued. 
Companies need to distinguish between the ways they can and should use personal 
information, and act accordingly. The government can help to encourage voluntary 
responsible behavior. For example, excellence in observing fair information practices could 
be incorporated in the criteria for the Malcolm Baldridge Award.

In conclusion, I believe William Safire spoke for many of us when he wrote, "we have 
lost the power to tell the world to mind its own business."15 16 The 1993 Equifax survey 

found that 71% of the public agrees with the statement, "if privacy is to be preserved, the 
use of computers must be sharply restricted in the future," up from 67% in 1992. It is 
against this backdrop of rising public concern over privacy that many of America’s leading 
companies are betting heavily that the Nil will revolutionize the marketing of goods and 
services to consumers. However, privacy issues potentially threaten these investments if 
electronic marketers do not earn the trust of the public. The threat comes not so much in 
the form of restrictive government regulation, but from the "hot stove syndrome." 
Consumers who are "burned" from the misuse of personal information are unlikely to 
continue to use these services, given non-electronic alternatives that are not perceived to 
carry the same risk. A highly visible, well-publicized incident of "data hijacking" on the 
information superhighway is likely to make large numbers of "information pedestrians" 
reluctant to invite electronic marketers into their homes.



THE WHITE HOUSE

WASHINGTON

February 16, 1994

84105

Dear Mr. Kennedy:

Sincerely,

i

Enclosures

l

John D. Podesta
/Assistant to the President 

and Staff Secretary

r

<

I have enclosed two ceremonial copies of the . 
bill and two commemorative signing pens for 
the Confederated Tribes of the Goshute 
Reservation.

Thank you for your recent letter requesting 
two ceremonial copies of S. 184, the Utah 
Schools and Lands Improvement Act of 1993, 
which the President signed into law on 
October 1, 1993.

k.
i

John Paul Kennedy
1385 Yale Avenue
Salt Lake City, Utah



JOHN PAUL KENNEDY, P.C. 
ATTORNEY AT LAW 

13915 YALE AVENUE 

SALT LAKE CITY, UTAH 8◄10S 
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By Telefax: 1-202-456-2215 

Mr. John Podesta 
Assistant to the President 

and Staff Secretary 
Ground Floor, West Wing 
White House 
Washington, D.C. 20500 

February 7, 1994 

Re: Public Law 103-93 {Utah Land Exchange Act; s. 184) 

Dear Mr. Podesta: 

As General Counsel for the Confederated Tribes of the Goshute 
Reservation, I am writing to request two ceremonial copies of the 
above Act which the President signed into law late last year. In 
addition, I also request two commemorative pens. 

The Tribe was a beneficiary of the Act and was involved in a 
significant way in hearings and lobbying which eventually resulted 
in this legislation. 

If there is any cost for these items, please advise me and we 
will promptly reimburse your office. In addition, I will be in 
Washington on February 22 and could arrange to pick up the items. 

The Tribe has asked me to express once again its sincere 
gratitude to the President and the Administration for its support 
in obtaining passage of this important legislation. 

cc: Goshute Tribe 

Sincerely, 
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Dear Mr. Podesta:
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Public Law 103-93 (Utah Land Exchange Act; S. 184)
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As General Counsel for the Confederated Tribes of the Goshute 
Reservation, I am writing to request two ceremonial copies of the 
above Act which the President signed into law late last year. Tn 
addition, I also request two commemorative pens.

The Tribe was a beneficiary of the Act and was involved in a 
significant way in hearings and lobbying which eventually resulted 
in this legislation.

If there is any cost for these items, please advise me and we 
will promptly reimburse your office. In addition, I will be in 
Washington on February 22 and could arrange to pick up the items.

The Tribe has asked me to express once again its sincere 
gratitude to the President and the Administration for its support 
in obtaining passage of this important legislation.
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THE WHITE HOUSE

WASHINGTON

February 16, 1994

N.W.
20005

Dear Andy:

Sincerely,

Enclosure

K.
<

®hn D. Podesta
ssistant to the President 

and Staff Secretary

■ ■ ‘ ’ .1 apologize
for the delay in getting this back to you.

Enclosed is the signed photograph you 
reguested for Andrew Athens.

Andrew E. Manatos 
President
Manatos & Manatos 
Suite 1150 South 
601 13th Street, 
Washington, D.C.
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Manatos & Manatos

December 9, 1993

20500

Dear John:

but your help is muchthis,

Sincerely,

Andrew E. Manatos

601 Thirteenth Street, N.W. Suite 11 SO South • Washington, D.C. 2000} • (202) 393-7790 • Fax (202) 628-022}

The gentleman
Athens.

Andrew E. Manatos
President

Mr. John Podesta
Assistant to the President

and Staff Secretary
The White House
Washington, D.C.

Sorry to bother you with 
appreciated.

AEM/vmw
Attachment

I would appreciate it if you would try to arrange to have the 
enclosed photograph signed by the president.
pictured with the president is, as you may know, Andrew A.

Andy Athens is the leading layman in the national Greek- 
American community, president of the Archdiocesan Council for the 
Greek Orthodox Church and one of the largest individual political 
contributors in the Greek-American community.
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Be Our Guest ...

• • •

• • •

Since. 1

’o I
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 FOLD HERE FIRST 

Name

The White HouseOrganization Home

Gd Fl, West Wing
Address 

20500Washington D.C.City State ZIP 

Or Mail to Managing Editor, Privacy & American Business, Two University Piaza, Suite 414, Hackensack, N.J. 07601

lorrie Sherwooa,

Managing Editor

Your comments on Privacy ^American Business would be both helpful and appreciated:

___________________________________________

'Tfea,. I would like to receive a one-year complimentary subscription.

FAX to Privacy American Business. 201-996-1883
John Podesta 77f7e Assistant to the President and  

Staff Secretary '

 Office X Delivery

We'd /i&e yon to receive PuctMcif. & 'cXicwni ... c/ie authoritative new nationai bi­

monthly (with periodic supplements) focusing fully on privacy and American business ... covering 

privacy in employment, the consumer arenas, health and healthcare, communications, technology 

and the media, and -- for American companies doing business abroad -- in the international 

forums.
The Publisher and Editor ofZ>&^ is Dr. Alan F, Westin, author of the landmark book 

Privacy and Freedom a967), recognized as a major contemporary voice on privacy issues in the 

United States. His Co-Editor is Robert R. Belair, one of only a small handful of Washington attor­

neys specializing in business-based privacy issues. Together they bring their expertise and experi­

ence to issues that are now becoming hot-button concerns of business, the American public and 

those who cover both. ...So be our guest, fill out the form below and see 'Piitutcy & 

IScc-iai&M, at first hand.
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January 7, 1994

Dear Mr. Podesta:

(

Sjncerely.

Alan F. Westin

Enclosure

Tel. (201) 996.1154

Fax (201)996.1883

PRIVACY &

BUSINESS
A Monthly Report and Information Service

John Podesta
Assistant to the President and Staff Secretary
The White House
Washington, DC 20500

Suite 414
Two University Plaza 

Hackensack, N.J. 07601

Publisher and Editor
Dr. Alan F. Westin

Co-Editor
Robert R. Belair

Managing Editor
Lome Sherwood

Enclosed is a complimentary copy of the Second Issue of a new bi-monthly 
Privacy & American Business.

In each issue, we will be covering business-privacy issues affecting the 
consumer, employment, communications, and health sectors, as well as 
international issues affecting business operating abroad. Our In-Depth section in 
this issue examines health information privacy and health care reform.

An adiYity ofthe non-proft 

Center for Social &Jegal Research

Ln addition to reporting and analyzing developments in federal and state 
legislation, regulatory affairs, interest-group activities, media trends, new public 
opinion surveys, and new publications, we feature in- depth accounts of model 
privacy policies and practices initiated by leading U.S. companies and industry 
associations, including interviews with the company executives and staffs running 
these programs.

We think these features will be helpful to you as a government official in 
following the increasingly important public policy issues involving business uses of 
personal information and the scttirfg7)rwisM“dlv?.s iff 5afeguafd-pliyacy-righls^_

^^-Wewould be pleased to send you complimentary copies of Privacy & 
■ATnerican Business for 1993 -1994, if that would be useful in your work, and that^. 
of your staff. Just fill out the enclosed form and return it to us. 

Your comments aboil out new publication would also be helpful and 
appreciated. /
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Results of National Public & 
Leaders Survey on Privacy 

and Health Care Reform 
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Coping With European
Data Protection Laws
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Privacy Poses 
Test For 
IVHS Industry

Intelligent vehicle-highway sys­
tems (IVHS) initiatives are emerging 
as a key test of whether an industry 
operating in a privacy sensitive envi­
ronment can exercise strong and 
early leadership to neutralize privacy 
threats and even turn those threats 
to business advantage.

IVHS is a diverse and vast array 
of electronic, computer and communi­
cations technologies that allow dri­
vers, motor vehicles and roadways to 
communicate. IVHS proponents 
believe this technology is arriving 
just in time to provide relief from 
jammed toll plazas, overcrowded 
roadways, and polluting exhaust 
fumes. IVHS can communicate with 
drivers to provide better safety warn­
ings; congestion warnings; on-board 
weather information; route guidance; 
electronic toll collection; and even 
automatic braking and steering.

A June ‘93 USA Today front page 
article trumpeted that this “hot new 
technology promises to cut road con- 

continued on page 2
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Washington Ponders
Health Privacy Reform
By any measure, privacy is currently a hot topic in 

Washington. Privacy of health records is undoubtedly the 
hottest topic. The spark, of course, is the Clinton 
Administration’s health reform proposal. But health privacy 
concerns are also fueled by long-standing worries about accel­
erating automation of medical records; mushrooming access 
to medical record information by insurers, employers, and 
others whose financial involvement in the health care system 
requires access; and the acknowledged inadequacy of the 
existing patch-work of state statutory and federal regulatory law.

continued on page Al
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February 7, 1994
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Dear Alec:

I
Sincerely,

JI

4

I

i ■

■

ran D. Podesta
'sistant to the President 
and Staff Secretary

»

* 
I

f

.1

■4 >1

I

k

Mr. Alec P. Courtelis 
Suite 1400
701 Brickell Avenue
Miami, FL 33131-2822

I enjoyed very much the evening we spent 
together at the Greek Ambassador's. I was 
very sorry to learn of your illness. My 
thoughts and prayers are with you.



January 27, 1994

Sincerely,

lec P. Courtelis

APC/cg

7\
I<D

Mr. John D. Podesta
Assistant to the President
Staff Secretary
The White House
Washington, D. C. 20003

Alec P. Courtelis

701 Bbickell Avenue, Suite 1400

Miami, Florida 33131-2822
(305) 379-8467

g/9

\ll^

Dear Mr. Podedsta:

'1^

As a matter of reference, I was fortunate enough to sit 
next to you at the dinner we had with the Greek Prime 
Minister. I want you to know that I very much enjoyed 
the conversation we had. I am sorry for the delay in 
writing to you, however since I saw you I have taken ill. 
I have been diagnosed with pancreatic cancer so I have a 
long, hard battle ahead of me. I did want you to know 
that I did not forget you.

eM’

V'2

I



February 2, 1994

I

Tony was

You know, aging really stinks.

Sihcarely yours,

Andrew K./Dolan

AKD-45.jdp

«>■!

t

-(206) 689-4175 
(Fax) 467-8215

2200 COLUMBIA CENTER
701 FIFTH AVENUE 
SEATTLE, WA 98104-7091

■ ' i to know I saw the
Regards to Tony (and Harold

ANDREW K. DOLAN
ATTORNEY at law

Dear John:

While looking up someone else,_ 1^ happened^ along~your 
in the staff of the White House.  --- ---

for your important work.

out here about a year and half ago.

John D. Podesta
Assistant to the President
The White House
1600 Pennsylvania Avenue NW
Washington, DC 20500

^0°

No need to reply; I just wanted you 
listing and was happy for you. f , 
Ickes, if he came on board).

uP)Z

Tony was out here about a year and half ago. He looked 
very well in spite of having joined the ranks of the divorced. 
My youngest is now 16, about the age I was when we first met.

b' me >

While looking up someone else, I happened along your name 
in the staff of the White House. I did want to take a minute 
to write my congratulations on your appointment and best wishes



THE WHITE HOUSE

2 -7-1'i

V
It

7'
youu/ i I

•v

7^■

Lutf-S

4*

i
i

4
I

98104-7091

c

r?
t

i

»

i
I

Andrew K. Dolan
2200 Columbia Center
701 Fifth Avenue
Seattle, WA

THE WHITE HOUSE
WASHINGTON

[

■ #

77^7-^

.. .  rr ’

\
13

. -‘i

less

Vnu £. ///fr ^-jl.

j-O' —» cd '7^’?—



1

Dear John:

Sincerely,

A
John T. Elliff

Of course, I an glad the President has you there to 
keep the process on track.

Mr. John Podesta
Office of the President 
The White House
Washington, D.C. 20500

94 FEB I p3:<I6
8608 Pilgrim Court 
Alexandria, VA 22308 
January 29, 1994

As for me, the first year and a half as Director of 
Defense Security Programs have been fascinating, especially 
with the Joint Security Commission providing a way to push 
reform ideas we developed under Durenberger and Leahy nearly 
ten years ago. Next month I take on responsibility for DoD 
counterintelligence as well. I feel extremely lucky as an 
ex-poly sci con law professor to have worked in the Senate 
and now the Executive, trying to help our constitutional 
system meet new challenges.

Two years ago when we saw each other in the Senate 
cafeteria, I mentioned that my daughter, Melissa, might like 
to do volunteer work at the Democratic Convention. You 
offered to help, but Melissa made other summer plans. She 
is now a sophomore at William & Mary, majoring in government 
and working as a volunteer intern at a county government 
office. Her interest in politics remains high. She was a 
Senate floor page for two summers, and her experience as a 
high school varsity cheerleader and now as her sorority rush 
chair shows her ability to deal with people well. I believe 
Melissa has the combination of enthisiasm, knowledge, and 
maturity to benefit tremendously from working as a White 
House summer intern. Please let us know if you can help.
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EDUCATION

Va.

EXPERIENCE

REFERENCES Professor Jack D. Edwards
Department of Government
The College of William and Mary 
Williamsburg, VA 23187

August 1992 - Present - Attending the College 
of William and Mary with an 
intended major in government.

Lynn Farmer
c/o Burgundy Farms Country Day School
3700 Burgundy Road
Alexandria, VA 22303
(703) 960-3431

Melissa Elliff
8608 Pilgrim Ct. 

Alexandria, Va 22308 
(703) 360-1265

June 1992 - Received Advanced Diploma from West 
Potomac High School, 6500 Quander 
Rd., Alexandria, Va. 22308.

Abby Saffold
United States Senate
Secretary for the Majority
Washington, D.C. 20510-7014
(202) 224-5632

Riverside Gardens Recreation Association,
Gateguard, Summer 1988 and 1989. As a 
gateguard, was in charge of members' admittance 
into the pool and the sale of concessions.
Learned responsibility by being accountable 
for financial transactions, assisting the other 
staff, and helping our guests.

U.S. Senate, Senate Summer Page, Summer 1990 
and 1991. Ran errands for Senators and their 
offices, and performed daily duties to ensure 
that the legislative process ran smoothly. 
Observed the inner workings of the national 
government, its policies and procedures.
Learned the importance of getting the job done 
efficiently and to the best of my ability.

Burgundy Farm Summer Day Camp, Summer 1992 and 
1993. As a day camp counselor, supervised the 
children's activities and worked to enhance 
their camp experience by planning educational 
and creative projects. I also learned to 
follow and work with the administrative 
organization.



THE WHITE HOUSE

WASHINGTON
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OFFICE OF THE STAFF SECRETARY

Fax Transmittal Sheet

TO:

Phone Number:Fax Number:

687-4031

FROM:
John Podesta (456-2702) (fax 456-2215)

SUBJECT:

Mary Guinan
DATE:

NUMBER OF PAGES (including cover sheet): 3

MESSAGE:

Original letter will be mailed out today.

If all pages are not received, please call 202/456-2702

The document accompanying this facsimile transmittal sheet is intended only for the use of the individual 
or entity tho whom it is addressed. This message contains information which may be privileged, 
confidential or exempt from disclosure under applicable law. If the reader of this message is not the 
intended recipient, or the employee or agent responsible for delivering the message to the intended 
recipient, you are hereby notified that any disclosure, dissemination, copying or distribution, or the 
taking of any action in reliance on the contents of this communication is strictly prohibited.

Dr. Robert S. Parker
ATTN: Dr. William G. Droms
School of Business
Georgetown University



THE WHITE HOUSE

WASHI NGTON

January 27, 1994

Dear Dr. Parker:

The Correspondence Task Force was formed in the Spring of 1993 to 
make recommendations to senior White House staff for improving 
the handling of President Clinton's mail. The system that served 
prior Administrations was inadequate given the almost four-fold 
increase in the volume of mail President Clinton receives. 
Mary was the only full-time Task Force member from the private 
sector. Her work constituted extraordinary public service since 
it was provided pro bono and in addition to her ongoing 
responsibilities at Georgetown University, she was essentially 
working two full-time jobs while serving on the Task Force. 
Based on improvements in the handling of the President's mail 
recommended by the Task Force, we are now able to provide timely 
responses to the tremendous outpouring of citizen correspondence 
we receive.

I understand that Mary Culnan is being reviewed for tenure at 
Georgetown University. I have known Mary professionally for 
several years. We first met formally in January 1990 at a small 
meeting on privacy at the offices of Podesta Associates. We 
have worked together informally as members of a network of 
professionals who are interested in information policy. I know 
her both for her work on privacy and for her service on the 
White House Correspondence Task Force.

Dr. Robert S. Parker
Dean
School of Business 
Georgetown University
Washington, D.C. 20057-1008

As I mentioned, the Administration has also called on Mary's 
experience in the information privacy area. Privacy is an 
important issue running through the major policy initiatives of 
the Clinton Administration. Mary's expertise on information 
privacy, particularly consumer privacy and direct marketing, has 
been very helpful. She has received several invitations from the 
Executive Branch which reflect her expertise. For example, in 
November 1993 she was invited by the State Department to be part 
of the U.S. delegation to an Ad Hod Experts Group OECD meeting on 
privacy in Paris. Also, the Office of Consumer Affairs has asked 
her to speak on privacy and direct marketing at the "Information 
Age Privacy" hearing sponsored by the Nil Privacy Working Group 
this month.



Sincerely,

.John D. Podesta
Assistant to the President 

and Staff Secretary

Mary is a strong advocate of fair information practices and for 
letting people choose how that information will be used. The 
Administration looks forward to drawing on Mary's expertise to 
help with issues, such as Nil and health care, as the need 
arises. Her service to the White House has and will continue to 
help advance the public interest, reflects very favorably on 
Georgetown University, and should therefore make her a valued 
member of the faculty.
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I understand that Mary Culnan is being reviewed for tenure at

Georgetown University. I have known Mary professionally for

We first met formally in January 1990 at a smallseveral years.

her both for her work on privacy and for her service on the

White House Correspondence Task Force.

The Correspondence Task Force was formed in the Spring of 1993 to

make recommendations to senior White House staff for improving

the handling of President Clinton's mail.

President Clinton receives.

[SPEAK TO THE MATURE OF THE CRISIS FROM YOUR PERSPECTIVE]
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Dear Dr. Parker:

The system that served
(J ] 

prior Administrations was inadequate given the)volUMd~ot mAl"I----------- J
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Dr. Robert S. Parker
Dean
School of Business
Georgetown University
Washington, D.C. 20057-1008

meeting on privacy at the offices of Podesta Associates. We

have worked together informally as members of a network of . 

professionals who are interested in information policy—T know

A



Mary was the only full-time Task Force member from the private

Her work constituted extraordinary public service since sector.

it was provided pro bono and in addition to her ongoing 

responsibilities at Georgetown University, she was essentially 

working two full-time jobs while serving on the Task Force.
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initiatives of the Clinton Administration.

information privacy, particularly consumer privacy and direct

marketing, has been very helpful. She has received several

invitations from the Executive Branch which reflect her

expertise. For example, in November 1993 she was invited by the

State Department to be part of the U.S. delegation to an Ad Hod

Experts Group OECD meeting on privacy in Paris. Also, the Office

of Consumer Affairs has asked her to speak on privacy and direct

marketing at the "Information Age Privacy" hearing sponsored by

the Nil Privacy Working Group this month.

APPROACH ON PRIVACY, TWO OF HER OflNluN PIECES

INCLLLDEDy-

Mary is a strong advocate of fair information practices and for

letting people choose how that information will be used. The

Administration looks forward to drawing on Mary's expertise to

help with issues, such as Nil and health care, as the need

arises. Her service to the White House has and will continue to

help advance the public interest, reflects very favorably on

Georgetown University, and should therefore make her a valued

member of the faculty.

Sincerely,

John D. Podesta
Assistant to the President 

and Staff Secretary

Privacy is an important issue running through the major policy

Mary's expertise on
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FAX TRANSMISSION

TO: DATE:

FROM:

FAX: (202) 456-2215

Please call (202) 362-1325 if there are transmission problems

Fran,

co

"U

Thank you so much for looking after this while John is out of the country. If you 
have any questions or need to reach me this week. I’ll be working at home:

Fran Wessel

John Podesta’s Office
West Wing
White House

Phone: (202) 362-1325
Fax: (202) 363-7130

January 11, 1994

Mary J. Culnan 
School of Business 
Georgetown University 
Washington, D.C.

Voice: (202) 687-3802 
FAX: (202) 687-4031

Total Pages: 6 
(Cover sheet plus 5 pages)

§
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GEORGETOWN SCHOOL OF BUSINESS

January 11, 1994DATE:

John Podesta via Fran WesselTO:

Mary CulnanFROM:

'9
SUBJECT: Tenure Letter

some talking points to help you draft the letter.Here are

• You understand that I am being reviewed for tenure at Georgetown University.

1) The task force was formed in early spring 1993 to make recommendations 
to Senior White House staff for improving the handling of President Clinton’s

• You have known me professionally for several years (I believe we first met formally in 
January 1990 at a small meeting on privacy (?) at the offices of Podesta Associates). You 
know me both for my work on privacy and for my service on a White House Task Force. 
That we have worked together informally as members of a network of professionals who are 
interested in information policy.

I suggest that you fax the letter to the attention of Dr. William Droms, Associate Dean, 
School of Business (Fax: 202-687-4031) and also mail him a paper copy. He is responsible 
for physically putting my materials together. The letter itself should still be addressed to 
Dr. Robert S. Parker, Dean (per instructions in my earlier letter). The mailing address for 
Bill Droms is:

Thank you very much for your willingness to write a letter on my behalf for my tenure 
review. Your letter will be helpful at all of the following decision points: 1) the meeting 
of the Business School faculty on 2/4/94,2) when my Dean writes his own letter about me,
3) when the campus tenure committee considers my case later this spring, and 4) especially 
when the President (Father O’Donovan) reviews all the evidence and makes the final 
decision. The letter will be helpful if it arrives by noon on February 3 as that is the 
deadline for the packet of materials that goes forward through process.

» Speak to my service to the White House based on my contributions to the 
Correspondence Task Force. For example:

Prof. William G. Droms
Associate Dean
School of Business 
Georgetown University 
Washington, D.C. 20057-1008
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• Make some general comments such as:

2) The administration looks forward to drawing on my expertise to help with 
these issues in the future as the need arises

mail; the systems that served prior administrations were inadequate given the 
volume of mail President Clinton receives. You could speak to the nature of 
the crisis from your perspective;

2) The US Office of Consumer Affairs has invited me to speak on privacy and 
direct marketing at the 1/26/94 hearing the Nil Privacy Working Group is 
sponsoring on "Information Age Privacy"

• Speak to my expertise on information privacy (particularly consumer privacy and direct 
marketing). For example, the following invitations have been extended by the Executive 
Branch which reflect my expertise:

2) I was the only full-time task force member from the private sector; the 
other full-time members were "on loan" from other federal agencies. My work 
constituted extraordinary public service since it was provided pro bono and in 
addition to my ongoing responsibilities at Georgetown (ie. I essentially 
worked two full-time jobs while I served on the task force);

3) Speak to what the task force accomplished from your perspective. If you 
can say anything about finding my research on constituent mail handling in 
the Senate useful, that would be helpful.

1) Privacy is an important issue running through the major policy initiatives 
of this administration (e.g. Nil, health care)

Thanks again for your help. I’ll let you know how this turns out; I won’t get the final 
decision until May or June.

3) My service to the White House/Clinton-Gore Administration helps 
advance the public interest, reflects very favorably on Georgetown University, 
and should therefore make me a valued member of the faculty.

1) The State Department invited me to be part of the U.S. delegation to an 
Ad Hoc Experts Group OECD meeting on privacy in Paris, 11/93. 
Unfortunately I had a prior commitment and was unable to attend.

Tm enclosing a copy of the letter from the State Department and two opinion pieces I 
published on privacy in case you want to say anything about my approach to privacy. 
Basically I am a big advocate of fair information practices, and letting people choose how 
their information will be used.
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Washington, D.C. 20520

October 21, 1993

Dear Professor Guinan,

Sincerely,

Mary J. Guinan, Ph.D.
School of Business Administration 
Georgetown University, Old North 
Washington, DC 20057

TO

United States Department of State

I wanted to take this opportunity to formally invite you to 
jolxi the official U.S. delegation to the Ad Hoc Experts Group 
Meeting on the Protection of Personal Data and Privacy, to be 
held at the Organization for Economic Cooperation and 
Development (OECD) in Paris, November 3-4, 1993.

As you know, the OECD has done a great deal of work in the 
area of privacy and data protection, including its annual 
meetings to discuss developments in this field. This year's 
meeting will cover a range of topics, including a session 
devoted entirely to privacy issues in the area of health care.

Shaun Ddphelly /
Director, Office fof

European Community and
Regional Affairs

Your presence would add depth and expertise to our 
delegation. Unfortunately, given our budgetary constraints, I 
am unable to offer to cover your transportation and hotel 
expenses. Despite this, I hope you can join our delegation. 
Please contact Wendell Albright of my staff at (202) 647-1708 
if you have any additional questions; Wendell will be leading 

our group.
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liitesci J. Culnan’s Point of View

Interactive TV: Minding its own business?

selectively tell the commercial

world to mind its own business

for this new world of interactive

able for others, and use theircome to the consensus that ny’s name

say. -How dare you!"? If it s a prob abide by internal privacy codes. lists, direct marketing etiquette» - ~ — r- -' —

lent to answer the question “What and

T

or clicking the remote control 
> reason

al information. Fair information 
practices means telling consumers

es, if they object to such use. A 
recent Equifax survey, however.

a credit card.

Community. Direct market- lions or sweepstakes tell con- SchoolBusinLin Washington, DC.

Direct marketing etiquette provides 

consumers with the opportunity to

j ?al restrictions apply to the gather- sponsible firms often find a way to In a recent column Miss
for SeTworVV? r US6 of 1pere<,nal infor™' subvert ‘be law. From the const!- Manners stated that etiquette
mLkMin^ T™^ ton. d.rect marketers need to di^ mer's perspective, this means that makes a feasible yet modest
™ •s'-consurnffeontrol eU,S.h !>e,*een the '"W ‘hey well-intended legislation rnay be im demand for respectful behavior
C s consumer control, con- can and snould use personal infor- plemented in such a way to be unen- and the recognition of orivaev

dmX™" thrTu^h ^on-Ifrr cornpTi urprec- forceabie'»*iaw ends - she s
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i a disclosures cause any embarrass- to end the game completely. and concluded “ those who

tral Set Of con^m Wou>d To avoid legislation, direct find the full force"of the hw
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al information. Fair information say "How dare yo J"^Ififs a urob- abiril h -S ^h00.1*1 develop and ing, or even plain vanilla mailing 
practices means telling consumers Im to ZsZ the nuestinn -w£ J ‘ntenlal Pr‘VaCy CO<,eS' Ii8,S’ direct marketir.g etiquette
how their personal Jnfo?mIXn Ku to wUhTnS b • on others consists of providing consumers

will be used and allowing con- then it’s likely vou do have a wob. vn lnS1S,ing tba.t. anl'one renting with the opportunity to selec-

,^.ngU!Cd,0ro'hc^pU7po^ perceptions today, in fact, count for sumers with a name-removal 

he potential of Interactive
television has many cata-
logers salivating at the
prospect of being able to

learn about the shopping prefer­
ences of America's channel-surfing
couch potatoes. Television-based
catalogs promise to give all con
sumers, from first-time catalog
shoppers to seasoned tnukibuyers
like myself, greater convenience
and a wider array of choices. This
new technology, however, also 
raises new privacy concerns.

For marketers competing in
today’s economy, detailed knowl­
edge of individual preferences is
increasingly valuable for building
relationships with existing cus­
tomers and for efficiently targeting
prospective customers. Today, this
knowledge comes largely from
identifying consumers who have
already raised their hands in the
marketplace by initiating some 

transaction—shopping by mail,
a toll-free number or using invitation for congressional ened in ways that are aiso unknown

""y,1.1.™?;  . scrutiny: but a cataloger that in other industries, where an

er. has the power to turn catalog and invites its 
shopping into a "point-of-sale’ move their names from its mailing ,.™Uuw> « u»u<u >ui mo-
transaction. Some members of list by calling a toll-free number who continue to play by the rules.'
SS??mZ br CliC,Cing ,he 7mOtt C0ntr01 Legislation is rarely a boon to ly be necessary'^“th'e n“e7^ch-
^theS7™i X KhiiXn/’OfcarChlrg”Of 38‘^as the potential to urb nologies as some have asked’
mation that trill flK« the £' dsta h,)ack'nK fairly penalize responsible firms that Probably not, if everyone plays bv
m^onsu^rNohX Because few ie- already play by the rules while irre- the old ones,
mation superhighway. gal restrictions apply to the gather- soonsible firms often find a wnv m i„ 

found that more than 43 percent ing is unique because its use of per- sumers that their name may be 
of the public that shopped by mail sonal information closely links a rented to others and inform them 
during the past year is unaware of community of interdependent play- how to “opt out’
how to get their names removed ers: list compilers, list brokers, list The Direct Marketing Asso- 
from mailing lists. Further, 76 per- managers and list owners of al! ciation also needs to enforce the 
cent of the American public be- types. This interdependence as a code of fair information practices 
lleves people have lost control condition of survival is unknown in contained in its ethical guidelines 
over the ways personal informa- other industries. When abuses by a for personal information use. 
tion is circulated and used by com- few members of the direct market- Currently, DMA members are 
panics. Failure to observe fair ing community lead tc government encouraged but not required to 
information practices is an open action, the entire industry is threat- observe fair information practices.

The credit reporting industry 
recently adopted voluntary privacy 
standards that are binding on all 
its members. Hopefully this mile­
stone indicates that when reason­
able privacy practices are mandat­
ed within an industry, the public 
interest will outweigh the antitrust 
concerns the DMA has voiced in 
the past as the basis for not requir­
ing that its members behave in 
certain ways as a condition of 
DMA membership.

William Safire speaks for 
many amsumers when lie writes, 
“we have lost the power to tell the 
world to mind its own business."

removed from the game, but busi- etiquette—the common courtesy 
ness continues as usual for those that is equated with quality cus- 
_j - . . ... . tomer service. Will new rules real-
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By MARYJ.CULNAN

■AST April, the Lotus Development Corporation 
announced plans to release the Lotus Market- 

JfclPlace: Households, a revolutionary mailing
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list complete with the names, addresses demo­
graphic and prior-purchasing behavior data lor 
120 million Americans. Equifax inc., a consumer 
information company, supplied the data. But nine 
months laler, Lotus and Equifax cancelled the 
project, citing consumer complainis and "the sub­
stantial, unexpected additional costs required to 
fully address consumer privacy issues "

Marketplace is a stunning example of the risks 
that companies face when they try to take person­
al information — anything from your name and 
address to the size of your mortgage — and sell it 
What lessons have come from this?

No. I: Consumers want to control who has the

Although some already do, companies that buy 
or sell mailing lists must tell people how they arc 
going to use the information they have, give them 
options about further use of it, and allow them m 
make choices based on those options

However you view it. privacy is prinmrily an 
ethical issue. Most rerm ds stored by companies 
and other private sermr organizations ate not 
covered by existing laws. Even II new laws me 
enacted. Il Is not clear that they will serve the 
public Interest If companies arc not committed to 
privacy as a matter of principle

All who have a stake in a consumer's personal 
Information - consumers, executives and privacy 
advocates — must start communicating with one 
another so their interests can be balanced some 
how The good news is that the death of Market 
Place may mark the birth of such a dialogue ■

An Issue of Consumer Privacy..
T

right to personal biformallon. They were clearlu
shocked by the ability of a company to sell these
data, and they let loose a storm of complaints.
Thousands asked to have their names removed
from the Marketplace database. The strength and
the tenor of lhe opposition caught Lotus and Equi­
fax off guard.

No 2: Consumers do not understand lhe mailing
list business and lhe extent to which personal
information Is collected, merged, sold or ex­
changed. Lotus has aald that Marketplace was
only providing small businesses with the same
Information available to larger companies. Lists
based on persona) data have, Indeed, been widely
available for some time, and Equifax was not the
only company able to provide the data.

No. 3: The age of lhe electronic grassroots
lobbyist Is here. Much of the opposition to Market-
Place was mobilized on 'lhe net- - public and
private computer networks, bulletin boards and
conferences. The power of the electronic media to
mobilize a national constituency should not be
underestimated.

Alan Westin, a privacy expert, posits that when
a company stores, a person’s name, address and
personal characteristics In a database without
that person s knowledge or consent, the individual
perceives that some of h|s or her uniqueness has
been appropriated. A friend suggests that this is
akin to learning that you are being (limed secretly
In the shower. The lessons of Marketplace call for
a new partnership between list compilers and 
subjects. But how do we forge It?

Mary J. Culnan is an associate professor of
business administration. Georgetown Umverstty.



i

w
17a

January 4, 1994

Dear John:

IS

My tenure meeting is scheduled for February 4, but the Associate Dean will assemble 
packets for the faculty to review around January 20. Your letter would be most useful if it 

2.1 have used my expertise on consumer privacy issues to advance the public 
interest.

Mr. John D. Podesta
Secretary to the President 
West Wing
The White House
1600 Pennsylvania Avenue, NW 
Washington, D.C. 20500

I would prefer that you not explicitly say that I asked you to write the letter. Instead 
you could say something like, "I understand that Mary Culnan is being reviewed for tenure." 
You should say approximately how long you have known me and in what contexts. You do 
not have to say that you recommend I be given tenure since you are not a professor and the 
White House does not award people tenure.

School of Business 
Georgetown University

Washington, D.C. 20057-1008

1. My service on the Presidential Correspondence Task Force. (Note: my 
research on constituent mail handling in the Senate was used by our group to 
frame our conclusions; a copy of this study is in the appendix to our report).

In my opinion, two factors will be weighed most heavily in the decision of whether 
or not to grant me tenure: the quality and impact of my research, and the extent to which 
I have developed a reputation as an expert on information policy issues which brings 
reflected glory to Georgetown. It would be particularly helpful if you could briefly speak 
to the following:

I am writing to ask a favor of you. My tenure review is underway and I am writing 
to see if you would be willing to write a letter on my behalf. Your letter will be 
confidential; I will not have access to the letter nor will I be told whether or not you chose 
to write a letter. I’ve enclosed a copy of my vita FYI.

94 JAN 6 p|:55



Best regards,

Enclosure

Thanks for the holiday greetings. I was also very pleased to be on the Clinton’s 
Christmas card list. Happy New Year.

Your letter does not have to be very long, but it should be as specific as possible; 2-3 
very specific paragraphs coming from a senior staff member of the Clinton White House will 
be very helpful. Feel free to lay it on thick. Thanks in advance if you can help; I know you 
are terribly busy.

is received before then. The school’s fax number is: (202) 687-4031. The letter should be 
addressed as follows:

Dr. Robert S. Parker
Dean
School of Business
Georgetown University
Washington, D.C. 20057-1008

Mary J. Culnan 
Associate Professor



MARY J. CULNAN

EDUCATION

M.S., Library/Information Science, Florida State University, March 1968.

A.B., Political Science, College of Wooster, Wooster, Ohio, June 1966.

ACADEMIC EXPERIENCE

OTHER EXPERIENCE

1968-1978 Burroughs Corporation

1

1968-1970, Marketing Support Representative, Miami, Florida. 
Provided software support at customer sites.

1970-1972, Systems Analyst, Detroit Michigan. Designed and 
implemented online information retrieval systems. Technical 
support for COBOL compiler and MCP operating system.

1988 - . Associate Professor, School of Business Administration, Georgetown University. 
Courses taught: Management Information Systems (undergraduate); Information Technology 
and Business Strategy (MBA).

1985-1988, Associate Professor, Kogod College of Business Administration, American 
University. Director, Management Information Systems Program, 1986-1988. Courses taught: 
Management Information Systems (undergraduate and MBA), Organizational Behavior 
(undergraduate).

Ph.D., Management, Anderson Graduate School of Management, UCLA, March 1980. 
Major: Computers & Information Systems.

1981-1985, Assistant Professor, School of Library and Information Studies, University of 
California, Berkeley. Courses taught: Management Information Systems (graduate), 
Organizational Behavior (graduate and Ph.D. seminar).

1980, Assistant Professor, McIntire School of Commerce, University of Virginia. Courses 
taught: Management Information Systems (undergraduate).

1975-1980, Teaching Associate, Graduate School of Management, UCLA. Courses taught: 
PL/I programming.

School of Business 
Georgetown University

Washington, D.C. 20057-1008 
(202) 687-3802



June, November 1984, NBC News. Exit polling for California primary and general election.

2

Spring 1983, University of California, Berkeley, Extension. Taught management seminars 
on office automation and fundamentals of small business computers.

1984, Information Institute, Santa Barbara, Ca. Presented executive seminar on "How to Get 
and Use Information Needed for Corporate Decisions."

1982-1983, Secretary to the Regents, University of California. Requirements analysis for the 
development of a computer-based cumulative index to the minutes of the Regents meetings. 
Assisted in recruitment of permanent indexer.

1982-84, Berkeley-IBM Joint Study. Member of Study Advisory Committee which consulted 
on implementation and evaluation of IBM’s Professional Office System (PROFS) to support 
administrative work at the University of California, Berkeley.

1974-1975, Engineering Librarian, Goleta, California. Managed 
technical information center for computer manufacturing plant.

1984, Society for Information Management. Presented workshop on "Managing the Islands 
of Information: External Information and Textual Information" at the SIM Annual 
Conference, Chicago, II.

1984-1985, Office of Senator Alan Cranston. Unpaid Volunteer.
Requirements for a computer system to support the administrative activities of his San 
Francisco Office. Assisted with casework and constituent mail. Advanced for Senator at 
events in California.

1984. U.S. Office of Technology Assessment. Prepared background position paper, "The 
Impact of Technology on Public Access to Public Information." 

1980, University of Virginia. Taught management development seminars on office 
automation.

1972-1974, Systems Analyst, City of Industry, California. 
Designed and implemented online information retrieval systems.

Summer 1985, Office of the President, University of California. Advised on the 
implementation of an automated index for Presidential Policies and Delegations of 
Authority.

1976,1977 (Summer), Senior Systems Analyst, El Monte, Ca. 
Performed forms analysis and design. Conducted EDP security 
audit.



3

March-May 1993. Keck, Mahin & Cate. Consultant.
Advice in the matter of Federal Trade Commission v. Trans Union Corporation.

1989. Educational Testing Service. Committee to revise the CLEP Exam on Computing. 
Designed standardized test on computers and information systems.

April 1992. Texas Library Association.
Co-leader of pre-conference workshop, "Ethical Frontiers in Library Services: Strategies for 
Resolving Ethical Dilemmas."

November 1989 - September 1990. Computer Professionals for Social Responsibility. 
Research and analysis related to information policy on privacy. Drafted statements and 
testified before Congress. Worked with Congressional staff and other interest groups to 
formulate legislative strategies. Issues researched include the Fair Credit Reporting Act, 
data protection, caller ID/ANI, direct marketing practices, POS systems.

February 1993-April 1993. Executive Office of the President of the United States, 
Correspondence Task Force. Workflow analysis for Presidential mail.

February 1993-March 1993. Office of Senator David Pryor. 
Workflow analysis for constituent mail (member of 3-person team).

September 1992-December 1992. American Express Company. 
Advisory Committee on Privacy Education.

July 1991-July 1992. Equifax Inc. Consultant.
Advice on consumer privacy and gaining strategic advantage through improved service to 

consumers.

March-Sept. 1987. Biden for President Campaign. Developed proposal for computing 
support for the campaign. Advised campaign management on computer support. 
Coordinated opposition candidate record research. Researched opposition candidates’ 
records.

1986-1990. Special Libraries Association. Presented workshop, "Office Automation and the 
Special Librarian" at the 1986 national meeting. Presented workshop, "Leadership Skills for 
Corporate Library Managers" at 1987-90 annual meetings.

June 1986 - May 1989. Office of Senator Joseph R. Biden, Jr. Legislative assistance related 
to information policy. Advice and training on the use of online information systems 
(SCORPIO, LEXIS/NEXIS, Legi-Slate). Designed and implemented prototype 
computer-based index to Sen. Biden’s Congressional Record statements. Advice on 
constituent mail handling procedures.



PUBLICATIONS

Research Grants

Work-in-Progress 

Refereed Journal Articles 

4

National Science Foundation Grant SES88-08783, "The Symbolic Use of Information in 
Large Face-to-Face Groups: An Information Processing Perspective on Decision-Making," 
September 1988 - December 1989, $29,074.

"Processing unstructured organizational transactions: Mail handling in the U.S. Senate," 
Organization Science. 2(2): 117-137, February 1992.

"How Did They Get My Name?: An Exploratory Investigation of Consumer Attitudes 
Toward Secondary Information Use". MIS Quarterly. 17, 2, 341-363, September 1993.

"Consumer Attitudes Toward Mail and Telephone Solicitations, Privacy and Name Removal: 
Implications for Direct Marketing and Public Policy," October 1993, revise and resubmit 
status, Journal of Public Policy & Marketing.

AT&T, "Consumer Attitudes Toward Secondary Information Use, Privacy and Name 
Removal: Implications for Direct Marketing," July - September 1993, $20,000.

Research in Management Information Systems, 1980-84: points of work and reference. (With 
E. Burton Swanson) MIS Quarterly 10(3): 289-302, September 1986.

Mapping the Intellectual Structure of MIS,1980-1985: A co-citation Analysis. MIS 
Quarterly. 11 (3):341-354, September 1987.

National Science Foundation Grant SES87-07528, "Organizational Strategies for Processing 
Mail: An Information Processing Perspective on Decision Making," September 1987 - 
February 1989, $12,000.

The intellectual structure of Management Information Systems, 1972-1982: A co-citation 
analysis. Management Science. 32 (2): 156-172, 1986.

"Mapping the intellectual structure of organization behavior, 1972-1984: a co-citation 
analysis." (With Charles A. O’Reilly and Jennifer A. Chatman). Journal of the American 
Society for Information Science. 41 (6):453-458, September 1990.

The dimensions of accessibility to information: implications for the delivery of information 
systems and services. Journal of the American Society for Information Science. Vol 36, No 
5, 1985.



Monographs & Book Chapters

5

Environmental scanning: the effects of task complexity and source accessibility on 
information gathering behavior." Decision Sciences. Vol 14, No 2, 1983.

The dimensions of accessibility to online information: implications for implementing office 
information systems. ACM Transactions on Office Information Systems. Vol 2, No 2, 1983.

U.S. House of Representatives, Subcommittee on Government Information, Justice and 
Agricture, Committee on Government Operations, Statement for the Record on Address 
Correction Activities of the United States Postal Service. May 1992.

Human communication needs and organizational productivity: the potential impact of office 
automation. (With James H. Bair) Journal of the American Society for Information Science. 
Vol 34, No 3, 1983. (Note: reprinted in a slightly different format as "But how do you start?", 
Management and Technology. July 1983).

Chauffeured versus end-user access to commercial databases: the effects of task and 
individual differences. MIS Quarterly. Vol 7, No 1, 1983.

Unanswered science and technology reference questions. (With G. Jahoda) American 
Documentation. January 1968.

Analysis of information usage patterns of academics and practitioners in the computer field. 
Information Processing and Management. Vol 14, No 6, 1978.

Law, Privacy and Organizations: The Corporate Obsession to Know V. the Individual Right 
Not to be Known. (With H. Jeff Smith and Robert J. Bies) In. The Legalistic Organization. 
Sim B. Sitkin and Robert J. Bies, ed. Sage, 1994.

U.S. House of Representatives, Subcommittee on Postal Operations and Services, 
Committee on Post Office and Civil Service. Prepared Testimony and Statement for the 
Record on The Use of Mailing Lists in Direct Mail Marketing. October 1991. Washington: 
U.S. Government Printing Office, pp. 125-154.

U.S. House of Representatives, Subcommittee on Telecommunications and Finance, 
Committee on Energy and Commerce, Statement for the Record on Title II of the 
Telephone Consumer Privacy Protection Act of 1993. June 24, 1993, Washington: U.S. 
Government Printing Office, pp. 129-148.

Document-based systems for management planning and control. (With E. Burton Swanson) 
MIS Quarterly. Vol 2, No. 4, 1978.

Organizational Decision Support Systems, (with multiple co-authors) In. E.A. Stohr and B.R. 
Konsynski. Information Systems and Decision Processes. Los Alamitos, CA: IEEE Computer 
Society Press, 1992, pp. 137-166.



Papers Published in Refereed Proceedings 

II

Refereed Papers Presented at Conferences. (Published Abstract) 

II

6

"The Impact of Perceived Accessibility on the Use of an Integrated Office Information 
System." Presented at the Academy of Management National Meeting, 1985.

"Comments on ’The Use of Secondary Analysis in MIS Research’ " (Invited), Proceedings 
of the Harvard Business School Workshop on Survey Research in MIS, pp. 107-109, 1991.

U.S. House of Representatives, Subcommittee on Government Information, Justice and 
Agriculture, Committee on Government Operations. Prepared Testimony and Statement for 
the Record of CPSR on Computer Privacy and H.R.3669. The Data Protection Act of 1990. 
May 1990 (with Marc Rotenberg and Ronni Rosenberg).

"Transaction Processing Applications as Organizational message systems: implications for 
the intelligent organization." Proceedings of the 22nd Hawaii International Conference on 
Systems Sciences. Kona, January 1989.

Information technologies. (With M. Lynne Markus) In Jablin, F.M. et. al. (Eds). Handbook 
of Organizational Communication. Beverly Hills: Sage, 1987, p. 420-443.

"Designing information systems to support customer feedback: An organizational message 
system perspective." Proceedings of the 1989 International Conference on Information 
Systems. December 1989.

"Document processing in the automated office: implications for MIS research and 
education." Proceedings of the First International Conference on Information Systems. 1980.

U.S. House of Representatives, Subcommittee on Social Security, Committee on Ways and 
Means, Prepared Testimony and Statement for the Record on Private Sector Use of the 
Social Security Number. February 1991. Washington: U.S. Government Printing Office, pp. 
91-97.

"Mapping the intellectual structure of organizational behavior,1972-1984: a co-citation 
analysis." (With Charles A. O’Reilly and Jennifer A. Chatman). Presented at the Academy 
of Management national meeting, Chicago, August 1986.

"MIS Research in the 1980’s: Shifting Points of Work and Reference." (With E. Burton 
Swanson and Michael T. Keller) Proceedings of the 26th Hawaii International Conference 
on Systems Sciences. 3:597-606, January 1993.

U.S. House of Representatives, Subcommittee on Consumer Affairs and Coinage, 
Committee on Banking, Finance and Urban Affairs. Prepared Testimony and Statement for 
the Record on Legislation to Amend the Fair Credit Reporting Act. June 1991. 
Washington: U.S. Government Printing Office, pp. 213-236.



II

II

Other Publications 

"An Issue of Consumer Privacy." Business Forum. New York Times. March 31, 1991, p.9.

7

"Dimensions of Information Accessibility: Implications for the Implementation of Online 
Information Systems," presented at the Academy of Management National Meeting, 1983.

"Lotus Marketplace: Households: Managing Information Privacy Concerns (A) & (B)." 
(With H. Jeff Smith) Unpublished teaching case, Georgetown University, October 1991.

"Chauffeured versus End User Access to Commercial Data Bases: The Effects of Task and 
Individual Differences," presented at the Third International Conference on Information 
Systems, Ann Arbor, December 1982.

Review of Peter G.W. Keen, Shaping the Future: Business Design Through Information 
Technology. Human Resource Planning, in press.

"Characteristics of Boundary Spanning Individuals: Some Contradictory Findings," presented 
at the Academy of Management National Meeting, New York, 1982.

"Electronic Terrorism: How Can We Fight It?" Op-ed on computer viruses, The Atlanta 
Journal and Constitution. January 6, 1989, p. 17. (Republished in Georgetown magazine, 
Volume 21, No. 1, Winter 1989).

"The Impact of Channel Accessibility, Task Complexity and Boundary Spanning Disposition 
on Channel Utilization in Non-R&D Settings", Presented at the Academy of Management 
National Meeting, Detroit, 1980.

"Interactive TV: Minding its own business?" Catalog Age. Vol 10 (10): 103, October 1993 
(Invited opinion piece).

"The Lessons of the Lotus Marketplace: Implications for Consumer Privacy in the 1990’s." 
Proceedings of the First Conference on Computers, Privacy and Freedom. March 1991, p. 
SP45-SP50.

"Bill of Rights or Bill of Goods?" Op-ed on consumer privacy, New York Times. January 21, 
1990, p. E21.

"Information Age: Business vs. Privacy." Letter to the Editor, Wall Street Journal. April 
25, 1991.

"The Dimensions of Accessibility to Online Information Systems: Implications for MIS 
Implementation," presented at Fourth International Conference on Information Systems, 
1983.

"In Credit Reports: ’Free’ Isn’t the Issue." Business Forum. New York Times. December 
8, 1991, p. 15.



II

SPEECHES AND ADDRESSES

Invited Seminars Presented at Universities

8

Information science and the automated office: challenges and opportunities. Proceedings of 
the ASIS Annual Meeting. 1981.

Review of Literature and Bibliometrics by D. Nicholas and M. Ritchie, in Information 
Processing and Management. Vol 15, No. 3, 1979.

University of California, Irvine, January 1984.
University of California, Los Angeles, December 1984, December 1987, June 1991. 
University of North Carolina, May 1986.
Concordia University, November 1986.
Carnegie-Mellon University, April 1988.
University of Maryland, October 1988, April 1989.
University of Colorado (Boulder), January 1989.
MIT, December 1989.
Pennsylvania State University, January 1990.
University of Texas, Austin, March 1990.
Harvard Business School, April 1990.

Review of Annual Review of Information Science and Technology. Vol. 12, 1977 in 
Information Processing and Management. Vol 14, No. 6, 1978.

Review of Infotrends: Profiting from your Information Resources by Donald A. Marchand 
and Forrest W. Horton, in Journal of the American Society for Information Science. 
October 1988.

"What Corporate Librarians Will Need to Know in the Future" (Invited). Special Libraries. 
Vol. 77, No. 4, Fall 1986.

The impact of technology on public access to public information. U.S. Congress, Office of 
Technology Assessment, July 1985.

"The Impact of Technology on Access to Information," (Invited). Proceedings of the First 
Annual State-of-the Art Institute. Washington, D.C., Special Libraries Association, October 
1986, p. 115-124.

"Information usage patterns in the computer field: a citation analysis of a national 
conference proceedings and a scientific journal." Proceedings of the ASIS Annual 
Meeting. 1978.

"Commentary: Chasing the paperless document" (Invited). EDP Analyzer. Vol 20, No 9, 
1982.



Other Selected Presentations

9

Invited Presenter, Workshop on Dissemination of Government Information in a Networked 
World, Kennedy School of Government, Harvard University, May 1992.

Invited Panelist, Caller ID/Privacy Issues, The Annenberg Washingon Program’s Summer 
Faculty Workshop, June 1991.

Invited Panelist, Privacy Panel, American Bar Association, Section of Individual Rights & 
Responsibilities Annual Meeting, April 1990.

Session Organizer and Panelist, Special Session on Privacy and Direct Marketing, Marketing 
and Public Policy Conference, May 1992.

Invited Panelist, Symposium on Consumer Privacy, Chicago/Midwest Direct Marketing 
Days, January 1993.

Invited Panelist, "The Public Interest and Ethical Issues," National Academy of Sciences, 
National Research Council Panel on Confidentiality and Data Access, June 1991.

Invited Panelist, "Freedom of Information vs. Privacy," American Prospect Research 
Association Annual Conference, August 1992.

Panelist, "Information Technology & Privacy: The Social Science Contribution," American 
Political Science Association annual meeting, August 1991.

Invited Panelist, Consumer Privacy Panel, Direct Marketing Association Government Affairs 
Conference, May 1991.

Invited Panelist, POS Systems Panel, "Privacy in the 1990’s" conference sponsored by the 
U.S. Office of Consumer Affairs and the National Consumer’s League, June 1990.

Invited Panelist, "A Forum on Consumer Privacy Issues," International Credit Association 
of Greater Washington, October 1991.

"The History and Evolution of Information Systems Research," (Invited), Presented at the 
Workshop on Research Foundations in Organization Communication and Information 
Systems, Academy of Management National Meeting, 1990.

Invited Panelist, "Privacy, Public Records and Direct Marketing," Ohio State Bar 
Association, May 1993.

"How Did They Get My Name?": A Preliminary Empirical Investigation of Consumer 
Attitudes Toward Information Privacy. Presented at the Direct Marketing Association 
Educators’ Conference, November 1991.



ACADEMIC HONORS

ACADEMIC AND PUBLIC SERVICE

Refereeing and Reviewing Activities

10

"Boundary Spanning Roles of the Internal Information Center", Presented at the Institute 
of Management Sciences XXIV International Meeting, Honolulu, 1979.

"MIS Research in the 1980’s and Beyond: Problems and Possibilities." Panelist, Presented at 
the Academy of Management National Meeting, Chicago, August 1986.

Editorial Board, Information Systems Research, 1987-. 
Editorial Board, Organization Science, 1988-1992.

"Bridging the Information Gap Between Organizations and their Environments: The Role 
of the Internal Information Center", Presented at the ORSA/TIMS Joint National Meeting, 
Washington, D.C., May 1980.

"An Organizational Message System Perspective on Transaction Processing Systems." 
Presented at the Workshop on Integrating Information Systems Perspectives and Traditional 
Organizational Communication Research, Academy of Management National Meeting, 1989.

"Information Accessibility and Context," (with E. Burton Swanson). Presented at the Radical 
Workshop on Organizations, Chapel Hill, N.C., May 1987 (invited).

"Computers, Automation and Strategy," invited panelist, Stanford Conference on 
Organizations, Asilomar, 1985.

"PROFS at the University of California, Berkeley," presented at the AFIPS Office 
Automation Conference, 1984.

Pi Sigma Alpha (Political Science)
Beta Phi Mu (Library Science)
Beta Gamma Sigma (Business Administration) 
IBM Corporation Doctoral Fellowship, 1978-79 
Burroughs Corporation Fellowship, 1976, 1976.
UCLA Academic Senate, Special Commendation as a Teaching 

Assistant, 1977-78.
UCLA Alumni Association, Academic Distinction Award, 1980.

"The Impact of Perceived Accessibility on the User of an Integrated Office Systems," 
Presented at the ORSA/TIMS Joint National Meeting, Los Angeles, April 1986.

Panelist, "Information Technology and the Future of Democratic Government in the United 
States," Eighth International Conference on Information Systems, Pittsburgh, December 
1987.



Ad hoc referee

Reviewer, Office of Technology Assessment, 1985-88.

Letters Written for Promotion & Tenure Reviews

Other Professional Activities

11

Textbook Reviewer: Addison-Wesley, Scott-Foresman, Little Brown & Company, BPI, 
McGraw-Hill, Merrill Publishing Co, Mitchell Publishing Company.

Academy of Management Review
ACM Transactions on Information Systems
Administrative Science Quarterly
California Management Review
Communications of the ACM
Communication Research
Computing Surveys
Journal of the American Society for Information Science 
Journal of Business Research
Journal of Public Policy and Marketing
Management Science
MIS Quarterly
Organization Science

Associate Editor, MIS Quarterly, 1985-1988.
Special Associate Editor, Management Science, 1985, 1986. 
National Advisory Board, Privacy & American Business, 1993-

Reviewer, National Science Foundation, 1981- . 
Advisory Board Panelist, Small Business Innovation 

Research Program, 1988, 1989. 
Advisory Board Panelist, Special Panel, 1990.

Academy of Management
Reviewer, National Meeting, 1981, 1986, 1987, 1988, 1990, 1993. Session 
Chairperson, 1981. Discussant, 1988.
Junior Faculty Consortium faculty member, OCIS Division, 1993.

Clarkson University
University of Hawaii
The American University (3)
UCLA
Florida International University (Endowed Chair)
Marquette University
North Carolina A&T State University
Stanford University



PROFESSIONAL MEMBERSHIPS

MEDIA APPEARANCES (On Consumer Privacy and/or Credit Reporting)

Print Media:

12

American Demographics
Atlanta Journal & Constitution 
Boston Globe

Academy of Management
Direct Marketing Association
Institute of Management Sciences 
International Association of Business & Society 
Society of Consumer Affairs Professionals

Task Force on Organizational Decision Support Systems 
(Information Systems & Decision Processes project, 
sponsored by TIMS and NSF), 1988-89.

Decision Sciences Institute
Doctoral Consortium Faculty Member, 1993.
Panelist, "Construct Measurement in MIS Research," 1993.

Society for Information Management
Advisory Board member, Capital Area Chapter, 1985-88 . 
Nominating Committee, 1987, 1988; Chairperson, 1989

Conference on Computers, Freedom & Privacy
Steering Committee member, CFP3, 1993. 
Advisory Board member, CFP2, 1992.

The Institute for Management Sciences
Vice Chair, College on Information Systems, 1984-1987. 
Program Chair, College on Information Systems,

1986-1987.
Panel Member, ICIT Doctoral Dissertation Competition, 

1989.

International Conference on Information Systems 
Secretary, Executive Committee, 1990-1992. 
Doctoral Consortium faculty member, 1986. 
Program Committee member, 1982, 1983, 1985, 1986, 1988,

1989, 1990, 1991.
Paper referee, 1982, 1983, 1985-
Session Chair, 1984, 1991.
Discussant, 1985, 1986.



Electronic Media:

13

ABC Business World
Bloomberg Business News
CBS This Morning
CNN Crier & Co.
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