



































Toward a More Open System 67

the facade of the formal ones. as in the 1968-1972 Vietnam peace
negotiations in Paris. On the other hand, the Pentagon Papers
episode illustrates that the competence and sincerity of the
negotiating performance of American officials may be a legitimate
public concern. While the fact of negotiations should be announced.
the positions put forward in the negotiations may properly be kept
secret during the period when the negotiations are under way. The
door should be left open. however, for a subsequent public
evaluation of the transaction.

Intelligence methods:. codes, technology, and spies. Specific
details of American information gathering activities should be kept
secret. That the United States manufactures codes for use in its
diplomatic and military operations is, of course, no secret. The
United States government officially denies its interception of
messages and its attempts to break codes. This “secret™ would be a
casualty of our scheme. in that the functions of the National
Security Agency would have to be made public. There is, however,
no reason why the details of the manufacture of codes. the
procedures used to break codes. or the fact that any particular code
has been broken should be made public.

We have discussed the need for such disclosures about
intelligence gathering organizations as will enable the expenditure
of public funds to be evaluated and controlled. There is no need for
the public or Congress to know the precise operational details of
such programs as satellite reconnaissance or foreign governmental
communications interception. The latter information is presently
protected by statutes against unauthorized disclosure.

The identity of particular spies, or other information
compromising to ongoing lawful operations, would of course be
appropriate matter for secrecy as well.

The Middle Category: Balancing

These efforts to specify categories of information that must be
released and those that should be kept secret do not pretend to cover
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TRLS 18 3jurely nOC A pactisan matter AS =he senior
Jff.2:3.3 of 2h1s admiaistraticn sppeac to have tot.ced. they
«0d.d Ze the fizsz to suffec under th.s ocder and =5 be cequiced
=2 suOdLT to the censorsnip of zhe next Zemoc:-it.C administzat:sn
«en@ver it say some. Those who checish the first Azendment and
-a@ z3cust pudblic debate that it promises wvant WJerntecger and
5dulzs along with Jaiq. Vance and 3cown to be adble to particifacte
f18l7 ia that debate.

The Congress 3ust find a vay to cemove =his sword of
camocles wvhich “angs over the c:gnt of full and f:-ee debate and
insuze that tadividuals can enter and leave the Sublic secrvice
jec:ice . the cxovliedge :hat the only constraint on what they can
sav .3 their own sense of duty and obliqaticn not to reveal
.nfor2ation vhich threatens our secucrlityY orf only serves to
advance :le intecests of our opponents.

Cn Sehalf of the ACLI. [ am pleased to coamend the

cozmittee for what :t has done and to urge you td move forward.
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.\I:-s_. .Scmzosoeg. M Haiper:n. we thank vou very much. [ -hink
vou acdeda an awrtul lot.

[ :nink your comments about the fact of how technicai the ireas
:n defense are and how easy it is for the people :n the Pentagon 20
controi that debate anvway, that if vou can erfecziveiv shut off any-
bodv who is on the outside from being able to ger in the debate—
we |n Amer:ca had to stand up and say, ‘[ don't know anvthing
aoout :t. but [ ;ust have this gut feeling that it is crazy.” and
nobodyv 1s going -0 print that. [ think that reailv concerns me about
the prepubiication review. [ think you are exactly right.

Let me sav that one of the things that has concerned :this vom.
mittee :n these top secret briefings that we have had has been
there are two 2oois of plavers. there are the professionais in the
Government—:n Derense. tn State. in CLA—the professionais who
have this access and will really be burdened very heavily by the lie
deteczor :ests and prepublication review; and then there are the po-
liticais :n the White House. and so forth. who also have access ov
direction of the President. R

We were apie to ask in the top secret briefings—but. of course.
ail :he answers were top secret—as to which of these two zools
tenced to de the most serious group of leakers. From vour exceri-
ence in Government. winich of these two poois tend to be the most
serious leakers’

Mr. Harperin. [ think there is no question that—I think it was
James Reston who said a long time ago that the American ship of
state is the oniv one that leaks from the top.

[t is clear. [ think. that most of the serious leaks—and my own
view is there are some things that should be kept secret and some
things have been reveaied that should not have been—but that
aimost always comes from senior officials. But it comes not trom
tormer senior otficiais writing articles or memoirs. it comes trom
current senior officials providing information to the press on what
is cailed background or deep background or deep. deep background.
Of course. none of that would be affected at all by this directive.
[nsofar as there is a probiem of unauthorized disclosure—I think
there is one—it is a verv narrow one. and it is one that would be
totallv unaffected by the provisions of this directive.

[ndeed. as [ suggest in my statement. the consequences might be
perverse. because what this directive does is to force a former
senior official. if he or she wants to reveal information. to either do
it on background or do it on an extemporaneous interview. rather
than write it out and think carefully about it. Once vou write 1t
out. vou then. under this directive. are required to submit it. So. it
will encourage people to speak off the cuff and to do extemporane-
ous live interviews on teievision. rather than write out ana think
about what thev want to say.

Mrs. ScHROEDER. But let's go back to people who are currentlyv in
office. [ can understand why anyvone currently in office would like
to seal off debate by others who could hold themselves up to saying
we had access. t00. and came out with different conclusion—so we
understand the political impiications.

[f someone currently 1n office. a high political appointee—say. 2
Secretary of State or a Secretary of Defense—were to casually leak
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<me , :his. do vou ever think that anv punishment would ever be
-1xen

Mr. HaLPERIN. No. It happens all the time. and nothing is—-—

Mrs. SCHROEDER. Were vou at our top secret briefing’

Mr :{:\usnm. No. But [ was in the Goveranment when it hap-
sened orten. and there is nothing to be done about it. [ mean.
Sresicents often are the most serious violators from the point of
.:.ew Jr the inteiligence agencies. They make things public that the
atetiizence agenctes consider highly classified.

Mrs. SCHROEDER. And they have the right o reclassify it if
invore ever came after them. right?

Mr. HareeriN. [t s a little late to reciassify it when vou say it on
:ationai television.

3ut. again, there is nothing. [ think. that can be done about that.
‘Vhen the Justice Department says thev want %o discuss with the
Jongress what o do about the problem of leaks. [ think they have
1n ooiigation—not to do what they have done. whnich is to identify
1 prooiem and then a solution. but the solution has nothing to do
st e probiem—they have an obligation to come up with a solu-
won. . think that if thev came up with a soiution to the problem of
sen:or orficiais un background revealing information that s proper-
v ciassified. the Congress ought to look sertously at that solution.
3ut as far as [ am aware. nooody has anyv 1dea what to do about
vpat that problem.

Mrs. ScHROEDER. | hate to summarnze what [ heard in so flip a
manczer. and [ don't mean it to sound flip. but it really occurs to
Tie that a lot of what the proolem is is that we have politicians
sunning the government—obviously. we always have had—and
-otit:c:ans talk. They are always able to overcome their innate shy-
<eii. And one or the big proolems is trving o get them to engage
srain cerore starting mouth. to put it in more mechanical terms.

S0. 7 vou reaily want to go to the soiution. vou have to have the
igministration taking their own peopie in tow and make them un-
:erszand how serious it is to start engaging brain before starting
<ouzn. whether it is in background. on television. or wherever. [t
.5 not 50 much the professionais. The proressionals are much more
iware of that. and they are not so verpal. and they do not have the
zodium and the platforms to be that verpal. So. the solution doesn't
it the problem. Nobody is saving there isn't a problem. but the
;uestion 1s. does the solution fit the proolem? That is one of the
‘rustrations we have been having. [ am pieased to hear that [ think
“OU are in concurrence.

Mr. HareeriN. [ think there is a problem. but there is no solu-
on zo it. This proposal is not a soiution to the problem.

Mrs. SCHROEDER. Again. thank vou very. very much for being
tere this morning.

[ am going to have the next four peoole come torward as a distin-
fuisned group. [ think they are all peopie very concerned about

.ournaiism and the first amendment. and [ really would like to
-ave all of them sit at the tabie togetner. because [ think just their
:nifted presence will help.

First we have Mr. Townsend Hoooes. the president of the Asso-
:rfation of Amer:can Publisners: we nave Mr. Jim Hampton. who 18
‘ne very distinguished editor of the Miami Heraid. and for the
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Amer:can Assoc:ation of Newspaver Editors: Robert Lewts. nation.
a1 secretary ot the Soc:etv of Professional Journaiists. Sigma Delta
Chi: and we have Mr. Jack Landau. executive director of Reoortery
Commuittee for Freedom of the Press.

[ am doing this because [ think it is very interesting 0 have pub
.isners. editors. journaiists. and reporters all at the same -aoie.

You nave ail been in nere all morning being subjected -0 ail sorts
of intensive tesumonyv. We are going to put all vour wr:tten state
ments 1n the record. and [ think it would be great for all of vou w
«ind of summarize vour statement. Maybe you even want 20 re
spond to some of the things you heard. because [ think that would
Se neipful to the committee as it all unfolds. if there is anvthing
:hat triggered some response in you.

Mr. Lanpat. Excuse me. Madam Chairperson.

Mrs. SCHROEDER. Yes.

Mr. Lanpac. [ have a point of order.

Elaine English. who s a lawyver with our commitiee. may we
=ave permission to have ner sit here?

Mrs. ScHROEDER. Certainly.

Mr. Lanpat. She is the director of the FOI Service Cencer.

Mrs. ScHROEDER. That is wonaertul. [t is our first ina:cation of
affirmative action we nave had all morning. We are deiigated to
nave ner.

Mr. LANDAU. She just took the Bar yesterday, so she mayv not be
as acute as usual.

Mrs. ScHROEDER. | know vour feeling. [ didn't take the Bar. but
-ve took New Hampshire. which is the same thing.

Why don't we start with you. Since you started out with the
zoint of order and had the wisdom to bring a young woman, we
w1il let vou fire off.

For the record. it would be helpful if each of you gave vour name
2s vou started. Then we will have questions back and forth in an
.nlormal way.

STATEMENTS OF JACK LANDAU. EXECUTIVE DIRECTOR. REPORT-
ERS COMMITTEE FOR FREEDOM OF THE PRESS. ACCOMPA-
NIED BY ELAINE ENGLISH. DIRECTOR. FREEDOM OF INFORMA-
TION SERVICE CENTER. REPORTERS COMMITTEE FOR FREE.
DOM OF THE PRESS: JACK HAMPTON. EDITOR. MIAMI HERALD.
ON BEHALF OF THE AMERICAN SOCIETY OF NEWSPAPER EDI-
TORS: TOWNSEND HOOPES. PRESIDENT. ASSOCIATION OF
AMERICAN PUBLISHERS. INC.: AND ROBERT LEWIS. N. ATIONAL
SECRETARY. SOCIETY OF PROFESSIONAL JOURNALISTS.
SIGMA DELTA CHI

Mr. Lanpat. My name is Jack Landau. [ am the executive direc-
tor of the Reporters Committee. wnich is a public interest derense
fund for the press.

[ am accompanied by Elaine English. who is the director of the
FOI Service Center. which is a project of our committee's. We have
0 many people here. [ don't know how you want to conduct this.

[ think. from the point of view of many people in the press, this
biil i1s more important than just its specific prowsxons whnich we
think could be tightened a iittle bit. We think perhaps the time nas
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point of view on phvsical searches rather than have us in a sense
tighten it up but still allow secret search even with a court order.
Is that a correct interpretation’

Mr. HarperiN. That's right. We've been frankly looking for a
client for this case. And we’'ll test that one of these days.

But our view is that what the Administration is prepared to
accept is in our view so clearly unconstitutional that even though.
as vou say, it would put some limits on what is now being done, we
think it just doesn’'t pass muster.

Chairman Boren. Right.

Mr. HALPERIN. And we say that reluctantlv because we should
like to put some limits on this. But we just don't think that what
theyv propose is anywhere near—

Chairman BoreN. You'd rather continue to leave that in an area
where vou are doing battle with them on the constitutional point?
At least for now.

Mr. HarreriN. We continue to hope that we will persuade the
Congress that you ought to stop it which will then get the Adminis-
tration in here in a serious negotiation.

Chairman Borex. What about the question of the uniform stand-
ards? I gather vou really don’t have a problem with the concept of
uniform standards?

Mr. HALPERIN. No we're for them. We support legislated uniform
standards.

Chairman BorexN. But vou think that in terms of some of these
provisions. it should be limited only to those most sensitive and not
all TOP SECRET clearances. We, by various estimates have seven
or eight hundred thousand people with TOP SECRET clearances.
What if it ends up we have three hundred thousand people in com-
partmented programs. Does that create a problem for you?

Mr. HarperiN. What [ suggest in the testimony is not all of them
either. [ would leave it to the head of each one of those programs
to decide whether the reason there is a special compartmented pro-
gram is one that is likely to make them in fact a target for the
investigation. .

It is also, at least when [ had such clearances, which was a very
long time ago, there were sub-categories within each of those and
one could have easily imagined some people who had special com-
ranmentalized intelligence to read the product of a particular col-
ection system were unlikely to be targets as compared to the
people who had access to the procedures for collecting.

Mr. Kampiles. for example. must have had access not only to the
first level of clearances related to satellite communications. but to
the second or third level because he had that manual. [ never saw
that manual.

So that [ would say not evervbody who has a particular special
compartmentalized clearance is likely to be designated by the head
of that program as a likely target of a counterintelligence investi-
gation.

Chairman Bogren. Right. I think that you are right in terms of
constraining it. It's not only a matter of trying to hold to a mini-
mum interterence with personal privacy but it's also a very practi-
cal matter that you only have so many resources. You can only
tarzet vour attention on so many people and it would be better to
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with you about people not thinking about the death penalty. [
think especially now as we see espionage motivated by ideological
reasons to monetary ones. my own experience is that people do
think about the consequences. and especially peopie who want to
make crime pay and want to make espionage pay. And wnere vou
don’t have a specific murder invoived. [ do not think that that line
of cases is applicable here at all. There you are talking about no
murder for rape. or no murder for a remote accessory in a felony
murder. But where you subject many people to the risk of death
and have a very prime societal in::rest as you do in espionage, [ do
believe that the constitutionality would be upheld. But [ agree that
we are not going to settle this today.

Thank you very much. Mr. Halperin. Thank you., Mr. Chairman.

Chairman Boren. Thank you very much. Thank you, Senator
Specter. for continuing on and thank you. Mr. Halperin. for some
very, very helpful testimony.

Mr. Harperin. Thank you. Mr. Chairman. [ very much appreci-
ate it.

Chairman Borexn. Thank you.

Our next witness is Kenneth E. deGraffenreid who served as Di-
rector for Intelligence Programs at the National Security Council
under the Reagan Administration. In this capacity he was responsi-
ble for developing and coordinating the counterinteiligence and se-
curity policies for the Administration. As [ mentioned earlier, since
he left the White House, he has been affiliated with the National
Strategy Information Center and has written extensively concern-
ing improvements in counterintelligence capabilities.

And [ know, Mr. deGraffenreid, that you need to be out of here
in about 15 minutes, and so what I would like for you to do if you
can is summarize. hit the highlights of your testimony. We'll put
your entire testimony in the record. And then we will trv to con-
strain our questions as much as possible to get you out in time to
catch your plane. | apologize we have gone on so long, but it has
been because of the interest in this subject and the caliber of the
testimony we have received. We very much appreciate vour incon-
veniencing yourself to come and take the time to be with us today.

[The prepared statement of Mr. deGraffenreid follows:)

PrePARED STATEMENT oF KEvNETH E. DEGRAFFENRZID

Mr. Chairman. it is an honor and pleasure to have this opportunity to speak with
vou today on the recommendations on security and countenintelligence made to you
b{ 1!519% Eli Jacoos Panel and on S. 2726, the “Counterintelligence Improvements Act
ol

As one who began working on security and counterintelligence policy 1ssues as a
staff member on this Committee in the late 1970's (as Senator Chafee's designee)
and wno had responsibility for pushing security and countenntelligence reforms as
director of intelligence programs on the NSC staff at the White House for most of
the 1980's. [ know tirsthand how this Committee has carmed the torch in this vital
area of protecting the nationai secunty from the foreign intelligence threat. Over
these years. the Committee nas consistently kept energy and attentlon focused on
reforming and improving the Nation's secunty. countermeasures, and countenntel-
ligence capapilities. The Committee s interest has remained steadfast even when. on
gcca.non interest and attention has tlagged within some quarters of the Executive

ranch

While substantal progress has been made in improving these capabilities. this
area of Government has nroven part:culariy resistant to reform =nd 0 change. even
in the face of a decaze or strategiczlily :!am:uzm. espicriage disasters There is a sen-

































































































































































































































































































































