



































THE SECRETARY OF DEFENSE
WASHINGTON, DC 20301
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Dear Mr. President,

As you know, | directed the Department's Office of Inspector General (1G) on
December 13, 1999 to assess the environment at representative installations with
respect to the application of the Department’'s homosexual conduct policy. The
assessment includes a review of the extent to which the harassment of service
members based on perceived or alleged homosexuality occurs and the extent to which
disparaging speech or expression with respect to sexual orientation occurs or is
tolerated. The Inspector General surveyed some 71,500 members at 38 installations
and 11 ships and/or submarines. He has completed his report and forwarded it to me.
This letter summarizes the |G’s report, comments on the recent report by the
Servicemembers Legal Defense Network on the Department's “Don't Ask, Don’t Tell”
policy, informs you of the changes | have instituted in the past few months throughout
the Department to strengthen implementation of the Department’s policy on homosexual
conduct in the military, and outlines measures | am directing today in response to the
Inspector General's report.

The Inspector General's report convinces me that additional actions gre
necessary to address the prohlem of harassment of service members who are alleged
or perceived to be homosexual. Over one-third of respondents participating in the
survey reported that over the past year they had either witnessed or experienced some
form of harassment based on perceived homosexuality. Although the most frequent
type of harassment identified was offensive speech, a small but significant percentage
of respondents reported that more serious matters were involved. In most cases, the
harassment was not reported to the chain of command. We have no way of knowing
the extent to which the results of this survey reflect a larger societal issue.
Nonetheless, we simply cannot tolerate harassment in the Armed Forces

On March 9, the Servicemembers Legal Defense Network (SLDN) issued their
latest annual report, “Don’t Ask, Don't Tell, Don’'t Pursue, Don’t Harass”. Insofar as the
SLDN report identifies specific cases where potential problems may exist, it provides a
helpful complement to the Inspector General's report. The Department intends to
review the specific cases in the SLDN report and will seek to determine if further action
is warranted.

| know that you share my view that harassment of our service members for any

reason seriously undermines the good order and discipline that is critical to an effective
fighting force. The leadership of each Service must continue to work to ensure that
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everyone in the Armed Forces understands that harassment, whether based on race,
religion, gender, perceived sexual orientation, or any other basis, is unacceptable.

Since last August, my office has taken several strong steps to ensure that our
policy is clearly understood and fairly enforced.

August 12, 1999
e Service Secretaries asked to issue guidance that judge advocates should

consult with senior legal officers at higher headquarters prior to
investigations into alleged homosexual conduct. In addition, Military
Department secretarial level approval must be obtained prior to initiating
any substantial investigation into whether a service member made a
statement regarding his or her homosexuality for the purpose of seeking
separation.
Guidance issued.

e Service Secretaries asked to ensure that DoD guidance regarding the
investigation of threats against or harassment of service members on the
basis of homosexuality be effectively disseminated at all levels of
command and is made part of the training programs for law enforcement
personnel, commanders and supervisors, and is incorporated into the
required training that members of the armed forces receive upon entry into
the armed forces and periodically thereafter.

Guidance issued.

o Service Secretaries asked to ensure that their Inspectors General include,
as an item of specific interest in their inspections, review of the training of
those charged with the application of the policy on homosexual conduct, to
include commanders, attorneys, and investigators.

Guidance issued.

December 13, 1999
e DoD Inspector General directed to assess the environment at
representative installations with respect to the application of the
Department’'s homosexual conduct policy and report in 90 days.
Report completed.

December 18, 1999
e Service Secretaries instructed to provide updated training materials,
incorporating training regarding threats or harassment, to the Office of the
Secretary of Defense by January 17, 2000 for review and approval.
Materials provided.
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tion is safe, more of them will flock to the
Net—and click, not exit. There are other ex-
plicit benefits for the industry. Privacy standards
create a level playing field, so companies don’t
fall into an arms war, each trying to collect the
most data—at any cost. “Business will benefit from
the right level of government involvement,” says
Nick Grouf, founder of Peoplepc, which offers cheap pcs
and Net connections. “Standards are good, but they need
some teeth, and this is where government becomes a good
partner.”

FEDERAL STANDARD. In the long term, the privacy protection
that BUSINESS WEEK espouses will make life simpler for
businesses on the Net. More than 20 states already are
moving to enact some kind of guarantees. A minimum fed-
eral standard of online privacy would decrease the cost and
complexity for companies. It also would increase trust. If
businesses really want to be close to their customers, trust
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Some 20 states are moving
to protect Net privacy.

A federal effort would cut
costs and complexity

is paramount. This approach also will shrink the gap
that has arisen between the U.S. and Europe, where pri-
vacy already is recognized as a right. The Europeans have
stood firm, putting American companies in the peculiar po-
sition of extending greater privacy protection in Germany or
France than at home.
It’s time to iron out the inconsistencies. Here are our pre-
scriptions for protecting personal privacy without jeopardiz-
ing the promise of e-commerce:
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OINT PLAN

E-privacy and e-commerce can coexist. Here's how to safeguard both

© DISPLAY YOUR PRACTIGES

Privacy policies seem like very simple things. Companies

put up a notice online about how they gather and use

information, and it’s win-win from there. Consumers get
the lay of the land, and Net companies pass on to consumers
the responsibility for their online privacy.

If only it were that simple. These little postings have ac-
tually been the focus of rancorous debates for years. The
tricky thing is that once policies are up there for all to see,
companies are legally obligated to uphold them. That’s one
reason sites have dragged their feet in putting them up. Or
should we say down? The statements are usually buried at the
bottom of the page, and seem to be drafted by life-forms on
a distant planet.

It’s time that policies be written for mere mortals. Not
many sites do a great job of explaining how information is
tracked, used, and disclosed to partners. Consider the privacy
policy of search engine Ask Jeeves. The company first says it
always asks permis-
sion before providing
information to part-
ners. Yet on a regis-
tration form, the choice given to consumers is that informa-
tion is shared unless you say otherwise. To confuse matters
further, the policy later states that: “Ask Jeeves sometimes
co-sponsors [sweepstakes and contests] with other companies,
in which case the user’s individual contact and demographic
information is likely to be shared with participating sponsors.
[The] information will not be released ... without the user’s
consent.” So which is it: Is your information automatically
shared unless you go the extra step to object? Or is it kept
private unless you pipe up and give the green light? When
asked directly, Ask Jeeves says it depends. Depends on
what? It's fine for companies to have different options, but
too vague possibilities baffle consumers, rendering privacy no-
tices useless.

One solution might be simple icons that help to navigate
the policies. Like the “Information” sign that is recognized
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around the world, these symbols could be standardized: a
large “p” signifying “privacy policy” could be placed on the
top right-hand side of the page, on a registration form, in an
electronic shopping cart, or anywhere that information is
collected on a site. Often it’s not clear, upon registration,
whether you need to locate an “opt-out” button and click on it
to stop the site from sharing your information with others, or
whether the site intends to ask your permission each time it
wants to pass information to another site. Icons could help
clarify this (page 88).

SECOND OPINBON. Simple road signs on the Info Highway may
seem trivial, but understanding the full measure of privacy poli-
cies is no joke. They resemble contracts. Indeed, they are
generally the only privacy-related feature on sites that can ac-
tually trip a lawsuit. In January, New York District Attorney
Spitzer used privacy policy violations by Chase Manhattan
Bank and Sony Music Entertainment Inc.’s InfoBeat to curtail
their sharing of data. “We have an obligation to define reason-
able boundaries,” he says. “We have to articulate what privacy
rules should be and then how to enforce them.”

It isn’t enough to have just any old policy, though. The
statements need to follow the Fair Information Practices,
clearly laying out how each site addresses choice, access,
and security. Policies should outline how a person’s information
is shared and how to limit its use. Contact numbers or e-mail
addresses should be available. And the date on when the pol-
icy was last changed should be clearly stated. Web execs
make a good argument when they say that it’s hard to know
how they will use data in the future. But they should alert
consumers when the policy changes. Amazon.com, for exam-
ple, says it doesn’t sell or trade information now, but adds:
“We may choose to do so in the future.” The only notice
the company says it will give is a change in its policy online.

The sharing of information is a white-hot button in the pri-
vacy debates. And for good reason. A Georgetown University
survey of the privacy policies on health-care sites showed
how common this is. Of 21 sites sampled, six offered as-
sessments on health conditions that were actually run by oth-
er companies. Some companies shared names, ages, and e-
mail addresses, which makes it hard for users to know who
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has their personal data or which privacy policy to rely on.
In the best of all worlds, companies should bind partners
with whom they share data to their privacy poli-
cies. At the very least, they should inform
consumers that they plan to transfer per-
sonal information to a partner. That
way, consumers can check out the
partner’s privacy policy and
make an informed decision
about whether they want to
participate.
DEFTRING TERMS. [t's all too vague
on Yahoo’s Web site. That’s partly
because the No. | site on the
Net has what's known as a “uni- |
versal registration,” where peo- 'j
ple sign up once and are enti-
tled to a host of different |
services—from e-mail to auctions
to private personal calendars.
But the universal registration
information also ties in with other
services offered through partners,
such as the reservation service Trav-
elocity provides. While details about
data-sharing practices are explained

fine “personally identifiable in-
. formation,” because that de-
scription can change from site
to site. Just as vital, they
need to spell out the tech-
nology used to track and
profile consumers. Real-
Networks, which over-
hauled its privacy policies
this fall after being ac-
cused of compiling infor-
mation about the musical
tastes of users, has a
straightforward  ap-
proach. It breaks out
every tracking tech-
nique it uses and ex-
plains them simply and
effectively. In contrast,
CBs SportsLine explains
that it uses 1P addresses
to identify users and their
shopping carts but doesn’t
bother to explain what an 1p
address is. For the record: This

v.

on Yahoo, they are buried many & DISCLOSU E
clicks deep in so-called terms of ser- /i . N
vice agreements, which aren't & “This doesn’t make

marked as privacy policies. -
Some companies, such as PeoplePc
and eBay, have very clear policies that
give descriptions of how information could be
passed to partners and naming some partners as
examples. They also try to provide some level of
surety. For instance, eBay Inc. says that before it
provides personal information to partners, it lets users see
the data it has collected. That’s a step forward, but still lim- | is a trackable number assigned to your pC every time you
iting. To prevent eBay from sharing your data, you must | connect to the Web.
choose not to use the service. And for those who give the Clearly, privacy policies are backbreakers to write. But it
0.K.? Once the information is transferred in these co-brand- | seems the hardest part about them for any company is com-
ed services, eBay says it has no control over how partners | ing up with a privacy philosophy that they will stick to.
use the data. Once this hurdle is crossed, however, the positive impact
It’s crucial that these partnerships, data-gathering tech- | might resonate into the brick-and-mortar world as well. Pri-
niques, and customer options are spelled out, especially for | vacy policies governing credit reports, drug prescriptions,
Net newbies. Companies must be clear about how they de- | and more could follow the new model for the Internet.
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any sense,” she said. “You
are obliged under law to spell
this out more clearly”

< HOwW TO DRAW the LINE

DISPLAY YOUR PRACTICES Privacy policies should be
mandatory, easy to find, and written in plain English.
Companies should clearly state why they are collecting in-
formation and collect no more data than they need for
that purpose. Data collected for one purpose shouldn’t be
used for another without consent. A simple set of icons
should be developed to warn people about privacy threats.

GIVE PEOPLE A CHOICE If a business wants to col-
lect information about a consumer’s health, finances,
or sexual orientation, it should ask them for permission
first. This allows a Web surfer to opt-in. The same rule
applies if the company wants to resell personal data or
share it with advertising networks. In all other situa-
tions, users should be given the option to withhold
their information by checking a prominently displayed,
easy-to-understand box. This is called opt-out.

SHOW ME THE DATA Consumers must have the abili-
ty to look at and correct sensitive information, such as
financial and medical data. There should also be a
mechanism for double-checking a profile that com-
bines personal information with online habits or js
shared with another company. This is especially urgent
when a profile triggers offensive or unwanted market-
ing solicitations. Web sites and marketers should share
the responsibility for this.

PLAY FAIR OR PAY These rules won't enforce them-
selves. A broad law ensuring privacy online must be
passed at a federal level. An agency, such as the FTC,
would enforce and interpret the law according to the
Fair Information Practices. Companies should also peri-
odically disclose their practices in some kind of public
record, such as SEC filings or trusted third-party audits.
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= be widely available on tiny cell phones and

DANGER! DANGER!

Nothing gets people’s attention like a
good, loud warning sign. For those
who don’t have the patience to

; 4 This site This site This site Privacy
burrow through privacy policies, collects collects transfers data | policy
here’s a set of icons that could flag .| financial health to other located
polential perils. information | information | companies here

ight now, there’s only one way you can be sure that

O GIVE PEOPLE A CHOICE
the sensitive details of your life won't spill out over the

R Internet: Don't log on in the first place.

Short of doing that, consumers who surf the Web do so at
their own peril. There are practically no laws to stop sites
from ferreting out as much personal information about you as
they can get their hands on—and then turning around and
selling it to the highest bidder. If an AIDS patient visits a
health site to investigate the side effects of the drug Az, that
site is free to market the information to drug companies,
insurers, or anyone else.

Things don’t have to be this open. What is needed is a

way to give consumers more control over what is collected
about them and more say over how it can be used. Proposed
new federal and state laws would require Web sites to allow
consumers to ‘“‘opt out” of a company’s data-collecting and re-
sale operations. How? The new laws would force sites to dis-
play a box, which, for example, could be checked off by
AIDS patients if they didnt want health-care sites to track the
screens they read, store their credit card numbers, or resell
any of that information.
OPTING OPTIONS. Of course, many Web sites already let vis-
itors opt out. But most of those opt-out boxes are buried.
Some of the proposed new privacy laws, such as a Senate bill
being sponsored by Ron Wyden (D-Ore.) and Conrad Burns
(R-Mont.), would require every Web site to offer a clearly
written, prominently
displayed opt-out box.
Under such bills, con-
sumers who arrive at
the home page of Yahoo, Amazon, or eToys, would be
able to find the opt-out box right under their nose, per-
haps on the upper righthand corner of their screen.

But even such prominently placed boxes might not
be protection enough. Studies indicate that people
who may otherwise be worried about online privacy
are not going to stop their surfing long enough to
read a few sentences of dense boilerplate, and then
click on a box. That’'s why some politicians and
privacy advocates are pushing even tougher
protections. Rather than put the burden on
consumers to opt out, they want to put
the burden on companies to get Web
surfers to opt in. Before a site could start
collecting and selling most data, it would
have to get people to check a box giving it
permission to do so. A controversial Senate
bill to do this has been proposed by Robert
Torricelli (D-N.J.).

[ndustry reaction to giving consumers more
choice ranges from genuine enthusiasm to hy-
perventilating hostility. Among critics, opt-out
legislation is generally regarded as the lesser
evil. But because information technology is
evolving rapidly and the Internet soon will
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other devices, some online executives worry that a bulky, fed-
erally required opt-out notice might not fit. *Having laws get
down to pixel counts and screen layouts won’t work,” says
Max Metral, chief technology officer for PeoplePc.
Nonetheless, most Web executives can live with opt-out.
But they are terrified of opt-in. Execs worry that many peo-
ple simply won’t be willing to make the extra effort that
opting in requires. As proof, some cite the Children’s Online
Privacy Protection Act, a 1998 law that limits the collection
of information about kids under 13. Among other things,
COPPA requires parents to opt in, by written letter or fax to
the site, before their children can use online chat rooms and

| message boards. Just ask Julie Richer, president of San

Francisco-based cyberkids.com, a site that targets 7- to 12-
year-olds. Richer says copPPA has caused message board and
chat room traffic to plummet by more than 40%.

But the objections to the opt-in rule go beyond the issue
of reduced traffic. Advertising revenues might also suffer un-
der Torricelli’s opt-in proposal. There would be less free
information available, making it harder for companies to
put together the kinds of demographic profiles that allow
them to target customers more precisely. Says DoubleClick
President Kevin Ryan: “The Torricelli legislation would
have a very negative impact on the Internet.”

There’s no doubt that opt-in would hike the cost of doing

INFORMED DECISION

“Do you wish to reveal personal
medlcal information at this site?”
he asked. “If so, this is
how we'll share the
data with

o
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business online. But it's not as bad as its detractors claim.
For one thing, companies would be able to lure people to opt-
in by offering Web surfers cash and other incentives. It
also would earn the goodwill of privacy-conscious Web
surfers. One convert is Gregory Miller, chief Internet strate-
gist for MedicaLogic, a Hillsboro (Ore.) site offering online
health information, and a member of the Federal Trade
Commission’s new advisory committee for online access and
security. His company
supports opt-in on the
theory that customers
will be attracted to a
site that takes privacy concerns seriously. “If you ask some-
one for permission to market to them, you build a loyal
customer,” says Miller. “It’s our job to convince the con-
sumer that it’s a good idea to opt in by being truthful and
showing what the benefit is.” One way MedicaLogic would do
this: [t could persuade diabetes sufferers to surrender their
personal information by offering timely updates on advances
in treatment. “There are so many users out there, and the
Net is growing so rapidly, that you can still get a reasonable
return on your investment. People can be persuaded to opt
in,” says Miller.

Ideally, the best way to protect privacy on the Net is to
combine the best elements of both opt-out and opt-in—as the
European Union does. Opt-in methods are relatively ex-
treme, so they should be used only for the most sensitive in-
formation—your chronic heart problems, for example, or
the details of your financial holdings and your sexual
preferences. And rules should be strict. No pre-checking
of the opt-in box allowed. Instead, companies
should be forced to describe what type of in-
formation they will be collecting

ACCESS
“I don’t think you
have understood
me properly,” she
said. “Please
show me the
online profile
that you have
compiled
about me”

and what they will be doing with it. Fi-
nally, opt-in also should be required
before a company can resell any in-

formation about a Web surfer to a 4
third party or share it with an ad
network, since this offers few bene-

fits to the surfer.

Apart from these extreme situa-
tions, the rule should be opt-out.
Yes, it will be a pain in the neck to of- L —
fer consumers this much control over how -
their information is used. But the bigger hurt could

come from doing nothing and watching Web surfers opt

out of the Internet.
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© SHOW ME THE DATA

g. mericans gained a precious thing from the Fair Cred-

it Reporting Act of 1970: the right to inspect their

credit records and find out why the bank turned them
down on a car loan or a mortgage. No such privileges exist
when it comes to online profiles, and it won't be easy to in-
vent them. But some experts say the same kinds of tools Web
sites use to track visitors could be used to provide at least a
partial window into the data banks that store online profiles.

First, the downsides of doing that: The information a Web
site collects is often strewn among multiple databases. Com-
panies may not have the resources to query each one every
time a surfer gets curious. What’s more, the profile of your
browsing habits may be based on cookie files—the bits of
identifying code that Web sites deposit on your hard drive so
they can monitor your comings and goings. If that’s the case,
those profiles may be linked only to the computer you browse
from, not to your identity in the outside world. Do you real-
ly want to request access to that profile? The site would
have to authenticate you. And in the process, it would acquire
even more information about you than it started with. “It’s
clear that many systems on the Web were designed without
much thought to privacy,” says David M. Kristol, a member of
the technical staff at Lucent Technologies Inc.’s Bell Labs.
“These systems may be quite difficult to retrofit.”

Hard, but not impossible. Some of these challenges seem
tailor-made for smart software solutions. “If there’s data in a
database, it's there so that you can access it,” says Lorrie
Cranor, an AT«T Labs researcher who chairs a privacy
working group at the World Wide Web Consortium.

Second point: If your profile—warts and
all—is pegged to a string of numbers in cook-
ie files, then, in theory, a Web site could man-
age your request for access by matching it
to that same string. Authentication would be
far from perfect, but perfection is rare in
cyberspace. “We need a button we can
push that says ‘show me the profile you
have on me,'” says personal privacy
detective Richard Smith in Boston.
“That should be relatively straight-
forward, because they already
have an account mechanism,
the sign-in.” And if compa-

nies refuse? People could
take it to the Fair Trade
Commission.

The FTC, by the way, is
on the case. It established
an advisory committee on
online access and security
that began meeting on Feb.
4. It's made up of 40 peo-
ple, including lawyers, pro-
fessors, industry representa-
tives and privacy advocates.
And it plans to provide rec-

ommendations to the FTC
on a range of options by
May 15.

Not all the modes of on-
line behavior that come

before this committee

will be so terribly con-
troversial. Few argue
against letting consumers
see—and correct if neces-
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ENFORCEMENT

“Breaching privacy? I didn’t
know [ was doing anything
illegal,” he said. “And
anyway, everybody’s
doing it ”

sary—sensitive data such as financial records and medical
data. But many execs say providing access to routine info
would be a costly nuisance of dubious benefit to consumers.
“Do you really need to see that Banana Republic says you
bought five shirts when you bought four, and do you really
need to correct that?” says a lobbyist for one Web company.

But even where it’s a nuisance to business, consumers
should see more of
what goes on behind
the curtain. If you're
being hounded by a
direct marketer who is convinced you are interested in sex
toys, you should be able to see whose data generated this
profile. The marketer will probably argue that the data are
culled from too many places. But there’s an easy answer to
that, too: Make the marketers keep a source list. Computers
excel at keeping track of such things. If they were bad at it,
this privacy morass never would have happened.

O PLAY FAIR OR PAY

Better warnings. More choice. Access to your personal

records. These things will go a long way toward pro-
tecting your privacy. But they won’t be enough. After
passing the broad laws that we are proposing, Congress will
have to take extra steps to insure that companies honor them.
The reason: Privacy laws are unusually hard to enforce.
Say, for example, that you plug information about your stock
portfolio into a financial Web site but deny permission for this
information to be shared. Say that the site ignores your request
and sells the data to a charity anyway. Most likely, you'll nev-
er find out about the privacy breach. And even if you do, the
infraction didn’t cause you any economic harm. That means you
wouldn't have much finandal incentive to sue the offender—and
you'd no doubt have a hard time getting a lawyer to take
your case. “Only people with a real privacy vendetta are going
to sue,” says Jonathan Zittrain, executive director of Harvard
University’s Berkman Center for the Internet & Society.
Because enforcement is chancy, unethical Web sites will be
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tempted to cheat on the rules. So, to ensure that crime does
not pay, Congress will have to shell out a lot of money for pri-
vacy cops. Which agency should handle the job? Some experts
have suggested creating a brand-new federal privacy com-
mission—but that would be a political nightmare. Others
have suggested a government-authorized, industry-run group
such as the Internet Corporation for Assigned Names &
Numbers (ICANN). This type of quasigovernmental organi-
zation would probably move faster than a typical agency,
but it also would be vulnerable to becoming the pawn of
the very people they're supposed to regulate.

We favor giving the job to the Federal Trade Commission,

which has begun moving aggressively on the issue of Internet
privacy and which already enforces the Children’s Online
Privacy Protection Act, the Truth in Lending Act, and the
Fair Credit Reporting Act. The agency should be empowered
to impose stiff penalties for violations.
PRIVATE PROTECTION. Of course, any privacy laws will need to
evolve. As the Internet makes its way onto cell phones, watch-
es, and other devices, some of the privacy rules that make
sense in a world of deskbound Pcs may become irrelevant. And
the long-term prospect of biometric authentication—where
fingerprints and retinal scans may be used as New Age pass-
words to Web sites—will certainly raise serious new privacy is-
sues. Such a scheme would require nothing less than a national
database of identifying biological data, raising the spectre of
abuse by both outlaw hackers and Big Brother prosecutors.

Meanwhile, new technologies will certainly emerge to help
consumers safeguard their own privacy. This summer may see
the launch of the long-awaited P3P software standard, which
will provide the means for consumers to set privacy prefer-
ences in their browsers and allow them to be automatically
alerted when the Web sites they click on have privacy policies
that differ from their choices. But this technology won't be a
panacea. Privacy isn’t just about fancy software. It’s also
about making sure that information is being used in the
ways companies had promised. Technology won’t protect peo-
ple from privacy invasions. Only people can do that.

By Heather Green, Mike France, and Marcia Stepanek in
New York, and Amy Borrus in Washington, D. C.

The Cover package continues with a poll on page 96




BUSINESS WEEK/HARRIS POLL

A GROWING THREAT

Concem is rising over privacy on the Net, with a clear ma-
jority—37%—now favoring some sort of laws regulating
how personal information is collected and used. Regulation may be-
come essential to continued growth in e-commerce, since 41% of online shoppers say they are very
concerned over the use of personal information, up from 31% two years ago. Perhaps more telling,
among people who go online but have not shopped there, 63% are very concerned.
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MORE AND MORE NET SHOPPERS

If you go online from home, work, or another location,
have you ever used the Internet, World Wide Web, or online service
to purchase anything?
MARCH, FEBRUARY, FEBRUARY, SEPTEMBER,

2000 1999 1998 1997
Have purchased................... 45%...... 31%" .. 23%........19%
Have not purchased.............. 55%...... 69%....... 77%........ 81%

VERY SOMEWHAT NOTVERY  NOTATALL DONT
COMFORTABLE ~ COMFORTABLE COMFORTABLE COMFORTABLE KNOW

Merged your browsing habits and shopping patterns into a pro-
file that was linked to your real name and identity
......................... 3% .cceeeeeivieenn 7% ooeeeeennnn21%.........68% .... 1%

| Created a profile of you that included your real name and iden-
| tity as well as additional personal information such as your

income, driver’s license, credit data, and medical status
......................... 3% .ccieieenceeen?% eeeneeen.. 13%.........82% ....0%

ONLINE BUYERS DREAD JUNK MAIL
If you have made online purchases, how concerned are you about

each of these possibilities?

VERY  SOME- NOT NOT
CONCERNED  WHAT  VERY ATALL

The company you buy from uses personal information you pro-
vide to send you unwanted information

March, 2000........cccceeceevrverrieecnernnen. 41%....37%....16%.....6%
February, 1998.........cccoovvevverecnnenn. 31%.....34%....31%.....4%
The company or one of its employees uses your credit-card
information to make purchases without your consent

March, 2000........ccccecveevereieerivennnn 39%.....31%....22%......7%
February, 1998........cccoccevvvveenneennne 56%.....25%....12%......7%
In the course of the transaction, your credit-card information is
made accessible to others who might use it without consent
March, 2000..........ccccecereurerecrereeneene 42%....34%....17%.....6%
February, 1998.........ccccevveevirvenenns 56%....28%....11%......3%

NONBUYERS WORRY ABOUT PRIVACY AND FRAUD

If you go online but have not purchased anything, how concerned
would you be about each of these possibilities if you were to buy
anything?

VERY SOME- NOT NOT
CONCERNED WHAT  VERY AT ALL

The company you buy from uses personal information you pro-
vide to send you unwanted information

March, 2000.......cccccveeeiiecinmrereiecnnnneens 63%...31%.....4%.....2%
February, 1998..........ccccecvvevevrerenenn. 52%...34%...11%.....3%
The company or one of its employees uses your credit-card
information to make purchases without your consent

March, 2000.........cccoeverieerrercnenneenne 71%...18%...... 7%.....4%
February, 1998.........cccovveveeervcreerens 80%...12%......6%.....2%
In the course of the transaction, your credit-card information is
made accessible to others who might use it without consent
March, 2000.........cccoevveerereeercreeerennnn. 76%...20%.....3%........ L
February, 1998.........ccccovveervreennennnns 86%...10%.....2%.....1%

AN ONLINE PROFILE IS DISCOMFORTING

Some Web sites track users’ personal information to match users
with products and services that meet the users’ needs. Other Web
sites profit by sharing or selling user information to other
organizations. If you use the Internet, how comfortable would you
be if a Web site did the following?

VERY SOMEWHAT NOT VERY NOTATALL DONT
COMFORTABLE ~ COMFORTABLE COMFORTABLE COMFORTABLE KNOW

Tracked your movements when you browsed the site, but didn't
tie that information to your name or real-world identity
......................... 9% .....cc0000e.28% ......0....28%.........35%........"
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A PRIVACY GUARANTEE WOULD HELP
If you go online, to what extent would a policy that explicitly
guarantees the security of your personal information encourage

you to do the following?

NOT  DONT
ALOT ALITTLE ATALL KNOW

Use the Internet more in general

March, 2000.........ccccocerrrververrenacenes 40% ..40% ...19% .....1%
February, 1998.........cccccevevrvreeruernen. 18%...44% ...38% ........ .
Register on that Web site, providing personal information
March, 2000.........c.ccceevvrnieenerrereennne 30%...39%...31%.....1%
February, 1998..........ccccceevveverrveennen. 12%...44%...44% ........ .
Purchase products or service from that company

March, 2000.......cccceverrercernerenennnes 37%...36%...26%.....1%
February, 1998.........ccccoeevviricernreenne 15%...42%...43%......0%

If privacy notices let you “opt out”™—in other words, you could
choose not to have your personal informnation collected by a par-
ticular Web site—how often would you “opt out?"

A MAJORITY OF ALL PEOPLE POLLED FAVORNEW LAWS
Here are three ways that the government could approachInter-
net privacy issues. Which one of these three do you think would

be best at this stage of Internet development?
MARCH, FEBRUARY,
2000 1998

The government should let groups develop voluntary privacy
standards, but not take action now unless real problems arise

The government should recommend privacy standards for the

Internet, but not pass laws at this time................ 21%....... 23%
The government should pass taws now for how personal informa-
tion can be collected and used on the Internet........ 57%.....53%

None of the above.........cccovveerviericieeiernneenineeeninnes

More than one of the above
DON't KNOW..ociiieieieeeiiireieiccireeeeecsneeeeesennneeesassanees
(o A I G e

Telephone survey of 1,014 adults between Mar. 2 and Mar. 6 by Hamis
Interactive. Except where noted, don’t know and refused not inctuded.
Some categories do not total 100% due to rounding.

*Less than 0.5%

For more complete results and relat-
ed stories, see the Mar. 20 issue of
www.businessweek.com.
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RETOOLING THE CAPE

Cape Gears For New
Vehicles, Launch Surge

CRAIG COVAULT/CAPE CANAVERAL

Technology upgrades and commercial potential fuel aggressive pace
at historic launch site. A 50% increase in flight rate is predicted.

he rapid growth in launches for com- C
and the advent of major new rock-
et systems are forcing long over-

due changes to the federal policies and hard-

ware that govern the schedule and cost of
operations at Cape Canaveral, increasing-

ly the world’s busiest launch site.

The White House National Security
Council and the Office of Science and Tech-
nology Policy have just completed a sweep-
ing interagency review of both the Cape and
Vandenberg AFB, Calif., and the changes need-
ed for these launch bases to keep pace with rising
demand. The Air Force Defense Science Board also met
here in late February on a fact-finding mission to help spear-
head reforms.

The Cape is not about to “go commercial,” however, accord-
ing to the White House/interagency findings: “At this point in
the evolution of the U.S. space launch bases and ranges, pursu-
ing a radical change in management—such as transferring own-
ership and responsibilities for operations to a private or state en-
tity—does not appear to be in the interest of either the U.S.
government or commercial space sector.” It also said, for the fore-
seeable future, the U.S. space launch bases and ranges must con-
tinue to satisfy critical intelligence gathering, human space launch
and the testing of ballistic missiles, which together account for
more than half of the total range workload. Furthermore, no com-
mercial entity has expressed interest, willingness or a business case
that would make it possible to seriously consider such alternatives
in the near- to mid-term.

Bur the report—with input from the commercial sector and
seven federal agencies—opened the door to alternative manage-
ment structures that would incorporate better commercial busi-
ness practices. It also called for new policy or legislation thar would
enable private and state investment in the Cape’ infrastructure.

SUCH UPDATED POLICIES COULD make the expendable booster
operations at the Cape more competitive on a business basis with
facilities such as the European Arianespace launchsite at Kourou,
French Guiana.

“There is no busier spaceport in the world than Cape Canaver-
al and the Kennedy Space Center,” said USAF Brig. Gen. Don-
ald I Pectit, commander of Air Force Space Command’s 45th
Space Wing. “We have to make sure it is not only the busiest,
but also the most well-respected.”

With a workforce of 10,564, the 45th Space Wing manages
the 16,000 acres of Cape Canaveral Air Force Station (CCAFS),
Patrick AFB and the U.S. Eastern Range, spanning 15 million
sq. mi. of instrumented airspace critical to space launch and
submarine ballistic missile testing,
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YEAR

P OANAVERAL 415 o8 Commercial operators, such as Boeing and Lock-
mercial and scientific space missions " THE FI

y

RS" heed Martin, are responsible for their vehicles’

F pads and processing facilities that they lease or

J B  license from the Air Force or construct on
property leased from the Air Force.

The CCAFS adjoins the 140,000 acres
of the NASA Kennedy Space Center where
14,860 mostly aerospace contractor per-
sonnel process and launch the space shut-

tle. The three entities—USAF Eastern
Range, CCAFS with its expendable booster

launch facilities and the KSC shuttle facili-
tiess—form what is designated as the Cape

Canaveral Spaceport.
As the Cape approaches its 50th anniversary in July,
it is pushing toward an average annual flight rate of 43 missions
per year, a rate expected to be maintained through abour Fiscal
2008. This represents a 50% increase above the late 1990s and
is about equal to the annual torals for the Russian Baikonurand
Kourou launch sites combined.

The vehicle processing and booster and payload hardware
flown from the Cape and KSC already toral well over $10 bil-
lion annually and involve dozens of international contractors.

In addition, a large share of the annual $650 million the Air
Force devortes to operations and maintenance at both the East
and West Coast launch sites flows into the Cape and the East-
ern Range. Kennedy Space Center also spends about $1 billion
annually in NASA funding on vehicle processing and facilities.

AS PART OF THE OVERALL LAUNCH surge, construction teams
from across the U.S. are at work here on $550 million in new
Boeing and Lockheed Martin pad construction for the Evolved
Expendable Launch Vehicle (EELV) programs. The massive
$250-million Delta IV and $300-million Atlas V EELV facili-
ties stand more than 300 ft. tall and are the largest pads built
here since the Apollo program.

In addition to EELV, other major new users are coming to
the Cape including Beal Aerospace with its 3-million-Ib.-thrust
BA-2 booster and NASA with its X-34 and X-37 vehicles. The
basing of advanced-winged reusable launch vehicle (RLV) sys-
tems here, like the proposed X-33, are also a significant issue.
As the X-programs mature, the Cape is increasingly taking on
operations earlier done only at Edwards AFB, Calif.

And as the EELVs push toward their first flights, the current
Atlas and Delra vehicles continue to maintain high annual flight
rates with nearly a dozen missions a piece planned here in 2000.
Just the existing Atlas and Delta operations annually involve
abourt $4.5 billion in boosters, payloads and processing here,
much of it commercial.

During 2000, these operations will also include the first launch
of the Atlas III with Russian engines in April, and by mid-year

















































































