Balancing Interests

HHS
1. Privacy interests generally

2. Special sensitivity of health records:
mental health/HIV/reproduction

3. Importance of protecting health records
to obtaining health care and viable
doctor/patient relationship

4. Anti Big Government/snooping
Government database

DOJ

1. Law enforcement effectiveness in the
face of costly/time-consuming/procedural
hoops

2. State and local objection to preemption
Most crimes are state/local level

3. Concern re: privacy is insurers, snoopers,
not legitimate law enforcement

4. Imbalance between access where crime is
health care fraud v. terrorism/violent crime



Issues

What procedures are required when
. patient is a target
. crime is not health care

- Exceptions for access
witness
victim
fugitive

- No exception for access
research

statistical information
public health authorities

Question 1: Notice to Patient

HHS: list of exceptions which law DOJ: heavy lawyering to establish specific
enforcement must prove in court before exemptions, case-by-case effort to obtain
delay of notice: delay

threat of harm time consuming

flight delay in notice has no practical utility

intimidation
destruction of evidence

Options

- Statute says when to provide notice
- Courts decide

Question 2: Standard for Court to use

HHS: clear and convincing evidence to believe information is relevant
probable cause to believe information is relevant

DOQJ: balance the public interests and the need for disclosure against the injury to the patient, to
the physician-patient relationship, and to the treatment services.
Can mix/match Q1/Q2

possible to expand fugitive to include perpetrator

Can have different standards for Feds v. State/local
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THE SCCRETARY OF NEALTN AND MuMAaN SERVICLS
WABHINGTON, 8.0 20701

April 12, 1996

MEMORANDUM FOR THE HONORABLE LEON PANETTA
Subject: Medical Records

I am writing in response to Director Riviin's memorandum recommending a position
for the Administrntiop on law enforcement access 10 medical records. ] believe thar our hest
course would be to adhere to the language we endorsed in the Mitchell heslth care reform

. i1}, which was repeated in this Congress in S. 1360 as introduced.

. Qur approach is 3 balanced ope. We support law enforccment access without a vourt
proceedlng :

" wlxcu the crime under investigation is related to health fraud or public benefit fraud;
* when the 1argel of investigation is not the patient whose records are sought;

* to {dentify a victim, wilness or fugltive; of

* to comply with state reporting laws, such &8 for abuse or gunshot wovnds.

In other situations, we support law enforcement access if a vourt of competent jurisdiction
allows it. That would mean that law eaforcement agencies would oblain access i they could
show that the information was likely to be relevant. If certrin criteria are met, we agree that
there would be no notice to the patient of the request. (Director Rivlin's memorandumi
Incorrectly states my position as to the notification requirement. We have always supported
2 process in which notice to the individual would be waived if there were a showing of threat
of harm or iuntisnidation, of flight, of destruction of evidencs, or of impeding an ongoing
investigation.)

In addition, the simation of law enforcement pursuit of 8 fugitjve is one which we
accept a8 8 Jegitimate nced for quick access 0 records.  The term “fugitive™ is as yet
undefined, and we are ready to work with Justice w define it in a way that permits the use of
medical information when nscessary to apprchend a suspect, in exigent circumstances.

There has been an important political development that strengthens my, concens.
Today the Republican Senate Committee staff released the newly revised vérsion of S. 1360.
Enclosed is a copy of the relevant page of this new version, You will see that the proposcd -
standard for law enforceincnt access has been changed, in that it has been hetghtened The
earlier version required a showb.\g. of "probable cause 1o believe that the information is
relevant.® The new version roquires 8 showing of “clear and convincmg evidence to believe
that the information is relevant.” [ have attsched several examples of written testimony in
which privacy advocates specifically sought this higher staadard for law enforcement. Most
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sensitive arc patient records In such arcas as psychotherapy, xexually transmitted diseases
such as AIDS, and records of an abortion. Obvivusly. the Commitiee has responded.

As you can appreciate, the issue of access to medical 1ecords by law enforcement
agencier without notification raises serious privacy concerns in the public mind. . The
progpect of local sherifts or the FBI reading madical records without any prior potice raises
the specter of “big gnvemment” at its wozst. Few things are more scnsitive to someone who
has seeu a thetapist or who has heen diagnosed with HIV than their medical files. That is
why the American Medical Association has such grave concerns with the confidentislity of
medical records. (See attachied letier.)

I firmly believe that the adoption of the Justice Department position would not only
underniine the Administration's credibility on this important issus. it would place at serious
risk our efforts to obtain the cooperation of the medical community and the insurance carriers
in seeking 1o establish necessary data collection systems to measure the qualily of health
care. The same concerns which guided our decision-making process three years ago should
lead uy 10 the same conclusions. If anything, there is even more reason to arTive at this
conclusion today given the current atmosphere in Congress, the anti-government mood of the
country, the growth of large corporatzr HMOs, and the opportunities 1o demagogue this issue
by anti-law enforcement extremist,

. I beliove that the Adminiswation poyition w date has been the correct one, and that. we
can work for a bipartisan bill.

1 would appreciate the oppormunity to discuss with you any suategy that might be
contemplated before a final decision is made. '

Dobns E. Shalala
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Otfice of the Asaistart Sacratery
for Planning und Bvaiuntian

Wastingten DC 20201

~ November 28, 1995

T0: W oac
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Ms. Wallace, OG
FROM: John P. Finning
Division of Data
SUBJECT: Dol Draft Swutement for the Record oa S, I1¥60 ~ Medical

Records Confidentiality Act of 1995 - M
Memorandum of November 28, 1995

allace’s

We should object to this statoment in sofo. Thers ase legitimate law enforcement
access issues in this bill, but this request for & towal law enforcement exemption from
any coutrols is not an appropriste beginning for the discussion. Indeed, it sy
ultimately result in public opposition that could cause the sommittee to strengthen the
barriers to law enforcemert access — including for purposes that are important for the
program interests of this Department.

We should accept the Dol suggestion (made in the context of Do review of our
proposect statemnent) that our owa statement express to the commitee the need to work
with the Department of Justice to eccommodate law enforcement access as necessary
wfight health care fraud and sbuse. And then we should sit down with the
Department of Jurtice and DHKS staff concernad with fraud and abuse and see how
the bill belps or burts. We all share the goal of catching people who defraud the
heulth care payment system.

Meanwhile, these specific failings in the text should be noted.

©  The statement sounds agimed ("An untargeted effort to expand privacy
protections will erect unwarranted substantial roadblocks...*). The bill is not
untargeted &t all; it is quite precisely poinwd at protection of a sensidve class of
records.

e ey e oee
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©  The proposed language for fnclusion in the hill amounts to & tetal exemption for
law enforcement purposes. Suth a broed excmpton Is wawasranted, In view of
the provisions for law enfurcemen: access that do appear in the bill.

We should note that broader issues in the health care system are at stake in what

Cabinst dspartments tell the Congress in this coateat. Cuntirusd development of the

bealth care sysem will involve the use and disclosure of patient information for

managemnen: and improvemen: of the xyxtem. This bill provides for this in s

w&ma od, reasonsble way., Likewise, it provides fer disolosures necessary (o combat
and abuse,

( The necessary governmenta! sccess to patient information involved here can be
alarming to the public, and we need to reusyute peopie (at thelr information will de
treated respectfully and disclosed only as necessary, for limited purposes. There ia
not total comfort cut there with ths accass provided by the presst taxt.

The bill was generally praised in an editoria) in 1he New York Tlmes, but with the
odservation that "State and Feders) oversight officisla, and Iaw enforcement sgencies,
should be required to show strong need for every medical rocord they sesk.® (Nov.
20, 1983, p. Al4). Likewise, a generally favorable editorial in The Washington Post
remarked that "Some have argued that exceptions, Lke those for law enfarcement
officers with a warrant and for public health officials at every level of government,
ars too broad." (Nov. 20, 1994, p. A20)

A request from (e law snforcement community for unrestricted acoess and subsequent
us¢ could strengthen the objections to the disclosure provisions bow in the Ui, The
resull could be ¥ bill that impairs even limited and reasonable access.

d
<

¢¢: Dr. Braithwalte, DASPE
Mr. Rock, OASPE
- M1, Scanlon, OASPE
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The loag discussion of the barriers created by the substance abuse coafiiential-
ry statute is pot {n potnt. This bill is not modeled on the substance abuse -
statute, except ingofar as they are both confidentiality stanutes. The tous

created by this confliation is bsically one of opposition to suy confidentiality
statuts.

‘We do not want the Administraton to convey that tone, The substanse abuse
statute provides ready access to records, without patient consent, for audit
parposes. Court orders are aseded to get records for other purpom. becauss
of the special sensitivity of substance abuse records.

[f there are problems in that statuts or our regulations, they can be addressed
on thelr own merits. '

The use of records in igvestigating heslth care fraud, discussed in the last
paragraph on page 2, is really made quite sasy by this bill. Ths provision for
disclusure fur ovensight (§ 207) permits this. All che evils listed in that
paragraph can be investigated with little trouble undsr the bill. To the extent
that the bill does not make clear that use of compulsory process for oversight
doce not require notice to the individual, the bill does present a problem, and
we have rajsed that point {n our own statement,

For investgating other violations, the bill provides ready acocss when it is the
provider who i being investigeted, o.g., for mx svasion or securities fraud.
Section 212(c) permits ready disclosure for these purposes. No showing of asy
Kkind is required, nor Is potes to patients.

matter of rather serious principle belisve that law enforcement access sh

~ For investigations of patient wrongdoing unrelated to W
ba

. aharply restricted. Health care treatment records should aot be & ready sowrce

of information for law enforcement, Such access impalrs the physician-patient
lationship, and atherwise distnrts the healing functions of health eare. It |
bs restricted, and the bill does that in a retsonable way. -

To the extent that there s justification for such access, the bill provides for L.
after 3 proper showing to 8 court, and with notice to the individual, in section
212, This section provides for delay of notice to the Individual when potice
would seriously harm the investigation.

1f there are specific problems with the details of this, the Dol chould point them
out so that 3 more refined procedure can be dealgned.
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DEPARTMENT OF HEALTH & HUMAN SERVICES Qffice of the Secretary

Office of the Gensral Counsal
Washington, D.C. 20201
(202) 690-7780
Fax: 690-7998

12 April 1996

Ms. Sally Katzen
Director, OIRA
350 OEOB

By fax: 395-3047

Dear Sally,

Enclosed you will find several documents, First is a copy of the relevant page of the
what I have just been told is the new Committee-revised version of S. 1360. You will see
that the proposed standard for law enforcement has been changed, in that it has been
heightened, to a showing of "clear and convincing evidence to believe that the information is
relevant to a legitimate law enforcement inquiry." [ have attached several examples of
written testimony in which privacy advocates specifically sought this higher standard for law
enforcement. Obviously, the Committee has responded. The testimony includes that of Jan
Lori Goldman of the Center for Democracy and Technology, Aimee Berenson of the AIDS
Action Council, Alexander Robinson of the ACLU and the American Medical Association. [
have also included a press clipping of a recent incident of law enforcement access to AIDS
patient files, which has generated a lawsuit.

[ think that this demonstrates both the strong objections that are held in the privacy
community and the willingness of the Committee to respond to them. 1 believe that it would
be a grave error for our Administration to be positioned as anti-privacy on this issue, asking
for 2 weakening even past the point of the original bill language or the compromise that you,
Justice and I agreed to on March 20.

Lastly, I would note as I said yesterday on the phone that HHS continues to honor our
agreement with Justice that we support inserting the term “fugitive® into section 212(¢)(2).
This would, I believe, resolve the issue that Jamie Gorelick raised concerning the need to
usue medical information when police are in pursuit of a suspect described as having a
distinctive medical condition.

Sincerely,

an

an D. Hunter



SENT BY:

10
il
12
{3
14
15
16
{7

13

4-12-96 :  9:00 :0GC IMMED|ATE OFFCE~ The White House # 3/16
| SaaIOME  P.2T

4/3/96
4]

DRAFT IN PROGRESS
8. 1360

(1) IN GENEBAL —A health care providar health ping,
haaith ovezsigit sgency, coaployer, insurer, schoof or university,
mdiuloupmwwmnﬁrmﬁonundcthhmm
excent to a heajth mebyuoﬁmzoﬁ,ifh
disoloswre is pursuant to—

(A) 8 subpoena issued under the anfhority of s
gand jury; or
(B)mﬂhinilmﬁvemhpomorm cra

Judicial subpoens of warrmny, which maets the conditions

of paragraph (2),

(2) CLBAR AND ConvineINg EVIDENCE REQUIREMENT ~A
hweufcumagmcymynotobuhpmmmm
information about anindivldudhdumh (1) kruseina
law enforcernent inguiry m!:ssmmisclenudconvimhg
cvidencs t belleve that the information is relevant to a logitimate
hw:aﬁuwnentlnquiqb&ngmmwdbytbthwwfmm
agency.

(%) WARRANTS.—A law onforcement agency that obaing
protsated bealth infomaﬂonaboumindlﬁdmlpmmma
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Statement of

Janlori Goldman
Deputy Director
Center for Democracy and Technology

Before the
Senate Committee on Labor and Human Resources
on

S. 1360
The Medical Records Confidentiality Act of 1995

November 14, 1995

CENTER FOR
DEMOCRACY

TECHNOLOGY

1001 G Streer MW Se:ire 700 251
~zangren. DC 20001

{202} 337-9800

fae {202) 6370963
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We want to emphasize the importance of the general and specific
limitations that are already in the bill. Under the general privacy rules of
the bill, health oversight agendes cannot re-disclose identifiable
information for other purposes not spedally authorized. In addition, a
health oversight agency may not use the information gathered in its
oversight role for any actions against an individual other than those
arising out of receipt or payment for health care or fraud.

With the inclusion of a legal process for access to identifiable
information, CDT believes the bill will come closer to striking a fair
balance between individual privacy and the government's legitimate needs
to conduct audits and control fraud.

C. Law Enforcement

CDT sirongly supports the creation of warrant requirement for law
enforcement zccess to personal health records currently in S.1360.
However, we urge that the proposed probable cause standard be
heightened to equai the standard now in place for access to cable
subscriber records. Under the Cable Communications Act of 1984, a
warrant can not be issued for access to subscriber records until law
enforcement can show “clear and convincing evidence that the subject of
the information is reasonably suspected of engaging in criminal activity
and the information sought would be material evidence in the case.” We
believe that federal privacy protection for peoples’ medical records should
be at least as strong— if not stronger— than we apply to peoples' cable

records. AN

V., CONCLUSION

CDT believes the protection of personally identifiable health
information is critical to ensuring public trust and confidence in the
emerging health information infrastructure. Health care reform canmot
move forward without assuring the American public that the highly
sensitive personal information contained in their medical records will be
protected from abuse and misuse. As the Harris surveys indicate, people
are highly suspicious of large scale computerization and believe that their
health records are in dire need of privacy protection. If people are
expected to embrace and participate in a reforming health environment,

Page 13
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AIMEE R. BERENSON, LEGISLATIVE COUNSEL
AIDS ACTION COUNCIL

BEFORETHE .
SENATE LABCR & HUMAN RESOURCES COMMITTEE

S. 1360 The Medical Records Confldentiaiity Act of 1995
November 14, 1995
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exceptions to consent must be narrowly-taflored. Cuxrent federal reguiations govemning NIH-

fimded biomedical research offer a mwodel for conducting such resesrch, and we wou.ldurgc

amending S. 1360 accordingly. Thess regulations preswne that consent wrill be obtained, and that
presumption may anly be avercome upon the finding of an Institutional Review Board (IRB) that
such records are required for the effectivensss of the research; obtaining comsent is ot feasz‘ble,
udmemﬁmcof&cmhommemmmmmmtm

Oversight Activitiee. Thebﬂ.lpmasstoptmnyxdmﬁabiemfnmmfm
a specific category of overxight ectivirias, such as oversight conxdocted fn administering Medicaid
and Medicare programs. We believe the definition of oversight activities must be clarified and
narrowed to eosure that only appropriare activities and entities are covered by this exception. ‘We
Bote, however, that quder the provisious in this bill, information accessed may not be used to
prosecute the individual uniess the action or investigation arises out of and is. directly related to
ﬂmmmptofhmlthmorpaymemﬁrhnhhmoraﬁmdnlmhmm:mdmmd
sepport thiy important provisicn, ,

Adminigtrative Warrants. Webe!i:ve&xebﬂlshmﬂdfmmpommmmﬂnna"pmhble
cause” stendard, snd would urge thar the Gill be amended to require "clear and convincing
evidence that the informetion is relevens o 2 legitimate law enforcement nquiry being conducted
by the government authority”. We understand there is precedent fur using such a standand, and
that, when combined with the "minimization” mlu,smhadmgewﬂlplawappmprmhmts
and safeguards on law enforcement access to information.

Civil Litigation. Wemmmdﬂnﬂ:ebﬂldoumtmudmmwdmfa
cbjesting to the release of medical records in civil litigatiop. . Currently the bill allows such
access if the party seeking the information certifes that the subject of that information has put
their health status at issue i pending litigation.. The bill requires 2 10 day waiting period afber
ootification w the individual before disclosure is allowed, ostensibly to provide a time period for
objection. Howwu.dnmﬂalproeedumfmbdmobjecﬂansmdmh&mngdmbmumt
spenedour,asnshonldbe,ude:thcbﬂmdwemgethnmbemdedmdoso. :

Copelugion

Themmofaeompnhmveﬁdmlhwﬂmmmmyofmﬁdm
is critical, to people living with HTV/AIDS and all Americars. People. living with HIV/AIDS,
p«hqtmmﬂnnmoﬂtmdmmmmemWoﬁhem
of such protections. Many people with AIDS have: lost their lives because of this diseases; but

mymm&wjmmmmwmmﬂurpnm uotbemseof
disease, bux becguse of fear, bmmmmdmm.

Congress has tie power ~ and the morml imperative toonnstmng.compnhusm
federal legislation to protect the privacy of medical records. Such leglslation will move us that
mmhcbumdwdmg&zmlmueupﬂmcofdimmmmmmhsmuﬂy
accompanied the AIDS epidemic in this country.

18
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Testiosouy of H. Alexsndar Radinsen, American Civil Liberties Union to the
Madical Records Confidetinlity Act of 1994, S, 1360
December |, 1998

Page 10

in the disclosure forms."' If that interpresation is not correct, then we believe paticnts should have the
nght to give their explicit consemt before their identifiable information is entered into a astwork or
database. Even if such explicit consexut is scquired, the issue remains whether the Act should allow a
patient to refuse such disclosure, but still get wreated or receive payment. At the very least a provision
should be inserted imro S.1360 that allows 3 patient to designate certain pottions of his record as
completely confidemial. Upon such designation, the information contained in that zone camnat b released
unless stripped of any identifier that could link 1t to the patient.

Such a provision would give patients another recourse by which to control information about
themselves. This type of provision is in accard with the goal of S.1360 to create an enforceable privacy
tight in medical records.

G.  Disxciosure to Law Enforcemest Agoncies

mwmmhAa'smnﬂMMmmﬁmsmmwfmmm
“srotected health information” by law enforcement agencies is Of grest concern. On the heels of much
countroversy regarding police abuse, we can think of nothing more chifling than the prospect of law
enforcement agencies being givea nccess to pervonal medical records. Any law eaforcement access to
personaily idenrifiable medical records must be viewed with utmost caution. While we acknowledge that

the curreat provision of S. 1360 refating to the requirement of probeble cause for law eaforcement access

to medical records®? is an effort to address concems about unauthorized disclosures to law enforcement,

the approach taken is not adequately protective of personal medical information. For example, among ¢ /

" Section 202.
2 section 212(8)(2).
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Testimeny of 5 Alexander Robamer, American Civil Libertlps Unisa oa the
Madical Reverds Contidentiality Act of 1994, S. 1360
Decamber 1, 1995

Page 11

other problems, the standard for obtaining & warrant is a dilution of the treditonal proteble cause
standard. In many ways, the issues raiscd herc are analogous to 1hose regarding electronic surveillance
and the ‘syper” protection afforded tax informetion, Morcover, we are concemed that the “exceptions”
1o the need for & wairant or Subpoena can [¢ad 10 abuse. Apparently, under section 210(b) oftbeAct,an.
apposing atkoroey in a civil case, & prosecutor in 8 criminal case, or a0 adminictrative agency might faisely
certify 10 a health information trustee that notice was given to an individual and allege (in good or bad
faith) that the individusl’s mental or physical condition is an issue in a litigation or administrative
proceeding and thereby obtain whatcver information is sought. We will forward our recommencdations

for such amendments to the Committee,

IV. Administrative, Teclmical and Physicai Safegurdl

S. 1360 imposes the general requirement unlnhhmformnnonmteu to “establish and maintain
appropriate administrative, techrical, and physical safeguards to ensure the confidentiality, security,
accuracy, and integrity” of health infarmation. * S. 1360 comains no specific technical or administrative
requirements, The Act requires trustees 1o take “appropriate™ action to “enswre” confidentiality and
security.

This is an extremely important part of the Act, and whether the Act ultimamely serves to protect
privacy will hinge in part on keeping this requirement on health care trustees undiluted.

A.  Confidentiality alld Security

S. 1360 should include at least some carcfully drafted examples of specific safeguards to ensure

" Section 111.
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American Medical Association
Phrymic [ans dedicated (¢ the health of America

James 8. Tedd, MD B15 North State Strest 312 454-5000
Exeoutive Vice Prestcant Chirago, llinois 60810 918 {84-4184 Fax
- February 27, 1996
Tha Honorgble Nancy Landon Kassebaum
United States Senate
302 Russel]l Serwie Office Building

Washingtop, DC 20510

Dear Madam Chairman:

The Américan Medical Association (AMA) welcames the opportunity to share with the Committes
our views on the confidentiality of patient medical records, an issue bronght w che fore by S. 1360,
“The Medical Records Confidentiality Act of 1995.” Afiter the bill was referred to the Comminee,
the AMA, in conjunction with some twenty other national physician organizations, wrote the
Committee requesting an opportunity to assist in reflning the language of 9.1360. While we nted
our expraes support for the mission of the lsgislation, our concern was and remains that the language
of §. 1360 ovast be significantly modified to adequately protect the privacy of patients’ madical
informmtion. The Cormmittce has signaled g willingness to examine the details of the bill and to seek
improvement {rom 2 variety of parties. We appreciate being included in this resvaluation of the
legisiation.

The AMA has extansive policy concersing the ethical responsibility of physiclsus to protect the
privacy of our patienis’ modical records and information in order (0 assure that those patienta are
willing 10 communicats Sensitive and personal information to thelr physicians without fear of
subsequent disclosure. Our Board of Trustess has reviewed AMA policy and considerable additional
information in its evaluation of S. 1360, aad its conclusions are reflected in the attached report.

We look forward to continuing the dialogue on S. 1360 with the Committee and urge you to bring
your questions and concerns to us. The AMA supports federal legislation protecting the
confidentlality of partent records; however, we regret that we eannot support, in its current form, S.

1360. Thank you for taking our views into consideration a3 you expiore this complex and important
issue.

cc:  The Honorable Robert Bennett The Honorabie Herbet H. Xohl

The Honorable Thomas A. Daschlc The Honorable Pattick J. Leahy
The Hoxorable Robert Dole = —- ~  The Honorable Alan K. Simpson p—
The Honorable Rues Feingold The Honotable Ted Stevens

The Honorable Orrin G. Hatch

S-2'd
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REVIEW OF §. 1360 \
*THE MEDICAL RECORDS CONFIDENTIALITY ACT OF 1885"

. The American Madical Association (AMA) commends the sponscrs of S, 1380, "The
Medical Records Confidentiaiity Act of 1996, for focusing attention on the important
issue of confidantiality of private medical records. Ths bill 88 introduced, however,
does not assure adequate confidentiality protsctions for personally identifiable
medical Infermation, and the AMA woukl discourage the Senate Labor and Human
Resourcea Committea from reporting such legislation without significant
reexamination and modification.

The AMA beligves that the patient-physiclan relationship Is based first on trust and
that the confidentiality of communiocationa within thie relaticnship ia the cermerstone of
good medical care. It cannot be too strongly stated that in order for physicians to
provide the best and most appropriate madical care, patients must fesl thet they can
disclose to their physicians personal facts and information that they would not want
others to know. Without such assurances, patients may not provide the information
neceasary to properly diagnose and treat. The evolution of elactronic medical
records, typified by interstate electronic tranamiseions and the aggregation of
information into large databases that are used for non-treatment purposes, has
intensifled exiating concerms about patients' confidentlality. While the AMA supports
federal legisiation to protect patients’ privacy in an envirenment of heightaned
availablity and acoess through computerized networks, we are concerned that 8.
1360, without substantial medification, fails to adequately address numerous
concemns about medical information privacy. .

The AMA's analyeis of the issue is based on a threefold premisa:

. that there exists a bagic right of patients to privacy of their medical
Infformation and records, and that this right should be explicitly
acknowiedged;

. that patients’ privacy should be honored unless waived in a meaningful
way (l.e., Informed, noncoercive) or In rara instances of strongly
countervalling public interest; and

- that the information disclosed should ba limited to that information or
portion of the medical record necessary to fulfil the immediate and
specific purpoae (i.e,, no fishing expeditions).

Within the context of these three overriding principles, the AMA makes the following
recommendations.by which any medical information or racord eonfidentiality
lagislation shouild be assesssd:

2Ed O0M NOTIYIDOSSY TWIIAIW NUITNIM WoZEED 96, 42 Mk
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The primary purpose of the medical record Is to provide a rellable tool to
provide clinloal treatment of patients. The madical record ls the property of
the physiclan or responsible health cara provider or entity, who has legal and
ethical obligations {o maintain a true and accurate record. While patients
should have access 1o the information from the meadical record (with rare
exceptions to protect the mental or physical safety of the patient), the physical
record is the property of the physician or provider. When a provider entity
controls the medical records or information, a physician advisory body 1 the
provider (or @ medical staff If one axists) should superintend the manner in
whioh the phyaieal record is relessed. This conceptuzl frame of reference
should be set out explicitly in some eort of legislative preamble and should be
recognized in statutory language.

The model contained In §. 1380 for disciosure and correction of patient
records, based on the proceduree for reporting congumer credit information, is
not tranalatabie to tha medical information arana and shouki not be adoptad.
Subsequent holders of medical Information (suck as information data banke or
ather types of "trustees") shouid not be allowed to changs medical informatien
or conclusions. [t follows that the treating physician or heaith care praotitioner
that generated the medical information shouid be the only "“trustee” through
whom patients may "amend" or "correct" their medical information or records,

Often, an entity wliil ssek an individual's authonzation for disclosure of his crher
protected heslth information, subsequently using the information for purposes
bayond the scope for which the consent was obtained. For example, an
ingurer with both health and life insurance lines has a legitimate interest in
medical information regarding a policy helder for administering health benefits.
Without spaclific authorization from the individual, however, that Information
should not be avaiiable to the insurer for purposes of itg life insurance line.

"Firewalls" should be constructed ac as to praciude a patiant’s first
conhsent from applying to all subsequent disclosures (unless the patient
spacifically and frealy waives definad rights). The speocificily of the
patient's consent creates the "firewall." Raquaests for information should be
specific as to:

» the portion of the records or information needed (the spacifio
treatment or matter at iseue);

+ the time period of the recorda nesded (e.9., "from 1990 through the
presant”); and

* the purpose for which the Infarmation is requesied.

AMA mvigw of 3. 1160 - "The Maedianl Resards Gonfioantialily A of 1996"

JIM NOILIPIDOSSY TWIIQ3IW NUOINIWY WJEE:ER 95. <@ stk



SENT BY: 4-12-96 9:07 :0GC IMMEDIATE OFFICE- The White House:#14/16

The gpecificity of consent is the key to impoeing effective "firewslls,” to
pretiude the lateral drift of Information once an initial consent is agreed to by
the petient. Patients and physicians will fasl more protectad if a signed
consent is required for each disclogure of records, rather than continue to aliow
for blanket waivers by patients. Blanket authorizations are ecceptable for moat
treatment and paymant purposes and “scrubbed” charts; however redisclcaure
should be prohiblted without subsequaent authorization. In Instances where
personally identiflable medical information is part of a requested record that is
not aasily "de-identifled” (for example, whan a utilization revisw company
wants to review 28 patient charts), apecific permission from the patients should
be required. The responsibility for obtaining consent for digclosure should rest
with the entity requesting the data.

3 Exceptions to the requirement for patieni consent to disclosure should
be minimal and narrowly drawn. The burden should be on tha requesting
entity to demonastrate why its need should override the patient's confidentlality.
This burden should be equally applicable for reasarch (both scientific and
market-based/economic), law snforcement and any other legltimate purposs.

ln the partioular instance of axoeptions for purposés of law enforcement, the
AMA believes the bill should set high standsrds for non-consented-to
disclosures. The AMA recognizee the needs of legitmate law enforcement;
however, these neads must be balanced with an individual's axpectation of
privacy for his or her personally identiftable medical information. The
requesting entity should be required to show "probable cause” in establishing
why medical records should be divulged without the patient's consent, and the
particular iInformation required to meet the immediate law enforcament purpose

- . should be spacified. Records thus disclosed for legitmale law enforcement
purposes shouid then be held in_camara by the court,

4 Whenever possible, medical information used for research purposes
should have ail identifying information removed, unisss the patient
spegifically consents to the use of his or her porsonally identifiable
information. The entity requesting protectad medical records or information
shoukd be required to pay for "de-identifying” the record. The AMA belioves
that the protections contained in S. 1360 relating to reiease of identifiable
information without authorization when an IRB determines that the need for
that Information outweighs the indlvidual's right to privacy are adequate without
further showing of problams that might cumently exist.

P - L 3
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5. Regarding the issue of federal presmption of stats law, any federal luw
ahould provide a "floor,” rather than a "celling” when applied to patient
confidentiality protections. It la understood that there are many who belleve
that thera should be @ uniform federal standard to facllitste electronic data
interchange (Including the Work Group on Electronic Deta Interchangea
(WEDD). The AMA is concerned, however, that heightened state standards
will be lost to faderal lagisiation. !f the bar Is placed high enough to secure
protection of patlert Information in the federal language, the AMA would revisit
the preemption issue.

6. $. 1360 has major penalties for unauthorized disclosure of protected medical
information. The AMA belisves that penalties and sanctiong for
unintentional disclosures of identiflable patient information, whare the
diaclosure doss not result in demonstrable harm to the subject of the
discliosure, shouid be reduced or eliminated. Penaities and sanctions
related to improper disclosure for commaercial purposes, profit, malicloue
purposes or where there is significant patient harm should be
commensurate with the violation. In addition t0 menetary sanctions,
lagislation could include the loss by a database company, for example, of ilg
privilege to hold or transmit protected medical information, thus reducing the
potential for companiss to accept the monetary penalties for improper,
intentional disciosures as a "cost of doing business.”

The AMA does not believe that S. 1360, as it curently stands, meets the principles
glaborated above and therefora we do not support the bill in its present form. We do
support, however, the need for fedsral legialation in this area so that patients will be
adequately protected as medical information becomes available in new forms and

.- with greater ease of transmission. The AMA appreciates the Commities's active
efforts to seek input ragarding improvements to the bill. The AMA's fundamental
concern on thls issue has been and continues to be the protection of the patient-
physician relationship and the confidentiality that is o basic to the trust inherent in
that relationship.

— R P - -
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 Lawsuit Seéks
" To Bar U.S.

. From Access

~To AIDS Files

* By TAMAR LEWIN

Federal nudicors and Baston sogial
services agencies helping people
with AIDS are battling aver whether

" it i3 a grave beeach of contidentiality

— Of & basic part of auditing Federal

programs — for Federsl afficials o

demand access td récords with the

-7~ names snd Social Security numbera
7 3 of people with AIDE.

N A complaint being filed today n
.2 - Federal district court i Boston
, = seeis &n (njuncuion blocking Pederal

.- olficials from optalning such

- - tacords. The complaint cites an inch
. =dent last May, when Federa! audi-
< " lors entesed a Doston Center for Hai-
,° - Uan immlgrants with ALDS, took the
. «Names and Sccial Sseur|ly numbers

< 5l doxens, then passed them mn to &
.~ . lew other Government officlals in an
- =oifort to determine whether the peo-
= Dle recelving Federal support were
=, infact H.1.V. poaluve.

.* “In a program for people with
-~ AIDS, you ¢an't 4o an audlt withsut
= looking at the records that verify
that people do have AIDS and are
sligible lor the program,” said Jo-
seph Vengrin, an aasistant deputy
Inspector general at the Department
o! Haalth and Human Services. The
Inspector General's Office, like thoge
- of ather Federal ¢epartments, audits
* the use of Federal money adminis-
terad by the deparunant but carrjes
out its eudits and Investigations inde. |
7 pendently.

But the auditors' a¢LONE has pro-
+ voked outrage from administratory
> at AIDS clinics, who 3Ry (he access
of the records Imperils their pro-
grams. The audit alzo drew strong
criucism within the H.HS irom !
Anita Bichler, the direcks cf the |
. Givision of H.LV services atit Health
- Resources and Servicza Administra-
-, tion.
. The auditors tommitted “'an egre-
- giout breach of confidenttality,” Ms.

. Bichler wrote in a May 10, 1085,
- letter to the ssnior audlor in Bosicn.
~ The canmiplaint charees that on
- May B, 1885, auditars from the In-
« upector Ganeral’s office came to the
*. Hutlan Muitiservice Centor, which
- gets Fadera) morey tp provide case

1) 1 F ¢

-

- man
« compiled & Ust of names, Soctal Secu-
. rity numbers daes of birth and
" HILV. statug of 78 peopla. [t wis
*. gpparently the first suck audl of &
- federally flnanced progrem to pro-
."vide outpatient health and supnort
*. services under tie Ryan White Cares
.- Act of 1980

"]t was the first 1ime we had heard
. of anything like this, and it was kind
1ol thoeking,” said Denise McWwii-
v llams, executive director of the Bos-
' ton AIDS Consortium, one of the 23
Bosionairea recipients of Federal
- money that have joined [0 bring the
"-luwsult seeking a parmanent injunc-
-ition blocking Government officials
. Irom demanding access 1o Informa-
-110n LhAt includes a patient's identity.
Z''But when we met with peaple from
" the Inspactor Gengrai's office, they
2told ua thie wes thelr standard oper-
-ating procedure, and they had no
. -intenition of changing it."
v Theinspecior gereral'a cffice sald
-yesterday that 5 Boston auditors
" had acted weil within their authorily
Jand tha! it would be impossibie to
-conduce routine audits of the use of
-the Feceral funds without seeirg
Jrecords that would chow that those
-racelving  services actually had
AIDS.
« Mr. Vengrin, the deputy inspector
‘genaral, said that in New York City,
2he only other ciiy where those re-
«caiving the AIDS money have been
audited, the recipients of the meney
JHid not resist disclosing their files.
~ Tha inspector general'’s office paid
the Boston auditors showed thair
Jcnsitivity to the naed {or confi danti-
-ality by taking the list ¢of names to
“the local official responsible for ag-
Jnintstering the Federal funds, and
=aslang bim (o verify that the Iadivid.
“vale wera indeed H.1.V.-positive,
Jather than seeking Lo question the
weclpients them seives.

But Richard Stevans, the Boston
public health afficial the oftice went
Y0, disagresd. He rofuged their re
quest, talling Bosion recipients of the
Federal money not to release conli-
Rential client (nfermatian.

- In 2 May 1D letter to the audit .|
ar, Mr. Stevens said ha felt the |

man
Yreach of contidentiality was such a
'gross viclazion" that It '‘feopar
dizes the entire service dellvery
Syatem and Ite intagrity with regard
to providing confidential sarvices.”

|
:

ment for AIDS patients, and | -~ The Federal audit found that both |
Haitian Multiserviee Center and

SFAN, another agency it inspecled,
ghd not have the results of A1DS (es1s
needed to conflrmn eligibility for serv-
lces for 102 of the 113 files it re-
ylowsd. At SPAN, the suditers re-
viewsd only 14 fiiss before the rgen-

ty asked them to lsave.
. Indeed, the Fedetal auditors sald
that there was evidence of fraudu-

-lent use cf Social Sscurity numbers

and that thay reported that to other

,Federal officlals responsible for in-

vesiigating such freud

JrI—

More national news
"uppeara on pages D19-21.
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EXECUTIVE OFFICE OF THE PRESIDENT
OFFICE OF MANAGEMENT AND BUDGET
WASHINGTON, D.C. 20503

April 11, 1996

THE DIRECTOR

MEMORANDUM FOR LEON E. PANETTA

FROM: Alice M. Rivlin &’\

SUBIJECT: Law Enforcement Access to Medical Records

Background

With the emergence of Health Maintenance Organizations and the expansion of electronic
record keeping, there is an increased concern that health care information should have greater
protection, especially for particularly sensitive information such as mental health records, or
information relating to HIV testing or reproductive health. The Administration took this
position during the last Congress in drafting the Health Security Act.

In this Congress, the vehicles for enhancing the protection of health care information are
S.1360, the Medical Records Confidentiality Act of 1995 (introduced by Sen. Bennett and
sponsored by Sens. Dole, Daschle, Kennedy, Kassebaum and others) and H.R.435, the Fair
Health Information Practices Act of 1995 (introduced by Rep. Condit). The Administration has
generally supported these bills which provide heightened protection for health care information
and generally require notification of the patient before records are disclosed. The bills override
state laws, which vary considerably, by creating a national standard for use and disclosure of
medical information.

Chairman Kassebaum asked for the Administration’s views on S.1360 in preparation for mark-
up. In the process of clearing a response, OMB discovered a major interagency issue. While
there is broad consensus on most of the policies reflected in the bill, HHS and DOJ have
differing views as to the proper protection for health information in the face of legitimate needs
of law enforcement. In a series of meetings culminating in one chaired by Sally Katzen, the
agencies moved toward one another, although there remained some disagreement.

Issue

HHS would generally give health care privacy priority over law enforcement. HHS believes
the general rule should be that law enforcement officials, state or federal, may not have access
to medical information unless they establish probable cause to believe the information is
relevant to a legitimate law enforcement inquiry being conducted by the government authority.
The patient must be notified of the disclosure and afforded an opportunity to object.

However, HHS agreed that law enforcement officials should have access to health data in the



following limited instances:

a) to investigate a health-related criminal, civil, or administrative violation against a

health care provider, third party, or patient;

b) to investigate a non-health criminal, civil or administrative violation when the target
of the investigation or inquiry is not the patient.

c) to investigate a potential violation in a public benefit program, whether or not health-
related, to ensure the integrity of that program; or

d) to identify or locate a victim, witness, or fugitive.

But, where the patient js a target and the violation is not health care related, law enforcement
officials would have to convince a court to permit access, provide notice to the patient, and
allow the patient an opportunity to object.

Justice, by contrast, would give law enforcement priority. Their going-in position was that law
enforcement officials should be exempt from any additional procedural requirements for access
to health care information at the Federal, State, and local level. Existing protections should
apply (e.g. the Privacy Act at the Federal level, state and local restrictions where applicable).

However, where the patient jg the target and the crime is pot health related, DOJ would accept
the requirement that Federal law enforcement officials obtain protected health information via
an ex parte motion to a court. The court would grant access if it were persuaded that the public
interest and the need for disclosure outweighed the injury to the patient, to the physician-patient
relationship, and to the treatment services. Justice also agreed that law enforcement officials
should not be permitted access to research or public health reporting records.

Justice does not believe the Federal government should preempt state law in this area. State
and local law enforcement should not be subjected to any increased requirements—existing
protections would apply.

HHS and DOJ both feel strongly about this issue. I would support the Justice position as stated
above. Jack Quinn believes Justice conceded too much and that no additional restrictions on
law enforcement are necessary. On the other hand, the First Lady and the Second Lady have
made explicit their strong support for protecting health care information, although staff
indicated they might find the modified Justice position acceptable.

Would you like to meet to discuss this?

cc: Jack Quinn/Kathleen Wallman
Carol Rasco
John Hilley
Skila Harris
Melanne Verveer/Jennifer Klein
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TME 66CRETARY OF HECALTH AND HUMAN SERYICES
WASHMINGTON. O.C. 2020]

APR 1~ 1898

The Honorable Alice M. Rivlin
Director

Offico of Management and Budget
Washington, D.C. 20503

Dear Alico:

t am writing concerning a dispute which has arisen between the Department of
Health and Human Services and thc Department of Justice over an issue with
serlous policy ramitications and political gensitivity for health care.

S. 1360 would create a faderal statute protocting tho oonfidentiality of medical
records. It is based on the confidentiality section of the Mitchell version of the
Health Security Act. S. 1360 was introduced by Senator Bennett with 11
bipartisan co-spunsors, inciuding Senators Dole, Kassebaum, Daschle, Kennedy,
and Leahy. The Labor and Human Resources Committee held a hoaring on the bill
in November, and Committee staff pian to mave the bill to mark-up by early May.
Committee staff have asked for the Administration’s position on the bill.

It is my understanding that the Justice Department objects to some of the bill's
provisions that constrain access by law enforcemsent agencies to individual patient
medical records. It would prefer a complete exemption from the bill's controls for
law enforcement access, and failing that, would prefer not to have to notify
patients when their records arc sought pursuant to compulsory process. The
provisions in question are the same - virtuelly identical in language -- as the law
enforcement access portions of the Mitchell version of the Health Security Act.

HHS and Justice staff were able to narrow the areas of disagreement through a
process undertaken by OIRA. Nonetheless, they reached a point where certain
basic principles established in the Mitchell bill are being called into question.

The Administration should not change its position on this issue. Justice raised the
same objections during the health care reform discussion that ere being raised
now. The decision was inade to support the Mitchell bill. The law enforcement
provisione of the Mitchell HSA and of S, 1360 reflect the long-held tradition in the
taw and in medicine that information furnished by patients to their physicians
should not be used against them in criminal proceedings. (S. 1360 wae drafted to
also reflect a balance with the legitimate needs of law enforcement. It makes an
exception, with which we agree, so that medical records can be used against &
patient in matters related to health carc fraud. The bill alsa properly allows an
exception o the requirement of notification to ths patient of the seizure ot his or
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her records if a judge determines that such notice would result in endangerment of
life or safety; flight from prosecution; tampering with evidence; intimidation of
witnesses, or interference with an ongoing investigation.) We should not flip-flop
on our basic position.

We especially should not change positions when that would open us to attacks as
"big brother.” Senator Dole is a co-sponsor of the bill and has thus established a
position supporting the law enforcement access provisions as they are currently
stated in the bill. There is significant popular sensitivity to access by police to
psychiatric and other highly pcrsonal information contained in medical files. An
Administration objection to the limited controls in the bill, or a request that patients
not be notified when their records are sought in court proceedings. waould activate
that sensitivity.

This issue has besn decided aiready, and decided correctly, and we should not re-
visit it. | am sending a copy of my letter to Mr. John Quinn, Counsel to the
President and Mr. John Hilley, Assistant to the President for Legislative Affairs.

Sincerely,

Dbhna E. -Shalala
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EXECUTIVE OFFICE OF THE PRESIDENT LRM NO- 3857
OFFICE OF MANAGEMENT AND BUDGET FILE NO: 1646

SPECIAL et

LEGISLATIVE REFERRAL MEMORANDUM Total Page(s): / é

TO: Legislative Lialson Officer - See Distribution below:
FROM: Janet FORSGRE Lf_ Y va____(lor) Assistant Director for Legislative Reference

OMB CONTACT: Robert PELLICCI 395-4871  Legislative Assistant's line (for simple responses): 395-7362
C=US, A=TELEMAIL, P=GOV+EOP, O=OMB, OU1=LRD, S=PELLICCI, G=ROBERT, |=J

pelliccl_r@a1.eop.gov

SUBJECT: HHS Proposed Report RE: $1360, Medical Records Confidentiality Act of 1995

DEADLINE: Monday, March 25,1996

In accordance with OMB Circular A-19, OMB requests the views of your agency on the above subject before
advising on its relationship to the program of the President.

Please advise us if this item will affect direct spending or receipts for purposes of the
"Pay-As-You-Go" provisions of Title Xl of the Omnibus Budget Reconciliation Act of 1980,

COMMENTS: This is a follow-up letter to Sen. Kassebaum regarding the Administration's views on
pending legislation on medical records confidentiality.

DISTRIBUTION LIST:
AGENCIES: 29-DEFENSE - Samuel T. Brick, Jr. - 7036871305

81-JUSTICE - Andrew Fois - 2025142141
62-LABOR - Robert A. Shapiro - 2022198201
76-National Economic Council - Sonyia Matthews - 2024562174
82-Office of Personnel Management - James N. Woodruff - 2026061424
118-TREASURY - Richard S. Carro - 2026221146
128-VETERANS AFFAIRS - Robert Coy - 2022738666

EOP: Nancy-Ann Min
Sally Katzen
Bob Litan/Karin Kizer
Chris Jennings
Jennifer Klein
Maya Bernstein
Laura Oliven
Barry Clendenin
Mark Miller
David Haun
Elena Kagan
Tonl Hustead
David Morrison
Bob Damus
Jim Murr
Janet Forsgren
Léw; OLenick
MMaLY So SictAed
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RESPONSE TO LRM NO: 3857
LEGISLATIVE REFERRAL .
MEMORANDUM FILE NO: 1646

If your response to this request for views is simple (8.g., concur/no comment), we prefer that you respond by e-mail or
by faxing us this response sheet.
if the response is simple and you prefer to call, please call the branch-wide line shown below (NOT the analyst's line)
1o leave a message with a legislative assistant.
You may also respond by:
(1) calling the analyst/attomey's direct line (you will be connected to voice mail If the analyst does not answer); or
{(2) sending us a memo or leiter
Please include the LRM number shown above, and the subject shown below.

TO: Robert PELLICCI  395-4871
Office of Management and Budget
Fax Number; 395-6148
Branch-Wide Line (to reach legislative assistant); 395-73682

FROM: (Date)

(Name)

(Agency)

(Telephone)

SUBJECT: HHS Proposed Report RE: $1360, Medical Records Confidentiality Act of 1995

The following Is the response of our agency to your request for views on the above-captioned subject:

Concur

No Objection

No Comment

See proposed edits on pages

Other:

FAX RETURN of pages, attached to this response sheet
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DRAFT

Mascls 20, 1996

Th.c Honorable Nancy L. Xasgebsum, Chairx
Commit.t.tee on Labor and Human Resources
Dirksen Qffice Building, Room 428
United States Senate

. Waghington, DC 20510-6300

Dear Madanm Chairman:

This letrer is to Lransmit our further views on S. 1360, the
"Vadical Records Confidentiality Act of 199s5.*

This Deparimenr ruhmit-ed » slatement. in connection with your
nearing on the bhill on November 14, 1995, in which we expressed
general mupport for the bill, but indicated that we had
suggestions Lor improvement.

The attached atatement contains our proposals for changes in the
Lill. In addition, the Department of Justice ip separatcly
submitting comments with proposals for changes in the law
enforcement provislonw. Thls Deparlument is in full concurrence
with those comments.

We look forward to working closely with you on this bill.

The Office of Management and RBudget has advised Lhal Lhere is no
objection to the precentation of this report.

Sincerely yours,

Jerry D. Klepner
Assistant Secretary
for Legislation
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DRAFT

Mayvch 20, 199G

COMMENTS OF THE DEPARTMENT OF HEALTH AND HUMAN SERVICES
ON S. 1360
"MEDICAIL. RECORDS CONFIDENTIALITY ACT"

A. Major Issves - General

L. Written Authorization for Treatment and Payment. S. 1360, unlike bills
considered in the previous Congress, would requirc writicn patient authorization
for disclosures for treatment and payment (§ 202). This Is a cumbersome and
awkward requirement in the oeatment contexd, and one that ofien Icads
boilerplale and meaningless conscnts in the payment context. The goals of this
reguirement can be met more cffectively by very strong protections for infor-
mation held by providers and paycrs, and an opportunity for paticits to object
to particular disclosures or to disclosures (o particular persons.

In the treaunent situation, this requircmcent will limit flexibility and create delay
in consultation and referral. A health care provider should not have 10
constrain her judgment about whom (o consult unless the patient has specifically
indicatcd a scnsitivity 10 such consultutions. A physician may determine, from
review of test results after the paticnt has left the olfice, that the patient should
be referred for consultation; the physician should not have to get the patient to
relurn to sign an authorization before discussing the case with the consulting
specialist.

Somewhat similarly, information should be able to flow easily and without
urnecessary barricrs when necessary to facilitate payment. Changes in
mnsurance carricrs, for cxample, should not require multiple authorizations. In
the case of the Indian Ilealth Scrvicc. paticnts may not be billed, but their
insurance companies may be billed. A patient’s refusal, inability, or failure to
uuthorize disclosure fur puyment should not act w prevent the THS from billing
INSurers.

Instoad of a requiremcnt for affirmative authorization to disclosc, the paticnt
should be offered an opportunity to opt-out, by objecting to particular disclo-
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sures.  Absent such ohjections, however, a provider should have the discretion
to disclose information for the purposc of trcating the paticnt, and to disclosc
inforgation for obtaining reimbussement,

2. Compatibility; Applicability of the Standard. The requirement that health in-
formation not be used or disclosed unless the usc or disclosure is "compalible
with and related to the purposes for which the information was obtained*

(§ 201(b)(1)) appoars to creats a standard for use and disclosure in addition to
the specific disclosure provisious of the bill. Such a standard would be
confusing and burdcnsome if meant to be applied together with the specific dis-
closure pravisions ol the bill.

The standard should apply only to internal activities of the truswee, and not o
disclosurcs, which are regnlated specifically m the bill.

In addition, there is some risk that this standard may be read t prohibit
tegitimate internal oversight and management uses of data. Tt is important not
to impair normal management mochunisme. The legislative history could
provide some elaboration of the limits of allowable use within an cnlity,

Tt is desirable to prohibit some uses of patient information even within the
organization, e.g., for marketing and solicitation. The hill should specifically
prohibit use of trcatment information or any other intormation regarding health
statug in marketing or solicitation.

3. Internal Uses; Definition of Entity; Compatibility. Controls on disclosure or
use within a single trustee, subject to the compatibility standard (§ 201(b)(1)).
ruise the question of which corporute entity constitutes "the" trustee.

In situations in which a provider or other institution is owned by a larger
business entity, the bill should make clear that use of patient information
beyoud the institution with which the individual is dircctly dealing should be
limited to oversight and management activities, and carefully controlled. Some
actjvities of parent organizations (e.g., oversight and audit) need identifiable in-
formation in certain instances, but it is important that the usc and circulation of
this information be sharply limited in accordance with the compatibllity
standard in section 201.

4. Compulsory Process Procedural Reqnirements; Applicabllity. There is sorne

risk that the procedural requirements for notice to the individugl and an
opportunity to object when compulsory process is used in certain instances (in

WMAFY s/lo/1y08 -2 -
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sections 211 and 212) will be read as applying in any instancc where
compulsory process is uscd. There arc insiances where officials will uge
compulsory process to obtain informatlon that may, under other provisions of
the bill, be disclosed without compulsory process. This oceurs, for example, in
investigations of health carc fraud, or of other possible wrongdoing by
providers. In these cases there is no need to notify the Individuals.

Notification may be disruptivc and upsctting, and no significant privacy interest
would be served.

The bill should make clear that the procedural requirements of sections 211 and
212 need not be met, cven if compulsory process is used, for disclosures that
arc allowable uuder other provisions of the hill (i.e., sections 204 through 209),
if e conditions of those other provisions are met.

S. Agents and Contractors. Many cntities will assisl trustees in carrying out
their basic functions, typically as agents or contracwors, and will need prorected
health informuation in providing that assistance. The obligations of those agents
and contractors with respect to protected health information need to be
specified.  The bill does this suuply by including agents and contractors within
the term trustec (§ 3(7)(A)ii)).

It would be preferable to provide separately for disclosure to, and handling of
information by, agents and contractors, and to define their responsibilities, or
provide for definition of responkibilities hy trustees. TIn particular, it may not
be appropriate to provide in all cascs subject access and corrcction rights with
respect W information held by entities that perform services on behalf of
trustees, .., claims-processing entities hired by payers.

Health faciltics in government agencies in many instances rely on units in oiher
parts of government for functions such as legal representation, and need (o
dirclose identifiable patient information to those other units. It may not be
appropriate in the case of guverncits o impose the agency and contractor
model. Government health care providers should be able to disclose
identifiablc information 10 other parts of governunent as necessary in direct
service to the health care provider, subject to the requircment. that the hill's
internal “compatible use” protection follows the information, so that it may nol
be used for other purposes. Under this approach. for cxamplc. a State attorncy
general’s office could reccive patient information 1o defend 2 malpractice suit.
Ju could not use that information for an unrelated puspose. It might be
desirable to provide explicitly tor authority to promulgate regulations to manage
these uses of information.

DRAFT 375071986 -3 -
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Role of the Secretary in Certifying Health Information Network Scrvices.
‘The bill calls for the Secretary to cortify heolth information network gervicen
(§8 204(b) and 3(1)). This certfication procedurc {8 not spelled out, but could
impose substantial time and resources demands on the Department. In any
casc, it is not clear that there needs to be uny separate provision for health in-
formation nctwork services, Iu souie iostances, such viganizations will more
properly get information as contractors or agents of trustees. In other
instances, they may get information under specific disclosure provisions of the
Lill (e.g., rescarch, oversight),

We recommend deletion of the certilication requirement.

Redisclosures Under Specific Provisions. The bill needs a comprehensive
approach to the rulcs for use and redisclosure of protected bealth information
by cntities that receive it under spocific disclosure provisions of the bill.

It is not clear how the compatibility test in section 201(b)(1) applies to persons
who get the information under the judicial and administrative, non-law
enforcemnent, and law enforcenient provisions (§§ 210-212).

The obligations of these recipients with respert to use and redisclosure chould
be explicitly stated.  They will differ depending on the character of the informa-
tion and the potential recipient.

Redisclosurce; Obligations of Recipient Under Authorization. The bill is not
clear on the obligations of those who recelve protecied health information
pursuarnt to an guthorization (§ 203). The rules for disclosures gencrally state
that trustees must identify disclosed informarion as subject Lo the bill (§ 201(d)).
I this w infoon the recipient that she is subject to the hill's disclosure
restrictions? It is not clear whether she is subject to the restrictions. The
authorization rust include a "statement of intended disclosure” (§ 203(2)(2))

Is the latter prepared by the recipient, and does it bind the recipient?

Tt is diffiendt to impose the provisions of the hill an persons and entities (other
than trustees) who ger health infarmation pursuant to authorization, when these
entitics arc of many characters and their possible uses of information have not
all heen identified. The “statement of intended disclosures” (i.c., uscs and
intended disclosurcs by the recipient) might conceivably he seen as 2 binding
vbligation, violation of which by the recipient would give rise to the civil actinn
provided in section 302. This could bt made more explicit.

FFEUYARDIR - & -
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9.

10.

11.

WAL

Obligations of Emergency Recipients. The bill inakes trustees out of persons
who reeeive inlormation under cmergeney circumslances, i.e., "when necessary
l protcet the health or safcty of an individual from serfous, Imyninent hasm.”
(3 2006).

Some people who will get such Information will be private individuals, on
whom it is inappropriatc to imposc confidentialily requirements. For example,
mental health treatment porsonncl may warn a person who is at risk of harm
from the hehavior of a patient.  The person warned should not be subject o the
disclosure restrictions that come with trustee status. Some recipients ot infor-
mation in emergency circumstances will be trustees and thus otherwise ahliged
to protect it, c.g., emergency room personnc! who reecive information about a
patient over the telephone from the patient’s previous providers. Ernergency
recipients who are not already trustees may be bound by other legal obligations
(c.g., thc Fourth Amendment would apply to police or other governmental
agencics).

If controls on further use of this information are seen as necessary, they can be
wiitlen as @ prolibition on use against the patient cxcept in the context of the
pumpose for which the information was discloscd.

Researchers and Public Health Agencies as Trustees. The bill includes in its
definition of trustees (§ 3(7)(A)(i)), and thuy arguably subject 10 the coverage of
the bill in the (irsi instance, both researchers and public: health agencies.
Amnother approach would be to cover rescarchers and public health agencics
only Lo the extent that they get informdtion from other entities under the
allowable disclosure provisions of the bill (for research and public hcatth).
These types of entitios would in any case be trustees to the extent that they
perform owther covered trustee functions, as providers (e.g., clinical researchers
and public health agency STD clinics). or payers (¢.g.. Medicaid agency).

State Health Care Policy Oversight.  States are initiating new methods of
analyzing health care oulcomes, costs and patterns ot utilization in order to
engage in better policy planning and management  For example, Maryland hagc
hy State stamite created a Henlth Clare Access and Cost Comumission which
requives reporting ol all clalms data within the state. These daia are sirlpped ot
identifiers and vsed to analyze trends in various health care services. [t is not
clear that Maryland’s program would be covered by the oversight provision
wider S. 1360 as huwroduced, Lecause the definition (§ 3(8)(B)(I)) limils
oversight to matters related to "compliance” with certain standards. We
suggest that this be expanded to include analysis, as well as complianca.

JA40/3306 - & -
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B. Major Issucs - Rescarch

Certification of IRBs and Review by the Secretary. The bil) would require
that institutional review boards (IRBs) which review proposed disclosures of in-
formation for rescarch be certified by the Secrewary of Heallh and Huruan
Scrvices (§ 209(dY), and that disclosures of inforination for rcsearch in certain
instances (i.e., research not conducted by praviders, academic institutions or
public bealth agencies) be approved by the Secretary (§ 209(c)).

Certification of 1l TRBx is a large and impractical task. Many TRBs have
approved assurunces under the proccdures of this and other Federal
Departments in accord with the Federal Policy for the Protection of Huinan
Suhjects (86 Fed. Reg. 28,003 (1991)) (codified, in the case of this
Dcpartment, at 45 C.F.R. part 46). TRBy thut meel these requirements are
following adequate procedurcs.

These existing procedures, plus requirements for equivalent IRB review that can
be enforced hy civil Jitigation and civil money penaliies, will provide an
adequate basis for effective review of intended research disclosures.,

Individual review of projects by the Sccrctary for certain classes of research
(nsntations is not practicable, and would involve the Secretary inappropriately
in operational decisians. In addition, the distinction between research within
and outside the academic community is artilicial and confusing, as well as
Impractical 1o apply. There is no good basis for distinguishing among different
types ol organizations doing research in imposing such a requirement.

As an aliernative 10 the bill's requirements surrounding research disclosure, it
would be preferable to permit such disclosure if the research complies with the
Federal Protection of Humun Subjecis Policy, as evidenced by assurances
approved by Federal ageucies under the Policy, or if the research is approved
by an IRB operated in accord with (he requirements of the Policy.

Disclosurc from Rescarch Records. There arc s fow provisions of the bill
that would permil inappropriate disclosure of information from research files.
A basic principle of protection of research information is that such information
should not be used for any purpose outside of the research purpose. Health
data assernbled (or research and swtistical purposes should not be used o take
any individual action affecting the rights, benefits or privileges of an identified
individnal - Timitation on the use of research and statistical information in this

a0/ o - B ~
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way - called the principle of functional separation -- was recommended by the
Privacy Protection Study Commission, in iw report, Personal Privacy in an
Information Sociely, in 1977, and the polnt was reiterated recently by a
committee of the Commiltee on National Statistics in a report, Private Lives
and Public Policies (1993).

The provisions of the hill permilting disclosure should be revised w eliminate
authority for roscarchers to disclose for public bealth (§ 208) and law
enforcement (§ 212(4)(1)) purposcs, aid o perit disclosuse for oversight

(§ 207(a)) only when the rescarch itsclf is being reviewed. In the latter
instance, no information about a subject should be used against the subject.
except for wrongdoing in the context of the research. The provision for
cmcergeney disclosure (§ 206) can properly he applied Lo research records,

Prohibitions on disclosure from research records would not, of themselves,
prohibit obuaining the same information from the original source of diat infor-
mation (e.g., health care providers) under whatever conditions the bill would
roquire for disclosures from the original source.

3. Rescarch and Statistical Confidentiality Protections, There are existing con-
lideniality protections for research and statistical dats in Federal and Srate law,
and it is fmportaul not w disturb those valuable and well-understood
protections. For example, certain statistical and related data are protected
against use for ather purposes by section 308(d) of the Puhlic Health Service
Act (42 U.S.C. § 242m(d)), hcalth scrvices rescarch data arc protected under
section 9U3(c) ol the Public Health Scrvice Act (42 U.S.C. § 299a-1(c)), and
Proteciion against compulsory process 1s available for health research data
under scetion 301(d) of the Public Health Service Act (42 U.S.C. § 241(d)).
Some states have statutes protecting information in bealth rescarch and statisii-
cal studies.

There should be explicit provision w ensure thal the preemption provisions of
this bill are not read as preempting those statutes or Icssening their protections.

4. Subject Access; Rescarch and Statistical Records, To the extent that re-
searcher recipients of records are trustees, the bill appears to provide a right of
subject uccess and correction lor research records (§§ 101 and 102). This right
is less significant with respect to tesearch records than it is for other records, 0
the extent that records are protected by the bill against use and disclosure to
affect the individua) in any way, as the bill should provide ( B.2., above), In

DRAF™ 5 /207199 -7 -
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some instances, it may be impossible or very difficult even to locate the record.

Caonsideration should be given w exernpling these records o the subject
access and correction rights. The Privacy Act of 1974, for example, permits an
exemption from the subject access and correction rights generally provided by
that Act with respect to records "required by statuw to be maintaincd and used
solely as statisuical records;” (S U.S.C. § 552a(k)(4)).

C. Issues Relating to Federal Records

Privacy Act. The bill does not specify how this legislation will interact with
the Privacy Act of 1974 (5 U.S.C. § 552a).

In the interests of a common set of rules for all health care institutions, private,
Federal, and other publiv, it is desirable that he disclosure provisions of the
present hill apply w Federal health care facilities, such as the Clinical Center of
the Nadonal Institutes of Health, and Indian Health Service facilities.

One approach would be Lo apply the bill’s substantive disclosure rules to
Federal facilitiog, and supersede the provisions of the Privacy Act that deal with
those matters. Thus, agencies could make disclosures only as provided by the
bill, and could not make the other disclosures identificd specifically, or as
routine uses. in subsection (b) of the Privacy Acl.

At the sane time, the more general reconds management feawres such as the
ohligation to publish systemn notices, and the subject access and correction
provisions of the Privacy Act, would continue to apply to Faderal agency health
Cdlec syslens.

Federal Agencies and State Requirements. The hill should make elesr that
Federal agencies may make disclosures that States vequire of entitics subject. to
State jurisdiction. Provisions of the bill that permit disclosures pursuant to
requirements to report nnder Stare law will not permit disclosure by Federal
agencicR. By virtue of the supremacy clause of the Constitution, Federal health
care (acilities do not have to comply with Stawe laws that, for example, require
reporting of births, or of injuries resulting from violence, © State anthorities.
In fact they make such reports. und the bill should permit them.

Department of Veterans Affairs (VA); Benefit Programs. The Departinent
of Vetcerans Affairs has pointed out that information currcntly flows as

LVELVARLTY
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necessary from VA medical facilitics to thc benefits payment elements of VA, |
to permit bencfit detcrminations based on health status.

Uinder the hill, such a disclosure would appear to require patient consent. To
the extent that the Deparument of Vetcrans Affairs wishes this changed, it
would appcar 1o be desirable in the Intcrests of simplicity and convenience, in
the controlled situation of this agency.

Freedom of Infornuativn Act Disclosure. The bill docs not make clear that
Federal rccords covered by the bill are exempt trom disclosure under the
Freedom of Information Act. In the vast majority of instances, the information
could bc withheld as "medical tiles and similar f{il¢s the disclosurc of which
would constitute a clearly unwarranied invasion of personal privacy;” (3 U.S.C.
§ 552(h)(6)).

However, 10 avoid the possibllity of litigating specific demands, and w perinit
firm assurances to patients as to how their information will be treated, the bill
should rake clear that the information it covers is "specifically exempted from
disclosure by staiute” in aceord with 5 U.S.C. § 552(b)(3).

D. Other Issues

Minimum Disclosure. The reqnirement that disclosures be limited “to0 the
minimum amnount of information nccessary 1o accomplish the purposc for which
the intormation is disclosed” (§ 201(b)(2)) states a worthy objective, and as a
general pringiplc is desirable.

Howcver, sorting through records -- especlally paper records -- to ¢nsurce that
only the minimum amount is disclosed, is expensive and time-consuming, risks
compromising the integrity of the record, and could burden the normal
operational activities of the record holder. In addition, as an obligation on the
holder, it could be used to withhold records in situations where the requester 1§

. best pasitioned 1o determine what imfnrmanian 18 necessary, snch ag overgight

and public heallh investigations.

This requirement could be made morc workable by udding “to the extent
practicable. "

Certification by Requester of Records. The bill permits disclosures for stated
purposes, upon condition that the requester have a particulur purpose, or that he

(VXA EAR T
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comply with certain procedural requirements.  The hill does not address the
yuestion of what the holder must do, if anything, to verily the purposes for
which the record [s sought.

LIolders of protected health information should be allowed to rely on a
certification from the requester Wit dic bill’s conditions for the particular dis-
closure have been complied with. Good faith reliance on such certitication of
compliance would release the holder of the records from liability for disclasure.

Authorization; Expiration, Authorizutions for disclosure for purposes other
than treatnent and payment must have an expintion date (or event) not longer
than onc ycar from cxecution (§ 203(a)(4)). This in many instances will
produce repeated contacts with a person for renewal of authorizations for
ongaing activities, with little practical bencfit to the individual's privacy
mteresty.

The expiration should be whatever date or event is specificd in the
authorization.

Authorization; Conncction with Provision of Health Care. Authorizations
for disclosure for purposes other than treatment and payment could not be
obtained on a day on which the trustce provides health care to the individual

(§ 203(a)(3)).

This is cumbcrsome and is especiully difficult when someone other than a
health care provider is requesting the authorization. A Federal employee
seeking a security clearance signs a form permitting release of her medical
records for a background investigation. Or a person injured through neglipence
of another wants 10 authorize his attorney to review the records of treatment w
prepare a lawsuit, In these cases, the authorization is heing given to someone
totally unconnected with the provision of health care. Under the bill, records
of treatinent incidentally provided on the sane day could uot be released.

The requirement is directed towerd the desirable goal of preventling coerced or
unthinking authorizations, e.g., when a patient is considering whether to
authorize 4 particular medical rreatment and is ar the same time asked to
authorize disclosure of his information for some other purpose.  However, the
prohibition on conditioning treatment or payient on execution of an
authorization, in section 203(h) offers adequate protection; the hill could in
addition requare that notice ol Lthis prohibition be included in the text of the
authorization.

3/au/ 996 - 10 -
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Indian Tribes. In many justances, Indian tribes operate health services or
inctlude pulilic Liealth authoritics. It would be desirable to include tribal
governments within the detinition of person (§ 3(13)), and to define tribal
governnient. Likewise, the definition of public health authorities (§ 3(15)),
should include tribal goveraments.

Patient’s Rights in Litigation Disclosures. The provision for disclosure in
litigation in which the patient is a party (§ 210(a)(1)) gives the patient notice
and an opporwnity to object, but does not provide standards and criwcria for
decision about use of the information in the litigation. Tt would be desirable Lo
provide such standards, of the typc provided for non-law enforcement
subpoenas in scction 211(c)(2).

Deceased Persons. The hill calls for the Secretary (o establish "a procedure
for obtaining protccied health informatioa rclating 10 o decessed individual

when there is no individual representative for such individual.” (section 205(c)).

The "obtaining” concept is not clear; what is probably intended is a procedure
for authorizing disclosure when there is no individual reprecentative.

The bill nceds a distinct statement as to its applicability to deceased individuals.

and a process tor making decisions about use and disclosure of information
about a deccased person. A possible approuch is w inuke the rules applicable
for a stated period of time (perhaps five years).

Health Care Pawers of Attorncy. The bill may not muke cffective provision
for the role of persons holding health care powers of uttorney, and for other
legal arrangements on behalf of persons vnable, in whole or part, o manage
their own affairs. The bill appears to treat the individual representative

(§ 3(11)) as a recipient of information, by including the indjvidual
representative in the definition of "person™ (§ 3(13)) und permitung disclosure
as if to next of kin (§ 205(a)).

It might be preferable to permit thal person to exercise all rights of the patient
with respecet to health information, including the right to access and the right to
authorice disclosure. This is the approach taken by the Uniform Health-Care
Decisions Act § 8 (9 Part 1 U.L.A. 201, 217 (Supp. 19Y5)).

Inability to Make Decisions; Abscnce of Formal Legal Arrangements. The
bill has no provision for making decisions about use and disciosure of records
when the patienl is in fact unable (o make decisions, but there is no one legally
appointed to make decisions for the patient. This ic a conunon situation, and is

3/4U/bus - 11 -
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currently addressed, for example, by the Department of Veterans Affairs in a
routine use which authorizes ccrtain officials of the VA to make disclosures on
behalf of such patients, undcr speciticd conditions.

Somc provision should be made for making decisions in such cases.

10. Notice to Individuals of Information Practices. Section 103 requires notice Lo
patients of the "trustec’s information practices, including a description of the
trustee’s heulth information practiocs™. Tt is nut clear what purpusc is served
by notice of practices with respect to informnation gencrally, beyond health in-
formaltion.

This should require notitication only ot a trustee’s practices regarding the
protecied health information eovered under the bill. Tt ghould be expandd,
however, to require thut health care provider trustees furnish cach non-
cmergeney patient with a copy.  All trustees should make such a slatement
available upon request, The statement should include a description of the
purposes lor which information is collected.

11.  Provider-specific Information. We prefer language delegating to the Secretary
the promulgation of rules “regulating access to provider-specific information so
as to promote the availability of bealth cure services.” (§ 201(e)).

12.  Effective Date; Regulation. The bill would require the Secretary 1o
promulgate regulations within six months, and the bill would become effective
one year after enactment. (iven the novelty and complexity of this legistation,
these fime pericdds are 100 short.

The bill should call for regulations within one year of enacument, and an
elfective date eighteen months from enactment.

13. Negotiated Rulemaking; Advisory Commlittee. The bill would require
negotiated rulemaking for the regulation under this bill. and if this were not
employed, would require a separate advisory committee to assist with the
rulemaking (§ 111(h)). It is not desivable to imposc negotiated rulemaking by
statute. 1t can be used, 1f appropriate, vider existing law, without a specific
statutory requirement.

A seputate advisory commidee [or this activity is unnecessary hecause the

Dcpartment already has an advisory committee, the National Committee on
Vital and Health Suatistics (established uider section 306(k) of the Public Health

LRAFT 2,20/19%5 - 12 -
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Service Act (42 L1.S.C § 742k(k))), which will addrcss these iksucs. The
Deparunent has rceeatly written a new charter for the committee, and has
placcd privacy concerns explicitly within its scope.  The Department hias
solicited nominations for membership, including for "persons who have
distinguished themselves in...information, privacy und sceurity of electronic n-
formation..." (61 Fed. Reg. 4,444 (1996)).

Remedies; Civil Actions, The civil action provision permits recovery for an
Individual who is "aggrieved" by conducl in violution ol the bill (§ 302(a)).
‘This provides lor $5000 damages, plus attorney’s lees, plus punitive damages,
for any conduct that violates any requirement of the act, based solely on a
showing that the plaintiff was aggrieved. There is no requirement that the
violation bc of any particular magnitude, and there is no rcquirement that the
violation be intentinnal or willfinl; indeed, it i arguable that the violation need
not even be negligent, and that accidontal violations would muke one liable.

This is too draconian. A standard like "knowingly or negligently™ should be
considered.

BEMA\C M :/20/0G/.650
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EXECUTIVE OFFICE OF THE PRESIDENT LRM NO: 3970
OFFICE OF MANAGEMENT AND BUDGET
Washington, D.C. 20503-0001 FILE NO: 1646
URGENT wans
LEGISLATIVE REFERRAL MEMORANDUM Total Page(s): 5

TO: Legislative Liaison Officer - See Distribution below:
FROM: Janet FORSGREN (for) Assistant Director for Legislative Reference

OMB CONTACT: Robert PELLICCI 3985-4871  Legislative Assistant's line (for simple responses).  385-7362
C=US, A=TELEMAIL, P=GOV+EOP, O=OMB, OU1=LRD, S=PELLICCI, G=ROBERT, I=J
peliicci_r@a1.eop.gov

SUBJECT: DEFENSE Views RE: $1360, Medical Records Confidentlality Act of 1985

DEADLINE: Thursday, April 04,1996

in accordance with OMB Circular A-19, OMB requests the views of your agency on the above subject before
advising on its relationship to the program of the President.

Please advise us if this item will affect direct spending or receipts for purposes of the
"Pay-As-You-Go" provisions of Title XIll of the Omnibus Budget Reconciliation Act of 1990.

COMMENTS: Senate Labor and Human Resources Committee staff have requested comments by 04/05/96.

DISTRIBUTION LIST:

AGENCIES: 52-HHS - Sondra S. Wallace - 2028807760
61-JUSTICE - Andrew Fois - 2025142141
76-National Economic Councll - Sonyla Matthews - 2024562174
120-VETERANS AFFAIRS - Robert Coy - 20227386688

EOP: Nancy-Ann Min
Sally Katzen
Bob Litan/Karin Kizer
Chris Jennings
Jennifer Kiein
Phebe Vickers
Mary Jo Siclari
Jim Fish
Maya Bemstein
{aura Oliven
Mark Miller
Elena Kagan
Lewis Olenick
David Haun
Toni Hustead
Dennis Burke
Bob Damus
Jim Murr
Janet Forsgren
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RESPONSE TO LRM NO: 3970
LEGISLATIVE REFERRAL i
" MEMORANDUM FILE NO: 1646

If your response to this request for views Is simple (e.g., concur/no comment), we prefer that you respond by e-mall or
by faxing us this response sheet.

if the response is simple and you prefer to call, please call the branch-wide line shown below (NOT the analyst's line)
to leave a message with a fegisiative assistant.

You may also respond by:
(1) calling the analyst/attomey's direct line (you will be connected to voice mail if the analyst does not answer); or

(2) sending us a memo or letter
Please include the LRM number shown above, and the subject shown below.

TO. Robert PELLICCI 395-4871
Office of Management and Budget
Fax Number: 385-8148
Branch-Wide Line (to reach legislalive assistant): 395-7362

FROM; (Date)

(Name)

(Agency)

(Telephone)

SUBJECT: DEFENSE Views RE: S1360, Medical Records Confidentiality Act of 1885

The following is the response of our agency to your request for views on the above-captioned subject:

Concur

No Objection

No Comment

|

See proposed edits on pages

Other:

|

FAX RETURN of pages, attached to this response sheet
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DEPARTMENT OF DEFENSE
OFFICr OF AENERAL COUNSEL

WASHINGTON. D.C. 20301-1600

March 29, 1996

MEMORANDUM FOR MR. ROBERT PELLICU}, LEGISLATIVE REFERENCE DIV, OMB

FROM: LTC TIM RAEZER, LEGISLATIVE REFERENCE SERVICE, oAl
SUBJECT: - - LRM NO. 3857, HHS Proposed Report RE: S1360, Medical Records
Confidentiality Act of 1995

This is in response to your request for the views of the Department of Defense. on the
proposcd report by the Deparmment of Heul(h and Human Sorviecs (DHHS) on §. 1360, the
"Medien.l Records Canfidentiality Act of 1995.°

.The Dcpu'tmcnt of Defense (DoD) opposes S. 1360 as presently drafted. It is the view of
DoD that the medical records of Federal agencies, including DoD, should be exempt from the
coverage of the proposed legislation. The basls for this pusiton is twofold: First, the Privacy Act
of 1974 (5 U.S.C. 552s). which currently applies to al) Federal records, has provided the
necgssary protection to medical records being sought by S. 1360, This is evidenced, in part, by
the fuct that DoD: has not oxperienced widespread problems in protecting patient confidentiality
during the past 20 years. Not only is the proposed lcgislation unnecessary given the
offectiveness of the Privacy Act in protecting the confidentality of Fedesal medical rocords, it
would be burdenanme, disruptive and harmful to the programs and activities of DoD related to
the delivery of and payment for health care services for DoD beneficiaries, and it would inhibit
esscntial imeractivus between the componont ngencies and institutions of the Military Health
Services System, their contractors, and third party payers for DoD health services. Such an
exemption of DoD medical records from the coverage of the proposed legislulivn would resuit in
no distuption ini the manner in which DoD currently collects, roaintains and uses protected bealth
care mfomanon

Second., and of greater importance, is the fact that the current bill would preclude DoD
from using such records for essential agency purposes critical to national defense. As writlen,
thic bill would invalidate an essential fnction of the DoD medical system: to provide to proper
command suthorities medical information critical to the national defease functions of military
members, civilian employees, and céruiiu yovesnment contractor personnel. Under the bill, all
health care providers and other "health information trustees” arc gencrally prohibited from
disclosing health information regarding a person, except to the extent necessary for treatment or
pRYIICIt pUrposss, or for another purpose for which the individual provides 8 revocable
authorization. The bill includes certain limited exceptions for public health, health research,
judicial, law eaforcement and several other pardculur pusposes.

No éxception is provided in the bill for nocessary medical screcning for military
mewbers, civilian cmployees or goverament contractor personnel performing national defense
functions. As an-essential clement of pational defensc capability, responsible military command
suthorities must have accurate medical information regurding military mombors in the command
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and other personnel performing certain critical functions. To list just a few examples:
. a pilot receiving medication that may affect alertness;

. an armed forces member (or civilian or cantractor employee subject to
deployment) with an intolerance for a vaccine necessary for deploymeat to certain

geographical areas;

. any significant medical or psychological changes in a military member or civilian
employee or government contractor employee subject to the Nuclear Weapons
Personnel Reliability Program;

. ap armed forces member or civilian or contractor employee with a positive test for
- acontrolled substance;

J results of periodic monitoring in the workplace of the health status of workers
exposed to hazardous materials;

. a military recruit or member with an i{iness or injury causing noncompliance with
mandatory physical accession or retention standards.

For rcasons articulatcd sbove, DoD recommends that the DHHS rcport on 8. 1360 be
modified to oppose S. 1360 unless the medical records of Federal agencies, including DoD, are
exempted from coverege under the proposed legislation. It is also recommended that the DHHS
report be further modified to assert that, in the absence of a broad exemption for federal agencies,

. the Administration deems it absolutcly essential to add a new exception for national defensc
funvtivus tu tre bill. The attached new scotion 214 is suggested for this purposc. This section
would allow the Secretary of Defense to authorize additional disclosures of protected health
information when necessary to the proper conduct of national defense functions by members of
the armed forces, civilisn employees of NDa, and emplayees of contractars of NoD.

With respect 1o members of the armed forces, such disclosures could cover auy protacted
health information concerning a member to the extent proper military command authorities nced
such information to assure the proper conduct of national dcfense functions by such members.
For civilian employoes and employees of Defensec contractors, the special authority is more
limited. Disclosures of protected health information would be limited to those for which the
cmployee grants a written authorization under section 203. However, the Secretary of Defense
would be aliowed to limit the employee's right to revoke or amend an authorization and to
establish exceptions to the termination of an authorization to disclose when such authorization
was provided by the employee as a condition of employment and the disclosure is necessary to
assure the proper conduct of national defense functions by the employee. Finally, the proposed
section would allow the President to grant to other beads of agencies engaged in nstiopal defense
functions (for example. the Department of Energy with respect to nuclear weapons production)
authorities comparable to those granted to the Secretary of Defense under this section.
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DoD SUGGRSTED REVISION TO 8.1360

Add the following new mectien:
SEC. 214. NATLUNAL DEFENSE FUNCTIONS.

{a) AUTHORITY CPF SECRETARY OF DEFENSE.--The Secretary of
Defense may by regulation, congistent with subsections (b) and
(c)], establish exceptions to requiremeants of this title to the
extent the Secratary determines that disclogures of protected
health information under circumstances different than those
otherwise applicable under this title are necessary to the proper
conduct of national defense functions by members of the armad
forces, civilian employees of the Department of Defanse, and
employees of contractors of the Department of Defense. '

(b) MEMBERS OF THE ARMED PORCES.--The Secretary of Defense
may, pursuant to subsection (s), sequire health information
trustoes to discloss to proper military command authorities
protected health information concerning members of the armed
forces to the oxtont the Secretary of Defense detarmines that
such command authorities need such information to assure the
proper conduct of nationa. detense functions by such membars.

{c) CIVILIAN BMPLOYEES AND EMPLOYEES OF DEFENSR
CONTRACTORS. - -The 8S8ecretary of Defense may, pursuant to
subsection (a), establish for civilian employees of the
Department of Defense and employees of Defense contractors
limitations on the right of such persone to revoke or amand an
authorization and exceptions to the termination of an
authorization to disclose undur suction 203 protected health
information when such authorization was provided by such euployee
as a condition of employment and the disclosure is determined
necegsary by the Secretary of Defense to assure the proper
conduct of national defenee functions by such employses.

(d) AUTHORITY OF OTHER AGENCY HEADS.--The President may

- grant to other heads of agenciem engaged in national defense
functions authorities comporable to those granted to the
Secretary of Defense under this section. When granted by the
President, such authorities may be exercised by such ayeucy heads
with respect to personnel of the agency and employees of
contractors of the agency to the extent the agency head
determines neccssary for the proper conduct of national dafense
functinone by such poersonnel and employese.

** TOTAL PARGE.PB4 *x
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LEGISLATIVE REFERRAL MEMORANDUM

FROM:DADE, J. P.1/5
FFICE OF THE PRESIDENT LRM NO: 3968
OFFICE OF MANAGEMENT AND BUDGET
FILE NO: 1648

Washington, D.C. 20503-0001

42/96
Total Page(s): 5

TO: Legislative Lialson Officer - See Distribution below:

FROM: Janet FORSGREN
OMB CONTACT: Robert PELLICCI

(for) Assistant Director for Legisliative Reference

395-4871  Legislative Assistant's line (for simple responses):  395-7382

C=US, A=TELEMAIL, P=GOV+EOP, O=0OMB, OU1=LRD, §=PELLICCI, G=ROBERT, |=J
pelliccl_r@a1.eop.gov

SUBJECT: EDUCATION Proposed Report RE: $1380, Medical Records Confldentiality Act of

1905

DEADLINE: Thursday, April 04,1996

In accordance with OMB Circular A-19, OMB requests the views of your agency on the above subject before
advising on lis relationship to the program of the President.

Please advige us if this item will affect direct spending or receipts for purposes of the
"Pay-As-You-Go" provisions of Titie XlIl of the Omnibus Budget Reconciliation Act of 1990.

COMMENTS: Senate Labor and Human Resources Commitiee staff have requesied comments by 04/05/88.

OISTRIBUTION LIST:
AGENCIES: 29-DEFENSE - Samuel T. Brick, Jr. - 7036971305

52-HHS - Sondra S. Wallace - 2028807760

61-JUSTICE - Andrew Fois - 2025142141

62-LABOR - Robert A, Shapiro - 2022198201

76-National Economic Councll - Sonyla Matthews - 2024562174

92-Office of Personnel Management - James N. Woodruff - 2026061424

118-TREASURY - Richard S. Carro - 2026221146

128-VETERANS AFFAIRS - Robart Coy - 2022736666

EOP:

Nancy-Ann Min
Sally Katzen
Bob Litan/Karin
Chris Jennings
Jennifer Klein
Barry White
Lisa Fairhall
Maya Bemstein
Laura Oliven
Mark Miller
Elena Kagan
Lewis Olenick
David Haun
Toni Hustead
David Morrison

Kizer

Mary Jo Siclarl

Dennis Burke
Bob Damus
Jim Murr
Janet Forsgren
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RESPONSE TO LRM NO: 3968
LEGISLATIVE REFERRAL .

If your response to this request for views is simple (e.g., concur/no comment), we prefer that you respond by e-mail or
by faxing us this response sheet.
If the response Is simple and you prefer to call, please call the branch-wide line shown below (NOT the analyst's line)
1o leave a message with a legislative assistant.
You may also respond by:
(1) calling the analyst/attorney's direct line (you will be conneclod to voice mail if the analyst does not answer); or
(2) sending us & memo or letter
Please include the LRM number shown above, and the subjecl shown below.

TO: Robert PELLICCI  385-4871
Office of Management and Budget
Fax Number: 385-6148
Branch-Wide Line (io reach legislative assistant): 385-7362

FROM: (Date)

(Name)

(Agency)

(Telephone)

SUBJECT: EDUCATION Proposed Report RE: S1360, Medical Records Confidentiality Act of
1995
The following is the response of our agency to your request for views on the above-captioned subject:
Concur
No Objection
No Comment

See proposed edits on pages

Other:

FAX RETURNof __ pages.' attached to this response sheet
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DRAFT

Honorabla Nancy Landon Kassebaun
Chairman

Conmittee on lLabor and Human Resources
United States Senate

‘Washington, DC 20510

Dsar Nadam Chairman:

This letter provides the Department of Rducation’s views on

8. 1360, the "Medical Racords Confidentiality Act of 1985.°

8. 1360 would provide comprehensive rules for the inspection,
use, distrihution, and transmission of "protected heath informa-
tion." Among others, these rules would apply to all educational
agenoins, schools, and universities, vhether or not they recaeive
Federal funds, as "health information txustees™ and, with respect
to certain students, as "health care providers."

Wa ara concerned about the confusion and burden 8. 1360 weuld
create for such agencies and institutions. Therefore, we urge
you tc sither drcp such agenoies and institutions from the bill‘s
coverage, or, at the very least, clarify how §. 1360 and cother
applicadle privaay laws would rslate to tham.

Currantly, educational agencics, ochoolo, and universities that
raceive funds from the Department are subject to the requirements
of the Family Educational Rights and Irivacy Act (20 U.8.C.
12329) (FERPA) and Part B of the Individuals with Disabilities
Education Act (20 U.8.C. 1411) (IDEA) (which {incorporates tha
major provisions of FERPA). FERPA/IDEA provides access and
dieclosure rules for wvhat it deofines as "education rucords.®
Buch reocords include student health records and records that
relate to special education sarvicew. Thus, education records
that fall within the definition of “protsoted health informa-
tion," inocluding studunt health records maintained by all
agsncies, schools, or universities that receive funds from the
Departuent, would bs subject to both the regquirexents or
FERPA/IDEA and 8. 1360, requiring such agencies and institutions
to apply two Bets of privacy standards to the same records.

In many instances, though, the standards imposed by 8. 1360 are
aubst;ntially different from those imposed under FERPA/IDEA. For
examples ' .

*> 5, 1360, in ssction 101, would provide for inepac-
tion and reviev of documents only by the "subject™ of
the inrormation, while FERPA/IDEA vests a parent or
guardian vith such a right for a minor child;
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Page 2 - Honorable Nanoy Landon Kassebaun

-= 8, 1360 contains standards for access to health
information, and exceptions to such access, that differ
fron FERPA/IDEA’S access and exceptions standards for
education records. For example, 8. 1360’s "confiden-
tial source" exception and "treatment records”
requirements vould be {n conflict with FERPA/IDEA
Zequirements;

== §, 1360 contains rules and exceptions for the -
disclosure of health information that differ from

FEJPA/IDEA’s standards for education records. For

example, under FERPA/IDEA, unlikxe 8. 1360, a student’s
sducation records may be released, in certain circum-

stances, without prior consent to an educatiocnal

{nstitution in which the student seeka or intends to

snroll;

-- 8. 1360, in section 203, would require an elaborate
vrittan authoriratien for the transfer of health
records, while FERPA/IDEA providee for a simpler form
of written consent (wvhich may be important to parents
when having their children’s records transferred and to
States and schocl districts when making disclesures of
health information to a State Medicaid Agency or other
insurer for purpeses of obtaining reimbursement for
health related services);

~= S. 1360, in section 212, would provide civil and
criminal penaltics (inocluding fines and inoarccration)
for individual violators, while FERPA/IDEA provides
only for termination of Fodoral funds; and

-=- Ic ie uncloar how B. 1360 would affect current
requiremsnts governing Instituticnal Review Boards.
These reguirsments appear in the Pedersl Policy for the
Proteotion of Human Subjects in Ressarch. The Pederal
Policy was published in the Federal Reyister of June
18, 1991 and vag accepted by 16 Federal departments and
agencies, including the Departuunl of Bducation.

As a practical natter, usducutional agencies, schools, ana
universities have a dally practice of commingling academic
records and hualth records. Applying the provisions of &. 1360
to such sgencies and institutions wvould effectively regquire them
to lavtitute nev practices and procedures to distinguish and
segregate any record considered health-related from the rest of a
student’s records.

¥We 3also note that 5. 1380 would Ccover all schools and univer-
sities, whether or not they recsive funds from the Departmant.
FERFA/IDEA applies only to schools and universities that receive
funds from the Department. Private and parochial schools at the
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elanentary and secondary level generally d¢ not receivs such
gunds. Thus, 5. 1360 would have a nev and significant impact on
such schools.

We understand that vhen originally introduced and considered
during the 103rd Congress as a part of health care raform, the
preacursor ta R. 1360 Aid net eovar educational agencias, schools,
and universities. 8ince these agencies and institutions play a
ralatively small part in this large and complax pisce of legisle-
tion, and most of tham are already subject to lavs protecting
student health records, we do not believe they should ba covarad
now. Should they remain included, though, the bill must provide
greatar clarity on hov its regquirements relate to these of
FERPA/IDEA and the Federal Policy for the Protection of Human
Subjects in Resoarch.

We offer you our asesistance in this regard and look forward te
working with you as you continue to consider this bill.

The Office of Management and Budget has advised that there is no
objection to this report from the standpoint of tho Administra-
tion’s progranm.

Yours sincerely,

Richard W. Riley

. 5/5
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EXECUTIVE OFFICE OF THE PRESIDENT LRM NO: 3971

OFFICE OF MANAGEMENT AND BUDGET

E N T Washington, D.C. 20503-0001 FILE NO: 1646
URG wae

LEGISLATIVE REFERRAL MEMORANDUM Total Page(s): 2 L/.

TO: Legislative Liaison Officer - See Distribution below:
FROM: Janet FORSGREN (for) Assistant Director for Legislative Reference

OMB CONTACT: Robert PELLICCI 395-4871  Legislative Assistant’s line (for simple responses):  395-7382
CsUS, AsTELEMAIL, P=GOV+EOP, O=OMB, OU1=LRD, $=PELLICCI, G=ROBERT, i=J
pellicci_r@a1.eop.gov

SUBJECT: VETERANS AFFAIRS Views RE: 81360, Medical Records Confidentiality Act of
1995

DEADLINE: Thursday, April 04,1996

in accordance with OMB Circular A-19, OMB requests the views of your agency on the above subject before
advising on its relationship to the program of the President.

Please advise us if this item will affect direct spending or recaipts for purposes of the
"Pay-As-You-Go" provisions of Title XIi! of the Omnibus Budget Reconcillation Act of 1990.

COMMENTS: Senate Labor and Human Resources Committee staff have requested comments by 04/05/96.

DISTRIBUTION LIST:

AGENCIES: 28-DEFENSE - Samuel T. Brick, Jr. - 7036971305
§2-HHS - Sondra S. Wallace - 2026807760
61-JUSTICE - Andrew Fols - 2025142141
76-National Economic Council - Sonyia Matthews - 2024562174

EOP: Nancy-Ann Min
Sally Katzen
Bob Litan/Karin Kizer
Chris Jennings
Jennifer Klgin
Toni Hustead
Maya Bemslein
Laura Oliven
Mark Miller
Elena Kagan
Mary Jo Siclari
Jim Fish
Lewls Olenick
David Haun
Dennis Burke
Bob Damus
Jim Murr
Janel Forsgren
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RESPONSE TO - LRM NO: 3971
LEGISLATIVE REFERRAL ,
MEMORANDUM FILE NO: 1646

If your response 10 this request for views s simple (e.g., concur/no comment), we prefer that you respond by e-masli or
by faxing us this response sheet.
If the response is simple and you prefer 1o call, please call the branch-wide line shown below (NOT the analyst's line)
1o leave a message with a legislative assistant.
You may also respond by:
(1) calling the analyst/attomey's direct line (you will be connected to voice mall If the analyst does not answer); or
(2) sending us a memo or letter :
Please include the LRM number shown above, and the subject shown below.

TO: Robert PELLICC!I 305-4871
Office of Management and Budget
Fax Number: 385-6148
Branch-Wide Line (to reach leglslative assistant): 365-7362

FROM: (Dale)

(Name)

(Agency)

(Telephone)

SUBJECT: VETERANS AFFAIRS Views RE: $13680, MedIcal Records Confidentlalllty Act of
1895
The following is the response of our agency to your request for views on the above-captioned subject:
Concur
No Objection
No Comment

See proposed edits on pages

S ———

]

Other:

FAX RETURN of pages.' attached to this response sheet
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DEPARTMENT OF VETERANS AFFAIRS
Office of the General Counsel
Washington DC 20420

In Reply Refer To: 02432

Enclosed please find our detailed comments on the Health and Human
Services (HHS) comments on 8. 1360, Medical Records Confidentiality Act,
and, comments on §. 1360, generally. The Department is continuing to study
both of these items and may generate asdditional comments, or, adjust some of
the positions taken herein.

Generally, the Department is concerned with the ramification for the
Privacy Act in the event of enactment of the subject bill, since that Act
now primarily governs our handling of literally millions of medical care
and treatment records every year. Abandoning the Privacy Act in favor of

8. 1360, in its current form, would appear to create fundamental operational
difficulcies.

. As drafted, S. 1360 presente certain key issues, and a number of
important additional concerns, which must be addressed in order to
accommodate VA health care operational needs. Summarized, our key issues
include the following: Any legislation must enable the continued intragency
exchange of information between the Veterans Health Administration and the
Veterans Benafits Administration without the patient's consent. The
millions of active powers-of-attorney, by which Veterans Service
Organization representatives obtain records and file claims in millions of
cases before the VA cannot expire every year. Proposed remedial legislation
and related text is enclosed. And the Privacy Act must be addressed -
operating under that Act and 8. 1360 is too complicated. If §. 1360 can be
amended to mest VA's operational needs, then we would not object to having
8. 1360 supersede the Privacy Act. These operational needs, and other
matters, are identified in enclosures.

Thank you for this opportunity to provide our views.

Sincerely yours,

<3 4

Mary Lou Keener
General Counsel

Enclogures
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Comments by the Department of Veterans Affairs
on HHS Comments on S. 1360

Privacy Act (HHB, p. 8) The Department of Veterans Affairs
strongly supports statutory protections for the confidentiality
of Federal health care information, and aggressively protects the
confidentiality of VA patient care records under the Privacy Act.
The VA has had very few complaints about its methods of
protecting the personal privacy of veterans medical records.
While there has been some litigation, the Privacy Act generally
operates quite well in balancing the competing interests of
privacy and necessary disclosures. Confidentiality shortcomings
could be addressed effectively and precisely by amending the
Privacy Act.

If VA had to comply with S. 1360 as currently written, VA
would be unable to disclose informaticn which is operationally
essential. For example, one VA health care provider could not
transfer recordse to another health care provider in the same
facility without the patient's authorization. (See Exhibit D.)

The VA provides medical treatment to large numbers of
veterans every year in over 170 hospitals and 200 outpatient
clinics. The VA Medical Centers currently maintain approximately
5.5 million active outpatient and inpatient medical files. VA
treats 2.7 million veterans per year; in 1996, it is estimated
that VA will provide one million inpatient and 26.3 million
outpatient visits. We provide counseling to veterans through
“storefront”™ locations known as Vet Centers. In providing
treatment, VA has resource-sharing agreements with other medical
facilities in the private sector and federal entities such as the
Department of Defense and the Indian Health Service.
Additionally, VA is engaged in significant medical research and
helps provide training for the majority of the nation's doctors
through assocjations with affiliated medical schools. All these
activities generate individually identified and retrieved patient
medical care and treatment records. Thus, it is clear that
replacement of the Privacy Act with broad, new legislation would
require substantial investment of resources in training and in
reconfiguring VA's records management practices.

If, nevertheless, S. 1360 were applied to the federal
sector, then we offer the following detailed comments.

Department of Veterans Affairs (VA); Benefit Programs (HHS, p.8-
9) S. 1360 would serjously interrupt the timely flow of records
between the benefits arm of the Department of Veterans Affairs,
the Veterans Benefits Administration (VBA), and the health arm,
Veterans Health Administration (VHA). VA performs over 1,000,000
medical examinations annually for the purpose of determining
eligibility for certain veterans benefits. Once these
examinations are completed, they are sent from VHA to VBA and
filed in the claims file. VBA makes an additional 2,000,000
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requests for medical records annually, in order to process
claims. Records containing protected health information also
flow from VBA to VHA. For example, VBA discloses protected
health information from claims files to VHA regarding the level
of medical treatment to which a veteran is entitled. Moreover, a
veteran may require multiple hospitalizations thereby requiring
multiple consents. Consents are simply inadequate to accommodate
this process. The bill's impact would be to require multiple
authorizations from a veteran to move records between these two
VA components, which would significantly increase the time and
cost required to develop and adjudicate a veteran's claim. We
are providing language, attached as Exhibit A, to address this
matter. Also, we are suggesting certain revisions, by way of a
substitute paragraph 3, for pages 8-9 of the Draft HHS comments
on S. 1360 (attached as Exhibit B).

In order to expedite the processing of claims from veterans
recently discharged from the Armed Forces, VA and DOD have
recently established a procedure whereby Service Medical Records
are sent to VA for storage regardless of whether a claim has been
filed. This enables prompt transfer to a VA office when a claim
is filed. This recent innovation has addressed timeliness
problems and should be protected. (See language in Exhibit A.)

Also included in Exhibit A is language that would allow the
continuation of a long-standing practice whereby Veterans Service
Organizations (VSOs) represent individual veterans who seek VA
benefits in millions of cases each year. Since a VSO may
represent a veteran over a number of years in a variety of
proceedings, veterans currently use powers of attorney as the
disclosure device for medical and benefits records. There is no
“power of attorney” under S. 1360 and authorizations are
inadequate for the process since they automatically expire at the
end of one year. (See also HHS, p. 10, Authorization Expiration
comments, with which we agree.)

written Authorigation stc. (HHS, p.1), Compatibility; etc (HHS,
P. 2), Internal Uses; etc (HHB, p.2) S. 1360 does not contain an
equivalent to the “need to know” provision of the Privacy Act,
subsection (b) (1). We strongly agree with the HHS comments that
all institutions (including VA) providing medical care, need a
method for allowing their employees to gain access to protected
records for a variety of purposes, such as providing medical
care, medical quality assurance peer review activities, legal
services, oversight, employee personnel matters and other
management activities, etc. For example, patients do not expect
to sign consents for every individual providing health care
within an organization. Further, as pointed out in Agents and
Contractors (HHS, p.3), VA and other Federal providers need to be
able to disclose protected information to other parts of the
Federal government for the performance of legal or other
functions, although recipient government components are nejither
agents nor contractors. Compatibility for government operational
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purposes should be measurable by the Notice to Individuals
provision (see HHS, p. 12).

Certification of IRBs, etc (HHB, p. 6) We strongly endorse the
alternative proposed herein which would enable VA's own IRBs to
act on proposed disclosures of protected VA information.

Federal Agencies and State Requirements (HHS, p.8) We strongly
agree that the bill should be clear that it is not subjecting the
Federal government to State reporting statutes.

Minimum Disclosure (HHS, p.9) As a practical matter, adding the
qualification "to the extent practicable," as suggested by HHS,
ie desirable.

Authorization; Expiration (EHS, p.10) As indicated above,
specially trained claims representatives of Congressionally
recognized veterans service organizations represent veterans in
benefits matters before the VA, utilizing powvers of attorney.
These instruments provide authority for disclosure of medical
care and treatment information as well as for other
representational matters. These relationships are maintained
for years, during which a service organization representative
may appear several times on behalf of the same veteran. If the
subject S. 1360 authorization time-limitation were applicable to
this arrangement, the millions of power-of-attorney relationships
would have to be renewed annually. This is one example of the
general objections which HHS has posed on the S. 1360 provision.
We strongly agree with HHS and request adoption of the language
attached at Exhibit A to avoid the above result.

Authorisation; Connection, etc (HHS, p.10) We strongly agree that
disclosure authorizations should be obtainable at any time the
patient is competent. The VA cannot condition the provision of
the health care benefit on whether a disclosure authorization has
been executed.

Deceased Persons (HES, p.11) We agree that the bill needs to
squarely address confidentiality of decedent records. The bill
should address what interest is being protected, what disclosure
mechanisms should exist, who should have disclosure authority and
how are the customary decedent-related disclosures, e.g., death
certificate, funeral home arrangements, to be effected.

Effective Date; Regulation (HHB8, 11) The implementation period
once regulations are finally adopted ghould be twelve months, not
just six months.

Renedies; Civil Actions. (HHS, 13) We strongly agree that civil
recovery actions should be predicated on some reasonable desgree
of knowledge and fault.

Negotiated RulemaXing; Advisory Committee (HHS, p.12) Provider-
specific Information (HHS, p.312) Federal providers, such as the
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VA and DoD, should have the opportunjty to work on any advisory
committee which will influence the implementation of S. 1360,
given their size and operations. We agree with HHS that
negotiated rulemaking should not be mandated by S. 1360.

Health Care Povers of Attorney (HHS, p.l11), Imability to Make,
etc. (HHB, p. 11). We agree with the HHS comments.
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Exhibit D
DISCLOSURES OUTSIDE VA WHICH 8. 1360 DOES NOT ALLOW

Under S. 1360, VA will not be authorized to make a variety
of disclosures which are either required by other statutes, or
are desirable from a public poliecy standpoint. For example, our
reading of the legislation leads us to conclude that VA could not
disclose medical records without authorization to the Congress,
to the General Accounting Office, to the National Archives and
Records Administration Administration, to the Equal Employment
opportunity Comnission, to the Merit Systems Protection Board, to
contractors of health care providers, to appropriate officials
for civil commitments, to coroners, to organ donors, to funeral
homes, to family members of deceased individuals, to the American
Association of Blood Banks and JCAHO, to departments of motor
vehicles or other public safety organizations, child protection
agencies, to a guardian ad litem, to the Red Cross in order to
facilitate their program for transporting the loved ones to the
bedside of terminally-ill veterans or members of the Armed
Forces, to insurance companies for collections, to the Department
of Justice for litigation, to nursing home facilities for
preadmission screening of mentally ill and retarded patients, to
other federal agencies for computer matching, etc. (This list is
exemplary, and does not include all prohibited disclosures.)

Currently, the Privacy Act permits disclosures without
consent via the routine use exception. (5 U.S.C. § 552a(b) (3).
This enables the VA and other Federal agencies to make
adjustments to diesclosure needs as circumstances require. Such
flexibility is desirable for a least two reasons. It
accommodates new program disclosure needs not contemplated by
disclosure provisions at the time of their enactment. Further,
it provides a means to confidently resolve interpretation
questions regarding the scope of a disclosure provision. We
strongly recommend retention of a provision such as this which
will provide reasonable flexibility in the face of constantly
changing circumstances.
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Exhibit B

Proposed substitute for the following topic on pages 8-9,
paragraph 3 of the draft “Comments of the Department of Health
and Human Services on S§. 1360, "Medical Records Confidentiality
Act'":

Department of Veterans Affairs (VA); Benefit Programs (HHS pp.
8,9) The Department of Veterans Affairs has pointed out that
there is a voluminous daily flow of electronic and paper health
information between VA medical facilities and counterpart
adjudication and benefits payments offices of VA on millions of
cases in order to timely and efficiently provide health care and
benefits payments under title 38 United States Code. For
example, eligibility for health care is determined and verified
by the benefits offices, while payments of disability and pension
benefits by the benefits offices are dependent on admission and
condition information generated by the medical facilities. The
millions of veterans who receive either or both types of benefits
view the Department as & single entity rather than separate
components, and expect timely collaboration between these two VA
components in their benefits matters.

Under the bill, this huge disclosure process would appear to
require patient consent. To the extent that the Department of
Veterans Affairs wishes this changed in the interests of
convenience and effectiveness for the veteran and for this
Department, it would appear to be desirable to do so in the
controlled situation of this agency. The Department has
submitted language to address this situation.
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EXHIBIT C

VA'S OFFICE OF GENERAL COUNSEL
LINE-BY-LINE COMMENTS ON S. 1360 (Oct. 24, 1995 Version)

*Matters of greater concern are in boldface.
DEFINITIONS

Sec. 3(1), p.3, 1.15 - We are unable to determine what a
Certified Health Information Service does. This should be
clarified or deleted. See § 204, p.24,1.4

Sec. 3(2), p.3,1.22 -~ It doesn't define what an
“institutional review board” does. We recommend that the
definition include such a statement from the definition of
the phrase in H.R. 3600 amendment, § 5120(c)(3), for the
same term.

sec. 3(3), p.4, 1.3 -~ The term “disclose” must be defined to
include a need-to-xnow concept such as is currently provided
in the Privacy Act, § 552a(b) (1), to allev information to
flow within a health care provider. Otherwvise, even a
referral to a VA component for & diagnostic service or to
housekeeping for a request for clean sheets for a patient's
bed could require a prior written consent from ths patient.
This limitation on internal disclosures is unwvorkable.

8ec. 3(S), p.4, 1.21 - The definition of health care
providers is incomplete. 8ubseotion (C) needs to have
“contractors” added. MNedical facilities often use
contractors vho (or which) need to see the medical records
to funotion.

Sec. 3(6) p.5, 1.13 - We do not understand why the
definition of a health information service is in the bill.
The only clear reference to the entity is § 204, which
provides for very limited functions, and should be
eliminated. It would appear also that the definition is
overly broad. For example, (B) would appear to cover AT&T
when information is sent over their circuits between
hospitals.

Sec. 3(7) p.6, 1.5 - The definition of a HIT seems to
contemplate a model for providing health care which is not
consistent with the reality of how health care is providea.
Health care, at least based on the VA experience, is not
provided to individuals by discrete units. It is providea by
entities such as hospitals or health care networks which
need to move records between various health care providers
enployed or utilized by the hospital, such as a separate MRI
facility. Under the structure contemplated dy the dill as
wve understand it, VA vould need consent to provide records
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to various ipdividuals and entities as part of providing
health care.

Additionally, VEA provides medical care to veterans.
Records of that care are used by the Veterans Benefits
Administration (VBA) to determine eligibility for banfits
under title 38, United Btates Code. This happens millions
of times per year. To require a consent each time is
extremely impractical and burdensome. The same would be
true even vhere VBA asks VHA to perform a compensation and
pension (C&P) examination to determine the amount of
compensation to pay the veteran patient.

Finally, a HIT would not be able to release employee
treatment records in order to administer the OWCP program
without the employee's consent. Under (A)(ii), the IG and
the FBI would be HITs if they receive records under § 212.
What is the point under (B)?

8ec. 3(8) p.7, 1.4 - Health Oversight Agency does not
include several entities which by law have oversight
responsibilities and explicit statutory access to VA
records, including medical records. These include:
Congress, GAO, and NARA. The IG would be, at least as to
some components, a HOA. 8o it vould be both a HIT and a
HOA. Other entities such as the NPDB and occupational
health monitors at DOL would not qualify, and, hence,
patient consent would be required for VA to disclose records
to it.

Sec. 3(9), p.8, 1.3 - Health Plan is defined as including
“other program providing health benefits, whether or not
funded through the purchase of insurance,” which is too
broad.

Sec. 3(10), p.8, 1.10 - Health Researcher should include
contractor since many field trials are done on a contract
basis.

S8ec. 3(11), p.8, 1.19 - Individual Representative does not
cover Powvers ©f Attorney used by V80 personnsl to obtain
access to records with the patient's consent. It also does
not address the situation where there is no court-appointed
representative of an incompetent individual. Also, the bill
doces not provide for the IR to do anything as subseoction (h)
of the Privacy Act does; they can’'t obtain acoess to the
records, seek amendment or conssnt to release. There is no
authority in the bill to release records to estadblish the
need for the court to appoint somecne to serve as an
individual's representative.

8ec. 3(123), p.9, l.1 - Lav enforcesment ingquiry needs to
include investigations of possible violations of law.
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Sec. 3(13), p.9, 1.7 - The definition of person is different
in scope than the definition of that term in 5 U.S.C.

§ 551(2), which applies to the Privacy Act. The different
coverage could lead to conflict and confusion in application
of the two statutes.

Sec. 3(14), p.9, 1.13 - protected health information at

(B) (i1) (I1I) includes information “with respect to which
there is a reasonable basie to believe that the information
can be used to identify an individual.”™ This should be
clarified as to whether the “individual” doing the
identifying is a reasonable third party, or, someone who is
a close friend of the record subject, and consegquently knows
details from which identification could take place.

§ 3(18) p.10, 1.20 - The definition of writing is very
awkward and incomplete. For example, it does not include
microfiche or videotape. Rule 1001 from the Federal rules
of evidence could be adapted. Alternatively, is there a
need to refer to writing, except for purposes of consent,
given the coverage of the definition of protected health
information?

TITLE I - INDIVIDUAL'S RIGHTS

Subtitle A - Review of Protected Health Information by
Subjects of the Information

Sec. 101, p. 11, General Comment on Inspection Provisions - The
Act does not deal with the issue of how the records are located.
For example, if copies of medical records are filed legitimately
in other staff offices, such as an attorney's file, or the
Inspector General's Office, how is the Health Information Trustee
expected to find these records when a request for inspection is
made? Will employees be subject to sanctions for failure to
comply with the inspection and copying provisions?

Sec. 101(a), p. 11, line 14 - There are no limitations on
deternining the cost of inspection and copying.

S8ec. 101(d) p. 11, line 16 - There is no administrative review ifr
a patient is not permitted to inspect or copy protected health
information. We recommend that an appeal within the health
information trustee of an initial adverse determination be
provided.

8ec.101(b), P. 11, line 16 - There is no exception for
“information compiled in reasonadle anticipation of a ocivil
action or proceeding,” such as is contained in subdbsection (Q) (5)
of the Privacy Act. Patients would acocordingly be entitled to
access to an attorney's file, for example, in a tort litigation
action, if the file contained protected health information.
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There are no exceptions for lav enforcement records like the (j)
and (k) exemptions of the Privacy Act. Thus, copies of medical
records in the hands of the Inspector General must be disclosed
to the patient.

Sec. 101(b)(3)(B), p.- 12, line 12 - The “Administrative Purposes”
exception to inspection is very narrow, and does not solve the
problems addressed by Privacy Act subsections (d)(S), (j) and
(k). For example, if VA sends protected health information to
the Department of Justice in the defense of an action, VA would
lose the ability to invoke the exemption.

Sec. 101(d), p. 12, lines 22-23 -As stated above, VA supports an
administrative review since it gets a better result, and is
protection against liability under Title III of the Act. The 30-
day period should accommodate an appeal as well.

Sec. 102(a), p. 13, line 4 - If the Act includes an
administrative appeal of a refusal to amend information, more
.~ than 45 days is necessary.

Sec. 102(b)(2), p. 13, line 22 - VA supports the administrative
review of any refusal to amend medical records. Administrative
review is implied in this subsection; the Act should make the
appeal right explicit.

Sec. 103(a), p. 15, line 2 - The term, “information practices,”
is not defined. The type of notice contemplated is unclear.

Sec. 103(b), p. 15, 1line 8 - The model notices should be
explicitly discretionary.

Subtitle B ~ Establishment of Safeguards

sec. 111(a), p. 15, line 15 The standard of “ensuring” the
confidentiality, security, scouracy, and integrity of protected
health information is too high; VA recommends using a ‘“reasonable
efforts” standard inatead.

Sec. 111(b), p. 15, line 21-23 - VA and other Federal agencies
should promulgate their own regulations in consultation with the
Secretary of HHS. The citations to title 5, United States Cecde,
sections 581 through 590, have been amended. (Bections 584-590
have been renumbered and transferred.)

8ec. 111(d)(1)(B)(ii), p. 16, line 9 - The Act should contain a
membership category for VA and other federal health care
providers and other representatives of federal interests (such as
NIH). The representatives include categories of individuals
wvhich are not defimed, such as “health care professionals,”
“health care entities,” and “health care consumers.” The
membership section should utilise the defined entities, such as
health information trustes, health care provider, health
information service, etoc.
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gec. 111(b)(2), p. 17, lines 6-10 - The Becretary should also
consult with federal health care providers and other interested
federal entities; such should be empowvered to issue thier own
regulations.

Bec. 112(a), p. 17, line 12 - This provision does not distinguish
betwveen accounting for disclosures within a health information
trustee and disclosures outside. The absence Of an internal
“need to know” concept, such as appears in Privacy Act subsection
(b) (1), creates problems when records move within an agency, and
especially to staff support.

Sec. 112(b), p- 17, line 20 - The Privacy Act has a different
records retention schedule; the time periods do not match
precisely.

TITLE II - RESTRICTIONS ON USE AND DISCLOSURE

Sec. 201(b) (1), p. 18, line 9 - The “Compatibility” provision is
not related to the rest of the Act.

The Health Informatjion Trustee appears responsible for
determining how the recipient plans to use the information, which
is a difficult and unrealistic burden to impose.

The word “significant” should be placed before the word
“purposes” on line 12.

If a health information trustee later develops a new purpose
for the protected health information (which is legitimate within
the medical community), it would be precluded from using or
disclosing that information.

S8ec. 201(4), p. 18, line 22, - The reQquirement of identifying
records as “protected health information” has at least two
problems. Pirst, will the Act be retroactive, or will it apply
only to records created after its enactment? VA believes that
the Act should apply to all medical records regardless of when
they were created. It would de too difficult to distinguish
vhich records are ocovered by the Privaoy Act, and which are
covered by the nev legislation. 8Second, when large volumes of
records are involved, would trustees be required to separately
stamp each individual record to identify it as deing covered by
the nev legislation?

Sec. 201(e), p. 19, line 3 - The purpose of subsection (e) is
unclear.

S8ec. 202, p. 19, lipe 7 -~ Under title 38 U.8.C. § 1729, VA has
the right to recover for services provided. VA must maXke
protected health information available to insurance companies in
order to collect. If patient refuses to consent, VA would be
unable to bill for care provided, and § 1729 would be frustrated.

8ec. 202(a)(2), p. 19, line 20 - The reguirement of separate
forms authorizing disclosures for treatament and payment is
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contrary to the “Reinventing Government” initiative, which favors
simplification. Two forms are unnecessary when one would
sutfice.

Sec. 202(a)(4), p. 20, line 2 - The word “specifically” should be
dropped. The individual executing the authorization should not
be required to identify a specific VA Medical Center; identifying
VA as trustee would be sufficient.

Sec. 202(a)(6), p. 20, lines 7-10 - This regquirement should be
eliminated since it is already covered by the revocation
subsection (b), on page 21, lines 3-10.

Sec. 202(a)(7), p. 20, lines 11-16 - This requirement (that the
patient has read a statement of disclosures that the recipient
intende to make) should be eliminated because it is burdensome
and unrealistic. Furthermore, the requirement is surplusage,
since section 202 concerns authorizations for treatment and
paynent only.

8ec. 202(a)(8), page 20, lines 17-21 - This requirement (of
disclosure only for a purpose compatible with the purposes for
which the information was collected) should be eliminated. The
patient should be able to consent to have records disclosed for
any purpose. Furthermore, under section 202, the records are
only being disclosed for treatment and payment.

Bec. 202(a)(9), page 20, line 22 - Veterans Service Organisations
have a long history of assisting veterans obtain benefits
(including health benefits) to wvhich they are entitled. The
mechanism used to accomplish such assistance is a power of
attorney, vhich may or may not include an expiration date. Tiis
requirement should either be eliminated, or the Department of
Veterans Affairs should have an exception for Veterans sService
Organigations.

S8ec. 202(b)(2), p- 21, line 16 - Delete the words “or

constructive” before the phrase “notice of the revecation.” This
could cause a host of problems. For example, if a patient leaves
a message revoking authorigation with a hospital swvitchboard or a

doctor's answvering service, does this constitute constructive
notice?

Sec. 202(c), p. 21, lines 18-23 - The use of the model
authorizations should be discretionary.

Sec. 202(c), p. 21, line 23 - The citation should read “(a)(7).”

S8ec. 203(a)(1), p. 22, lines 11-12 - Section 203 concerns
authorizations for purposes “other than treatment or payment.”
It does not make sense to apply all of the requirements of
section 202(a) (1) through (6) which covers authorizations for
treatment or payment. For example subsection (a) (2) requires
separate forms for “treatment” and “paymant.”
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S8ection 203 would require another form. The Act requires
separate authorization forms for disclosures for treatment, for
payment, for other than treatment or payment, and a statement of
intended disclosures. All this paperwvork is contrary to the
Reinventing Government imitiative.

The patient should have the discretion to authorize
disclosures for broad purposes or limited purposes. The Act
should eliminate the purpose-based distinctions between
authorizations.

Sec. 203(a)(3), p. 22, line 19 - The requirement that
authorization not be requested on a day on which the trustee
provides health care should be eliminated. It can be burdensome,
requiring patients to return on another day. 1If the Act seeks to
eliminate duress, add a regquirement that “consent must be freely
given.”

8ec. 203(a)(4), p. 23, line 1 = As discussed previously, the
Department of Veterans Affairs relies heavily upon the use of
powers of attorney; the one Year limitation must be sliminated,
or VA must obtain an exception thereto.

Sec. 203(c)(2), p. 23, line 17 - Delete the words “or
constructive™ before the phrase “notice of revocation.”

Sec. 203 (d), p. 23, line 18 - The model authorizations should be
made discretionary.

Sec. 204, p. 24, lines 4-25 - This section should be deleted; it
was originally included as part of the Health Security aAct, H.R.
3600 (1994), and is no longer necessary under this bill.

Sec. 205, p. 25, lines 4-5 - The phrase “regarding an individual”
should be deleted since it is included in the definition of
protected health information.
line 6 - The definition of individual
representative leaves gaps (as discussed above).
. lines 7-8 -~ Significant personal relationship is
not defined.
line 13 - The word “or” should be inserted after
the semicolon. _

P.- 26, line 3 - Under Sec. 103, the health information
trustee is already listing ite information praoctices, so an
additional notice to the patient of his or her right to object is
unnecessary. The requirement of notification simply coreates
another barrier to admission. We suggest that Sec.
205(b) (1) (A) (1) read: “has not initiated a regquest for
confidentiality of directory information; or”

line 5 -~ The word “or” should be inserted after
the semicolon.
Subgection 205(b) (1) (B) (i), p. 26, line 13 - The person
requesting directory information should be required to provide
the name of the individual who is the subject of the information.
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We also believe that a nev subsection 205(b) (1) (B) (iv)
should be added, to allov the release of information regarding
whether the subject may receive visitors, and vhether the
patient’'s condition permits the receipt of flowers or other
girts.

Subsection 205(c), p. 27, line 1 ~ This bill creates & newv rule,
granting personal privacy to decedents, which is contrary to the
common law, and the court cases interpreting the Privacy Act and
the Freedom of Information Act. A better rule would de
disclosure is permitted when it will not invade the personal
privacy of a living individual, or be harmful to the memory of
the deceased.

The bill does not recognize the wide variety
of disclosures currently made regarding decedents. For example,
the health information trustee would not be permitted to release
information to the coroner about the cause of death, to funeral
homes, to organ donors. The bill would prevent VA from sending
the death certificate to the Social Security Administration, as
required by law.

This section does not permit anyone to exercise consent on
behalf of the deceased individual. The bill should at minimum
permit disclosure to the family.

The bill does not provide an end point, after which the
records of a deceased individual are no longer confidential.
This will bar genealogical research, for example.

line 6-10 - Even if a deceased individual has an
individual representative, this bill does not grant an individual
representative the power to consent to the release of protected
health information.

S8ec. 207, p. 27, line 17 - The “oversight” provision would not
allov VA to release medical information to the Congress, the
General Accounting Office, or the Nationmal Archives.

line 20 -~ The term “authorised by law” should be
deleted, since there are many industry-driven oversight agencies
such as JCAHO, the American Association of Blood Banks, etc.
This section should be redefined in order to permit coatinued
access by accrediting bodies.

s P. 28, lines 1-6 - VA often uses medical records when
employses are involved in a proceeding, such as reprivileging,
disciplinary proceedings, Equal Rmployment Opportunity
proceedings, and Merit Systems Protection Board.

Bec. 208, p. 28, line 7 - The concept of public safety should be
added into this section. ¥For example, reporting when a patient
might be a danger to others. This section or another must
contain a mechanism for permitting disclosures to appropriate
authorities (such as the county attoraey) for commitments when an
individual is a danger to him/herself or others. (The exception
allowving disclosure for judicial purposes would not suffice,
since it requires that the individual must have placed his or her
own condition at issue.)
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Sec. 209, p. 28, line 18 - VA and any other Federal providers
which have their own Institutional Review Boards (IRBs) should
certify their own IRBs. VA currently complies with all the
bill's substantive requirements applicable to institutional
review boards, and therefore does not object to the requirements
contained therein. However, VA's procedures for releasing
records to researchers are long-standing and well-established,
and do not need revision. Furthermore, VA has as much expertise
as anyone else in this area.

Sec. 210, p. 30, line 22 - The list of entities which may
disclose protected health information for judicial and
administrative purposes is not consistent with the definition of
health information trustees (i.e., some HITS are not covered).
The term “HIT” should be used instead. If the bill does intend
to exclude some categories of HITS, the legislative history
should explain why.

s+ P» 30, lines 3-17 - The bill only permits disclosure for
three limited purposes. 1It is essential that the bill include a
gsneral provision allowing discleosure pursuant to a court order
without specifying a purpose. It is widely accepted in the
community that a court order can reach this information. The
bill deces not permit disclosure pursuant to a court order when
another person has made the individual's condition an issuse;
there are many legitimate times records would be necessary such
as child custody (when the patient might be incapable of caring
for a child), an Equal Bmployment Opportunity case, estc.

, P. 31, line 10 - The word “or” should be added after the
semicolon.

;, P. 31, lines 3-14 - We suggest that subsections 210(a) (1)
and (2) be amended t¢ read as follows:

(1) pursuant to The Federal Rules of Civil Procedure, The
Federal Rules of Criminal Procedure, or comparable rules of other
courts or administrative agencies; or

(2) to a court, or pursuant to an order of a court of
competent jurisdiction; or

, line 16 - The term “law enforcement authority” is not
defined. Would it include departments of motor vehicles, cancer
tumor registries, child protection agencies, state licensing
boards, or the EEOC?

Sec. 210, p. 31, line 18 - Subsection (b) should be deleted.

Sec. 211, p. 32, 1. 10 - The comments on 210 coverage of the
HIT apply to subsection 211(a). Like Section 210, this
gsection ghould specify the subpoenas to which it applies,
e.g., administrative, judicial. The interrelation between
sections 210 and 211 may need to be clarified since 210
seems to limit Adisclosure of the records, but by use of a
subpoena under 211 it appears that, if the sections are
deemed exclusive in coverage, those 210 limitations may be
avoided. Additionally, if the records can be subpoenaed in
situations in which they cannot be reached under 210, why
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impose the limitations in 210? The notice and procedures to
guash a subpoena are a little sketchy. The procedures under
the Right to Financial Privacy Act may be appropriate for
consideration. The section should clarify that the Bill
does not impinge on the sovereign immunity of the Federal
government by allowing suit against it in state court.

gec. 212, p. 34, 1.21 -~ Under paragraph (a)(2) it is unclear
who determines wvhether probable cause exists? The
recordholder in many instances is simply not qualified to
make such a determination, and it is not uncommon in court
proceedings to have a prodable cause determination for a
varrant overturned on appeal. The bill should specify that
a recordholder should be able to rely on the representations
of the lav enforcement entity seeking the records that it
has complied with the bill's reguirements as is done in the
Right to Financial Privacy Act.

p.- 35, 1.11 - delete the word “legitimate” in front of the
phrase “law enforcement inguiry.”™ The definition of the
phrase (p. 9) makes the word redundant.

p. 36, 1.6 of subsection (a)(4) provides “[i}f the identity
of the individual (patient) is not known at the time the
subpoena is served, the individual shall be served not later
than 30 days thereafter.” I would suggest the Act clarify
that notice be given not later than 30 days after the
identity of the patient is learned.

p. 38, 1.8 subsection (a)(6) limits the use of information
obtained pursuant to section 211 to actions arising out of
or directly related to the law enforcement inquiry for which
the information was cobtained. This seems unduly
restrictive. Assume an individual is inveatigated for and
convicted of fraud in obtaining prescriptions. Two years
later, the same individual engages in the same activities
using the same MO. Under this provision, it would appear
that the law enforcement activity could not look at those
records unless they regathered them from the original
records source. This seems wasteful and unduly burdensome.

p. 39, 1.19 - The exceptions provision of section 212 does
not appear to use language consistent with the rest of the
bill. Possibly something along the line of the following
would be helpful. “Notwithstanding subsection (a), a health
information trustee may release the records of an individual
without the individual's consent in response to a request
from a law enforcement entity when the entity seeks the
records for use - (1) in an law enforcement inquiry or
prosecution concerning a health information trustee; or (2)
to assist in the identification of a person in a law
enforcement inquiry or prosecution; or (3) in connection
with a law enforcement inquiry or prosecution of actions or

10
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activities committed against the health information trustee
or on premises used by the trustee.”

B8ec. 213, p. 40, 1.4 - Pederal agencies are subject to
electronic records standards promulgated by the Secretary of
Commerce, and to regulations on electronic records
promulgated by the National Archives and Records
Administration. These entities currently coordinate their
activities. If those standards are preempted for Federal
agencies, the Dbill should say so. If not, then the bill
should provide some means of coordination sco that Federal
agencies are not sudbjeoct to two sets of standards.

TITLE I1I - SANCTIONS

Bec. 301, 6p.40, 1.112 - (a) A HIT is exposed to civil
liability whenever the Secretary determines that the HIT has
“substantially and materially” failed to comply with the
statute. The phrase should be amended to include some
elenment of intentional conduct or gross negligence to avoiad
liability exposure under inappropriate situations. PYor
example, a local newvspaper article advises readers to file
access requests for their medical records. The local
hospital is inundated with hundreds of requests. It could
not respond timely without significant aiversion of
personnel and resources from other coperations-related
activities. 2As a result, a significant number of the
regquests are not answvered within the statutory time limit,
resulting in a substantial and material noncompliance even
though no one suffered any injury as a result of the delay.

(a)(2), 1.18 - It appears that § 301, the civil penalty
provisions, were intended to apply only to private sector
entities. Otherwise, if applicable to federal entities,
appropriated tax dollars for one agency would be paid to
another Federal agency, HHS, to be covered to the Treasury.
Passing money in a circle with no expenditure to accomplish
an agency purpose in a time of limited appropriations for
agency program activities seems questionable at best.

Additionally, the language that the Secretary oould
exclude a2 HIT from participation in medicare, medicaid or
“any other rederally funded health care programs,” could
mean that a VA MNedical Center found to have violated (a) (2)
by the EHS Secretary would not be able to receive and expend
appropriated funds provided by Congress in the annual
appropriations legislation to implement title 38 obligations
to provide medical care to the nation’s vetsrans. Clearly
this frustration of Congressional intent is not accsptable.

Finally on this point, it would be inappropriate for

one agency, HHS, to, in effect, tell another Federal agency
how it is to spend its appropriated funds to accomplish

11
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statutory missions within its exclusive jurisdiction. This
legislation would require VA to do whatever HHS required.

p-40, 1.24 - The exclusion provision implementation in (b)
needs clarification. There is no provision in (a)(2) for
how long the exclusion would be, or under what
circumstances, if ever, that a HIT may apply for
reinstatement. As the language now reads, the Secretary's
exclusion appears to be permanent. The reference in (b) to
section 1128A of the Social Security Act may be confusing,
and the procedures and substantive rules governing sanctions
under this legislation should be set forth in this bill.

The application of section 1128A could cause confusion
because it contains many references to matters not relevant
to this legislation. For instance, the heading for this
provision of the bill is entitled “procedures for inpostion
of penalties.” Yet, section 1128A deals with more than
procedural matters. Are only the procedural parts of
section 1128A to apply?

Additionally, the bill specifically provides that the
second sentence of 1128A(f) is not applicable. That
sentence reads: “Amounts recovered under thie section
(1128A, not this bill) shall be paid to the Secretary and
dispogsed of as follows: [the disposition alternatives are
then stated, including as a last option covering the monies
to the Treasury)”. This deletion appears to leave
unanswered what the Secretary is to do with any penalty
recovered under the bill, in which case, the general rule
would seem to apply and all funds would be covered to the
Treasury. If that is the intent of the bill, then no
additional action on this peint is needed.

sBec. 302, p.41, 1.6 - This section has several significant
problems. PFirst, subsection (a) imposes a strict liability
standard for violating the statute. ANY conduct in
vioclation of the statute, no matter how inadvertent or
inconsegquential, is sufficient to support a civil action.
The section should require the plaintiff to allege and prove
that the defendant's conduct was willful or intentiocnal or
at least grossly negligent.

Becond, § 302 provides that an individual who is
aggrieved by the violation may bring suit. Since
“individual” is not defined, even a person wvho is not the
record subject could bring suit upon an allegation of being
aggrieved. Essentially, the number of potential plaintiffs
is unlimited. The bill should limit the class of potential
plaintiffs to the record subjects.

Third, given the scope of coverage of the bill, the

class of potential defendants is almost as large as the
class of potential plaintiffs. The exposure of these

12
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entities to potential liability is another reason to require
some showing of intent in a violation before recovery would
be permitted. For example, the definition of a HIT includes
any contractor of a health care provider who transmits
protected health information. Thus, AT&T as a provider of
health care data transmission services could be sued for an
inadvertent disclosure under this bill.

Pourth, the term “aggrieved” is not defined. Under a
standard dictionary definition of the term, simply being
upset that the HIT took an extra day to provide access to
records would be sufficient to state a cause of action. 1In
fact, given the language of the bill, the simple act of
nonconmpliance with the statute may be enough to establish
that an individual is aggrieved.

Pifth, § 302 permits the recovery of actual damages or
liguidated damages. If an individual establishes a
technical, inadvertent violation of the statute which
results in some aggrievement, the individual gets a minimum
of $5,000. Additionally, under the Privacy Act, the courts
have split as to what constitutes actual demages: only out-
of-pocket expenses or also items such as emotional distress
and pain and suffering. The bill should specify what
constitutes actual damages.

8ixth, § 302 does not address how Federal entities are
limited in their ability to respond to claims for damages
under a statute. Briefly, it would appear that under this
statute, as under the Privacy Act, a federal agency could
not settle a claim under § 302 until after the individual
has filed suit. Hence, VA could not settle a claim, no
matter how meritorious, prior to that time. If Federal
agencies are to be covered by this statute, unless the
proponents of this legislation wish to force every claimant
to file suit in order to pursue a claim, § 302 needs to
provide Federal agencies with authority to settle claims
prior to litigation.

Sec. 311(a), p. 42, 1.5 - given the definition of protected
health information, there does not appear to be a need for
the language following that phrase in 311(a) (1) “relating to
an individual.”

The definition of a person in the bill differs from
that in title 5 and elsewhere, and federal agencies or
entities such as a VA Medical Center, could be charged with
a criminal offense under the statute.

TITLE IV - MISCELLANEOUS
Sec. 401, p. 43, 1.4 - There is no mention of Federal

statutes or legal mandates vhich apply to federal agencies
generally, and to VA particularly. The lack of
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consideration of the unique legal nature of Federal agencies
creates several problems in the implementation of this
statute by Federal agencies, and particularly by the
Department of Veterans Affairs.

The Privacy Act, 5 U.S5.C. § 552a, and the Freedom of
Information Act (FOIA), 5 U.8.C. § 552, would apply to the
records covered also by this statute when held by a Federal
agency. It would appear that this bill would qualify as a
basis to withhold records under subsection (b) (3) of the
FOIA, but it would be helpful in avoiding litigation if
language was inserted in the bill expressly providing that
FOIA did not apply.

As to the Privacy Act, that statute vas specifically
crafted to provide for the confidentiality of documents in
the hands of a Pederal agency while acoommodating other
interests which Congress recognised as of sufficient
significance as a matter of pudlic poliocy so as to merit
inclusion in the Privacy Act. One primary policy reflected
in the Act is that there are certain situations where
Congress decided that it was appropriate to disclose an
individual's records without his or her prior written
consent. These include disclosure to: Congress or its
committees, the National Archives and Records
Adninistration, the General Accounting Office, the Bureau of
the Census, lav enforcemsnt entities for a qualifying
purpose, and most importantly, within an entity oa a need-
to~knov basis.

P. 43, 1.16 - Subsection (c) sbould inolude authorisation
for exclusive application of the Privacy Act to Federal
agencies rather than this bill. Otherwise, the bill needs
to provide specifically for the release of infermation as
discussed elsevhere in these comments. It might be
appropriate to simply delete section 208 and provide in
subsection (¢) that other state and federal reporting lawvs
wvould not be preempted by this dill.

1.19 -~ Subsection (c) (1) allows reporting of vital
statistics. Section 210(a)(3) allows reporting of matters
pursuant to a law requiring reporting to law enforcement
entities. We recommend that section 210(a) (3) be deleted
and 410(c) be amended to provide that this bill does not
supersede any law providing for such reporting. Also,
States require health care professionals and entities to
report information such as the fact that a driver suffers
epileptic seizures or has another medical problem which
adversely affects his or her ability to safely operate a
motor vehicle to its component which issues drivers
licenses. The bill should make clear that this reporting
may continue. Otherwise, the state will be unable to ensure
that individuals operate motor vehicles such as school buses
or tractor trailers only if it may be done safely.

14
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1.21 - Federal entities are not subject to state reporting
requirements. However, VA complies with them for public
policy reasons under the Privacy Act. Thus, to allow this
practice to continue, subsection (c)(2) should be amended to
allow reporting under any law “providing” for reporting.

P. 44, 1.9 - Bubsection (c) (6) should be amended to allow
inclusion of sickle cell anemia and infection with the human
immunodeficiency virus which are covered by 38 U.8.C.

§ 7332,

Sec. 403, p. 44, 1.21 - We recommend that the time periods
be extended by six months based on the experience of the
Federal government in implementing the computer matching
provisions of the Privacy Act.

p. 44, 1.11 - Federal agencies are subject to the
Rehabilitation Act of 1974, not the Americans with
Disabilities Act. Consequently, subsection (c)(7) should be
amended to include the former Act as well.
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