
Balancing Interests 

HHS 

I. Privacy interests generally 

2. Special sensitivity of health records: 
mental health/HIV /reproduction 

3. Importance of protecting health records 
to obtaining health care and viable 
doctor/patient relationship 

4. Anti Big Government/snooping 
Government database 

DOJ 

1. Law enforcement effectiveness in the 
face of costly/time-consuming/procedural 
hoops 

2. State and local objection to preemption 
Most crimes are state/local level 

3. Concern re: privacy is insurers, snoopers, 
not legitimate law enforcement 

4. Imbalance between access where crime is 
health care fraud v. terrorism/violent crime 



What procedures are required when 
• patient is a target 
• crime is not health care 

- Exceptions for access 
witness 
victim 
fugitive 

- No exception for access 
research 
statistical information 
public health authorities 

Question 1: Notice to Patient 

HHS: list of exceptions which law 
enforcement must prove in court before 
delay of notice: 

threat of harm 
flight 
intimidation 
destruction of evidence 

Options 

- Statute says when to provide notice 
- Courts decide 

Question 2: Standard for Court to use 

DOJ: heavy lawyering to establish specific 
exemptions, case-by-case effort to obtain 
delay 
time consuming 
delay in notice has no practical utility 

HHS: clear and convincing evidence to believe information is relevant 
probable cause to believe information is relevant 

DOJ: balance the public interests and the need for disclosure against the injury to the patient, to 
the physician-patient relationship, and to the treatment services. 

Can mix/match QI /Q2 
possible to expand fugitive to include perpetrator 

Can have different standards for Feds v. State/local 
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April 12. 1996 

MEMORANDUM FOR THE? HONORABLE LEON PANETI"A 

Subjett: Medical Records 

I am writing in response to Dirc~tor llvltn's memorandum recoftlmending a posi~on 
for the Administmtion on law e11forccnl;Jlt acce" to medical records. I believe thAr our best 
coµne would be to adhere to the Jquaae we c:Ddor1ed In ~ Mitchell health care refnnn 

. bill. which was repeated in Ibis Co:ngrcaa ln s. 1360 ·as introduced. 

. Our ApproRch is a balanced one. We suppon l•w cnf'orctmcnt a~cess without a \;UW"l 
pr~na: · · 

• wlum lha crune unaer investigation le relared to health fraud or publl; benefit fraud; 
• when tllc targc' uf lnvesUprlon IS not the l'ltient whose records are sought; 
• to idcmify a vi~tim, wil11a1 ur fugitive; or 
• to comply with 1tatc rcpo1tlng. l11w~. such u for abuse or gun.'lhnt wounds. 

In other 1ih11tio111, we suppon Jaw cnfol"Clllcnt a'ce" if 1 1.:uurt of competent jurisdicEinn 
Rllows it. That would mean that law enforcement agc~ica would e>b~ain ~ss tr they could 
~hnw t.hat the. inf onnation was likely ta be relevant. If certain cri~ria arc met. we agree Chat 
there would be no notice to the patient of tbs request. (Director IUvlln's memorandum 
lncortee[Jy lfates my p>sition Ai to the notlflcation requirtl'!'onl. We have always supported 
a pruc.ss in which notice r.o the individual would 'be Wdlvetl if there were a lhowins of threat 
of hanu or W!unidatlon. or flight, or destn1ctioa of evidence, ~r of hnptding an ongoing 
invmigation.) 

ID. addition, the ,,imation or law entorcanent pursuir of a n1aith•e ii one which we 
accept aa a Jegitinmtc n~d for q'1ick •~• iu ncord1. The term ~fusitive~ i$ as yet 
u!Uleflned, and we ue relldy to work with lusticc UJ dcrmc it in a way that penniu rhe use of 
medical intonnation. when MCllSAl')' to apprdiond a MDJ*:t, in cA.igcnt Circumstances. 

There ha! been an imrsonahl political de\relopmom lh1t sircnithens my 'onc;cms. 
Today lhc Republican Senate Committee stiff reJea~ the newly revised vctrsion or S. ll60. 
Bnc;Joscd i1 a t<'PY or the relevant pase nf this new version. Y~u w~ll see that the proposed· 
standard for law cnforce111cnt access has been cha.nsed, in that it ha1 been h1tght111ed. The 
earlier version roqWred a sbo-.~ uf •probable cause tn heJieve lhat the infonnatfon· is 
reJevant." The AIW Ymion rcquirca II !lbuwing of ·~!ear mJd convincing evidence to believe 
that the information le rele,·ant." I have atta~hcd nvcral examples of written testitnony in 
which privacy advocates specifico.lly sought tbil hl&her stan4anl fur law eDtorc:ement. Mn~t 



HHS ASPE/HP _____ 
~003/00J 

04{13/96 12: 03 '0"202 401 7321 
TE:L: ~pr 13.96 10:54 No.001 P.02 

• 

sensltive are pailent records in such aRu u paychotberapy, exually ttammittad disea&es 
l\1Ch aa AD>S, And rceonb of an 11bortion. Obviously. die Committee his responded. 

As you can appre;iate, the issue of •=ss 10 mcdic::al 1ccunb by law enforcement 
qencie• without notification raisea serious pri\'1cy concerns in di~ publli; u1im1. . The 
proapect or local 1heriffs or the PBI readins medical r~rcls without any prior notice raises 
the specter of •big gnvernment" at its wcirtt. Pew tbinga are more scmitive to someone whu 
bu aeeu a lberapist or Who baa been diqnosed with HIV than chtir medical fllea. That is 
why the Amctl.oau Mtdical Assoctation baa such gr•ve r.oncems "1idl the coiWdenlinlity of 
medical records. (See attached leUcr .) 

I firmly believe thllt the adoptlon of tho luaticc Dq>anme11t position would not only 
nnderrulne the AdminJscntion•1 credibility on this imponant iHi.R. it would place at ierious 
risk our effC1rt1 to obtain the cooperacion of rho mcdl~al 'ommunity and lhc insurance carrier' 
in seek111g to. e11rab1tsh ne.cessary data collection systems l9 meuurc tlJG quali1y uf health 
QR!. The same concerns wbich guided OW' decfslon-makina process three years ll(Q should 
lead u» 10 the same conc1usinns. If anyth.lna, ~ is aven more rcuon to arrive at tbis 
concbalou today given lbe current atm0aphere in Conaress, the anti-government mood of the 
~uncey, the growlh uf larae corporate HMOs, and the opportunitie& 10 demagogue this inuc 
by anti-law cnfoice111c1n "trcmlstS. 

I bellov1 that the Administration ~lion to date has been the c:nrrecr one, and lhat. we 
can wort for a bipartiSDn bill. · 

J wool~ appreciate the opponunity to diKuN with you aoy IU'ltcJY lhat ml&hl be 
contemplated before a final decision is made. 

DtJDlll E. ShalaJa 

• ,,,,. 11 •• •. 11 ,111 
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DIPAlllTM&NT OF HIAL TH • HUMAN llftVICll Oftlal of .. llDrftlrY 

Off!OI of tM Alll1t1M llcr•mv 
f9f l'l1nlilllil 111G llVllulllOn 

W11hlrl1tan DC 20201 

· · November 21, 1 ;95 

TO: 

PROM: 

.SUBJBCT: 

u.~.ooc 
'L;;rio, OASL(H 
Ma. Wallace. 00 

John P. f'imllna 
Division nf I>m 

DoJ' Draft Statemem tor me Record on. s . 
R.~rd.a Contidenrlality Act Qf 1995 - M 
Memorandum of NoYembtr 28, igg5 

We should objeQt to ihLs 1t&toment 1111010. Thtrt a:e leaitimate law cfmwme:t 
acccas issues in this bill, but this request fer a total law enforcement exemption from 
any ~troll it liQt an 1ppzopri&te boginning for the di$Q.iaaion. IndHd, it may 
ultimately result ID public oppositJon that could cawe Che commlUee to strenathen tbe 
barrier• to law enforcement acc111 - mdlldin& for purposes !Ut a.re iml'ortet for the 
program inter1111 ot thll Departm.1m. 

We sllould accept the DoJ l\lgestion (made ln the context of DoJ review of our 
J'Tt'YflOI~ 1t1temant) that our own 1ta11mtm 1xprt11 to the committ11 the need to WDrk 
with tl).e Depanmem of Justice to acammioda.te law enforcement access u nece111ry 
101!lht health Qre fr&ud and abuse. And Ulen we 1hould sit doe wilh the 
DepL'1ment of JUltloe IM nMM~ stAtf cmr.emed with fraud Ind abuse &Dd Ht how 
the bill helps or hurts. We all ahare Ehl 10&1 of catdlina people wbo defraud the 
hl:Mlth care paymem system. 

Meanwhile, 1hese specific failin&• in the text ahould be noted. 

o The statement sounds a1ltated (" A1J. untaraeted effort r.o eil)l.nd privacy 
protections will erect unwa.rn.nted sub1Wltlal roadblocks ..• i. Tbe bW II not 
wtargeted &t all; it ii qui• pmia1ly pobnod at protection or a 1ea1ldvw cw1 of 
records. 

.. .. 

,. 
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0 Tu propcned lmr-ait for ~JusiOD m the 1'111 amovza IO a tcta1 lumpdozi tor 
Jaw aforcemeot pwpaat1. Su~ 1 broad a;mpdon la UP'lrramod, ID ~1'w ut 
1be proviliam tor law entun:ement acce&I IJW do appear in the bill. 

We ahould nnte thlt broa4er Ju.- bl 1bl health am 1Yltlm raw at ltAke m wbat 
CAbmat deplrtmcmt ttD Cbe Co.Dem• la. th1I ~.u. ~ deYelopment of Cbe 
1-lth cam syam wW ia\lclve lbe uae am diaclolun of padeat iDfonutlcm for 
mana1emen: and lmprovemem of lhe ll)'ltlm. Tbia bm prcMdes tor am m • 
ooatrolltc!, r.uowl• way. lJktwlte, it pm-Woe for dboJolUlt:I mcm•ll)' &a wmbac 
fraud an4 abwc. 

The DICIHU)' IOYemmmal ICClll to p1timt lnformltlon mYOlYCd bcrc CID be 
&lt.rm!n& co the public, and w~ need co 1a11urw people th&t thelr ID!Ormatton 'ft"Jl ~ 
ueated respoetfully IDd QilClostd only u aecessary. for limited purpoua. There i1 
not total comtort out there whJi the access provlded by &bl p:resttn axt. 

11lr: bill wa1 ieDerall)' praJled In an editml&l in 7Pal Nrw fott 1tm11, INt with th! 
ob1ervatlo~ that 11State and Peden.1 oveniaht offici&1A, 11\d !Aw mforoemtm aaencita, 
should bt requln'1 ic &bow 1ttozia utd tor evtey md!;al rocord they Met.' (?i r;iv. 

10. lPi~. p. Al4). Ukc:wise, a pnerally favorable editonat in Thi. WmMnaton Post 
remarked that "Some have &rl\led mat exceptions, lib those for law enfnr~t 
nMcen with a warnnt and for publlc health of!cl.all at tv•I")' level or pcmmcnt, 
lfl too bread." (Nov. 20, 109~, p. A20) 

A request from 1llt l&w 1nfo1CerT1tnt cammunil)' for umettri~.ttd acc:e11 and l\lbsaquent 
use cowd str•nath•n dle objectiou to the dJaclOS\U'O provlliom DCW m lhe bill. The 
result cwlcl be aa 'OW lbal 1mpa.1n even llmited u.o rmsonable accu1. 

~ 

cc: J)r, Br&itbwatte, OASPB 
Mr. Rock. OASPE 
MJ. 5Canlcm, OASPB 

.. ,., • • , ,, a' .• 1 o • • t 1 • I •• -·· t I' I .. . . .• • .... . • ·-· . ~ - -·- f · . 
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Tbe loca diaouslon of me ·barri.en created by Iba 1u1mance abuse ~emlll· 
lty mtute ·ll act ln point. This bill ii noi modeled on ibt 11.1btt&D01 atNst 
1tawio, u~c buofat u \M)' 1rt both codldoad&llty 1utute1. The tom 
created by tbiJ con11ation ii bUically one of oPPOliticm to all conftdemiallty 
amuta. 

We do :act wm 1bl Adm1n1ma.t1on co convey tbat 1ene. The aublranoo &bull 
acaiute providea ready access to records. without patient comem.1at audit 
pwpom. Ccurt order• ace Dtodt4 to aet rtoordl for ocblr purp0111, beo&m1 
of lbl •P"lll 11a1lllvlC} of 1ublta.ncc atNlc rocorda. 

U there are problems iD that 1t1.tutA or cur replatiou, the)' cail bt addressed 
on. thclr own meria. 

The me of r•~rd• in mveatiaatlq health care fraud, dlacuued in the lut 
paraaraph on pap 2, is rtall)' ma4o lflll&c tu)' by ih1I bill. n.. proviaion for 
wc.:Juwrc rur uvcntFi Cl Z0'7) pamba chli. All the evils llli~ m ttw 
paragr&ph can be mnstiJ&ted with liUJe trouble undlr IM bill. To the extent 
that th• bill doea get mm dear that uu or compulsory pr~tsa for oversiaht 
dcca neit te\lUire notice to the individual, the bill dota present a problem, l.Lld 
we have raised tlllt polD.t ln our own ll&tement. 

o li'or lnvestiptlng other violatlom, the bill provlck1 ro&d:r ~aa wbm lt ii tbo 
,. _ provldtr wbo is bema tnvesuaace~, e.1., ror ru tva1ion or securit1es tr&Ud. 
\.. Section 212(c) pamlu ready cilKlosun for tbtso purposes. Ne> lhowiq of ~y 

lclAd ii rtq'Jired, nor b D)tlc• to ti1m. . 

. For mveitiptiom of patl1nt wro:nadoini unrelated to heal1b ca~ 
rnatt!r of rathtr micut pri:ciplt btlitvt tat law Wo:cement _9:~ ... ~n~ 

• lharpl)' ratricted. Heal'lh mR creatment :reeord1 1b~td not be a .ready ICW'Ce 
ot lnformatian for law en!o1'emmt. WC.A access 1mpa1n th• phy1i~an·paiient 

latinn•ldp, and nth1rwi~ di~tnrtA the hM1iftJ ftincttom of health care. 1t 
- ...... bl tlltric&t4. amt me bW doea dw in • rl&IODl'blo W&~ I __.,/ 

Tc the eJtttnt tha.t there II jwtlilcation for such acce11, 1he 'oW provides for lt. 
aftel a proper lbewi:aa to a court, aDd with noticl ID the iJ14ividU&l. iD aeciloa. 
212. Thia IKtion pro~icloa far ally of raodcc tlO lhe 11\clivil!ual wbcza DOiice 
wouic lerloUll)' mrm me tnvcat111tloo. 

11 there arc speclfi; problema with tba dttaill of tlUs, 1bl Dc1 &hcN14 poim 1blm 
o\it 10 tlW a :more tef!n=d proccd\uc ~be dNlpcd. 

·- , ..... ... . ....... --··---~· ....... . 
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Director, OIRA 
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Dear Sally, 

12 April' 1996 

The White House:# 2116 

Office of 1l1e SecratlfV 

Office of the Gener•I Counsel 
Wllhlnaton, D.C. 20201 

(202) 690-7780 
Fax: 690-7998 

Enclosed you will find several documents. First is a copy of the relevant page of the 
what I have just been told is the new Connnittee-revised version of S. 1360. You will see 
that the proposed standard for law enforcement has been changed, in that it has been 
heightened, to a showing of "clear and convincing evidence to believe that the information is 
relevant to a legitimate law enforcement inquiry." I have attached several examples of 
written testimony in which privacy advocates specifically sought this higher standard for law 
enforcement. Obviously, the Committee has responded. The testimony includes that of Jan 
Lori Goldman of the Center for Democracy and Technology. Aimee Berenson of the AIDS 
Action Council, Alexander Robinson of the ACLU and the American Medical Association. I 
have also iocluded a press clipping of a recent incident of law enforcement access to AIDS 
patient files, which has generated a lawsuit. 

I think that this demonstrates both the strong objections that are held in the privacy 
community and the willingness of the Committee to respond to them. I believe that it would 
be a grave error for our Administration to be positioned as anti-privacy on Chis issue, asking 
for a weakening even past the point of the original bill Language or the compromise that you, 
Justice and 1 agreed to on March 20. 

Lastly, 1 would note as I said yesterday on the phone that HHS continues to honor our 
agreement with Justice that we support inserting the term ''fugitive• into section 212(c)(2). 
This would, I believe, resolve the issue that Jamie Gorelick raised concerning the need to 
usue medical infonnation when police are in pursuit of a suspect described as having a 
distinctive medical condition. 

Sincerely, 

I!~-~ 
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(J) JN GINllw..-A btalth 1::111 provjdm, blllda Pila. 

:2 Jaa1hh D¥misbt llcmtf, emplC)W, iu.l'er, ~or Wli'*lity, 

3 may disclau pmtectGd 1-Jth fDfiwru.uoa tmdar tJail IGlliJJ\. 

4 1XCCJJt Co • 1-ith OVllliPt apmy ~ by ltaticm 2015~ if tbs 

~ dilolo1wo ii IJQaulnt to-

6 (A) • IUbpaana illllld undcir tbc u~ ct a 

7 sraad jwy~ or 

8 (8) ID adminilbtiw '"~or IUllDam er a 

9 JudkW subpoena or WIDlnt, *b. m.eeta the mndtdom 

10 Ofpar&grlpA ('2), 

11 (2) Cl.EAi.MO CONV1NCJNQ EvJDENQRIQuJl!M!NT.-A 

1:2 law~ 8PDCJ DI&)' aot obtlin prgteczed la!dL 

13 izafanudoa about aa iadhidual u.t.1*¥1Pb (I) iJr use in 1 

14 law lllf'orcemcm ~ ualcs1 tbll'I is clear mt coaviucma 

ts mdeaca lD btlleve k thl!I inform.do.a is relevant 1a • 1•1imltc 

J 6 law i::mbnmaent lnqq Nina~ by IM law aafmctaac 

l7 apaqi, 

lB (3) W 4IUU.NTl.-A Ja-.. ain!on:amcnt illlftC)' tbas cbClfns 

! 9 ~ttd health iutonudi:m Ibo• a iodlvidual PWft1111t to a 
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Statement of 

Janlori Goldman 
Deputy Oixector 

Center for Democ:racv and Technolo~ 
' u. 

Before the 
Senate Co:aunittee on Labor and Human Resources 

on 

s. 1360 
The Medical Records Confidentiality Act of 1995 

November 14, 1995 

CENTER FOR 
DEMOCRACY 

TECHNOLOGY 
1001 G Slit!!. .1IW Scire 700 Eal 
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We want to emphasize the i.Inportance of the general and speci£ic 
limitations that axe already in the bill. Under the general privacy rules of 
the bill, health oversight agencies cannot re-disclose identifiable 
information for other purposes not specially ~uthorized. In addition, a 
health oversight agency may not use the information gathered in its 
oversight role for any actions agamst an individual other than those 
arising out of receipt or payment for health caxe or f.raud. 

With the inclusion of a legal process for access to identifiable 
information, CDT believes the bill will come closer to striking a fair 
balance between individual privacy and the government's legitimate needs 
to conduct audits and control fraud. 

C. Law Enforcement 
CDT strongly supports the creation of wauant requirement for law 

enforcement access to personal health records currently in S.1360. 
However, we urge that the proposed. probable cause standard be 
heightened to equal the standard now in place for access to cable 
st:.bsai.be.r records. Under the Cable Communications Act of 1984, a 
warrant can not be issued for access to subscriber records until law 
enforcement can show "clear and convincing evidence that the subject of 
the information is reasonably suspected of engaging in c::riD:Unal activity 
and the infomtationsought would be material evidence in the case." We 
believe that fede-al privacy protection for peoples' medical records should 
be at least as strong- if not stronger- than we apply to peoples' cable 
records. 

V, CONCLUSION 
CDT believes the protection of personally identifiable health 

infonnati.ori. is critical to e.."'lSuring public trust and confidence in the 
emerging health information infrastructure. Health care reform cannot 
move fonvard without assuring the American public that the highly 
sensitive personal information contained in their medical records will be 
protected from abuse and misuse. As the Hanis surveys indicate, people 
are highly suspicious of large scale computerization and believe that the.JI 
health. records are in dire need of privacy protection. If people are 
expected to embrace and participate in a reforming health enVironment, 
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"IESL1MONY or 
AIMXE R. BERENSON, LEGISLa\nvE CODNSEL 

AIDS ACl'ION' COUNCIL 
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SENAT.E LABOR a: HVM&N BESOURCES coMl\tIIT.i:B: 

S. I 360 Ths Medical hcrmi.! Ci:mjfd8Tltialfty .At:t of 1995 
N~14, 199~ 
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in the disclosure fonm. 11 lf Umt intespretatioa is not coo~t, then we believe patic:nts should bave the 

right to give their explioit coment before 1hcit identifiable information is cm.ered into a network 01 

database. Even if such explicit c:oasct is &Gquimi, the issue remains wb=thef the Act should allow a 

patient to refuse such disclosure. but still get treated or rcr:cive payumit. At 1he vay least a provision 

should be imertcd imo S.!360 tilllt lllows • s:atiat to~ certain portions of his IeWni as 

compJetdJ confidential. Upon audi dcsignmion. 1bc ildbrmaticm. contained in 1bat·zoae ~ be meucd 

unless stripped. of any idcmilier lbat c:aaki link it to 1b: patient. 

Such a provision would give patients another rccouix by which to coanol information about 

themselves. This type of provision is in ICall'd. wi\h the llOal of S.1360 to create an enfcxecable pri\'IC}' 

right in medical records. 

G. Dildaaare tD Law !.afan:ememt Aana-
The ~om to 1be Act's peml informed consent provisions which allow for ~ to 

"protected health mtarmation." by law enforcement agencies Is of peat coa.ccm. On tbc heels of much 

controvcny reprdm1 police abuse. we Qlll think of nothing more chilling than tile prospect of law 

enforcement agem:is heins g'i'Vell QCCCtS to pcnonaJ mcdicai records. Any la.w c:Df'orcement access to 

p:uonaily idemifllble medical JSOldl JllUJt be viewed with utmost caution. While -Mr adalowledge that 

the wm:m: piovirion of S.13<10 relating to the requirement of probable cause for law cuforc:cmcat a:ce.u 

to medical ?eCOOUl2 is an effort to addrns concen11 about una:alhori2ed <lisdosun:a to law enfcre=mmt, 

the approach taken u oot adequately prorec:ti.ve of ~rsonal medieal information. For example, among / 

11 Sectign 2<J2. 

ll Section 212(1)(2). 
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other problems, dK standard for obtaiain& a wmanr is a dilution of the traditioaal problblc cause 

staDdard. In many ways. the issues raised b:n: arc llllllogcus to lhose reprding electronic survcillat&ce 

md the •super' protection. atf'Olded tax mfarmation. Moreover. we m: coacemed that the .. exceptions" 

to the need for a wammt or subpoena can lead to abuse. AJ'PlfC!ldy, llDdcr section 21 O(b) of the Act. an 

opposing adomcy in a c:M1 case. a prmeculm' in a aimiml case, or m administrative agr:ncy mipt falsely 

certify 10 a health mommiou trustee 1hat nolice wu gi"en to an i.1ldividua.l and an. (in aood or bad 

faith} that the indi:vidual's montal or physical condition is ID iaue in a litigation or administmtive 

proceedins and tbCRby obtain ~ iaf'ormario11. is sought we 'MU forwmd our recommtndatiom 

for such amcndmcms to the Committee. 

IV. MminiltratiTe. Teclnlksl and ft)lieaJ Satecurd1 

S. 1360 imposes the gaJml. requi1'SneDt an 1mlth information trustees to c.r:s111blish and maintain. 

appropriate ad~, tedmigl, uid pb.y3ica1 safeguards to ensure the conficle1Jtial1ty. security~ 

accuracy, and imgrity" on-Ith i.afmmation. 11 S. 1360 romaina no spceific tecblrical or administrative 

requirements. The ~ ~ trUSteeS 10 take "'awropriate .. actiaa. to "came" confidentiality and 

security. 

This is an extremely important part of the Aot, ami whether the As;t ultimamty serves 10 protect 

privacy wtll hinge in part on k:cping this requiJemeut on bealtb eae trustees undiluted. 

A. Co•ftdclldllli&y ud SccurilJ' 

S. 1360 should mcludc at least iOme QR{Ully drafted uamplcs of speci:Dc saf'Ci\Wds to ensure 

11 Section 111. 
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ell Nardi Stitt Mrlet 
ClllmlO, Jllinoll 60610 

1be Hcmarable NllDCY Landon Kwebaum 
Ul11ted Stma Same 
302 Russell Semie Oftlcc Bu.ildin& 
Waahinp~ DC 20510 

Dear Madam Chairman: 

The White House;#ll/16 

Tho Alullltig,an Medic:ll A.uoc;ia.tion (AMA) welc.omc1 the opportunity to &hare with th.c Commitlee 
our views on tho confidentiality of patient medical record&, an iuue brcnlghi w di.I: fore by S. 1~00, 
'The MaUcal Records Confidentiality Act of 1995,' Aftor t1w bill,.... retemd to the Cammiae. 
the AMA. in conjunction with IQmt twnty other national phylician orglldntio111, wrote lh1 
Commietee requHtina m oppommity to assill ID reflninl the lmJuaae of S.1360. While we noced 
our eipr• support for tile mtslion of the leghlation, our CQDCCU• wu a.ad rema.lm that the lq~ 
of S. l 360 amt be 1iptl1:am&ly modified to adequately pratect the pmacy of palenta' medical 
informadcii. Th6 CommJucie hu aipaled a wiWDpllll IO umint the detail• of the bill arid to 1111t 
improvenu:m Crom a variety of ptttlce. We appnd&te beiDs :lnd.uded ia t:hll rMYalUi.an of the 
le,illatk>n. 

Th; AMA hu Ulet11;\'1 policy conc:cra~ die ethk:al rsponliblllty of phy1lel1ttat ro prolcct r'llt 
privacy Qf our padcrus' medical record£ and inforniUon ID order lo Ulllre that those padcma are 
wUU111 to conn\luicato .sensitive !Ind penonal infonnalloa to lhetr phyaldana wllhout fear of 
subsequent ddclosute. Our Board of Trust111 hu re•iewcd AM.\ policy and COlllidcn.ble additional 
information in its evtluatt.o11 of s. 1360. ud ila conclUiiom are reflecccd in Eht attached report. 

Wr. look forward to contirniing the dialogue on S. 1360 with UJe Colllm.ittee IM urp you to brlng 
your questions and concerns to u1. Thu AMA suyporu federal leplation protecting the 
confidentiality of puililt recgrds• howcvor, we regret chat we c:umoc. aupport, ln ita ourretd form, s. 
1360. Thelc yo\I fer laldni cur Views Into ccnaideration M you. mtploro this complex and llq)Onant 
iuuc. 

s1nc ... 1y. J. J.M. JfJ 
~odd, MD v::s.'J 

cc: 

~Vi?'d 

The Honorablo Robert Bc[lllett 
The Honorable Tbomu A. Dar.ehlc 
The Holltlrable lti:>ben Dole ·- --
Tbe llOUorable lb111 PeSqold 
Tba Hon.ora'bl• Orrin o. Hatch 

1'h8 Hoa.oracle Herbert H. ~hi 
Tm Soaorablc Plltk:k J. Leahy 

- The HoBOrable Alu K. Sirnp10A 
Thi Honot•ble Tod Scwcma 
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REVIEW OF S. 1380 
"THE MEDICAL RECORDS CONFIDENTIALITY ACT OF 1 Sla5" 

. The American Medical Association (AMA) commends ttie epon1or1 of S. 1380, "Tna 
.. Medical Fteciorda Ccnfldentiallty Act of 1996,'' for focusing attaritlon on the Important 

Issue or confldentlallty of private medical recan:t1. The 1:1111 as Introduced, however, 
don not asaure adequllt8 confldentiallty ~rotedlans for persol"lllJy Identifiable 
medical Information, •nd the AMA would dlecour1ge the Senate Labor and Human 
Resource1 Committee from reporting such legl1l1tion without •lgnlftcant 
raex1minat1on and madibtion. 

The AMA believe& that the patient-phys•clan relatlonsh ip II b91ad firat on truat and 
that tn. conftdentlallty of communl081lona within thle relatlonahip ia tha comerltcn4! of 
good medical care. It oannot be too 1tron;ly stated thmt in order for phy1lclan1 to 
i:irovlde the beat and most appropna .. madlcal 09ra, patients must f•I thet they can 
di•close ta their phyaloians paraonal facta and informatton that they would not want 
ather1 to know. \Mthout such assurances, patients may not provide th1 Information 
neceaaary to properly diagnoae and treat Th• evolution of electronic medical 
recordl, typified by Interstate eleotronic tran.mi11ion1 ind the aggregation of 
information into large dltaba1e1 tl"Bt are uaed for non-treatment purposes, h• 
intenaltled exiatlng concem1 about patient&' confidentiality. WhUa the AMA aupports 
federal laglallltlon to protect patients' privacy In an environment of heightened 
availebR!ty and access through camputartzed nlllWorka, we ara conoerned that 8. 
1360, w~hout 1ub1tantlal modification, r.11110 adequatet/ acldresa numeroua 
conc:ema about medical Information privacy. . 

The AMA'• analysia of the issue la baaed on a ttireefold premlH: 

• that there exlats a b1aic right of pe11ents tc privacy of their medical 
'nformatlon and reoorda, and th•t thla rtgl'lt ahould be e11eplicitty 
1clcnowledgec:t: 

• that patients' privacy should be honored unlea1 waived In a meaningful 
way (I.e., 'nfcrmad, noncoerclve) or In rare in1tanC.1 of strongly 
countervaUlng ·public lntere1t; and 

... that the information disclosed 1hould be limited to that Information or 
portion of the medical record necessary to fulflD the Immediate arid 
apaclfic purpoae (i.e., no 'ftlhlng expedltlons). 

Within the context of these three overriding principle1, th• AMA makea the fOllowlng 
recommendatloo.1.by which any mec:UJ:.11!timmiation or~ ocnftdentltllity 
leg lllation ahculd be &H•111ed: 

' 
:JaM ~Il~I~OS5t7 i~~ICI3W f\.ll::CI~J!.Jtj hd2£:E0 g6, '~ ~l:IL-J 
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Tba primary purpa.8 of the medloal l"9COl'd la tio provide a reliable tool to 
pnwidt cllnloal treatment of patients.. The madtcal record II tne prop•rfy cf 
the physician or responalble health care provider or entity, who has legal and 
ethical obligations to maintain• true and acour1te record. White pltlen1!1 
aliotJld nave acceu to the lnfcrmation from th• madlcal record (with rare 
exceptions to protect the men•I er phyalcal safety of the p111tient), the phyaioal 
record ia the property of th• physician or provider. When • provider entity 
oontrole the medlcal recorda or 'nformatton, a phyl !clan 1dviaory body to the 
provk:ler (or a medical 1t1ff If one axleta) 111hould superintend the manner in 
Whlcti the ~hv•loal record' is rel•aeed. Thia conoeptU'ill frame of referenee 
should be set out expHcitty In some aort of legi&lative prnmble and ehould be 
recognized In statutory language. 

The model contained In S. 1360 for dillllcJoaure and correction of patient 
records, b1 .. d on the procedures for reporting QOl'llumer credit lnfonnattcn, 11 
not tranalatable to the medical information arena and should not be acloptad. 
Subsequent holders of medical Information (aucl'I as lnfonnatior'l data banks or 
other type• of ''trultees") ltlould not be allowed to change madical information 
or conctu1lon1. It foHawa thet the treating phyalclan or health care practitioner 
tl'lat generated the medical information ahould be the only ~1tee• through 
whom patients may "amend'' or "correct" their medical Information or record•. 

2. Often, an entity wlll aeek an individual's a\Jthoriz•1ion for dlacloaure of hia cmer 
protected health information, subsequently u11ng the infOrmatlon for purpoaes 
beyond the ~ for which the ooneem wa1 obtained. For example, an 
Insurer with both heahh and life ln1urarlC)8 l1nea haa a legitimate int•reet in 
medical Information rega~ding a policy holder for admlnlaterlng heatth benefits. 
Without specific authorization from the lndMduai, however, that Information 
1hould not be a"Vallable ta th9 insurer fOr purpou1 cf its life insurance line. 

9/tl''d 

"Flrawalla" ahould be co11•tn1ct9d •o u to p,.clude a paUent'a flNt 
conHnt l'rom applying to all aubaequent dlaclotu,.. (unle11 lht patient 
specificaJly and freely watvee defln11d rlghta). The 1pealfiaity of the 
patienfs consent creates the "flrawwll." Requests for Information ahould be 
Apeeiftc ae to: 

• ttle portion of the records or informaUon need-1 (the specific 
treatmen1 or matter at 111ue); 

• the time periQd of the records nellded (e.g., "from 1990 through th• 
pre11nr'); and 

• the pur'p()se for wtilch 1hl lnfQrrnatlon is r]tqueeted. 
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The •QC!Opttv of con•nt i9 th• key to irnpoaing effective "firewallll,• to 
preclude th• lateral drift of Information once an Initial consent II agreed to by 
the pa1fent. Patiant& and physicians will feel more pratectad lf a signed 
content II required for each discloeure of records, rather than oontinue to aHow 
fer blanket w111iver11:1}' patients. Blanket auihorizationa are acceptable f'or most 
treatment and payment purpo1ea and 111crubbed" chartl; however redlacloaure 
should be prohibited wtthou1 subaequent authorization. In fnstanoes where 
personatly identlflable medit;al Information la part of a requested record tnat la 
not easily ''da-identlfted" ~or example, when a utilization revlmw company 
wanta tc review 25 patient c:~1rts), epec111c permiMion from the patients should 
be required. The responalblnty fer obtaining consent for dlacloaure 1hauld re1t 
with the entity requesting the data. 

Exception. to the requl1'9ment for patient con•tnt to dl•cl01ure •houtd 
be minim•~ and ·narrowly dnwn. The burden should be on the requesting 
entity to demonstrate why Its need should ov•rid• the patient'• confidentlality, 
Thi• burden a.hould be equally applicable far reaaarch (txrtn aolentlfic and 
market-based/economic), law enforcement end anv other legltlmate pur,:>ou. 

11'1 the partioular inatance of exoeptions fer purpoae11 af law enforcement, the 
NAA belieYM the bill should set high standards for non-constnted-to 
dlaclosuree. Tli• AMA recogni.tte ttw neeae of legl~mate law enforcement; 
however, these needs must be balanced wtth an individi..1'1 upectaticn of 
privacy mr his or her personally ldentlftabla medical information. Tl'la 
requeeting entity should be required to .•how ''probable cauM" in aatabllshing 
why medlclll records 1hould be dlvulged without the patient's consent, and the 
particular Information requited to meet th• immediate law enforcament l)Urpoae 
should be specified. Record& thua dlecloted for legitimate law en~rcem1nt 
purposes should then be held in r.amera by the court. 

4. Whenever possible, m•dical lnfonndon ueed for rMUrch purpo ... 
ehould have •II lct.ntlfying information removed, uni- the patient 
•P•eiflcally coneente to the u•• of hi• or her p91'9onally ld•tlr•bla 
information. The entity requeating protacted medical records or information 
ahould be required to P•Y for "de-identifying" the record. The AMA bellevea 
that ttie protections cont1ln1d in S. 1380 relating to release af fdentiflable 
information without authorization when an IRB datermlnN ttiat tho need for 
1h•t Information outweighs tie indlvidual'a righ1 ta priwacy are adequate without 
"further showing of problems that might currently exist. 

.:.. .... _ .. 
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Regarding th• iau• of f9d1ral pnemptJon of atata llw, any 1-dn lllW 
ehould provide a •t1oor," rather than 1 "celllng" when 1ppl .. d to patient 
oontld•ntlallty protectlcna. It la underatocd that 1here are many who beUeva 
that there should be 1 uniform federal standard to facilitate ektctronle d8111 
interchange (lnduding the Wort Group on Electronic Data Interchange 
(WEDI)). The AMA I• concerned, however, that helgntaned atate atandards 
wm be jost to federal leglsla11on. If the bar la placed nigh enough to ••cure 
protecnon of pa11errt Information In the federal langi.mge, the AMA would revieit 
the preempiion le1ue. 

6. S. 1360 has major penaltln fer unauthorized dlsc:loaure of protacted medical 
information. The AMA believes that penalties and sal\ctlona for 
unlntantlonal dlaclo.uree of idtntlflable patient lnfonnatfon, where the 
dlecloaure clo•• not ,..ult In demonenble harm ta the subject of th• 
dlaclosure, should be raduced or ellmlnatH. Penaltl• and elnctlom 
related ta improp•r dS.cloeure for col'lllMl'Clal purpoa••· profit, mallcloua 
purpoaea or where there la aignirrcant patient harm 1hould be 
c;ommenaurata with th• violation. In addition to monetary eancticna, 
legl&lltion could include the IOM by a database company, for example, of its 
prMlege to hold or transmit protected medical Information, thus reducln9 the 
potenttal for companies to •DOeS't th• mcn•tary penalties for improper, 
Intentional disclosures as a ''coat of doing business.'' 

The A~A does not beli9\te that S. 1360, a& It curren1ty stand•, meets the principles 
elabor1ted 1b<Ne and therefore we do not euQport the bill in ita present form. We do 
support, however~ the need for federal leglalatlon In thl• area ao that patient! wnr be 
adequately protected as medical Information becomee available in new forms and 
with greater ease of transmlssion. The /AMA appreciates the Commlttee1s active 
effort• to ••k input regarding improvements to the blII. The A.MA'S fundamenttl 
concern on thle iMue hu been and contlnuet to be tht !XVteclion cf the patient- · 
physician relationship Bl"ld the confidentiality tii.t ia 1-c belie; to the trust inherent In 
that relationship. 

..:.-- .. 
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- - , · man•ment ror ,o.JDS pat1e1Jts, cnd i 
· . complied a ll11t ot namu. Snctal Sacu· 

La ... L'u,·t Seeks . rl~y Jll&mbera, da:ea of blrlh anc 
IAI'~ : · H.f.V. scatu1 of 78 people. It wh 

· . 1iip1uw1t1y ["e rirst .sucll audit or a .,. B u. s . federaUy nnlll1Cecl program IG pro-
' 0 ar . . ..... ide lllllpltient heallh and s.up:;orl '. 

· .aerv1eeu.1l'lelertne ~y1m 'Nhitt:Coirn I 
' .. 'From Access ,·Mt or 

1990 

"It 111as lhe first L11m1 we had heard 
T' A Tn C' r· I : ' of anythJJ1i like this, anQ ii WU klnd 
J 0 UJJ r lies I . of lllhoclc:ing," Hid Denise NcWll· 

• • 11ams, executive direcror at the Bos-
. By Tl\MAI. LEWIN ' toll AIDS Coneortl1.1m, one al the 23 

: BostolMlrea reetptents or Federal 
Feder•! 1uitilD/.& and. BOllOl1 soc1al · mono.)' that have jo111ee1 ro tinl18 the 

servlee11 aaencie' halpln1 ])tCple · l11w1ult seeking 11 permanaic lnjwit· 
with AIDS a.re batU!ni aver wl:ether . : uoii titocktna Government ofridali 
Jt ;s a grave breach of confld@!fltl.ality ' from aern&ndlng ICC!SS lo Informs-
- or A bali.C part of aur:!!tlng Faden! '·uon Lbat i~ludu a :Patient's identity. 
pr08f"llll18 - for Ftd.tral Gfflcla.la :o : '811.t when we met with people rrom 
Clemand accau UI recotds with the· · the JMpOl!cl:Or General's ofllce, they 

·;. n11me1 aod SDClal SeC!J~lty nllmMm ;told 111 tbl~ wme 1helr stll!Qarcl oper-
; : of people with A.IDG. .atln1 procedure. and they had no 
• A comi:ilatnt bel111 flied !Dday i.n -intention ol cnanaJn1 It.". 

·: • f"•derlll dl&trlct co1.m Uf BoslOll. : The Inapec~r Stl'lertl'a office ealtl 
: : sleks an lnJuncLIOl'l bloddng Peder al -Yes[erday tnat 1ls Boston auclitcrs 
• omctab from o!)taln.1111 such · had ac:ced well wiUUn their authorllJI 
• • recard1. Th11 com.plaint ca~s an incl· :and lllat ii would be lnipc111Jble to 

· :dent last May, wt'len Fmlerel aud1· -conduct rouune l'.Uilts o! the u1e of 
.; · ,tQr• entered ll Dootan cerner fllr Hai- ·the Federal r11nds w:thou1 nein8 
• • UM ilhm1&rant11 -..llh AIDa, tool! the Jeicorc111 that would show chat tho&e 

: : narne1 oUld Social Seeurlui numbers ·receMnr; senice~ acwany haa 
,;_ · Jlf cloienl, than paued them en to 1 AJDS . 
. - ~ rew otner Government otflCllls In an : Mr. Vengrln, ttie deputy lnapactor 

- •Uort to det1rrnl11e whether the peo· ·aenual, 1aJd tl\at In New Vork City, 
: · .ple recelv1J\i FederaJ 1upport were ·the only other ct1y where tho11 re-
•• in ract lU.v. po1ltlve. :C11v1na tho AlDS money have baen 

"Jn a pro1r1rn for people Wtlb audited, U\e recipients o1 tl\e money 
• Al OS, you can't fO an aiidlt without .llid not rui9t dilclo•1.,. thelr flies. 
- Joolcin&: a1 the records !hat verify .. Th• lrupecior general'• omce 111id 
_ t~ Ill peoJ)Je do hl'YI All>S a111i ere "the Bot&o11 auditors slw>weel tbeir 
• &lliibie rcr the prggram," aid Ja· )CnBltlvlty tr> the need for confl4uJti. 
- seph Ven1r1n 1 an a1u1st:an1 ilspury ~llty by taldna tl'W list o! names to 
• Inspector 1:eoeraJ at tt.e Departmen 1 "'th8 local ofUcl ILl responsible !or ac!· 
.. al H111th 1tnd Hum111 Services. The ;sn1nl!1ter1ng th• Jledaral h11\d!, 111d 

Inspector General'• Orllce, bke !:hose 1*111 bim le wtrlty lllll tte Uldl\'ld· 1 
• 01 other P'eeleral deparrmants, audtti 

1 

ilals were fnde~d H.l.Y.-poaltive, 
the use of Fe~ral money admlnls· ..Isther tha.n tltklna lo questlO!I the I 
tera.i by lhe dllparunent but carries ~•clplenta EhemselV'el. 
out it.s 11udits anti Investigations Incle· J • BUt Richard Stevens, the Boston I 

- pendentl:y. • ..pubUc health aflicl&ll the oltlce went 
l.'lul Lhf' auClaors• ac~1ong l\.u iiro- ::"Jl. dlsaaraed. He ref1.11ed their re· 

voked e>ut111ge from 11t:lmJnlstrators quest, t•\11111 BOSt.an recipients of tlll I 
: at AIDS cllnlcs, wha HY tne acces! ..P11der&I m0t1ey not to relea1e c1;mfl. · 

ct t.'le reeQr:111 Imperils tne1r pm- tlenlillJ client inrcirma.tion. j ' 
9r11ms. The audit 81!0 drew 1tron1 ~: ln a May 10 Jettf!r LI> the audit . · 

• crlt1c1sm within tlle H.H.S. lrom f1llll11Br, Mr. Stevens said ha felt the ,. I 
Anita li:Sctder, !:he dire,IOr er the brneh of confldenUalLiy w11 aueh a · 
dtvlslon otH.r.v servlc1ut1tHulth ''Jrosa v1ola:Jo1' 1 lhll If "1eopar· 

• Re;;ourcem and Servtc=a Al1rnl!llltra- -dJ1e1 \ht entire service deilvecy / · 
-. tion. iiyatam 8lld lta integrity with ra1am 
• Tti• auditors conunttied "M egre- tp ;irov1dl11,1 conlfd111ti.al reu·vtcei." i 

aious breach of conf1cen11111ty," Ms 
. l?Lchler wrote In • Mil)' 10, 199,, 

lerrer to the senior 1udJ~cr In Bos1cn. 
The cornplalnl char2e1 that on 

May 9, 1995, auditor' from lb~ In· 
• !!peetor G~1111eral'11 olflCf came to tl'.le 
•. Haitian Multiaervic• C:entor, whJch 
· aet& Fsderel money ID provide cue 

· · The Federal audit round that beth 
lialtian Mul~1erV.ce Center and 
SP faN, ant>t"8r' a1ency It inspeci.<1, 
tJid not have &he results of AIDS ll!IT5 
nuded to confir 111 e1111blllty ror serv­
lr.aa; for 102 ot th& 113 filtl lt ra­
vt1w1d. At SPAN, Lile aud!ton rt· 
v1ewea 0111y 14 fl.lu before the 1aen· 
t:y ukecl lbem to leave 
: Indeed, the Federal audJton; Hid 
lhat t!'!ere "Nu evidenct or rraudu­

' lent uae cf Social S&curlry number! 
111d that they r11pOrted that to otl\sr 
Federal ofrlclllll r11ponslble for Jn· 

'ves1111a1lna such fraud 

More nation•l news 
[' appears on pa.pi D 19-21. 
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EXECUTIVE OFFICE OF THE PRESIDENT 
OFFICE OF MANAGEMENT AND BUDGET 

WASHINGTON, D.C. 20503 

April 11, 1996 

MEMORANDUM FOR LEON E. P ANEIT A 

~.r 
FROM: Alice M. Rivlin ~ \. 

SUBJECT: Law Enforcement Access to Medical Records 

Background 

With the emergence of Health Maintenance Organizations and the expansion of electronic 
record keeping, there is an increased concern that health care information should have greater 
protection, especially for particularly sensitive information such as mental health records, or 
information relating to IIlV testing or reproductive health. The Administration took this 
position during the last Congress in drafting the Health Security Act. 

In this Congress, the vehicles for enhancing the protection of health care information are 
S.1360, the Medical Records Confidentiality Act of 1995 (introduced by Sen. Bennett and 
sponsored by Sens. Dole, Daschle, Kennedy, Kassebaum and others) and H.R435, the Fair 
Health Information Practices Act of 1995 (introduced by Rep. Condit). The Administration has 
generally supported these bills which provide heightened protection for health care information 
and generally require notification of the patient before records are disclosed. The bills override 
state laws, which vary considerably, by creating a national standard for use and disclosure of 
medical information. 

Chairman Kassebaum asked for the Administration's views on S.1360 in preparation for mark­
up. In the process of clearing a response, OMB discovered a major interagency issue. While 
there is broad consensus on most of the policies reflected in the bill, HHS and DOJ have 
differing views as to the proper protection for health information in the face of legitimate needs 
of law enforcement. In a series of meetings culminating in one chaired by Sally Katzen, the 
agencies moved toward one another, although there remained some disagreement. 

HHS would generally give health care privacy priority over Jaw enforcement. HHS believes 
the general rule should be that law enforcement officials, state or federal, may not have access 
to medical information unless they establish probable cause to believe the information is 
relevant to a legitimate law enforcement inquiry being conducted by the government authority. 
The patient must be notified of the disclosure and afforded an opportunity to object. 

However, HHS agreed that law enforcement officials should have access to health data in the 
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following limited instances: 

a) to investigate a health-related criminal, civil, or administrative violation against a 
health care provider, third party, or patient; 
b) to investigate a non-health criminal, civil or administrative violation when the target 

of the investigation or inquiry is not the patient. 
c) to investigate a potential violation in a public benefit program, whether or not health­

related, to ensure the integrity of that program; or 
d) to identify or locate a victim, witness, or fugitive. 

But, where the patient ~ a target and the violation is not health care related, law enforcement 
officials would have to convince a court to permit access, provide notice to the patient, and 
allow the patient an opportunity to object. 

Justice, by contrast, would give law enforcement priority. Their going-in position was that law 
enforcement officials should be exempt from any additional procedural requirements for access 
to health care information at the Federal, State, and local level. Existing protections should 
apply (e.g. the Privacy Act at the Federal level, state and local restrictions where applicable). 

However, where the patient~ the target and the crime is nQ1 health related, DOJ would accept 
the requirement that Federal law enforcement offici~s obtain protected health information via 
an ex parte motion to a court. The court would grant access if it were persuaded that the public 
interest and the need for disclosure outweighed the injury to the patient, to the physician-patient 
relationship, and to the treatment services. Justice also agreed that law enforcement officials 
should not be permitted access to research or public health reporting records. 

Justice does not believe the Federal government should preempt state law in this area. State 
and local law enforcement should not be subjected to any increased requirements-existing 
protections would apply. 

HHS and DOJ both feel strongly about this issue. I would support the Justice position as stated 
above. Jack Quinn believes Justice conceded too much and that no additional restrictions on 
law enforcement are necessary. On the other hand, the First Lady and the Second Lady have 
made explicit their strong support for protecting health care information, although staff 
indicated they might find the modified Justice position acceptable. 

Would you like to meet to discuss this? 

cc: Jack Quinn/Kathleen Wallman 
Carol Rasco 
John Hilley 
Skila Harris 
Melanne Verveer/Jennifer Klein 
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APR I - 1996 

The Honorable Alice1 M. Rivlin 
Director 
Offico of Management and Budget 
Washington, D.C. 20503 

Dear Alice: 

I am writing concerning a dispute which has arisen between the Department of 
HeRlth and Human Services and the Department of Justice over an issue with 
serious poucy ramitications and political sensitivity for health care. 

S. 1360 would creatA i:t h~ri~ral ~tatuto protocting tho oonfidcntiality of rntJui~c::il 
records. It is based on the confidentiality section of the Mitchell version of the 
Health Security Act. S. 1360 was introduced by Senator Bennett with 11 
biparti:;an co-sponsors. inc1ua1ng Senators Dole, Kassebaum, Daschle, Kennedy, 
and Leahy. Th~ Labor and Human Resources Committee held a hoQring on the bill 
in November, ancJ Committee staff plan to move the bill to mark-up by early May. 
Committee staff have askad for the Administration's position on the bill. 

It is my under:st<:mdlng that the Justice Department objects to some of the bill's 
provisions that constrain access by law enforcement agencies to individual patient 
medical records. It would prefer a complete 1:1.ir.emption from the bill's controls for 
law enforcement access, and failing that, would prefer not to have to notify 
patients when their records aro sought pursuant to compulsory process. The 
provisions in question are the same -· virtually identical in hmguage •• as thA law 
enforcement access portions of the Mitchell version of the Health Security Act. 

HHS and Justice staff were able to narrow the areas of disagreement through a 
process undenaken by OIRA. Nonetheless, they reached a point where certain 
baeio principles established in the Mitchell bill are being celled into question. 

The Administration should not ehanaa its position on thia iaeuc. Ju:tticc raised tha 
same objections during the health care reform discussion that ore being raised 
now. Tho decision was ntiide to support the Mitchell bill. Tho law enforcement 
provi~ionc of tho Mitchell HSA l:Slld of S. 1360 retlect the long-held tradition in the 
law and in medicine that information furnished by patients to their physicians 
should not be used against them in criminal proceeding~. (S. 1360 w3c drafted to 
also reflect a balance with tho legitimate needs of law enforcement. It makes an 
exception. with which we agree, so that medical records can be used against a 
patient in matters r@l::ited to health c;~rc fraud. The blll also properly allows an 
exception Lo the requirement of notification to the patient of the seizure of his or 
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Page 2 - The Honorable Alice M. Rivlin 

her records if a judge determines, that such notice would result in endangerment of 
life or safety; flight from prosecution; tampering with evidence: intimidation of 
witnesses, or interference with an ongoing investigation.) We should not flip-flop 
on our basic position. 

We especially should not change positions when that would open us to attacks as 
"big brother." Senator Dole is a co-sponsor of the bill and has thus established a 
position supporting the law enforcement access provisions as they are currently 
stated in the bill. There is significant popular sensitivity to access by police to 
psychiatric and other highly personal information contained in medical files. An 
Administration objection to the limited controls in the bill, or a request that patients 
not be notified when their records are sought in court proceedings, would activate 
that sensitivity. 

This issue has been decided already, and decided correctly, and we should not re­
visit it. I am sending a copy of my letter to Mr. John Quinn, Counsel to the 
President and Mr. John Hilley, Assistant to the President for Legislative Affairs. 

Sincerely, 

lna E. Shalala 
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SPECIAL 
EXECUTIVE OFFICE OF THE PRESIDENT 
OFFICE OF MANAGEMENT AND BUDGET 

Washington, D.C. 20603.0001 

LRM N0:3857 

FILE NO: 1646 

3/21196 

LEGISLATIVE REFERRAL MEMORANDUM Total Page(s): I 6 
TO: Legislative Liaison oecer ·See DisJlbution below: 

FROM: Janet FORSGRE~il l, .. :fc~~i!vt_Jlor) Assistant Director for Legislative Reference 

OMB CONTACT: Robert PELLICCI 395-4871 Legislative Assistant's line {for simple responses): 395-7362 
C==US, A=TELEMAIL. P=GOV+EOP, O=OMB, OU1==LRO, S=PELLICCI, G=ROBERT, l=J 
pelliccl_r@a1.eop.gov 

SUBJECT: HHS Proposed Report RE: S1360. Medical Records Confidentiality Act of 1995 

DEADLINE: Monday, March 25, 1996 

In accordance with OMB Circular A-19. OMB requests the views of your agency on the above subject before 
advising on its relationship to the program of the President. 

Please advise us if this Item will affect direct spending or receipts for purposes of the 
"Pay-As-You-Go" provisions of Title XIII of the Omnibus Budget Reconciliation Act of 1990. 

. ; 

COMMENTS: This is a follow-up letter to Sen. Kassebaum regarding the Administration's views on 
pending legislation on medical records confidentiality. 

DISTRIBUTION LIST: 
AGENCIES: 29·DEFENSE • Samuel T. Brick, Jr. • 7036971305 

81-JUSTICE ·Andrew Fois • 2025142141 . 
62-LABOR • Robert A. Shapiro • 2022198201 
78·Natlonal Economic Council - Sonyia Matthews· 2024562174 
92-0fflce of Personnel Management • James N. Woodruff. 2026061424 
118-TREASURY • Richard S. Carro • 2026221146 
129-VETERANS AFFAIRS. Robert Coy. 2022736666 

EOP: Nancy-Ann Min 
Sally Katzen 
Bob Lltan/Karln Kizer 
Chris Jennings 
Jennifer Klein 
Maya Bernstein 
Laura Oliven 
Barry Clendenin 
Mark Miller 
David Haun 
Elena Kagan 
Toni Hustead 
David Morrison 
Bob Demus 
Jim Murr 
Janet Forsgren 
LE'.'-ll'J ()t..£rfJI~-~ 
(hAt-·Y )o S l c...L-At:.l 
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RESPONSE TO 
LEGISLATIVE REFERRAL 

MEMORANDUM 

LRM NO: 

FILE NO: 

P. 2/16 

3857 

1646 

If your response to this request for views Is simple (e.g., concur/no comment), we prefer that you respond by e-mail or 
by faxing us this response sheet. 
If the response Is simple and you prefer to call. please call the branch-wide llne shown below (NOT the analyst's line) 
to leave a message with a leglslatlve assistant. 
You may also respond by: 

(1) calling the analyst/attorney's direct line (you will be connected to voice mall If the analyst does not answer): or 
(2) sending us a memo or letter 

Please include the LRM number shown above, and the subject shown below. 

TO: Robert PELLICCI 395-4871 
Office of Management and Budget 
Fax Number: 395-8148 
Branch-Wide Line (to reach legislative assistant): 395· 7362 

FROM: ------------------ (Date) 

~----------------~ (Name) 

------------------ (Agency) 

(Telephone) 

SUBJECT: HHS Proposed Report RE: S1360. Medical Records Confidentiality Act of 1995 

The following Is the response of our agency to your request for views on the above-captioned subject: 

___ Concur 

___ No Objection 

___ No Comment 

___ See proposed edits on pages----

___ Other; ------------

___ FAX RETURN of __ pages, attached to this response sheet 
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DRAFT 

TLC Hono:rablf! Nancy L. Ki:i!~Se.b&tull, Chair 
Comm.·\ t. r.ee on Labor and Human Resources 
~jrksen Office !3uilding, Room 428 
United States Senate 
Waoh1.ngton, DC 20510-6300 

0~~ar Madam Chairman: 

M~.n,;l~ 20, 1996 

This letcer is to Lransmj.t our further views on S. 1360, the 
"~f"Hiir..'11 RP.cords con!ld~ntial:lcy Act of 1995." 

'l'hi~ Dr.'l-'~'·""'.m~nt Ri1hmit"-:-Prl ;1 i::l;::it.P.m~nt. in r.onnection with YOU! 
hearing on the bill on November 14, 1995, in which we expressed 
general 1111uppcrt for the bilJ, bi.;;.t inetic"'t•d that we had 
suggestions £or improvement. 

The attached ~t:'.~temFrnt contains our proposal.a for changes in the 
l.J.ill. Ill additfon., t.he D~partment of J'uetiee ie separately 
submitting comments wi~h proposals for changes in the law 
enforcement prtwl1-;;l.:.>lW. Th1t1 Dt:::~d.L Llllt!HL i;:; in f\.tl 1 C:l)l.'lCUl~rence 
with tho:.;e c:ornmentA. 

We 1ook forwa.cd t<:> w0rkin9 closely wiLh you on this bill. 

The OfficP. of Management and Budget has advi~H:~d Lh~L L.he.n:: .i.s no 
obj Bet ion to the prec~ntation of this z:epo:r.t. 

Sincerely yours, 

Jerry D. Klepncu:· 
Assistant Secretary 

for J ... egislat.ion 
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DRAFT 

COMM.KN'fS OF' THE DEPARTMKNT OF HEALTH AND BUMAN SERVICES 
ON S. 1360 

''l\.fEJJICAL RECORDS CON~"IDENTIAI..JTY ACT" 

A. Major lssue.s. General 

l. Writttn Authorization for Treatment aJld Payment. S. 1360, unitke bills 
c~nnsic'lered in t.hc previous Congress. would require written patient authorization 
ti.1r c.lisclo.f;ures tor creaunent and payment (§ 202). This ls a cumbersome and 
awkward requirement in the cn:aLmcmt conu:~L. amJ uue tliaL ufLc11 ll:acls Lo 
boilcrplal.e and meanin!l,less con~cnts in the Jlaymeul comex.L. The goals of lhis 
rc4uirernent can be met more cffcclivdy hy v~ry sLrong prot.ections for infor­
matil">n held by p1·ovi~lcr~ and pC1.ycr:t, aud au opportunity for patient:; to object 
to particular disclosures or to disclosurt:S to parlicular persons. 

Tn rhc treatment 'ituat.iun, thb n;~uircmi;rn will limit flexibility fllld create delay 
tn consultation and referral. A htaJth care provider should not have to 

conscrain her judgment about whom l<J u.rnsull unless the patient has specifically 
indicated a sensitivity to llUch wm-ulLullo11s. A pl1ysicio.n may determine, from 
rcvitw or· ces1 results after th~ patient. has left I.he offil;e, that the paliem should 
be referred for consultation; the ph)'l'iil:ian should not have to gee tl1e patient to 
reLUm co sign nn nuthoriwtion bcfori:. ditt~uosing 1.h~ Ci:l.foie wiLh Lhe conF>ulliug 
spedalist. 

Somewl~l sim.ih1dy, information shouJd be able to flow easily and without 
unnecessary barriers when necessary to facilitate payment. Changes in 
insurance carriers, for example, should not require multiple authorizations. In 
the case of &be Indian Health Service. patients may not be bHlcd, but their 
insurnnc~ companies may be billed. A pmienl's refusal, inabilicy, or failure 10 
uulhurit.t: ui.s<.:lo~un.~ rur puy111~11L shuulJ llVl w.;L llJ JH~Vtml Lht: THS from t.1illi11g 
insurers. 

In~tcacJ of H rcquin:mcnl for amrn,alivc authori'i..aliou LO disclose, th~ pllticnt 

should be offered an opportunity to opt-out, by oqjecting to particular disclo· 
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~ur~s. Absent suc.:h objec.tion~. howc.ver, H pnwirlr.r ~houlci hs1vc the discretion 
l1.1 dil\clo~e information for the purpose of treating the patient, and to disclose 
i111'ormalion fl"H' obtaining reimbursement. 

2.. Compatibility; Applicability of' the Sto.ndnrd. The requirement that healtl1 in­
formation m>l he used or disclosed unless chc usc or dtsclosure is '\:umpalibk 
with and r¢lated to the purposes for which the infonnaLion was obtained~ 
(§ 201(b)(l)) nppoar!:i to crtlala a standard for use and dis.clogure in addition ui 

lhc specitk disclosure pruvi:siu11:, of Lhe bill. Such a standard would be 
confusing and burdensome if meant t.o be applied together with the specific dis­
{.;)osurc provi~ic.\ns of th~. bill. 

The stanctarci should apply only to internal activiries of the tru~ree. and not LO 

disclosures, which Hr~ regulated !\f"eCifically in lhe bill. 

In addition, there is some rlsk. that thi~ sttmdard may be read to prohthit 
legitimate incernal oversi2ht and management uses of data. Tt is important not 
to impuir normal management moohtmi~m&. The legi&lative histor>' could 
provide some elaboration of the Jtmi~ of alluwabl~ us~ wiLl1i11 a11 1::11Lily. 

Tt is d.,.F;irable to pwhibit to:omt! uses of patient information even within the 
<.)rganizmion, c:: .g., for marketing and solicitation. The hill sh~">uld specifically 
prohibit use of trc11tmenl inJbrmation or any other inlormation reg.arding health 
status in mQrlc<.·ting nr $OlicitatiC\n. 

~i. Internal Uses; Definition of En.lily; Compatibility. Controls on disclosure or 
nse within a single trustee. subjecl to the compatihility standard (§ 20l(b)(l)). 
ruisc the question of which corporutc tmtit)' co11&titutes "the'' trustee. 

ln situations in whkh tt prnvider or other institution i~ owned by a larger 
business entity, the bi.ll sh<.luld n)ake clear that u~e of pati"°nt information 
lJ~)"uml l11c iusLiLulic.111 wilh which U1c individual is directly dealing should be. 
limited to oversi~ht and numagement activities, and carefully controlled. Some 
activities of p:.i.n.•nt orgllni:iation~ (e.g., oversjght Hild Hlldit) nl-'i':•rl id~ntifi;ihl~ in­
formation in certain inslances, bllt it is important that the use and circulation of 
Uiis information be ~harply limitecl 1n accordance wltll Che corupaclbl11ty 
standard in section 201. 

4. Com1>ulsory Process Proct.dtmd RtfJlllremtmts; AppJlcHhlUty. Thtm· is some 
risk that lhe procedural requirements for notice to th~ individual and an 
opportunity to object when compulsory process is used in c.ett1Lin h1stanc.es (i11 

l'llht.,' '>/~o/L>!•~ - 2 -

~ .• S/16 
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~e.ctions 211 and J. 1 ?.) will l~ r~;i<l :•~ ;tpplying in any instanr.c where 
<.;mnpuhory process is used. Th~n:: arc inat.anccs where officials will U8c 

compulsory prouss tn oblain int'ormaclon that may, tmc.kr mhcr provisions of 
the hill, he di"closed without compulsory process. This occur!\. for ~xample, iu 
invt:~tigution~ of boo.Ith care fraud, or uf other possible wrongdoing by 
providers. In chese cases chcrc is no need to notify rl1t~ tmlividuals. 
Notification may be disruptive and upsetting. and no significant privacy interest 
would be i:;ervt:d. 

The bill shc.1uJd make clear that the proccduntl requirements of Ftections 211 nnd 
212 need nl'H be met. even if conipulsor)' proc.es:St is used. for di~dosures thar 
1111; a1low,thlc uudcr other provi.~ion:; uf the hiJJ (i.e .• sections 204 through 209), 
if Lhc conditions of' tlw~c othtr provisions are met. 

5. Age11ts au1d Cotttractors. Mony entities will nsr;ir;i trucaees ia carrying out 
their bask funclions. typically as agent~ or concracLOrs, and will need procected 
health inform1ttion in providini that assistance; The obligl:itiOJUi uf those ap.ents 
un<.f ccmlra,~t.ort: with respecc to prot(;)ctcd health information need to be 
spei.;ifi~u. Till: hill Jocs Lhis si.J.nply by including a.gent$ "nd contractor11 within 
the term trustee (§ 3(7)(A)(iii)). 

le would be prcforable to provide separately for di.sclo!Surc lo, und handling of 
information by, agcntfi and contractors, and to define their responsihillties, or 
provide for definition of rm•pon~ihililiP-~ hy trustees. Jn particular. it may m)t 
he appn.,priate to provide in uH cases subjtct access and correction rightl1 with 
respect to information held by entities that perform services on behalf of 
tr11i;l~~s. ~-R·, cl;iirm-processing entities hired by payers. 

Healch facilities in government agencies in many instances rely on units in mhtr 
parts of ~ovcrnmcnt for functions such as le2at representation. and nt:ed to 
dif:clme identifiable patient information to those olher unit~. Jt may not be 
apprupri:itt: ill the \;4St uf guvcm111c11ts lU impose the ageuc.y and contract.Of 
model. Government hc1dth care provjders should be able to disclose 
identifiubk· infonn:dic>n 10 other parts of goverrunent as ~c.essnry in direct 
service to the health care provider, sub.kct t<.i Ilic rcquiTcnici,I. I.hat tl1c hill'~ 
intern~l "compar.ihle u~e" JlrOlcctlon follnws tht: infonnatlon, ~ll thal il may TIO! 
he used for other purposes. Under this approach. for cxarnpk~. a State attorney 
general's office could receive p;&tfont informalkm t1> dt:fend a malpra~ti\:t: suit. 
1.1. wuld 11ul u~e th,1L i11fonnation for an unrelated pu1vosc. It might be 
desirable to provide explicitly for authority to promulgate regulations to manage 
these uses of information. 

- ) -
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6. Roll' of the SP<·rdAry in C.r.rtlfylng Health Information Network Scnices. 
The bill ctill~ for Lhc Secretory to oortify heullh int'ormntion network cervic<.)f1 
(§§ 204(bJ and .~(I)). This c~nificatlon procedure Is nm spell ell ouL, but ooultl 
impf>se substantial time and resources demands on the Department.. In any 
cosc, it is nnt clear thaL there needs to be any s~p:irale provision for l1ea]th in­
forma.Uon network servkt:s. lu some: iu~Urn\.il.:s, ~llch mgaujzatious will more 
pr(mcrly gt:l information as contractors or agents of trustees. In other 
ino.:nmc:es, Lhey may get information under specific disc.Jo~nrc provi"icms of the 
'bill (e:.g., rc~c•.u-ch, \1vr:rsight), 

W1~ r~1~ommenrl deletinn of the c.erlil'ication requirement. 

7. Redisclosures Under Specific Provisions. The bill needs a comprchcnsivt: 
approach to the rules for u!ie and redisclosure of protected h~alth informaLion 
by cntitier; lhot receive it under f;pocific di!iclo~ure provisions of the bill. 

It is not dt:ar hliw !lie compatibility wsc in sc<.:tion 20l(b)(I) applies to persons 
who gel lhe information under the judici:tl and administrative. non-law 
(.mf'orcc:m~ut, aml law t1ufun,;c1m:11L prnvis.ious (§§ 210-212). 

The obligations of th~s:e. recipients with respr.r.~t tn 11~f'! :md rr.rli"clm:ure .1:hnu1d 
h1..~ ~,;pliciLly staced. Th~y will differ depending on the' character of the informa­
tion 41nd the potential recipient. 

8. Ucdisclosurc; Obligations of R<'dpicut Under Authorization. The bill is not 
clear on lhe obligations of those who rec~lve prl1L~c1~d h~altl.1 iul'ornutti1Jn 
pursuant to an wuthoriz.ati<m (§ 203). The n1les for disclosures sr;cncrally state 
that trusl~t!r. mui>l identify di!tdoi;ed inform;uion as 1>uhjecl Lo I.he hill (§ 201(d)). 
l~ tl1is l\J i11fo1 m the reciplem that she j~ subj<.~cr to the.: hill"s disclosure 
restriclicm.s'/ lt is not clear whether she is subject co the restriccions. The 
authoriz»tion mu~c inc-lude a ·srateIIlf'nt of inr~11dt~ di.1,;c:Jn.lirrrr." (§ ?.ffl(:t)(?)) 
Is the latte• prepared by the recipient, and does it bind the TCCipicnt? 

It i\; diffic·11h tc1 impmw lhP imwiidnns of th~ hill on peNi:ons anct ent.itie~ (other 
thim trustee~) who g1..~t health information pursuant to authorization, when these 
entirics arc of many character~ ancl l11elr possible uses of lnformatlon have uot 
all he~n i<lentil'ied. The "s1areme1it of intended disck.lsurcs~ (i.e .. uses and 
int~nded disc:losurcs by the .recipient) rni~hl co11ceivahly he seen a11 a binding 
u1Jli~~Liu11, \•iolaLiu11 uf wl1i~h by the: recipient would give dse to the civil action 
provided in section 302. This could .t>c made more e.tplicit. 

.. 4 •. 
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~). Obligatinn'ii of Em~rg~nc.y Rr.cipient~. The hlJI mlikc.s trustees out of per.sons 
who receive inform11.tion under cmorgoncy circum!;t.ances, Lei .• ''when nece!iBary 
t..o protect the health or safety of an individual from serious. lmmlnenc harm.·· 
(~ 206). 

Some people who will get such Information wiJ1 ht: privat~ im.lividuals, on 
whom il is inappropriate to impose contidr;;nt.ialily requirements. For example. 
m~ntal ht:~-tlth Lr~aLmenl porsonncl may warn ll person who i!> at riflk of h~1ml 
from the ht:havior of a patic:nL The pcn~u11 wamcJ :;huultl ruJt he subjecl to thi: 
disclosure restrictions that come with trusLee stalU~. Some recipients 01" infor-· 
maLion in emergency circum!itnn~l:"S will be rmste~~ nnd Thus otherwi~r. ohliecd 
to prot\;t;t it, e.g .• emergency room personnel who rcc1,;i.,·c informaLkm about a 
patient m·tr Lhe telephone from the patient's previous providers. Emergency 
rec:ipient.s who arc not already trustees may be bound by other legal obli~ations 
(e.g., the Fourth Amendment would npply to police or other governmcnui.1 
agencies). 

Jf controls on furrh~r u~t: of I.his informatiou are seen a~ ncc(.'f.:"'~lTY, they ,·an he 
w1lU1:11 a:-. a pwliihili(Jll cm use against the patient cx.cl:pt in th~ <;omc.d of the 
Plll'f.IO~c for which Lhe intormatjon was disclosed. 

P. 8/16 

10. Researche1·s and Public Health Agencies a" Trustees. The bHJ incJudt'.s in its 
ddinilinn or trustees (~ 3{7)(A)(i)). cmd thuis ~rguably suhjecc to the coverage of 
th~ bill in tht>. fir~l imaance, both researchers ~mcl p11hfo: h~l:}llh ;acenciP."I. 
Another app1·oach would be to cover Tl:M.:an:hcrs and public health agencies 
only to ll1e extent that they get informution from ocl1er emities under the 
allowahle disclosure proviioiions of the bill (for research and public health). 
These type~ of cntitfoli would i11 nny case be trusteas to the extsnt that they 
perform c)Lher coverecl rrustee tunctions. as providers (t:.g .• clinical rnstarchers 
and puhlk h~alLl1 allency STD clinics). or payers (e.g., Mtdicaid ag~m;y). 

11. S~ic H~llh Citn: Puli~y O"~r~ighl. Slales are initiating new methods of 
mmlyzing health care ou1.eomes. costs and patterns of ucili7.ation in order to 
e:ngag~ in bPttPr pr,11i~y pbmning ~ncl m:mae.cm,mt Fnr •·~\:implt~, MHryl:.md h.:.i.: 
by SUHl~ ~tfl.t.ntc crcRt.cd a HcBlt.h Care AcccsR and Co~t Commis~inn whicJ1 

re4uires reponing or all claims data will1in che stace. These data are stripped ot' 
identifiers and used to analyze trends in various health c11rc services. It is not 
clear th.at Mary.land's program would be covered by th~ oversight provisi<m 
um.1~1 S. JJ(,() as inl•vcJuced, because the definition(§ 3(8)(B)(i)) li11.1ils 
ovcrsiaht to matter~ rc1aled to "compliance" with certain standards. We 
suggest th~t this he ex:panded to iru:-h1de analysis. as well as compliance. 

- c; -
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B. Major Issues -- Research 

·1. Certification of IRBs and Review by the Secretauy. The hill would require 
t.hat institutional review boards (IRB!i) which ru\li~w pn>pm1ed dificlosures of in­
formation for rc~carc.:h be ccrtU1ed by Lhe S~u:uuy or HtmlLh aml Huuu111 
Services (§ 209(d)). and th&!t disclosures of information for research in certain 
in~tances (i.e., restarcll not condm.·.tc.'tl by providers. academic inscinttions or 
publh.: health ngc11cies) be approvl:<l hy the Secretary (§ 209(c)). 

Ce.rtifirntion of nll TR Rs is n hirge and impracticnl ra~k. Many TRBs ha\lc 
approved a::;suruncc~ under the procedures of this and otbcr Federal 
ueparunents in accord with the Federal Policy for the Protection of Human 
Suhject.11 (~~ Ft!d. Reg. 2R,003 (1991)) (codified, in the case of this 
D~p1.trlmcnt, nt 45 C.f .R. pnrt 46). TRB:.-i thut meet these reqLlirements a.re 
lbllowing adequate procedures. 

Thec;e ttXif.1ting proccdurt=h, plus requirements for equivalent IRB review that c..;mt 
be enforced hy civil Utigatlon iiml i.:ivil muu~y v~1uahit":s, will µrovitlt: au 
adcqua1t: hasis for effective review of intended rcse11rch di~dusun:s. 

lndivjdual revjew of project.~ hy the Sc~retary· for certain classes of research 
institutions is not practicable, and would involve tile Secretnry inappropriately 
in oper::it.inniil cleci~k1n~. In addition, the distinction hetween research witbin 
and outside the acudcmic community is ~rtillcial and confusing. as well as 
lmpr<H:tlco.tl to •tpply. There is no good basis for distinguishing among different 
typc!oi ol' or&an1iations doing research in imposing suc.:h a requirement. 

As an altcrnattvt: to tht: bill·s It:lJUiri:nu:nJ.s sunuumling r4:st:ard1 l.lisdusurt:, it 
would be preferahle to permit such disclosure if the research complies with the 
Federal Protection <.lf. Hurrum Su~jecl~ Policy, as: evidenced by aR£uranc:e~ 
ilppwv..:d hy FcJcntl '1gc11ci~F1 under· the Pcilicy, or jf the research is approved 
bv an TRR operated in accord wilh Lhe reQuirements ot U1e Policy. 

?. Disclosure from l~csearch Re«.:ordi1. There uc 11 fow provh1ion:oi of the hill 
LhaL would permil inappropriate disclosure of lnformarlon from research files. 
A basic principle of protection of research information is that such informacion 
"'hnuld not he. u,..ud for any purpoi;e outi;i<le of Lhe research purpose. Health 
data a~sernbl~ for n:st:ard1 and st..alislkal purpust:s shuulu not ht: ust:d Lo iak~ 
any individual action affecting the rights, benefits or privileges of an identifitd 
in"ivirf11itl T .imh11tio11 on the: mw. of re~e:;uch ;md sttttistical information in this 

- 6 -
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w"y -- <~c1lleci r.hc principle of tunctit)nal $epara.tion -· was recommended by the 
P.rivacy Prnt.ccLion Study Commi~sicm, in iii! report, Personal Prfracy in an 
Information Sociel)', in 1977. and the polnt was reiterated recently by a 
commiUcc of the Commiuee on National Statistics in a report. Prl\'aJe Lives 
mzd Puh/ic Policies (1993). 

The provisions of the bill pcrmiuing disclosure should be rcvist:d to eliminat:e 
authority for rcscar~her~ to tlis~lose for public health (§ 208) and law 
c11forccmenr (§ 212(a)(l)) purpui;c~. a11u lo pcnuil disclosme for ovcr~ight 
<.§ 207(a)) only when the research itself is b~ing reviewed. ln the latter 
injOtanc~, llO information 11.bnut al subject !>hO\lld bfl \lSNi :1g~in~t rh1~ s11hj~('.f. 

cxu;pt fOJ wrongdoing in the (;(IDtext of the research. The provi~ion for 
emergency disc.;lu.sure (§ :ltX>J can properly he applied lo research records. 

Prohibiticmr• cm clisdosure from research reoorcfo would not, of themselves, 
prohihic ohwlning the same information from th~ uri¥lmd suun.:t: uf llun iufor­
mation (e.g .. health care provider!'!) under wharever conditions the bill would 
roquin: for disclosur"' from the original source. 

3. Research and Statistical Confidentiality Protections. There are existing con­
!'idemiality protectium: for research and statistical dab! in Federal and Srate law, 
an<l it i~ impurlaul uul Lu di:illurb those valuable and wdl-undcr~Lnl')d 
protections. For cx:ample, certain statistical and rc:Jatt:d data are protected 
against use for other purposes by stction 308(<1) 11f th1~ P11hlic He::ihh Sef\·ice 
Act (42 U.S.C. § 242m(d)), health s~rviccs research data arc protected under 
section 903(c) ol the Public Health Scrvici: /\t.:t (42 U.S.C. § 299a.-l(c)), and 
prot,~dinn ~g.ain~t cnmrul~oT}' prm;ess is available for health research data 
under scclio1130l(d) of the Puhfa; H~allh Service Act (42 U.S.C. § 24l(d)). 
Some srates have ::;tatutes protecting information in health rcs~llrch and ~tatisti­
cal studies. 

Thtrt shuulu l>~ t:Jil.pfa;it p1(.1vh;io11 Lo c11su1c ll1aL tl1e preemption provis.ioJ.ls of 
this bill are nol read as preempting U1ose statutes or lessening their prottx:tions. 

4. Suhject Access; Research and Stattstfcal R~ol'(f1;, To tile extent that re­
searcher recipients of records are rru1;rccs. the hill appear~ to provide a righl or 
subjcc.:t Ut.:<.:(.~s" and correction IOr rei;earch rec<1rd~ (§§ 101 and 102). Thii; risht 
i~ lcs'\ slgn1t1cam wich rt:Nl">t:Cl lo rcst:i:m;h nx:on.ls tllilu il is for olh~r re~onls, w 
the extent that records are protected by the bill a~ainst use and disclosure to 
affect the individual in any way, as the bill should provide (1 B.2., above). In 
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~nmc in~tances. it may be impossihle or very difficult even to locate tltl~ rccol'd. 

Ccmslcteratlon should he given Lu t:xt:mpliu!!, lh.,;sc 1Cl:unls !"will Llie subject 
access and correction righcs. The Privacy Act of 1974, for example, permits an 
exemption from the ~ubjcct access and correction right~ gr.nr:r;tll:y proviiJ~,1 hy 
Lliat Act. with rc!'.'pcct to records "required by ~tutu~ to bi: m.llinlainc<l and used 
solely as stalist1cal records;" (5 U.S.C. § 55:2a('k)(4)J. 

C:. Issues Relating to Federal Records 

1. Prh·acy Act. The bill does not specify bow thii; legifilalion will interact with 
me Privacy Act ot· 1974 (.5 U.S.C. § 5~2a). 

In th1 intcrut:t'; of' a common set of rules for all health care institutions, prh•ate, 
Federal, anu 0Ll1er pul>fa:. iL is J1.:sir~l>lc tltat Lhe disclosure provisions of the 
present bill 4ipply lo Federal health care facilities, such as the Clinic.al Center of 
thl.! N;1.tion~I Inatirure£ of Health. :md Indian Health Se-.rvice facilities. 

One approach would be Lo apply Ute bill's substantive tlisctosure rules 10 
Ffllderi:il for.iliri,~ii;. ~ncl "'uper~ede the nmvi~inn~ of the Privac.:y Act that deal with 
thos1.: matters. Thus, agcncic~ coul<l m£1ke disclosures only as provided hy the 
bill, and could not imtk~ Lhe other Cllsch.,sures l<lent.111cd spcclfkally, or as 
routine uses. in suhsectil'n (h) nf the Privacy Act. 

At tht! sam~ timt'.'. 1h~ 111ort: 1'1,;111.:ra.l 1c~\°11 d:i;. 111anasement feawres such as the 
ohligation t() publish system nuticcs, and the '4u~ject access and correction 
pnwi~iom. of the Privacy Act, would continue to apply to Federal agency health 
i.:an: syslt:rn~. 

2. Fedtrul A.yenciK and State Requlr~mcnts. Thl~ hill i.;hmild mHlc"c.~ d1~Jlr rhr.r 
Fcd~'.ral agc:ncies u1ay make disclosures that Stat.cs require nf entities suhjcct w 
State jurisdktion. Provisions of the biU th.at permit disclosures pursuant to 
n~rpiirt'.m~nr~ to report n!Yler Srnre law will not pl!rmit. disclosure hy Federal 
Agcnc\~~"- Ry virt:uc nf the ~urr~mucy cl11uH&1 M the ConAtlh1tlon, Federnl health 
care t~cilities do not have ro comply wlth State laws that, tbr example. requtr~ 
reportin¥ of bjrths, or of injurit'-S resulting from violence. m Slate authorities. 
In fact they make such reporti;. und the bill should permit thr:m. 

J. Ucpartment of Veterans Affairs (VA); Benefit Programs. The Department 
of Veterans Affairs has puintcd out that informatiun curn.:nlly flow~ as 
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necessary from VA mP.ciir.al facilit.icR to the hcnctitit payment elements of VA. 
LC• permit benefit dctcrmimuions based on health :.-<tutu~. 

TJni1t~r r.hL~ hill, such a disclosure would appear to require patient umscnt. To 
Lhc cxt~ut that the D~purunent of V ctcrun6 Affairs wii;hes lhis changed, it 
would appear to be desirable in the Interests of simplicity al"Kl etnwt:nient;e, in 
the controlled situation of this a2cncy. 

4. Frccdum uf lnfunuaUuu Acl Disclosure. l'he bill docs not make clear that 
Pederal records covered hy the bill are exempr t·rom disclm;urc und.er the 
Freedom of InlC.nn1acion Act. In th~ V:&'it rn:1jmhy of in~t:mce~. rhe informacinn 
c.ould he withh~ld as "medical tifci; and similar files the disclosure of which 
would constitute a dearly unwarranted invasion of pcnonal privacy;" (' U.S.C. 
§ ~~2(h)(6)). 

However, L(> avoid che posslbll1ty uf litigaLing spcdfic llt:mamls, uml Lu J:Jt:rrnil 
firm assurances to pmjents as to how their information will be treated, the bill 
~;hould rna.ke clear that the i11formation it ~·oven: i~ "specifically exempted from 
disclosur~ by !:il.alult:'' iu a":cvn.l whh 5 U.S.C. f 552(1>)(3). 

D. 0th~·- IS6ues 

I. Minimum Ulioclosurf'. Thi~ rc~q11ir~m~n1 1hat. cli~dn!mre~ he limited "rn the 
minimum amount of information m.:ccss1ny ll> accomplish the purpose for which 
lhe information is disclo!'ed" (§ 2Ul(b)(2)) states a wonhy o~jct:tlvc, and as a 
general pl'inc:iplc is dcsirahle. 

Hnwl:vcr, sorting Lhrough records -- especially paper records -- to ensure 1har 
only the minimum amnunt is tlhiclosed. is expensive and time-consumin~. risks 
comr>rnmising th~ int.egiily of the record. and could burden the norm.al 
operational activities of the record hoJdL:r. In ir.tdditinn, as an ohligatfon on the 
holder. it couJd be used to withhold rce<irds in sllualions where the requester 1s 
be.st pn1;irionrd to dt'tc~rmint~ wh11t i11Fnrmmicm ii: nP.r.ess:iry, 1;n1~h ~~ nv~r"ie;h1 

lmd public hcttllh invcstigaliom. 

This reQuirement could he made mnrc workahlc hy adding 11 tn the extent 
prat.:til:ahl~." 

2. Certification by .Requester of Records. The bHI permits disclosures for stated 
purposes, upon c.:onditi<m that the rc4uc~wr hlivc a particuh1r purpos~. or rhat he 

- s .. 
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comply with certain proct"i.tural n~q11irement!!. The hill tlocs not ttddress the 
4ue:1Lion of what the hokkr mu3t do, if onything, to verify Lht purpo~e::; for 
which the record ls sought. 

Uoldcn; of protc1,;Led health information ~hou ld be allowed to rely on a 
ccrr.lflcathm from Lh~ rt=llUt:si.tr Ll1ul Lll1.;; bill's conditions for the particular dis­
closure have been complioo with. Good faith reliance on such cc.:rtification of 
compliance would release th~ h<>l<lcr nf lhe r·ec.ords from liability for disclosurn. 

3. Authorization; 1£xplrotlon. Authl .. rizutirn1s for disclosure for purposes oCher 
than tre<:1trnenL .and payment must helve <111 cxpimtion cl~te (or event) not. longer 
tlmn one. year from c:xc:cution (§ 20J(a)(4)). Thi~ in muny in~tunccs will 
produce rcp~aled contacrs witl1 a person for rc.ncwal or aulhoriz.alions for 
ongoin~ ~<:tivi1·i~!oi, wirh linle rractical hencfit to the individual's privacy 
intcr«.:::tl~. 

The expiration should he whatever date or event is J>~Micd in the 
authori7.ati1m. 

4. Authol'ization; Connection with Provision of Heallb Care. Aurhorizations 
for discloi:ure for purpoi:e~ other th:m trt"atment and payme.nr cou]cl nor be 
ohtained on a da}' on which the trustee provid1.:s health c.arc to the individual 
(~ 2tB(a)(J)). 

This is cumbersome and i!-l cspcciully difficult W}ltn someone other thlln a 
healtll care provider is requt!sting the authorLzalion. A Federal employee 
seeking a security clearance si2ns a fonn pemlilling release of her medical 
records for a bnckground investigation. Or u person injured through negligence 
of anolher watlls 10 authorize his attorney to review the rc~urds of trcitnncnt m 
prcpart! a lawsuit. Jn these cases, the authorization is hcing given to ~omconc 
toL3.11y unconnected with the provi~ion of health C.:Oire. Under the bill, rec<>rd~ 
of Lr~i:lt1ni:nl iuddt:mally µruvilli:u 011 lhc iiHrm: J1:t.y i.::oukl 1ml he 1efoasoo. 

The rcquirL·ment i!-: din:c:tt•tl towu.rd the dC"i;ir~ble. goal of pr~veniing coerced or 
unthi11king authorizations, e.g., when a patient i~ eon~idering whether to 
ttuthurize a particular medical rrea1menr and is ar the same time asked to 
nuthnri1e rlisclosnre of his informaticm fnr some ocher purpose. However, t.he 
prohibition on co11ditioning treatment or payment <.m e>;ecution of an 
autlr(>ri.t..ation. in !-iection 203(h) offers adequate protection; the hill COLlld i11 
add1tion rt'illllre thaL nol1ce or this prohihitton he included 1n th~ text ~lf the 
nnf.hori7Jttion. 

- 10 • 
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$, In<fou1 Tribes. In many instance~. Indian tribes operate health services or 
irn;luuc pultlic hcallh authorities. lt would be ue~irablc to include tribal 
governments within tile uetinilion of person (§ 3(13)), and to clcfine tribal 
government. Likcw.isr., th~ d~fini1.ion of pnhlic health aur.horitie~ (§ 3( 1 S)), 
$hould include tribttl governments. 

6. Patient'"' Rights in Litigation l>lsclosures. The provish)n for disclosurt~ in 
litigation in which tho patient 1,... a parLy (§ 210(a)(I)) gives the patient uotkc 
and an opportunicy 10 o~jcct, hut does nm provide: stauuanJs i:i.uu l:riu.:ria foi 
decision about Ur.it: uf tht inforrnacion in the liti,gation. Tt. W(lUld be dcsirahle LO 

provide r-;uch "'tande1.rJii, of the type provided for non-law ~nforc.~ment 
:;ubpcicnas in .section 211 ( c )(2). 

7. Decr;1smt P1~rson~. The h111 calls for the Sccn.~tary lo esLablish "a procedure 
for obtaining pr<>Lccl.Cd health. infonnati.on rcJ11ting w u d1>ce1.1Hed individual 
whi.:n there is no individual represenwtivc for such individual." (~ectlon 205(c)). 
The '1nhtaining'' t;om:cpt is not clear; what is probo.bly intended is a pro~~<lurc 
for allthoriz.ing di9closurc when there b no individual repreoontative. 

The bill needs a distinct statement as to it~ applicability to deceased individuals. 
and D proccs!) for m:iking decision!. abo\lt use and disclosure of iuformation 
about a deceased person. A possiblt: appruuch it; lo rnuk.t: Lh.,: ruli.;~ ui1plil.:alilt: 
for a stated period of time (perhaps five years). 

8. H~~llla Care l'owus of AUorncy. The bill may ,~ot make cffol:tivc provision 
for th~ role or persons holding health care powcr5 ot' uttorncy, am.1 fl.Jr other 
legal arrang~tne>Jlli •.m behalf of persons unable, in whole or port, ro m1mne~ 
theiI own affairs. The bill uppcur/oi to lrCt\t the.: indi'v·idual rcprcscnlaLivc 
(§ ~~(l 1 n as a recipit!nl of inrorm.aeion, by inclucllng the individual 
representative in the definition of "per.son- (§ 3(13)) uml permitting disdusur~ 
a5 if tl' next of kin (~ 205(u)). 

It mii:ht be p,rd(;rablc to permit lhal person to exercifie all righL~ of tl1e patient 
with rc!o;pcct to hc~alth inform'4.tio111 including the right to acces:s and the right to 
auLl11.:iiit.e disclosure. This is the approach taken by the Unifofm Health-Cuc 
Decisions Act~ 8 (9 Part I U.L.A. 201. :ll7 (Supp. 1995)). 

9. Inability to Make Decisions; Absence of •·onnal Lc~l Arrangements. The 
bill has no provision for making dccl~lons abouc use and disclosure Qf records 
whL~n lhl~ p&olticnl i~ in fact unable to make d~d.!ih)ns, but there is nu one. kgally 
3ppointeJ 10 make d~cir;ions for che patient. This i& a cormnon sitnation, and is 
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C:\.ll'rtmtly :dc.ldre.s~e.<l, for e.xamplc, by the Ocp<1rrm~nt of Ve.t~r;m.1,; AffairN in ~ 
routine: use which authorizes certain officials of the VA to mtlkc c.liitclm1urcs on 
behalf ot' su~h palicnls, under spcclllc.4 conditions. 

Some provision should be mad~ for making de~i!li<>ns in 1;ucl1 case~. 

10. Notice to Individuals uf Information Practic~. Section 103 requires notice to 
patient~ of the "trustee's information practkcs, induding a description uf the 
Lrush:c:':s h~ulth iuformitliou pr~\;li~s·. It is uul clear wh1:1.l purp11~c is M,av~tl 
by TIOlict: Of practice~ Wich respect to information j?;CilCrally, beyond health ill· 

forrnaLio11. 

This should require notification only of a trustee's practices regarding ll'ie 
prntec.Led health information covcrl'.d under the bill. Tt ~hould bt~ <<:Ypimrl1~1I, 
however, to require that hcnlth ct1rc provider lru.stccs fumish cnch non­
cmct'gcncy patient with a copy. All trustees should make such a sta.temem 
available upon request. The sUltement should include a description of the 
purpo:;~:::; for which informotion ic; c.oltected. 

11. Provider-specific Information. We prefer langua~c de.l~~atin~ to the Si:crctary 
the proim.ilgation of rules ''regulating access t() providcr-sp1:cifk informatiun i.l' 

as to prnmote the availuhility ,,f health (.;lUC fiervices. '' (§ 201(e)). 

12. Effectlve Date; R~gulatlon. The bill would :require: lhe s~crp,1·nry I() 

pnnnulgatc regulations within six months, and the bill would become effective 
one year at'ter enactment. Given the novelty and complexity of thi~ l"gislation, 
tht~"~ thnr. p~ri1"i~ ar~ Inn short. 

The bi11 should call for regulallons within one year of enactment, and an 
c:ffeclive dale eighteen months from enactment. 

13. Negotiated Rutemaldng; Advisory Committee. The bill would require 
neeotiated rulemaking for the regulation under this bill. and if this were nor 
employed, would require a separ.ltc advisory tommittec to a~sii;t with the 
rulcmaking (§ 11 t (h)). It is not dcsirahle tn impose ncglltiatcd rule1na.king by 
statute. 1l can be used. it appropriate, uucler existing law, without a specific 
stt1lutc,ry requiremem. 

A S~IJclUILt: all v i~ury l;Olllmillt:~ fur Lhis al:Livily is um1c:t;c:ssary hecause lhe 
Department already hlls an advisory commiute, lhe National Cornmitt~ on . ' 

Vila! and H1:alth SLatistics (e!!;tablishi:d under section 306(k) of the Pllhlic Heallh 

- 12 -
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s~rvic.·l~ Ac.r (4:? U.S.C § ?.4J.lc(k))), whkh will addrc~s thc~c i~f\uc"'. The 
Department has recently writtc11 a new charter for the committee, und hu3 
placed privacy c011c~rns explicitly within its scope. ·rhc Dcpanmcm luu; 
w11il~iren norninsiricms for memher~hip. including for 11pcrsoris who have 
distinguished thernsclves in ... information, privacy lmd 1:1ccurity of electroni(; in­
formation ... " (6J Ped. Reg. 4,444 (1996)). 

14. Uc1necJies; Civil Ac:tlom;. The civil action provi~iori permits recovery for :m 
individual who is "Clg~l'i~VcU •. U)' i.;u111Jut,;L i11 viuhaion or lhe l:Ji.11 (§ 302(a)). 
This provides for $.5000 dama~cs, plus atwrnc}''s fees, plus punitive damages, 
for any conduct th11t violates any requirement of the nc:t. bnsed sole.ly on :t 

!ilaowilli that the plisintiff was aggrieved. Tllere is no requirement tlmt the 
violation be of any particular magnitude, and there is no rcquir,!mcnt thut the 
violation be intentiun:.1 nr wi111il 1; indeed, it. is n rg.ttahlc that the violation need 
nat even he ncr;l\gcnt, nn.d Llu.1.t nccidont~I vioicniona woutd muk~ one li11ble. 

II# 

This is too draconian. A slanclard like "knowin~ly or negligently~ shuuld be:. 
O<.lJi~·. idcrod. 

DRAFT 

- lJ 
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URGENT 
EXECUTIVE OFFICE OF THE PRESIDENT 
OFFICE OF MANAOEMENT AND BUDGET 

Washington, D.C. 20503.0001 

412111 
LEOISLATIVE REFERRAL MEMORANDUM 

TO: Legislative Liaison Officer· See Distribution below; 

P. 1/5 

LRM N0:3970 

FILE NO: 1646 

Total Page(s): £_ 

FROM: Janet FORSGREN (for) Assistant Director for Legislative Reference 

OMB CONTACT: Robert PELLICCI 395-4871 Legislative Assistant's llne (for slmple responses): 395-7362 
C=US, A=TELEMAIL, P=GOV+EOP, O=OMB, OU1=LRD, S=PELLICCI, G=ROBERT, lcJ 
pelllccl_r@a1.eop.gov 

SUBJECT: DEFENSE Views RE: S1360, Medical Records Confldentlallty Act of 1995 

DEADLINE: Thursday. April 0411996 

In accordance with OMB Circular A-19, OMB requests the views of your agency on the above subject before 
advising on its relationship to the program of the President. 

Please advlae us If this Item will affect direct spending or receipts for purposes of the 
"Pay-Aa-You.Oo" provisions of Title XIII of the Omnibus Budget Reconciliation Act of 1990. 

COMMENTS: Senate Labor and Human Resources Committee starr have requested comments by 04/05/96. 

DISTRIBUTION LIST: 
AGENCIES: 52-HHS • Sondra S. Wallace • 2026907760 

61-JUSTICE ·Andrew Fols • 2025142141 
76-Nattonal Economic Council • Sonyla Matthews - 2024562174 
129-VETERANS AFFAIRS· Robert Coy· 2022736666 

EOP: Nancy-Ann Min 
Sally Katzen 
Bob Utan/Karin Kizer 
Chris Jennings 
Jennifer Klein 
Phebe Vickers 
Mery Jo Sicleri 
Jim Fish 
Maya Bernstein 
Laura Oliven 
Mark Miller 
Elena Kagan 
Lewis Olenick 
David Haun 
Toni Hustead 
Dennis Burke 
Bob Damus 
Jim Murr 
Janet Forsgren 
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RESPONSE TO 
LEGISLATIVE REFERRAL 

MEMORANDUM 

LRM NO: 

FILE NO: 

P ·i/C, 
• !..i ·...; 

3970 

1646 

If your response to this request for views Is simple (e.g., concur/no comment), we prefer that you respond bye-mall or 
by faxing us this response sheet. 

If the response Is simple and you prefer to call, please call the branch-wide ltne shown below {NOT the analyst's line) 
to leave a message with a leglsfatlve assistant. 
You may also respond by: 

(1) calling the analysVattomey's direct line (you will be connected to voice mall if the analyst does not answer): or 
(2) sending us a memo or letter 

Please Include the LRM number shown above, and the subject shown below. 

TO: Robert PELLICCI 395-4871 

FROM: 

Office of Management and Budget 
Fax Number: 395-6148 
Branch-Wide Line (to reach leglslatlve assistant): 395-7362 

------------------ (Date) 

~~-----------------~ (Name) 

------------------ (Agency) 

------------------ (Telephone} 

SUBJECT: DEFENSE Views RE: S1360, Medical Records Confidentlallty Act of 1995 

The followlng Is the response of our agency to your request for views on the above-captioned subject: 

___ Concur 

___ No Objection 

___ No Comment 

___ See proposed edits on pages----

___ Other: ------------

___ FAX RETURN of __ pages, attached to this response sheet 
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DEPARTMENT 0" DEF£NBE 
o~ ... r.r ft~ llli:HSRAL. COUNSEL-

WAIMINOTON. D.C. IOIOt-IHO 

March 29. 1996 

MEMORANDUM FOR MR ROBERT PELLll:Cl, LEOISLA TIVE MPBRENCE DIV, OMD 

P. :3/5 

FROM: LTC TIM RAEzER. LEGISLATIVE REFERENCE SERVICE, Dorrti1-

SUBJECT: LRM NO. 38S7, HHS Proposed Report RE: 51360, Medical JUw;ords 
Confidentiality Aot of 1995 

lbis is in response to your request for the views of the Department of Defense.on the 
proposed repotUiythe Dcpanmcm of Hc:.ltl1 aod Human Sorvioca (DHHS) on S. 1360. the 
"Mcdi,c:al Refcofd& Ccmflde:ntiality Ac1orl99S. fl 

. The Oq,artmcnt ofDc6'me (DoD) opposes S. 1~Ml u presently drafted. It is the view of 
DoD that the memoal records of Federal agencies, includJng DoD, should be exempt from the 
covcrap ot'the proP,osed legislation. The basis for tllb pv~ill4>u is twefold: First, the Privacy Act 
of l 974 (~ U.S.C. $52.a}, which cwrently appJiCI to all Fcdenl records, has provided the 
ncoessary pro~on to medical records being sought by S. 1360. This is evidenced, in pan, by 
th~ £w.:t \lia1 DoD has not ~poriene»d wideapread problem5 in rmtectina patient confidentiality 
dwiDa the past 20 years. Not only is the proposed legislation unnoceasary given the 
offecti'Ycneis of~ Privacy Act in protecting the contldcn?iallty uf F~al modical records, it 
would be burdMMme. disruptiYe and harmful to the proarams and activities of DoD related to 

· the delivery o(.'1Jd payment for health care eervicea for DoD bendiciari~ and it would inhibit 
aacotial lmerac.:.Liu.l.Uli between th~ "'mptmont n;anciea and illstitvtions of the Military Health 
Services System~ their oontractol'I. and third party paym for DoD health services. Such an 
excmptfott of DoD medical records fiom the covcrqc o!the proposed legi1'1w.i"'u would result in 
no ·disruption iii the m&DM1' ;n which DoD curtently collects, maintains 1Dd uses protected health 
care informanon; . 

SCa>nd, and af gn:atcr importance. is tbe fact that the current bill would preclude DoD 
ftom using .such records for essential aaency :pwposes critical to national dcftmsc. As wriLLc.1~ 
t1ic bill wollld mv~ an ecAeatiRl fhnctinn of the DoD medical system: to provide to proper 
eommand aut}:lorltiei medical information critical to the national defense f\mctions of military 
members, elvilian employees, and~ ~ovw~ ~ctor pmormel. Under the bW, 111' 
heah:b can pioViden and other "health information trustees" ·me 1encrally prohibited from 
disclO.ini Jioatlh information regarding a pmon, except to the extent necc5581)' for 1nia1mcnt ui 
payment p\JCJ'OIOI, or for 11110ther purpose for wbi~h the individual provides a revocable 
auth~tiOn. The bill includes certain limited exceptions for public health. health miearch, 
judicialt law m:f'orcemcnt md BeVeral o~ panicul111 pu.ri'>sa. 

No ~xeeption ia provided in 1hc bill for nocessary ~ screening for military 
mc:wbc1s, civilian cmployen or gov~t CODtrae1M J'eMnrmeJ pc:domll.na national defense 
functions. As an·eSsential element ofDltional defense c.apability, responsible military command 
autQoritios· mwt hi.ve accurate moclic;:al lnf'ormatlon rqvUlug military aicmbon in the conun.aod 
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and other ~mol pcri"onning ~rtaio critical. functions. To list just a fow example.: 

• a pilot receiving medication that may affect alertness; 

P '( 
. 4/ ·J 

• an armed forces member (or civilian or contrac:tor employee subject to 
deployment) with an intolerance for a vaccine necessary for deployment to certain 
geographical areu; 

• any 1lpll11cant medical or psycholo&ical dum&es In a military member or civilian 
employee or government contractor employee subject to the Nuclear Weapons 
Pcnonncl Reliability Program; 

• an armed fo~s member or civilian or oontractor employee with a positive te~t for 
a controlled substance: . 

• results of periodic monitoring in the workplace of the health sta.tua of workers 
expoeed to haz.anic>ws materials; 

• a mihtary recruit or member With an illness or injury causi.Dg noncompliance with 
mandatory physical accession or Rtcntion standards. 

For tcASO~ mticul~d abo"Vc. DoD rcoommcncb that ib.c DHHS report on S. 1360 bo 
modjfiod to oppose S. 1360 unless the medical records of Federal agencies, includillg DoD, 21re 

exempted from coverage \1.llder the proposed legislation. It is also recommended that the DllllS 
report be further modified to use:rt that, in the absence of a broad exemption for fcdcral qencles, 
the Administration deems it absolutely essential to add a new exception for national defense 
f uu-.;liu~ lu lln> bill. TI1c a~1ed new ICWou 214 is •"11cstcd for tb.i6 pwpo:se. lbis section 
w0uld allow the Secretary of DefC'tlSC to authorize additional disclosures of protected ~th 
information when necessary to the: proper conduct of national defense functions by membm of 
the armed forcea, eivilil\D. employtts of non. 11ncf P.mplnyee~ nf cnntnu:tora nf non. 

Wtlh respect to members of the armed fon:.eis, •uc.:h di~lw1.111n1 wulu wv~i ti.LI.)' ,.uvtn;tcd 
health information concerning a member to the extent proper military command authorities need 
such information to usure the proper conduct of national dcfcmc functions by such members. 
For civilian omployoos md employees ofDefmae contractors.1he special authorit)' i' more 
limited. Disclosun=s of protected health infonnation would be limited to those for which the 
employee grants a written authoriZation under section 203. However. tho Secretary ofDcfc:nae 
would be allowed to limit the employee's right to revoke or amend an authorization and to 
esiabli.sh exceptions to the termination of Ill authorization '° disclose when such authori7.llion 
~ provided by tho employee QI a condition of •mploymct and tho disclosure i1 neceuaey to 
assure the proper conduct of national defense functions by the employee. Finally, the proposed 
section would allow tbe ~dent to grant to other beads of qeneies engaged in national defense 
functions (for example. the Department of Eneray with respect to nuclr.ar weapolll production) 
authorities comparable to those granted to the Secretary of Defense under tbi& sCl;tion. 



· .A~R~02-1996 16:57 T0:213 - ~ KLEIN FROM: DADE, .J. P. 5/5 

Dot> 81JCJGU1'BD UVIS?ON TO 8.1160 

Sli:C, 214. tu\'J.'J.ONAL DBP'KNSlll l"'UlfCTIONS. 

{a) AUTHORITY OF SBCRBTARY OF DBF'BNSl.--'l'be Secretary of 
Defen.ee 1Mly by rosulacion, aON1i•tenc with aubaectinns (b) and 
(c) , establiah exception• to req\liremenes or this title to the 
extent the Secretary determine• that d1•cloauraa of proeected 
health information under circul\9tancea different them tboee 
otharwiee applicable U11der thi• title are necessary to the proper 
conduce of 11&ticnal cle£enee func~ion• by ~e~re 0£ tho armad 
foroee, civilian employee• of the Department of :Defenae, and 
employ.ea of contractors of the Department of D•f•n••· · 

(b) MBMBBRS OF THE ARMED PORCBS.--The Secretary of Defense 
may, pureuan~ to •ubsection (¥), ~•quire health information 

• truateea to disclose to proper military conmand authoritie• 
pro~ee~ed health information concerning members of t~• armed 
forces to the c'Ctont the Secretary of t>ef enee det.ennine1 that 
auch command avthoritie• need auch information to •••ure the 
pt-Opar·~onduct of national detense functions by auch membllrw. 

(c) CIVILIAN !MPLOYUS ~ 2MPLOYSBS OF OEP'BNS2 
CONTRACTORS. - -Thtt Bec:r$tary of Defen•c l'l\Cly, p'l.Ll:'IS\l.ant. to 
subsection (a), ••tablish for civilian employee• of th• 
Department of Defense and e~loye.es of Defen.e oontraotora 
limitations on th• right ~' auch per1one to revoke or amand an 
authorization and exceptions eo the termination of an 
authorization co d..iacloae undu• ~•ction 203 protected health 
information when euch authorization was provided by •uch employee 
a• a condition of employment and the disclosure 1• determined 
ncaoeaary by the Secretary of Def•n•• to .1t1111ura the proper 
conduct of national defeuee tunctions by •uch e~loyues. 

(d) Atn'HORI'l'Y 01" OTHBR ArJBNCY Hr.ADS.--The l>naident may 
;rant to other head• of a;enoiea engaged in national da!en•e 
functions authori~iee cc~~rahl• to thoae ~anted to the 
Secretary of Defen•e under tni• eectioo. When 9X&nted. by th• 
Pre•ident, such authoriti•• may t>e exerc1eec:1 l7y auch •w•nc:y hoad11 
with reapect to peraonnel of the agency and employee• of 
contractor• of the agency to the extent the agency head 
detortrl~nee neco•oory fo~ the pro;pe~ condu~t of nation81 dAfenae 
functlnns; Dy eueh parsonn•l and •mployeae. 

** TOTAL PAGE.004 ** 



r 

APR-02-1996 17:04 T0:21:3 - J. KLEIN FROM:DADE, J. 

EXECUTIVE OFFICE OF THE PRESIDENT 
OFFICE OF MANAGEMENT AND BUDGET 

W•ahington, D.C. 20503~001 
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LRM N0:3968 

FILE NO: 1646 

-

URGENT '9'2196 
LEGISLATIVE REFERRAL MEMORANDUM Total Page(s): ~ 

TO: Leglslatlve Liaison Officer - See Distribution below: 

FROM: Janet FORSGREN (for) Assistant Director for Legislative Reference 

OMB CONTACT: Robert PELLICCI 39~871 Legislative Assistant's line (for simple responses): 395-7362 
:i~!i~;~~:~~~~~Pii:GOV+EOP, O=OMB, OU1=LRO, S=PELLICCI, G=AOBERT, ljJ 

SUBJECT: EDUCATION Proposed Report RE: S1380, Medical Records Confldentlallt~ Act of 
1995 

DEADLINE: Thursday, April 04, 1996 

In accordance with OIVIB Circular A·19, OMB requests the vlew5 of your agency on the above subject before 
advising on Its relationship to the program of the President. 

Pleaae advise us If this item will affect direct spending or receipts for purposes of the 
"Pay-As-You-Go" provisions of Tltla XIII of the Omnibus Budget Raconclllatlon Act of 1990. 

COMMENTS: Senate Labor and Human Resources Committee staff have requested comments by 04/05/96. 

DISTRIBUTION LIST: 
AGENCIES: 29-0EFENSE - Samuel T. Brick, Jr. - 7036971305 

52-HHS • Sondra S. Wallace • 2028907760 
61-JUSTICE ·Andrew Fols • 2025142141 
82-LABOR • Robert A. Shapiro· 2022198201 
76-Natlonal Economic Council - Sonyla Matthews· 2024562174 
92-0ffice of Personnel Management - James N. Woodruff· 2026061424 
118-TREASURY ·Richard S. Carro· 2026221146 
129-VETERANS AFFAIRS· Robert Coy· 2022736666 

EOP: Nancy-Ann Min 
Sally Katzen 
Bob Utan/Karin Kizer 
Chris Jennings 
Jennifer Kleln 
Barry White 
Lisa Falrhall 
Maya Bernstein 
Laura Oliven 
Mark Miller 
Elena Kagan 
Lewis Olenick 
David Haun 
Toni Hustead 
David Morrison 
Mary Jo Slclari 
Dennis Burke 
Bob Demus 
Jim Murr 
Janet Forsgren 
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RESPONSE TO 
LEOISLATIVE REFERRAL. 

MEMORANDUM 

LRM NO: 

FILE NO: 

P ? 15 , ~I 

3968 

1646 

If your response to this request for views Is simple (e.g., concur/no comment), we prefer that you respond by e-mail or 
by faxing us this response sheet. 
If the response Is simple and you prefer to call, please call the branch-wide line shown below (NOT the analyst's ltoe) 
to leave a message with a leglslatlve assistant. 
You may also respond by: 

(1) calllng the analysValtomey's direct line (you will be conneded to voice mall If the analyst does not answer); or 
(2) sending us a memo or letter 

Please Include the LRM number shown above, and the subjed shown below. 

TO: Robert PELLICCI 395-4871 

FROM: 

Office of Management and Budget 
Fax Number: 395-6148 
Branch-Wide Line (to reach leglslatlve assistant): 395-7362 

------------------ (Date) 

-------------------------- (Name) 

------------------ (Agency) 

------------------ (Telephone) 

SUBJECT: EDUCATION Proposed Report RE: 51380, Medical Records Confidentiality Act of 
1995 

The following Is the response of our agency to your request for views on the above-captioned subject: 

Concur ---
___ No Objection 

___ No Comment 

___ See proposed edits on pages----

___ Other: ------------

___ FAX. RETURN of __ pages. attached to this response sheet 



,,. 
APR-02-1996 17:04 T0:213 - J. KLEIN 

Honorable Baney Landon ~a•••baum 
O\airma.n 

FROM: DADE, J. 

committee on ~abcr and Human Rasouroe1 
united Stataa Senate 

. Wa•hinft,on, DC 30510 

Dear Madam Chainaan1 

Thi• latter provide• the Department of B4ucat1on'a vi.w• on 

P -~ 15 • -5! . 

s. 1360. th• •Medical aaaorda r.nnfi""ntialit.y Aot of 1995." 
s. 1360 would provi4• coaprehanaive rule• tor the inapeotion, 
u••, diatrihntinn, and tran-i••ion of •proteated heath informa­
tion.• Aaong other•, th••• rul•• would apply to all educational 
A~AnniBe, •chools, and univeraitiee, whether or not ~hey raoeivo 
Federal fund•, •• •health inforaat1on tr\l•t•••" anc!, vith raapect 
~o certain •tudenta, a• ·~••l~h car• provider•.• 

We ar• concerned about th• oonfg•ion and burden 8. 13'0 would 
oreate for auch •CJ•noi•• and institutions. Therefore, va urge 
you to either drcp •uah a9enoi•• an4 in•~itutlone from tho hill'3 
coverage, or, at th• vary lea1t, clarify how s. 1360 and other 
appliaa~l• priv•oy laV8 would relate ~o ~haa. 

C\lrr•ntly, eduoa~ional a9enoiae, aohoola, and univar•iti•• that 
receive funds from th• Department are subject to the requirements 
ot th• Famiiy Bduoational Ri9h~• end rrivooy Act (lo u.a.c. 
12329) (PERPA) and Part I of tha Individual• with Dieabilitiaa 
EduoAtion Act (20 u.o.c. 1411) (IDEA) (whioh 1nooz;po~atea tho 
major proviaion• of FZRPA). l'ERPA/lDEA provi4•• aoce•s and 
dieolo•ul:"e r\ll•• ror Vhat it d•fin•• •• "•cSuoation ru\)u•d•.• 
Such raoor4• include student health records and record• that 
relate to •pecial eduoatign aarvic•w. l11u•, education records 
that fall within the detinition of •protected haklth informa­
tion, u inolu4in9 at~4unt health ~•cord• .. 1nta1ne4 by all 
a9anciea, •chool•, or univeraiti•• that receive fund• from the 
Department, woi.&l.d b9 aubj•1;1t ~o bO~h the requiruenta or 
FERPA/XDEA and s. 1360, reqiairin9 •uch aqencies and institution• 
~o •pply two ••ts gt privacy •tandara• to the •••• record•· 

%n manr ln•tancea, though, tbe •tandard• iapQ•ed. by 8. 13eO are 
substantially different from tho•• i.Jlpo1e4 under FKRPA/IDEA. for 
examples · 

•• s. 1360, in ••=~ion 101, would provide for inapac• 
tion and review ct 4oou:aent• only by the "•Ubjeot• of 
th• 1nrorm.a~1on, While FBRPA/?DJtA vests a parent or 
quardian vith •uch a right tor a minor child; 
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Page a - Honorable Nancy Landon Saa9abaum 

-- s. 1360 contain• •tan4arde for acce1a to health 
information, an4 eKceptions to •uch acoea1, that ditfer 
from PERPA/lDl:A'• accaas and exception• atandArd• for 
e~ucation records. For example, s. 1360'& "conf iden­
tial aouroe" exception and fttreatment record•" 
requireaant• vo~ld be in conflict with FERPA/IDIA 
zeciuirement•i 

-- s. 13~0 contain• rul•• ano exoeption• for th• 
di•clo•~r• of h•alth information that ditfer from 
F~AJIDBA'• atandard1 tor ed~cation records. For 
example, unaar 1!RPA/IDEA, unlike s. 1360, a student'• 
education reoord• aay be r•leaeed, in certain circum­
etanoe•, without prior oonaant to an educational 
institution in Which the student saek• o~ int•nd~ ~o 
enroll; 

-- s. 1360, in aection 203, would requi~e an elaborate 
written authori r.11t.• nn f'C'r t.h• ~ran•f•r of hea.lt.h 
records, while FERPA/ID'IA providam for a simpler forDI. 
of writt~n cons•nt (whioh ~•Y be importan~ to p~r•nt• 
when havin9 their children'• record• tran•ferred and to 
Stat•• and sebool diatriot• when JD&kin9 4iao1ocureu of 
health information to a State Medicaid Agency or ether 
inauror for purpo••• of obtaining raia»ur••••nt for 
heal~ related sarvio••)I 

·- s. 1360, in ••ction 212, would provide civil and 
C"rilld .. nal penalth1• (inoludinca fine• and inC)arocro.tion) 
tor individual violators, while FERJIA/IDEA provide• 
only for tarmination of Fo4oral tundD1 Qnd 

-- I~ i~ unolo•r hov s. 1360 vou~4 atfect curr•~t 
requtr .. •nt• 9overnin9 Institutional Review Boards. 
~h••• raquiraaant• appamr in ~h• Pe4aral Policy tor the 
Protection of Human Subj•c~s in Research. Tha Pedaral 
Policy va~ publi•h•d in the Federal Reqiat.er ot Jun• 
l.8, 15191 and vas aooepted :by 16 Federal department• and 
aq•nciea, in~ludinCJ th• Departatanl.. of Sduoatlon. 

P. 4/5 

A• • practigai uatt~r, ~~uc•tlgnal awenoiea, aehoola, ana 
univer•iti•• have a daily practice of co.ID.lllin;linq aaa4emic 
~•cord• end bealt.h ~•co~d•· Apply1ni the prov1a1ons or ~. lJ60 
to •uch aqenciea and in1titutions would effectively require them 
t.o inwt.J.t."'t• new practices anc proce~urea ~o cl1•t1ngu1ah anc ••vr•e•t• any regord coneidere4 health-related from ~h• raat of a 
•t~d•nt'• record•· 

We also no~• tha~ s. lJtiU vould cover all acnools and univar­
•itiea, wbether or not they receive funds from the Dapartmant. 
Flltl'~/IO!.A appli•• only to achool• and univar•itiea that receive 
funds trom the Department. Private and parochial •chool• at the 
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Pa9e 3 - Honorable NAncy Landon Baa•ebaum 

elementary and aecondary level qenerall¥ do not raooiv• •ucb 
funds. Thus, s. 1360 wo~ld have a new and significant impa~t on 
auch achoola. 

P. 5/5 

•~ un4ar•t-nd that when oriqinally introduced and conaidered 
during the 103rd Con;r••• •• a part of health care retorm, the 
pril!'enr•or ~ei R. 1:1,n did ftot eov•T •ducat.ional a9enci•s, aahools, 
and univer•itiea. since these a;enai•• and institutions play a 
relatively am.all part in thia largA -nd no•pl•Y pieoa ot le9iala­
tion, and aoat of tbam are already aubjact to laws prot•ctin; 
•t\Mlani: heal~ reoor·de, we de not b•liev• they should he oovAr1.ut 
now. Should they remain inoludad, though, th• ~ill must provide 
~·•tar olarity on how it• requir•••nte r•l•~• to tho•• of 
FERPA/lDEA and tha Federal Policy tor 'th• Protection of Kuman 
•ul:ijeot• in R•P•aroh. 

W• ot~•r you our •••istanoe in thi• regard and iook forward to 
vorkinq vith you as you ~ontinue to consider this bill. 

Th• Off ice of Management and Bud9et haa advised that there is no 
oojeotion to 'thi• report f%oa th• •t~ndpolnt ot tho Achnini~tra­
tion' e progru. 

Youra sincerely, 

Richard w. Riley 
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URGENT 
EXECUTIVE OFFICE OF THE PRESIDENT 
OFFICE OF MANAGEMENT AND BUDGET 

Wathington, D.C. 20103..0001 

LRM N0:3971 

FILE NO: 1848 

412196 
LEGISLATIVE REFERRAL MEMORANDUM Total Page(s): :1 'f 

TO: Leglslatlve Liaison Officer • See Distribution below: 

FROM: Janet FORSGREN (for) Assistant Director for Legislative Reference 

OMB CONTACT: Robert PELLICCI 395-4871 Leglslatlve Assistant's line (for simple responses): 395-7362 
Cc:US, AsTELEMAIL, P;GOV+EOP, O=OMB, OU1=LRO, S=PELLICCI, G=ROBERT, to:::J 
pellicd_r@a1.eop.gov 

SUBJECT: VETERANS AFFAIRS Views RE: 81360, Medi~I Records Confidentiality Act of 
1995 

DEADLINE: Thursday, April 04, 1998 

In accordance with OMB Circular A-19. OMB requests the views of your agency on the above subject before 
advising on Its relatlonshlp to the program of the President. 

Please advise us If this item will affect direct spending or receipts for purposes of the 
.. Pay-As-You-Go" provisions of Title XIII of the Omnibus Budget Reconclllatlon Act of 1990. 

COMMENTS: Senate Labor and Human Resources Committee staff have requested comments by 04/05/96. 

DISTRIBUTION LIST: 
AGENCIES: 29-DEFENSE • Samuel T. Brick, Jr. • 7036971305 

52-HHS ·Sondra S. Wallace - 2026907760 
61-JUSTICE ·Andrew Fols • 2025142141 
76-Natlonal Economic Council - Sonyla Matthews· 2024562174 

EOP: Nancy-Ann Min 
Sally Katzen 
Bob Utan/Karin Kizer 
Chris Jennings 
Jennifer Klein 
Toni Hustead 
Maya Bernstein 
Laura Oliven 
Mark Miller 
Elena Kagan 
Mary Jo Slclari 
Jim Fish 
Lewis Olenick 
David Haun 
Dennis Bu11te 
Bob Damus 
Jim Murr 
Janet Forsgren 
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RESPONSE TO 
LEGISLATIVE REFERRAL 

MEMORANDUM 

LRM NO: 

FILE NO: 

P. 2/24 

3971 

1646 

If your response to this request for views Is simple {e.g., concur/no comment), we prefer that you respond by e-mail or 
by faxing us this response sheet. 
If the response Is simple and you prefer to call. please call the branch-wide line shown below (NOT the analyst's line) 
to leave a message with a legislative assistant. 
You may also respond by: 

(1) calling the analySVattomey's direct line {you will be connected to voice mall If the analyst does not answer); or 
(2) sending us a memo or letter 

Please Include the LRM number shown above, and the subject shown below. 

TO: Robert PELLICCI 395-4871 
Office of Management and Budget 
Fax Number: 395-6148 
Branch-Wide Line (to reach leglslallve assistant): 395-7362 

FROM: ----------------- (Date) 

------~----------~ (Name) 

------------------ (Agency) 

------------------ (Telephone) 

SUBJECT: VETERANS AFFAIRS Views RE: 51360. Medical Records Confidenttallly Act of 
1995 

The following is the response of our agency to your request for views on the above-captioned subject: 

___ Concur 

___ No Objection 

___ No Comment 

___ See proposed edits on pages ___ _ 

___ Other: ------------

___ FAX RETURN of_ pages, attached to this response sheet 
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DEPARTMENT OF VETERANS AFFAIRS 
Offlc:e of the General Counsel 

Washington DC 20420 

f 
I 

In Reply Refer To: 024J2 

P. :3/24 

Encloeed pleaee find our detailed comment• on the Health and RWl'lan 
Service• (HHS) comment• on 8. 1360, Medical ~ecorde Confidentiality Act, 
and, comrDente on s. 1360, generally. Th• Department ia continuing to atudy 
both of theae item• and may generate additional c011111ente, or, adjuet aome of 
the poeitiona taken herein. 

Generally, the Department i• concerned with the ramification for the 
Privacy Act in the event of enactment of the aubject bill, •ince that Act 
now primarily govern• our handling of literally million• of medical care 
and treatment record• every year. Abandoning the Privacy Act in favor of 
s. 1360, in its current form, would appear to create fundamental operational 
diffieultie1. 

Ae drafted, s. 1360 preeente certain key ieeuee, and a number of 
important additional concern•, which muet be addre11ed in order to 
accommodate VA health care operational needa. Summari&ed, our key ieeuea 
include the followinga Any legielation must enable the continued intragency 
exchange of information between the Veteran• Health Administration and the 
Veteran• Banafit• Adminietration without the patient'• conaent. The 
million• of active powere-of-attorney, by vhich Veteran• Service 
Organization rapreaentativea obtain records and file olalma in millions of 
caeee before the VA cannot expire every year. Propoaed remedial le9ielation 
and related text ia encloeed. And the Privacy Act mu•t be addr••••d -
opvrnting under that Act and s. 1360 i• too complicated. It s. 1360 can ba 
amended to meet VA'• operational needs, then we would not objeot to having 
s. 1360 auparaade the Privacy Act. Thaae operational neede, and other 
matters, are identified in enclo•ur••· 

Thank you for thia opportunity to provide our views. 

Sincerely your•, 

Bncloauree 

~~ .. £? 
General COunael / 

r 
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comments by the Department of Veterans Affairs 
on HHS comments on s. 1360 

P. 4/24 

Privacy Act (BBS, p. 8) The Department of Veterans Affairs 
strongly supports statutory protections for the confidentiality 
of Federal health care information, and aqqressively protects the 
confidentiality of VA patient care records under the Privacy Act. 
The VA has had very few complaints about its methods of 
protecting the personal privacy of veterans medical records. 
While there has been some litigation, the Privacy Act generally 
operates quite well in balancing the competing interests of 
privacy and necessary disclosures. Confidentiality shortcomings 
could be addressed effectively and precisely by amending the 
Privacy Act. 

If VA had to comply with s. 1360 as currently written, VA 
would be unable to disclose information which is operationally 
essential. For example, one VA health care provider could not 
transfer records to another health care provider in the same 
facility without the patient's authorization. (See EXhibit D.) 

The VA provides medical treatment to large numbers of 
veterans every year in over 170 hospitals and 200 outpatient 
clinics. The VA Medical Centers currently maintain approximately 
s.s million active outpatient and inpatient medical files. VA 
treats 2.7 ~illion veteran5 per year; in 1996, it is estimated 
that VA will provide one million inpatient and 26.3 million 
outpatient visits. We provide counseling to veterans through 
ustorefrontw locations known as Vet Centers. In providing 
treatment, VA has resource-sharing agreements with other medical 
facilities in the private sector and federal entities such as the 
Department of Defense and the Indian Health Service. 
Additionally, VA is engaqed in significant medical research and 
helps provide traininq for the majority of the nation's doctors 
through associations with affiliated medical schools. All these 
activities generate individually identified and retrieved patient 
medical care and treatment records. Thus, it is clear that 
replacement of the Privacy Act with broad, new legislation would 
require substantial investment of resources in training and in 
reconfiguring VA's records management practices. 

If, nevertheless, s. 1360 were applied to, the federal 
sector, then we offer the following detailed comments. 

Department of Veteraaa Affaira (VA); Benefit Programs (BBS, p.a-
9) s. 1360 would seriously interrupt the timely flow of records 
between the benefits arm of the Department of Veterans Affairs, 
the Veterans Benefits Administration (VB.A), and the health arm, 
Veterans Health Ad.ministration (VHA). VA performs over l,Ooo,ooo 
medical examinations annually for the purpose of determining 
eligibility for certain veterans benefits. Once these 
examinations are completed, they are sent from VHA to VBA and 
filed in the claims tile. VBA makes an additional 2,000,000 
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requests for medical records annually, in order to process 
claims. Records containing protected health information also 
flow from VBA to VHA. For example, VBA discloses protected 
health information from claims files to VHA regarding the level 
of medical treatment to which a veteran is entitled. Moreover, a 
veteran may require multiple hospitalizations thereby requiring 
multiple consents. consents are simply inadequate to aaco.mmodate 
th1s process. The bill's impact would be to require multiple 
authorizations from a veteran to move records between these two 
VA components, which would significantly increase the time and 
cost required to develop and adjudicate a veteran.'s claim. We 
are providin9 language, attached as Exhibit A, to address this 
matter. Also, we are suqqestinq certain revisions, by way of a 
substitute paraqraph 3, for pages 8-9 of the Draft HHS comments 
on s. 1360 (attached as Exhibit B). 

In order to expedite the processing of claims from veterans 
recently discharged from the Armed Force&, VA and DOD have 
recently established a procedure whereby Service Medical Records 
are sent to VA for storage regardless of whether a claim has been 
filed. This enables prompt transfer to a VA office when a claim 
is tiled. This recent innovation has addressed timeliness 
problems and should be protected. (See lanquage in Exhibit A.) 

Also included in Exhibit A is language that would allow the 
continuation of a long-standing practice whereby Veterans Service 
organizations (VSOs) represent individual veterans who seek VA 
benefits in millions of cases each year. Since a VSO may 
represent a veteran over a number of years in a variety of 
proceedings, veterans currently use powers of attorney as the 
disclosure device for medical and benefits records. There is no 
Mpower of attorneyw under s. 1360 and authorizations are 
inadequate for the proceas since they automatically expire at the 
end of one year. (See also HHS, p. 10, Authorization Expiration 
comments, with which we agree.) 

Written Authorisation •to. (BBS, p.1), Compatibility; etc (HHS, 
p. 2), Internal Uaea; etc (BJIS, p.2) s. 1360 does not contain an 
equivalent to the Mneed to know~ provision of the Privacy Act, 
subsection (b) (1). We strongly agree with the HHS comments that 
all institutions (including VA) providing medical care, need a 
method for allowing their employees to gain access to protected 
records for a variety of purposes, such as providing medical 
care, medical quality assurance peer review activities, legal 
servicea, oversight, employee personnel matters and other 
management activities, etc. For example, patients do not expect 
to sign consents for every individual providing health care 
within an organization. Further, as pointed out in Agents and 
Contractors (HHS, p.3), VA and other Federal providers need to be 
able to disclose protected information to other parts of the 
Federal government for the performance of legal or other· 
functions, although recipient government components are neither 
aqents nor contractors. Compatibility for government operational 
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purposes should be measurable by the Notice to Individual& 
provision (see HHS, p. 12). 

P p, /"j ,, 
.... / .... '1 

certirioation of IaBa, etc (BBS, p. I) We strongly endorse the 
alternative proposed herein which would enable VA'a own IRBs to 
act on proposed disclosures of protected VA information. 

Federal Agencies an4 state Requir .. enta (BBS, p.8) We strongly 
agree that the bill should be clear that it is not subjecting the 
Federal government to State reporting statutes. 

Miniaum Disclosure (BBS, p.t) As a practical matter, adding the 
qualification "to the extent practicable," as suqgested by HHS, 
is desirable. 

Authori•ation; Bspiration (BBi, p.10) As indicated above, 
specially trained claims representatives of Congressionally 
recognized veterans service organizations represent veterans in 
benefits matters before the VA, utilizinq powers of attorney. 
These instruments provide authority for disclosure of medical 
care and treatment information as well as for other 
repre~entational matters. These relationships are maintained 
for years, during which a service organization representative 
may appear several times on behalf of the same veteran. If the 
subject s. 1360 authorization time-limitation were applicable to 
this arrangement, the millions of power-of-attorney relationships 
would have to be renewed annually. This is one example of the 
general objections which HHS has posed on the s. 1360 provision. 
We strongly agree with HHS and request adoption of the lanquage 
attached at Exhibit A to avoid the above result. 

&utborisation; conneotion, etc (BBS, p.10) We strongly agree that 
disclosure authorizations should be obtainable at any time the 
patient is competent. The VA cannot condition the provision of 
the health care benefit on whether a disclosure authorization has 
been executed. 

Deceased Person• (HHS, p.11) We agree that the bill needs to 
squarely address confidentiality of decedent records. The bill 
should address what interest is being protected, what disclosure 
mechanisms should exist, who should have disclosure authority and 
how are the customary decedent-related disclosures, e.q., death 
certificate, funeral home arrangements, to be effected. 

Bffective Date; Regulation (BBi, 11) The implementation period 
once regulations are finally adopted should be twelve months, not 
just six months. 

a .. e41••; Civil Actione. (BBB, 13) We strongly aqree that civil 
recovery actions should be predicated on some reasonable deqree 
of knowledge and fault. 

•eqotiatao Rulaaakinq; A4vi•ory coaaittee (BBS, p.1a) Provider­
apacifio Inforaation (BBB, p.11) Federal providers, such as the 
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VA and OoD, should have the opportunity to work on any advisory 
committee which will influence the implementation of S. 1360, 
given their size and operations. We aqree with HHS that 
negotiated rulemaking should not be mandated by s. 1360. 

Health car• Povers of Attorney (BBS, p.11), Inability to Kake, 
etc. (BBS, p. 11). We aqree with the HHS comments. 
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Exhibit D 

DISCLOSURES OUTSIDE VA WHICH S. 1360 DOES NOT ALLOW 

Under s. 1360, VA will not be authorized to make a variety 
of disclosures which are either required by other statutes, or 
are desirable from a public policy standpoint. For example, our 
reading of the leqislation leads us to conclude that VA could not 
disclose medical records without authorization to the Congress, 
to the General Accounting Office, to the National Archives and 
Records Administration Administration, to the Equal Employment 
Opportunity Commission, to the Merit Systems Protection Board, to 
contractors of health care providers, to appropriate officials 
for civil commitments, to coroners, to organ donors, to funeral 
homes, to family members of deceased individuals, to the American 
Association of Blood Banks and JCAHO, to departments of motor 
vehicles or other public safety orqanizations, child protection 
agencies, to a guardian ad litem, to the Red Cross in order to 
facilitate their proqram for transporting the loved ones to the 
bedside of terminally-ill veterans or members of the Armed 
Forces, to insurance companies for collections, to the Department 
of Justice for litigation, to nursing home facilities for 
preadmission screeninq of mentally ill and retarded patients, to 
other federal agencies for computer matching, etc. (This list is 
exemplary, and does not include all prohibited disclosures.) 

Currently, the Privacy Act permits disclosures without 
consent via the routine use exception. (5 u.s.c. S 552a(b) (3). 
This enables the VA and other Federal agencies to make 
adjustments to disclosure needs as circwnstances require. such 
flexibility is desirable for a least two reasons. It 
accommodates new program disclosure needs not contemplated by 
disclosure provisions at the time of their enactment. Further, 
it provide& a means to confidently resolve interpretation 
questions regarding the scope of a disclosure provision. We 
strongly recommend retention of a provision •uch as this which 
will provide reasonable flexibility in the face of constantly 
changing circumstances. 
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Exhibit B 

Proposed substitute for the following topic on pages 8-9, 
paragraph 3 of the draft ~comments of the Department of Health 
and Human Services on s. 1360, 'Medical Records Confidentiality 
Act•": 

Departaent of Veterans Affair• (VA); Benefit Pro9raaa (BBS pp. 
8,9) The Department of Veteran& Affairs has pointed out that 
there is a voluminous daily flow of electronic and paper health 
information between VA medical facilitie& and counterpart 
adjudication and benefits paYJDents offices of VA on millions of 
cases in order to timely and efficiently provide health care and 
benefits payments under title 38 United State& Code. For 
example, eliqibility for health care is determined and verified 
by the benefits off ices, while payments of disability and pension 
benefits by the benefits offices are dependent on ad.mission and 
condition information 9enerated by the aedical facilities. The 
millions of veterans who receive either or both types of benefits 
view the Department as a single entity rather than separate 
components, and expect timely collaboration between these two VA 
components in their benefits matters. 

Under the bill, this huge disclosure process would appear to 
require patient consent. To the extent that the Department of 
Veterans Affairs wishes this changed in the interests of 
convenience and effectiveness for the veteran and for this 
Department, it would appear to be desirable to do so in the 
controlled &ituation of this agency. The Department has 
submitted language to address this situation. 
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EXHIBIT C 

VA'S OFFICE OF GENERAL COUNSEL 
LINE-BY-LINE COMMENTS ON s. 1360 (Oct. 24, 1995 Version) 

•Matter• of qreater ooncern are in boldface. 

DEFINITIONS 

Sec. 3(1), p.3, 1.15 - We are unable to determine what a 
Certified Health Information Service does. This should be 
clarified or deleted. See S 204, p.24,l.4 

Sec. 3(2), p.3,1.22 - It doesn't define what an 
Minstitutional review boardw does. We recommend that the 
definition include such a statement from the definition of 
the phrase in H.R. 3600 amenc:lment, S 5120(c) (3), for the 
same term. 

sec. 3(3), p.4, 1.3 .. Th• term "'cliscsloae" auat t:1e defined to 
include a need-to-know concept auob as ia currently provided 
in tbe Privacy Act, S 552&(b) (1), to &llov information to 
flov within a health care provider. Otherwiae, even a 
referral to a VA component for a 4iagnostio aervio• or to 
bousokeepin9 tor a request tor olean •h••t• ror a patient's 
bed could require a prior written oonaent froa tb• patient. 
This limitation on internal 4iscloaur•• is unvortal)le. 

Sao. 3(5), p.4, l.21 - The definition of health care 
providers is inooaplete. a~aeotion (C) needs to have 
"contractors" a4de4. Kadiaal facilities often use 
contractor• vho (or which) need to ••• the ae4ical reoor4a 
to function. 

Sec. 3(6) p.5, l.13 - We do not under5tand why the 
definition of a health information service is in the bill. 
The only clear reference to the entity is S 204, which 
provides for very limited functions, and should be 
eliminated. It would appear also that the definition is 
overly broad. For example, (B) would appear to cover AT&T 
when information is sent over their circuits between 
hospitals. 

sec. 3(7) p.6, 1.5 • Tb• definition of a HIT aeeaa to 
contemplate a model for provi4inq health care vhiob ia not 
conaiatent with tbe reality of how health oar• i• provided. 
Bealtb care, at leaat b•••4 on th• V1' experience, i• not 
provided to in4ivi4uala by 4i•crete unita. It ie provi4•4 bJ 
entiti•• •ucb •• boapitala or bealth oar• Detworka which 
need to aove records between varloua health care provider• 
employed or utili••4 bJ the boapital, auch •• a aeparate Kill 
raoility. under th• atruotur• oont .. plate4 bJ tb• bill •• 
we understand it, VA woul4 need conaen~ to provide record• 

l 
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to various individuals and entitle• as part of providing 
health care. 

Additionally, VHA provide• medical oare to veterans. 
Record• of that care are use4 by tbe Veteran• Benefits 
Administration (VBA) to determine eligibility for benfita 
under title 38, Vnite4 Statea Code. Thia bappena ailliona 
of times per year. To require a oonaent each time is 
extremely impractical and burdensome. The same would be 
true even vber• VBA ask• V1IA to perform a oompenaation and 
pension cc••> examination to 4•terain• the amount of 
compenaation to pay the veteran patient. 

Finally, a HIT would not be able to release employee 
treatment records in order to administer the OWCP program 
without the employee's consent. Under (A) (ii), the IG and 
the FBI would be HIT& if they receive records under S 212. 
What is the point under (B)? 

sec. 3(8) p.7, 1.4 - Bealtb overaiqht Agency does not 
include several entities wbicb by lav have oversight 
responsibilities and explicit statutory aoceaa to VA 
records, includinq medical records. Th••• include: 

P. 11/24 

Conqreaa, GAO, and MARA. The IG would be, at least as to 
aome components, a BOA. so it voul4 be both a BIT and a 
BOA. Other entities aucb aa the HPDB and occupational 
health monitors at DOL would not qualify, and, b•noe, 
patient consent would be required for VA to 4iacloae records 
to it. 

Sec. 3(9), p.s, 1.3 - Health Plan is defined as including 
~other program providinq health benefits, whether or not 
funded through the purchase of insurance,• which is too 
broad. 

Sec. 3(10), p.s, 1.10 - Health Researcher should include 
contractor since many field trials are done on a contract 
basis. 

sec. 3(11), p.8, l.lt - Individual Repreaentative does not 
cover Povera of Attorn•~ used by vso p•r•oDD•l to obtain 
access to recor4s vitb the patient'• conaent. It also 4oea 
not address th• situation where there i• ·no court-appointed 
representative of an incompetent individual. Also, the bill 
does not provide for tbe IR to do anythinq as sui,section (b) 
ot th• Privacy Act does; they oan•t obtain aoo••• to th• 
recor4a, seek aaen4ment or oonaent to rel••••· ~here ia no 
authority in th• bill to r•l•a•• record• to ••tal>li•b the 
nee4 for the court to appoint aoaeon• to ••rv• as an 
individual'• representative. 

Seo. 3(13), p.t, l.1 •Law enforo .. ent inquiry nee4a to 
include investigations of possible violation• of law. 

2 
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Sec. 3(13), p.9, l.7 - The definition of parson is different 
in scope than the definition of that term in 5 u.s.c. 
S 551(2), which applies to the Privacy Act. The different 
coverage could lead to conflict and confusion in application 
Of the two statutes. 

Sec. 3(14), p.9, 1.13 - protected health information at 
(B) (ii) (II) includes information Mwith respect to which 
there is a reasonable basis to believe that the lnformation 
can be used to identify an individual.a This should be 
clarified as to whether the "individual" doing the 
identifying is a reasonable third party, or, someone who is 
a close friend of the record subject, and consequently knows 
details from which identification could take place. 

S 3(18) p.10, 1.20 - The definition of writing is very 
awkward and incomplete. For example, it does not include 
microfiche or videotape. Rule 1001 from the Federal rules 
of evidence could be adapted. Alternatively, is there a 
need to refer to writing, except for purposes of consent, 
given the coverage of the definition of protected health 
information? 

TITLE I - INDIVIDUAL'S RIGHTS 

subtitle A - Review of Protected Health Information by 
Subjects of the Information 

Sec. 101, p. 11, General Comment on Inspection ProvisionG - The 
Act does not deal with the issue of how the records are located. 
For example, if copies of medical records are filed legitimately 
in other staff offices, such as an attorney's file, or the 
Inspector General's Office, how is the Health Information Trustee 
expected to find these records when a request for inspection is 
made? Will employees be subject to sanctions for failure to 
comply with the inspection and copying provisions? 

Sec. lOl(a), p. 11, line 14 - There are no limitations on 
determining the cost of inspection and copying. 

Sec. 101(b) p. 11, line 1' - There i• no ac!ainiatrative review if 
a patient ia not permitted to in•p•ot or copy protected health 
information. We recommend that an appeal within tbe health 
1nforaation truatee of an initial adv•r•• 4eteraiDation be 
provi4ed. 

8ea.101(b), P• 11, line 1• - Tb•r• i• DO ezoeption for 
~intoraation ooapiled in reaaona))l• antioipation ot a oivil 
action or procee4in;," auoh aa ia oontaine4 in •ub••ation (d) (5) 
of tbe Privacy Aot. Patient• would acoor4in9ly b• entitled to 
aooeaa to an attorney'• file, for asaaple, in a tort liti;ation 
action, if tb• file oontaine4 proteote4 bealtb inforaation. 
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There are no ezoeptiona for law enforo .. ent recor4• like the (j) 
and (k) exemption• of tb• Privacy Aot. Thus, copi•• of ••4ical 
recor4• in th• handa of th• In•p•ctor General auat be diacloaed 
to tho patie11t. 

Sec. lOl(b) (3) (B), p. 12, line 12 - The "Administrative Purposes~ 
exception to inspection is very narrow, and does not solve the 
problems addressed by Privacy Act subsections (d) (5), (j) and 
(k). For example, if VA sends protected health information to 
the Department of Justice in the defense of an action, VA would 
lose the ability to invoke the exemption. 

Sec. lOl(d), p. 12, lines 22-23 -As stated above, VA supports an 
administrative review since it gets a better result, and is 
protection aqainst liability.under Title III of the Act. The 30-
day period should accommodate an appeal as well. 

Sec. 102(a), p. 13, line 4 - If the Act includes an 
administrative appeal of a refusal to amend information, more 
than 45 days is necessary. 

sec. 102(b) (2), p. 13, line 22 - VA supports the administrative 
review of any refusal to amend medical records. Administrative 
review is implied in this subsection; the Act should make the 
appeal right explicit. 

Sec. 103(a), p. 15, line 2 - The term, "information practices,w 
i& not defined. The type of notice contemplated is unclear. 

Sec. 103(b), p. 15, line B - The model notices should be 
explicitly discretionary. 

Subtitle B - Establishment of Safeguards 

sec. 111(a), p. 15, line 15 The atan4ar4 of "enauring" the 
conf id•n~iality, security, accuracy, and int•qrity of protected 
health information ia too hiqh; VA recommen4a uain9 a "reasonable 
efforts" atan4ar4 instead. 

sec. 111(b), p. 15, line 21-23 - VA an4 other Fe4eral a9•nci•• 
abould promulgate their own requlationa iD oonaultation with the 
Secretary of BBB. Tba citation• to title s, United Stat•• Code, 
sections 581 throuqh Sto, have been aaen4e4. (Section• 584-590 
bave beau r•nWl))ere4 an4 tr&D•f•rre4.) 

See. 111(~)(1)(B)(ii), p. 1,, liae t - Tb• Aot abould contain a 
aem))erabip cateqory for ~ an4 otber federal bealth oar• 
provider• an4 other repreaentativ•• of federal iat•r••t• (auoh •• 
•IB). Th• r•preaentativea inolu4• oategori•• of in4ivi4ua1• 
vhiob are not 4efine4, •uoh aa "health care prof•••ional•," 
"health care entitiea," an4 "health oar• oon•ua•r•." Tb• 
•~•r•bip section •houl4 utili•• the 4af 1n•4 antltiaa, •uob as 
health intoraation trustee, health oar• provider, h••lth 
iaforaation •ervioe, etc. 
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Sec. 111(b) (2), p. 17, line• e-10 - Tb• secretary •houl4 alao 
conault with fe4•r•l b•alth oar• provider• and other int•r••t•4 
federal entities; •uoh •hould be empowered to issue thier own 
requlationa. 

sec. 112(a)~ p. 11, line 12 - ~hi• provi•ion 4oea not 4iatinquiab 
between accounting for di•oloaurea within a health information 
trustee an4 4iacloaure• outside. Th• ~••nee of an internal 
"need to know,, concept, euob as appear• in Privacy Act aub•ection 
(b) (1), create• probl .. 1 wben recor4• aove within an aqency, and 
especially to staff •upport. 

Sec. ll2(b), p. 17, line 20 - The Privacy Act has a different 
records retention schedule; the time periods do not match 
precisely. 

TITLE II - RESTRICTIONS ON USE AND DISCLOSURE 

Sec. 20l(b) (1), p. 18, line 9 - The "Compatibility• provision is 
not related to the rest of the Act. 

The Health Information Trustee appears responsible for 
determining how the recipient plans to use the information, which 
is a difficult and unrealistic burden to impose. 

The word "significant• should be placed before the word 
"purposesw on line 12. 

If a health information trustee later develops a new purpose 
for the protected health information (which is legitimate within 
the medical community), it would be precluded from using or 
disclosing that information. 

sec. 201(4), p. 11, line 22, - ~h• requir .. ent of identif7in9 
recor4• aa "proteote4 b•altb lnforaatioD" Ila• at least two 
probleaa. Pirst, will the Act be retroactive, or will it apply 
only to recor4• oreate4 after it• enaotaent? VA believe• tbat 
the Act •boul4 apply to all ae4ical recor4e r•qar4l••• of when 
they ware created. It voul4 be too difficult to 4i•tinquish 
vbicb record• are oovere4 by tbe Privaoy Aot, and whiob are 
covered by tb• nev le9i•lation. seoon4, wben larqe volW1•• of 
records are involved, would truateea be required to ••parately 
atamp each individual record to identify it aa being covered by 
tbe new leqialation? 

Sec. 20l(e), p. 19, line 3 - The purpose of subsection (e) is 
unclear. 

Sec. 202, p. 19, line 7 - Un4er title 38 V.8.C. S 1721, VA ba• 
tbe riqbt to recover for aervic•• provi4e4. ~ auat aake 
proteote4 health inf oraa~ion availal:>l• to inauranoe ooapani•• in 
order to collect. If patient refuse• to oonaent, ~ would be 
unabl• to bill for care provi4ed, and S 1721 would be fruatrated. 

sec. 202(&) (2), p. it, line 20 - Tb• requir .. ent of separate 
f oraa autborisin9 4iaoloaure• for t.reataent an4 pa711ent i• 

5 



APR-02-l'.3% 17:20 T0:213 - J. KLEIN FROM: DADE, J. P 1 c n4 
I .. ..i; L' 

contrary to tbe "Reinventin9 Governaent" initiative, which favors 
•i•plification. 'l"vo fora• are unnecesaary when one would 
•uff ice. 

sec. 202(a) (4), p. 20, line 2 - The word Mspecifically" should be 
dropped. The. individual executing the authorization should not 
be required to identify a specific VA Medical Center; identifying 
VA as trustee would be sufficient. 

Sec. 202(a) (6), p. 20, lines 7-10 - This requirement should be 
eliminated since it is already covered by the revocation 
subsection (b), on paqe 21, lines J-10. 

Sec. 202(a) (7), p. 20, lines ll-16 - This requirement (that the 
patient has read a statement of disclosures that the recipient 
intends to make) should be eliminated because it is burdensome 
and unrealistic. Furthermore, the requirement is surpluaage, 
since section 202 concerns authorizations for treatment and 
payment only. 

Sec. 202(a) (8), page 20, lines 11-21 - Thia requir .. ent (of 
4iacloaure only for a purpoae compatible with the purposes for 
which th• inforaation wa• collected) aboul4 b• elillinated. The 
patient should be &bl• to conaent to have records diacloae4 for 
any purpose. Purtheraore, under ••ction 202, tb• records are 
only being 4iacloaed for treataent and payaent. 

sec. 202(•) (9), page 20, line 22 - Veteran• Service Orqani1atione 
have a long history of assisting veterans obtain benefit• 
(including health benefits) to which they are entitled. The 
••obani•• used to acoompliah such aaaiatance i• a power of 
attorney, which aay or aay not include an expiration 4ate. Thia 
requirement should either be eliainate4, or tbe Departaent of 
veterans Af faira should have an esception for veterans service 
orqaniaations. 

Sec. 202(b) (2), p. 21, line 1' - Delete tb• words "or 
constructive" before the phrase "notice of th• revocation." This 
could cause a boat of probleaa. Por eaaaple, if a patient leaves 
a meaaaqa revoking authorisation with a hospital awitchboar4 or a 
doctor's answering service, do•• tbia constitute constructive 
notice? 

Sec. 202(c), p. 21, lines 18-23 - The use of the model 
authorizations should be discretionary. 

Sec. 202(c), p. 21, line 23 - The citation ahould read M(a) (7)." 

Sec. 203(a) (1), p. 22, lines 11-12 - Section 203 concerns 
authorizations for purposes "other than treatment or payment." 
It does not make sense to apply all of the requirements of 
section 202(&) (1) throuqh (6) which covers authorizations for 
treatment or payment. For example &ub&ection (a) (2) requires 
separate forms for •treatment• and •payment." 
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Section 203 would require another fora. Th• Act require• 
aeparate autbori•ation to.rm• tor 41aoloaure• for treataeDt, for 
payment, tor other than treataent or payaent, an4 a atat .. ant of 
inten4e4 4ieolosur••· All thi• paperwork is contrary to the 
Reinventinq Government initiative. 

The patient should have the discretion to authori2e 
disclosures for broad purposes or limited purposes. The Act 
should eliminate the purpose-based distinctions between 
authorizations. 

Sec. 203(a) (3), p. 22, line 19 - The requirement that 
authorization not be requested on a day on which the trustee 
provides health care should be eliminated. It can be burdensome, 
requiring patients to return on another day. If the Act seeks to 
eliminate duress, add a requirement that wconsent must be freely 
given." 

Sec. 203(&)(4), p. 21, line 1 •A• 4iaou•••4 previou•ly, tbe 
Departaent of Veteran• ~ff air• reli•• heavily upon tbe u•• of 
powers ot attorn•y: tbe one year liaitation au•t b• •liainate4, 
or VA must obtain an ezoeption thereto. 

Sec. 203(c) (2), p. 23, line 17 - Delete the words ~or 
constructive• before the phrase •notice of revocation.• 

Sec. 203 (d), p. 23, line 18 - The model authorizations should be 
made discretionary. 

Sec. 204, p. 24, lines 4-25 - This section should be deleted; it 
was originally included as part of the Health Security Act, H.R. 
3600 (1994), and is no lonqer necessary under this bill. 

Sec. 205, p. 25, lines 4-5 - The phrase ¥reqardin9 an individual• 
should be deleted since it is included in the definition of 
protected health information. 

line 6 - The definition of individual 
representative leaves gaps (as discussed above). 

lines 7-8 - Siqnif icant personal relationship is 
not defined. 

line 13 - The word Mor• should be inserted after 
the semicolon. 

p. 26, liD• 3 • Under sec. 103, th• bealtb information 
trustee i• already li•tinq it• information praotioes, ao an 
a44itional notioe to the patient of bia or h•r right to object is 
unnecessary. The requireaent of notifioation •i•ply oreat•• 
another ~arrier to adaiaaion. •• au99eat that Sec. 
205(b) (1) (A) (i) reaaa "ha• not in1tiate4 a requeat for 
conf i4entiality of 4iractory inforaation; or" 

line 5 - The word worft should be inserted after 
the semicolon. 
Subsection 205(b) (l)(B) (i), p. 26, line 13 - The person 
requesting directory information should be required to provide 
the name of the individual who is the subject of the information. 
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•• alao believe that a new aubaeotion 205(b) (1)(8) (iv) 
•bould be a44e4, to allow the rel•••• of inforaation re~ardinq 
vbetber th• subject aay receive viaitora, an4 whether the 
patient'• condition permit• the receipt of flower• or other 
qirta. 

Subsection 2as(c), p. 27, line 1 - Thia bill creates a new rule, 
qranting personal privacy to 4eoe4enta, which ia contrary to the 
OOllllllOD law, an4 the court oaaea interpreting tbe Privacy Aot and 
the Freedom of Inforaation Aot. A better rule would be 
diacloaure is paraitted when it will not invade the peraonal 
privacy of a living iu4ivi4ual, or be harmful to the a .. ory of 
the c!ec••••4. 

The bill does not recoqnize the wide variety 
of disclosures currently made regarding decedents. For example, 
the health information trustee would not be permitted to release 
information to the coroner about the cause of death, to funeral 
homes, to organ donors. The bill would prevent VA from sending 
the death certificate to the Social Security Administration, as 
required by law. 

This section does not permit anyone to exercise consent on 
behalf of the deceased individual. The bill should at minimum 
permit disclosure to the family. 

The bill does not provide an end point, after which the 
records of a deceased individual are no lonqer confidential. 
This will bar 9enealoqical research, for example. 

line 6-10 - Even if a deceased individual has an 
individual representative, this bill does not qrant an individual 
representative the power to consent to the release of protected 
health information. 

Seo. 207, p. a7, line 17 - Tb• Mov•r•i9ht" provision would not 
allow VA to r•l•••• ••41cal information to tb• con9r•••, th• 
General Aocountinq Office, or the Hational arobivea. 

line 20 ~ Th• tera "authori••4 bJ law" ahoul4 be 
c!aletod, •ince tbere are many in4uatry-4riven oversight a9eucie• 
such as JCABO, the American Association of Blood Banke, etc. 
This section should be redefined in or4er to permit continued 
ace••• by accre4itin9 bo4ie•. 

, p. 28, lin•• 1•6 - VA often uaea ••4ioal reoor4a when 
employ••• are involve4 in a procae4ing, auch aa raprivileginq, 
disciplinary procea4iuqa, Bqual Baployaant Opportunity 
proceedings, an4 Merit 8yatea• Protection Boar4. 

sec. 201, p. 28, line 7 - Th• concept of public aafety •houl4 be 
added into thi• eeotion. ror aaaaple, reportin9 when a patient 
aight be a 4anqer to other•. Thi• section or anot~er auat 
contain a aaobaniaa for peraitting 4iaaloaurea to appropriate 
autboriti•• <•uob a• the coUDtJ attorD•J> for co .. ltaenta when an 
indivi4ual ia a dan9er to hia/ber•elf or otbera. (Tb• esception 
allowing 4i•oloau.re tor judicial purpoa•• would not •Uff ioe, 
•inc• it require• that tb• in4ivi4ual auat laave p1aoe4 bi• or bar 
own con4ition at iaauo.) 
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Sec. 209, p. 28, line 18 - VA and any other Federal providers 
which have their own Institutional Review Boards (IRBs) should 
certify their own IRB&. VA currently complies with all the 
bill's substantive requirements applicable to institutional 
review boards, and therefore does not object to the requirements 
contained therein. However, VA'& procedures for releasing 
records to researchers are long-atandinq and well-eatabli&hed, 
and do not need revision. Furthermore, VA has as much expertise 
as anyone else in this area. 

Sec. 210, p. 30, line 22 - The list of entitie& which may 
disclo&e protected health information tor judicial and 
administrative purposes is not consistent with the definition of 
health information trustees (i.e., some HITS are not covered). 
The term "HIT~ should be used instead. If the bill does intend 
to exclude some categories of HITS, the legislative history 
should explain why. 

, p. 30, lin•• 3-17 - Tb• bill only permit• dieoloaure for 
thr•• limited purpo•••· It i• ••••ntial that th• ~ill include a 
9•neral provi•ion allowin9 4iaoloaure pursuant to a court order 
without specifyinq a purpo••· It ia widely accepta4 in the 
comaunity that a court order oan reach tbia information. Tb• 
bill does not perait 4iacloaure purauant to a court order when 
another peraon ha• aa4e tbe individual'• oon4ition an iaaue; 
there are many l•gitillate tiaea record• would be neceaaary auch 
•• child cuato4y (•h•n the patient ai9bt be incapable of oarin9 
tor a child), an lqual Baployaent Opportunity caae, etc. 

, p. 31, line 10 - The word uor• should be added after the 
semicolon. 

, p. 31, lines 3-14 - We suggest that subsections 2lO(a) (1) 
and (2) be amended to read aa follows: 

(1) pursuant to The Federal Rules of Civil Procedure, The 
Federal Rules of Criminal Procedure, or comparable rules of other 
courts or administrative agencies; or 

(2) to a court, or pursuant to an order of a court of 
competent jurisdiction; or 

, line 16 - The term wlaw enforcement authority" is not 
defined. Would it include departments of motor vehicles, cancer 
tumor registries, child prot~ction agencies, state licensing 
boards, or the EEOC? 

Sec. 210, p. Jl, line 18 - subsection (b) should be deleted. 

Sec. 211, p. 32, l. 10 - The comments on 210 coveraqe or the 
HIT apply to subsection 211(a). Like Section 210, this 
section should specity the subpoenas to which it applies, 
e.9., administrative, judicial. The interrelation between 
sections 210 and 211 may need to be clarified since 210 
seems to limit disclosure of the records, but by use of a 
subpoena under 211 it appears that, if the section& are 
deemed exclusive in coverage, those 210 limitations may be 
avoided. Additionally, if the records can be subpoenaed in 
situations in which they cannot be reached under 210, why 
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impose the limitations in 210? The notice and procedures to 
quash a subpoena are a little sketchy. The procedures under 
the Right to Financial Privacy Act may be appropriate for 
consideration. The section should clarify that the Bill 
does not impinge on the sovereiqn immunity of the Federal 
government by allowing suit against it in state court. 

Sec. 212, p. 34, 1.21 - Under paragraph (a) (2) it is UDolear 
who determihea whether probal>l• cause ezi•t•? The 
recor4holder in many inatanc•• ia simply not qualified to 
••k• auob a determination, an4 it ia not UDcoamon in court 
proceedings to have a probable cauae 4eteraination for a 
warrant overturned on appeal. Th• bill ahould apeoify that 
a recordholder should be able to rely on the representation• 
of the law enforcement entity seeking the records that it 
bas complied with the bill'• requir .. enta •• ia done in the 
aigbt to Pinanoial Privacy Aot. 

p. 35, 1.11 - delete the word •1e9itimate• in front of the 
phrase •1aw enforcement inquiry.• The definition of the 
phrase (p. 9) makes the word redundant. 

p. 36, 1.6 of subsection (a) (4) provides ~[i)f the identity 
of the individual (patient) is not known at the time the 
subpoena is served, the individual shall be served not later 
than 30 days thereafter.• I would suggest the Act clarify 
that notice be qiven not later than 30 days after the 
identity of the patient is learned. 

p. 38, l.8 subsection (a) (6) limits the use of information 
obtained pursuant to section 211 to actions arising out of 
or directly related to the law enforcement inquiry tor which 
the information was obtained. This seems unduly 
restrictive. Assume an individual is investigated for and 
convicted of fraud in obtaining prescriptions. Two years 
later, the same individual enqaqes in the same activities 
using the same MO. Under this provision, it would appear 
that the law enforcement activity could not look at those 
records unless they regathered them from the original 
records source. This seems wasteful and unduly burdensome. 

p. 39, 1.19 - The exceptions provision of section 212 does 
not appear to use languaqe consistent with the rest of the 
bill. Possibly somethinq along the line of the following 
would be helpful. MNotwithstanding subsection (a), a health 
information trustee may release the records of an individual 
without the individual's consent in response to a request 
from a law enforcement entity when the entity seeks the 
records for use - (1) in an law enforcement inquiry or 
prosecution concerning a health information trustee; or (2) 
to assist in the identification of a person in a law 
enforcement inquiry or prosecution; or (3) in connection 
with a law enforcement inquiry or prosecution of actions or 
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activities committed against the health information trustee 
or on premises used by the trustee.w 

Sec. 213, p. 40, l.4 - Pe4eral agencies are suitjeot to 
electronic records atan4ar4• proaulqate4 bJ the 8ecretar7 of 
commerce, an4 to regulations on electronic records 
promu1qate4 by th• wational &robives an4 Record• 
Administration. These entities currently coordinate their 
activities. Xf those atandar4• are preeapted for Federal 
a9enciea, tbe bill aboul4 say so. If not, then the bill 
ahould provi4• •o•• aean• of coordination ao that Federal 
agenci•• are not subject to two ••t• of atan4ar4s. 

TITLE III - SANCTIONS 

Sec. 301, ,p.40, 1.11 - (a) A BIT i• espoaed to civil 
liability whenever th• 8eoretary 4eterain•• that the BIT baa 
"substantially an4 aaterially" failed to ooaplJ with th• 
statute. The pbra•e should b• aaan4•4 to include •oaa 
eleaent of intentional conduct or qroa• ne9li9enoe to avoid 
liability exposure under inappropriate situations. ror 
ezaaple, a local n•••paper article a4vi••• readers to f il• 
ace••• reque•t• for their ••4ical reoor4a. Tb• looal 
hospital ia inundated with hun4re4• of r•qu••t•. xt ooul4 
not respond tiaely without aiqnitioant 4iv•r•ion of 
peraonnel an4 resources fro• other operationa-relat•4 
activities. Aa a re•ult, a aiqnifioant auaJ)er of the 
requeata are not anawered within the statutory tiae liait, 
resultinq in a substantial and aaterial nonooaplianoe even 
though no one auffere4 any injury aa a reault of th• 4elay. 

(a) (2), 1.18 - It appears that S 301, the civil penalty 
provisions, were intended to apply only to private sector 
entities. Otherwise, if applicable to federal entities, 
appropriated tax dollars for one aqency would be paid to 
another Federal agency, HHS, to be covered to the Treasury. 
Passing money in a circle with no expenditure to accomplish 
an agency purpose in a time of limited appropriations for 
agency program activities seems questionable at best. 

Additionally, the lanquaq• that th• secretary could 
exclude a BIT from participation iD ••4icare, ae4icai4 or 
"any other .Cederally .funded health care progrw, • oould 
mean that a VA Ke41cal Center found to have violate4 (&)(2) 
by th• BBS Secretary would not be able to reoeive an4 ezp•n4 
appropriated fun4• provi4•4 by Con9r••• in the aDDual 
appropriation• legialation to iapleaent title 38 obligation• 
to provide ••4ical care to the nation'• veterana. Clearly 
tbia fru•tration of Conir•••ional intent i• not acceptable. 

Finally on this point, it would be inappropriate for 
one agency, HHS, to, in effect, tell another Federal agency 
how it is to spend it• appropriated funds to accomplish 
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statutory missions within its exclusive jurisdiction. This 
legislation would require VA to do whatever HHS required. 

p.40, 1.24 - The exclusion provision implementation in (b) 
needs clarification. There is no provision in (a)(2) for 
how long the exclusion would be, or under what 
circumstances, if ever, that a HIT may apply for 
reinstatement. As the language now reads, the Secretary's 
exclusion appears to be permanent. The reference in (b) to 
section ll28A of the Social Security Act may be confusing, 
and the procedures and substantive rules governing sanctions 
under this legislation should be set forth in this bill. 

The application of section ll28A could cause confusion 
because it contains many references to matters not relevant 
to this legislation. For instance, the heading for this 
provision of the bill is entitled Mprocedures for inpostion 
of penalties." Yet, section 1128A deals with more than 
procedural matters. Are only the procedural parts of 
6ection ll28A to apply? 

Additionally, the bill specifically provides that the 
&econd sentence of ll28A(f) is not applicable. That 
sentence reads: -Amounts recovered under this section 
[1128A, not this bill] shall be paid to the Secretary and 
disposed of as follows: [the disposition alternatives are 
then stated, includinq as a last option covering the monies 
to the Treasury]". This deletion appears to leave 
unanswered what the Secretary ie to do with any penalty 
recovered under the bill, in which case, the general rule 
would seem to apply and all funds would be covered to the 
Treasury. If that is the intent of the bill, then no 
additional action on this point is needed. 

sec. 302, p.41, 1.6 - Thi• aeotioD baa several •iCJDificant 
problems. Pirat, 1U})aeetion (a) illpoaea a strict liability 
stan4ar4 tor violating the statute. AMY conduct in 
violation ot the atatuta, no aatter bow inadvertent or 
inconeequential, is auffioient to aupport a civil action. 
The section ahould require the plaintiff to all•;• and prove 
tbat tbe defendant'• conduct was willful or intentional or 
at l•••t qroaaly neqli9ent. 

second, S 302 provides that an individual who is 
aggrieved by the violation may bring suit. Since 
Mindividual~ is not defined, even a person who is not the 
record subject could brinq suit upon an allegation of being 
aggrieved. Essentially, the number of potential plaintiffs 
is unlimited. The bill should limit the class of potential 
plaintiffs to the record subjects. 

Third, qiven the scope of coverage of the bill, the 
clasG of potential defendants is almost as large as the 
class of potential plaintiffs. The exposure of these 
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entities to potential liability is another reason to require 
some showing of intent in a violation before recovery would 
be permitted. For example, the definition of a HIT includes 
any contractor of a health care provider who transmits 
protected health information. Thus, AT&T as a provider of 
health care data transmission services could be sued for an 
inadvertent disclosure under this bill. 

l'ourt.b; the term "aggrieved" is not defined. Under a 
standard dictionary definition of the term, simply being 
upset that the HIT took an extra day to provide access to 
records would be sufficient to state a cause of action. In 
fact, given the language of the bill, the simple act of 
noncompliance with the statute may be enough to establish 
that an individual is aggrieved. 

•ifth, S 302 permits the recovery of actual damages or 
liquidated damaqes. If an individual establishes a 
technical, inadvertent violation of the statute which 
results in some a99rievement, the individual gets a minimum 
of $5,000. Additionally, under the Privacy Act, the courts 
have split as to what constitutes actual damaqes: only out­
of-pocket expenses or also items such as emotional distress 
and pain and suffering. The bill should specify what 
constitutes actual damages. 

aizth, S 302 does not address how Federal entities are 
limited in their ability to respond to claims for damages 
under a statute. Briefly, it would appear that under this 
statute, as under the Privacy Act, a federal agency could 
not settle a claim under S 302 until after the individual 
has filed suit. Hence, VA eould not settle a claim, no 
matter how meritorious, prior to that time. It Federal 
agencies are to be covered by this statute, unless the 
proponents of this legislation wi&h to force every claimant 
to file suit in order to pursue a claim, S 302 needs to 
provide Federal agencies with authority to settle claims 
prior to litigation. 

Sec. 311(&), p. 42, l.5 - given the definition of protected 
health information, there does not appear to be a need for 
the language following that phrase in 31l(a) (1) ~relating to 
an individual." 

The definition of a person in the bill differs from 
that in title 5 and elsewhere, and federal agencies or 
entities such as a VA Medical Center, eould be charqed with 
a criminal offense under the statute. 

TITLE IV - MISCELLANEOUS 

Sec. 401, p. 43, 1.4 - There is no mention of Federal 
statute• or legal mandates which apply to federal agenciee 
generally, and to VA particularly. The lack of 
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consideration of the unique legal nature of Federal agencies 
creates several problems in the implementation of this 
statute by Federal agencies, and particularly by the 
Department of Veterans Affairs. 

The Privacy Act, 5 u.s.c. S 5S2a, and the Freedom of 
Information Act (FOIA), 5 u.s.c. S 552, would apply to the 
records covered also by this statute when held by a Federal 
agency. It would appear that this bill would qualify as a 
basis to withhold records under subsection (b) (3) of the 
FOIA, but it would be helpful in avoidinq litigation if 
language was inserted in the bill expressly providing that 
FOIA did not apply. 

A• to the Privacy Act, that •tatute vaa speolficallJ 
crafted to provide for the conf i4entialit7 of doouaenta in 
the band• of a Pe4eral a9eno1 •hile acoo .. o4atinq other 
inter••t• vbioh Congr••• recog1li•e4 •• of •ufficient 
siqnificanoe aa a aatter of pul)lia polio7 •o aa to aerit 
incluaion in th• Privacy Act. On• priaary policy reflecte4 
in the Act i• tbat there are certain situation• wbere 
conqre•• 4eci4•d that it ••• appropriate to 4iacloa• an 
individual'• records without hi• or her prior written 
consent. Tbeae inolu4e 4isolo•ur• toa Conqre•• or its 
coaaittee•, tbe National Archive• and aecor4a 
Administration, tb• General Aocow:itin9 Office, the Bureau of 
the cenau•, lav enforo .. ent entiti•• for a qualifyinq 
purpo•e, and mo•t iaportantly, within an entity on a nee4-
to-knov basis. 

p. •3, 1.1c • SU))•ection (a) aboul4 inolu4• authorisation 
tor exclusive application of the Privacy Act to ~•4era1 
aqenci•• rather than thi• bill. Otherwise, ~be bill needs 
to provide apecif ically tor the release of information as 
4isouase4 •l••vber• in th••• oo:mmenta. It aiqbt b• 
appropriate to simply delete section zoa and provide in 
subsection (c) that other •tat• and federal reportinq lavs 
vould not be preempted by tbi• ~ill. 

1.19 - Subsection (c) (l) allows reporting of vital 
statistics. Section 2lO(a)(3) allows reporting of matters 
pursuant to a law requiring reporting to law enforcement 
entities. We recommend that section 210(a)(3) be deleted 
and 410(c) be amended to provide that this bill does not 
supersede any law providing for such reporting. Also, 
States require health care professionals and entities to 
report information such as the fact that a driver suffers 
epileptic seizures or has another medical problem which 
adversely affects his or her ability to aately operate a 
motor vehicle to its component which issues drivers 
licenses. The bill should make clear that this reportinq 
may continue. Otherwise, the state will be unable to ensure 
that individuals operate motor vehicles such as school buses 
or tractor trailers only if it may be done safely. 
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1.21 - Federal entities are not subject to state reporting 
requirements. However, VA complies with them for public 
policy reasons under the Privacy Act. Thus, to allow this 
practice to continue, subsection (c) (2) should be amended to 
allow reporting under any law Mprovidingft for reporting. 

p. 44, 1.9 - subseotion (o)(I) •bou14 be aaen4e4 to allow 
inolu•ion of aiokl• oell an .. ia an4 infection with the buaan 
iamuno4efioienoy virus which are cov•r•4 by 38 u.e.c. 
5 7332. 

Sec. 403, p. 44, 1.21 - we recommend that the time periods 
be extended by six months based on the experience of the 
Federal government in implementing the computer matching 
provisions of the Privacy Act. 

p. 44, 1.11 - Federal agencieg are subject to the 
Rehabilitation Act of 1974, not the Americans with 
Disabilities Act. consequently, subsection (c) (7) should be 
amended to include the former Act as well. 
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