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WASHINGTON. O.C. 20510

June 23, 2000

Clinic Violence
De ir Colleague:

We are writing because of our very serious concerns regarding the Bankruptcy Reform
Ac: (S. 625) conference. We are concerned that a key provision ensuring those who commit acts
of :linic violence cannot discharge their debt through bankruptcy may be removed or weakened
to :he point of meaninglessness.

You may remember the notorious "Nuremberg Files" website which.collected personal
int srmation about abortion providers, clinic staff, law enforcement officials, judges, and
po iticians. The site chillingly listed the names of those who had been wounded in grey type, and
the names of those who had been murdered were crossed out. The site also included many
M :mbers of Congress. The FBI and the U.S. Marshal’s Service advised the plaintiffs that these
w: re serious threats to their lives and offered to provide 24-hour protection. '

Just weeks ago, another defendant in the “Nuremberg Files" case, Joseph Foreman, filed
fo- bankruptcy. Foreman was one of the 12 individuals and two anti-abortion groups ordered to
p#y more than $107 million as a result of their activities. :

When the verdict was rendered, one of the “Nuremberg Files" defendants admitted:
“! fany of us have divested ourselves of assets in order they [pro-choice supporters] - they can’t
ti e them away." To date, six of the 12 individual "Nuremberg Files" defendants have filed for
b::nkruptcy.

This latest development further highlights the essential importance of retaining the clinic-
vislence provision in its-full strength in any final bankiuptcy legislation. The Bankruptcy Code
¢: rrently allows some perpetrators of clinic violence to discharge their debts. This provision
w ould halt such evasions of the law.

We may have different views about abortion, but this issue is not about being pro-choice
o - pro-life. This issue is pro-law and pro-women’s health. Preventing bankruptcy from being
u.ed to escape accountability for acts of clinic violence will strengthen the enforcement of the
li-w, and will help vindicate the purposes of the Freedom of Access to Clinic Entrances Act.

/- 7 Sincerely,

















































































































































PERSONAL FINANCIAL INFORMATION:
DO CONSUMERS GET PRIVACY OR PIRACY?
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WHAT'S WRONG WITH THE PRIVACY PROVISIONS IN H.R. 10
AND WHAT CONGRESS CAN DO TO FIXIT

Simply put. the House-passed privacy provisions in HR 10 fail to protect consumers’ financial

privacy. Consumers need the ability to control the sharing of their financial data — notice, access and at
least the chance to say “no” to sharing financial information with any entity.

What’s in HR 107

Limited Notice Provisions: HR 10 requires only that an institution notify consumers about their
policies and practices related to “protecting” the information or disclosing to nonaffiliated third parties.

There is no requirement to tell consumers about the types of information collected or the information
sharing practices related to affiliates and any other entity or person.

Opt-Out to “Nonaffiliated Third Parties” Only: The provision's limited third party opt-out does not

apply at all to intemal affiliate sharing—affiliates can still share and sell information and consumers
have no ability to stop them. ’

Marketing still Permitted with Nonaffiliated Third Parties: Even if a consumer opts-out, information
may still be shared with third parties marketing financial products on behalf the institution or pursuant
to a “joint agreement” between two or more financial institutions to offer, endorse or sponsor a financial

product. Therefore, with regard to any financial product, the consumer has no right to stop the
disclosure of their information.

Loopholes Galore: A number of loopholes exist in the bill that could allow financial institutions to

share a customers information without notice to the customer or allowing that customer to have the
ability to opt-out.

What Can Congress do to Provide Real Privacy Protection?

Notice about Information Sharing Practices with All Entities: Require institutions to provide full
disclosure of their information sharing policies with ail entities. including the categories of information
collected and categories of persons/entities to whom the information may be shared. Consumers need
to be meaningfully and fully informed about the institution’s information sharing and privacy practices.

Opt-Out of Information Sharing with All Entities — Affiliates and All Third Parties — for All
Purposes: Give consumers an across the board opt-out so they could say “no” to information sharing,
for any purpose. with affiliates and third parties. This is the minimum protection consumers need —
anything less is sanctioning widespread information sharing and violations of consumers’ privacy. Even
better, financial firms should not be permitted to share or sell a consumer's financial information with
any entity, affiliate or third party, without the consumer’s prior consent — an “opt-in.”

Access to Information: HR 10 does not provide any access to data for consumers. Consumers
should have access to the information institutions hold on them to ensure the information is accurate
and relevant and the ability to correct erroneous information. Consumers should also be able to hold
institutions that violate their privacy accountable for the violations.

Security and Protection of Data: The holders of data are in the best position to protect and secure
the information on consumers. Banks and other financial firms should have a duty to protect the

confidentiality of customers’ financial and personal information and be held legally responsible when
they violate the confidentiality standards.






CONSUMERS CARE ABOUT PRIVACY PROTECTION AND
CONTROLLING HOW THEIR PERSONAL INFORMATION IS
USED

e 80% of those surveyed agreed that "Consumers have lost all

control over how personal information is circulated and used by
companies."”

e 88% are concerned about threats to privacy. 55% are very
concerned about those threats.

From a 1998 Poll by Lou Harris.

CONSUMERS LACK CONFIDENCE THAT EXISTING LAWS

ARE ADEQUATE TO PROTECT PERSONAL INFORMATION
AND

A MAJORITY SAY NO TO AFFILIATE SHARING OF
INFORMATION

e 92% surveyed say they would mind if a company they did business
with sold information about them to another company.

e 78% did not agree that current federal and state laws are strong
enough to protect personal privacy from businesses that collect
information about consumers.

e 81% opposed the internal sharing of customer personal and
financial information by corporate affiliates.

e Only 10% said they would support newly merged banks, insurance
companies and investment firms sharing customer information
about accounts or insurance policies and the majority of these said
that affiliated companies should be required to notify and obtain

written permission from customers before sharing their personal
information.

From a 1998 AARP Survey.
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Whose Financial Data?

" YONGRESS HAS spent so many years

- trying to reform the laws regulating

A banks and other financial institutions
that it would be rash to predict success in this
session. It’s true that the House and Senate
now agree on what was for years the most
contentious issue: repealing the Depression-
era ban on cross-ownership among banks,
insurance companies and securities houses.

But three areas of dispute continue to
jeopardize final passage. The Treasury and the
Fed still disagree about what corporate struc-
ture would best guarantee that federal insur-
ance of bank deposits isn’t unwittingly extend-
ed to nonbanking activities. Then there is
disagreement about the Community Redevel-
opment Act, which has successfully encour-
aged banks to lend more to poor neighbor-
hoods. The Senate version of the bill would
weaken the CRA.

The biggest controversy in the House,
though, has to do with privacy. The finandal
institutions want to retain ownership of all the
information they collect about their custom-
ers. They can profitably sell such data; they
also can use it, they argue, to offer improved
services. But where the finandal institutions
see- gains for consumers, some members of

Congress see risk in the sharing of information
across institutional divides. A bank could let
its securities affiliate know when an elderly
customer’s certificate of deposit was expiring,
setting the customer up for exploitation with a
riskier financial product. Insurance companies
with knowledge of a customer’s poor health
could warn a mortgage affiliate not to make a
loan. And so on.

The House Commerce Committee ap-
proved, with bipartisan support, a compro-
mise solution. Financial institutions would be
able to sell most information, with the excep-
tion of medical data, and share such informa-
tion among affiliates. But customers would be
given the right to say no—to request that their
information not be shared. This “opt-out” is
less sweeping than what some self-styled
consumer advocates wanted—that is, no shar-
ing without express approval from each cus-
tomer. But most industry lobbyists oppose
even this modest measure, and the House
leadership may keep the Commerce Commit-
tee version from coming to the floor. That
would be a mistake; the House should be
allowed to vote on a provision that would give
consumers a bit of increased protection as
financial institutions bulk up.



]?an—ldng privacy laws stir legal debate

Minnesota case
tackles sale of

customer 1nfo

Bv Chrisune Dugas
USA TODAY

While Congress was conuid-
enng whether (0 aghtsn bank
prvacy laws Wednesdsy, Min-
nesolas anornev general was
suink a Miaaneapolis-based
dank for illegally selling cus
tomer nformagon to a tele
markeang trm

Attorney General Mike
Hatch says thar among owber

things US. Bank violated the
federal Fair Credit Reporung
Act by selling private Cusiomer
(nformanoa. such as Sodal Se-
cunty numbers and accoum
balances to Member Works of
Stamforda. Conn

Hatch says the bank e
ceven $4 raillion plus commis-
sioos for providing (nformanon
on neartv | millico customers
aaass the Midwest and West.

Member Works a publicly
qaded company, markets van-
ous membersnip programs
et for exampie. offer con-
sumers Tavei and bealth care
dispums.

Some of the nearty 50 coo-

sumers who complained (0
Hatelys office said bills had ap-
pewred on their credit card
Saffments even though they
never were coniacted by Mem-
ber Works. Others said moaev
was debited from checking ac-
counts without authornzanon.

“We are confident that our
markeung sandards operaie
well bevwoad currenm indusTy
pracrices. as well as all state
and federal reguianoms.” sad
Member Works spokesman
Wayne Gaminella

US. Bank denued it has vio-
lated agy iaws “In today's
world. jouxt vernnres and Coop>
eragve [marxetung prograos

are comon pracuces 1 bang-
ng benedts o customers.” said
Ooap Waage, public retanons
director at U.S. Bancorp, the
parerm compagnv.

The sale of customer n-
formapon goes bevond US.
Bank Comocouer of the Cur-
rency John Hawke Jr.. wno reg-
ulares banks. s3ys tus office has
recerved calls from agorneys
general 1n ower swates about
prvacy 1ssues.

“We are oot sure how wde
spread such pracnces are.” he
sad “But we are collecting the
informarnon and will be lookiog
o it further.”

“Privacy shouldnt be for

sale® says Ed Mierrenmsia of
US. Public (atevest Research
Group. “It's ouTrazrous and it's
aUs0 ouTagecus that the f-
nancial lobby s lined up
gaIng reform.”

Todav the House Commerce
Commuaee votes on a prvacy
amenamem (0 e Onannal
modermzanoa bill. The amend-
ment. spousared by Rep. Ed-
ward Markey, D-Mass. wowd
Zve consumers the nght to say
no f they didnt want their bank
1o share mformanoa wath affill-
ates. and it would require the
bank to get 8 cusDmers con-
seqt 10 share wnformanon with
anyone outside the cornpany.
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i Moy I
Your Secrets

For Sale

;' Mmhmmmmmm
“their privacy, epecally when it comes to ther
“"persml frznoe. A record of the cheda you wie
. the charyes you maie 0o your credit card. the stodks
u:ubuv your merance aaims—hey tell as mmcn or
 MOore bWt you tham a perom diary. |
" =Xet this persomi dizry 1s not kept under your bed
or foded m your desic It is heid by a Gmmaai |
TSHttion oo terms that aften do oot axnoide with its |
aEmdemal sembve persoral characer. o fact
franmi memmians benerit fram ocsnlete laws and
rules that perot tins anroemon to be shared with
people withowt your permmsman. and even soid o
Others who are oot even part oi the bank or scanmges
frm with winch you were domg business. Some of
- this cam be exptamne©d 29 cere<arv for “efficdency.” but >
‘o of it @0 only be expiamed as umeca=sarv
anging for cammemve agvamage at the expense of
Persomi prIvacy.
+ Shouldn't you nave a s3y o vour bank or broker
. waml 0 share yoOr poyum ouxm@nan with
- anher mwinman? Shouidn't you be the one
.+ écide whether your persmi prodle is put up for sale?
* It'sumds reasomanle enough., tut the face 13 that you
. kxve very little comral over the distnibution of your
“ own tmnazl cecords. Cuoremn baw allows Gnanaai
. frma 10 share your persomi framdial informacon
. Concerms about fimanaial privacy are heightrned by
 the increzw in hank mergers with insrance compe-
muﬂmmOnme/mng
(DENMons are under no resXMas on sharing
Ctomey mftermEnon from dividon to divisan. |
" For mstance. your life imssranre records could be
" mmde avalable to the loan officer caradering your
‘mortZage appbicatian. Or 2 ghevoyg spouse couid
bmnmuuwmmmumem
. “halding commany” boks for “synerpes” by sharmg
ber farance aunrmanan with a searoes afhate.
* Cangress s now comsidering 2 bill to modermize the
framnal sernoes tdustry. This is the ideal velncle for
XKD 1 @2 res 0 OTOWCt onsianers Prve-
y: But nght now. the bill fails short Consmmer
advoiss and privacy expers agree that 2 sgong
fmamaal privacy bill should:
() Give cusamers the gt to say "no” to
nstiahions sharmg paxonal Gmnaal informacon
" with—their afffiates and prohibit any Tanrer of
parwmly idemfable oixrumnan to third paroes
withant the QISIETETS CoXSemm
(2) Give amzame the nght to recover their losses
Mlmﬂ&mvuh!amarm
" (3) Allow asnomens 0 review ther persomal
 informanaon for aqmTacy, and give them the nght to
QETE ST W TAIXEL

D-“w&!bmbylhemm ]
*+ Campemmore. | sxrrrded in adding only the night to say
* sl G20 80 vehememly that they are Urexammg to
{dll the ermire frnniai eernces bill f this provision s
I‘m |
SpxIn ey our Srancal aervices aws for |
Mﬂhdh&xmmmn&
‘zmng Grancial eervee provaders—Suat f the comt of |
such refrm 18 that we txil to close the gang prvacy |
' peepholes now nddling our frxml system. the |
indostry can sedl Your secren to anyone. The spemal

mtrrests will have their cale and eat our privacy too. |

L

Tha wnter is a Democruti representative from
Mazmchusrrs
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Copyright 1999 The Topeka Capital-Journal
TOPEKA CAPITAL JOURNAL

July 25, 1999, Sunday

LENGTH: 856 words
HEADLINE: 'Jane Bryant Quinn: Think your financial affairs private? Dont bank on it

BODY: NEW YORK -- You probably think that your bank keeps mum about your tinancial affairs.
Think again. May be selling you down the river, to earn some extra money.

Many banks sell your confidential account information to telemarketing firms. Salespeople then call
you. flogging discount dental plans, travel clubs and other products.

Monthly payments are deducted automatically from your bank account or charged to your credit card.
The bank earns commissions on the sales.

Comptroller of the Currency John D. Hawke Jr. calls some of these practices "seamy, if not downright
unfair and deceptive." You can try to get off the sales list (see below), but might not be able to.

When the telephone salespeople call you, what might they know? Plenty.

Besides your name, age, address and phone number, the bank might have disclosed your bank account
number, Social Security number, current checking account balance, credit limit, credit score (showing

how creditworthy you are), the number and type of credit cards you carry and what you owe on your
credit card accounts.

A case recently brought by Minnesota Attorney General Mike Hatch against Minneapolis-based U.S

Bancorp charged that some customers had their bank accounts and credit cards debited, even though
they didn't want the service.

U.S. Bancorp, which has 1.023 affiliated banks and branches. settled the case with no admission of
wrongdoing. But it agreed to fines. restitution and charitable contributions of about $3 millionthe
approximate amount it had earned on sales-commissions.

Theoretically, the Fair Credit Reporting Act (FCRA) limits the way some of your financial records can
be used.

FCRA covers credit information, for example, your income, assets and employment history. Under the
law, banks have to tell you that they might disclose this information. and give you a chance to take
your name off the telemarketing lists. This is called "opting out."

Unfortunately, there is no etfective way of enforcing FCRA, says Hawke, whose office regulates

2.400 national banks. The regulators don't know what the banks are doing, and few customers know
they can opt out.

What's more, no federal law protects what's called "transaction and experience" information namely,
the details of your bank and credit card accounts. They can be disclosed to telemarketers at will, says

.../documentDisplay?_docnum=3& _ansset=GeHauKO-MsSDUWRARUUVREC-ACWV-A-WR 7/29/99
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Copyright 1999 The Dallas Morning News
The Dallas Morning News

View Related Topics
June 28, 1999, Monday THIRD EDITION
SECTION: EDITORIALS; Pg. 12A: EDITORIALS
LENGTH: 448 words

HEADLINE: Privacy Issues:
How much customer information should be shared?

BODY:

Until recently, insurance. banking and brokerage interests pretty much have had their way on
privacy issues in Congress' banking modernization debate.

The Senate's modernization measure that passed earlier this year didn't address whether a financial
institution’s banking, insurance and brokerage affiliates could share sensitive customer files. Similarly.

the House Banking Committee's version tepidly mandated companies to disclose their privacy
policies.

But the House Commerce Committee recently voted to allow customers to block companies from
sharing sensitive, nonpublic financial customer information with affiliates or nonfinancial third parties
for marketing purposes.

But even this provision, loudly opposed by tinancial institutions, has a big loophole that allows banks
to use information as long as the customer hasn't instructed to the contrary. Requiring institutions to

obtain prior customer approval, as is commonly the case in Europe, would offer better consumer
protection.

At last, Congress has nabbed the industry's attention on privacy, an issue that until now had been on
the edge of modernization deliberations. Mega banks and financial service firms amass a vast inventory
of personal financial information that warrant more than industry promises of protection.

Customer privacy is no small matter. in part. because modern technology makes timely financial
information extremely valuable. Many financial service companies already sell credit card and checking
account information, birth dates. addresses and telephone numbers to outsiders.

Worried by the trend, Comptroller of the Currency John D. Hawke Jr. has repeatedly criticized the
sale of customer information as "seamy" and legally questionable. In Minnesota, the state's attorney
general is locked in a lawsuit with U.S. Bancorp, which it accuses of selling customer information to
telemarketing firms in violation of the bank's own privacy policies. There are also allegations in the
case that some telemarketers may have used credit card information to sign up customers for products
and services they didn't order.

To its credit, Bank of America has promised to stop sharing certain customer information with

.../documentDisplay? docnum=5& ansset=GeHauKO-MsSDUWRARUUARYY-ACBA-A-WR 7/29/99
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Copyright 1999 Times Mirror Company
Los Angeles Times

View Related Topics
June 14, 1999, Monday, Home Edition
SECTION: Metro. Part B; Page 4; No Desk

LENGTH: 493 words

HEADLINE: PRIVACY ABUSES BY BANKS

BODY:

Banks are no longer the friendly. discreet custodians of their depositors' money, judging by
hundreds of thousands of consumer complaints to federal and state banking regulators. In fact,
without public knowledge, banks are making millions peddling crucial information about their
depositors. The abuse--especially by the large national banks--gives a new definition to bank robbery.
Federal regulators have taken notice. and some states are hauling banks into court.

In California, Bank of America announced Friday that it will no longer sell customer information to
third parties. Fine. But Wells Fargo and U.S. Bancorp say they will take only limited remedial steps.
For the most part. other banks are silent on the issue. The best way to stop this abuse is through
legislative protection of consumer privacy.

Financial privacy is under assault from all directions. The California Legislature, for instance, enacted
a law to allow the state to sell personal income data. and only Gov. Gray Davis' last-minute
intervention blocked its implementation. As objectionable as that law is, it at least gives taxpayers
some say in the release of the information. Banks are not subject to such constraints.

In a practice that Comptroller of the Currency John D. Hawke Jr., the regulator of federally chartered
banks. calls unfair and abusive. some banks regularly and without any legal restraint sell data about
their customers to telemarketing companies in exchange for a commission. And it's not just names and
phone numbers the banks sell. It's Social Security numbers. birth dates, credit card numbers and
purchases, occupations. marital status, credit standing and account balances.

Some banks will even allow telemarketers to automatically charge the accounts of customers who
express an interest in the telemarketers' products or services. Minnesota has filed a lawsuit against

U.S. Bancorp over such practices. accusing the bank holding company of violating the Fair Credit
Reporting Act.

The House Commerce Committee last Thursday adopted an amendment to force banks to disclose
their privacy policies and allow consumers to block release of their personal and credit information. A
much stronger provision to require banks to get their clients' consent prior to disclosure was defeated.
It is essential that, if the House bill is enacted, the rules implementing it order banks to spell out their
privacy policies clearly and conspicuously and make it as easy as possible for customers to opt out.

House enactment of an "opt-out” clause depends on whether Rep. David Dreier (R-San Dimas),
chairman of the Rules Committee, will allow the Commerce Committee amendment, rather than a

.../documentDisplay? docnum=40& _ansset=GeHauKO-MsSDAARGRUUCRDE-ACAY-A-WR 7/29/99
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Albert Newman, 79, couldn't figure out why he was
getting mail from an insurance company for a policy he
didn’'t want, But he traced it to his bank -- and is now
suing for tnvasion of privacy.

Privacy advocates
targeting banks

States eye tighter rules on how
information is shared

By Sharon Epperson

CNBC

Aug. 3 — [t's amazing how much personal
information businesses require consumers to
provide just to make a simple transaction. like
rent a movie or order take out. But banks
maintain a much deeper. richer trove of personal
information on their customers — who probably

assume it’s all under lock and key. Don’t bank
on it.
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‘I think more
onerous things
kinds of things
will occur in the
future 1f we don't
nip it in the bud
now.’

— CHRISTINE
GREGOIRE

Attorney General, Washington
state

Newman used his
cryptography experience to
decode a mailing label -- and
found it matched his checking
account number.

Advertisement

shop
MSNBC

Click here for
spacial deaist

1Quick Gifts 3

Privacy advocates targeting banks

YOU MAY THINK your personal information is
private. But banks know how much you make, what you
spend it on, your Social Security number, your credit
history. Things that even your friends and family don’t
know about. your bank does. And it may be sharing that
knowledge with others.

I was dumbfounded. disgusted. upset.” said 79-
vear old Albert Newman, who. like many consumers,
was unaware that his bank could give out his personal
tinancial information. Five years ago. Newman started
receiving mailings from an insurance company for a
policv he didn’t want. At first. he had no clue how the
company got his name or address.

P DL B PSR T :

o Yo 500 CANiDIS Roay Wity MENR: But then

; - % Newman, a
G a7y GF | oo
L LZ 006 8FMK CHY 86 9% 3 cryptographerin

N
wf

A

i

GElwonnMzEE T World War II, put
~ those skills to work.
~ He decoded the
digits on the upper

* right hand corner of
the insurance pitch — and discovered it was his
checking account number.

“The cat was out of the bag,” said Newman.

Newman is now suing Washington state’s Heritage
Bank tor breach of contract. invasion of privacy and
violation of the Consumer Protection Act. He says he
wants the bank to “admit that they're doing something
that the average individual doesn’t understand or know
about ”

Heritage Bank officials denied selling anv
information to marketing firms but admit sharing
“contidential and private information "~ with some
financial service providers.

Right now. it is only illegal for a bank to sell
someone's credit report to a third party like a direct
marketer. But any other information can be fair game.
Newman'’s attorney says until laws are changed, the
scales of justice are tipped in the banks’ favor.

“We have asked the attorney general’s office to
change the Consumer Protection Act to provide that
disclosure of private financial information would be a
per se violation,” said public interest attorney Shawn
Newman (who is no relation to his client).

Washington state Attorney General Christine
Gregoire agrees that swift action needs to be taken.

“I think more onerous kinds of things will occur in
the tuture if we don’t nip it in the bud now,” she said.

MR ALBERT i NEWMAN
8¢ Q94X 474

EHELTON. 4A T3§a%
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~ Privacy advocates targeting banks

What you can do

Privacy experts says there
are a few things you can
do to keep private
information private:

If you order a catalog or
magazine. ask the company
not to sell your name.

If your name has already
been sold, ask for the fist of
businesses or charities that
bought it and ask them to
put you on their “do not mail”
lists.

To remove your name from
marketers’ mailing lists. wrnte
to the Direct Marketing
Association’'s Mail
Preeference Service, Box
9008, Farmingdale. N.Y .,
117835-9008

For phone lists. write to the
DMA's Telephone
Preference Service, PO Box
9014, Farmingdale, N.Y
11785-9014

Write to credit reporting
agencies and ask to “opt out”
of the pre-approved credit
lists they sell to companies
Or call 888-567-8688.

http://www.msnbc.com/news/296760.asp

Page 3 of 5

A rash of consumer complaints compelled the
Attorney General to create a new privacy task force.
“This is an issue that effects every single citizen of
this country; the right for them to have their information
protected,” said Gregoire. “And the right for them not
to allow someone to sell for commercial purposes their
personal. private information without their consent.”
Gregoire plaved a pivotal role in the recent
successtul fight of various state attorneys general against
the tobacco industry. She says this battle is even bigger.
“This issue has a more far reaching potential
problem for consumers and has caused much greater

tear for consumers than any other case that | have dealt
with.” she said.

TAKING ACTION

The state of Washington is not alone in its fight to
protect consumers’ privacy. Government officials across
the country are investigating banks’ practices. and one
state has already taken legal action.

U.S. Bancorp recently paid $3 million to settle a
lawsuit waged by Minnesota’s attorney general. The suit
alleged that the bank released customer information to a
telemarketing company for $4 million. plus
commissions.

The bank said it would stop disclosing consumer
information to most marketers, except those that sell
tinancial products. Soon after, other banks. including
Chase Manhattan and Wells Fargo. imposed similar
restrictions.

The suit has heated up the debate at a time when
Congress is divided over whether to add privacy
provisions to banking legislation.

“What | have proposed is that we complete our
hearings on privacy, do some in-depth study and write a
tinancial privacy bill,” said Sen. Phil Gramm (R-Texas).

BREAKING BARRIERS

But some fear that current proposals, like Gramm’s
financial modernization bill. will break down barriers
between banks and other financial services firms —
making it easier for them to share information.

Consumer advocates worry that in the era of mega-
mergers like the Citibank-Travelers deal, a bank could,
for example. deny a mortgage loan if it learned from its
insurance affiliate that the customer was seriously ill.

But the banking industry maintains that such sharing
of information can be an asset.

“Consumers actually benefit in the way of lower
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Capital One is winning big in the cutthroat world of credit
cards by changing the rules. Its mission: Deliver the right
product, at the right price, to the right customer, at the
right time. Its method. Never stop testing, learning, or
innovating.
The telephones at Capital One Financial Corp. ring more than one million
times a week. People call to ask about their MasterCard balance, or whether
a recent payment was received, or why their interest rate has jumped. And

more than 1 million times a week, here's what happens -- before a caller
hears the first ring:

The instant the last digit is punched, high-speed computers swing into action.
Loaded with background information on one in seven U.S. households and
with exhaustive data about how the company's millions of customers behave,
the computers identify who is calling and predict the reason for the call. After
reviewing 50 options for whom to notify, the computers pick the best option
for each situation. The computers also pull and pass along about two dozen
pieces of information about the person who is calling. They even predict
what the caller might want to buy -- even though he or she isn't calling to buy
anything -- and then they prepare the customer-service rep to sell that item,
once the original reason for the call has been addressed.

All of these steps -- the incoming call, the data review, the analysis, the
routing, and the recommending -- happen in just 100 milliseconds. That's

one-tenth of a second, or one-eighth of the time that elapses between beats
of a human heart.

Make no mistake: Capital One has some wicked-fast computers. And its
growth rate has been nearly as fast. The company took shape in 1994, when
it began as a spin-off of Signet Banking Corp. It now ranks among the 10
largest issuers of credit cards in the United States, with 16.7 million
customers (it added 5 million new accounts last year alone ) and total
balances of $17.4 billion. Its stock chart looks more like that of an Internet
startup than like that of a bank. Stock in the company, which was first offered
at $16 per share, has traded as high as $140. The company, with 11,000
employees, has a market value of more than $7.8 billion.

Capital One's cofounders -- a pair of buddies with no previous hands-on
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president of marketing and analysis at Cap One: "l want us to become the
place where people go to find anything they want to buy."

"We can answer your question before you ask it."

Joe from Florida is a tough call -- a confused older man, the holder of a
MasterCard with a $100 credit limit. He informs his phone rep, Tim Gorman,
29, that he knows what happened the last time he called Capital One: "I've
got it written on the wall right next to the phone," he says.

Nancy from North Carolina is easier. A moment after her voice materializes
in Gorman's earpiece, information about her credit card pops up on his
computer. Nancy is a desirable customer: She has a $6,500 credit limit on
her Visa, she's been a Capital One customer for four years, she pays no
annual fee, and she hasn't paid late in the past 12 months.

Her opening line: "I want to close my account.”

Gorman is used to that greeting. He works as a Capital One "retention
specialist,” and all of the calls routed to him are from people who say they
want to close their account.

Gorman knows better. Most of them just want a better deal.

“| just got a card with a 9.9% interest rate," says Nancy, "and that's a lot
lower than my current rate."

Nancy's current rate is 16.9%. Gorman's computer displays three
counteroffers that he can make in an effort to keep her business. Those
offers have different interest rates -- starting with 12.9% and ramping down
to 9.9%.

"Well, ma'am, | could lower your rate to 12.9% . . ."

Nancy grabs the first deal that Gorman offers, and Gorman scores a "save."
Is he concerned that Nancy didn't get the best deal available? Not really.
“Who's to say she really was offered a 9.9% card?" he says. "Maybe that was
just something that she saw or something that came in the mail." Nancy is
happy. Capital One is happy, and Gorman has earned incentive pay for
keeping her -- plus a little extra for getting her to take a deal that preserves
much of Capital One's revenue.

Superficially, Gorman's exchange with Nancy sounds like what happens at
credit-card companies everywhere. It's standard these days for account
information to pop up when a call comes in ( computers identify the account
by linking it to a phone number ), and many companies bargain over interest
rates and fees. But at Capital One, that's where the interaction begins, not
where it ends. The history of “intelligent call routing” ( a term that Capital
One coined ) -- with its tiers of computer-enabled decision making -- is a
case study in how a culture of innovation can take small problems or modest
ideas and turn them into breakthroughs.

In this case, the problem had to do with the phone bill. Two years ago, calls
from Capital One customers were taking too long to handle, and an analysis
showed that customers were not to blame. Callers simply weren't getting to

the right place at the right moment: People with a lost card or a fraud
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problem ended up reaching an ordinary rep; people who just wanted to know
their balance stayed on hold to talk to a live rep; people unhappy with their
interest rate called the "lost card” number on the back of their card and had
to be transferred to customer service.

"All that time -- to take a call, to bridge the call to the right person -- that
pisses off the customer,” says Greg Gannon, 44, a technology manager who
was brought in to look at the problem. "You wait for an agent, you wait for a
transfer, you wait again for an agent."

Plus, says Jim Donehey, "All that time, we're paying for the call." Companies
pay by the second, and at a place like Capital One, which takes 2.5 million
live calls a month, even one extra second per call adds up to real money.
“The real question was, How can we minimize all that?" says Donehey.

The company tried lots of options. For example, it discovered that some
people called much more often than the average of five times a year. "We
sent out a letter at one point that said, in effect, 'Please don't call so much,""
says Donehey. That test yielded this result: If you want people to call you,
send them a letter telling them not to. "That was what | call 'a Homer
Simpson moment." "

The ultimate solution -- suggested by the technology folks -- had less to do
with an animated character than with artificial intelligence: Why not predict
the reason for each call and then send that call to the agent who is best able
to handle it? In fact, a company like Capital One, with 3,000 people
answering calls, knows plenty about why customers reach for the phone:
Ninety percent of all calls fall into 1 of 10 categories. Raise your customers'
interest rate, and they call. Put an automatic fraud stop on their card, and
they call. Send out a new card that needs to be activated, and they call.

Some people call once a month to find out their balance; some people call
three times a month.

It took months to analyze these calling patterns, to figure out which events in
a customer's credit-card life would predict a call. Decision-tree software had
to be written, equipment had to be bought, phone switches and computers
had to be taught to talk to each other. Along the way, people working on the
project arrived at some powerful insights. For example, customers who call
each month to check their balance or to see whether their payment has
arrived could be identified and routed to an automated system that answers
the phone this way: "The amount now due on your account is $364.27. If you
have a billing question, press 1. .. ." Or: "Your last payment was received
on February 9. If you need to speak with a customer-service representative,
press 1. ... " The genius of this system, says Donehey, is that "we can
answer your question before you ask it." A phone call that might have taken
20 or 30 seconds, or even a minute, now lasts just 10 seconds. Everyone
wins.

A routine problem in search of a quick solution led to a new way of doing
business. Today customers get where they are going immediately, and they
get the information that they need quickly. Customer-service reps handle
those calls that need to be handled by people, and they don't waste any time
passing calls to colleagues. For example, customers who have received

prototype products are automatically routed to staffers who know about those
products.

This calling system has become a competitive advantage for Capital One,
making possible both lower costs and better service, and the company is
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Auswer #6: Although we are committed ta protecting onr
conhidential informanon about yon and your products
amd services with ns, ccasimally icis necessary to provade
some of this information ta pactes awtside aur affiliared
hanks and companies.

We are tequired, for example, ta share information abont
vou and your products and seevices with us with parties
named tna lawsuit or adunmisteative actuon when we are
served with a subpacna or conr order. We alse are
requared o share thas itamnanon with tederal or state
wpuluory antharities, such as hankug exannners or the
Internal Revenne Scrvice, as anthonzed by federal or

stne L Comsistent with the pracnce of other banks and
hanceal services compames, we also share certanm mfur-
nanan abont you and vonr produces and services with
us wath repntable ceedit seporting agendies as anthorized
b tederal Liw and with others who mnay receive certain
mlommation fram as under particnlar circnmstances -
but cnly as huefully penntted o requared.

Lrom nme to time, we contract waith parties ontside our
atbhated hanks and compames i ander o make available
toyon cettan services or produces. For example, we may
comtract waith msurance compames ta make available
vort vanons msuranee proslncis, We also sometnnes contrace
with ontsude ARCHLS OF serviee |l|'u\'u||'|~ tor prepare your
Aceont statements, enter or Gilonlate transactions and
halances, or provide other waterials ar services on onr
bohalt: These apgents, service provuders, and third parey
prowduct proveders agree o safeguard one mlormation
abont yon and your pradoces and services with us and
st abide by applicable Liw.

We also occasionally decule to sell business assets on

2 business hines such as morgeage servicing nghts. o
1hese cases, we may transter to the pinchaser the ielied
cintomer anloraation,

he “Deposit Acconnt Agrevinent™ or the “Custamer
Discloswe Agreement™ for ow athihated banks tells when
the hank will dhsclose accannt alonmation w third parties.
G alhbated companies, while not required o provide tls
sine disclosure, tollow sinnlar tiles and provide mfonmanon
weosch thud parties anly meappropente arammstances

Question 87: Do yone proviche spectal treatment nf
mfovaation that your affluated trust company or bank
Lahds as v traestee o diselosed fidvcary, sice 1 am
frerticuhanly coneerned atwd pacsericing the confidentabiny
of thas afornuatin?

Answer #7: Yes, any anformation abont yon within onr
st divisaon, along with yom tnst or apency accounts,

i subect o speaal peotecnion - even wolinme our athhated

tannhe ot haaks and companmes. s wmtonnaaon s con:

sulored extremely contidental

§

OTHER QUENTIONS ABOUT THTE USE AND
SHARING OF INFORMATION

Question NR: Is at possible that one of your affiluited banks
or commpunes nuty solicit me for a product or service based
on nformation recened from an outsihe somce?

Answer #R: 1ike ather tinancal services orgamizanons,
our alfiliaed hanks and compames smmenmes purchase
wathug o other lists lrom omsade agendies or companies
that are m the busiess ot compilig Tas tor parduase by
others ton thew mdependent wses Phese haes are compled
by snch agenaes and compames pomaaly fiom palihe
sounees ob wlonmanon

Question B o v Drennone iy wame fraovn hsts
created by ontside agencies and compames that are

1 the busmiess of compalmg hists for puschase?

Answer #9: 11 yan wih to have your name removed lrom
the hats created by antade agencies sond compaies i the
hsimess of compiligg baas, send a watien request with
your name, address and socal secunty mnmber (il issued)
to the negamzations hated below, These orgamzanons are
responsible for nonfyag the agencies and companes than
are i the baviess of compaling: lists that vou wish 1o
have yonr name wemoved Trom the lists they sell Be sore
ta mchide all vesians of you name thae appear i ol
s or e Gills you recene. Yon mast register your own
wame and adkdress directly with cach orgamization lisied
helow since they cannnt process any requests feom ns

Aol Preference Service

o Direct Marketmg Associaton

120, Box 9008

Favnmngedale, NY 11735 9oos

Telephone Preference Sarviee

/o Direct Mlarkenng Assocanon

IO, Box 9014

Farmgdale, NY 11735 90104
The Darect Alnketmg Assoccaton wall el youss e
i ats constmmer exchision files so that your wame may I
remaved from hasts compaled o mamtaaed by the agenaes
and compames that e members of thar onunzanon
You wame remams m the hile tor bive veas

\Ce hape that abe provisions and explainations nilus Uise
ol Infounation brochnre answer most of the gnestions
that you have abont our use and shacing ol wlomanon
abont yon 1as an nuporeant pant of our contunmng, com
witnent 1o provide supenor service oy oo, our onstoner

0 10K Wl Farges & Compoany
NC 112ST AR (10 98 2 0827)

WELLS

L
Fr78 FARGC

USE OF INFORMATION

Use and Sharing of Information within Our
Mfiliated Family of Banks and Companies
To provide you with superior service and
inform you of product opportunities and

for other business purposcs, the banks and
companies affiliated with Wells Fargo 8
Company (which include Norwest banks

and companies and Wells Fargo banks and
companices) share information about you and
your products and scrvices mony themselves.
(See Questions and Answers #1 and #2 inside.)
Il you send us a written request that contains
your name, address, social sccurity number
(if issued), your primary accounts or services
with us, and your direction, such as “I request
1o be excluded from affiliate sharing of infor-
mation,” we will not share information

about you among our affiliated banks and
companics to the extent you may opt out

of sharing under the federal Fair Credit
Reporting Act and other applicable law.
(Scee Question and Answer #4 inside.) Your
written request needs to be mailed to
Operations Center (M.S. 6058), PO.

Box St 10, Sioux Falls, SD §7117.

Vhe paeaaons ond explanatrons i thas Ulse of Infarmation
Dacn Laner apply onldy o diwenhards. These poarnsions and
explanatnns supersede all previons notices or statements
wath cesparct tor the sulyect matter desoribed 1 ths Use of
Infounnatvin Inowhure. We resence the right to cnnge the
fernvisions and explanations i thas Use of Information
Drobuare b any tome 1 you prevcionsdy bove informed
Nowarest on Weells Fogo of xor aegquest 1o be excluded
frome suec b apfidiate shanng of foomation, voe need not

sulvat sotather 1equest
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To: Jonathan A. Kaplan/OPD/EOP@EOQOP, Gene B. Sperling/OPD/EOP@EOP, Melissa G.
Green/OPD/EOP@EOP

cc:
Subject: IMPORTANT -- Idea for late August/Early September Event

I would recommend that we do a radio address on privacy before Congress returns or around that time.
We do not need to identify it with either the bankruptcy bill or fin mod. However, it will create uncertainty
about our intent in both contexts and raise our leverage without committing us to insist on it in any specific
context. We would not be making much policy news -- as on May 4th the President outlined our view and
Gensler reiterated it before the Senate banking committee two weeks ago. However, he could say
something like: "Congress has an opportunity this fall to provide financial privacy protections to
Americans .... With so much change in the financial industries, with new technologies, we should not let
the opportunity pass to make clear that we hold financial privacy dear ...." Gensler's testimony has good
discussion of the legitimate expectation of privacy that Americans have, which we have found is violated

Consumer groups meeting with Melanne today also urged us to up the public rhetoric on privacy (while
thanking us profusely for doing so much already). They think it will help make this a central issue in the
bankruptcy floor debate. While that may be a good threat, | am not sure how likely that is. But
regardless, it can't hurt our leverage in both bankruptcy and fin mod to have the issue lurking and some
uncertainty about how much the president wants to ramp up the issue.

Melanne concurs that this is a good idea. [n addition, Treasury staff could see no downside, although
they had not consulted with Linda Robertson or Larry Summers.

The only downside | see will be how this interacts with any plans to do anything on medical privacy. |
don't know where those discussions stand.

Also -- If not the radio address, the VP might be interested in doing something on this issue.





